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Mandate

= [Federal Constitution of the Swiss
Confederation Art. 102

= National Economic Supply Act

= Mandate to increase the resilience of supply
infrastructure

Bundesverfassung
der Schweiz. Eidgenossenschaft

+ + + + + + + + + + + + + + +

+
+
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+
+
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+
+
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& CIP vs. Supply-Chain-Perspective
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ICT is a critical service by itself
= Telecommunication infrastructure

ICT is also a critical resource for other sectors

Necessity to secure both: the critical
telecommunication infrastructure, as well as
the critical ict-resources for other sectors

Interdependency is rising with automation.

A more Supply-Chain-oriented perspective is
necessary. Nevertheless: Risk appetite needs
to be defined. i.E: Electricity in Switzerland:
Maximum acceptable loss: 50 GWatt



Shared and distributed responsability in the area of cyber

Cyberdefence Cybercrime

Duties:

= Cyberdefence (Departement of Defence, Civil
Protection and Sport)

= Cybercrime (Departement of Justice and
Police)

= Cybersecurity / Critical infrastructure
protection (Multiple departements)

= Qrganisational separation, but close
cooperation

T
Cybersecurity
FDFA / FDF / EAER

Federal Office for National Economic Supply FONES 4



& Real-life example:

Attack on the water-supply of a Swiss municipality

[ Abo |

«Hacker haben unsere
Wasserversorgung
angegriffen»

Ebikon meldete jlingst eine IT-Attacke. Wie gefahrdet ist unsere
Infrastruktur wirklich? Diese Lecks und Schwachstellen konnten zur
Bedrohung werden.

Unpraktisch, aber sicher vor Hackern: Walter Ziircher erklart die analoge Wasserversorgung von Schwarzenegg. Foto:
Christian Pfander

Bundesamt fur wirtschaftliche Landesversorgung BWL

In 2018, an attack against a Swiss water utility
(municipality of Ebikon) became known.

The attack was not successful, but showed
that even smaller operators of critical
infrastructures can nowadays become the
target of cyber attacks.

Since the attack was directed against the
control systems, there was also a supply risk
for the population.

Such attacks are particularly critical for
interconnected companies that are
responsible for several supply processes
(e.qg., electricity, water, natural gas).



& Real-life example:

Cyberattack on a Swiss hospital (one of many attacks)

Krankenhauser geraten zunehmend ins Visier von Cyberkriminellen.

«Gefahrlichste Malware der
Welt» attackiert Zurcher
Spital - das musst du wissen

Fachleute bezeichnen Emotet als derzeit gefdhrlichste Schadsoftware der Welt.
Kiirzlich hat es ein Spital im Kanton Ziirich erwischt. Hier sind die wichtigsten
Fragen und Antworten rund um den Cyberangriff.

Bundesamt fur wirtschaftliche Landesversorgung BWL

Unlike other critical infrastructure, hospitals
are openly accessible

There are systems, such as heart-lung
machines, where cyberattacks are potentially
lethal to patients.

A hospital sometimes has hundreds of
different devices from different manufacturers
In use. Maintenance and oversight are
extremely difficult.

Certification of medical devices prohibits
subsequent modification of software no
updates possible.

In hospitals, critical systems are often
operated by doctors and nurses. Not by cyber
professionals.



& Real-life example:
Banking Trojans

£ . . | = Mostoften, not banks are attacked, but

¥ customers
= Combination of various techniques: Technical
N e T T (i.e. Keylogger, MiM, RATs) and social (Social
T3 Engineering, Phishing)

..., = | ots of banks pay, but demand secrecy

SoAckemmen ' ’ (hacked website)
e j DIEPOST ]2

Sehr geehrter Kunde, Sehrgeehitar) Hetjrra DNS & web-

Paket mit Dokumenten ist es notwendig innerhalb von 3 Tagen abzuholen sonst schicken wir es dem Sender zuriick.

! X . . ny —— server
Die Adresse der Postabteilung und Details der Lieferung sind im Anhang zum Email hingewiesen.
Wir setzen Sie hiermitin Kenntniss, dass die Sparbeitrage in der nachsten Bei Fragen sind wir gerne fiir Sie da.
Zeit erhGht werden. Mit freundlichen Griissen
Post CH AG
Kundendienst a Retefe HTTP proxy
Sie konnen sich mit der notwendigen Information im Anhang bekannt P - % infected
iAo g malware
machen. Kundendienst
Wankdorfallee 4 computer
3030 Bern
Freundliche Griisse Telefon +41 842 88 00 88
E-Mail login@post.ct 7 i
Ihr Helsana-Newsletter-Team |nte?',,eﬁ.‘f:§, Doosfc\h fittp:/jamcuntyblog amitch.ch
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& ICT minimum standard

||||||,||| » The standard is generic and universally
T applicable

g = |t's primary focus is on critical infrastructures
Minimum standard for i a foving -
ICT resilience TP = The standard specifies what to do, but leaves

the user the freedom to decide how he wants
todo it

= The standard is based on the NIST-
Framework, but compatible with other industry
standards, such as ISO, Cobit, ITIL...

Federal Office for National Economic Supply FONES 8



& How does the standard work?

|dentify .

Recover

Respond Detect

Federal Office for National Economic Supply FONES

Developed by FONES with experts from the
National Economic Supply (Private Sector)

5 chapters, each with designated chapters.

106 activities in total. Rating from 0 to 4.



& Example: Adaption for the food-sector (1/2)

5 13
Y
1

Minimalstahdard zur Vetbesserung

der IKT-Resilienz »‘f ﬁ

—

7
die Sicherheit (%Y |

der Informations- und Kommunikations-

technologie in der Lebensmittelversorgung

Federal Office for National Economic Supply FONES

Businessprocess-analysis, including
identification of actors

|dentifying mission-critical tasks
Identifying ICT-dependencies of mission-
critical tasks

Identifying vulnerabilities

10



& Example: Adaption for the food-sector (2/2)

Critical tasks

* Production
& * Logistics
» Orders
« Procesing & packaging

« Storing
M * Picking
* Distribution
«  Communication

» Order
* Import
mm +  Goods management (ERP)
« Selling (POS)

« Communication

Federal Office for National Economic Supply FONES

ICT-Systems

Feeding systems
Phone

ERP (SAP)

SCADA

SCADA

Picking System
Touring-Planing-System
Phone and mail

Point of Sale (checkout)
ERP (SAP)

Inventory management
Phone and mail

Vulnerability-Score

K G A

R

Vv

3 3 1

1

9

5 1 1

1

5

27

225

45

45

45

75

225

45

75

225

75

K = Kritikalitat, G = Gefahrdung, A = IKT-
Abhangigkeit, R = Resilienz, v = Verwundbarkeit
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& How does the standard work?

Norme minimale TIC - Outil d'évaluation

= Excel-based assessment-tool available (Open
e Source, free for everyone).

- ISA 62443
ID.AM-1: - ISA 62443
Développez un processus drinventaire garantiszant . - ISOMNEC 27
&N permanence un recensement e haustif T ISDIEC 237
de vos équipements TIC [Asset). TNERC CIP

- BSI-Stand.

o = 106 activities, to be rated from 0 -4 .

- CCSCsSC
- COBITS B

Catégorie Taches Appréciation Commentaires

- ISA 62443
- ISA B2443.
- ISDMEC 27

1ID_AM-2: Inventariez tautes les plateformes,
lizences et 3 pplications logicielles dans watre nla

eeeee o = The standard is risk-based, scalable and
auditable.

- COBITS O
- ISA 62443
ID_AM-3: Listez tous les Flux de communication et nia - ISOMEC 27

" Cote globale de I'évaluation de la cybersécurité =  Compatibility to various industry-standards
Iﬁenllf\f} (ISO’ IEC, ITIL, COBIT---)

erie N Protger R = - To be replaced by a webbased tool (work in

Protect)

g “ | progress)

v oo eaaaa souha

-----------

Federal Office for National Economic Supply FONES 12



xample: ICS /| SCADA — Security for the electricity supply

= = = Proes SCADA Area
= = = Faclity Protecion Area
= = = Enterprise Business Area
TR/IP
TCR/IP oder serfal
anitaring
- Uender spetitc bus
Local Field bus (hard wired)
Status only

= Recommended network architecture and
segmentation

o PR 0= §= = ¢ - 9 8 = Different segments with predefined
communication table

Enterprise §

Business § Q‘;* s" ‘?ﬂ." ol
Sector E4 ) e

dungsmatrix fiir die den Sektor P5 Basic Control in einer versorgungskr

Headquarter / Central control centers

- ~ - ~
- |« | & | 8| 5| =
2 g £ £ 2 - - cE |8 =
> > > H H s S H s gy |28 88 2
% § g a a S S » Ts5 T8 89 | TO =
° - - = = 290 29 =3 =3 <
= & = s s 3 ] ] 2§ | 25| 22| 2= ]
o o (0] i i i i ic o ([aw |[ai@ | & 2
Direction | Direction | Direction | Direction | Direction | Direction | Direction | Direction | | Direction | Direction | Direction | Direction | | Direction
von Field i HMI Field Field Field Field Field Prote ction| Protection i i HMI
Direction N N tcp/102 | tcp/102 | tcp/102 | tep/102 | tcp/102 N N N N N
Gateway ] X Nein Nein udpi123 | udp123 | udpr23 | udp123 | udpri2a Nein Nein Nein Nein Nein
SCADA ¢ = .
] SCADA s Direction - n n - . . . tcp/102 | tcp102 | tcp/102 | tcp/102 _
FrontDe':g ' ] I Gateway — Nein X Nein Nein Nein Nein Nein Nein udp/123 | udpi123 | udpi123 | udprt23 Nein
c = n ——
Sector P2, i ) ; Gateway o :;:"" Nein | Nein X Nein | Nein | Nein | Nein | Nein Nein | Nein [ Nein [ Nein 3;‘:/11%
. . Direction tcp/102 . . tcpi102 | tcp/102 | tep/102 | tcp/102 . . . . .
WAN Field Device 1 o] udpl23 Nein Nein X wdp23 | udpi123 | udpi123 | udprt23 Nein Nein Nein Nein Nein
. ) Direction | | tcp/102 i i tcp/102 tcp/102 | tepi102 | tep/t02 i i ) i )
Sector P3 . ) WAN Field Device 2 e U123 Nein Nein udbi123 X w123 | udpit23 | udprt23 Nein Nein Nein Nein Nein
. Direction tep/102 . . tepf102 | tep/102 tep/102 | tep/102 . . . . ~
§ Field Controller 1 - U123 Nein Nein udp23 | udpi123 X udp'123 | udp23 Nein Nein Nein Nein Nein
Local-HMI
. Direction | | {cp/102 i i tepr02 | tep02 | tepr1o2 tep102 i i ) i )
.E Field Controller 2 o] ucbi23 Nein Nein udpi23 | udp123 | udpri23 X udpH23 Nein Nein Nein Nein Nein
‘© . Direction | | (cPI102 ) | teprioz | teprtoz | tepro2 | tepricz ) _ _ ) _
= Field Sensor 1 " ucbi23 Nein Nein udpi23 | udp123 | udp23 | udpr2a X Nein Nein Nein Nein Nein
Protection Direction _ tcp/102 . . _ . . . tcp/102 | tep/102 | tep/i102 _
g c.;ntmller: Sensor 1 [ Nein udp123 Nein Nein Nein Nein Nein Nein X Goose | Goose | Goose Nein
b LAN " Protection Dirgdi:)n Nein tcp/102 Nein Nein Nein Nein Nein Nein tcp/102 o tcp/102 | tcp/102 Nein
Sector P5 " Protarian Sensor 2 Protection udp/123 Goose Goose | Goose
[} “ { * Figlg
=  Controller Protection Bicet ) tcp/102 i i ) i i i tcp/i102 | tep/102 tcp/102 )
& Field Controller 1  Protection = udp/123 B B R Deip b= b= Goose | Goose X Goose Dl
3 Protection Direction _ tcp/102 . . _ . . . tcp/102 | tcpf102 | tcp/102 ~
w Field Controller2  Protection W= udp/123 b=l W= W= e e Lel Goose | Goose | Goose X e
Direction . q tep/102 a q 2 a q q q q 3
Local HMI e Nein Nein udp/123 Nein Nein Nein Nein Nein Nein Nein Nein Nein X

Federal Office for National Economic Supply FONES, Bernastrasse 28, 3003 Bern, Switzerland 13



& Resilient Public Transport Systems
Example: Strengthening availability of ICT-infrastructure

VOV UTP | Verband sifenticher Verket
s o | Urion des transports pudlics

[e]
[ D 0 N | ynione ce trasport pubblici

Federal Office For National Economic Supply FONES

ICT Minimum to strengthen resilience in public
transport

Identification of processes, vulnerabilities and
risks

Raising awareness

Prevention: Reduce risk-probability
Resilience: Preparedness, measures, training
Identify, Detect, React, Respond, Recover
Security is not a state to achieve, but a
constant process

Developed in cooperation between private
sector and federal office = Public Private
Partnership

14



& Resilient Public Transport Systems: How to

Prozesslandkarte des Teilsektors Schienenverkehr

Cgrrsk%?ﬁn Planung & Disposition Verkauf Betrieb Haltestellen Durchfiihrung Zugfahrt
Fahrplan erstellen
Betrieb Stromnetz
Steuerung & Sicherung (GSM-R/Signalisation/Funk/Stellwerk)
Kommunikationsprozess
Unterhalt (Zug/Fahrzeuge/Infrastruktur)

Cargo Planung & Disposition BGiLeriEjS;ﬁ“gueT)%t Umschlag/Rangieren Durchfuhrung Zugfahrt

Systemabhangigkeit der kritischen Prozesse des 6ffentlichen Verkehrs

Hauptprozesse Systeme
Physische N ke (UGV, F 5

. Life Cyde Infrastruktur ysische Netzwerke (UGV, Fiber etc)
2 g Enterprise Ressource Planning Tool (ERP) )
b1 Infrastruktur instandhalten \ { ]
= N Z Lei der Ki und (SCADA)
% __ Verkehrswege bewirtschaften s — 7~
= 3 - = “==——— Applikationen (GIS, Railwin, etc)
T2 Verkehr leiten N "/ pplikationen ilwin, etc)

7 —{ sicherungsanlag Lei ik, ETCS) |

S

Interne/Externe Datenquellen (z.B. SIX-Payment, Banken, etc.) ]

§ Gebaudeschliesssysteme (physisch)
€ Life Cyce Fahrzeuge ~—{ steuer (HUTEC, Funk, Telefonie, CUS etc.) )|
52 Verkehrsleistungen planen Netzweite Trassensysteme (NeTS, RailSys, etc.)
i g T Eigenlsungen (OBM, Planung Ih, etc.) )|
§ ; Verkehrsleistung verkaufen Ressourcenplanungssysteme (SOPRE, RailOpt etc.)

S itzp ierungs-System (ReSys/CAPRE/ERP)

—{ Billett-Automaten, WEB-Portale (Hard- und Software) )|

- = Schalter ( )
5 . \ Mobile (Tablet, etc.)
5 Unternehmenssteuerung > K i i (KIS)
B (Mgmt, Norm, Strat, Operativ) -
g ‘ \ auf g ETCS, COAT) |
53 Betrieb IKT/ICS g usw. (RCS, TMS etc)
25 Kritonmansgement « | Kommunikationssysteme (UCC, GSM-R, GSM, BTA etc.) )
5 & Finanz- und Rechnungswesen RZ, Server, IKT-Mittel ]

Integriertes Managementsystem (IMS)

Dokumentenmanagementsystem (DMS)

Office-Applikationen

Federal Office For National Economic Supply FONES

Evaluation of (core)processes and actors

Evaluation and documentation of
dependencies between critical processes and
critical ICT-resources

Know your assets, know your critical systems
and dependencies

“Learning by doing” = Developing standards
helps to ask the right questions and to raise
awareness.

15



Resilient Public Transport Systems: How to

Operational Control and Maintenance ATP Automatic Train Protection
CCTv Closed-circuit television
@ @ @ e BN
ner rin m
Train Operation Timetable Technical Management Maintenance NMC / SOC HVAC Heatign); ventilagllo:and Air
Traffic Communication | | Passenger Energy Energy Facility Management | | Maintenance Network Conditioning
Management || (Train Driver Information Control Management || (Power, AirCon, Managment and | | Management JRU Juridical Recording Unit
System Trackworker) System (PIS) | | System System Supervision etc.) Diagnostics stem MCG Mobile Communication Gateway
I } [ = I I I } NMC Network Management Center
% Network (centralized in one or more control centers) % g(a:u 8&?;@:;:’% .
PA Public Adress
Train on ajourney Public Services PIS Passenger Information System
(WLAN, Video on Demand, ...) | B2 &£ Q soc Security Operation Center
| ') d TCMS Train Control Management System
¢ (Tprfé" fﬁ,x'g’" ) I = Pam‘ﬂg e WAN  Wide Area Network
- — WLAN  Wireless Local Area Network
Trackworker o |Auxmany | ] .
..@-4gamlrv and L | ltems.oas, piagnostis, .) =t - station
= Train Control/Command E » = '}
g Driver | |(Traction, Breaking, Doors, .. Bocis g Passengers
“ Signaling/ATP Public Services
% I(osu. wake, ) | BB g (WLAN, ...)
H B Y H e
rackworkers || 0 Al 000 |0 oo D
2 2
Hadb Catenary Comfort
i Power (PIS, HVAC, ...)
Point ATP :
o Track System a.“.é? Auxiliary
(PA, CCTV, ...)
Track Vacancy || 00 RadioBlock | [Radio Electric Supply and
|c'“‘“‘ ‘ | L’"P’ | |'3°"°""'l | | i) \ | (ZGSG) [Traclon Mains Electric Supply
i |
% Network (for trackside and decentralized oompanmens) % Colour legend .
N < Dovie Signaling
letworl vices
Poirt heating, Train Supervision, Track | /s | iovin: oV et Cmd & Contral
EB Firewall, Gateway or Router C# Public Network supervision (avalanche etc.), Tunnel Ot A Auxiliary
for Trackside Infrastructure
Control Systems etc. Confort
Network Public

Federal Office For National Economic Supply FONES

Leverage generic ICT Minimum Standards
Into detailed network segmentation

Public Transport Systems are connected
systems over various enterprises, regulators
and even nations

Integrate cybersecurity into groupwide risk-
management

Safety > Security
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Resilient Civil Communications Systems
Example: Strengthening availability of ICT-infrastructure

»  The Federal Council > DETEC »  OFCOM Homepage Contact Sitemap DE FR IT EN

schweizerische Eidgenossenschaft The Federal Council \’Q ‘
Confédération suisse L

[ slossary -

Confederazione Svizzera
Confederaziun svizra

Digitalisation and Telecommunication | Electronic media | Frequencies and Equipments and OFCOM
Internet antennas installations

Homepage » OFCOM > OFCOM'sinformation > Pressreleases > Mobile networks require better protection against power cutages

£ oFcom < Back to overview a

OFCOM's information

Mobile networks require better
protection against power outages

Press releases

OFCOM Press Service

Bern, 04.12.2020 - Operators of mobile telecommunication networks need
to take additional measures to ensure that the population and economy
can continue to use essential mobile services during a power outage. This is
the conclusion of a study by the Federal Department of the Environment,
Transport, Energy and Communications, which the Federal Council took
note of at its meeting on 4 December. In a first step, the Federal Council
wants to ensure that there is no disruption to the emergency services
during a power outage.

OFCOM Infomailing
Newsletter No 407 (01.02.2021)
Annual reports

Newsletter and social media

The complete text is available in German, French and Italian. Please click on
the desired language in the navigation menu above.

Address for enquiries

Federal Office of Communications (OFCOM), Press Service, +41 58 460 55 50,
media@bakom.admin.ch

Federal Office For National Economic Supply FONES

Preparation against power outages

Evaluating several possibilities to ensure
power supply

Defining key-infrastructure elements to ensure
minimum coverage
(= need to be resilient!)

Combination with other measures possible:
l.e. Priority-Scheme

17



Resilient Civil Communications Systems: How to

All antennas working

Full coverage
Full bandwith

Normal state

Limited amount of antennas
Reduced coverage
Reduced bandwith

(@ ) Limited amount of antennas

Resilient power supply

((" ")) ';":" Increased signal strength
P Full coverage

E,,‘L:" Reduced bandwith

>

&
O
c

2

7
&

0

Federal Office For National Economic Supply FONES

Prepare for alternative network-planing

Evaluate / Define key-infrastructure elements
with potential for increased signal strength!

Evaluate possible solutions for resilient power
supply (i.e. Diesel generators etc.)

Deploy resilient power supply to key-antennas
Define processes and prepare execution with
ISPs to increase signal strength including

alternative network balancing

If necessary: Combine with other measures,
l.e. priority-scheme

18



& Reactive Measures to secure the Internet

Sometimes, prevention is just not enough
Time is crucial

«Better safe than sorry»

Switzerland has established a fully defined
process between various state actors and

major ISPs

Adequate Measures for different scenarios
are prepared and tested

Example: Temporary suspension of net
neutrality in case of a DDOS-Attack

Federal Office for National Economic Supply FONES, Bernastrasse 28, 3003 Bern, Switzerland 19



& Questions & Remarks

»

b

Swiss Confederation
Federal Office for National Economic Supply FONES
Bernastrasse 28

3003 Bern (

N (@
Switzerland lé hal

Federal Office For National Economic Supply FONES 20


http://www.bwl.admin.ch/
mailto:info@bwl.admin.ch?subject=Seven%20Baseline%20Requirements

& Whois

Federal Office For National Economic Supply FONES

Swiss Confederation
Federal Office for National Economic Supply FONES

Bernastrasse 28
CH-3003 Bern
Switzerland

Daniel Caduff
Deputy Head of Secretariat ICT Division
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https://www.linkedin.com/in/daniel-caduff-563ba3150/
https://twitter.com/WL_AEP_NES
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