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DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPETTT|VE REVTEW BoARD (NCRB) AppLtCATtON

JUSTlFICATION FOR NON.COMPETITIVE PROCUREMENT WORKSHEET

Justification for Non-Competitive Procurement Worksheet

X PROCUREMENT HISTORY

1. Describe the requirement and how it evolved from initial planning to its present status

Northrop Grumman Systems Corporation (formerly Northrop Grumman lnformation Technology, which was formerly
PRC Public Sector, lnc.) has been responsible for furnishing the hardware and developing certain prorprietary
computer software and related system integration and maintenance for the CAD system for the City's 9-l-1 System
since September 1995. The original Agreement (dated April 22, 1993) was between the City and Fluor Daniel, lllinois,
lnc. which was acquired by PRC. The Altaris software is at the core of the CAD System's functionality, and was
proprietary to PRC. PRC has now been acquired by Northrop Grumman, which now has proprietary rights to the
Altaris software.

ln 2006, the Non-Competitive Review Board (NCRB) approved a request from OEMC to enter into a contract with
Northrop Grumman for the hardware/software maintenance for the CAD system. The terms of the contract were a
seven (7) year contract with the option of three (3), one (1) year extensions, for a total of $91 ,800,000.

Contract 13270 was executed with approvalfrom the Non-Competitive Review Board (NCRB) in October,2016. The
contract, now PO 28821 (due to the name change to Northrop Grumman Systems Corporation) expires October 19,
2016.

ln September of 2014, the Office of Emergency Management and Communications, (OEMC), in conjunction with the
Department of lnnovation and Technology (DolT) advertised a Task Order for the analysis of the City's Computer
Aided Dispatch (CAD) system. The Task Order was award to Clarity Partners, LLC for about $500,000, and approved
by the Department of Procurement Services (DPS) in January 2015. lmmediately after DolT issued the Notice to
Proceed, Clarity Partners and their affiliates began analyzing the CAD system thru a variety of methods.

Clarity Partners' deliverable on the Task Order were to evaluate the CAD system, report their findings, and draft a
Request for Proposal (RFP) to be used by OEMC for the replacement and maintenance of a new CAD system. Upon
the completion of Clarity Partners analysis, it was clear to OEMC that we could undertake a new Request for Proposal
but would have to phase out the Northrop Grumman platform while leaving all services intact and fully functional. this
would take time and subject matter experts. Much time would be devoted to developing the RFP, and during the
course of this, PO 28821 was to expire. The risk was too great of a failure post- PO 28821, and therefore, OEMC
knows that a short term contract to maintain current operations is in the best interest of the City.

2. ls this a first time requirement or a continuation of previous procurementfrom the same source? lf so, explain the
procurement history.

This is a request for a new contract for continuation of services for the hardware and software maintenance for the
Altaris@Gold CAD System. This requirement is currently being fulfilled by contract number 28821 (formerly PO 13270)
with Northrop Grumman Systems Corporation. The contract expires October 19,2016.

3. Explain attempts made to competitively bid the requirement. (attach copy of sources contacted.)

The competitive bid process has not been attempted in the last 20 years because of the complexity of this technology
platform and during the contract development, no other vendor could provide the platform that the OEMC required.
The current CAD system manages the City's 9-1-1 calls and operations, and a full system changeout could cause
system failure. There are new companies on the market that may be able to provide the services we require, but
phasing out one system to a new system takes much time and resources. lt is imperative to maintain the current
system, with no downtime, while any system is changed over. A short term contract will allow the OEMC for continuity
of operations while we undertake the RFP and implement a new system if the awarded vendor is not Northrop
Grumman. The OEMC is requesting a continuation of services for two (2) vears, with the option to extend for an
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additional one (1) year.

4. Describe in detail all research done to find other sources; list other cities, companies in the industry, professional
organizations contacted. List periodicals and other publications used as references.

ln 2015, the OEMC employed Clarity Partners to do a complete review of the current state of the City of Chicago CAD
system, including technical aspects, operational procedures and requirements, future needs, interoperability, and
other functionality variables. This review produced a number of draft documents outlining, among other things, the
core requirements of a new CAD system, a full review of our current full CAD and mobile CAD client (used by First
Responders), and an inventory of the data reports needed by the various departments that interact with the CAD
daily. LR Kimball, one of the nations' foremost experts in Public Safety systems, was brought on to serve as subject
matter experts for the review.

This comprehensive assessment provided the OEMC with the foundation it needed to develop a Request for Proposal
(RFP), which we are working on. The RFP will not be ready by contract 28821's end date of October 16,2016 and
there is too much risk with letting services lapse.

At this time, OEMC MUST maintain continuity of operations for the CAD 9-1-1 system. Otherwise there will be no
means to dispatch First Responders to a location in the event of an emergency. A downed system could result in
severe injury or death, which would have catastrophic repurcussions for the City.

5. Explain future procurement objectives. ls this a one{ime request or will future request be made for doing business
with the same source?

The current request is for a two (2) year contract with the option to extend for an additional one (1) year. This will
allow for continuity of operations in the g-1-1 Center while the OEMC undertakes the RFP process. Northrop
Grumman's expertise is integral to the City of Chicago's public safety system.

6. Explain whether or not future competitive bidding is possible. lf not, explain in detail.

The OEMC is working on a Request for Proposal for a new contract. We were able to do this based on the
comprehensive assessement by Clarity Partners of our CAD system.

X ESTIMATED COST

1. What is the estimate cost for this requirement for each contract, if multiple awards are contemplated? What is the
funding source?

The estimated cost for this project is $17,061,233.39. The funding will be from both Corporate dollars and Federal
grant dollars-Urban Areas Security lntitiative, various years.

2. What is the estimated cost by fiscal year?

The estimated cost per year is $5,687,077.80.

3. Explain the basis for estimating the cost and what assumptions were made and/or data used (i.e., budgeted
amount, previous contract price, current catalog or cost proposalfrom firms solicited, engineering or in-house
estimates, etc.)

Northrop Grumman's costs are based on previous usage with estimated future costs. ln addition, the OEMC is adding
Mobile Maintenance, which will increase the costs accordingly. This plan will allow the City to maintain current
services (with the added mobile maintenance) for the contract duration. This approach will greatly reduce systems
failures

Northrop Grumman will provide onsite Subject Matter Experts (SME)for the ongoing maintenance for our
Altaris@Gold CAD platform and related systems. These onsite SMEs are already familiar with City of Chicago's 9-1-1
Operations processes and will significantly reduce problems or gaps in the process of adopting a new system. lt is
imperative that the CAD System be properly functioning at all times, as the CAD is the vital system to the OEMC's
mission of public safety. The CAD also provides daily support for both Chicago Fire Department (CFD) and the
Chicago Police Department (CPD) first responders, and is crucial to the City of Chicago to provide safety and quick
response to citizens in need of help. Additionally, the CAD is used by many departments to provide data for both

DEPARTMENT OF PROCUREMENT SERVICES
NON-COMPET|TTVE REVTEW BOARD (NCRB) AppLtCATtoN

JUSTIFICATION FOR NON.COMPETITIVE PROCUREMENT WORKSHEET

Page 3 of 6 April 2013



reporting functions as well as operational analysis.

The City's current Altaris@Gold CAD system is a highly customized solution

4. Explain whether the proposed Contractor or the City has a substantial dollar investment in orginal design, tooling or
other factors which would be duplicated at City expense if another source was considered. Describe cost savings or
other measurable benefits to the City which may be achieved.

. Network costs - The current CAD network is completely separated from any other City networks by design. This
network was designed by and is maintained by Northrop Grumman, with secure interfaces to many other needed
applications such as Hot Desk, Safetypad, etc. The OEMC will use Northrop Grumman to maintain a platform that is
already in place, so cost increases will be based on the increased cost of labor and equipment. However, changing to
a new system under a different vendor would be very costly in the short term. The OEMC has identified and allocated
costs for the next 3 years. and we are working on future projected costs for a potential new system, depending on
what vendor is awarded the new contract.

. Additional training costs - The 9-1-1 Operations Floor, as well as Chicago Police Department and Chicago Fire
Department end users, have used the current Northrop Grumman CAD for over 20 years. While some re-training
would be necessary, a full blown training is not needed since the new contract maintains existing services. Additional
training would be needed for the added mobile maintenance.

. lnteroperability costs (eg - cameras, LEADS, HotDesk) - Northrop Grumman has already built interfaces into a
number of systems used every day by CAD end users. That interoperability will automatically be included going
forward with the new contract, since it maintains existing services. Any such interoperability would have to be
analyzed, designed, and implemented for a completely new CAD system by a new vendor.

. Data conversion costs - lf the city were to purchase a completely new CAD system, it would mean a complete
new back end, including the database and data warehouse. Significant costs would be associated with migrating all of
the historical data needed for both 9-1-1 call taking as well as reporting. Even with those costs, the end users would
experience a loss in functionality in terms of historical data when transferring to a new system. At this time, the OEMC
is working on cost projections for a potential new system, but this is dependent upon the proposals received during
the RFP process.

. Knowledge of OEMC processes and history - Because of Northrop Grumman's history with the City of Chicago
and 9-1-1 operations here, they have infinitely more knowledge surrounding our day to day procedures than any new
vendor could provide. This knowledge is essential in understanding the needs of the city, specifically in terms of 9-1-1
response.

5. Explain what negotiation of price has occurred or will occur. Detail why the estimated cost is deemed reasonable.

ln addition to the shortterm savings outlined above, the costs for maintaining the current system are less than a new
system. The current CAD contract expires in October, 2016. With any other 3'o party solution, the City would be
forced to pay to keep the current system running for the entirety of the implementation of a new system, while also
paying for the new system. That alone will save the City nearly $5 million each year.

X SCHTOULE REQUIREMENTS

1. Explain how the schedule was developed an at what point the specific dates were known

The OEMC has been exploring the possibility of a new CAD for several years. More specifically, the OEMC employed
Clarity Partners in 2015 to undertake a full CAD review in preparation for a possible RFP for a new CAD. This review
lasted over 6 months, and produced many important summary documents of what the City of Chicago currently has in
terms of CAD, what could potentially be included for a future CAD, and an overview of other CAD installations across
the country Clarity Partners interviewed and researched a sample of every end user of the current CAD in an effort to
understand the business processes the City of Chicago currently uses. This was also done to help identify possible
improvements that could be made by a Next Generation CAD system.

The current contract with Northrop Grumman is set to expire in October o12016. The OEMC's request offers a short
term solution to maintain operations without excessive costs. The same reliable network would be maintained, as well
as the current storage and data warehousing.
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2. ls lack of drawing and/or specifications a constraining factor to competitive bidding? lf so, why is the proposed
Contractor the only person or firm able to perform under these circumstances? Why are the drawings and
specifications lacking? What is the lead time required to get drawings and specifications suitable for competition? lf
lack of drawings and specifications is not a constraining factor to competitive bidding, explain why tonly one person or
firm can meet the required schedule.

No, lack of drawing and/or specifications is not a constraining factor to competitive bidding. When the contract was
first implemented, Northrop Grumman was the only vendor that could develop the platform meeting the OEMC's
needs. ln the 20 years since development of the platform, there are now other vendors who could potentially provide
the OEMC a CAD system. The OEMC is working on a new RFP, but a new contract could be 2+ years away. We
must maintain the current level of service while the RFP is rn process.

3. Outline the required schedule by delivery or completion dates and explain the reasons why the schedule is critical.

Under this new contract, the City will maintain current level of performance with no interruption in service. The OEMC
is requesting a contract for two (2) years, with the option to extend for an additional one (1) year. This will allow us
time to undertake the RFP process and identify a vendor who can provide the CAD systems that OEMC needs.

4. Describe in detail what impact delays for competitive bidding would have on the City operations, programs, cost
and budgeted funds.

With a system the size of the CAD, the competitive bid process (RFP) will be lengthy, and a new contract will not be in
place by October 2016. ln addition, if a new vendor is selected then the implementation process to the new system
will be an enormous task to undertake. Data migration must be considered, as well as complete re{raining, network
costs, and other factors that could negatively affect the CAD system. This could result in a very complicated system
for our users. Any system failure would negatively impact public safety.

Our research also shows that historically, new CAD system implementations have consistently run well over timelines
and over budget. While cost is certainly a concern, the CAD system is integral in the safety of the citizens of the City
of Chicago.

X EXCLUSIVE OR UNIQUE CAPABILITY

1. lf contemplating hiring a person orfirm as a Professional Consultant, explain in detailwhat professionalskills,
expertise, qualifications, and/or other factors make this person or firm exclusively or uniquely qualified for the project.
Attach a copy of the cost proposal, scope of services, and Temporary Consulting Services Form.

Northrop Grumman is one of the industry leaders in the public safety system industry. The City currently uses the
Northrop Grumman Altaris@Gold CAD. Northrop Gruman knows the City's requirements and future needs. They
have provided the City with a support team at OEMC for the entirety of the contract. See attachments for the cost
proposal and the scope of services.

2. Does the proposed firm have personnel considered unquestionably predominant in the particular field?

Specific to Chicago, they have provided the city's CAD for over 20 years and are intimately familiar with not only the
City of Chicago's processes, but many of the end users of the CAD system. They have provided the City with a
support team at OEMC for the entirety of the contract, something that cannot be guaranteed were the City of Chicago
go out to bid for a new system and vendor. Many of the onsite personnel are very familiar with the 9-1-1 operations
and floor procedures, something that is essential in providing the best support possible to such a system. ln addition
to the CAD system, Northrop Grumman designed, built, and has maintained the CAD network for the City of Chicago.
Support for that network or the building of a new network would come at a considerable cost for any new potential
vendor.

3. What Prior Experiences of a highly specialized nature does the person or firm exclusively possess that is vital to the
job, project or program?

Northrop Grumman is one of only a handful of vendors that has demonstrated the capability to handle a CAD system
with the size and scope of the City of Chicago. At the time of implementation, Northrop Grumman was the only vendor
that could provide the OEMC with a customized CAD system that would meet our needs.

4. What technical facilities or test equipment does the person or firm exclusively possess of a highly specialized
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DEPARTMENT OF PROCUREMENT SERVICES
NON.COMPETTTTVE REVTEW BOARD (NCRB) APPLICATTON

JUSTIFICATION FOR NON.COMPETITIVE PROCUREMENT WORKSHEET

nature which is vital to the job?

This does not apply.

5. What other capabilities and/or capacity does the proposed firm possess which is necessary for the specific job,
project or program which makes them the only source who can perform the work within the required time schedule
without unreasonable cost to the City?

ln addition to the network and implementation risks that can be avoided with Northrop Grumman's expertise, the cost
of training cannot be overlooked. The end users are already very familiar with a Northrop Grumman system, and the
onsite support staff of Northrop Grumman has worked with the end users in the city for over 20 years. They
understand the way the end users work, what they want, and the easiest and most efficient ways to get there. They
have also earned the trust of many of the end users both on the g-1-1 operations floor as well as in the field (first
responders).

6. lf procuring products or equipment, describe the intended use and explain any exclusive or unique capabilities,
features and/or functions the items have which no other brands or models, possess. ls compatibility with existing
equipment critical from an operational standpoint? lf so, provide detailed explanation?

The OEMC is procuring maintenance services for this contract. The current system, Altaris@Gold CAD, will have
continuous maintenance during this contract.

7. ls competition precluded because of the existence of patent rights, copyrights, trace secrets, technical data, or
other proprietary data (attach documentation verifying such)?

This does not apply.

E orHen
'1. Explain other related considerations and attach all applicable supporting documents, i.e., an approved "ITGB Form"
or "Request for lndividual Hire Form".
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DEPARTMENT OF PROCUREMENT SERVICES
NoN-COMPETtTtVE REVTEW BoARD (NCRB) AppLtCAT|ON

INSTRUCTIONS FOR NON.COMPETITIVE PROCUREMENT APPLICATION

INSTRUCTIONS FOR PREPARATION OF NON.COMPETITIVE PROCUREMENT APPLICATION

Attach a DPS Checklist and any other required documentation; the Board will not consider justlfication with incomplete information documentation or omissions.

PROCUREMENT HISTORY

1. Describe the requirement and how it evolved from initial planning to its present status.

2. ls thls a first time requirement or a continuation of previous procurement from the same source? lf so, explain the procurement history.

3. Explain attempts made to competitively bid the requirement (attach copy of sources contacted),

as references.

5, Explain future procurement objectives, ls this a one-time request or will future requests be made for doing business with lhe same source?

6. Explain whether or not future compet¡tive bidding is possible. lf not, explain in detail.

ESTIMATED COST

1. What is the estimated cost for this requirement or for each contract, if multiple awards are contemplated? What is the funding source?

2. What is the estimated cost by fiscal yeail

solicited, engineering or in-house estimate, etc.)

source was considered. Describe cost savings or other measurable benefits to the City which may be achieved,

5, Explain what negotiation of price has occurred or will occur. Detail why the estimated cost is deemed reasonable,

SCHEDULE REQUIREMENTS

1. Explain how the schedule was developed and at what point the specific dates were known,

specifìcations is not a constraining factor to competitive bidding, explain why only one person or firm can meet the required schedule.

3. Outline the required schedule by delivery or completion dates and explain the reasons why the schedule is critical.

4. Describe in detail what impact delays for competitive bidding would have on City operatlons, programs, costs and budgeted funds,

EXCLUSIVE OR UNIQUE CAPABILITY

firm exclusively or uniquely qualifìed for the project. Attach a copy of the cost proposal, scope of services, and Temporarv Consultinq Services Form,

2, Does the proposed firm have personnel considered unquestionably predominant in the particularfield?

3. What prior experiences of a highly specialized nature does the person or firm exclusively possess lhat is vital to the job, project or program?

4. What techniæl facilities or test equipment does the person or firm exclusively possess of a highly specialized nature which is vital to the job?

the work within the required time schedule without unreasonable costs to the City?

models, possess. ls compatibility with existing equipment critical from an operational standpoint? lf so, provide detailed explanation?

firm the only aulhorized or exclusive dealer/distributor and/or service center? lf so, attach letter from manufacturer on company letterhead.

MBEMBE COMPLIANCE PLAN

- All submissions must contain detailed information about how the proposed firm will comply with lhe requirements of the City's Minority and Women Owned Business program. All
submissions must include a completed C-1 and D-1 form, which is available on the Procurement Services page on the City's intranet site. The City Department must submit a
Compliance Plan, including details about direct and indirect complianæ.

OTHER

1, Explain other reláted considerations and attach all applicable supporting documents, i.e., an approved "ITGB Form" or "Request For lndividual Hire Form".

REVIEW AND APPROVAL

This application must be signed by both Otiginator of the request and signed by the Department Head. After review and final disposition from the Board, this application will be
signed by the Boa¡d Chairman. After review and final disposition from the Board, this form will be presented to the Chief Procurement Officer recommending approval.

lnstructions for Non-Competitive Procurement Application Page 1 April 23, 2013



TO

Opn'rcp op En¿ERGENcy MaNAGEMENT ANo CouMUNrcATroNS

CITY OF CHICAGO

Reference No: 16401118

Tne Or¡¡cE oF THE Execurve DrRrcron

Jamie Rhee, Chief Procurement Officer
Tre D¡plRr¡¡ENT oF PRocun¡m¡rur Senvrces (DPS)

Richard Butler, First Deputy Procurement Officer
Department of Procurement Services (DPS)

FROM

tcta ate-Nadeau, Executive

Tte Ornce or EmeRcency Mn¡Rcrrrlent
Ano ComruuucATroNs (OEMC)

DATE June 29,2016

SUBJECT: Altaris@Gold CAD Maintenance

New Contract Request
Req.: 118141 Specification: 206684 PO: N/A

The Office of Emergency Management and Communications (OEMC) is respectfully submitting this package to the

Non-Competitive Review Board (NCRB) for review and approval of a new contract with Northrop Grumman Systems

Corporation. The current contract, PO 28821, expires October 19, 2016. This request is for a new contract for
maintenance of the Altaris@Gold CAD Platform. The CAD System provides a critical role in the OEMC's mission of
public safety and supporl for The Chicago Fire Department (CFD) and The Chicago Police Department (CPD).

These seruices are currently provided by Northrop Grumman Systems Corporation under PO 28821: (formerly PO:

13270), and is set to expire without any extension options on October 19, 2016. The cunent contract was approved

and awarded by the Non-Competitive Review Board in October of 2006,

The OEMC is requesting approval from the NCRB board to enter into a new two (2) year contract with the option to

extend for an additional one (1) year. The OEMC is working on a Request for Proposal (RFP) for a long term contract

solution.

The new contract allows Northrop Grumman to continue to maintain the current CAD System (Altaris@Gold) with
u n interrupted performance. lt also i ncorporates mobi lity maintenance.

1411 \ryEST MADISON STREET, CHICAGO, ILI,INOIS 60607-1809
WWW.CITYOFCHICAGO.ORG



OrnrcE oF EupRGENcv MaNAcEMnNT ANn Coun¿uNrcATroNS

CITY OF CHICAGO

HISTORY

The Hardware/Software Maintenance for the Altaris@Gold CAD is and will be an ongoing requirement. This

requirement is currently being fulfilled by contract number 28821 (formerly PO 13270) with Nofthrop Grumman

Systems Corporation.

Northrop Grumman Systems Corporation (formerly Northrop Grumman lnformation Technology) has been

responsible for furnishing the hardware and developing ceÍain proprietary computer software and related system

integration and maintenance for the Computer Aided Dispatch (CAD) System for the City's 9'11 System since

September 1995. The Altaris@ software is at the core of the CAD System's functionality.

ln 2006, the Non-Competitive Review Board (NCRB) approved a request from OEMC to enter into a contract with

Northrop Grumman Systems Corporation for the hardware/software maintenance for the CAD System. The terms of
that contract were to be a seven (7) year term with the option of three (3) - one (1) year extension options for a total

of $91,800,000, This contract will expire in October of 2016.

SCHEDULE OF COMPENSATION

The anticipated costs will be $17,061,233.39 for the two (2) year Base Agreement and additional one (1) year. The

quote is attached. The OEMC has identified funding from the corporate account and various years from the Urban

Areas Security lnitiative (UASI) Grant.

CONTRACT DURATION PERIOD

The 0EMC is requesting approval for a two (2) year contract with the option to extend for an additional one (1) year

SUPPORTING DOCUMENTATION

ln support of this request, please find the attached:

Non-Competitive Review Board Application

DPS Pro¡ect Checklist

Snapshot of Requisition 118141 (in "incomplete" status)

OEMC Signed Statement of Work
Nofthrop Grumann's Exclusivity Letter
NoÍhrop Grumman's Compliance Plan

a. OEMC Compliance Plan Concurrence Letter
b. Noilhrop Grumman's Compliance Plan Justification Letter
c. Subcontractors' Schedules C1 and D1 and Ceilification Letters

Professional Services I nsu rance Req ui rements

Northrop Grumman's Certificate of lnsurance

Economic Disclosure Statement*

1411 WEST MADISON STREET, CHICAGO, ILLINOIS 60607.1809
\ryWW. CITYOFCHICAGO. ORG

1)

2)

3)

4)

5)

6)

7)

8)

e)



Oprrcp op EuERcENcv M¡NAGEMENT A¡ln CoutuuNrcATroNS
CITY OF'CHICAGO

10)

[Note: Northrop Grumman Corporalion (NGC) is owned by State Street (an investment group). By law, State Street
does not have to submit an EDS but the online system still forces them to be invited by NGC, We are not able to print NGC's
Certificate of Filing so we included the hard copy of the EDS. The State Street EDS is in "Draft" status.l

a. Nofthrop Grumman Systems Corporation Cerlificate of Filing (online EDS)
b. Nofthrop Grumman Corporation Hard Copy EDS

Urban Area Securities lnitiative Grant Agreement

lf you should have any questions, please feel free to contact Rosemary McDonnell at(312)746-9369. Thank you

Prepared by:

Rosemary McDonnell

Cc: Frank Lindbloom, OEMC Administration

Enclosure(s)

1411 WDST MADISON STREET, CHICAGO, ILLINOIS 60607-1809
W'WW CITYOFCHICAGO.ORG



0kF¡,RrtlENT OF
PROCUREMENT
5ERVICF.5 Project Checklist

Attach required forms for each procurement type and detailed scope of services and/or specifications and forward original documents to the Chief
Procurement Officer; City Hall, Room 806.

Date:
June 28, 2016
Deparl.ment Name:

Office of Emergency Management and Communications

118141

Contract L¡aison:

Rosemary McDonnell
Telephone:

312.746.9369

Rmcdon nel l@cityofchicago.org
Projecl Program Manager:

Zachary Williams
Telephone:

312.746.9236

zacha ry.wi I I ia ms@cityofch i ca go. org

Check One:

fifl ttew Contract Request

S¡gnature

Purchase lnformation
Contract Term (No. of Months):

Extension Options (Rate of Recurrence):

Estimated Spend/Value:

Grant Commitment / Expíration Date:

Pre-B¡d/Submittal Conferenc"r fi V".

! vanoatory l-l s¡t" v¡.¡t

Modification or Amendment
Mod ifi cation lnformation:

PO Start Date:

PO End Date:

Amount (l ncrease/Reduction):

MBEMBE/DBE Analysis: (Attach MBEMBE/DBE Goal
Setting Memo)

I Full Compliance fi Contract Specific Goals

! No Stated Goals fi Waiver Request

Risk Management / EDS

lnsurance Requirements (included)

EDS Certification of Filling (included)

Project
Title:

Altaris@Gold CAD Maintenance

Project
Descr¡pt¡on:

New contract with Northrop Grumman Systems Corporation ("NGSC') for continuation of
services for OEMC 9-1-1 Computer Aid Dispatch (CAD) System: "Altaris@Gold CAD
Maintenance."

Funding:

LINE

Special Approvals Required:

! Er"rg"n"y

[l Non-Competitive Review Board (NCRB)

I Reeuest for lndividual Conlract Services

n lnformation Technology GovernanceH Board (ITGB)

24

12

$ 16,421 ,233.39

Gontract Type

EIto

I

2

! Reference Contracl

Modification/Amendment Type :

! fime Extension fl Scope ChangeiPrice tncrease /Additionat Line ttem(s)

I Vendor Limit lncrease E Requisition Encumbrance Adjustment

! Other (specify):

Vendor

E Architect Engineering ! Commodity

[| Professional Services I Revenue Generating

! Work Service f] .loint Procuremenl

tr
tr

Northrop Grumman Systems Corporation

io!1[9y1'
7555 Colshire Drive, McLean,VA 22102

john.kouri@ngc.com

Construction EJOC ESBI
Vehicle & Heavy Equipment

ffives INo
fives BNo

Name:

Contact:

Address:

E-mail:

Phone:

August'11,2014

Liaison Signature

Specification No:

206684
Mod¡fication No:

[lCorporate Bond Enterprise IGrant lotner:
IDOT/Transit IDOT/Highway FHWA FTA Irnn

FY FUND DEPT ORGN APPR ACTV PROJECT RPTG ESTDOLLAR
AMOUNT

16 01 00 058 4110 220138 $3,861,469.79

Corporate Future Funding $1 2,559,763 60

Purchase Order Type:
E
trfl

BlankeUPurchase Order (DUR)
Master Consultant Agreement (Task Order)
Standard/One-Time Purchase

Procurement Method:

leic lnre lnro lnrr
f] Small Order

703.556-1351

Ì^ e t ,l)



ÞET'ÀRIA!ENT OT

PROCUREMENT
sERVICES Project Checklist

Attach required forms for each procurement type and detailed scope of services and/or specifications and fonruard original documents to the Chief
Procurement Officer; City Hall, Room 806.

June 28, 2016
Department Name:

Office of Emergency IManagement and Communicat¡ons

Requisil.ion No:

118141
PO No: Project

Title:

Altaris@Gold CAD Maintenance

312.746.9369
Project
Descr¡ption:

New contract with Northrop Grumman Systems Corporation ("NGSC") for continuation of
services for OEMC 9-1-1 Computer Aid Dispatch (CAD) System: "Altaris@Gold CAD
Maintenance."

Rm cdon ne I I @cityofch i ca go.org

Zachary Williams
Funding:

312.746.9236
Email:

zacha ry.will ia ms@cityofch ica go.org
LINE

[l ttew Gontract Request

Contract Liaison:

Rosemary McDonnell

Purchase Order lnformation
Contract Term (No, of Monrhs)

Extension Options (Rate of Recurrence):

Estimated Spend/Value:

Grant Commitment / Expiration Date: 7

24

12

$ 640,ooo.oo

Contract Specific Goals

Waiver Request

3

Pre-Bid/Submittal Conferenc", fives fi| *o

! Manoatory ! sit" virit

Contract Type:

E Architect Engineering I Commodity

I Professional Services ! Revenue Generaling

! Wort< Service fl Loint Procurement

tr
tr

Special Approvals Required:

! Er"rg"n"y

I Non-Competitive Review Board (NCRB)

I ReQuest for lnd¡viduat Contract Services

n lnformat¡on Technology Governance

- Board (ITGB)

Construction DJOC ESBt
Vehicle & Heavy Equipment

tr
tr

\
J"!" [9yn
7555 Colshire Dnve, þLean,VA 22102

john.kouri@ngc.com

Modification or Amendment
Mod¡f¡cation lnformation:

PO Start Date:

PO End Date:

Amount (lncrease/Reduction):

M BE|WBE/DBE Analysis: (Attach M BE/WBE/DBE Goat
Setting Memo)

! Full Compliance

! No Stated Goals

Risk Management / EDS

lnsurance Requirements (included)

EDS Certifìcation of Filling (included)

I Reference Contract

Modification/Amendment Type :

Time Extension ! Scope Change/Price lncrease /Additional Line ltem(s)
Vendor Limit lncrease E Requisition Encumbrance Adjustment

El Other (spec¡fy)

Vendor lnfo:E
E

[! ves fr No

flves flruo

Name:

Contact:

Address:

E-mail:

Phone:

August'11,2014

206684

flCorporate Ieond I Enterprise SGrant florher:

IDOTÆransit !loor/Hignway Irnwn ! rrn lrnn
FY FUND DEPT ORGN APPR ACTV PROJECT RPTG ESTDOLLAR

AMOUNT

uAst2015 58 P05320103155 S2 15NS3COr40m $640,000

Signature Purchase Order Type:
E
tr
tr

Blanket/Purchase Order (DUR)
Master Consultant Agreement (Task Order)
Standard/One-Time Purchase

Procurement Method:

laio lnre flnro lnrr
! Small Order

703.556-1351
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North rop Grumman Systems Corporation
AltarisoGold CAD Maintenance

Scope of Work

Background
The City of Chicago, Office of Emergency Management and Communication (OEMC) uses the
Altaris@Gold software platform for its 9-1-l ComputerAided Dispatch (CAD)system. Northrop
Grumman Systems Corporation (NGSC).owns and maintains this proprietary platform, which is a critical

component of public safety for the City of Chicago, This Scope of Work ("SOW") provídes for Northrop

6rumman Systems Corporation's (NGSC) continued provision of the maintenance, including software
upgrades and enhancements, repair services, operational support services, and preventíve maintenance
to be performed to the AltarisoGold platform and assocíated systems. Northrop Grumman has

maintained the entíre CAD system, both software and hardware, for many years, and has the
professional experience and expertise to provide for continuity of operations.

Northrop Grumman will provide onsite Subject Matter Experts (SME) for the ongoing maÍntenance of
the Altaris@Gold CAD platform. These onsite resources are already familiar with CÍty of Chicago 9-1-1

Operations processes and will significantly reduce problems or gaps associated with the day to day
needs of the City of Chícago. lt is imperative that the CAD system be properly functioning at all times, as

the CAD is the vítal system to the OEMC's mission of public safety. The CAD also provides daily support
for both Chícago Fíre Department (CFD) and the Chicago Police Department (CPD) first responders, and
is crucíal to the City of Chicago to provide safety and quick response to citizens in need of help.
Additionall¡ the CAD is used by many departments to provide data for both reporting funct¡ons as well
as operational analysis.

L. CAD Svstem Description
A. The CAD System, including all subsystems and associated items to be maintaíned under this

agreement are as follows: Proprietary Northrop Grumman Computer Aided Dispatch (CAD)

system software
B. Proprietary Northrop Grumman E-AVL system software
C. Proprietary Northrop Grumman CAD Client Computer Aided Dispatch system software

D. Oracle database software
E. Linux RedHat v6 Server Operating system (Adminístration only. City purchases maintenance and

Red Hat operating system support directly from Dell)

F. Microsoft .NET4 Framework data software
G. Windows - "X" Operating systems (Administration only. City purchases maintenance support

from Dell)

H. Safety Pad software



Note: The Cíty reserves the rìght to remove SøletyPad lrom this Agreement ot any
time, wíth no effect on the Terms ond Conditlons.

l. NFIRS FirstonScene software

J. Agent 511 MMS software (SMS messaging)

K. Oristar Mapping software

t. Locution

M. Hewlett Packard Open View (Administration only. City purchases maintenance support directly
from Dell)

N, CAD network maintenance

O. Mobile management on a Time and Materials ("T&M") basis

P. lron Mountain - (Escrow of Northrop Grumman Altaris Software only)

a. Embacardo (Database monîtoring software used by DBA)

R. Cisco SmartNET (Maíntenance on existing CAD network appliances)

S. VNC (Troubleshooting software for CAD workstations)

The followíng Exhíbits provide further detail in the Scope of Work.

Attachment

Exhíbít 1 SafetyPad@

Exhibit 2 Performance and Capacity Standards

Exhíb¡t 3 Key Personnel

Exh¡bit 4 lnitial Problem Detectíon

Exh¡bit 5 Escrow Agreement

2, Mai[tenance and Technical SuÞþort proFram

(a) General. During the term of this Agreement and allsubsequent extensions of this
Agreement pursuant to amendment, Northrop Grumman will provide the Maintenance and TechnÍcal
Support Program for the CAD System at rates set forth in Northrop Grumman's - Schedulg of
Compensation/Fees (sep-arate document). in compliance with Exhibit 2 - Performq.nce and Capac.i.ty
S[pndards. The Maintenance and Technical Support Program shall include: (L) Preventive Maintenance
and Support; (2) Corrective Maíntenance and Support; and (3) Operational Support Seruices. The
Preventive and Correctíve Maintenance Support programs are designed to ensure proactÍve support,
and the break/fix support is provided 24x7 365 days a year. The Preventive Maintenance portion shall
ensure support personnel are proactively reviewing and watching systems for abnormal actívity which
could be mitigated before a catastrophic circumstance occurs. The Corrective Maintenance port¡on shall
ensure all software, operating systems, databases and assocíated systems problems are resolved to
ensure operational continuity of all systems. The Operational Support Services are further described
below. ln addition, the Northrop Grumman will provide account management and configuration
management seruices as further described below. Northrop Grumman ¡s not responsible for equipment
mainta¡ned by the Cíty or for the maíntenance of the equipment not províded by the Contractor
pursuant to This SOW or a Task Order; provided that the Contractor shall be responsíble for
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ma¡ntenance of all portions of the CAD System provided pursuant to a Task Order and for resolvíng

defects or defíciencies arising from the ínteraction of equipment maintained by the City and all other
components of the CAD System, The Maintenance and Technical Support Program shall maintain the
CAD System ín compliance with the Performance Standards set forth in Section 4 and Exhibit 2 -

Performance and Çgpacitv Standards. The Maintenance and Technical Support Program shall include
warranty maintenance on all Equipment and Software within any Task Order provided by Contractor at
no additional charge to the City for a period of one year following Final Acceptance of such Equipment
and Software.

(b) Preventive Maintenance Services. Northrop Grumman will provide Preventive

Ma¡ntenance Services as required to maintain proper CAD System performance, including performance

at or exceeding the Performance Standards. The Preventive Maintenance Services shall be performed

primarily by the following Contractor personnel, who shall be located on-site at City Facilities during

regular business hours (Monday - Friday, 9:00am to 5:00pm)r (1) Database Adm¡nístrator; (2) System

Administrator; and (3)Technical Lead/Applications Programmer (collectively, the "On-site PM Staff').
The On-site PM Stafl in coordination with Contracto/s On-site Project Manager and with the City's

approval, shall manage their work schedules to allow for routine checks of the CAD System (on-site or
remotely) at least once during any th¡rty-s¡x (36) hour períod during all weekends and holidays without
any of the On-site PM Staff exceeding the expected forty (40) hour work week. ln the event that a

member of the On-s¡te PM Staff is temporarily unavailable, or as otherwise required to provide the
Preventive Maíntenance Seruices, Contractor shall provide, at no additional cost to the City, subst¡tute

or supplemental personnelto perform the required Preventive Maintenance Services. Such substitute

and supplemental personnel may perform such Services on-site or remotely, as agreed by the parties.

All such substitute and supplemental personnel shall be subject to the City's approval, which will not be

unreasona bly withheld.

(c) Corrective Maintenance Services. The Corrective Maintenance Services shall provide

on-call support 24 hours a day, seven days a week, incfuding all holidays, in accordance with the
performance standard requirements and priority level descriptions set forth in Exhibit 2 - Performance

and Capacity S_tandards, With respect to Priority One and Priority Two issues, the Contractor's Key

Personnel shall be available to provide the requíred Corrective Maintenance Services. ln the event that
Contractor's Key Personnelare temporaríly unavailable to respond to such failures, and for Priority
Three and Priority Four issues, Contractor shall provide, at no additional cost to the City, substitute or

supplemental personnelto perform the required Corrective Maintenance Services. Such substítute and

supplemental personnel may perform such Services on-site or remotely, as agreed by the parties. All

such substitute and supplemental personnel shall be subject to the City's approval, which will not be

unreasonably withheld. The City shall have the right to make an initial designation of what priority level

(as defined in Exhibit ? Pg.rformance and Cqpaçitv Standards, section d) to assígn to a particular

maíntenance issue. At Contractor's request the parties shall meet, to review the City's classification of
maintenance issues duríng the preceding quarter to ensure the proper use of such classification. Any

disputes regarding the City's classífication of maintenance issues shall be raised at such quarterly

meet¡ngs and resolved in accordance with Section 6.1, if necessary.

(d) Contractor must rernedy any defect in any Software or Equipment making up the CAD

System or in any integration or ínterface between the Software and the Equipment and either repair, or
at the City's option, replace the defective element or module or swap any defective unit. Contractor
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shall supply, at no additional cost, all replacement parts or elements and perform or cause to be

performed all labor necessary to ensure proper function of the CAD System.

(e) lf, in performance of the normal maintenance update program, the Contractor

determines that System performance will not be adversely affected, the Contractor shall provide one

copy of any updated release of the Proprietary Software, or part thereof, without charge which the City

may copy in the appropriate quantity and substitute in a prior release. ln addition, Contractor must
provide publíshed bulletins describing new releases, maintenance releases, temporary problem

resolution and cÍrcumventions, support level change and other information wíth respect to all Software,

except for Contractor's then-applicable mailing and media changes.

(f) Operational Support Services ("OSS") Services, As part of the Maintenance and
Technical Suppon Program, Contractor shallfurnish professional dedicated technical personnel to
provide Operational Support Services ("OSS Servíces") on s¡te at City Facilities. Contractor's On-site

Project Manager shall be responsíble for managíng all aspects of the day- to- day performance of the
personnel providing OSS Services (e.g., HR benefits, attendance and time sheets, personal time off, sick

time, vacation tíme, and allother HR-related matters),

1. OSS Personnel. Contractor will ensure that its personnel and it subcontractors personnel
providÍng OSS Services are familiar with and skilled in dealing with the CAD System

envíronment, including, at a minimum, sat¡sfyíng the requirements set forth in Exhibit 3-Kev

Personnel. Because of the sensitive and confidentialnature of the CAD System and the
OEMC, the City reserves the right to conduct reasonable background checks to the extent
perm¡tted by law on personnel providing OSS. The City will provide reasonable cooperation
in educating Contractor's personnel in the CAD System environment. OSS technicíans
provided by Contractor shall be responsible for executing computer operations tasks.

2. Removal/Replacement. The City may also direct Contractor in writing to retain or replace
subcontractors providing OSS Services after showing cause. As directed by the Cíty,

Contractor will replace dismissed OSS personnel. Contractor shall submit resumes for
consideration by the City within ten (10) business days, The City and the Contractor, by

mutual agreement, may also add to or remove personnel performing OSS Services as

needed.

3. Attendance/Absences. OSS subcontractors shall follow all City work assignment and

attendance regulations, including the use of time sheets and will not use City resources for
personal use unless authorized by the City. Absences from work for any reason by OSS

subcontractors must be coordinated with the Conffactor's On-site Project Manager and

approved by the City. Discrepancies in attendance or assignment of OSS subcontractors shall

be negotiated and resolved by Contractor imrnediately upon being brought to Contractor's
attention, The City and Contractor will meet quarterly or more frequently if required by the
City to dîscuss OSS Service performance and to resolve outstanding issues. Contractor shall

use its best efforts to keep the same OSS subcontractors in place though the term of this
Agreement.
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(g) Contractor shall furnish reports and analyses for CAD System performance and verífiable
system performance measurements, together with statistical data, charts and graphs as reasonably

requested by the City. Such reports shall be furnished no less frequently than annually, but may be

furnished at six month intervals at the Executive Director's request, Such reports and measurements

shall be in a format agreed to by the City and Contractor,

(h) Contractor shall provide specíal OSS Services not covered in the Maintenance and

Technical Support Program at the request ofthe Ëxecutive D¡rector at the rates to be negotiated

through a Task Order.

(i) Contractor shall also provide through its OSS Services support and înformation to OEMC

personnel Subcontractors and third party vendors regarding problem identification and resolution.

(j) The Maintenance and Technical Support Program shall include maintenance and

support of all Commercial Software provided by Contractor.

(k) The City will be responsible for the limited tasks and activities associated with
maintenance of the CAD System set forth below. Such limited tasks are for the convenience of the
Contractor and performance thereof does not reduce or vitiate any of Contracto/s warranties for the
Products set forth in this Agreement which shall remain as set forth in the Agreement.

7. The City will provide "lnitial" problem detection following the procedures set

forth in Exhibit 4 - lnitial Problem Detection.

2. The City will assign a primary contact to assist Contractor's On-site Project

Manager in the coord¡natíon of schedufes for Contracto/s maíntenance activ¡t¡es. Northrop

Grumman's On-site Project Manager wíll be responsíble for managing and coordinating all

aspects of thê day to day performance of Contractor's employees (e.9., HR benefits, attendance

and time sheets, personaltime off, sick time, vacation time, and all other HR-related matters).

3. The City wifl perform system file dîsk back-ups in accordance wíth Contractor
províded and documented procedures.

4. The City will provide CAD System security in accordance with Contractor
provided and documented procedures.

(l) The Contractor as part of the Preventive Maintenance Services wíll:

1. provide for data integrity, file management and system configuration

management.

2. perform file management and system confíguration and software audits as part

of their normal business practices in providíng proactive preventive maintenance,
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3. identify, evaluate, and report system warning messages, and provide the City

with explanations and recommendations for their correction.

4. evaluate the impact of proposed Equipment and Software upgrades,

modifications, and changes to system processes as requested by the City.

5. assist and advise the City and its third pafi hardware and software vendors

during critical Equipment and Software upgrades, repair services, and/or proposed new

applications.

(m) Overtime costs related to OSS Services requested or approved by the City shall be

addressed in accordance with -Northrop Grumman's Schedule of Compensation/Fees {separate

document). All requests for Overtíme submitted by the Contractor to the City shall include supporting

documentation includíng time sheets. The City will comply wíth all applicable lllinois statutes and

regulations as to its payment of Overtime costs.

(n) Account Management Services. Contractor will provide off-síte Account Management

serviceq whích include the following:

1. Personnel/Resource Admin¡stration, which includes monitoring, in conjunction
with the OEMC, onsíte staff's performance, conducting performance review of those onsite
personnel, approving onsite staff's timesheets and expense reports, tracking their times off and

arranging for back fills when necessary, arranging for training. The Project Manager will also

work with Contractor's technical managers to make sure that technical resources are properly

o rga n ized fo r co rrective ma intena nce sup po rt.

2. Subcontractor/Vendor Management, which includes ensuring that
subcontractors deliver their goods and seruices as promised, renewíng subcontracts when

necessary, making sure vendors' invoices are reviewed and processed timely, and taking all

necessary act¡ons to correct/remedy any problems related to performance by subcontractors or
vendors.

3. Confíguration Management, which includes coordinating the configuration

management seryíces, as summarized below, with onsite staff¿ correctíve maintenance team,
and Contractor's QA team and tracking the changes to the CAD System,

(o) Configuration Management Services. ln addítion to day-to-day as needed configuration
management activities, the Co'ntractor will perform a complete system build on a quarterly basis to
assure that the CAD System in the City's configuration management environment ís in synch with that ín

the LIVE environment. The Contractor will maintain a copy of the latest, properly configured source

code of the CAD system and the configuration environment ¡n its Off-site office and deposít such source

code with the escrow agent to be covered by the Source Code Escrow Agreement entered into by the
parties. Contractor will bring the City's development environment ín alignment wÍth Contractor's

configuration management standard. OËMC will test and validate the quarterly build.

6



(p) Routíne System Updates. ln the event that the City requires Contractor to perform

Services related to routine CAD System updates that the parties mutually agree are not part of the
Preventive Maíntenance Services or the Corrective Maintenance SeruÌces (e.g., developing interfaces to
external systems; development of "drivers" for code calls), then, upon the City's written and authorÌzed
request, Contractor shall perform such services under a mutually agreeable Task Order and require the
issuance of a Task Order.

3, Mobíle Malntenance

Northrop Grumman willprovide Mobile Maintenance as part of this SOW. NG wíll provide the
following:

L, General management tasks
2. Mobile maintenance and support project description
3. Completion of milestones

7. Generol Monogement Tosks

Northrop Grumman has proven experience in managing projects at the OEMC and understands the
importance of the successful operation of CAD police and fire mobile computers, CAD Blackberry
devices, future Android phone and tablet devices. All of these devices demand proper support and
maintenance for CAD operations to be successful.

The general project tasks will include the following services to be provided by Northrop Grumman as
part of this scope of work:

¡ Project and technical management.
o Technical interfacing and coordination with the OEMC.
o Provide management and engineers that are knowledgeable on the mobile solutions at the

OEMC.

¡ Planning and coordination wíth the OEMC.

o Develop an implementation plan when required for actívities that have significant impact and
need to be coordinated with the OEMC.

r Provide execution of implementation plan and províde any risk imþact to mobile devices
regarding access to the CAD system.

r Provide project status through the Northrop Grumman Bi-Weekly Project Action Tracker to the
OEMC.

2. Mobile Maintenance ond Support Project Descriptîon

The mobile support and maíntenance project will provide a comprehensive scope of work to cover
various aspects of the mobile components including coordination of the devices and GPS devices,
management of the devices, assist in identífying future options, maintaining the appropriate device
master images, managing and monitoring the deployment of the patches, testing and validation,
troubleshooting issues with the OEMC and respective vendors and documentation.

Northrop Grumman will provide the technical services described below:
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7. Support the OEMC in meeting with stakeholders to Bather requirements. The goal is

to ensure the user community is involved and has input in identifying improvements
or enhancements to the mobile solutions.

2. ldentify potentialfuture devices, capabilities, features, and stakeholder
requirements from NG perspective.

3, lnterface, and coordinate activíties wíth the OEMC, respective agencies, vendors
e.g,, Panasonic, Verizon, and Heartland.

4. ldentify, collaborate, review, establísh with OEMC to determine upcoming device
images and updates,

5. ldentifli, collaborate, review, plan with the OEMC to determine mobile application
changes and deployment buílds.

6. Support for the following images:

a. 4 - Ct 29lmages operating under MS XP

b. 2 - CF30lmages operating under MS XP

c. 1 - MS WIN-7 CF31 lmage Notes: Supports 2 CF3l Types
d. 1-cF19-WtN7
e. 1-CF53-WlN7
f . 1 - tPR - Support for CPD Lícense Plate Reader
g. Blackberry - Blackberry OS - No further development, support for existing NG Ímage only
h. Android Phone if purchased through Northrop Grumman.
í. Windows Tablet if purchased through Northrop Grurrman.

7. Mobile Operating System

a. ldentífy, review, operating system & futures.
b. ldentífy, review mobile operating system patches and updates.

Note: Mobíle operoting system updates, potch updates and futures wíll be
evoluated on o cose by cose basis. The task moy require oddítional resources ond
labor outside th¡s scope of work.

8, Mobile 3'd Party Software Components. Ass¡st in the evaluation with the vendor and
the OEMC on potential new Air Cards.
a. Air Card

9. Mobile Police/Fire Applications. Assist the OEMC and their respective agencies to
access the below applícations:
a. ARIA

b. CLEAR

10. Mobile Bug Fixes.

a. ldentify Patch

b. Review Patch

c. Test and Field Patch

d. Build Patch

11.. Support for the CPD applicatíon update program.
a. Build packages

b. PackageAdm¡n¡stration
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c. Deploy/Activate Patches

d. Monitor deployment of Application Updates

e. Veriñ¡ Patches to Mobiles

12. GPS Devices.

a. Assist the OEMC ín the management of the GPS devices and assignments to vehicles and
units.

b. Troubleshoot GPS device issues for mobiles that operate the Northrop Grumman Mobile
GPS applicatíon that send GPS information to the E-AVL Server. These will consíst of the
Grey lsland devices that dírectly attach via to the Northrop Grumman Mobíle
application.

c. Troubleshoot GPS device issues for standalone devices, e.g,, Grey lsland and Trimble that
report to the E-AVL Server.
Note: The City of Chicøgo and OEMC is responsible for mointoining ond repoiring the
actuøl GPS hordware ond physical connectìvity to the mobíle applìcotion. ln addìtìon, the
City ond theh respective repoir facility ønd vendors will assist Northrop Grummon in
troubleshooting the actuol GPS devices.

13. Device management administrat¡on and CAD coordination of defining new devices.
Assist the OEMC with the management of the lP's and mobile device assignments
and CAD network changes needed to support new mobile lP ranges.

t4. 24 X 7 Level Mobile Maíntenance and Support for Priority 1 issues.

15. Documentat¡on.

3. Sfotus Reporting

L. A monthly status report will be sent to the desagnated OEMC CAD project manager regarding
mobile mobility activities, issues, resolution, planned tasks, and futures,

2. Active activitíes íncluding priority one trouble tícket issues will be coordinated with the OEMC
CAD project manager and status provided through email and working sessions as required.

3. ActivÍty statuses will also be placed on the Bi-Weekly Action Tracker to ensure proper follow-up
and notification to the OEMC.

4. CustomerResponsibilities

The OEMC will be responsible for the followíng:

L. Provide timely access to the city vehicle maíntenance staff and Unisys who ís responsible for
some critical access network segments for troubleshootîng mobile and GPS related issues when
required.

2. Províde any operating system software, hardware, 3'd party software, application program
interfaces specifícations (APl's), and licenses. This is to include current active technical support
access for products used by the OEMC, including mobile and mobility products and 3rd party
support.

3. Provide the physical hardware and server support at CPD in support of the CPD updater
application and database components that Northrop Grumman will operate and dístribute the
mobile software and updates from- This includes backup and restoration in case of failure for
the CPD updater application and related software and database components.
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4. Provide timely access and working sessions to 3'd party vendors used by the OEMC in the mobile
mobility solutions, líke, Heartland and Verizon, etc., when required.

5. Provide tímely access and working session to the mobile mobílity stakeholders when required,
6. Provide on-sÍte system administrator engineer, database administrator, and software engineer

when requested.

4. Task Orders

The City may order changes in Servîcet including the Equipment or Software to be províded, covered in
an outstanding Task Order ("Request"). Such changes include the addition of extra work, equipment
software, materials or equipment, the deletion of work, materials or equipment, subst¡tut¡ons thereof
or changes in the manner of completing a Task Order. The City will provide written notÍce to the
Contractor of any proposed change in the work by a letter signed by the Executíve Director, or his
designee. The Contractor shall, within ten (10) business days after receipt of any Request, comment to
the City in writing whether or not such Request would require a delay of time or result in an increase or
decrease în the price set forth ín an outstandíng Task Order, or have any permanent or temporary
material adverse effect on the functions or performance of the CAD system, giving the details thereof,
including whether the price sqt forth in an outstanding Task Order would be affected or if an extension
of time would be necessary, as well as any proposed change in price and proposed extension time
("Request Comments,")

A Task Order ís the wrítten order to Contractor signed by the Executive D¡rector and the Chief
Procurement Officer authorizing a material change ín the Services or a material change in the method or
manner of performance of the Services covered under the Agreement or under an outstanding Task
Order after receipt of Request Comments, if any, from the Contractor. A Task Order shall set forth the
adjustment, if any, in príce and Schedule under one or more outstanding Task Orders as well as any
permanent material adverse effects as the functions or performance of the CAD System. Contractor
shall submit a price proposal in response to any notíce of a material change properly itemized and
supported by sufficient substantiating data to permit evaluation including unit prices as appropriate.
Each Task Order shall set forth the elements of the applicable Task Orders to be changed. The price

under a Task Order wíll be increased by the aggregate amount of any price changes assessed in

connection with any such change and a Task Order may be authorized in the appropriate amount. lf an
adjustment in price under an outstanding Task Order in connection with a change in the Services is not
agreed upon and ¡t ¡s both a matter of public safety and there is an exigent or urgent need for the
change in Services and not proceeding therewíth will cause a delay in the implementation Schedule,
then Contractor, upon wr¡tten order signed by the Chief Procurement OfÏicer and the Executive Director,
shall proceed with the work directed by the Task Order and such work to comply with any such Task

Order shall be performed by Contractor at the time and materials rates as set forth in the Schedule of
Compensatiqn (not subject to Overtíme).

The contractor will maintain an action-tracker listing all open issues, task - order opportunities
and scheduled software releases. The contractor will review the action-tracker on a bi-monthly basis

with the city, reviewing the status of each item and mutually discussing and formulating plans to resolve

each issue. The city is responsible for periodically prioritizing each of the items listed in the action
tracker,
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ln the event that a City caused delay materially increases Contractotr's cost of performance, the
parties shall meet to discuss the cause and significance of such increases in cos! íncluding ways in which
such costs might be mitigated and/or avoided. lf mutually agreed by the parties after such analysis, the
parties will amend the Agreement in accordance with in order to grant Contractor an equitable
adjustment to reimburse Contractor for such increased costs

5. Clarification P.rocedures

Except as set forth elsewhere in this Agreement (including any t¡me frames set forth herein with
respect to testing and acceptance of Products), each party will have ten (10) Business Days to respond to
written correspondence from the other party which requires a written response. The party requesting a

response will identify in the Ínitíal correspondence whether there are any tasks that are dependent
upon receivíng a t¡mely response. lf a written response is not received within the required ten (10)
Business Days, then the party sending the înitial correspondence shall be entítled to delay performance
of the dependent tasks identified in the initial correspondence until the required response is received.

lf the CAD System, the 59-1-1 System or any portion thereof suffers a Priority L or Prioríty 2
failure (as defined at the end of this SOW and in Exhibit 2 - Performance and Capacítv STandards) and'
such failure was caused by Contractor or êny of its Subcontractors, Contractor shall immediately
commence efforts to cure such failure.

6. Pçformance Standa rds¡ Pfofessional Standards

(a) No work performed by Contractor or performed in the performance of any work under
this Agreement shall degrade the Performance Standards for the CAD System, or any improved
Performance Standards which result from City authorized and approved modifications, enhancements
or changes to the CAD System performed by Contractor (as such improved Performance Standards may
be agreed to by the part¡es). At all times during the performance of work under this Agreement, the CAD

System shall meet or, upon mutual agreement, exceed the Performance Standards. ln addition, the
following supplemental performance levels must be adhered to:

t. No work performed under thís Agreement, nor under any Task Order, nor any Software
or Equipment introduced into the CAD System by Contractor as a result thereof shall degrade, restrict,
or reduce the end user's present CAD Systems operation functionalíty as set forth in Exhibit 2:
Performa¡çq and Caoacitv Standa(d.p. Contractor shall advise the City in writing of any adverse effects
upon the Performance Standards that may result from a proposed Task Order or Change Request. lf,
after receiving such notice from Contractor, the City decides to proceed with such Task Order or Change
Request, Contractor shall be relieved of its oblígation to achieve any such Performance Standards to the
extent ídentifíed in such notice.

2. During and after completion of any work under this Agreement or any Task Order, the
use by the City of the CAD System in the performance of system commands and tasks, (both internally
and initiated by the Altariso System) and the use of any other part of the CAD System or any Software
used in connection with this Agreement shall not degrade, or lessen the Performance Standards,
including, but not limited to, service levels, end-to-end command executions, task response times,
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opt¡mum concurrent and serially executabfe task and commands, and concurrent number of on-line and

active CAD System users.

3. During the term of this Agreement and all subsequent extensions of thís Agreement
pursuant to amendment, except for City-approved planned outages, and outages caused by factors

beyond the reasonable control of Contractor, the CAD System must be available for use in accordance

with the Performance Standards ("CAD System Availability'') not less than 99.995% in any 30-day period

("Availabilíty Requirement"). lf the CAD System fails to meet the Availability Requirements for more

than three consecutive days, or more than two consecutive weeks; or morei than two consecutive

months, the City will notífy Contractor within a reasonable time that the System does not meet the
required CAD System Availability Requirements. CAD System Availability Requirements for use is

determined by dÍvidíng the actual minutes of CAD System uptime during a particular time period (e.9.

days, weeks, months) by the total amount of minutes in such time period. For example, ¡f the CAD

System was only available for 12 hours on one particular day, the CAD System Availability that day

would be 507o (720 minutes / ]44O minutes).

The Performance Standards set forth in this Section 5 and in Exhibit 2- Performance and

Capacitv Standards may not be modified wíthout express City approval and waiver as set forth in a Task

Order executed by both the City and Contractor.

(b) The Contractor must perform all Services required of it under this Agreement with that
degree of skill, care and díligence normally shown by a contractor performing services of a scope and

purpose and magnítude comparable with the nature of the Services to be provided under this

Agreement. Contractor acknowledges that it is entrusted with or has access to valuable and highly

confidentíal information and records of the City ("Confidential lnforrnation") and with respect to the
Confidential lnformation and to this Agreement, Contractor agrees to be held to the standard of care of
a fiduciary. All Services completed under this Agreement once completed shall result in a Work Product

which meets or, upon mutual agreement, surpasses the functional requirements set forth in the
Agreement and any applicable Task Order and will satisfy the statement of work set forth in the
Agreement and any such Task Order, as modified by Change Directive.

(c) Contractor must assure that all Services that require the exercise of professional skill or
judgment are accomplished by professionals quâlified and competent ¡n the applicable discipline and

appropriately licensed, if required by law. Upon the request of the City, Contractor must deliver to the
Executíve D¡rector copies of an.y such licenses. Contractor shall be responsible for the professional and

technical accuracv of all Services or Work Product furnished, whether by Contractor or its
Subcontractors or others on its behalf. All Work Product must be prepared in a form and content
consistent with the requirements of this Agreement and delivered in a timely manner consistent with
the requ¡rements of this Agreement.

7, Addítional Equipment; Citv Modifications

(a)(1) ln the event City wishes to permanently connect any Equipment or any Software to the
CAD System not already agreed to by the partaes ("City Permanent Mod¡fication"), City will notify
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Contractor Ín writing at least thirty (30) days prÍor to any such City Permanent Modification, Contractor
shall respond in writing to the City regarding the proposed City Permanent Modificatíon within said

thirty (30) day period. Such response must advise in sufficient detail whether or not the City Permanent
Modification would materÍally adversely affect performance of the CAD System. To the extent
Contractor determines that the Cíty Permanent Modification will not have such a material adverse
impact, then the Contracto/s warranties for system performance remain Ín full force and effect.

(2) lf the Contractor determines a Cíty Permanent Modification will, to the extent
set forth in the letter referred to in (b)(1) above, materially adversely ímpact performance of the CAD

System, Contractor shall give the City written not¡ce of such adverse impact in accordance with
paragraph (bXl) above. lf the C¡ty decides to proceed with the City Permanent Mod¡f¡cation, the
Contractor's warranties for system performance for those portions of the System materially adversety
affected by the Cíty Permanent Mod¡f¡cation, as identified in Contracto/s notice to the City, will be void.
Any problems encountered ¡n CAD performance as a result of a City Permanent Modification will be
corrected by the Contractor at agreed upon rates once authorízatíon to proceed has been received from
the C¡ty via a Task Order and/or amendrnent.

(3) The City is entitled to make temporary modificatÍons (for diagnostíc and other
purposes) ("City Temporary Modifícation") that directly or indirectly interact with portions of the CAD
System maintained by Contractor without Contractor/s review of the City Temporary Modification. The
City shall, as soon as reasonably pract¡cal, advise Contractor of the details of such City Temporary
Modificatíon. ln the event that such a City Temporary Modífication adversely impacts CAD System
functionality or performance, the Contractor shall give written notice to the City describing the
reduction in functionality or performance caused by the City Temporary Modificatîon. Upon City receípt
of this notice a new baseline for CAD System performance will be in effect so long as such City
Temporary ModifÏcation remains part of the CAD System and Contractor's remedy, íf any, of functÍonal
or performance related problems arising directly from the City Temporary Modifications, ¡f accepted by
the City, would become an addítionalcost item subject to modification of the applicable Task Order. The
City, however, shall have, upon receipt of such written notice from Contractor, the option to remove
such City Temporary Modification and restore the CAD System to ¡ts pr¡or state, in whÍch case the
Contractor warranties shall be in fullforce and effect upon such removalafter recertification of the
system by Contractor. Contractor will not be liable, nor responsible for any outageq slowdowns or
díminished functionality as a result of any City Temporary Modification. Notwithstandíng the foregoíng,
the Propriety Software may not be modified at any time by the City or its agents.

8. Ad.Cllional Software; New Releases

(a) Contractor will provide notÍce to the City of updates, enhancements or modificat¡ons to
Commercial Software needed forthe operation of the CAD System, lf requested by the C¡ty, Contractor
will further notify the City of the probable effect on the CAD System of installation of such update,
enhancement, or modification, and provide a recommendation to the City as to whether or not any such

update, enhancement or modification should be installed. Following receipt of Contractors notice and
recommendation, the City may elect whether to have such updated, enhanced, or modified Commercial
Software ínstalled in the CAD System and whether to incur the costs for such updated, enhanced or
modified Commercial Softwa re.
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(b) During the term of this Agreement, Contractor shall provide to the City an Application
Programmer to provide updates, enhancements, and modifications to the Proprietary Software as

further described in Exhíbit 3: Kev Personnel. The cost for such person and work shall be included in the
Maintenance and Technical Support Program fees set forth in Exhibit 1.

9. [icense: Copvrlsht Qwnershlp

(aXf) Contractor owns all rights, title and interest to the Proprietary Software and related
documentation, including all custom modifications, derivative works and alltechnical and functional
designs and functional designs relating thereto. Neither the Proprietary Software nor the Services

related to Proprietary Software hereunder shall be considered "work for hire" within the meaning of
Federal copyright law (L7 U,S,C. Section 101 et seq). The City shall not disassemble, decompife or
reverse engineer the Proprietary Software and any information obtained in violation of this provislon
shall be deemed confidential information owned exclusively by the Contractor. With respect to the
Altaris@ Proprietary Software the pafties acknowledge and agree that the City currently holds a fully
paid, perpetual license to use such software in accordance with the license terms set forth in the
Lícense. With respect to the Proprietary Software provided under the Original Agreement, the parties
acknowledge and agree that the City currently holds a fully paid, perpetual license to use such software
in accordance with the license terms set forth ín the Or¡ginal Agreement. With respect to Proprietary
Software provided under subject to or modified under this Agreement, pursuant to a Task Order or
otherwise, th€icity shall be granted a paid-up, perpetual, non-exclusive, royalty-free, not transferable
operating lícense in object code form to ¡nstall, store, load, execute and display (collectively, "Use") such

Proprietary Software for the City's internal use. on eíther (i) those processing units currently in use (íf
relating to updates, enhancements or modífications to already licensed Proprietary Software), or
(ii) those processing units specified in the Task Orders and in the quantitíes and types specified in the
Task Orders (íf relating to new Propr¡etary Software). The City may make one (L) archival copy for back-
up purposes. Except as set forth in thís Agreement, the license will be for operations use only and does
not authoríze the City to make any alterat¡ons, adaptations, translations or derivative works to such
Software without approval of Contractor. Licensing and maintenance terms for Commercial Software
shall be subject to the terms of the provider of such Commercial Software, Nothing herein shall prevent

the City from access to and manipulation of the Commercial Software consistent with the licensing
provísions for such Commercial Software. As a precondition of acceptance of any software, Contractor
warrants that, to the best of its knowledge and belief, no license provided to the City pursuant to this
Agreement violates any third party intellectual property rights ín any way.

(21 Upon execution of this Agreement, the City and the Contractor shall enter into a

Source Code Ëscrow Agreement (in substantially the form attached hereto as_E¡hjþj!_5.:_Esglq!U),
pursuant to which the Contractor shall promptly deposit into trust with a mutually acceptable escrow
agent, one copy of the Source Code for each component of the Contractor's Proprietary Software, any
associated available documentatíon perta¡n¡ng to the Contractor's Proprietary Software, and any other
material required in the Source Code Escrow Agreement, to assist the Cíty Ín its abilíty to configure,
install and support the Contractor's Proprietary Software, Contractor shall pay the reasonable costs of
the Escrow Agent. lf any of the Release Conditíons as specified ín the Source Code Escrow Agreement
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are met, the Cíty shall have access to Source Codes for the Proprietary Software and be entitled to alter,

adjust, translate or create derivative works from such Proprietary Software as needed solely for the

City's own use in support of the operations of the CAD System,

The City will not allow any person or entity to have access to the Proprietary Software except

employees of the City who need to have access to the Propr¡etary Software for purposes in which such

Proprietary Software is licensed. ln the event of improper access or disclosure or breach of the license,

Contractor as its sole remedies against the City shall be ent¡tled to seek temporary or permanent

ínjunctive relief damages at law.

(b) lf requested by the City, Contractor will provide or cause to be provided any updates,

enhancements or modificat¡ons to Commercial Software after acceptance of such Commercial Software.

Contractor shall and shall cause its Subcontractor(s) to promptly provide any updates or enhancements

to lícensed Commercial Software promptfy after such updates and enhancements first became available

in accordance with this provision. Contractor shall further provide or cause to be provided a notification
of the provided effect on the CAD System if installation of any upgrade or enhancement occurs, and of
its recommendations to the Cíty as to whether or not any such upgrade or enhancement should be

installed. Such update and enhancements shall exclude custom software designed exclusively for use by

a specific third party other than the City of Chicago. Notwíthstandíng any other terms of this provision,

Contractor shall only be obligated to provide such updates, upgrades enhancements or modifications to
Commercial software which it is able to certífy to function properly with the Contractor's Propríetary

Software.

10. CAD Network Support

Contractor shall provide CAD Network Support for the OEMC communications center and other
locations as directed by OEMC management. Work performed as part of thís agreement will include
design, installation, configuration, troubleshooting, monitoring and upgrading of the OEMC

network. The O&M Team shall perform the follow¡ng network related activities:

(a) Plan and install CISCO related appliance IOS patches and updates, including security related.

(b) Monítor, troubleshoot, and optímize the network and network configurations.

(c) lvtaintain and update network appliance configurations for related network changes.

(d) Maintain, monitor, and optimize network security appliances.

(e) Plan and support for network security scanning.

(f) Perform network applÍance configuration backups and restoration of network configuratíons, if
needed.

(g) Perform monthly, quarterly, and annual maintenance checks.

Contractor shall qg¡ be providing 24x7 help desk coverage for the network and assumes that the City
will continue in this role. The City will provide network connectivity for diagnostic and maintenänce
purposes.

The support provided will be limited to 576 hours annually. CAD network support that exceeds this will
be ínvoiced at Time and Materíal (T8¿M). Any tÍme used to correct issues caused by Northrop Grumman
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shall not be counted in the 576-hour limit.

11,. Client Workstation U.p.Frade to Microçott Windows 10

lntroduction.

This Section outlines the Client Workstation Upgrade to Microsoft Windows 10 for the Northrop
Grumman CAD system.

7. Clíent Workstations

Northrop Grumman will provide the skilled labor and management services necessary to upgrade the
CAD client(s) to Microsoft Windows t0 for the following:

o Operations Floor Workstations
. Remote Police Workstations
o PoliceAdministrativeWorkstations
o Remote Fíre Workstatíons
r FîreAdmÍnistrativeWorkstations

The CAD client for the Fire Joker-stands operating at the fíre houses will be provided to operate on a

minimum of Microsoft Windows 7 given 3rd party components for touch screens, Locution, and Telpar
prínters may not be available for Microsoft Windows 10.

2. Portíng and Related Components

(a) CAD Client Core Component Port to Windows-l0
Northrop Grumman will port the CAD client core components to Microsoft Windows-10 64-bit
architecture. This will bring the CAD client software core components to be in alignment w¡th Microsoft
newest operat¡ng system offering.

The existing Northrop Grumman CAD GUI clíent will be ported to Microsoft .NET 4.6 or later. The
current CAD client operates under Microsoft Windows XP; Windows XP is only supported up to
Microsoft .NET4.0. Northrop Grumman ís'committed to províding the latest Microsoft .NET4.6 or
Ereater to the OEMC given the rich set of features and capabilities of .NET as it continues to evolve wíth
enablÍng technologies along with the latest updates for securíty vulnerabilities. The CAD GUI client will
also be updated to the latest lnfragistics 3'd party software libraries which provide specialized widgets
that are used in the CAD GUI to support the CAD triage functionality.

(b) OriStar Map and OriPlay Components

Northrop Grumman will be supplying through OríStar, a software port of the Oristar Map and OriPlay for
Microsoft WIN-1.0. OriPlay provides the ability to playback unit GPS information. This will include all the
necessary software port¡ng, testing and validation for WIN-10,

(c) LocutionComponents

Locution is used by the CAD GUI at remote fire joker-stand to provide annunciation in the fire station
when the fíre station is dispatched to an event. Fire stat¡on speakers are activated and based up on the
CAD type, as to whether EMS service or the fire service is being requested or both regarding
annunciation. Locution is still working to validate their product on WIN-1.0. lt may or may not be ready
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at the time of the WIN-10 upgrade, and a fall back plan to WtN-7 will be províded. Locution will supply
future updates as long as there is a valid mainte nance contract in place.

(d) Hummingbird Components

The Hummingbird product which is used for MIS access will be provided and twenty-five (25) licenses for
the WIN-10 workstation upgrade.

(e) CAD Workstation Desktop lnfra-Structure and Management Components
Northrop Grumman will update the CAD GUI Start-OPS client workstation scripts for WIN-10; validate
deployment scripts on the wlN-L0 image configurat¡on and workstation hardware; and a new
workstation image(s) will be developed with the Acronis software for each workstation ¡mage type.

(R CAD Functionality Testíng and Validation on WtN-10

Northrop Grumman will provide for the high-level CAD functional testing for WtN-10 and WtN-7 for the
Joker-stands. The GUI Acceptance Test Matrix (ATM) will be used as the basis for the commands and
functionaltesting: Event Entry Status Commands, e.g,, Dispatch, On-scene, Close, etc., CAD Q¡s¡i¿s,
Status Monitors, PSAP CAD integration and related functionality, Oristar Map Note: Appropríate
workstations types that have maps, and wlN-7íoker-stand cAD functionality.

(g) Operations Floor Workstation Environment Validation

The Operations Floor Workstation Environment will consist of the following validation and verification
poínts for the final hardware and software integration: workstation use cases for Operations Floor, e.g,,
police and fire call-taker, and police and fire dispatcher; dual network teaming and multiple network
card(s); Vetra multiple keyboard and mouse arbitrator; multiple video displays; PSAP lntegration Testing
and Validation where applicable- Note: OEMC will provide any necessary support for Vesta;
printers/models will be validated that exÍst today, e.g., Canon, HP, etc.; VNC (Virtual Remote Desktop);
Open Secure Shell (SSH); Oristar Map and OriPlay port/upgrade to WIN-10; and Symantec Anti-Virus

(h) Police and Fire Remote Workstatíon Ënvironment Validation

The Police and Fire Remote Workstat¡on Envíronment will consist of the following validation and
verificatíon points for the final hardware and software integration: network card; printers/models will
be validated that exist today, e,g., Canon, HP, etc.; VNC (Virtual Remote Desktop); Open Secure Shell
(SSH); oriStar Map and OriPlay port/upgrade to WIN-10 will deployed where lÌcenses already exisq and
Symantec Anti-Virus.

(í) Fire Remote Joker-stand Workstation Environment Validation

The Fire Remote Joker-stand Workstation Envíronment will consist of the following validation and
verifícation points for the final hardware and software integration: network card; prÍnters wíll be
validated that exíst today, e.g., Telpar Parallel SP-2021, Telpar USB MTP-2283. Note: The Telpar SP-2O21
may not be supportable under WIN-10,; Locution (Station Annunciation); NEC TouchscreenS, €.g.,
LCD175M and LCD171M. Note; Vendor drivers must be available from NEC for WIN-7 and WtN-10. VNC
(Virtual Remote Desktop); Open Secure Shell (SSH); and Symantec Anti-Virus.

2.1 Customer Responsibilitíes

The Customer Responsibilities are as follows;
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o Provide Dellvalidation and verification workstation hardware and the Microsoft Operating
System WIN-10/WlN-7 (Joker-stand) professional software as required prior to procuring the
final Dell workstation for the operations floor.

o Provide Dellworkstation hardware and software support. This would include Dell workstation
hardware and software support to address configuration or setup issues.

o Provide Dell workstations that are used by the developers for WIN-10 as required.
o Provide the any new Vetra keyboard and mouse arbitrators for the operations floor while the

older Vetra uníts are sent to Vetra for firmware updating,
¡ Provide Delltest workstations, multiple desktop monitors, Vetra arbitration devíces, Canon

printer access and any necessary Dell drivers to Northrop Grumman for their engineers for
testing and deployment purposes.

r Provide for any needed environmental requirements for the new workstations, HVAC, electrical
power, space requirements at the OEMC

e Provide the on-site system adminìstrator, on-síte project manager database administrator, on-
site software engineer and project manager to assist with any needed specialized testing or
support. The Northrop Grumman software engineer will transfer knowledge to on-site project
manager so the on-site project manager can provide for future workstation replacement
deployments.

¡ Provide support and access to Northrop Grumman in the troubleshooting of workstation issues
during busíness hours.

r Provide for 3'd Party support including AT&T/Vesta, Canon (prínter driver), Symantec Antivirus,
Acronis, as required for WIN-10 support.

¡ The OEMC on-síte project manager will assist in providing the WIN-10 training and
documentation required by OEMC training staff.

o Provide for the final testing of the WIN-10 GUI and WIN-7 for the Joker-stands-
¡ Establísh OEMC project manager for interfacing ti¡ Northrop Grumman,

Assumptions

The following assumpt¡on(s) apply:
o The WIN-10 and WIN-7 operat¡ng systems are Microsoft off-the-shelf industry standard

offerings. Given the WIN-1.0/WlN-7 operating systems have different user interfaces, staff
training adjustments may have to be made given the dífferences. No user interface adjustments
are in this upgrade for any WIN-10/W|N-7 operating system changes that are beyond Northrop
Grumman's abílity to control.

o Locution maintenance will continue to be în effect through the maintenance períod contract as

long as the Locution product is beíng used in the OEMC environment.
o VNC maÍntenance will continue to be in effect through the maintenance períod.

12. Reportlns

As part of the Services, Contractor shall provide the City with reports in the form, and with the
frequency, and covering the information, described in Exhibit 7 - Sample Status Repor!, or as otherwise,
mutually agreed in writíng, from time to time.

18



13.8iphtofEntry

A. Access

Contractor, and any of its officers, employees, Subcontractors, sub consultants or agents, shall
have a r¡ght to enter upon any City facility in connectíon with the performance of the Seruices, subject to
the terms and conditions herein. The Contractor will be required to wear identifying badges while on
site at any City Facility. Contractor shall comply with all security measures required by the City, including
reasonable limitations on access and restrictions on times of entrance.

B. Care of City Property

Contractor shall use, and shall cause each of its officers, ernployees, subcontractors, and agents
to use all reasonable care when entering upon any property owned or leased by the C¡ty. Contractor
shall comply and shall cause each of its officers, employees, sub consultants and agents to comply with
any and all instructions and requirements for the use of such property.

Qualificatíonl.of Personnel. Contractor shall, and shall cause the Subcontractors
to assign and maintain throughout the completion of allservices an adequate
staff of competent personnel who are fully equipped, licensed as appropriate,
available as reasonably needed and qualified to perform all the terms of this
Agreement. The level of staffing may be revised from time to t¡me by notice in
writing from Contractor to City with written consent of the Cíty.

15. Problem PrioriW Level Descriptions

Problems wíll be considered Priorlty 1 (Critical) if they result in:

' A software defect or hardware failure which sígnifícantly affects the system or a component's
ability to accomplish a critical system function, for which there is no workaround/alternate
solution available. The following are examples of Priority One problems:

. Complete system outage (lncludíng failure of standby cfuster systems)

. The loss of a major portion of call taker or díspatcher operations

. The inability to dispatch to a geogräphic area

. Loss of location verifícation functions

. Loss of unít recommendation functions

. Loss of unit status change functions

. loss of multiple remote database links or interfaces

. Loss of query functionality (EAUQ)

. Loss of MDT/PDT functíonality

' Loss of GPS/AVL functlonality or mapping

Problems will be considered Priority 2 (Major) ¡f they result in:
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. A software defect or hardware failure which may significantly affect the system or a

component's ability to accomplish a critical system function, but for which there is a

workaround/alternate solution availa ble.

. The loss of an interface.

. A software defect or hardware failure that causes loss of a major system function such as file
maintenance, CAD and external queries, or miscellaneous field functions, for which there is no
workaround/alternate solutíon avaílable, but which does not cause the loss of critical system
functions.

Problems will be considered Priority 3 (Minor) if they result in;

. Minor software defect or hardware failure in a critícal system.

. A software defect or hardware failure that causes loss of a major system function such as file
maíntenance, CAD and external queries, miscellaneous field functions, for which there is a

wo rkaround/alternate solution available.
. A software defect or hardware faílure which may significantly affect the system or a

components ability to accomplish any support function such as file backupq purging, or
stat¡stical reporting.

. Any other software defect or hardware failure that causes operator inconvenience or
annoyance, but which does not cause the loss of any critical or major system functions.

All other problems and requests for consultation will be classified as Priorlty 4 - lnformational Requests
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REVIEW AND APPROVAT

Thls forrn must be slgned by both the Orlglnator of the request and approved by the Department Head
or authorlzed deslgnee. After review and final disposÍtion from the Board, thls form will be stamped to
lndicate the final disposltlon and signed by the Chalrperson of the Board Head or authorlzed designee.

Zachary Wllllams
OEMC

Dlrector of lnformation Services

Alicia Tate-Nadeau
OEMC

Executíve D¡rector
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Note: Northrop Grumman Systems Corporotion (NGSC-the Controctor) hos purchosed ond is providing
Level ll support Írom OPEN, Inc. ("OPEN"), a Minnesoto corporøtion which includes 24-hour support with
response times os set forth below.

Maintenance for the OPEN SafetyPAD product wilf be províded and paíd for Contractor, through OPEN,

on the following terms. Maintenance related problems are usually resolved by interfacing via phone
(voice or remote connection). Remote access software, via MÍcrosoft Terminal Services or equivalent,
wÍll be provided and installed by OPÉN onto the server where the SafetyPAD application ís ¡nstalled. A
maintenance agreement is required when purchasing and for the ongoing utilization of the SafetyPAD
system.

Malntenance Level ll DOES include:

L. Maintenance noted for SafetyPAD includes SafetyPAD mobíle, SafetyPAD base, and all optional

software modules and interfaces to 3rd party vendors (such as mappíng, GPt billing, state, etc.)

2. Correctíons of substantial defects in SafetyPAD so that SafetyPAD will operate with reliable

functionality and without loss of data.

3. Periodic updates of the SafetyPAD that may incorporate (A) corrections of any substantial

defects, (B) fixes of any bugs, and (C) at the sole discretion of OPEN, enhancements to the
SafetyPAD. Updates will be provided either remotely or on- site based on the complexity of the
upgrade.

4. Telephone support is provided on a 24 hour by 7-day basís as set forth in Section 6 below.

Response tames for such support shall be as set forth in Section 4 below. Email and internet-

based maintenance and support are included in all maintenance agreements.

5. Maintenance at OPEN'S office of a test version, including a test database, for the most recent

version of NGSC's software release.

Malntenance level ll DOES NOT lnclude:

t. Custom Programming Services. These services may be necessary to accommodate features or

functíonality unique to City or NGSC unique needs and/or requirements. However, any software

changes/enhancements to SafetyPAD that can be utílized by most EMS agencies may be

included as part of maintenance at no additional charge,

2- On-site support. (See On-Site Support below).

3. Training. (see Training below)

4. Hardware and related supplies, Warranty for hardware varies on manufacturer's terms and

condít¡ons. OPEN must be contacted by NGSC in the event any hardware defects occur. lf
equipment is procured through OPEN, defective equipment should be sent to OPÊN, unless
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otherw¡se spec¡fied by OPEN. Once repaired, the hardware manufacturer or OPEN will send

properly configured equípment back to NGSC. The hardware manufacturer and NGSC will pay

postage expenses.

5, Third Party Software, Wireless Connectivity and Network lnfrastructure. OPEN does not

warranty or support third party applications, wireless connect¡vity or network infrastructure
provided by third parties. Support for units execut¡ng OPEN software where defects to the use

and application of the programs is caused by third party software or servîces not provided in the

master image by OPEN will incur charges to the NGSC on a t¡me and material basis and will be

charged per occurrence at the labor rate of 125.O0/hour for Support on issues caused by

software or hardware not provided by OPEN which impacts software covered by this

Agreement.

On-Site Support

OPEN, upon mutually agreed terms, will provide NGSC On-Site Support. NGSC provision of on-site
support is contingent upon mutual agreement with the Cíty. Any on-site support from OPEN will be
quoted to the City on a Task order basis.

Response Tirnes to seruice calls

OPEN, offers the following response times;

a. L-hour response times during normal business hours for Priority 1 Problems and by close of
business on the same day the problem is reported. For all other problem priorities. (8:00am -

6:00pm CST excluding weekends and Federal Holidays).

b. After-hours technicalsupport (6:00pm - 8:00am CST, including weekends and Federal Holidays)

with 2-hour response tímes for Priority 1 Problems and by close of business of the following day

the problem is reported for all other problem prioríties.

Response time ís defined as the length of time between not¡fication by authorized representatives of
NGSC or the City by means of the toll free support telephone AND definition of the problem through
cfdsupport@safetypad.com and the moment an OPEN representat¡ve establÍshes contact with a

representative of the reporting party via telephone or email acknowledging receipt of the notification.
Response t¡me is not a rneasure of the length of time required to resolve the reported problem.

Trainlng

Upon installation of SafetyPAD at NGSC, future training may be necessary for new personnel, etc. OPEN,

upon mutually agreed terms, will provide training ät a mutually agreed time at the offices of OPEN,

unless agreed by both parties to conduct the training elsewhere. NGSC agrees to pay OPEN all costs
associated wíth this training, including (i) charges for OPEN's personnel, (ii) charges for travel, lodging
and miscellaneous expenses, and (iii) taxes. Charges for Training will be the same as those noted above
for On-Site Support. All charges to NGSC for training will be agreed to in writÍng prior to OPEN's
provisíon of trainíng services.
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Support

Support is defined as technical assístance by telephone, email, or on-site for NGSC's internal support
personnel who have specific quest¡ons pertaining to the operation of SafetyPAD. OPEN agrees to
provide a toll free telephone number and establish cfdsupport@safetypad,com to facil¡tate contact of
OPEN staff for requests for service. NGSC or authorized representatives from the City agree to contact
OPEN staffvia the tollfree number AND identify and report the problem via
cfdsu pport @ safetypad.co m.
OPEN staff shall provide support and prioritize resolution of problems based on the cr¡tical¡tV of the
issue as set forth below;

o Príoríty 1* Problem crashes system or makes it otherwise unusable. Response will be via

telephone support and remote connectivity. lnitial support phone call to be answered within 60

minutes of notification by NGSC.

o Priority 2 -Problem prevents functionality and there ís no workaround. Response will be via

telephone support and remote connectiv¡ty. lnitialsupport phone callto be answered within
1.20 mínutes of notification by NGSC.

o Priority 3 - Probfem prevents functionality but there is a workaround Response will be vía

telephone support and remote connectivity. lnitial support phone callto be answered within
same busíness day hours of day of notification by NGSC,

r Príoritv 4 - Problem does not prevent functionality and is therefore minor (cosmetic,

documentation, etc.) in nature. lnitial support phone call to be answered within 48 hours of day

of notification by NGSC.

Response time is the time by which the NGSC representative first makes contact with an employee or
designee of OPEN. Response time does represent issue resolution and/or deliverable of changes to
resolve experíenced problems. OPEN will utilize the same afore stated priority classification when
scheduling problem resolution releases and wíll make all possible efforts to resolve the identified
problems in a timely manner.

Specíal for NGSC

Telephone and e-mail support are included with a yearly maintenance contract. NGSC is required to
establish an internal first tier support for dealing with end user issues. Only designated representatives
from the NGSC or CFD are authorized to contact OPEN. Designated representatíves shall be granted
the authority to allow OPEN to bill on time and materials for issues addressed which are not covered by
this Maíntenance Agreement as outJined in the "Maintenânce Level ll Does NOT include ..." section of
this document." On-sÍte support is available for an additional fee.
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EXHIBIT 2

PERFORMANCË AND CAPACITY STANDARDS
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lntroduction

Attachment 2 outlines the Performance and Capacity standards for the Northrop Grumman CAD system,

a. PerformanceStandards

Northrop Grumman shall perform the Services in a rnanner necessary and appropriate to ensure that
the CAD system operates and is maintained in accordänce with the Performance Standards as set forth
below:

b. AvallabllityRequirements

The N Grumman CAD m Software Availa

Flgure 7; Avoilobllity Requlrements

The Avaílability Requirements do not include pre-planned system downtíme(s) due to system upgrades,
software & hardware enhancements, or software & hardware maintenance that are necessary to
maintain the systems and system-related components.

The AvailabilÍty Requirements do not include network outages, electricaf outages, hardware
failures/outaÊes and/or issues that are outside the Northrop Grumman CAD software and CAD software
Contractor domain and abilíty to control, including acts of God.

Software custom¡zation and enhancements that have been requested by the City are excluded from the
availabílity requirement for fourteen (14) days from the t¡me the enhancement(s) ís placed into the live
production seruer environment to give the Contractor time to remedy any such problems with the
enhancements(s) and/or customizations.

The Contractor will work to provide continuous software support if the customízatíon or
enhancement(s) impacts the Northrop Grumman CAD software, includíng the extract¡ng of the software
in question until the issue can be resolved. All pre-planned downtime will be coordinated with the City,
with the City providing the time of such occurrences for the planned downtime.

c. Performance and Capacity Monitoríng

Northrop Grumman will collect data and system stat¡st¡cs, and retain data for a period of 1 year, for
purposes of reporting system performance, and projecting system capacity requirements.
Regular reports will be generated and made available to the City. Reports wíll be for systems that are

deemed "critical" to the operation of the CAD and CAD support¡ng functions, As of this contract signing,
the current capacity reports are generated daily, and represent a 30-day history of system capacity.
Reports are made available on an internal City web server, and access to the reports will be granted as

requested by the designated City CAD manâger.
Special requests may be made for detailed system performance reports, specifically as related to a
systern change, or a reported system issue/problem.

Time Period Availability Requirement (percentage of total number
of minutes in the Tlme Period)

Contract year Not less than 99.995%
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As the hardware and operating systems are provided by the City, the Contractor will utilize tools and

utilit¡es that are available nat¡vely on the operating systems, or other specific data gathering utilit¡es
that are provÍded by the C¡ty.

The current utility used for performance and capacíty data gathering Ís Hewlett Packard Openview

Performance Agent, which is licensed per operating system, and is available for any Windows, Linux, or
UNIX platform. The City owns and maintains the licenses and support for current instances of the HP

Openview Performa nce Agent software.

d. Support Response Time Requirements

Times:

Flgure 2: SuppoÉ ßespone Tlme Requlrements

The first level of response by Northrop Grumman wíll be the onsite personnel and will be followed by

notification to the designated corrective maintenance staff led by Northrop Grumman's Technical

Manager. ln the event that the designated staff is not available or additional help is needed, the City

will contact the Northrop Grumman Program Manager or designee to facilitate the handling of the
s¡tuation.

The City will provide a T-1 (or equivalent network capabílity) for network connectivity between the
Chicago OEMC and the Contractor's offÍce. The network appliances and associated software used for
this connectivity will be supplied by the Contractor,

e. ReportingRequlrements

rt
Maxlmum Response

Tlme
Priority of Reported
lssue

Response Required

Telephone response 30 minutesAll Maintenance
Reports

Remote T1 or VPN accest or site visit t hourPriorityl&Priority2
Next Business DaVRemote T1 or VPN access, or site visitPriority3&Priority4

Type of
Report

Report Descrlptlon Report
Frequency or
Due Date

Monthly
Report

A monthly report willonly be produced when there are ongoing and

outstandíng task orders requiring the management of a Contractor
Project Manager. The City does not require the Contractor to submit a

Monthly Report concerning preventative, corrective, or operational

support.

Sth Business

Day of Month

Weekly
Status

Report

Purpose of outlining the previous week's System Administrator and

Database Administrator activities and the planned activities for the near

term.. The weekly reports will be submitted to the City's designated CAD

manager.

Weekly

Fígurc 3: Support Respone Tlme Requlrements
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f. Problem Priority level Descrlpt¡ons

Problems will be considered Priority I (Critical) ¡f they result in:

. A software defect or hardware failure whieh.sígnificantly affects the system or a component's
ability to accomplish a crítical system function, for which there is no workaround/alternate
solution available- The following are examples of Priority One Problems:

. Complete system outage (lncluding failure of standby cluster systems)

. The loss of a major portion of call taker or dispatcher.operations

. The inability to dispatch to a geographic area

. Loss of location verifícation functions

. Loss of unit recommendation functions

. Loss of unit status change functions

. Loss of multiple remote database links or interfaces

. Loss of query functionality (Ea-UA)

. Loss of MDT/PDT functionality

. Loss of GPS/AVL functionality or mapping

Problems will be considered Priority 2 (Major) if they result in:

. A software defect or hardware failure which may significantly affect the system or a

component's ability to accomplish a critical system function, but for which there is a

worka round/alte rnate solution availa ble.

. The loss of an interface.

. A software defect or hardware failure that causes loss of a major system function such as fíle
maintenance, CAD and external queríes, or miscellaneous field functions, for which there is no

workaround/alternate solution available, but wh¡ch does not cause the loss of cr¡t¡cal system
functions.

Problems will be considered Priority 3 (Minor) if they result in:

. Minor software defect or hardware failure in a critical system.

. A software defect or hardware failure that causes loss of a major system function such as file
maintenance, CAD and external queries, miscellaneous field functions, for which there is a

workaround/a lternate solution ava ila ble.

. A software defect or hardware failure which may sígnificantly affect the system or a

components ability to accomplish any support function such as file backups, purging, or
statistícal reporting.

. Any other software defect or hardware failure that causes operator inconvenience or
annoyance, but which does not cause the loss of any critical or major system functions.

All other problems and requests for consultation will be classífied as Pr¡or¡ty 4 - lnformational Requests.
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EXHIBIT 3

KEY PERSONNET
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lntroduction

This Exhibít lists Key Personnel and Other Personnel,

Key Personnel

a. TECHNICAL MANAGER (Full-time)

Responsibillties include technical leadership for the Northrop Grumman team - includes (CAD

application development, management information systems, interfaces, and collaborating with 3rd

party hardware and software vendors, technical scope for change orders, trouble-shooting CAD and E-

AVL application, interface and/or CAD network issues.)

b. APPLICATIONS PROGRAMMER (Full-timel

Responsibilities include CAD enhancements to the CAD and ancillary systems at the OEMC, including,

E-AVL, etc., at the discretion of the OEMC CAD Manager. The applications software engineer provides

customer approved programmatic changes, requirements gather¡ng, design, development, testíng and

documentatíon. This will include troubleshootíng when required.

c. DATABASEADMINISTATOR (Full-timef

Responsibilities include maintaíning all Oracle databases related to the CAD and MIS Systems. This

includes break fix and proactive monitoring. This also includes support for MIS reports

' d. SYSTEM ADMINISTRATOR (Full-tlme)

Responsibilities include maintaining the Linux operating system, reviewing hardware error logs and

providing proactive firmware updates on all CAD and MIS servers.

Note: All posit¡ons above are expected to work 40 hours per week. These positions are NOT subject to
Overtime, however, hours worked in excess of 40 hours per week will be addressed as set forth in
Attachment 5.

Other Personnel

e. PROGRAM MANAGER (Full-tlme)

Responsibilities include leading the team, managing the team (tímesheets, expenses, subcontracts

etc.), over-site of the ímplementation maintenance contract, over-site of task orders, subcontractor

management, ensuring petformance of contract parameters for quàlity, software defects, customer

relations, managing the overall health of the program.

r. PROJECT MANAGER (Part4lmel

ResponsibilitÍes include managing the implementation of task orders (software enhancements,
software updates, and customer facing coordination for onsite NG and vendor visits, meetings and

development of system enhancement requests. Maintaín professional close user relationship reJative

to our product and services regarding areas of innovation and improvement. Manage NG relationship

with OEMC onsíte vendors and NG team,

C. DEPTOYMENT ENG¡NEER (Part-timel

Responsibilities include testing software releases, deploying software releases, trouble-shoot¡ng CAD
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applicat¡on íssues with OEMC floor employees and support for task-orders.

h. TECHNICAL PROJEcT MANAGER (Full-tíme)

Responsibilities include managing day to day services requests from the OEMC Director of lnformation
Systems and the OEMC Help Desk. This íncludes CAD hardware issues and requestíng vendor repairs

per the SLA. Completes OEMC approved CAD data change or addition requests. This position assists

with the deployment of CAD releases to the Operatíons Floor, ARS/311, and Remote Sites as required.

¡. JAVA PROGRAMMER (Fulþtime)

Responsibilíties include the daíly maintaining and troubleshooting of the OEMC specialized JAVA

applications for the OEMC at the discretion of the Dírector of lnformatíon Systems. These will include

the JAVA applícatíons programmer to apply approved programmatic changes, requirements gathering,

design, develop, testing and documentatíon.
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INITIAL PROBLEM DETECÍION
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lntroduction

The City will be responsible for execution of the following tasks and activitÍes associated with system
failure or fault identífication, isolation, diagnostics, and implementation of corrective action.

lnltial Problem Detectîon

a. InltfalAnalysis

The City will perform the lnitial analysis of the maintenance event. This will result in the City

identifying the nature (hardware/software/unknown) and seriousness (critical/routíne) of the problem.

The lnitial analysis will include providing the followíng informatíon to the Help-desk technícían(s),
(currently staffed by Unisys):

a) Time and date of incident
b) Name of staff reporting the problem
c) Location/console position that reported the problem
d) ldentification ofthe system, server, orworkstation experiencíng the problem
e) Function being attempted atthe time the faílure orfault occurred
f) Error messages displayed
g) System cond¡tion priortofailure orfault
h) Com mands beíng executed or attempted to be executed at the t¡me of the failure or fault
i) Length of time the problem or fault has been experienced
j) Failure orfault restricted to a single system, sen er, workstation, orother component
kl Present condition of other systems, server, orworkstations

b. Hardware and Software Malntenance

The City will continue to ma¡ntain mission critical hardware and software maintenance support under

separate maintena nce agreements.

c. Primary Contect

The City will assign a primary contact to assist the Help Desk in the initial problem detect¡on,
diagnostic, and initiation of correctÍve action; and to coordinate appropriate schedules in connection
with helpdesk servíces, and to provide other coordinatíon activities that are necessary for the helpdesk
to perform its maintenance dutíes.

d. Backups

The City will perform system and file backup according to Contractor documented procedures.

e. Personnel and Securlty

The City will administer and maintain CAD System personnel and security in accordance with
Contractor documented procedures.
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ESCROWAGRËEMENT
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Ano*Mo[rNrArN'

l.

Tsnnn-P¡,nrv Snnvrc¡ Acnnnpruvr

DeposÍt Account Number:

Introducdon.

This Tluee Party Escrow Service Agreement (the ".{greement") is cntered into by and between Northrop Grumman
Information Technology, Inc., located at 12005 Sunrise Valley Drivq Reston, VA 20191 (the "Deposltor') and

Depositor's affiliates and subsidiaries, and by the City of Chicago a municipal corporation and home rolo unit of local
govemment existing under the Constitution of the State of Illinois ("City"), acting through its Office of Emergency

Management and Communications ("OEMC'), , located at 1411 West Madison Street, Chicago, IL 60607 (Îho

"Beneliciary') and by lron Mounlain Intellectual Property Management, Inc. ("Iron Mountain") on this 
- 

day of
_,200_ (the "Effective Date'). Deposito¿ Beneficiary, and Iron Mountain may be reforred to individually as a
nPartyu or collectívely as the "Partiesil throughout this Agreemørt.

WHEREAS, Depositor and Beneficiary have entered into a Service Agreetnent dated as of _ (the

"service Agreement"), which describes, among other fhings, the license by Beneficiary of certain of Depositor's

Proprietary Software (as defined in the Sèrvjce Agr€ement) in accordance with the torms and provisions fhereof; and

WIüREAS, the availability and maintenance of such Proprietary Softwarc is øitical to Beneficiary in the conduct of its
operations and, as a consequeûc€, Depositor has agreed to de,posit in escrow a machine-readable copy of source codg
object code, source code specifications, and other itcms as described in this Agreement, to operat€' support, and maintain

the Proprietary Software without reliance on or support from Depositor; and

Iñ/HEREAS, the Deposits are to be held by Iron Mountain in accordance with the tenns and conditions of this Agreement.

NOW, THEREFORE, in consideration of the promises and the mutual covenants contained herein, the panies agree to tho

foregoing and as follows:

The use of tbe term *Senices" in this Agrooment shall refer to Iron Mountain Services that facilitate the creation,

management, and enforcement ofsoftwaro and/or other technology escrow accounts as descríbed in Exhibit A attached

hereto. A Party shall request Services undor this Agreement (i) by submitting a work request associated for celtain lron
MountainEscrowServicesviatheonlineporta1maintajnedatthelilebsitelocatedat@of
any other'Websites or'Web pages owned or controlled by Iron Mountain that aro linked to that Website (collectively the

"Iron Mountain Wcbsite"), or (ii) by submitting a written work request attachcd hçreto as Exhibìt A (each, individually,
a "Work Requesf'). The Parties dosirs this Agreemøt to be supplementary to the Servico Agreement and pursuant to

Chapter l1 United States [Bankruptcy] Code, Section 365(n).

2. Depqqltor Responsibilities.

(a) Dopositor shall provide all information designated as re<¡uired to fulfill a Work Request ("Requlred Information")
and may also provide other information ("OptÍonal Information") at their discretion to assist Iron Mountain in the

fulfillment of requested Services.

ft) Depositor must authorize and designate one or more persons whose action(s) will legally bind the Depositor
("Authorized Person(s)" who shall bc ìdentified in the Authorized Person(s)Notices Table of this Agreement) and

who may manago the Iron Mountain escrow account through the lron Mountain Website or via writtsn Work Request.

Authorized Person(s) will maÍntain the acouracy of their name and contact information provided to lron Mountain

during the Term of this Agreement (the "Depositor Informatlon').
(c) Dopositor shall deposit the followíng: (i) All Depositor-developed or owned source code for the Proprietary Software

supported and maintained for Beneficiary under the Service Agreement, including all source code listings in human-
rcadable and machine-readable fonn; (ii) All enhancements to the Proprietary Software to whioh Berneficiary is

entitled rurder the Service Agreement, to the extent the source code for such enhancemenfs is not provided to
Beneficiary pursuant to the terms of the Service Agreement; (iii) Any available sub-programs, routines, prograrn files,

data files, file and data definitions and relationships, data definition specifications, data models, program and system

logic, interfaces, algorithms, progratn architeofurç, design concepts, system designs, program sffucture, sequence and

organization, screen dìsplays and report layouts ofthe Proprietary Softwarc, whether in human-readable or machine-
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readable fonn (collectively, "Additioual Prograrns") that are cun'ently in the possession of the Depositor; (iv) Any
available program load and start-up instructions, directions, information and material cunently in depositor's
possessiott which will enable a reasonably skilled programmer to load and execute (irrcluding compiling if necessary),
the source code without the assistance of Depositor or aly other pelson or reference to other materials (collectively,
"Load Instructions"); (v) All avaiìable Depositor-developed or owned maintenanco and support tools, utilitics,
diagnostic progrâms, and supporting prograrns used or utilized by Depositor internally in the support or maintenançe
of the hoprietary Software, whether in human-readable or machine-readable fonn (collectively "Support T'ools'); (vi)
All cunently available documentation and source code specifications including, without limitation, a list of all the
names and business addresses and telephone numbers ofkey prograrnmers or authors cunently employed by
Depositor, of any portion of the Proprietary Software ("Programmø List'); (vii) A completc list of third party
products, including versions, incorporated in the Proprietary Software; (viii) All third party system utilities (compiler
and assembler descriptions), a description of the system/prograln generation, and descriptions and locations of
programs not owned by Depositor that are required for uso and/or support ofthe Proprietary Soûware to the extent
that such items exist and are curently in Depositor's possession; and (ix) Any othor information and teohnioal
tnaterials in Depositor's possession that are required for a reasonably skilled computer programrner to maintain,
modify or enhance the Proprietary Software without thc aid of Depositor or any other person and without reference to
any other malerials.

(d) Depositor shall make an initial deposít that is complete and functional of all Proprietary Softwarc and othermaterials
as describcd in the preceding paragraph ("Deposit Materíal') to Iron Mountain within thifiy (30) days of the
Effective Date, Depositor shall also update the Doposit Material thirty (30) calendar days after the close of gach

calendar quarter during the Term of this Agreement so that a rninimum of one (l) complete and functional copy of the
current Deposit Material is deposited with Iron Mountain at all times. At thEtime of each deposit or update,
Depositor will provide an accurate and complete description of all Deposit Material sent to Iron Mountain via the lron
Mountain Website or using the form attached hereto as Exhibit B.

(e) Depositor consents to lron Mountaín's performance of any level(s) of verification Services described in Exhibit A
attached hereto, consents, upon rcceipt ofnotice from Iron Mountain that Beneficiary has submitted a rJVo¡k Request
for verification Services, to promptly completing and retuming the Escrow Deposit Questionnaire attached as Exhibit
Q to Iron Mountain, and further consents to Iron Mountain's use of a subcontractor (who shall be bound by the same
confidentiality obligations as lron Mountain and who shall not be a direct competitor to either Depositor or
Beneficiary) to provide such Services as nesded.

(f) Depositor ropresonts that it lawfully possesÉies all Deposit Material provided to Iron Mountain under this Agreement
free of any liens or encumbranc€e as of the date of their doposit. Any Deposit Material liens or encumbrances mado
after their deposit will not pohibìt, limit, or alter the rights and obligations of Iron Moulttain under this Agreement;

(g) Depositor represants that all Deposit Material is readable and useable in its then cunent form; if any portion of such
Deposit Material is encryfied the necessary decryption tools and keys to read such rnaterial are deposited
contemporaneously;

(h) Depositor reprosents that all Deposit Material is provided with all rights nocessary for Iron Mountain to verifu such
proprietary technology and materials upon receip of a Work Request for such Services; and

(i) Depositor warrants that lron Mountain's use of the Deposit Material or other materials supplied by Depositor to
perform the verification Serviccs dcsoribed in Exhibit A is lawful and docs not'violate the rights of any third parties.
Depositor agrees to use commercially reasonable efforts to províde Iron Mountain with any necessary use rights or
permissions to use materials nec€ssary to perform vcrification of the Deposit Material, Depositor agrees to reasonably
cooporate with Iron Mountain by providing íts facilities, computel software systems, and teohnical perronnel for
verification Services whenever reasonably necessary.

3. BeneficiarvResponsibilitleq.

(a) Beneficiary shall provide all information designated as required to fulfill any Beneficiary Work Request ("Required
Information") and may also provide other information ("Optional Information') at their disoretion to assist Iron
Mountain in the fulfillment ofrequested Services.

(b) Beneficiaty must autho¡ize and designato one or more persons whose action(s) will legally bind the Beneficiary
("Authorlzed Person(s)" who shall be identified in the Authorized Person(s)Notices Table of this Agreement) who
shall manago ths Iron Mountai¡l escrow account through the Iron Mountain Website or via written Work Request.
Authorized Porson(s) will maintain the accuracy of their name and contact information provided to lron Mountain
during the Term of this Agreement (the "Beneficlary Information"),

(c) Beneficiary acknowledges that, solely as between Beneficiary and Iron Mountain, in the absence of a Work Request
fo¡ vel'ífication Services, that Beneficiary assumes all responsibility for the completeness andlor functionalþ of all
Deposit MaterÍal. Benef,rciary may subrnit a verification Work Request to Iron Mountain flor one of more of the
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Services defined Ín Exhibit A attaclred hçl'eto and further consents to Iron Mouutain's use of a subcontractor if needed
to provide such Services.

(d) In the event that Beneficiary submits a written Work Request for Iron Mountain to perform vel'ification Services,
Beneficiary shall warrant in such request that Iron Mountain's use of any materials supplied by Beneficiary to pelfonn
the ve¡ificatíon Services requested therein is lawful and does not violate the rights ofany third parties,

4, Iron Mpuntaln Responslbllldes.

(a) Iron Mountain agrees to use commercially reasonable effofts to provide the Services requested by authorized
Depositor and Beneficiary reproseirtatives in a 1üork Request. Iron Mountain may roject a Work Request (in whole or
in part) that does not contain all Required Information at any time upon notification to the Party originating the Work
Request.

(b) Iron Mounfajn will conduct a doposit inspection upon receipt of any Deposit Material and associated Exhíbit B, If
Iron Mou¡ltai¡r determines that the Deposit Material does not match the description provided by Depositor represented
in Exhibit B attached háeto, Iron Mountain will provide Depositor with notice by regular maìl of such discrepancies.
h'on Mountain will work directly with the Depositor to rcsolve any suclr discrepancies prior to accepting Deposit
Material. Iron Mountain wíll provide Dryositor with notice from timc to time during the frst ninety (90) days from the
Effectivedate as a reminderthat submission of inítial Deposit Material is required. Iron Mountain may also send notices
every ninety (90) days thereafter to Depositor and/or Beneficiary related to Deposit Material activity if such Services are
re4uestcd in a \üork Request.

(c) Iron Mountain will provide notice by regular mail to the Beneficiary of all Deposit Material that is accepted and
deposited into the escrou, account under this AgreemenL

(d) Iron Mountain will work with aPaÍy who zubmits any verification Work Requcst for Deposil Material covered under
this Agreernent to eíther fulfill any standard verification Services Work Request or develop a custom Statement of
Work ("SO\il"). Iron Mountain and the requesting Party will mutually agree in writing to a SOW on the following
terms and conditions that include but are not limited to; description of Deposit Material to bo tested; description of
Verification testing; requesting Prty responsibilities; Iron Mountain responsibilities; Servicp Fees; invoice payment
instructiotis; designation ofthe Paying Parly; designation of authorized SOW represe¡rtatives for both the requesting
Party and Iron Mountain with name and çontact information; and desoription of any final deliverables príor to th€ start
of any fulfillmerrt activity. After ths staf of fulfillment activit¡ each SOW may only be amended or modified in
writing with the mutual agreement of both Parties, in accordance with the change control procedures set foth therein.

(e) Iron Mountain will hold and protect all Deposit Material in physical and/ol electronic vaults that are either owned or
under the direct control of hon Mountain.

(f) Iron Mountain will permit the replacemørt and/or rçmoval of previously zubmitted Deposit Material upon lilork
Request that may be subject to the written joint inshuctions of the De,positor and Beneficiary.

(g) Iron Mountain will strictly follow the procedures set forth in Exhìbit C attached hereto to process any Beneficiary
Work Request to release Deposit Matorial.

5, Pavmenf.

Tho Paying Party shall pay to lron Mountain all fees as set fofh in the Work Request form attashed hereto as Exhibit A
("Servlce Fees'). Except as set forth below, all Service Fees are due to lron Mountain within thirty (30) calendar days
from the date of invoice in U.S. currency and are non-refundable, Iron Mountain may updato Service Fees with a ninety
(90) calendar day written notice to the Paying Party during the Term of this Agreement. The Paying Party is liable for any
taxes related to Sçrvices purchased under this Agreement or shall presont to Iron Mountain an exemption certificate
acceptable to the taxing authorities. Applicable taxes shall be billed as a separate item on the invoice, to the extent
possíble. Any Service Fees not collected by Iron Mountain when due shall bear interest until paid ât a rate of .86% per
month (10% per annum) or the maximum late permitted by law, whichever is less. Delínquent accounts may be refened to
a collection agency at the sole discretion of lron Mountain. Notwithstanding the non-performance of any obligations of
Depositor to deliver Deposit Material under the Service Agreement or this Agreement, Iron Mountain is entitled to be paid
all Servíce Fees that accrue during the Term of this Agreoment, All Scrvice Fccs will not be subject to offset exc€pt as

specifi cally providsd hereundor.

6. Terrn and Terminatlon.

(a) The initial "Term" of this Agreement is for a period of one (l) year from the Effective Date and will autornatically
renew for additional one (l) year Terms and continue in full force and effect until one ofthe following events occur;
(i) Depositor and Boneficiary provide joint written instructions of their intent to cancel this Agr eement within sixty
(60) days to Iron Mountain; (ii) Beneficiary provides a sixty (60) day written notice regarding cancellation of this
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Agreement to both Depositor and lron Mountain; or (iii) Iron Mountain provides a sixty (60) day written notice to the
Depositor and Beneficiary Authorized Persons that it can no longer perform the Services under this Agreement.

(b) In the event this Agreernent is terminated under Sections 6(a)(i) or 6(a)(iii) above, Depositor and Beneficiary may
provide Iron Mountain with joint written instructions authorizing lron Mountain to forward the Deposit Material to
another escrow colnpany and/or agent or other designated recipient. If Iron Mountain does not receive joint written
instructions witlrin sixty (60) calendar days after the date of the notice of termination, Iron Mountain shall return or
destroy tho Deposit Materíal-

(c) hr the evort of the nonpayment of Service Fees owed to Iron Mountain, Iron Mountain shall provide all Parties to this
Agreement with notice by regular mail. Any Party to this Agreernent shall have the rþht to make the payment to hon
Mountain to cure the dcfault. If the past due payment is not received in full by Iron Mountain within thirty (30)
calendat days of the date of such notice, then lron Mountain shall have the right to terminate this Agreement at any
timethercaftcrbysendingnoticebyregularmailofterminationtoall Partíes. IronMountainshallhavenoobligation
to take any action under this Agreement so long as any Iron Mountain invoice issued for Services rendered under this
Agreement remains uncollected,

7, General Indemnitv.

Depositor and lron Mountain shall defend, indemnify and hold harmless each other and Benefioiary, their corporate
affiliates and their respective ofticers, directors, employees, and agents and their respective successors and assìgns from
and agaínst any and all claíms, losses, liabilities, damages, and expenses (including without límitation, reasonable
attorneys' fees), arising under this Agreement from the negligent or intontional acts or omissions ofthe indemnifying Party
or its subcontractors, or the officers, directors, employees, ag€nts, succcssors and assigns ofany ofthem,

If there is a claim brought against lron Mountain that the Deposit Material infringes intellectual property rights or any other
rights ofa third party and such claim includes a threat ofliability for lron Mountain (as reasonably determìned by lron
Mountain) in the event ofrelease ofthe Deposit Material by Iror Mountain to Beneficiary (an'1P Infringement Claim"), then
Depositor shall defend, indemnifi and hold ha¡mlcss Iron Mountain, its corporate affiliates and its officers, directors,
employees, and agents and its successors and a^ssigns from and against any ald all claims, losscs, liabilities, damages, and
exporses (including, without limitation, reasonable attorneys' fees), incurred by Iron Mountain in connection with such IP
Infringement Claim including any liability Iron Mountain incurs as a result of a release of the Deposit Material to Beneficiary.

8. Warr¡ntles.

(A) ,ITon Mountain. ANY AND ALL SERVICES PROVIDED HEREUNDER SHALL BE PERFORMED IN A
WORKMANLIKE MANNER. EXCEPT AS SPECIFIED IN THIS SECTION, ALL EXPRESS OR IMPLIED
CONDITIONS, REPR-ESENTATONS, AND WARRANTIES INCLUDING, WITT{OUTLIMITATION, ANY
IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, SATISFACTORY QUALITY, AGAINST INFRINGEMENT OR ARISING FROM A COURSE OF
DEALINC, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE E)CTENT ALLOWED BY
APPLICABLE LAW. AN AGGRIEVED PARTY MUST NOTIFY IRON MOUNTAIN PROMPTLY OF ANY
CLAIMED BREACH OF A}ry IWARRANTIES, THIS DISCLAIMER AND EXCLUSION SHALL APPLY EVEN
IFTHE EXPRESS WARRANTY AND LMITED REMEDY SETFORTHABOVEFAILS OF ITS ESSENTIAL
PURPOSE. THE WARRANTY PROVIDED IS SUBJECT TO THE LIMITATION OF LIABILITY SET FORTH
IN SESTION 11 HEREIN.

(b) Depositor. Depositor warants that all Depositor Information provided hereunder is accurate and reliable and
undertakes to promptly correct and update such Depositor Information during the Term of this Agreemørt.

(c) Beneficiary. Bonoficiary warrants that all Beneficiary Information provided hereunder ís accurate and reliable and
undertakçs to promptly correct and update such Beneficiary Infomation during the Term of this Agreement.

9. lnsurnnce.

Il'on Mountain shall, at its sole cost and expense, throughout the term of this Agreement, procure and maintain in full force
and effect, the following ìnsurançe coverage, with an insurance car¡ier that is rafed B+ or better by A,M. Best,

General Liability $2,000,000 General Aggregate Crime lnsurance $2,000,000 Each Occunence
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General Liability $1,000,000 Each Occunence Umb,rella Coverage $5,000,0fi) General Àggregate

Professional Liabilíty t1,000,000 Each Occurrencc

All cefiificates of insuranoe shall name Depositor and Beneficiary as additional beneficiaries with rçspect to General

Liability coverage. All certificates ofinsurance shall require that Depositor and Beueficiary be proVided wíth advance

written notice of cancellation of the stated çoveÍage,and lron Mountain shall request that its insurel uso its best efforts to
provide at least thirg (30) days' advance writtcn notification of such cancellation.

10. Confidential lnformation.

Iron Mountain shall have the obligation to reasonably protcct thc çonfidentiality of the Deposit Material. Except as

provided hr thìs Agreement Iron Mountain shall not disclose, transfor, make available or use thç Deposit Material. Iron

Mountain shall not disclose the terms of this Agreement to any third party, If Iro[ Mountain recoives a subpoena or any

other order from a court or otherjudicial tribunal pertaining to the disclosure-ot reloase of the Deposit Material, Iron

Mountain will immediately notifi the Partie,s to this Agreement unless prohibited by law. It shall be the responsibility of
Depositor and/or Beneficiary to challenge any such order; provided, howover, that Iron Mountain does not waive its rights

to present its position with rospect to any such order. Iron Mountain will not bc required to disobey any order from a court

or other judicial tribunal, including, but not limited lo, notices delivered pursuant to Section 13(g) below.

11. Limitation of Liabilifv.
NOTWITHSTANDING ANYTHING ELSE IN THIS AGREEMENT BUT EXCEPTAS OTHERWISE SET FORTH
BELOW IN THIS SECTION II, ALL LIABILITY, IF ANY, WHE-|HER ARISING IN CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR ON{ERWISE, OF ANY PARTY TO THIS AGREEMENT SHALL BE LIMITED
TOTHEAMOUNT EQUALTOTËNTIMES THE THENANNUAL FEES PAID OR OWEDTO IRON MOT'NTAIN
UNDER THIS AGREEMENT. TI{IS LIMIT SHALL NOT APPLY FOR: (I) ANY CLAIMS OF INFRINGEMENT OF

A}{Y PATENT, COPYRIGHT, TRADEMARK OROTHER PROPRIETARY RJGHT; (ID LI,ABILITY FORDEATH
OR BODILY INJURY; (III) DAMAGE TO TANGIBLE PROPERTY (EXCLUDING THE DEPOSIT ITEMS); (IV)
THEFT; ry) PROVEN GROSS NEGLIGENCE OR WILLFUL MISCONDUCT; OR (VII) DAMAGES ARISING OUT
OFANYBREACHOFCONFIDENTIALITYOBLIGATIONSAS STATED IN SËCTION IO, SAIDBREACH
SOLELY ARISING OUT OF GROSS NEGLIGENCE OR ìüILLFUL MISCONDUCT. NOTIù/ITHSTANDING THE
FOREGOING, DEPOSITOR'S LIABILTTY TO BENEFICIARY FOR AI.IY BREACH OF DEPOSITOR,S

OBLIGATIONS HEREIJNDER SHALL BE GOVERNED BY THE TERMS OF THE SERVICE AGREEMENT.

12. Consesuentíâl Damages Waiver.

IN NOEVENT SHALL ANY PARTY TO THIS AGREEMENT BE LTABLE TO ANOTHER PARTY FORANY
TNCTDENTAL, SPECLAL, PUMTTVE OR CONSEQUENTIAL DAMACES, LOST PROFTTS OR LOST DATA OR

INFORMATION, ANY COSTS OR EXPENSES FOR THE PROCI.JREMENT OF SUBSTITUTE SERVICES, OR ANY
OTHER INDIRECT DAMAGES, WHETHER ARISING IN CONTRACT, TORT (INCLUDING NEGLIGENCE) OR

OTHERWISEEVEN trTHE POSSIBILITY THEREOF MAY BE KNOWN INADVANCETO ONE OR MORE
PARTIES.

13.@crs¡.
(a) Incorporatíon of Work Reouests. All Deposítor and/or Benef¡ciary Work Requests are inoorporated into this

Agreement.

(b) Purchase Ordels. The terms and conditions of this Agreønent prevail regardless of any conflicting or additional terms

on any Purchase Order or other conespondenc e. AÍty contingencies or additional tenns contained on any Purchase

Order are not binding upon Iron Mountain. All Purchase Orders are subject to approval and acceptance by Iron

Mountain.

(c) Right to Make CopiçS. Iron Mountain shall have the right to make copies of all Deposit Material as reasonably

necessary to perform lhis Agreemort, Iron Mountain shall copy all copyriglrt, nondisclosure, and other proprietary

notices and titles contained on Deposit Material onto any copies made by Iron Mountain. Any copying expenses

incurred by Iron Mountain as a result of a Work Requost to copy will be borne by the Party requesting the copies.

Iron Mountain may request Depositor's reasonable cooperation in promptly copying Deposit Material in order for lron
Mountain to perform this Agreement.

(d) Choice of Law, The validity, interpretafion, and performance of this Agreement shall be controlled by and construed

under the laws of the State of Illinois, United States of America, as if perforrned wholly within the statç and without
giving effect to the principles of confliots of laws.
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(e) Risht to Relv on Instructions. Iron Mountain may act in reliance upon any irrstruction, instrument, or signature
reasonably believed by Iron Mountain to be genuine. Iron Mountain may assurne that any employee of Depositor or
Beneficiary who gives any wrítten notice, ¡cquest, or instruction has the authority to do so. Iron Mountain will not be

required to inquire into the truth or evaluate thc rnerit of any statement or replesortation contained in any notice or
document, Iron Mountain shall not be responsible for failure to act as a result of causes beyond the reasonable conhol
of lron Mountain.

(f) Forcc Maieure. Except for the obligation to pay monies duc and owing, no Party shall be liable for any delay or
failure in performance due to events outside the defaulting Party's reasonable control, including without limitation
acts of God, earthquake, labor disputes, shortages of supplies, riots, 'lvar, acts of tenorism, fir€, epidemics, or delays of
common óarriers or other circumstances boyond its reasonable control. The obligations and rights ofthe cxcused .

Party shall be extended on a day-to-day basís for tho time period equal to the period of the excusable delay.

(g) Notic€,s. All notices regarding Exhib¡t C shall bo sent by commercial express mail. All ot}er correspondence,

including invoices, payrnents, and other documents and com¡nunications, shall be sent via regular mail to the Parties

at the addresses specified in the Authorized Persons/Notices Tablc which shall include the title(s) of the individual(s)
authorized to rcceive notices; or (iii) via the online portal maintained at the Iron Mountain Wcbsitç. It shall be the
responsibilityofthePartiestonotifyeachotherasprovidedinthisSectionintheeventofachangeofaddresses. The
Parties shall have the right to rely on the last krown address of the other Parties. Any correctly addressed notice or
last knowr address of the other Parties that is relied on herein that is refused, unclaimed, or undeliverable because of
an act or omission ofthe Parly to be notifíed as provided herein shall bo deemed effective as ofthe first date that said

notice was refused, unclaimed, or decmed undeliverable by the postal authorities by mail, through mçssenger or
colnmercial €xpress delivery servicss.

(h) No Waiver. No waiver of rights under this Agreement by any Party shall constitute a subsequent waivor of this or any

other right under this Agreement.

(i) Assiqnment. No assignment of this Ageement by Depositor and/or Beneficiary or any rights or obligations of
Depositor and/or Beneficiary under this Agreement is permitted without the written consent of lron Mountain, which
shall not bo unreasonably withheld or delayed,

(j) Severability. In the event ¿ny of the terms of this Agreement b€come or a¡e declared to be illegal or otherwisc
uncnforceable by any court ofcompetent jurisdiction, such term(s) shall be null and void and shall be deemed deleted
frorn this Agreement. All remaining terms of this Agreement shall remaín in full force and effect. Notwithstanding
the foregoing, if this paragraph becomes applicable and, as a result, the value of this Agreement is materially impaired
for either Party, as detennined by such Party in its sole discretion, then the affected Party may torminate this
Agreement by notice lo the othcrs,

(k) Indeng.n_d-ent Contractor Relationship. Depositor and Beneficiary understand, acknowledge, and agree that Iron
Mountain's relationship with Depositor and Bqreficiary will be that of an independont contractor and that nothing in
this Agreernent is intended to or should be construed to create a paflnemhip, joinl venture, or omploymott
relationship.

(l) No Agencv. No Party has the right or authority to, and shall not, assurne or create any obligation of any nature
whatsoever on behalfofthe othor Parties or bind the othel' Parties in any respect whatsoever.

(m) Disputes. Any dispute, difference or question relating to or arising among any of the Parties conceming the
construction, meaning, effcct or implementation of this Agreemont or any Party hereof will bo submitted to, and

settled by arbitration by a single arbitrator chosen by the Chicago Regional Ofüce of the American Arbitration
Association in aceordance with the Commercial Rules of the American Arbitration Association. The arbitrator shall
apply Illinois law. Unless otherwise agreed by the Parties, arbitratjon will take place in Chicago, Illinois, U.S.A. Any
court having jurisdiction over the matter may enter judgrnent on the award of the arbitrator. Service of a petition to
confinn the arbitration award may be made by regular mail or by commercial express mail, to the attomey for the
Pafiy or, if unrepl'esented, to the Party at the last known business address. If however, Depositor and/or Beneficiary
refuse to submit to arbihation, the matter shall not be zubmitted to arbit¡ation and Iron Mountain may submit the

matter to any court of competent jurisdiction for an interpleader or similar action. Unless adjudged otherwise, any

costs ofarbitration incured by Iron Mountain, including reasonable attorney's fees and costs, shall be divided equally
and paid by Depositor and Beneficiary.

(n) B.pqulajions. All Parties are responsible for and wanant - to the extent of their individual actions or o¡nissions -
compliance with all applicable laws, rules and regulations, including but not lìmited to: custorns laws; import; export
and re-export laws; and governrnent regulations of any country from or to which the Deposit Material rnay be
delivered in accordance with the provisions ofthis Agreement.

(o) Counterpt¡rts. This Agreement m¿y be executed in any nurnber of counterparts, each of whioh shall be an original, but
all of which together shall constitute one instrument.
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(p) $urvival. Sections 6 (Term and Termination), 7 (General Indernnity), 8 (V/arranties), l0 (Confidential Infonnation),
I I (Limitation of Liability), 12 (Consequential Damages Waiver), and 13 (General) of this Agreeinent shall survive
tennination of this Agreement or any Exhibit attáched hereto,

NOIB¡ SICIITUNn BLocKs AND AUTHoRIZED PERsoNs/NoTIcES T¿SLB F.oLI.OìV oN THn Nrxt
P¡cn
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The Parties agree that thi-s Agreement is the complete agreement bctween the Pafiies hereto concerning the subject matter
of this Agreernent and I eplaces any ptior or contemporaneous oral or written communications between the Pa¡ties, There
are llo conditíons, unde.rstandings, agreemonts, representations, or warranties, expressed or implied, which are not
specifiedherein. EachofthePa¡tieshoreinropresentsandwartantsthattheexecution,delivery,andperformanceofthis
Agreønont has been duly authorized and signed by a person who rneets statutory or other binding approval to sign on
behalf of its business organization as named in this Agreernent. This Agreement rnay only be modified by mutual written
agreement of thc Parties.

Note: Ifcontracting electronically via the online portal, clicking the "I Acceptn button displayed as part ofthe ordering
process, cvidonces agre€ment to the preceding terms and conditions (the 'Agreemenf'). lf you are entering into this
Agreemeirt via the online portal on behalf of a cornpany or other legal entity, you r€present that you havc thc autbority to
bind such entity to these tcrms and condítions, in which case the tsrms "you" or 'ryoul'" shall refer to such entity. If you do
not have such authority, or if you do not agree with thesç tcrms and conditions, you must select the "l Decline" button.

DEPOSITOR BENEFICIARY

COMPANY I\"AME:
Northrop Grumman lnformation
Technology, lnc.

S¡cn¡runn:

PRINTN,TMEi

TITLE:

DATE:

IRON MOUNTNN INTELLECTUAL PROPERTY MANAGEMENT, INC.

S¡cN¡runs:

PnrnrN¡nr:
T¡TI,Et

D¿re:

BMATLADDRESS: lnmclientservlce¡@lronmount¡in,com

Approved as to Form and Legal Content:
lron Mountain Legal Department

Thomas Lane, Contracts Specialist
Daße: l0llll\T

Approved ¡6 f,o Operâl¡onel Con(ent:
Iron Moun({ln Operadotrs

\(o¡,- -t("*^."-
Nrmc¡ Ksren GuslÂvc
Sr. Conlr¡cfs Àd mlnlslrf, lor
Date: Octoberl7.20ù7

COMPANYNAME: City ofChicago

STGNATURE:

Pn¡xr Nnup:

Tltrn:
DATE:

3-100105 NA Page I of 14



AUTHORIZED PERSONS/NOTICES TABLE

Please provide the ¡rame and contaot information of the Authorízed Porsons under this Agreernent. All Notices will be sent
to these individuals at tlre addresses set forth below.

DEPOSITOR

AurnonrznD PERSoN(s)/I\orrcEs TABLE

Pleaso provide the name(s) and contact information of the Authorized Person(s) under this Ageonent. All Notices will be
sent electronically and/or mail to the address set forth below.

BENEF'ICIARY

AurHoRrzED PEnsoN(s)/NorrcEs TABLE

Please provide the nam{s) and contact informatíon of the Authorized Person(s) under this Agreement. All Notices will be

sent electronically and/or through regular mail to the appropriate addrcss sct forth bclow.

IRON MOUNTÁ.IN INTELLECTUAL PROPERTY MANAGDMENT, INC,

All notices should be sent to iplnclientservices(@ilonmountain.com OR lron Mountain, Attn; Client Services, 2100
Norcross Parkway, Suite 150, Norcross, Georgia, 30071, USA.

PRINTNAME:PRTNTNAME:

TTTLE:Trrr,r:

STREET ADDnEss I STREET ADDRESS I
PnovncdCrrv/Sr¡,ro PRovrNcE/CrTY/STATE

P0STAIJZIP C0DE PosrAL/ZP CoDE

PHoxE NUMBEn P¡roN¿Nurusun

FAX NUMBER FAxNUMBER

lillTH CoPrEs ro!
TITLEi Chief Procurement Offlcer T¡t¡,n: Executive Director

Deparlinent of Purchases,
Conarack & Supplies

Olllce of Emergency and
Mana gement Communications

STREET ADDRESS I
Room 403, Ciry lfoil
l2I North LnS¡lle Street

STREETADDRESS I
I4f l W. Madison Street

Room 4fi)

PRovrNcE/Crlv/STATE Chlcago, Illlnols PRovrNcF/Crrv/SrATn Chicago, Illlnols

PosrÂr./zlP C0DE 60602 Posrn¡JZrp Cope 60607

PHONE NUMBER PHoNENUMBER

F',4,X NUMBER Fnx Num¡rR

ANI)

TTTLE: Corporatíon Counscl

Dep¡rtment of Low

SrnlrrAoonrss I
Room 600, City Hall

l2l North L¡Salle Street

Pnovrxcs/Crrv/Srnrp Chlcago, Illlnols

Posr,ar-/ZrP CoDE 60602

P¡ronpNun¿wn

Fnx Nu¡unen
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MUST BE \York Number:

Deposiior - OR-
Benefrciary

Depositor - OR-
Benefrchry

Deposiúor - OR -
Beneficiary

tr
tr

D
tr

tr
tr

ORU
tr

Depositor -
Beneficiary

E Depositor- OR.
E Beneficiary

ORtr
tr

IÞpos¡tor -
BenelTclary

tr
tr

Depositor- OR -
Beneficiery

tr
tr

Depositor - OR -
BenelÏciary

ORtr
tr

Ilepositor -
Beneficiary

E Depos¡tor. OR -

s700

$1,000

$37s

N/A

N/A

N/A

N/A

N/A

s500

$1250

N/A

sL50o

ss.m0

Based on
sow

B¡sed on
sow

Bås€d on
sow

N/A

Iron Mountain will setup a new escrow deposit accouut using a standard escfow agfesment. custom cont.arb are subject
to the Custom Coúfrct Feè noted below

Iron Mou¡tain will set up one deposit account to manage and admiaistra¡e access to Deposit Ma¡eria¡ that will be
secur€ly storcd in conüolled media vautts. Furthermore, I¡on Mountain will provide account services that i¡ctude
unlinired deposits, electronic vaulting, access to l¡on Mountain Connectil Escrow Managoment Cer¡ter for secure online
accou[t management, submission of elecFonic Work Requests,.and coEmunication of st¿tus. A Client Manager will be
as$ign€d to each deposit account and provide training upon request to fàcililate secu¡e Intemct access to ùte acclunt a¡d
ensu¡e fi¡lfillment of ìilork Requests. An owrsizc fee may apply.

Iron Mounlain will ft¡lfill a lVork Request to add a Beneficiary to an escrow deposit account a¡d manage âccqrs rights
associated with the account. Beneficiary will have access to lron Mountain Connestrt Escrow Managemeît Centei for
secu¡e online acoount management, submission ofelect¡onic Work Reques'ts, and oommunicotion ofstatus. A Client
Manager wilt be assrgined to each deposit accomt and provide trainirg upon request æ facilitatc se¡u¡c Inlemet access to
the account a¡d ensu¡e ûrlfillment ofwork Requests.

At leæt semi-annually, kon Mounuin will send an updrte reminder to Depositor- Thereâfrer. Beneficiary will be ootiñed of last
deposit. ,

hon MourÉin will ful{ill a Wo¡k Requ€st to p€rform a FilÊ Lisl Test, which includes an¡lyzing deposit rnedia readability,
file listing, cre¿tion offile cTassification table, virus scan. and assu¡a¡ce ofcompleled deposit questionnaire. Â final report
will be sent to the Paying Party regarding the Deposit Materíal to ensure consistency between Depositor's reprecenratióos
(i.e., Exhibil B and Supplementary Questioonaire) and stored Deposit Matcrial.

Iron Mountain will perform an Invenlory Test on the initial deposi\ which includes Ànalyzing deposit media readabilitg
virus scanning developing file classificatíon tables, idenürying the prcs€nce1¿bsence ofbuild instmctions. and identifiing
malen?ls required to recreåte the Depositor"s softwa¡e development environment Ouþut includes a report which will
include build insm¡ctions, filc c¡assifìcåtion tables and listings. ln addition, the report will list requircd software
deveþment materials, including, without limiÞtion, required source code languages and comllers. thirè.party sofrrvaq
libraries' operating systems, and hardwa¡e, as well as hon Mountain's analysis ofthe deposit. Fee Comingencies
Enclosed-

Iron Mountain will fulfill a lVork Requesl to perform a Deposit Compile Tesq which includes the Inventory Test as
descríbed above plus reoreating the Depositor's softìÁ/are development environmen( compiling source files and modules,
linking libraries and recreating executable code, pasyfa¡l determination, oreation ofcomprehensive build instructions with
a final report sent to the Paying Party regarding tbe Deposit Material. The Paying Party and Iron Mounfain will agree on a
cuslom Statemeritof Wor* ('SO\Àt") priorto the start of fulfillmenr

Iron Mountain will fr¡lfill a Work Request to perform one Deposit Compile Test Binary Comparison which includes a
comparÍson ofthe files built from the Deposit Compjle Test to the actuEl licensed technology on the Beneficiâry's site to
ensure a full malch in file sieg with a final report seot to the Requesting Party regsrding the Deposit Material. The Paying
Parry and Iton Mountâin will agre€ on a custom Statement of Wor* ("SOW') prior to the start of ft.lfìllmenr

Iron Mou¡tain wjll fulfill a Work Request to perfom one Degosit CompÍle Test Full Usability which includes â
confirmation làat the built applications ì¡/olk properly wfier installed. A final report will tle sent to the paying party
regarding the Deposit Material. The Paying Party and lron Mountain will agree on a custom Statement of Wot*' ("SO$t")
prior to the lart of fulfillment,

[ron Mountain wíll fulfill a Work Request to store deposit msterials ín one additioila¡ location as defined within the
stomge requ€sl may be in the form of eithor physical rnedia or electronic storage.

El Deposit Account
Fee.
including Escrow
Maûagemeilt Center
Access

I Bereficiary Fæ
including Escrow
Il{anrgeoeDt Center
Access

El setup tr'ee

D Add DcposÌt
Tracking Notiric¡tion

E Add F¡h List Tesr

ÛAdd lÆvel I -
Inventory Test

EAdd Level 2 -
Depo3¡t Coûpile Test

Úadd Iæve¡ 3 -
Deposit Usab¡lity Test -
Bin*ry Comparison

ÜÀdd Iævel 4 -
Deposit Usab¡lity Test -
Füll Ussb¡tity Test

E Add DuruRemote
Våulting
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l-l Beneficiary

Ð Depositor- OR
E Benellchry

tr
tr

Dcpositor- OR-
Beoeficiary

tr
tr

Depositor- OR -
Beoet¡c¡ery

N/A

N/A

N/A

s5m

Sl75/hoùr

$500

lmn Mountain will process a Work Request to releass Deposìt Marerial by following the specific procedures defined in
Exhibit C'Release ofDeposit Ma¡erials" rhe Escrow Service Agreement,

Iron Mountain will provide its Escrow Expert consulting based on a custom SO\l mutually agre€d to by all Parties.

Custom contucts are subject lo the Custom Conract Fee. which covers the review and processing of custom or modifi€d
contfacts.

I netease Depos;t
Material

fJ Add custom
Services

E Cusæm Contract
Fee

Note: may submit Work Requests via or through thc
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Exrnnrr B
DEPOSIT MATERIAL DESCRIPTIoN

Compnrvy NrruB: EscRo\ry AccoUNTNUMDER:

DEPostr NAME ÂND DEPostr VERSIoN _ (Deposit Name will appear in account history reports)

DEposrr MED|A (PLEASE LABEL ALL MEDIA wrrH rHE DEposrr NAME PIrovrDED ABovE)

D Internet Flle Transfer

E Otlrcr (please descrlbc below):

DEPostr ENcRyprton (Please check either "Yes" or "No" below and complete as appropriate)

Is the mcdie or ¿re ary of the flles encrypted? lYes or I No

Ifycs, plcrse lnclude any prerwords ¡nd decryptlon tools descrlpdon bclow. Ple¡se slso deposlt all neccsõary encrypdon software wlth
thls deposit

Encryption tool

Hardware required

Version

Software required

Other rcquired

DEPosrr CnRTrncartox (Please check the box below to Certiff and Provide your Contact lnformation)

lJ I certiô, for Depositor that the above described Deposit
Material has been transmitted elechonically or sent via commercial
expre¡s mail canier to lmn Mountain at the address below.

! Iron Mountain has inspected and accepted the above described
Deposit Material either electronically or physically. lron Mountain
witl notit Depositor ofanv discrepancies,

NAME: NAMEi

DATE: DAÎE:

EMA|L ADDRESS:

Te¡,epuorB Nuu¡en:

F.AxNUMBERI

lron Mountain lntcllecfual Property Manag€ment, Inc.
Attn: Vault Administration
2l 00 Norcross Parkway, Suite I 50
Norcross, GA 30071

Telephone: (11 0) 239 -9200
Facsimí le r (7 7 0\' 239 -920 I

E cu-nonr i nvn litl tr ¡.s" Ftoppy ltisk

fJutTape lff E no"olnentation

! DATTape li'jj| ÜHerdDrive/CPU

l l ¡ clrcuit Borrd
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Exrusrr C

RELEASE OF DBposlr MATERTALS

Deposlt Account Number:

Iron Mountaín will usc the following procedures lo process any Børeficiary Work Request to release Deposit Materiat.

I. Release Conditions. Depositor and Beneficiary agree that Iron Mountain will provide notice via com¡nercial express

mail to the Depositor if a Beneficiary under this Agreement submìts a Deposit Material release Work Request based

on one or more of the following conditions (defined as'T.elease Conditions"):
(i) Depositor's uncured breach of its support and mainlenance obligations under the Service Agreement for the
Deposit Material covered under this Agreemørt; or
(ii) Depositor's discontinuation ofsuppof services for the proprietary technology that is the subject ofthe
Deposit Materials; or
(iii) Failure ofthe Depositor to fi¡nction as a going concern or operate in the ordinary course; or

(iv) Depositor is subject to voluntary or involuntary bankruptcy; or

(vi) Depositor r€quests in writíng that lron Mountain release the Deposit Materials to Benefïciary.

2. Release Work Request. A Børeficiary may submit a Work Request to Iron Mountain to release the Deposit Material

covered under this Agreement- Iron Mountain will send a written notice of this Beneficiary rilork Requcst within
five (5) business days to the authorized Depositor representative(s),

3. Contrarv Instructions. From the date Iron Mountain mails written notice of the Boneficiary Work Request to release

Deposit Material covered under thís Agreement, De,positor re,presentative(s) shall have ton (10) business days to

deliver to Iron Mountain contrary instructions ("Contrary Instructions"). Contrary Instructions shall mcan the
writtør representation by Depositor that a Release Condition has not occurred or has been oured. Contrary
Instructions shall be on comEany letterhead and signed by an authorized Depositor representative. Upon receipt of
Contrary Instructions, Iron Mountain shall send a copy to an authorized Beneficiary representative by comrnercial
express rnail, Additionally, Iron Mountain shall noti$, both Depositor representative(s) and Beneficiary
representativ{s) that ttrere is a dispute to be resolved pursuant to the Disputes provisions of this Agreement. Iron
Mountain will continue to store Deposit Material without release pending (i) joint instructions from Depositor and

Beneficiary thât accept release ofDeposit Material; or (ii) dispute resolution pursuant to the Disputes provisions of
this Agreement; or (iii) receipt of an order from a court of competent jurisdiction.

4. ReleaseofDepositMaterial. IflronMountaindoesnotreceiveConffarylnst¡uctionsfiomanauthorizedDepositor
representative, Iron Mountain is authorized to release Deposit Material to tho Benoficiary or, if more than one

Beneficiary is registered to the deposit, to releasc a copy of Deposit Material to the Benoficiary. Iron Mountaín is
entitled to receive any uncollected Service fees due Iron Mountain from the Beneficiary beforc fulfilling the Work
Request to releasç Deposit Material covered under this Agreernent. This Agreement will terminate upon tho rrlease

of De,poeit Matcrial held by lron Mountain.

5. Right to Use Followinq Release. Beneficiary has the right under this Agreement to use the Deposit Material for the

sole purpose of continuing the benofits afforded to Benoficiary by the Service Agreement. Notwithstanding, the
Beneficiary shall not have access to the Deposit Material unless there is a release of the Deposit Material in

accordançe with this Agreement. Beneficiary shall be obligated to maintain the confidentiality of the released

Deposit Matelial,
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EXHIBIT Q
ESCROW DEPOSIT QUESTIONNAIRE

Introductíon

From time to timg technology escrolv beneficiaries may exercise their right to perform verification services. This is a
service that lron Mountain provides for the purpose of validating relevance, completeness, clu¡ency, accuracy and

functionality of deposit materials.

Pu ryose of Questionnaire
In order for Iron Mountain to determine the deposit material requirements and to quote fees associated with verification
servíces, a completed deposit questionnaire is requested- It is the responsibility of the escrow depositor to complete the
questionnaire,

Instyuctíons

Please complete the questioruraire in its entirety by answering every question with accurate data. Upon cornpletion,
please retum the cornpleted questionnaire to the bçnefrciary asking for its completion, or e-mail it to Iron Mormlain
Technology Escrow Services to the attention of Shane Rymatshøneryan@ronmounløin.com.

Bscrow Deposit Qu estìonnaíre

General Description

I. What is the general function of the software to be placed into escrow?

2. On what media will the source code be delivered?

1. What is the size of the deposit in rnegabyûes?

Requirements for the Execution of the Software Protected by the Deposit

l. What are the systern hardware requirernents to successñrlly execute the sofnn¡are? (memory, disk space, etc.)

2. How many machincs are required to completely set up the software?

3, What are the software and system software requirernents, to exeoute the software and verifr correct
operation?

Requirements for the Assembly of the Deposit

1. Describe the nature of the source cods in the deposit. (Does the de,posit include interpreted code, corupiled
source, or a mixture? How do the different parts of the deposit relate to each other?)

2. How many build processes are there?

3, How many unique build environments are required to assernble the material in the escrow deposit into the
deliverables?
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4, What hardware is required for each build environment to compile the software? (including memory, disk
space, etc.)

5. What operating systems (including versions) arþ used during cornpilation? Is the software executed on any

other operâting systems/versíon?

6. How many separate dclivemble çomponents (executables, share libraries, etc.) are built?

7. What compilerVlfu-kers/other tools (brand and version) ar€ necessary to build the application?

8. What, if any, third-party libraries are used to buíld the software?

L How long does a complete build of the software take? How much of that time requires sonle fonn of hunan
interaction and how much ís automated?

10. Do you have a fonnal build docunent describing the necessary steps for system confìguration and

cornpilation?

11. Do you have an internal QA process? If so, please give a brief description of the testing process.

12. Pleasê list the appropriate technical person(s) Iron Mountain may contact rcgarding this set of escrow deposit

materials.

Please povidc your contact ínþrnatíon below:

Name:
Telephone:
Company:
Address:
City, State
Country:
E'mail:

Code

For additional infonnation about Iron Mountain Technical Verification Services, please contact

Shane Ryan at97E-667-3601 ext 100 orby e-mail at mîilfo: shanervan@ironmouÊtain.com,

wtmt, iro n nn u ntøí n. c o m
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EXHIBIT X

ADDITIONAL PROVISIONS to
Three-Party Escrow Service Agreement

l. Assignments and Subcontracts

Iron Mountain must not assign, delegate or otherwise transfer all or any part of its rights
or obligations under the Agreement or any part of it, unless otherwise provided for in the
Agreement or without the express written consent of the Executive Director or the Chief
Procurement Officer. The absence of such a provision or written consent voids the atternpted
assignment, delegation or transfer and is of no effect. No approvals given by the City operate to
relieve Iron Mountain of any of its obligations or liabilities under the Agreement.

2. Inspector General

It is the duty ofany bidder, proposer, contractor or consultant, all subcontractors, every
applicant for certification of eligibility for a City contract or plogram, and all officers, directors,
agents, partners and employees ofanybidder, proposer, contractor, consultant, subcontractor or
such applicant to cooperate with the Inspector General in any investigation or hearing undertaken
pursuant to Chapter 2-56 of the Municipal Code of Chicago. Iron Mountain understands and will
abide by all provisions of Chapter 2-56 of theMunicþal Code of Chicago. All subcontracts
must infonn subcontractors of the provision and require understanding and compliance with it.

3. Business Relationships with Elected Officials

Purzuant to Section 2-156-030(b) of the Municipal Code of the City of Chicago, it is
illegal for any elected officíal of the City, or any person acting at the direction of such official, to
contact, either orally or in writin5, any other City official or employee with respect to any matter
involving any person with whom the elected official has a business relationship, or to participate
in any discussion in any City Council committee hearing or in any City Council meeting or to
vote on any matter involving the person with whom an elected official has a business
relationship. Vlolation of Section 2-15C030(b) by any elected official with respect to this
Agreement is grounds for termlnation of this Agreement, The term "business relationship" is
defined as set forth in Section 2-156-080 of the Municipal Code of Chic,ago.

Section 2-156-080 defines a "business relafionship" as any contractual or other private
business dealing of an offrcial, or his or her spouse, or of any entity in which an official or his or
her spouse has a financial interest, with a person or entity which entitles an official to
compensation or payment in the amount of $2,500 or more ín a calendar year; provided,
however, a financial interest shall not include: (i) any ownership through purchase at fair market
value or inheritance of less than one percent of the share of a corporation, or any corporate
subsidiary, parent or affiliate thereof, regudless of the value of or dividends on such shares, if
such shares are registered on a securities exchange pursuant to the Securities Exchange Act of'
7934, as amended; (ii) the authorized compensation paid to an official or employee for hís office



or employnent; (üi) any economic benefit provided equally to all residents of the City; (iv) a

time or demand deposit in a financial institution; or (v) an endowrnent or insurance policy or
annuity contractpurchased from an insurance company. A "contractual or other private business

dealing" shall not include any employnent relationship of an ofñcial's spouse with an entity
when such spouse has no discretion concerning or input relating to the relationship between that
entity and the City.

4. Prohibitions on Certain Contributions

Iron Mountain agrees that Iron Mountain, any person or entity who directly or indirectly
has an ownership or beneficial interest in kon Mountain of more than 7.5 percent ("Owners"),

spouses and domestic partners of such Owners, Iron Mountain's subcontractors, any person or
entity who directly or indirectty has an ownership or beneñcial interest in any subcontractor of
more than 7.5 pacent ('Sub-owners") and spouses and domestic partners of such Sub-owners
(Iron Mountain and all the other preceding classes of persons and entities are together, the

"Identified Parties"), shall not make a contribution of any amount to the Mayor of the City of
Chicago (the "Mayor") or to his political fundraising committee (i) after execution of this
Agreement by Iron Mountain, (ii) while this Agreement or any Other Contract is executory, (iii)
during the term of this Agreement or any Other Contract between Iron Mountain and the City, or
(iv) during any period while an extension of this Agreement or any Other Contract is being
sought or negotiated.

Iron Mountain represents and warrants that since the date of public advertisement of the

specification, request for qualifications, request for proposals or request for information (or any

combination of those requests) or, if not competitively procured, from the date the City
approached Iron Mountain or the date Iron Mountain approached the City, as applicable,

regarding the formulation of this Agreement, no Identified Parties have made a contribution of
any amount to the Mayor or to his political fundraising committee.

Iron Mountain agrees that it shall not: (a) coerce, compel or intimidate its ernployees to
make a contribution of any amount to the Mayor or to the Mayor's political fundraising
committee; (b) reimburse its employees for a contribution of any amount made to the Mayor or
to the Mayor's political fundraising committee; or (c) bundle or solicit others to bundle

contributions to the Mayor or to his political fundraising committee.

kon Mountain agrees that the Identified Parties must not engage in any conduct

whatsoever designed to intentionally violate this provision or Mayoral Executive Order No. 05-1

or to entice, direct or solicit others to intentionally violate this provision or Order No. 05-1.

Iron Mountain agrees thal a violation of, non-compliance with, misrepresentation with
respect to, or breach of any covenant or warranty under this provision or violation of Mayoral
Executive Order No. 05-l constitutes a breach and default under this Agreement, and under any

Other Contract for which no opportunity to cure will be granted. Such breach and default
entitles the City to all remedies (including without limitation tennination for default) under this
Agteernent, urder Other Contract, at law and in equity. This provision amends any Other

Contract and supersedes any inconsistent provision contained therein.



If Iron Mountain violates this provision or Mayoral Executive Qrder No. 05-1 prior to award of
the Agreement resulting frorn a qpeoification or request for proposal, the Chief Procurement
Officer may reject Iron Mountain's bid or proposal.

For purposes of this provision:

"Bundle" lneans to collect contributions from more than one source which are then
delivered by one person to the Mayor or to his political fundraising committee,

"Other Contract" means any other agreemont with the City of Chicago to which Iron
Mountain is a party that is (i) fonned under the authority of chapter 2-92 of the Municipal Code
of Chicago; (ii) entered into for the purchase or lease of real or personal property; or (iii) for
materials, supplies, equipment or services which are approved or authorized by the city council.

"Contribution" means a "political contribution" as defined in Chapter 2-156 of the
Municipal Code of Chicago, as amended.

Individuals are "Domestic Partners" if they satisfy the following criteria:

i. they are each other's sole domestic parhrer, responsible for each other's common
welfare; and

ii. neither party is married; and

iií. the partners are not related by blood closer than would bar marriage in the State of
Illinois; and

iv. each partner is at least 18 years of age, and the parfters are the same sex, and the
partners reside at the same residence; and

v. two of the following four conditions exist for the parhrers:

1. The partners have bee,n residing together for at least 12 months.
2. The partners have common or joint ownership of a residence.

3. The partners have at least two ofthe following arrangements:
a. joint ownership of a motor vehicle;
b. a joint credit account;
c. ajoint checking account;
d. a lease for a residence identifuing both domestic partners as

tenants.
4. Each partner identifies the other partner as a primary beneficiary in a will.

"Political firndraising committee" means a "political fundraising committee, as defined in
Chapter 2-156 of the Municipal code of Chicago, as amended.

Ethics

A hr addítion to the foregoing wananties and representations, Iron Mountain warrants:



B

t. no officer, agent or employee of the City is employed by Iron Mountain or has a
financial interest directly or indirectly in this Agreement or the compensation to
be paid under this Agreement except as may be pennitted in writing by the Board
of Ethics established under the Municipal Code of Chicago (Chapter 2-156).

ll no payment, gfatuity or offer of ønployment will be made in connection with this
Agreernent by or on behalf of any subcontractors to the Iron Mountain or higher
tier subcontractors or anyone associated with them, as an inducement for the
award of a subcontract or order.

Iron Mountain further acknowledges that any agreement entered into, negotiated or
performed in violation of any of the provisions of Chapter 2-156 is voidable as to the
City.

6. ConflÍcts of Interest

No membø of the governing body of the City or other unit of government and no other
officer, employee or agent of the City or other unit of government who exercises any functions
or responsibilities in connection with the services to which this Agreement pertains is permitted
to have any personal interest, direct or indirect, in this Agreement. No member of or delegate to
the Congress of the United States or the Illinois General Assembly and no alderman of the City
or City employee is allowed to be admitted to any share or part of this Agreement or to any
financial benefit to arise from it.

7. Chicago'rlivÍngW'age'rOrdinance

A. Section 2-92-610 of the Municipal Code of Chicago provides for a living wage
for certain categories of workers employed in the performance of City contracts,
specifically non-City ernployed security guards, parking attendants, day laborers, home
and health care workers, cashiers, elevator operators, custodial workers, and clerical
workers ("Covered Employees"). Accordingly pursuant to Section 2-92-6lO and
regulations promulgated thereunder:

I
lt

if Iron Mountain has 25 or more full-time ønployees, and
if at any tirne during the perforrnance of its obligations Iron Mountain
and/or any subcontractor or any other entity that performing under the
Agreement (collectively "Performing Parties") uses 25 or more full-time
security guards, or any number of other full-tirne Covered Employees,
then
Iron Mountain must pay its Covered Employees, and must assure that all
other Performing Parties pay their Covered Employees, not less than the
minimum hourly rate as determined in accordance with this provision (the

"Base Wage") for all work performed pursuant to the Agreement.

111

B. Iron Mountain's obligation to pay, and to assure payment of the Base Wage will
begin at any time during the term of the engagement when the conditions set forth ín 4.1



and A.2 above are met, and will continue thereafter until the end of the engagement term.

C. As of July 1,2006, the Base Wage is $10.00 perhour, Each July l, the Base
Wage will be adjusted, using the most recent federal poverty guidelines for a family of
four as published annually by the U.S. Department of Health and Hurnan Services, to
constitute the following: the poverty guidelines for a family of four divided by 2000
hours or the current base wage, whichever is higher. At all tirnes during the term of this
engagement, Iron Mountain and all other Perfonning Parties must pay the Base Wage (as

adjusted in accordance with the above). If the payment of prevailing wages is required
for work or services done under this Agreement, and the prevailing wages for Covered
Employees are higþer than the Base Wagg then Iron Mountain must pay the prevailìng
wage rates.

D. Iron Mountain must include provisions in all subcontracts requiring its
subcontractors to pay the Base Wage to Covered Employees. Iron Mountain agrees to
provide the City with docurnentation acceptable to the Chief Procurement Officer
demonstrating that all Covered Employees, whether onployed by Iron Mountain or by a
subcontractor, have been paid the Base Wagg upon the City's request for such
documentation. The City rnay independently audit Iron Mountain and/or subcontractors
to verify compliance herewith. Failure to comply with the requirønents of this Section
will be an event of default under this Agreement, and further, failure to comply may
result in ineligibility for any award of a City conhact or subcontract for up to three (3)
years.

E. Not-for-Profit Corporations: If Iron Mountain is a corporation having Federal tax-
exempt status under Section 501(c)(3) of the Internal Revenue Code and is recognized
under Illinois not-for-profit law, then the provisions of Section A througþ D above do not
apply.

8. Right to Offset

In connection with Section 2-92-380 ofthe Municipal Code of Chicago:

In accotdance with Section 2-92-380 of the Municipal Code of Chicago and in addition to
any other riglrts and remedies (including any of set-off) available to the City under this
Agreønent or permitted at law or in equit¡ the City is entitled to sef off a portion of the
price or compensation due under this Agreement in ær amount equal to the arnount of the
fines and penalties for each outstanding parking violation complaint and/or the amount of
any debt owed by Iron Mountain to the City. For purposes of this Section , "outstanding
parking vÍolation complaint" means a parking ticket, notice of parking violation or
parking violation complaint on which no payment has been made or appearance filed in
the Circuit Court of Cook County within the time specified on the complaint. "I)ebt"
means a specified surn of money owed to the City for which the period granted for
payment has expired.

A.



B Notwithstanding the provisions of subsection 9 above, no such deb(s) or outstanding
parking violation complaint(s) will be offset from the price or compensation due under
this Agreement if one or more of the following conditions are met:

Iron Mountain has entered into an agreement with the Department of
Revenue, or other appropriate City department, for the payment of all
outstanding parking violation complaints and/or debts owed to the City
and Iron Mountain is in compliance with the agreeme,nt; or

Iron Mountain is contesting liability for or the amount of the debt in a
pending administrative or judicial proceeding; or

Iron Mountain has filed a petition in bankruptcy and the debts owed the
City are dischargeable in bankruptcy.

9. Fund Number

Payments under this Agreement will come frorn fund # and are subject
to the availability of funds therein. Payments may not exceed $- without a written
amendment to this Agreement signed by the parties thereto.

10. Non-approprÍation

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the
City for payments to be made undei this Agreement, then the City will notify Iron Mountain in
writing of that occurrence, and this Agreement will terminate on the earlier of the last day of the
fiscal period for which sufficíent appropriation was made or whenever the funds appropriated for
payment under this Agreement are exhausted. No payments will be made or due to Iron
Mountain beyond those amounts appropriated or budgeted by the City to fund payments under
this Agreement.

11. MBE/WBE Compliance

It is the policy of the City that local businssses certified as Minority Business Enterprises
(MBE) and Women Enterprises (WBE) in accordance with Section 2-92450 of the Municipal
Code of Chicago and Regulations Governing Certification of Minority and Vy'omen-owned
Businesses shall have the maximum opportunity to participate fully in the performance of all
City contracts.

OEMC has consulted with the Department of Procurement Services pursuant to Section
2-92-500 of the Municipal Code, and they have determined that the nature of the services to be
provided under this contract are such that neither direct nor indirect subcontracting opportunities
will be practicable or cost-effective. Therefore, there will be no stated goals for MBE/WBE
participation resulting from this contract.

l.

ll

ttl



t2. Waste Provisions

In accordance with Section 11-4-1ó00(e) of the Municipal Code of Chicago, Iron
Mountain wa¡rants and represents that it, and to the best of its knowledge, its subcontractors
have not violated and are not in violation of the following sections of the Code (collectively, the
Waste Sections):

7-28-390 Dumping on public way;
7-28-440 Dumping on real estate without permit;
Il-4-l410 Disposal in waters prohibited;
1l-4-1420 Ballast tank, bilge tank or other discharge;
I I -4-l 450 Gas manufacturing residue;
114-1500 Treatrnent and disposal of solid or liquid waste;
1l-4-1530 Compliance with rules and regulations required;
1 1-4-1 550 Operational requirements; and
1 | -4-1 560 Screening requirements.

During the period while this Agreement is executory Iron Mountain's or any zubcontractor's
violation of the 'Waste 

Sections, whether or not relating to the performance of this Agreemen!
constitutes a breach of and an event of default under this Agreement, for which the opportunity
to cure, if curable, will be granted only at the sole discretion of the Chief Procurement Officer.
Such breach and default entitles the City to all remedies under the Agreement, at law or in
equity.

13. Iron Mountaints CertificatÍon RegardÍng Federal tists

Iron Mountain certifies that neither the hon Mountain nor any Affrliate of Iron Mountain
appears on any of the following lists maintained by the Office of Foreign Assets Control of the
U.S. DEPARTMENT of the Treazury, the Bureau of Industry and Security of the U.S.
DEPARTMENT of Commerce or their successors, or on any other list of persons or entities with
which the City may not do business under any applicable law, rule, regulation, order or
judgrnent; the Specially Designated Nationals List, the Denied Persons List, the Unverified List,
the Entity List and the Debarred List.

"Afftliate" for purposes of this Section means a person or entity that, directly or indirectly,
through one or more intermediaries, controls, is controlled by or is under common control with
such specified person or entity, and a person or entity shall be deemed to be controlled by
another person or entity, if controlled in any manner whatsoever that results in control in fact by
that other person or entity (or that other person or entity and any persons or entities with whom
that other person or entity is acting jointly or in concert), whether directly or indirectly and
whether through share ownershp, a trust, a contract or otherwise,

14, Deemed Inclusion

Provisions required by law, ordinances, rules, regulations, or executive orders to be
inserted in this Agreement are deemed inserted in this Agreement whether or not they appear in
this Agreernent or, upon application by either party, this Agreement will be amended to make the



insertion; however, in no event will the failure to insert the provisions before or after this
Agreement is signed prevent its enforcement.

15. tr'irms Owned or Operated by Individuals with Disabilities

The City encourages contractors to use Subcontractors that are firms owned or operated
by individuals with disabilities, as defined by Section 2-92-586 of the Municipal Code of the
City of Chicago, where not otherwise prohibited by federal or state law.

16. EDS / Certifîcation Regarding Suspension and Debarment

Iron Mountain certifies, as fi¡rther evidenced in the EDS attached to this Agreement, by
its acceptance of this Agreernent that neither it nor its principals is presently debarred,
suspended, proposed for debarment, declared ineligible or voluntarily excluded from
participation in this transaction by any Federal deparhnent or agency. Iron Mountain further
agrees by executing this Agreement that it will include this clause without modification in all
lower tier transactions, solicitations, proposals, contracts and zubcontracts. If Iron Mountain or
any lower tier participant is unable to certify to this statement it must attach an explanation to
the Agreement.

This Exhibit does not limit Iron Mountain's and its subcontractors' duty to comply with all
applicable federal, statg counfy and municipal laws, statutes, ordinances and executive orders, in
effect nolv or later, and whether or not they appear in the Agreement.

Non-compliance with these terms and conditions may be used by the City as grounds for the
termination of this Agreement, and may furtler affect Iron Mountain's eligibility for future
conkact awards.



ÀtolITr{RoP cRtttrrtrrA 
^f Northrop Grumman Systems Corporation

lntegrated F¡res & Protective Systems
Land Forces & Protective Systems

7555 Colshire Drive

Mclean, VÍginia 22102

June23,2016

Executive Director Alicia Tate-Nadeau
Office of Emergency Management and Communications
1411 West Madison Street
Chicago, IL 60607

Re: Sole Source Justification
Alt aris@ G o ld C AD Maintenance Proposal

Dear Ms. Tate-Nadeau,

Northrop Grumman Systems Corporation ("Northrop Grumman") has provided its solution for
the continued maintenance of your Altaris@Gold CAD system and the upgrade of your current
CAD V/orkstations to Windows 10.

Northrop Grumman is the sole entity that can provide the products and services in the manner
proposed. The Altaris@Gold CAD software, the foundation of the City's current dispatch
operations, has historically provided unintemrpted operation ensuring reliable emergency
response for the City's citizens and employees. Altaris@Gold CAD software is the proprietary
property of Northrop Grumman. There are no other contactors authorized or qualified to
maintain this software. Northrop Grumman's experience with the operation and maintenance of
this system for 19 years means Northrop Grumman is the sole companylhat is able to provide
ongoing support services for CAD maintenance and the support required to maintain high levels
of availability.

The City has, through the years, had Northrop Grumman provide hardware and software
ungrades and enhancements to your CAD system, so it continues to meet the needs of the City.
The City's continued use of the Altaris@Gold CAD provides the lowest risk option for
continued dispatch for the City's emergency services. Extending the life of your Altaris@ Gold
CAD is also a very price effective option for the City. The implementation of a new CAD
system for the City will be very expensive, and may not include all of the enhancments and
customizations which we have included in your Altais@ Gold CAD over the years

We are proposing a Package for 2 base years, plus 1 optional year that consists solely of
Altaris@Gold}l4aintenance, in the manner in which we are currently providing maintenance.

Northrop Grumman has provided CAD systems continuously since the first CAD systems were
deployed by us in the early 1970s. There is unrivaled corporate continuity with Northrop
Grumman as your provider. With more than $24 billion in annual sales and 65,000 employees,
Northrop Grumman has the resources to support the City in the 9-l-I arena as well as within the
greater aspects of Command & Control should the City require our services.



Northrop Grumman is committed to the continuation of our longstanding partnership with the
City of Chicago. We look forward to working with you to answer questions or provide additional
information as you continue to move forward with th¡s process.

Northrop Grumman's proprietary CAD system has provided near perfect reliability over a long
period of time, assuring rapid emergency response to the Cit¡ keeping the citizens of the City
safe. Continuity of our CAD system assures that there would not be any risk of downtime or the
substantial additional cost for the conversion to a new system.

Sincerely,

C.
C. Kouri

Manager, Contracts
Northrop Grumman Systems Corporation
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Attachment 7
Northrop Grumman CAD - 3 Year Mointenance Fees

Quote for City of Chicago OEMC

N¿'RÌHNOP GR''}''}fÂN

1.0 Introduction

Attachment 1 outlines the Schedule of Compensat¡on/Fees associated with the Operations and
Maintenance supporting the Chicago OEMC CAD System.

2.0 Preventative and Corrective Maintenance

The annual fee for the preventive and corrective maintenance and support services to be
provided by Contractor under this Agreement shall be in accordance with the following
Schedule. Contractor may invoice the City annually in advance of such annual fee.

Base Contract AnnualAmount MonthlvPavment

2.1 Account Manager/Configuration Management

The annual fee for Account Manager/Configuration Management servíces to be provided by
Contractor under this Agreement shall be in accordance with the following Schedule.
Contractor may invoice the City annually in advance such annual fee. This shall include off-site
project management/financial management of Contractor, plus quarterly Altaris@ software
builds.

l-. Year L

2.Year 2

Option Years

3. Optional Year 3

Total:

Base Contract

L. Year 1

2.Year 2

Option Years

3. Year 3

Total:

53,473,537.33

S3,039,605.71

AnnualAmount

53,067,777.88

S9,580,920.92

AnnualAmount

Sogt,sog.ez

5701.,676.16

AnnualAmount

S712,358.88

S2,t05,599.66

5289,46r.44

s253,300.48

Monthlv Pavment

Ssz,ogo.ao

Ssg,+z3.ot

Monthlv Pavment

Ssg,3o¡.2+

@ Northrop Grumman L 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this Task Order
Northrop Grumman Systems Corporat¡on



Attachment 7

Northrop Grummon CAD - 3 Yeor Mointenonce Fees

Quote for City of Chicogo OEMC

NORTHRAP GRUì'UAN/-

2.2 Mobile Maintenance-Time and Materials Charges

Any work which may under the terms of the Agreement be provided on a time and materials
basis shall be d at the time and materials rates shown below.

Any third party materials and other direct charges not specifically described hereín shall be
provided pursuant to a Task Order and, unless otherwise agreed in such Task Order, shall be
billed at actual cost incurred plus 20%.

Any Services required beyond such stated amounts shall be considered Additional Services and
require the issuance of a Task Order.

Base Contract

L. Year l-

2.Year 2

Ootion Years

3. Year 3

Base Contract

1. Year 1-

L OEMC Admin - 1,880 hours @ S10S.50

L Java Programmer - l-,880 hours @ 5139.47

Estimated AnnualAmount

Sso,oo¿.gg

s51,503.99

Estimated Annual Amount

s53,049.03

Estimated Annual Amount

Szo¡,ggo.oo

5262,203.60

Total: $154,557.35

2.3 OSS Services

Contractor shall be entitled to invoice the City on a monthly basis for OSS Services actually
performed by OSS Personnel during the preceding month at the time and materials rates shown
below per person per hour. The total estimated fees are based on L,880 hours per position.
Any authorized overtime fees for OSS Services shall be in addition to those estimated below:

Title Hourlv Rate Year 1 Hourlv Rate Year 2 Hourly Rate

Option Year 3

Mobile Maintenance Engineer s294.0S s3o2.so s31L.ee

@ Northrop Grumman 2 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this Task Order
Northrop Grumman Systems Corporation



Attochment 7

Northrop Grummon CAD - 3 Year Mointenance Fees

Quote for City of Chicago OEMC

AIONTHROP GRUU]UAN

a''--

2.Year 2

1 OEMC Admin - 1,880 hours @ St12.e+

L Java Programmer - 1,880 hours @ S145.05

Option Years

3. OptionalYear 3

1 OEMC Admin - 1,880 hours @ 5117.35

L Java Programmer - 1,880 hours @ S150.85

s2L2,r39.20

5272,694.O0

Estimated Annual Amount

s220,618.00

s283,598.00

Total:

5i,,455,232.80

2.4 Third Party Charges

2.4.1Third Party Vendors (excluding Open, Inc.)

Contractor may invoice the City on a one-time annual basis, for certain third party charges
actually incurred by Contractor on the City's behalf under the terms of this Agreement (other
than OSS Services, which are addressed above). Along with such invoice, Contractor shall
provide detailed written documentation itemizing the rights and benefits to which the City is
entitled in connection with such third party product and/or service. Contractor shall provide all
such maintenance coverage provided it remains available from the third party provider. lf any
such coverage becomes unavailable, Contractor shall work with the City to find a mutually
agreeable solution. Contractor shall not increase any annual charges unless a third party
provider(s) increases its charges to Contractor. ln such event, Contractor may only increase its
charges proportionate to any increase made by the third party provider.

@ Northrop Grumman 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page ofthis Task Order
Northrop Grumman Systems Corporation

3



Attochment 7

Northrop Grumman CAD - 3 Yeor Maintenance Fees

Quote for City of Chicago OEMC

NORIHNOP GRI"JMAN

Base Contract

L.Year L

Oracle Software Maintenance

Cisco

FirstOnScene

Agent5l-1

Oristar

MS System Center

lnfragistics

Locution Systems, lnc.

Hummingbird/Exceed

VNC

Embacardo

Total:

AnnualAmount

5s62,+oz.qz

524L,38O.72

itsz,qt6.3B

5L28,482.2L

557,322.90

S43,800.75

s40,351.39

s31,6L4.55

$L2,693.75

56,05r.47

52,275.s9

5L,278,792.L3

@ Northrop Grumman 4 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this Task Order
Northrop Grumman Systems Corporation



Attachment 7

Northrop Grumman CAD - 3 Yeor Maintenance Fees

Quote for Cíty of Chicago OEMC

NC'RiHÃOP GRUI+1D]AN

2.Year 2

Oracle Software Maintenance

Cisco

FirstOnScene

Agent5L1

Oristar

MS System Center

lnfragistics

Locution Systems, lnc.

Hummingbird/Exceed

VNC

Embacardo

Total:

Option Years

5238,234.85

Szqg,sgz.qo

$tsg,l69.qt

Stgg,egg.ss

547,090.64

So.oo

So.oo

s32,493.13

is,lll.ls
So.oo

5z,zla.z+

5873,032.97

Estimated Annual Amount

@ Northrop Grumman 5 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this Task Order
Northrop Grumman Systems Corporation



Attochment 7

Northrop Grumman CAD - 3 Year Maintenonce Fees

Quote for City of Chicago OEMC

NORT'IROP GNUU]MAN

3. Year 3

Oracle Software Maintenance

Cisco

FirstOnScene

Agent5l-1

Oristar

MS System Center

lnfragistics

Locution Systems, lnc.

H ummingbird/Exceed

VNC

Embacardo

Total:

Szqq,lqg.zo

s255,491.68

S166,666.89

Si.4o,L94.oL

S51,563.i.1

s46,224.OO

so.oo

s33,300.47

55,92L.2s

so.oo

52,270.36

5g+6,3lg.gl

Total all years: S3,098,205.07

2.4.2 Open, Inc. -SafetyPad@ Product

Contractor shall invoice for the maintenance services of Open, lnc., (the terms of which are set

forth in Attachment L-4, attached). Contractor shall provide all such maintenance coverage
provided it remains available from the provider, Open, lnc. lf such coverage becomes

unavailable, Contractor shall work with the City to find a mutually agreeable solution.
Contractor shall terminate coverage of Open, lnc. SafetyPAD@ at the conclusion of year three.
Contractor shall invoice for such services annually beginning at the start of each contract year

as set forth below.

Base Contract

L. Year 1

2. Year 2

3. Optional Year 3

Total:

AnnualAmount

Sztqleg.og

5222,37O.L5

5229,558.75

s666,718.59

@ Northrop Grumman

Use or disclosure of data contained on this sheet is subject to the restriction on the title page ofthis Task Order
Northrop Grumman Systems Corporation

6 13 June 20L6



Attachment 7

Northrop Grumman CAD - j Year Maintenonce Fees

Quote for City of Chicogo OEMC

NlOn'I1R* GRUTIIt1AN

Total cost for 3 year proposal: $17,06L,233.39

@ Northrop Grumman 7 13 June 2016

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this Task Order
Northrop Grumman Systems Corporation



PROFESSIONAL SERVICES INSURANCE REQUIREMENTS
Office of Emergency Management and Gommunications

Altaris@Gold CAD Maintenance

Contractor must provide and maintain at Contractor's own expense, during the term of the Agreement
and any time period following expiration if Contractor is required to return and perform any of the
Services or Additional Services under this Agreement, the insurance coverage and requirements
specified below, insuring all operations related to the Agreement.

A. INSURANCE TO BE PROVIDED

1) Workers Compensation and Emplovers Liabilitv

Workers Compensation lnsurance, as prescribed by applicable law, covering all employees
who are to provide a service under this Agreement and Employers Liability coverage with
limits of not less than $500,000 each accident, illness or disease.

2) Commercial General Liabilitv (Primary and Umbrella)

Commercial General Liability lnsurance or equivalent with limits of not less than $5.000.000
per occurrence for bodily injury, personal injury and property damage liability. Coverages must
include the following: All premises and operations, products/completed operations, separation
of insureds, defense and contractual liability (not to include Endorsement CG 21 39 or
equivalent).

The City of Chicago is to be named as an additional insured under the Contractor's and any
subcontractor's policy. Such additional insured coverage shall be provided on ISO
endorsement form CG 2010 for ongoing operations or on a similar additional insured form
acceptable to the City. The additional insured coverage must not have any limiting
endorsements or language under the policy such as but not limited to, Contractor's sole
negligence or the additional insured's vicarious liability. Contractor's liability insurance shall be
primary without right of contribution by any other insurance or self-insurance maintained by or
available to the City. Contractor must ensure that the City is an additional insured on
insurance required from subcontractors.

Subcontractors performing Services for Contractor must maintain limits of not less than
$1.000.000 with the same terms herein.

3) Automobile Liabilitv (Primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in connection with Services
to be performed, Contractor must provide Automobile Liability lnsurance with limits of not less
than $2,000,000 per occurrence for bodily injury and property damage. The City of Chicago is
to be named as an additional insured on a primary, non-contributory basis.

Subcontractors performing Services for Contractor must maintain limits of not less than
$1,000.000 with the same terms herein.

4) Error & Omissions/Professional Liabilitv

When any system technician, data base administrator, systems administrator, project
managers or EDP professionals including but not limited to system programmers, hardware an
software designer, hardware and software designers/consultants or other professional
consultants perform Services in connection with this Agreement, Professional Liability
lnsurance covering acts, errors or omissions must be maintained with limits of not less than
$5,000,000. Coverage must include but not limited to contractual liability, performance of or
failure to perform other computer services and failure of CAD System Software product to
perform or cause to be performed the function for the purpose intended. When policies are
renewed or replaced, the policy retroactive date must coincide with, or precede start of



Services on the Agreement. A claims-made policy which is not renewed or replaced must
have an extended reporting period of 2 years.

Subcontractors performing professional Services for Consultant must maintain limits of not
less than $2.000.000 with the same terms herein.

5) Valuable Papers

When any media, data, reports, record, analysis, specifications and other documents are
produced or used under this Agreement, Valuable Papers lnsurance must be maintained in an
amount to insure against any loss whatsoever, and must have limits sufficient to pay for the
re-creation and reconstruction of such records.

6) All Risk Propertv/lnstallation lnsurance

All Risk Property/lnstallation lnsurance must be maintained by the Contractor at replacement
cost insuring loss or damage to City property including Office Emergency Management and
Communications equipment, materials, parts and supplies that are part of the project during
the course of development, implementation, installation, testing and repair rehabilitation
replacement/maintenance of the CAD System in the care, custody and control of the
Contractor. Coverage must include in transit offsite, faulty workmanship or materials, testing
and mechanical-electrical breakdown. The City of Chicago is to be named as an additional
insured and loss payee.

Contractor is responsible for all loss or damage to City property including materials, part or
supplies at full replacement cost incurred during inspection installation, modification,
maintenance and/or repairs to Computer-Aided Dispatch (CAD) system and equipment while
in the care, custody and control of the Contractor or loss to any other City property as a result
of the Agreement.

Contractor is responsible for all loss or damage to personal property (including materials,
equipment, tools and supplies) owned, rented or used by Contractor.

B. ADDIT¡ONAL REQUIREMENTS

Contractor must furnish the City of Chicago, Department of Procurement Services, City Hall, Room
806, 121 North LaSalle Street, Chicago lL. 60602, original Certificates of lnsurance, or such similar
evidence, to be in force on the date of this Agreement, and Renewal Certificates of lnsurance, or such
similar evidence, if the coverages have an expiration or renewal date occurring during the term of this
Agreement. Contractor must submit evidence of insurance on the City of Chicago lnsurance
Certificate Form (copy attached as Exhibit-) or equivalent prior to execution of Agreement. The receipt
of any certificate does not constitute agreement by the City that the insurance requirements in the
Agreement have been fully met or that the insurance policies indicated on the certificate are in
compliance with all requirements of Agreement. The failure of the City to obtain certificates or other
insurance evidence from Contractor is not a waiver by the City of any requirements for the Contractor
to obtain and maintain the specified coverages. Contractor must advise all insurers of the Agreement
provisions regarding insurance. Non-conforming insurance does not relieve Contractor of the
obligation to provide insurance as specified in this Agreement. Nonfulfillment of the insurance
conditions may constitute a violation of the Agreement, and the City retains the right to suspend this
Agreement until proper evidence of insurance is provided, or the Agreement may be terminated.

The Contractor must provide for 60 days prior written notice to be given to the City in the event
coverage is substantially changed, canceled or non-renewed.

Any deductibles or self-insured retentions on referenced insurance coverages must be borne by
Contractor.



Contractor hereby waives and agrees to require their insurers to waive their rights of subrogation
against the City of Chicago, its employees, elected officials, agents or representatives.

The coverages and limits furnished by Contractor in no way limit the Contractor's liabilities and
responsibilities specified within the Agreement or by law.

Any insurance or self-insurance programs maintained by the City of Chicago do not contribute with
insurance provided by Contractor under this Agreement.

The required insurance to be carried is not limited by any limitations expressed in the indemnification
language in this Agreement or any limitation placed on the indemnity in this Agreement given as a
matter of law.

lf the Contractor maintain higher limits than the minimums shown above, the City requires and shall be
entitled to coverage for the higher limits maintained by the Contractor. Any available insurance
proceeds in excess of the specified minimum limits of insurance and coverage shall be available to the
City.

lf Contractor is a joint venture or limited liability company, the insurance policies must name the joint
venture or limited liability company as a named insured.

The Contractor must require all subcontractors to provide the insurance required herein, or Contractor
may provide the coverages for subcontractors. All subcontractors are subject to the same insurance
requirements of Contractor unless otherwise specified in this Agreement.

lf Contractor or Subcontractor desire additional coverages, the party desiring the additional coverages
is responsible for the acquisition and cost.

Notwithstanding any provisions in the Agreement to the contrary, the City of Chicago Risk
Management Department maintains the right to modify, delete, alter or change these requirements.



COVERAGES

GERTIFICATE OF LIABILITY INSURANCE

CERTIFICATE NUMBER: cLE-005035845-04 REVISION NUMBER:6

DATE (MM/DDTYYYY}

01t28t2016

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE tSSUtNc TNSURER(S), AUTHORTZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: lf the certificate holder is an ADDITIONAL INSURED, the policy(¡es) must be endorsed. lf SUBROGATION lS WAIVED, subject to
the terms and condit¡ons of the policy, certain policies may requ¡re an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsêmênt(s),

PRODUCER
lvlarsh USA Inc.

1717 Arch Street
Philadelphia, PA 19103-2797

979196-1 [/ WC-Umbpr-16-17 IS

GONTAGT
NÂMF:
PHONE FAXtÂlc N^ì.

INSURER(S) AFFORDING COVERAGE NAIC #

tNsuRER A : Insurance Company Of The State Of Pennsylvania '19429

INSURED
Northrop Grumman Corporation

Its Divisions and Subsidiaries
2980 Fairview Park Drive
Falls Church, VA 22042

tNsuRER B , AIG Specialty lnsurance Company 26883

tNsuRER c , National Union Fire Ins Co Pittsburgh PA '19445

INSURER D :

INSURER E :

INSIJRER F:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE INCñ POLICY NUMBER

POLICY EFFfMMrnnmt POLICY EXP
LIMITS

c X COMMERCIAL GENERAL LIABILITY

CLAIIVS-MADE OCCUR

GEN'L AGGREGATE LIMIT APPLIES PER:

X
'o'-'"" f-l TF"of fl ,-o.

X

G120391 30 01t01t2016 01t01t2017 EACH OCCURRENCE $ 5,000,000

$ 5,000,000

l\4ED EXP (Anv one person) $ 5,000

PERSONAL & ADV INJURY $ 5,000,000

GENERAL AGGREGATE $ 5,000,000

PRODUCTS - COMP/OP AGG 5,000,000

c
C

c

AUTOMOBILE LIABILITY

X ANY AUTO
ALL OWNED
AUTOS

HIRED AUTOS

SCHEDULED
AUTOS
NON-OWNED
AUTOS

cAg734233 (A0S)

cA9734234 (r\4A)

c49734235 (VA)

01t01t2016

01t01t2016

01t01t2016

01t01t2017

01t01t2017

01t01t2017

$ 2,000,000

BODILY INJURY (Por pêrson)

BODILY INJURY (Per accident) ö

$

$

UMBRELLA LIAB

EXCESS LIAB

OCCUR

CLAIIUS-MADE

EACH OCCURRENCE

AGGREGATE $

DED RFTFNTION S s

A

A

A

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/[¡EI/]BER EXCLUDED?
(Mandatory ln NH)
lf yes, describe under
DFS(ìRIPTIôN ôF ôPFRATIôNS bêlôw

N N/A

wc68022409 (AOS)

l^/c6802241 0 (CA)

wc6802241 1 (FL)

'"PLEASE SEE ATTACHED'"'

01/01 /201 tt

01 /01 /201 6

01t01t2016

uItu1t201t

01t01t2017

01t01t2017

X PET(
STATT]TE

UIH-
ER

E L EACH ACCIDENT $ 1,000,000

E L DISEASE - EA EMPLOYEE $ 1,000,000

F I DISFASF - POI ICY I IMIT ß 1,000,000

B PROFESSIONAL LIABILITY:

ON A CLAIMS MADE BASIS

GL2039220

"RETRO DATE: 12131 11992'

01t01t2016 01ß1t2017 EACH CLAIM:

AGGREGATE:

5,000,000

5,000,000

DESCRIPTIONOFOPERATIONS/LOCATIONS/VEHICLES (ACORDl0l,Add¡tionalRemarksSchedule,maybeatlachedlfmorespacelsrequled)

agents, or representatives as required by written contract. This coverage is Primary and Non-Conkibutory as required by written conkact,

ACORD 25 (20',t4t011

ERCERTIFICATE

@ 1988-2014 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are reg¡stered marks of ACORD

SHOULD ANY OF THE ABOVE DESGRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
AGCORDANCE WITH THE POLICY PROVISIONS.

The City of Chicago

Office of Emergency Management & Communications

Attn: Rosemary McDonnell

141 1 W, Madison Sl.

Chicago, lL 60607
AUTHORIZED REPRESENTATIVE
of Marsh USA lnc.

-Mav+-øor,:,}r{-¡-t¿.r\i/.ð<¡-Manashi Mukherjee



AGENGY CUSTOMER lD: 979196
Loc #: PhiladelPhia

ADDITIONAL REMARKS SCHEDULE Page 2 ol 2

@ 2008 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD

Marsh USA lnc,

AGENCY

POLICY NUMBER

Northrop Grumman Corporation
Its Divisions and Subsidiaries
2980 Fairview Park Drive

Falls Church, VA 22042

NAMED INSURED

CARRIER NAIC CODE

EFFECTIVE DATE:

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,

FORM NUMBER: 25 FORMTITLE: Certificate of Liabilitv lnsurance

wc68022413

Nat¡onal Union lnsuranæ Company of P¡ttsburgh, PA

01 t01 t201 6 - 01 t01 t2017

EL each Accident: $1,000,000

EL Disease Policy Limit: $1,000,000

EL Disease Each Employee: $1,000,000

MA. MN, ND, NJ, OH, WA, WI, WY

wc68022412

lnsurance Company ofthe State of Pennsylvania

01 t01 t2016 - 01 t01 t2017

EL each Accidentr $1,000,000

EL Disease Policy Limit $1,000,000

EL Disease Each Employee: $1,000,000

ME
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DATE (MM/DD/YYYY)

06t29t2016

THIS EVIDENCE OF PROPERTY INSURANCE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE
ADDITIONAL INTEREST NAMED BELOW. THIS EVIDENCE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE
GOVERAGE AFFORDED BY THE POLICIES BELOW. THIS EVIDENCE OF INSURANGE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE
lssulNG lNsuRER(s), AUTHORTZED REPRESENTATTVE OR PRODUCER, AND THE ADDTTTONAL tNTEREST.

AGENCY

liarsh USA lnc,

1717 Arch Street

Philadelphia, PA 19103-2797

I PHONE

9791 96-Prop-1 6-1 7 MS

COMPANY

Norlhrop Grumman Risk Management lnc.

FAX

CODE: SUB CODE:
AGENCY
cl tsTôMFR tn I
INSURED

Norlhrop Grumman Corporation
Norlhrop Grumman Systems Corporation
Its Division and Subsidiaries
2980 Fairview Park Drive
Falls Church, VA 22042

LOAN NUMBER POLICY NUMBER

1 PROo1 6

EFFECTIVE DATE

06/15/201 6

EXPIRATION DATE

06t15t2017
- 

CONTINUED UNTIL

| | renrrrrrunreo rF oHEcKED

THIS REPLACES PRIOR EVIDENCE DATED:

EVIDENCE OF PROPERTY INSURANCE

LOCATION/DESCRIPTION

Valuable Papers Coverage Inlcuded: Lim¡t $1,000,000

THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD INDICATED.
NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
EVIDENCE OF PROPERTY INSURANCE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS
SUBJECT TO ALL THE TERMS, EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INFORMATION

COVERAGE / PERILS / FORMS AMOUNT OF INSURANCE DEDUCTIBLE

BLANKET BLDG & PP 5,000,000

The City of Chicago is included as Loss Payee to the extent of their interest

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE EXPIRATION DATE THEREOF, NOTICE WILL BE
DELIVERED IN ACCORDANCE WITH THE POLICY PROVISIONS.

INTEREST cLE-0051 19548-02

O 1993-2009 ACORD GORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD

¡/ORTGAGEE

LOSS PAYEE

ADDITIONAL INSURED

LOAN #City of Chicago

Office of Emergency Management & Communications
1411 W. Madison

Chicago, lL 60607

NAME AND ADDRESS

AUTHORIZED REPRESENTATIVE

of Marsh USA lnc.

Manashi M ukherjee _Ì¡(avtsorr+ -!,t¡¡.¿¿-\a t<-L
ACORD 27 (2009112',)



CERTIFICATE OF FILING FOR

EDS Number: 88100 Date of This Filing:06/27/201611:23 AM
CertificatePrinted on:0612712016 OriginalFilingDate:061271201611:23 AM

Disclosing Party: Northrop Grumman Systems Title:Contracts Manager
Corporation
Filed by: Mr. John Carroll Kouri

Matter: Hardware/Software Maintenance for
Altaris Gold CAD System
Applicant: Northrop Grumman Systems

Corporation
Specification#: 206684
Contract #:

The Economic Disclosure Statement referenced above has been electronically filed with
the City. Please provide a copy of this Certificate of Filing to your city contact with other
required documents pertaining to the Matter. For additional guidance as to when to provide this
Certificate and other required documents, please follow instructions provided to you about the
Matter or consult with your City contact.

A copy of the EDS may be viewed and printed by visiting
https://webappsl.cityofchicago.org/EDSWeb and entering the EDS number into the EDS
Search. Prior to contract award, the filing is accessible online only to the disclosing party and
the City, but is still subject to the Illinois Freedom of Information Act. The f,rling is visible
online to the public after contract award.



EcoNoM," o,r"3ll 3J Silîå,fi 3-t and AFF. DAVrr
Related to Contract/Amendment/Solicitation

EDS # BB12O

SECTION I .- GENERAL INFORMATION

A. Legal name of the Disclosing Party submitting the EDS:

Northrop Grumman Corporatj-on

Enter dlbla if applicable:

The Disclosing Party submitting this EDS is:

a legal entity holding a direct or indirect interest in the
Applicant

The Disclosíng Party holds an interest in

Northrop Grumman Syst.ems Corporatíon and EDS is 88100

B. Business address of the Disclosing Party:

2980 Fairview Park Drive
Falls Church, VA 22042
United States

C. Telephone:

703 -556 -137I

Fax:

Email:

debbie . morgan@ngc . com

-1-
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D. Name of contact person:

Mrs. Debbie Morgan

E. Federal Employer ldentification No. (if you have one):

80-0640649

SECTION II .- DISCLOSURE OF OWNERSHIP INTERESTS

A. NATURE OF THE DISCLOSING PARTY

1. lndicate the nature of the Disclosing Party:

Publicly registered business corporation

ls the Disclosing Party incorporated or organized in the state of lllinois?

No

State or foreign country of incorporation or organization:

Delaware

Registered to do business in the State of lllinois as a foreign entity?

No

B. DISCLOSING PARTY IS A LEGAL ENTITY:

1.a.1 Does the Disclbsing Party have any directors?

Yes

1.a.3 List below the full names and titles of all executive officers and all directors,
if any, of the entity. Do not include any directors who have no power to select the
entity's officers.

Of.f.j-cer /Director:
Title:
Role:

Mr. Wesley G Bush,
Director, CEO and Pres
Both

Offícer / DirecÈor:
TiIIE:
Rol-e:

Ms. Mariane C. Brown
DirecLor
Director

-2-
2 oÍ 431



Of,f.icer / Director:
TitLe:
Rol-e:

Mr. Richard B. Myers

Director
Director

Officer/Direètor:
Title:
RoIe:

Mr. Patrick .Antkowiak
Vice President 6¿ CTO

Officer
offícer /Director:
TitIe:
RoIe:

Ms. Sid Ashwoarth
VP, Gov' t. Rel-at j-ons

Officer
Offícer /Director:
TitIe:
RoIe:

Mr. Kenneth L. Beddingfield
VP and CFO

Officer
Of.f ícer /Dírector:
TitIe:
Role:

Mr. Mark A. Caylor
VP, Chief Strategy Officer
Officer

Of.fi-cer / Director:
Title:
Role:

Ms. Shiela C. Cheston
VP and General Counsel-

Officer
Of.f j-cer / Director:
TitLe:
Role:

Ms. Goria A. Flach
VP and CFO

Officer
Officer/Director ¡

TitLe:
RoIe:

Ms. ,fennifer C. Mccarey
VP and Secretary
Officer

Offj-cer / Director:
Title:
RoIe:

Mr. Steven C. Movius
VP and Treasurer
Offícer

of.f j-cer/Director:
TÍtIe:
RoIe:

Ms . Kathy ,J. Warden

VP and President, Mission Systems

Officer

3
of3

2. Ownership lnformation
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Please confirm ownership information concerning each person or entity having a
direct or indirect beneficial interest in excess of 7 5% of the Disclosing Party (your
entity). Examples of such an interest include shares in a corporation, partnership
interest in a partnership or joint venture, interest of a member or manager in a limited
lability company, or interest of a beneficiary of a trust, estate, or other similar entity.
Note: Pursuant to Section 2-154-030 of the Municipal code of Chicago, the City
may require any such additional information from any applicant which is reasonably
intended to achieve full disclosure.

As ieported by the Disclosing Party, the immediate owner(s) of the Disclosing Party
is/are listed below:

. State Street Corporation - 1,lZ

Owner Details

Name Address
State Street One Lincoln Street
corporation Boston, MA 02111-

United States

SECTION III .. BUSINESS RELATIONSHIPS WITH CITY ELECTED
OFFICIALS

Has the Disclosing Party had a "business relationship," as defined in Chapter 2-156
of the Municipal Code, with any City elected official in the 12 months before the date
this EDS is signed?

No

SEGTION V -. GERTIFICATIONS

A. COURT-ORDERED CHILD SUPPORT COMPLIANCE

Under Municipal Code Section 2-92-415, substantial owners of business entities that
contract with the City must remain in compliance with their child support obligations
throughout the contract's term.

Has any person who directly or indirectly owns 10o/o or more of the Disclosing Party
been declared in arrearage of any child support obligations by any lllinois court of
competent jurisdiction?

Not applicable because no person directly or indirectly owns
10? or more of the Discl-osing Party

-4-
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B. FURTHER CERTIFICATIONS

1. Pursuant to Municipal Code Chapter 1-23, Article I ("Article l")(which the Applicant
should consult for defined terms (e.9., "doing business") and legal requirements), if
the Disclosing Party submitting this EDS is the Applicant and is doing business with
the City, then the Disclosing Party certifies as follows:

i. neither the Applicant nor any controlling person is currently indicted or charged
with, or has admitted guilt of, or has ever been convicted of, or placed under
supervision for, any criminal offense involving actual, attempted, or conspiracy
to commit bribery, theft, fraud, forgery, perjury, dishonesty or deceit against an
officer or employee of the City or any sister agency; and

ii. the Applicant understands and acknowledges that compliance with Article I is a
continuing requirement for doing business with the City.

NOTE: lf Article I applies to the Applicant, the permanent compliance timeframe in
Article I supersedes some five-year compliance timeframes in certifications 2 and 3
below.

I am unable to certify the above to be true

Explain

See Additional fnformation attached.

2. The Disclosing Party and, if the Disclosing Party is a legal entity, all of those
persons or entíties identified in Section ll.B.1. of this EDS:

a. are not presently debarred, suspended, proposed for debarment, declared
ineligible or voluntarily excluded from any transactions by any federal, state or
local unit of government;

b. have not, within a five-year period preceding the date of this EDS, been
convicted of a criminal offense, adjudged guilty, or had a civiljudgment
rendered against them in connection with: obtaining, attempting to obtain,
or performing a public (federal, state or local)transaction or contract under
a public transaction; a violation of federal or state antitrust statutes; fraud;
embezzlement; theft; forgery; bribery; falsification or destruction of records;
making false statements; or receiving stolen property;

c. are not presently indicted for, or criminally or civilly charged by, a governmental
entity (federal, state or local) with committing any of the offenses set'forth in
clause 8.2.b. of this Section V;

d. have not, within a five-year period preceding the date of this EDS, had one or
more public transactions (federal, state or local)terminated for cause or default;
and

e. have not, within a five-year period preceding the date of this EDS, been
convicted, adjudged guilty, or found liable in a civil proceeding, or in any criminal

-5-
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or civil act¡on, including actions concerning environmental violations, instituted
by the City or by the federal government, any state, or any other unit of local
government.

I am unable to certífy the above to be.true

Explain

See Additional- Information atLached. See al-so attached l_etter
dated ,June 27 , 2016.

3. Neither the Disclosing Party, nor any Contractor, nor any Affilíated Entity of either
the Disclosing Party or any Contractor nor any Agents have, during the five years
before the date this EDS is signed, or, with respect to a Çe¡üaçtol, an
Entity, or an Affiliated Entity of a Contractor during the five years before the date of
such Contractor's or Affiliated Entity's contract or engagement in connection with the
Matter:

a. bribed or attempted to bribe, or been convicted or adjudged guilty of bribery or
attempting to bribe, a public officer or employee of the City, the State of lllinois,
or any agency of the federal government or of any state or local government in
the United States of America, in that officer's or employee's official capacity;

b. agreed or colluded with other bidders or prospective bidders, or been a party
to any such agreement, or been convicted or adjudged guilty of agreement
or collusion among bidders or prospective bidders, in restraint of freedom of
competition by agreement to bid a fixed price or othenvise; or

c. made an admission of such conduct described in a. or b. above that is a matter
of record, but have not been prosecuted for such conduct; or

d. violated the provisions of
Ordinance).

I am unable to certify the above to be true

Explain

Pfease see Attachment for explanation

4. Neither the Disclosing Party, Affiliated Entity or Contractor, or any of their
employees, officials, agents or partners, is barred from contracting with any unit of
state or local government as a result of engaging in or being convicted of

. bid-rigging in violation of 720 ILCS 5/33E-3;

. bid-rotating in violation of 720 ILCS 5/33E-4; or

. any similar offense of any state or of the United States of America that contains
the same elements as the offense of bid-rigging or bid-rotating.

-6-
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f am unabl-e t.o certify the above to be true

Explain :

See at.tached Additional fnformati_on.

5. Neither the Disclosing Party nor any Affiliated Entity is listed on any of the
following lists maintained by the office of Foreign Assets Control of the U.S.
Department of the Treasury or the Bureau of lndustry and Security of the U.S.
Department of Commerce or their successors: the
List, the Denied Persons List, the Unverified List, the Entity List and the
List.

f am unabl-e to certífy the above to be true

Explain :

See attached Additional fnformation.

6. The Disclosing Party understands and shall comply with the applicable
requirements of , Chapter 2-56
(lnspector General) and Chapter 2-156 (Governmental Ethics) of the Municipal
Code.

f certify the above to be t.rue

7. To the best of the Disclosing Party's knowledge after reasonable inquiry, the
following is a complete list of all current employees of the Disclosing Party who were,
at any time during the 12-month period preceding the execution dale of this EDS, an
employee, or elected or appointed official, of the City of Chicago.

None

8. To the best of the Disclosing Party's knowledge after reasonable inquiry, the
following is a complete list of all gifts that the Disclosing Party has given or caused
to be given, at any time during the 12-month peri'od preceding the execution date
of this EDS, to an employee, or elected or appointed official, of the City of Chicago.
For purposes of this statement, a "gift" does not include: (i) anything made generally
available to City employees or to the general public, or (ii) food or drink provided
in the course of official City business and having a retail value of less than $20 per
recipient.

None

C. CERTIFICATION OF STATUS AS FINANCIAL INSTITUTION

-7 -
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The Disclosing Party certifies that, as defined in Section 2-32-455(b) of the Municipal
Code, the Disclosing Party

is not a "financial institution"

Ë. CERTIFICATION REGARDING SLAVERY ERA BUSINESS

lf the Disclosing Party cannot make this verification, the Disclosing Party must
disclose all required information in the space provided below or in an attachment in
the "Additional lnfo" tab. Failure to comply with these disclosure requirements may
make any contract entered into with the City in connection with the Matter voidable
by the City.

The Disclosing Party verifies that the Disclosing Party has searched any and all
records of the Disclosing Party and any and all predecessor entities regarding
records of investments or profits from slavery or slaveholder insurance policies
during the slavery era (including insurance policies issued to slaveholders that
provided coverage for damage to or injury or death of their slaves), and the
Disclosing Party has found no such records.

f can make the above verification

SECTION VII .. ACKNOWLEDGMENTS, CONTRACT
INCORPORAT¡ON, COMPLIANCE, PENALTIES, DISGLOSURE

The Disclosing Party understands and agrees that:

A. The certifications, disclosures, and acknowledgments contained in this EDS
will become part of any contract or other agreement between the Applicant and
the City in connection with the Matter, whether procurement, City assistance, or
other City action, and are material inducements to the City's execution of any
contract or taking other action with respect to the Matter. The Disclosing Party
understands that it must comply with all statutes, ordinances, and regulations on
which this EDS is based.

B. The City's Governmental Ethics and Gampaign Financing Ordinances,
Chapters 2-156 and2-164 of the Municipal Code, impose certain duties
and obligations on persons or entities seeking City contracts, work,
business, or transactions. A training program is available on line at
www.cityofchicago.orgicityien/deptsiethics.html, and may also be obtained from
the City's Board of Ethics, 740 N. Sedgwick St., Suite 500, Chicago, lL 60610,
(312) 744-9660. The Disclosing Party must comply fully with the applicable
ordinances.

I acknowledge and consenL to the above

-8-
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The Disclosing Party understands and agrees that:

C. lf the City determines that any information provided in this EDS is false,
incomplete or inaccurate, any contract or other agreement in connection with
which it is submitted may be rescinded or be void or voidable, and the City may
pursue any remedies under the contract or agreement (if not rescinded or void),
at law, or in equity, including terminating the Disclosing Party's participation in
the Matter and/or declining to allow the Disclosing Party to participate in other
transactions with the City. Remedies at law for a false statement of material fact
may include incarceration and an award to the City of treble damages.

D. lt is the City's policy to make this document available to the public on its lnternet
site and/or upon request. Some or all of the information provided on this EDS
and any attachments to this EDS may be made available to the public on the
lnternet, in response to a Freedom of lnformation Act request, or othenruise. By
completing and signing this EDS, the Disclosing Party waives and releases any
possible rights or claims which it may have against the City in connection with
the public release of information contained in this EDS and also authorizes the
City to verify the accuracy of any information submitted in this EDS.

E. The information provided in this EDS must be kept current. ln the event of
changes, the Disclosing Party must supplement this EDS up to the time the
City takes action on the Matter. lf the Matter is a contract being handled by the
City's Department of Procurement Services, the Disclosing Party must update
this EDS as the contract requires. NOTE: With respect to Matters subject
to Article I of Chapter 1-23 of the Municipal Code (imposing PERMANENT
INELIGIBILITY for certain specified offenses), the information provided herein
regarding eligibility must be kept current for a longer period, as required by
Chapter 1-23 and Section 2-154-020 of the Municipal Code.

f acknowledge and consent to the above

The Disclosing Party represents and warrants that:

F.1. The Disclosing Party is not delinquent in the payment of any tax administered
by the lllinois Department of Revenue, nor are the Disclosing Party or its Affiliated
Entities delinquent in paying any fine, fee, tax or other charge owed to the City. This
includes, but is not limited to, all water charges, sewer charges, license fees, parking
tickets, property taxes or sales taxes.

f certify the above to be Lrue

-9-
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FAMIL¡AL RE¡.ATIONSHIPS WITH ELECTED CITY OFFICIALS AND
DEPARTMENT HEADS

This question is to be completed only by (a) the Applicant, and (b) any legal entity
which has a direct ownership interest in the Applicant exceeding 7.5 percent. lt is not
to be completed by any legal entity which has only an indirect ownership interest in
the Applicant.

Under Municipal Code Section 2-154-015, the Disclosing Parly must disclose
whether such Disclosing Party or any "Applicable Party" or any Spouse or Domestic
Partner thereof currently has a "familial relationship" with any elected city official or
department head. A "familial relatíonship" exists if, as of the date this EDS is signed,
the Disclosing Party or any "Applicable Party" or any Spouse or Domestic Partner
thereof is related to the mayor, any alderman, the city clerk, the city treasurer or
any city department head as spouse or domestic partner or as any of the following,
whether by blood or adoption: parent, child, brother or sister, aunt or uncle, niece
or nephew, grandparent, grandchild, father-in-law, mother-in-law, son-in-law,
daughter-in-law, stepfather or stepmother, stepson or stepdaughter, stepbrother or
stepsister or half-brother or half-sister.

"Applicable Party" means (1) all corporate officers of the Disclosing Party, if
the Disclosing Party is a corporation; all partners of the Disclosing Party, if the
Disclosing Party is a general partnership; allgeneral partners and limited partners
of the Disclosing Party, if the Disclosing Party is a limited partnership; all managers,
managing members and members of the Disclosing Party, if the Disclosing Party is a
limited liability company; (2) all principal officers of the Disclosing Party; and (3) any
person having more than a 7.5 percent ownership interest in the Disclosing Party.
"Principal officers" means the president, chief operating officer, executive director,
chief financial officer, treasurer or secretary of a legal entity or any person exercising
similar authority.

Does the Diselosing Party or any "Applicable Party" or any Spouse or Domestic
Partner thereof currently have a "familial relationship" with an elected city official or
department head?

No

APPENDIX B - BUILDING GODE SCOFFLAWPROBLEM
LAhIDLORD CERTIFICATION

Pursuant to Municipal Code Section 2-154-010, is the Applicant or any Owner
identified as a building code scofflaw or problem landlord pursuant to Section
2-92-416 of the Municipal Code?

-10-
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lf the Applicant is a legal entity publicly traded on any exchange, is any officer or
director of the Applicant identified as a building code scofflaw or problem landlord
pursuant to Section 2-92-416 of the Municipal Code?

No

ADDITIONAL INFO

Please add any additional explanatory information here. lf explanation is longer than
1000 characters, you may add an attachment below. Please note that yôur EDS,
including all attachments, becomes available for public viewing upon contract award.
Your attachments will be viewable "as is" without manual redaction by the City. You
are responsible for redacting any nòn-public information from your documents before
uploading.

1. Additional fnformation attached. 2. cover Letter dated ,June
27, 201,6 3. State Street Corporation form l_OK 4. Northrop
Grumman Corporation form L0K

List of attachments uploaded by vendor

Additional Information
Letter dated ,J:une 27 , 201-6 re Af f iliate
Northrop Grumman Corp Form l-0-K
SLate Street Form 10-K

CERTIFICATION

Under penalty of perjury, the person signing below: (1) warrants that he/she is
authorized to execute this EDS on behalf of the Disclosing Party, and (2) warrants
that all certifications and statements contained in this EDS are true, accurate and
complete as of the date furnished to the City.

|s|0612712016
Mrs. Debbie Morgan
Contracts Admin istrator
Northrop Grumman Corporation

This is a printed copy of the Egonomic Disclosure Statement, the original of which
is filed electronically with the city of chicago. Any alterations must be made
electronically, alterations on this printed copy are void and of no effect..

-11-
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Additional Information

Due to the size and complex corporate structure of Northrop Grumman and the number of very large
companies acquired over the past ten years, to include more than 60,000 employees and l7l corporate
entities, and given that the work to be performed will be performed by Northrop Grumman Systems
Corporation and its employees only, we are providing a certification only on behalf of certain entities and
individuals, as specified below.

Section V,8.1

Northrop Grumman Corporation is unable to certify as to all aspects of this Section. However, we do
certiff to a limited extent, as detailed below.

To the best of our knowledge and belief after reasonable inquiry, we certifu Subsection I to be true only
for the Applicant, Northrop Grumman Systems Corporation, and the individuals responsible for oversight
of this program, Christine Williams, Vice President Program Management, and Russell L. Obert, Director
Programs. Our response is further limited to matters of which Northrop Grumman Systems Corporation
and these individuals are made a\ryare, as not all proceedings are made public o¡ disclosed to those being
investigated.

Section V,8.2.

Northrop Grumman Systems Corporation is unable to certify as to all aspects of this Section. However,
we do certí$, to a limited extent, as detailed below.

a. To the best of our knowledge and belief after reasonable inquiry we certiff Subsection 2.a. to be true
only for Northrop Grumman Co¡poration and its executive officers and directors. Our response is further
limited to'matters of which Northrop Grumman Systerns Corporation or Northrop Grumman Corporation
is made aware, as not all proceedings are made public or disclosed to those being investigated.

b. To the best of our knowledge and belief after reasonable inquiry we certi$ Subsection 2.b to be true
only for Norlhrop Grumman Corporation. Our response is further limited to matters of which Northrop
Grumman Systems Corporation or Northrop Grumman Corporation is made aware, as not all proceedings
are rnade public or disclosed to those being investigated.

c. To the best of our knowledge and belief after reasonable inquiry we certiff Subsection 2.c. to be true,
only for Northrop Grumman Corporation and its executive officers and directors. Our response is further
limited to matters of which Northrop Grumman Corporation is made aware, as not all investigations or
proceedings are made public or disclosed to those being investigated.

d. To the best of our knowledge and belief, and after reasonable inquiry, we certi$ subsection 2.d. to be
true only for Northrop Grumman Corporation and its executive officers and directors. We refer you to
our cover letter submitted herewith, which provides additional information that falls outside of the
requested certifi cation.
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e. To the best of our knowledge and belief, and after reasonable inquiry, we certif, subsection 2.e. to be

true only for Northrop Grumman Cotporation and its executive officers and directors, subject to the

caveats enurnerated here.

Section V,8.3.

To the best of our knowledge and belief after reasonable inquiry, we certiÛr Subsection 3 to be true only
for the Disclosing Party, Northrop Grumman Corporation, Northrop Grumman Systems Corporation,
subcontractors and suppliers identified in the proposal and the individuals responsible for oversight ofthis
program, Christine Williams, Vice President Program Management, and Russell L. Obert, Director
Programs.

Section V 8.4

To the best of our knowledge and belief after reasonable inquiry, we certi$ Subsection 4 to be true only
for the Disclosing party, Northrop Grurnman Corporation, Northrop Grumman Systems Corporation,
subcontractors and suppliers identified in the proposal and the individuals responsible for oversight ofthis
program, Christine Williams, Vice President Program Management, and Russell L. Obert, Director
Programs. Our response is frrrther lirnited to matters of which Northrop Grumman Corporation and these

individuals are made aware, as not all proceedings are made public or disclosed to those being
investigated.

Section V 8.5

To the best of our knowledge and belief after reasonable inquiry; we cefi$ Subsection 5 to be true only
for the Disclosing parfy, Northrop Grumrnan Corporation, Northrop Grumman Systems Corporation,
subcontractors and suppliers identified in the proposal and the individuals responsible for oversight ofthis
program, Christine Williams, Vice President Program Managenent, and Russell L. Obert, Director
Programs.
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RE: Disclosure Regarding Affiliate

Wl are4*.d to provide you with an Economic Disclosure Statement and Affidavit (EDS)
on behalf ofNorthrop Grumman Systems Corporation, its parent, Northrop Grumman
Corporation, and its officers and directors under which we certifu that, amãng other things,
these entities and individuals "have no! within a five-year period preceding the date of this
EDS, had one or more public transactions (federal, state or local) terminated for cause or
default."As you are a\4,are, on March 11,2016, ouraffiliatg Nortfuop Grumman Information
Technology Global Corporation, was notified that the Mayor's Office for Policing and Crime
for the City of London (MOPAC) intended to immediately terminate Northrop Gi¡mman's
agr€ement for the provision of its CommandPointrM command and control solution for
default. Northrop Grumman disputes the propriety of MOPAC'S actions. The EDS does not
require disclosure of this matter, but Northrop Grumman wants to clarify that the MOpAC
matter does not impact our ability to perform under this conFact.

Should you have any questions or comments, please feel free to call the undersigned at (703)
556-13s1_

Sincerely,

C. Kou¡i

Contracts Manager

cf)s
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TO

Opprcp on' EMERcENCy MeNecEMpNr Aun CouruuNrcATroNs
CITY OF CHICAGO

Reference No: 16 - 001 118

Tne 0rncE oF THE Exrcurve DlRecroR

Jamie L. Rhee, Chief Procurement Officer
Trr D¡pnnrMENT oF Pnocunerr¡etr Senvlces (DPS)

Richard Butler, First Deputy
Tn¡ DepnnrMENT oF PnocuReueHr SeRvrces (DPS)

FROM

Alicia Tate-Nadeau, Executive Director
Tre Ornce o¡ Euenc¡rcy MANAcEMENT

Aruo Corurvru NrcATroNS (OEMC)

DATE: June 29, 2016

SUBJECT Altaris@Gold CAD Maintenance

0EMC Compliance Concurrence

Req.:118141

Specification: 206684

PO: N/A

The Office of Emergency Management and Communications (OEMC) has reviewed the Compliance Plan

from Northrop Grumman Systems Corporation (NGSC) for the new NCRB contract for Altaris@Gold CAD

Maintenance and concurs with their recommended compliance goals:

MBE Participation:
WBE Participation

6.54Y0

0To

Northrop Grumman provides solid justification as to why their compliance should be at 6.54% for MBE
participation and 0% for WBE participation:

14] 1 WDST MADISON STREET, CHICAGO, IL]-INOIS 60607-1809
WWW. CITYO ¡'CHICAGO.ORG



Opprcn oF EunRcENcy M¡r.lAGEMoNr ANrt CouruuNrcATroNS
CITY OF CHICAGO

L The maintenance services for the CAD system is proprietary and can only be provided by NGSC and
specialized consultants, who have signed confidentiality agreements with NGSC.

2. NGSC employees and the consultants are experts in this proprietary software that was developed at
Northrop's expense and are regarded as trade secrets,

3. Other maintenance services that are provided under this agreement are primarily for the associated
third party products associated with the CAD System. These services are provided from the
providers/maintainers of those proprietary items.

4. Northrop Grumman has shown that there are limited opportunities for minority owned firms and no
opportunities for women owned firms.

Northrop Grumman has demonstrated that all available work for MBE firms is being maximized for the
cunent scope of work, They reviewed the Certification and Compliance (C2) system for opportunities for
women-owned firms and their results show that there are no opportunities for certified WBE firms,

They will periodically review opportunities during the course of this contract and should new opportunities
become available (such as new certified firms that can do some of the work), then we will increase the
percentages according ly,

lf you should have any questions, please feel free to contact Rosemary McDonnell at (312)746-9369
Thank you,

cc: Monica Jimenez, Deputy Procurement Officer

] 411 WEST MADISON STREET, CHICAGO, ILLINOIS 60607-18O9
WW\\¡. CITYOFCHICAGO. ORG



hltORTÍfRCrP tGRlttWt|tA^f Northrop ßrr¡mman Systems Corporation
lnform?ìtion Syslems

Missile Defense & ProtectÌve Syslems Div¡sÍon

lntegrated Fires & Protective Syslèms

7555 Colsl-¡ire Drive

[,4clean, V¡g¡tiiã 2?102

June 23,2016

Ms. Jamie L. Rhee, Chief Procurement Officer
Department of Procurement Services
121 North LaSalle Street, Room 806
Chicago, lL 60602

Re: Altaris@Gold CAD Maintenance Agreement
Specification No.: 206684
Compliance Plan

Dear Ms. Rhee

Northrop Grumman Systems Corporation (NGSC) is submitting a proposal for
Altaris@ Gold GAD (Computer Aided Dispatch) Maintenance. This three year
contract will continue the maintenance of the OEMC's current Altaris@Gold CAD
system (and its associated subsystems) and provide for the upgrade of the CAD
client workstations to our Microsoft Windows 10.

The SPEGIAL CONDITIONS REGARDING (MBEMÍBE) MINORITY BUSINESS
ENTERPRISE COMMITMENT AND WOMEN BUSINESS ENTERPRISE
COMMITMENT FOR MBEM/BE PROFESSIONAL SERVICES (Special
Conditions) is applicable to this Contract. Contained in Article I of the Special
Conditions are requirements for the following participations:

MBE Goal: 25%
WBE Goal: 5%

We have reviewed the potential participation of our MBEAffBE partners and
advise the commitment to which Northrop Grumman is proposing in this
Agreement as follows:

MBE Participation:
WBE Participation

6.54
0%

We hereby request a partial waiver of the MBE and a full waiver of the WBE
Participation goals in accordance with Article V. of the Special Conditions for the
following reasons:

1. The maintenance services we perform for the OEMC is substantially for
the maintenance of our proprietary Computer Aided Dispatch (CAD)



software. These services may only be provided by our employees and
specialized consultants (who have signed confidentiality agreements with
us) with expertise in our software. These products were developed at our
expense and are regarded as trade secrets.

2. Other maintenance services that are provided under this agreement are
primarily for the associated third party products associated with the CAD
system. These services are ultimately provided from the
provid ers/ma i ntainers of those pro prietary items.

3. Therefore, the opportunity for participation in this Agreement by MBE firms
is in the areas of:

a. Technical Proiect Manaqer - Provided by System Solutions, lnc. (SSl)
who will provide overall management of tasks that do not include direct
involvement with our CAD software code.

b. Cisco Smartnet Maintenance - Provided by SSl, who is an authorized
distributor of Cisco Hardware and Maintenance. SSI employees have
Cisco accreditation in the provision of these products and services.

c. Network Enqineerinq will be provided by Data Defenders LLC. Their
work will involve maintaining the City's network used by our CAD. The
network engineering will assure communications between the various
elements of the CAD system and with other systems with which our
CAD communicates.

4. This Agreement is for a term of 2 years, with the option to extend for an
additional one (1) year. ln the event there are any changes or additions to
the Systems or services we provide, we will endeavor to provide MBE and
WBE to the maximum extent we are able.

We have demonstrated by the above that all available work for MBE firms is
being maximized for the current scope of work. We reviewed the Certification
and Compliance (C2) system for opportunities for women-owned firms, and our
results show that there are no opportunities for certified WBE firms. We will
periodically review opportunities during the course of this contract, and should
new opportunities become available (such as new certified firms that can do
some of the work) then we will increase the percentages accordingly.

Accordingly, we request you approve our full and partial waiver request.



Schedules C-1 for of the above firms, and our form D-1 are attached.

Should you have any additional questions or comments please feel free to e-mail
me at John.Kouri@nqc.com or contact me by phone at (703) 556-1351 .

Sincerely,
Northrop Grumman Systems Gorporation

C
J C. Kouri
Contracts Manager

Monica Jimenez, Deputy Procurement Officer (Compliance)cc



SCHEDULE C.1
MBEA/VBE Letter of lntent to Perform as a

Subcontractor, Supplier. or Consultant

FOR
NON.CONSTRUCTION

PROJECTS ONLY

lllinois
60%

The undersigned is prepared to perform the following services in connection with the above named projecUcontract. lf more
space is required to fully describe the MBE or WBE proposed scope of work and/or payment schedule, including a
description of the com mercially useful function being performed. Attach additional sheets as

The above described performance is offered for the following price and described terms of payment:
Network engineering over 3 year total term - Estimated 1,824 hours @ average of $153.15per hour or
ß279,345.60.

Terms of payment are net 30 from receipt of invoice

suq-suBcoNTRAcTrNG LEVELS
A zero (0) must be shown in each blank if the MBE or WBE will not be subcontracting any of the work listed or attached to
this schedule.

0 - % of the dollar value of the MBE or WBE subcontract that will be subcontracted to non MBEMBE contractors.

0 - % of the dollar value of the MBE or WBE subcontract that will be subcontracted to MBE or WBE contractors.

NOTICE: lf any of the ÍUIBE or WBE scope of work will be subcontracted, list the name of the vendor and attach a
brief explanation, descriptlon and pay item number of the work that will be subcontracted. MBE/WBE
crcdit will not be glven for work subcontractêd to Non-MBE/WBE contractors, except for as allowed in the
Special Conditions Regardlng Mlnority Business Enterprlse Commitment and Women Buslness Enterprise
Commitment.

Project Name: l/røris@Gold CAD Maintenance

From: DataDefenders. LLC
(Nameof MBEMBE F¡rm)

Specification No.: 206684

To: Northrop Grumman S.'rstems Corporation _ and the City of Chicago.
(Name of Prime Contraclor)

The MBE or WBE status of the undersigned is confirmed by the attached City of Chicago or Cook County,
Certification Letter, 100% MBE or WBE participation is credited for the use of a MBE or WBE "manufacturer."
participation is credited for the use of a MBE or WBE "regular dealer."

NOTIGE: THIS SCHEDULE AND REQUIRÉ ORIGINAL SIGNATURES.

L3

¡2a- /¿ ¡r,, c.¡ / ¡ ¿-

The undersigned will enter into a formal written agreement for the above work with you as a Prime Contractor, conditioned
upon your execution of a contract with the City of Chicago, within three (3) business days of your receipt of a signed contract
from the City of Chicago.

The undersigned has entered into a formal written mentor protégé agreement as a subcontractor/protégé with you as a
PrimeContractor/mentor: ( )Yes ð )No

08/201 3
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TON¡ PRECKWINKLE

PRESIDENT

Cook County Borrd
of Comm¡sg¡oners

RICHARD R, EOYKIN

Ist Distr¡ct

ROBERT STEELE

2nd Dlstrict

JERRY BUTLER

3rd Distr¡ct

STANLEY MOORE

4th District

DEBORAH SIMS

5th District

JOAN PATRICI,A MURPHY

6th District

JESUS G, GARCIA

7th District

IUIS ARROYO JR.

8th D¡strict

PETER N. STLVESTRI

gth D¡5tr¡ct

BRIDGET GAINER

10th DÌstrict

,OHN P, DALEY

1lth D¡strict

JOHN A. FRITCHEY

12th District

TARRY SUFFREDIN

13th District

GREGG GOSUN

l4th District

IÏMOTHY O. SCHNEIDER

15th D¡str¡ct

JEFFREY R. TOBOLSKI

16th District

5IAN M MOSRISON

17th District

OFFICE OF CONTRACT COMPTIANCE

JACQUELINE GOMEZ

DIRECTOR

1L8 N. Clark, County Building, Room 1020 o Chicago, Illinois 60602 . (312) 603 5502

November 12,2015

Mr, Cyrus Walker, Managing Principal

Data Defenders, LLC

10 W, 35th Street, Suite 9F5-1

Chicago, lL 60616

AnnualCertificationExpires: November12,2016

Dear Mr. Walker:

Congratulations on your continued eligibility for Certification as a Minority.owned Business Enterprise
(MBE) by Cook County Govemment. This ærtification is valid until November 12,2019;however, you must
re-validate your firms' certification annually.

As a condition of continued Certification during the lve (5) year term, you must file an annual 'No Chanqe

Aff!.dey.!!" within six$ (60) business days prior to lhe date of the annual expiration, Failure to file this
Affidavit may result in the termination of your Ceilification. You must notify Cook County's Office of Contract
Compliance of any change in owne¡ship or contnol or any other matters or facts affecting your f¡rm's
eligibility for Certification within flfteen (,l5) buslness days of such change.

Cook County Govemment may commenæ action to remove your firm as a certified vendor if you fail to
notify us of any changes of facts affecting your firm's Certificatíon, or if your firm otherwise fails to coopenate
with the County in any inquiry or investigation, Removal of your status may also be commenced if your firm
is found to be involved in bidding or contractual inegularities.

Your fìrm's name wil¡ be listed in Cook County's Directory of certified firms in the following area(s) of
specialty:

Technology: lT Consulting - Gomputer Forenslc and lnformation Security;
Software Development and Testíng

Your firm's participation on Cook County contracts will be credited toward MBE goals in your area(s) of
specialty, While your paÍicipation on Cook County contracts is not limited to your specialty, credit toward
MBE goals will be given only for work done in the specialty category.

Thank you for your continued interest in Cook County Govemment's Minority, Women and Veteran
Business Enterprise Programs.

Sincerely,

91,

Contract Compliance Director
JG/ek

$ liscat Responsibility t Inrrovative Leadership $ Transparency & Accountability p lrnproved Services



tr-çLOSE !ÌrlliDOI¡VVendor lnformation

tr

Data Defenders, LLC.

Mr. Cyrus Walker

10 w 35th sr.
9Fs-l
Ghicago, lL 60616-3717

312-224-8831 Ext.30l

312-242-1795

vur¡vr¡r.data -defe nde rs.com

Cook County

MBE - Minority Business Enterprlse

111121201s

11t12t2016

Technology: lT Consultlng - Computer Forensic and lnformation
Security; Software Development and Testing

HELF

NAICS 54151 Computer Systems Design and Related Services

NAICS 541512 Network systems integration design services, computer

Customer SuÞport
Copyright @ 2016 B2Gnow. All rights reserved.



Project Name: A/faris@Gold CAD Maintenance

From: System Solutions, lnc. _

Specification No.: 206684

(Name of MBE/WBE Firm)

To: Northrop Grumman Svstems Corporation and the City of Chicago,
(Name of Pr¡me Contractor)

The MBE or WBE status of the undersigned is confirmed by the attached City of Chicago or Cook County,
Certification Letter. 100% MBE or WBE participation is credited for the use of a MBE or WBE "manufacturer."
participation is credited for the use of a MBE or WBE "regular dealer."

SCHEDULE C.1
MBEA/I/BE Letter of lntent to Perform as a

Subcontractor, Supplier, or Consultant

FOR
NON.CONSTRUCTION

PROJEGTS ONLY

lllinois
6Oo/o

The undersigned is prepared to perform the following services in connection with the above named project/contract. lf more
space is required to fully describe the MBE orWBE proposed scope of work and/or payment schedule, including a
description of the commercially useful function being performed. Attach additional sheets as necessary:

Time and Materials for Technical Proieqt Manager at City of Chicago OEMC
Cisco Smartnet Maintenance Renewal for Cisco Hardware and Software

The above described performance is offered for the following price and described terms of payment:
Technical ProiecJ lVlanaoer ovcr 3 vear neriod 5 640 hor r rs averaoe of $91.0'l/hr = $513.296
Cisco Smartnet Maintenance (SSl is a Cisco Dealer) Firm Fixed Price over 3 year period - $539,269 X60% Credit =$323,561

- Total of $836,857. Payment is net 30 from receipt of invoice.

SUB-SUBCONTRACTING LEVELS
A zero (0) must be shown in each blank if the MBE or WBE will not be subcontracting any of the work listed or attached to
this schedule.

0 % of the dollar value of the MBE or WBE subcontract that will be subcontracted to non MBEA/I/BE contractors.

0 % of the dollar value of the MBE or WBE subcontract that will be subcontracted to MBE or WBE contractors

NOTICE: lf any of the MBE or WBE scope of work will be subcontracted, list the name of the vendor and attach a
brief explanation, description and pay item number of the work that will be subcontracted. MBEMBE
credit will not be given for work subcontracted to Non-MBEMBE contractors, except for as allowed in the
Special Conditions Regarding Minority Business Enterprise Commitment and Women Business Enterprise
Commitment.

The undersigned will enter into a formal written agreement for the above work with you as a Prime Contractor, conditioned
upon your execution of a contract with the City of Chicago, within three (3) business days of your receipt of a signed contract
from the City of Chicago.

The undersigned has entered into a formal written mentor protégé agreement as a subcontractor/protégé with you as a
Prime Contractor/mentor: ( ) Yes ( X) No

NOTICE: THIS SCHEDULE ACHMENTS REQUIRE ORIGINAL SIGNATURES

t/t ¿

utF/ // /2

08/201 3
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Dppenr¡r¡ENT oF PnocunuMENT Snnvrcps
CITY OF CHICAGO

OcT 1 0 2013

Naushad Ali
System Solutions, Inc.
3630 CommercialAvenue
Northbrook, lL 60062

Dear Mr. Ali

We are pleased to inform you that System Solutions, lnc. has been recertified as a Minority
Business Enterprise ("lllBE") by the City of Chicago ("City"). This MBE certification is valiã
until 10/01/2018; however your firm's certification must be revalidated annually. tn the past the
City has provided you with an annual letter confirming your certification; such letters will no
longer be issued. As a consequence, we require you to be even more diligent in filing your
annual No-change Affidavlt 60 days before your annual anniversary date.

It is now your responsibility to check the Ci$'s certification directory and veriff your certification
status. As a condition of continued certification during the five year period stated above, you
must file an annual No-Change Affidavit. Your firm's annual No-Change Affidavit is due by
1010112014, 10/,0il2015, 1010112016, and 10l/01l/2017. Please remember, you have añ
affirmative duty to file your No-Change Affidavit 60 days prior to the date of expiration.
Failure to file your annual No-Change Affidavit may result in the suspension or rescission of
your certification.

Your firm's five year certification will expire on 1010112018. You have an affirmative duty to file
for recertification 60 days prior to the date of the five year anniversary date. Therefole, you
must file for recertification by 08/01/2018.

It is important to note that you also have an ongoing affirmative duty to notiff the Cig of any
changes in ownership or control of your firm, or any other fact affecting your firm's eligíbility for
certification within l0 days of such change. These changes may include but are notl¡mited to
a change of address, change of business structure, change in ownership or ownership
structure, change of business operations, gross receipts and or personal net worth that exceed
the program threshold. Failure to provide {he City with timely notice of sucþ changes may
result in the suspension or rescission of your certification. ln addition, you.may þ.e liable for civil
penalties under chapter 1-22, "False claims', of the Municipal Gode of phicagö.' ¿ ' i''

Please note - you shall be deemed to have had your certification lapse and will
participate as a MBE if you fail to:

121NORTH I"ASALLE STREET, ROOM 806, CHICAGO ILLINOIS 60602

be ineligible to

$



System Solutions, lnc. Page 2 o12

. File your annual No-Change Affidavit within the required time period;

o Provide financial or other records requested pursuant to an audit within the required
time period;

. NotiÛ the City of any changes affecting your firm's certification within 10 days of such
change; or

. File your recertification within the required time period.

Please be reminded of your contractual obligation to cooperate with the City with respect to any
reviews, audits or investigatíon of its contracts and affirmative action programs. We strongly
encourage you to assist us in maintaining the integrity of our programs by reporting instancêsor suspicions of fraud 'or abuse to the City's lnspector General at
chicagoinspectorgeneral.org, or 866-lG-TlPLl N E (BGG-¡04847S4).

Be advised that if you or your firm is found to be involved in certification, bidding and/or
contractual fraud or abuse, the City will pursue decertification and debarment. ln adìition to
any other penalty imposed by law, any person who knowingly obtaíns, or knowingly assists
another in obtaining a contract with the City by falsely representing the individual oi êntity, or
the individual or entity assisted is guilty of a misdemeanor, punishable by incarceration in the
county jail for a period not to exceed six months, or a fine of not less than g5,000 and not more
than $10,000 or both,

Your firm's name will be listed in the City's Directory of Minority and Women-Owned Business
Enterprises in the specialty area(s) of:

NAICS Code(s):
811212 - Computer Equipment Repair and Maintenance Services Without Retailing New

Gomputers
811212 - Computei Periplreral Equipment Repair and Maintenance, Without Retailing

New Computer Peripheral Equipment
811212 'Gomputer Repair and Maintenance Services, Without Retailing New Computers

Your firm's participation on City contracts will be credited only toward Minority Business
Enterprise goals in your area(s) specialg. While your participation on City coniracts is not
limited to your area of specialty, credit toward goals will be given only for work that is self-
performed and providing a commercially useful function that is done in the approved specialty
category.

Tllqk Y!! f9r your interest in the City's Minority and Women-Owned Business Enterprise
(MBEA/VBE) Program.

Sincerely,

JLR/sl

rß



SCHEDULE D-1
Compliance Plan Regarding MBE A/BE Utilization

Affidavit of Prime Contractor

FOR
NON.CONSTRUCTION

PROJECTS ONLY

MUST BE SUBMITTED WITH THE BID. FAILURE TO SUBMIT THE SCHEDULE D.1 WILL CAUSE THE
BID TO BE REJECTED. DUPLICATE AS NEEDED.

Project Name:_ A/farls@Gold CAD Maintenance

Specification No.: 206684

ln connection with the above captioned contract, I HEREBY DECLARE AND AFFIRM that I am a duly authorized
representative of Northroo Grumman Svstems Corooration

(Name of Prime Consultant/Contractor)

and that I have personally reviewed the material and facts set forth herein describing our proposed plan to achieve the
MBE/VVBE goals of this contract.

All MBEA/VBE firmsincluded in this plan have been certified as such by the City of Chicago and/or Cook County,
lllinois (Letters of Certifìcation Attached).

L Direct Participation of MBEMBE Firms

NOTE: The bidder/proposer shall, in determining the manner of MBEiWBE participation, first consider involvement with
MBEMBE firms as joint venture partners, subcontractors, and suppliers of goods and services directly related to the
performance of this contract.

A. lf bidder/proposer is a joint venture and one or more joint venture partners are certifled MBEs or WBEs, attach
copies of Letters of Certification, Schedule B form and a copy of Joint Venture Agreement clearly describing the role
of each MBEMBE firm(s) and its ownership interest in the joint venture.

B. Complete this section for each MBE/VVBE Subcontractor/Supplier/Consultant participating on this contract:

1. Name of MBEMBE: System Solutions, lnc.

Address:_ 3630 Commercial Avenue Northbrook. lL 60062

Contact Person: Jason Slusser

Phone Number: (847) 272-6160_

Dollar Value of Participation $ Depends upon reouirement of total contract value

Percentage of Participation 4.90%

Mentor Protégé Agreement (attach executed copy): ( ) Yes (X) No Add'l Percentage Claimed:1-%

Total Participation tt 4 qîo/^

2. Name of MBEAIVBE: Data Defenders, LLC

Address: 10 W.35th Street, Suite 9F5-1, Chicaqo. lL.60616

Contact Person: Cyrus Walker

t The Prime Contractor may claim an additional 0.333 percent participation credit (up to a maximum of five (5) percent) for
every one (1) percent of the value of the contract performed by the MBEMBE protégé flrm.

0812013 Page 1 of 5



Schedule D-1 : Prime Contractor Affidavit-MBE/WBE Compliance Plan

Phone Number: (312) 603-5502

Dollar Value of Participation Depends upon requirement of total contract value

Percentage of Participation o/o: 
1 .640/o

Mentor Protégé Agreement (attach executed copy): ( ) Yes (X) No Add'l Percentage Claimed: _
Total Participation o/o: 1 . 6 4 o/o

3. Name ofMBEAIV

Address:

Contact Person:

Phone

Dollar Value of Participation $

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( )Yes (X)No Add'l Percentage Claimed:_Yo

Total Participation % _

4. Name of MBEMBE:

Contact Person

Phone Num

Dollar Value of Participation $

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimedi-o/o

Total Participation Yo_

5. Attach Additional Sheets as Needed

ll. lndirect Participation of MBEMBE Firms

NOTE: This section need not be completed if the MBEMBE goals have been met through the direct participation
outlined in Section L lf the MBEMBE goals have not been met through direct participation, Contractor will be
expected to demonstrate that the proposed MBE^/VBE direct participation represents the maximum achievable under
the circumstances. Only after such a demonstration will indirect participation be considered.

MBEMBE Subcontractors/Suppliers/Consultants proposed to perform work or supply goods or services where such
performance does not directly relate to the performance of this contract:

1. Name of MBEMBE:

Add

08/20 1 3

Contact

Page 2 of 5



Schedule D-1 : Prime Gontractor Affidavit-MBE/WBE Compliance Plan

Phone N

Dollar Value of Participation s

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimed:_%

Total Participation %_

2. Name of MBEMB tr

Contact

Phone N

Phone Num

Dollar Value of Participation

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimedi-yo

Total Participation %_

3. Name of MBEMBE:

Address:

Contact Person:

Phone

Dollar Value of Participation $

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( )Yes ( ) No Add'l Percentage Claimedi-o/o

Total Participation %_

4. Name of M

Contact Person:

Address:

Dollar Value of Participation $

Percentage of Participation %

Mentor Protégé Agreement (attach executed copy): ( ) Yes ( ) No Add'l Percentage Claimed:_%

Total Participation %_
5. Attach Additional Sheets as Needed

0812013 Page 3 of 5



Schedule D-1 : Prime GontractorAffidavit-MBE/WBE Compliance Plan

lll. Summary of MBEMIBE Proposal

A. MBE Proposal (Direct & Indirect)

1. MBE Direct Participation

2. MBE lndirect Participation

B. WBE Proposal (Direct & lndirect)

1. WBE Direct Participation

2. WBE lndirect Participation

MBE Firm Name Dollar Amount
Participation ($)

Percent Amount
Participation (%)

System Solutions, Inc DUR 4.900

Data Defenders, LLC DUR 1.64%

Total Direct MBE Participation DUR 6.54%

MBE Firm Name
Dollar Amount

Participation ($)
Percent Amount
Participation (%)

Total lndirect MBE PaÉicipation

WBE Firm Name
Dollar Amount

Participation ($)
Percent Amount
Participation (%)

Total Direct WBE Participation

WBE Firm Name
Dollar Amount

Participation ($)
Percent Amount
Participation (%)

Total lndirect WBE Participation

oal2013 Page 4 of 5



Schedule D-1 : Prime ContractorAffidavit-MBE/WBE Compliance Plan

The Prime Contractor designates the following person as its MBEMBE Liaison Offìcer:

DwainSaulsberrv ß12\ 846-s946
(Name- Please Print or Type) (Phone)

I DO SOLEMNLY DECLARE AND AFFIRM UNDER PENALTIES OF PERJURY THAT THE CONTENTS OF THE
FOREGOING DOCUMENT ARE TRUE AND CORRECT, THAT NO MATERIAL FACTS HAVE BEEN OMITTED, AND
THAT I AM AUTHORIZED ON BEHALF OF THE PRIME CONTRACTOR TO MAKE THIS AFFIDAVIT.

Northroo Grumman Svstems Corooration
(Name of Prime Contractor - Print or Type) State of: Virginia

County of: Faufax
(s gn

Tohn C. I(ouri
(Name/Title of Affìant - Print or Type)

,TU///é z 3. Ztct t é

sAnC ;

JD Ig

(Name of Affiant)

personally appeared and, known by me to be th'e person described in the foregoing Affidavit, acknowledged that (s)he
executed the same in the capacity stated therein and for the purposes therein contained.

WHEREOF, I hereunto set my hand and seal

(Notary Signature)

)B
SEAL

u

oa
A

Commission

0812013 Page 5 of 5



Jarpea K. Jceeph, Dlrec.tor

NOTICE OF CRAT{TAGREEMENT .

PART f - Notlce of Grsnt Award to City of Chicago

nto by and between the Illinois Emergency Management

iriää#:rirórnr*eltlIilinois6z't03,*¿citv"iõ-m""gi
The ppqrose of this grant is to utilize fue þ.t:D€parünent of Homela¡rd security (DHs), Federal Fiscal year2015 Eomeland Security Grant program, CFDA #97.0ii7.

for the period ûom September l.
ded under the Agreement fq thé
Agreement and applicable federal

This Agreement and attacbments constitute the entire agreernent between tle,palies and therc *.À.,oo oral agreementsor uniderstanding betwee,rr the parties other rhan wnat fralbeetr-rlä;ä;" writing herein.

PARTIf -Term

The teün of this Agreemeut shafl be frorn september r,zIlsrto July 31, 201g.

PART III - Scope of Work

2015 Agreement
Fiscal Grant year - City of Chicago

lSUASICHGO
Page I of9

2015 Federal



PAITT fV - ComPensat¡on.A,mount

The total compensation and reimbursemeut payable by IEMA to the Sub-rsoipient sh,atl not. exceed the sum of

$39,834,660.76.

I'ÀR'f V - Ter¡ns and Conditions

All of the requfuernents listed in ttris section apply to the federally û¡nded project. The Sub-recipie,nt agrees to include

Uror ,",quirrments in each contiact and subcoÀFact ûnanced in whole or i:r part with fedsral assistance.

NON-APPROPRIATION: IEMÀ's obligations hereunder shall cease imrnediately, without penalty of further psyment

being required, in any year for which the General Ass

sufñcient to pay such obligation or the U.S. Departn
Agency,
recipient
frinding.
of appropriated funds-

METHOD OF COMPENSATION: The Sub-reoipient must submit reports or vendor iwoices with description of costs,

including a statement of payrnent for personnel costs

identification numbers for property subjert to IEMA's p
througþ this Agreement. Such rcports and invoices must

tn no event later than 30 days foltowing the expiration

reimbursement in accordance with the invoice vouoher p

nVle will not reimburse until an After Action

Report/Improv€ment Plan is -recipientsåallm9int91¡r

apórop¡æä records of actual costs eligible under this

Agrcement shall be incurred

REpORTS: The Sub-reoipieat shall provide a quarterþ update of the Project Implementation Worksheet in

Att¿ohment A to IEMA ritnio fifteen (tÐ uusinesJ days after March 31, June 30, September 30, and December 31

be Natioual Incident Management System (NIMS) compl

Homeland Secruity Exercíse and Evaluation Program (HSEEP)'

received under this award will be used
purposes. The Sub-recipient may be
es occured for reasons other than the

ACCOLJNTnIG REQUIREMENTS: The Sub-recipient shall maintaiu effective control and accountability over all

frrnds, equipment, property, and other assets under this Agreement. The Sub-recipient qhaff<eep records su{cie1t t9

p*"i, the'tracking oi n l¿r to ensure that expenditureJ are made in accordance with this Agreement and federal

2015 Agree,ment

2015 Federat Fiscal Grant Yea¡ - City of Chicago

lsUASICHGO
Page 2'of9



requilements. The applicable administuative requirerrents and cost prínciples originate from 2 CFR paf 200, as
adopted byDHS at2 CFRParr 3002.

maintain records for equipment, non-expendable
often as deemed necesss¡y by IEMA, DHS FEMA

200.

DUPLICATION oF BENEFITS: In accordance with 2 CFR Part 200, any cost allocable to a particular federal award
trictions imposed by federat
. However, this prohibition

renns and condirions 
"r,h" 

f*dåt"rÏi,Ïrdt:*tt 
awards ín

MODIFICATION AND AMENDMENT oF TI{E GR¿}IT: This Agreement is subject ro revisioa as follows:

A. Modifications may be required because of changes grant guidance
as detemined by IEMA. Any such required mo ù'" puñ of this
Agreeme,rrt. IEMA shall notiff the Sub-reoipien amendment tosuchregulations bçfore a modification is nade to

B' Modifications may be made only upon written agreemcnt of both IEMA and the Sub-recipient.

TERMINATIoN FoR BREACH oR OTIIER^CAUSE: IE[44 may terminate this Agreement w.ithour penaþ toIEMA or firrther pa¡'ment required in the cvent of

A. 
v¡ithin 15 calendar days after

B.
recipient in the cou¡se of any

or iß application is hcld invalid by any court of
sion or appiication of this Agreernent íf¡"f "*

2015 Federar 
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WORK PRODUCT: The Sub-recipient acknowledges DHS FEMA GPD and St¿te of lllinois resewe a royalty-free,
non- exolusive, and irevocable license to reproduce, publish, or otherwise use, aad authorize others to use, for fed€ßal

and state purposes: (1) the copynght in any work developed undCr a¡. awa¡d or sub-awa¡d; and (2) any rígþæ of
cop¡night to wLich a recipient or sut recipient purchases olvneßhip with federal support, The Sub-recipient shall affix
Uaeãppticabte copyrigþt aotice of'17 USC 401 or 402. The Sub-recipient is subject to requirehents governing the
developmenf, reporting, and dísposition oflights to inventÍons and patents resulri.g from financial assistance awards.
The Sub-recipient agrees to cons'*!t with DHS FEMA GPD, tlrougþ IEM.A" regarding the allooation of any pûtent and
intellectual propüty rights that arise from, or are purchased with, this firnding. All publioations created tbrougþ this
Agreement shail prominently contain the.followíng state,Ínent: "This docwnent was prepared under a grant lrom the
Federal Enzergency Mønøgement Agency's Grant Program Directorate (FEttlU/GPD) within the U.S. Ðeparrment of
Honteland Secwity. Poínls of vìe-w or oplnions acpressed ìn thìs doeumenl are those of the authors'and do not
necessarìly lepresent the oficiaÍ positíon or polícies of FEIIÁ/GPD, lhe U.S. Department of Homeland Security, or
the State of lllìnois."

ACKNOTWLEDGEMENT OF FEDERAL FUNDING; f,he Sub-recþient shall acknowledge federal ftnding when
iszuing stat€ments, press releaseS, rcquËsts for proposals, bid invitations, and other dooumeûts describing projecb or
programs funded in whole or in part with federal fi:ntls.

ACTIVITIES CONDUCTEÞ AÞROAD: For any project activity carried on outside the United States, the Sub-
recþient shall ensu¡e that necessary çoordination with appropriate govemment authorities bccurs and tbat appropriate
licenses, permits, or approvals are obtained.

RECAPTURE OF FUNDS: The Sub-recipient shall ætum to IEMA all grant firnds that are not axpended or that are
received from IEMA in error. .AJl frmds renraining at the' expiration of the period 6f iime the firnds a¡e available for
expenditure or obligation by the Sub-recþiørt shall be retu¡ned to IEN{A ¡¡irhin 45 days, if applicable" IEMA may
recapture those funds ín accordance with søte and federal laws and regulations. The Sub-recipie,nt's failure to comply
with any one of the terms of this Agreønent shall be cause for IEMA to seek recovery of all or part of the grant
proceeds.

POSSESSION OF EQUiPhdEl.lT; Title to equipment acquired by the Sub-recþezrt u,ifh fed€ral fi¡nds vests with the
Sub-recipient. "Bquipment" means tangible, nonexpendableproperty charged directlyto the awardhaving ausefirl life
of more than one year and au acquisition cost of $5,000 o¡ more per unit. The Sub-recipient shall use, manage, and
dispose of equipment acquired under thís Agreement in accordânce with federal and state laws, procedures, and
policies. All equipment purchased with funding reccived through this Agreement shall be used for the entire useful life
of the equipment in accordance with ihe puryose stated ín PART m - Scope of Work. Any variation to the intended
use of the equipment outlined irl PART Itr - Scope of lVork by the Sub-recipient must be approved in writing by
IEI\4A,

MAINTENANCE AND REVIEW OF EQUIPMENT: IEMA reserves the right to invoke the rernedies set forth h the
Illinois Grant Funds Recovery Act for the value of any and all equiprre,nt purohased by tÏe Sub-recipie,nt with graut
funds if said equipment is not properly maintained or has falleu into neglect or misuse accordhg to the standards and
policies of IElvfA. Additíonall¡ the Sub-reoipient may not substitutg exchaage, or sell any equipment pr.uchased with
gant frrnds unless the Sr.rb-recipie,nt has the express written consent of IEMA. All equipment procured by tbe Sub-
recipient througþ this Agreement shall be made available for review by IÐlvIA upon request.

SAFECOM: If firrrding will be used to purchase smerge,ncy communications equipment or to fi¡nd related activities,
the Sub-recipient shall comply with the SAFECOM Guidance for Emergency Communication Grants, including
provisions on technical stândffds tiþt ensure and enhance interoperable commuiúcations.

FALSE CLAIMS: lhe Sub-recipient shall comply with the requirements of 31 USC 3729, wbich pnovides that no
recipient of federal payments shall submit a false claim forpaym.eut.

2015 Agreement
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LIABILITY: IEMA assuûrcs no liabilify for actions of the Sub-recipient under this Agreement, including, but not
limited to, the negligent acts and omissions of the Sub-recipient's agents, employees, and subconfiaotors in their
performance of the Sub-recipie,nt's duties as. described under this Agree,rrent. In addition, IEMA makes no
representations, or warranties, express or implied, as to fitness for use, condition of, or suitåbility of said equipment
purchased pursuant to this Agreunent, excqf as those representations are made by the manufacturer of said
equipment. As to the nature and condition of said equipment, in the use of said equipment, the Sub-recipient agrees to
hold IEIvIA ha¡mless for any defects or misapplications. To the extent allowed by law, the Sub-recipient agrees to hold
hannless IEMA against any and all liability, loss, damage, costs, or eJ.penses, including attorney's fees, arising from
the intentional torts, negligence,.or breach of the Agreement by the Sub-recipient, with the exception of acts perfonned
in conformance with an explicit, written directive of IEMA.

ENVIROM\{ENTAI, ,AND HISTORIC PRESERVATION (EIIP) COMPLIANCB: The Sub+ecipienf shall not
undertake any project baving the potential 1s imFact EHP resources or initiate proourement without thé prior approval
of FEMA, including but not limited to communications towers, physical security enhancements, new construction, and
modifications to builclings, structures, and objects that are 50 years old or greater. The Sub-recipient must comply with
all conditions placed on the project as the result of the EHP review. Any change to the approved project scope of work
will require re-evaluation for compliance with'these EHP requireinents. If groun<i-dlstirUing aõtivities occur during
project implementation, the Sub-recþient üust ensure monitoring of ground tÍisturbancÈ, and if a:ry potential
archeological resources are discovered, the Sub-recipient will immediately cease constructíon in that area and notifo
FEMA and the appropriate State tr{istoric Preservation Office. Any constructíon activities that have been initiated
without the necessary EHP review and approval will result in a non compliance finding and will not be eligible for
FEMAfr¡nding.

AMERICANS IÀ/TIH DISABILITIES ACT (ADA): The Sub-recipient r¡nderstanils the importance of integrating
disabilify access and frrnctional needs ef,îorts into local honeland security and emergency preparedn"s. progru*J
This integration should occur at all levels from planning, to purchasing equiprnent uná ffities, to coniucting
exertises and drills, and should involve disability inclusion experts as partners across all ,rpecti of ernergenc]
plan"ing.

lFW, U¡der penalties o! nerjW, the Sub-recþient c€rtifies that 36{005820 is its correct Federai Taxpayer
Identiñcation Number and that IRS Instructions have beæn provided for proper cornpletion of this certification. The
Sub-recipieot files with the IRS as a þlease check one):

_ Individual
_ Sole Proprietorship

Parbrershin
Comoration

_ Medical and Health Gare

_ Real Estate Agenr
X Governs¡eirtal Entity

_ Tu Exempt Organizarion (IRC 501(a) only)
_ Trust or Estate
_ Services Provider Corporation

2015 Agreement
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CERTIFICATION: The Subrecipient certifies under oath that all info¡rration in its application and this Agreement is
Eue and correct to tÏe best of the Sub-reoipient's knowledge, infonruttion, and belie{ that the fi¡nds shall be used only
for the purposes described in tbe Agreønent; and that the awald of grant funds is conditioned upon such certification

I'ARTì VI - Special Conditions

1- The sub-recipient will provide to IEMA a schedule that willensurc, u¡ ¿ 'inirquffi, quart€fly Urban Area
Working Group (UAWG) meetings. Meeting minutes will be provided to IEMA no later than 15 days
after the meeting. The failure of the IJA'WG to conduct'a meeting during å quart€r will re¡ult iu the
suspension of rcimbursements until a meeting is conducted.

2. The sub-recipient v¡ill submit to IElvfA a combined Urban Area Tbreat and Hazard Identification Rjsk
Assessment (THiRA) rtport no later than December 15, 2015. The THIRA will repnesent the combined
input of all jririsdicdons \r/ithin the designated Urban Area.

3. The sub-recipient rvill suhmit to IEMA an Urban fuea multi-year Training and Exercise Plan (TEp) no
later than Deceuber 15,2015. The TEP will represent the combined input of all jurisdictions within the
designated Urbau Asea"

4. The sub-recipicnt will ensrue that at least 25 percent of grant firnding for projects that support law
enforcement terrorism prevention activities which a¡e consistent u¡ith the eligibility requiremonts listed in
thcNOFO.

The zub-recþient will ensur€ that no more than 50 percent of grant fuuding is dedicated to personnel
activities.

The sub-recipient will ensrue that no operational overtime costs will be incurred without the prior approval
of FEMA.

PART VII- Other Requireirnents

PERSONALLY IDENTIFIABLE INFORMATION (PII): If the Sub-recipie,nt collecb PII, the Sub-recipient is
rgQuired to f3ve a publicly-available privacy policy that describes what PIIit collects, how it uses pII, whether it
sharcs PII with third parties, and how individuals may have tleir PII conected where appropriate.

CONFLICT CF INTEREST: ldo official or employee of the Sub-recipient who is authorized in the Sub-recipient's
official capaoity to rregotiate, make, accept, or approve, or to take part in such desisions regørding a contãct for
acquisition/development c'f property in connection with this Agreemeuf shall have any fiuncial or other personal
interest in any such contact for the acquisition/development. No federal e,mployees shall receive any funds under this
award. lederal employees are prohibited ûom serving in any capacity þaid or unpaid) on âny proposal submitted
under ihis program. The Sub-recipient shall establish safeguards to prohibit employeðs, cònfiactors, and
subconüactors from using thei¡ positions for a purpose that constitutes or pres€nts the àppearance of personal or
organizational conflict of interest, or personal gain.

HATCH ACT: .fhe 
Sub-recipient will comply, as applicable, with provisions of the Hatch Aer (5 USC i501-1508 and

7324-7328), which limit the politlcal activities of employees whose princþal e,mplo¡rrrent activities a¡e funded in
whole o¡ in pari with federat funrÍs.

USE OF FUNDS: The Sub-recipient shail not use any federal either directly or indírectly, in support of the
enacûnent, repeal, modifrcation, or adoption of any law,
express prior written appro'ral of IEMA

or polic¡ at any level of government, without the

5.

6.
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USE OF SEAL, LOGO AND FLAGS: The Sub-recipient must obtain the approval of DHS prior to using a DHS or
United States Coast Guard seal, logo, crest, or reproduction of flags or likenesses of DHS agency or Coast Guard
officials.

DÌLINQUENCY: The Sub-recþiurt shall not be delinquent in the rqra¡mrent of auy fbderal debt, including but not
límited to delinquent payroll or other taxes, audit disalloìryances, and benefìt overpayments.

PUBLIC 1WORKS PROJECTS:, Anypublic works project supported with fi¡¡ds receíved througþ'rtris Agreanent shall
employ at least 90 percent lllinois' laborers on such p¡oject druing periotls of excessive uneurployment in Illinois.
"Public ìuorks" is defined as any fixed work constn¡ction or improvement for the State of Illinois, or any political
subdivision of the State fi¡nded or financed in whole or in part with state finds or f¡nds administered by the State of
Illinois. "Period of excessive unemploymenf is defined as any month immediateiy following two consecutive
calendar months during which the level of uaemploprent in the State of lllinois has exceeded five percent

NON-DISCRIMINATION: The Sub-recipient sball comply with all applicable federal laws relating to
nondiscrimiuation inoluding but not limited to, nondiscrimination on the basis of race, color, national origin, sex,
handicap, age, limited English proficþcy, drug or alcohol abuse. The Sub-¡ecipient shall also comply with federal
and state statutes and regulations regarding whistleblower protertions.

The.Sub-recipie'tt shall take affirmative action to.ensure that applicants for employnent are employed, and fhat
employees are treated during employnent, without iegard to their race, color, religion, s€x, national origin, ancesty,
age, disability, marital status, or unfavorable discharge from military service. Such action shall includõ, ûut not bé
limited to, the followin_g: employmen! promotion, demotion, or transfer; ¡ecruiûnent or recruiùnent advertísing; layoff
or termination; rates of pay or other forms of compensation; and selection for taining including apprenticeship. Th€
Sub-recipie'nt shall post in conspiouous places, available to employees and applicants for ønpl,oyment, notices to be
provided by the Government setSng forth ttre provisions of this non-discrimination clause.

The Sub-recipiect shall disclose
discrimination on the grounds of
or familial status against the re
outcomes and ssttl€ment agreements.

with Executive Orders 12549 and 126g9, which
suspending those persons and entities deerned

any grant firnds provided for in t}is
employee of any fe<ieral agency, a
Member of Congress in connection

NIMS COMPLIANCE: The Sub-recipient is required 16 msi¡r¡in adoption and implementâtion of the NationalIncident Managemrent S)ßtem.

at it hÂs not beeu convicted
ofËcial, agent, or employee
and pursuant to the directio

BIDDING The Sub-recipient certifies that it has not been barred from bidding on or receiving state or localgovenrment contacts as a result of illegal bid rigging or bid rotating as defined i"ï- crirÅal code of 2012 ez,ILCS 5/338-3 and 338-4)

201,5 Agreement
2015 Federal Fisoal Gra¡t year - Cify of Chicago

l5UASICffGO
page 7 of9



TERRORIST FINANCING: The Sub.recipient'shall comply with U.S. Executive Order 13224 and federal law that
prohibit transaclions with, and the provision of resoruces and support to, individuals and organizations associateal with
terrorism.

OTIIÊR APPLiCABLE LAIVS: The Sub-recipient shall comply with all applicable federal laws, regulations, and
orders, including but not liqited to tbe following:

o llotel and Motei Fire Safety Àct of 1990, 15 V5C2225, which requires the Sub-recipient to ensure that all
conference, meæfing, convention, or training space firnded in whole or in part with federal funds complies with
fire prevention and coftrol guidelines;

" Trafficking Victims Protection Act of 2000, as amende.d, 22 USC 7104 and 2 CFR Part 175; ,

r¡ FlyAmerica Act of 1974,49 USC40118;

" USA Patriot,A.ct of 20û1, l8 USC 175; and
o Energy Policy and Conservation Act, 42 USC 6201 .

(4r
that
tion

may result in sanotions including but not limited tq suspersion of græt payments, tenuination of the grant and
debament of grant opportunities with the S&ite for at least one year but notlmóie than five years.

The sub-recipient certifies and agreæs tlat it will provide a drug freæ worþlace by:

(a) Publishing a stat€,Ðent:

(1) NotiSing empioyees 'ihat the unlawful manufacture, distribution, dispensing, possession or use of a
c,ontrolled substance, including cannabis, is prohibited in the Sub-recipie,nt,s worþace.

(2) Speciffing the actions ùat will be takeú against employees fol violations of such prohibition.

(3) Notifyíng the employee that, as a condition of employrnent on such grant, the ernployee will:

(A) Abide by the terms of the statement; and
(B) Notiff the employer of any oriminal drug statute conviction for a violation occuning in the

worþiace no later than five days a r such convictioir.

(b) Estahlishing a drug free awâ¡eqess program to inforrn e,mployees about:

(l) the dangers of dnrg abuse in the worþlace; ' I

(2) the Sub-recipierfs policy ofmaintaining a drug free worþac'e;
(3) any available dr,rg counsoling, rehabilitatioq and employee assistance programs; and(4) tbe penalties thatmaybe imposedupon an employee fordrugtiolations.-

(c) Providing a copy of the-staævnent required by subparagrapb (a) to each e,lnployee engaged in the grant and ûo post
the statement in a promine;ri place in the worþlace. I

(d) Notifying IEMA within ten days after receiving notice under pafr (E) of paragraph (3) of subsection (a) above
from an employee or otherwise receiving actual notice gf such conviction.

G) Imposing a sanction on ai reguiring the satisfactory participation ih a drug abuse assistance or rehabilitation
program by any employee who is so convicted, as required by section 5 oltho Drug Free Worþlace Act.

(Ð Assisting employees in selecting a cor¡nie of action in the event drug counseling, teaûuent, and rehabiliøtion a¡e
required and indicating that a t'ained referral team is in place.
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(c) 
lfryür"""rñÏ:"t$$.t*'* 

to continue to maintaiq a drug Êee worþtace through implemenrarion of the Drug

IN wITNEss WHEREoF, the parties hereto have caused this contract ro be executed by their duly aithorizedrepresentatives.

By:-

L b 2 Gary Schenkel, Executive

DATE: t \-áo- âo

DATE: tl

Couusel

DATË: )

T5TIASICIIGO

By:

By:
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Gn$tqr=*oûTüîiiffi['=??[:iil^1l:î"sementAsency
FY 91112015-813112018 Urban Areaè Seôurity lnitiative Cånt '

(CFDA #92.061, the ,,Agreement")

Management Agency, hereinafter called the ,,Grantor,'
its Office of Emergency Management and

"Grente e" agree that the Agreement shall include theprovisions below and incorporate them in the Agreement as if fullyËet fortn in-eËin, Any
certífications made by the Grantee in the Agreement and herein ãr" maãe oniv on behalf of the
Office of Emergency Management & Communications.

PART Vll - Other Requirements

DEBAFMËNT

With respect to the
civiljudgments within the t
that (i) the former Commi
Sanchez, was indicted on

prison as a result of her pleading guilty in
on her federal income tax returns ðeriúed

to provide more inrormarion concernins this ,rrfflf"ii:i',:'3,.||ions' 
The cítv would be willins

Exceptions, if any, to the City's certífication: None

BrpptNç_

FY 2015-2018 Urban Areas Security Initiative Grant
CFDA #97.067





Thls suþplement ls signed ancl effective on the date of the Agreement of which this supplementis an integralpart.

lllinois Emergency Management Agency Clty of Chicago, by and through theacting
Offlce of Emergency

2 By: Gary W. Schenkel, Director

orr*
Officer

I

By:
Legal Counsel

5

FY 2015-2018 U¡ba¡ Areas Security I¡itiative Grant
cFÐA #97.A67


