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1. Introduction to CSPC

Thisdocument providesinformation aboutthe CSPCrelease. In orderto configure CSPC and ensure a
successful setup, you should have experience configuring devicesfrom a command line aswell asa
basic understanding of network management systems.

CSPC isan SNMP-based tool that discovers and collectsinformation from your Cisco devices. You
should know the SNMP Read Only community string(s) that are set up on your devices. Thisdocument
will walkyou through the steps for a basic CSPC setup.

Prerequisites

Before you’ll have the ability to generate the CSPC’s license file, you'll first need to complete your portal
onboarding to gain access to your service portal. To do that followthe linkbelow.

https://tools.cisco.com/smartservices

(portal Registration Required)

Browsers
CSPC supported browsers are Firefox version 27 to 42 and Internet Explorer (IE) version 9 to 11.

2. Virtual Platform Requirements

This section providesinformation about the virtual platform requirements. Thisguide doesnot
provide directionson howto install the different virtual platforms.

These are the system requirementsfor the collectorimage thatrunson a ESXi 4.x orhigher virtual
platform:

. 250 GB of hard drive space

. 4 CPU cores (virtual CPUs)

. 1 virtual NIC (number of NICsrequired isdependentupon the networktopology)
. 4GB of virtual RAM

3. Download the Virtual Machine Image

Afterensuring that your virtual environment can provide the needed resources, the next step isto
download the CSPC collectorimage. The software image canbe obtained fromthe download center.
The download center containsthe most recent software image. Toaccessthe CSPC collector image,
perform the following steps:

. Gotothefollowing URL:
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https://software.cisco.com/download/release.htmI?mdfid=283114009&flowi d=17761&softwareid=283308
676&release=Collector%20Server&relind=AVAILABLE&rellifecycle=&reltype=latest

. Login with your CCO ID and password if requested.

Download Software 1% Download Cant @ tems) 1 Feedback  Halp
Downloads Home > Products > Cloud and Systems Management > Services > Smart Collector > Smart collector > Smart Collector Software-Collector Server
Smart collector
@ B Acd Device
~ | Release Collector Server F! L
Expand All | Collapse All & Add Notification
- Latest File Information Release Date Size
« All Releases Docker Server Image for Cisco UCS C2xx M3 machines with Cent0S 7.xand Do 04-AUG-2018 1384.18 MB Download
~PS51.0 cker Engine 1.9.x (CSPC 2.6.0.1)- includes Rules Package 3.24
PSS-CSPCS: -2.6.0.1-Docker.t: 1
Collector Server erver ockeriaroz Add to cart
Other Files Publish
Server Image (IS0) for Intel based (incl. UCS M2) machines and Cisco UCS C2xx 04-AUG-2016 2240.10 MB Download
M3 machines with SATA drives (CSPC 2.6.0.1)- includes Rules Package 3.24
PSS-CSPCServer-2 6.0.1-Intel-UCSM3 iso Add 1o cart
Publish
Server Image (OVF10) for OVF Compatible Hypervisors [CSPC 2.6.0.1)- includes 04-AUG-2016 1739.33 MB Downioad
Rules Package 3.24
P55-CSPCServer-2.6.0.1-CVF10.ova Add to cart
Publish
. Click the Dow nload button for the version you need. If you are prompted, acceptthe Terms

and Conditionsto start the image download.

. Deploy thisimage to your environment.

4. Configure Appliance IP Address

Thissection appliesto both the virtual machine and hardware platform versionsof the
appliance. To configure the IP addressof the appliance, perform the following steps:

. For hardware appliances: connect a monitor and keyboard to the server.

. For software appliances: connect to the virtual machine console using your
virtual environment’stools.

After powering on the collector, you should see a request to press any key.

. Press any key

Press any key to continue.
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The “Press any key” displayis normal during the boot up process and may take
several minutesbefore you will see alogin prompt.

. Log into the software appliance via connected console using the following login
id/pw information:

admin/Admin!23

By default, the following user accounts are created:

admin Admin!23 Admin Shell (CLI)
Admin123 Admin123 CSPC Web GUI
collectorlogin <Disabled by default> Linux (Bash)
root <Disabled by default> Linux (Bash)

By default, the only user enabled for CLI access is ‘admin’

To enable collectorlogin androot User IDs, use the pwdreset command. [Referto CLI Commands section]

On the first login, the appliance forcesa password change from the default CLI password.

After logging in to the appliance you will see the following screen:

last login: Thu Jun 5 B8:28:88 2814
ﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬁﬂﬂﬂﬂ“ﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂ
This zsystem is hardened and for the wuse of authorized uwusers only.
#

Individuals uwusing this computer system without authority. or in #
exceszss of their authority, are subject to having all of their #
activities on this system monitored and recorded hy system
personnel.

In the course of monitoring individuals improperly using this
system, or in the coursze of system maintenance, the activities
of authorized users may also be monitored.

finyone using this system expressly consents to such monitoring
and iz adviszed that if zuch monitoring reveals possihle
evidence of criminal activity, system personnel may provide the
evidence of such monitoring to law enforcement officials.

R S R R S R S S R R

#
#
#
#
#
#
#
#
#
#
#
#

see the list of all the commands press *7°
adminif 7

To assign a static IP address, the command conf ip is used.

e Atthe command prompt enterthe following information:
# conf ip <interface> <IP address> <Netmask> <Default Gatew ay>
For example: confip eth0 192.168.1.100 255.255.255.0 192.168.1.1
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admin# conf

To assign adynamic IP address, the command conf dhcp isused.

. Atthe command prompt enterthe followinginformation:
# conf dhcp <interface>

For example: conf dhcp ethO

conft dhop <intfs

adming conf dhep ethi I

Configure the DNS servers:
# conf dns —a <DNS IP address 1> <DNS IP address 2>

Configure the timezone by running this command and entering the appropriate value at the
prompt:
# timezone

Configure the time by syncing withyour NTP server. You can also press enter at the
prompt to use the default:
# timesync

Enable the Linux user login “collectorlogin” and set in how many days it should expire (1-180)
# pwdresetcollectorlogin 180

adming pw set 1let n 180

Record this passw ord!
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Enable the Linux root login and set in how many days it should expire (1-180)
# pwdresetroot 180

Record this passw ord!

To make the changed settingseffective, the appliance needsto be rebooted.

. Atthe command prompt enter:

# reboot
confirm the question on the screen with y

Afterthe appliance hasrebooted, confirm thatthe IP iscorrect.

. Atthe command prompt enter:
# show ip
. Connectto the appliance viaSSHto ensure you can manage the CSPC remotely.
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5. CSPC Registration

A CSPC registration needsto be performed before the collector can be utilized by the portal. The
registration allowsa validation to occur that createsa connection between the CSPC collector and the
Cisco data center. The registration processrequiresyou to obtainthe entitlementfiles(a security
certificate and other registration files). These registration/entitlement filesare used laterto complete the
CSPC installation.

Important!
Do not unzip the entitlement file!

Logintothe service portal at https://tools.cisco.com/smartservices/

. From the left navigation pane, select Actions > Manage Collectors
. Inthe pane displayed, selectthe Actions > Register a New Collector option

e 'é','_;é'c',‘ Smart Services Connection

Manage Collectors (4 Customer(s))

¢) Actions ~ i Export « \|

Disti-Cisco Customer *
Register a New Coliector €)
CUSTOMER:
CISCO SYSTEMS INDIA... Export All
INVENTORY: Manual CSV Import CISCO SYSTEMS (INDIA

DSS_CSPC2601_Inv

il CER-C Upioad CISCO SYSTEMS INDIA

Application Settings [ Disti-Cisco CISCO SYSTEMS INDIA

My Reports [] Disti-Cisco CISCO SYSTEMS LTD

Useful Links

Actions

Generate Reports

Manage Collectors @
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The Registera New Collector screen opens:

Register a New Collector

Follow the step to register a new Collector. * indicates required field

1. Select a Partner™: CISCO SYSTEMS INC -CREDITC... | Step 1: Select Partner Definition Name.

———#

2. Enter Customer Name*: Search

Please enter at least three charaé?ér-c.ugtomer name and click search button to load the Customer.

3 Select a Customer™ T~ — Step 2: Enter Customer Name.
Customer T~ To search, enter at least three
20 .| No filter applied characters and the Customer list will be

displayed in the grid based on the
search criteria.

—————————_, Step 3: Selecta Customer.
A collector can be registered to only

one customer at a time.
4. Select the Customer address to which the new collector will be registered”:

Customer Address City Country
|32 .| Nofilter applied ~

~— Step 4: Select a Customer address.
~_ | List of Customer address site(s) is
populated based on customer selected
in step 3.

‘ T b

5. Select/Create Inventory*: Existing
New

Select an Inventory from the existing drop down list or enter a new custom inventory name.
6. Collector Name:

7. Custom Reference Number:

8. Custom Site ID: site-1457681500655

Add Cancel

Complete the required fieldsas follows:

¢ The Enter Customer Name should be inputinto the form. This searches for all customers with
valid contracts to register a collector for.

¢ SelectaCustomer, based onthe search results, select the customer name to be registered.

¢ Select the Customer Address, Clickthe radio button to select the Customer with the address
to which the new collectorwill be registered.

© 2016 Cisco and/or its affiliates. All rights reserved. This document is Cisco Confidential. For Channel Partner use only. Not for distribution. Page 9 of 44



]
CSPC Quick Start Guide

¢ Select the Inventory, from the drop down list of Existing Inventories or select New and entera
name for the new inventory.

¢ Enter aCollector Name and Custom Reference Number. Provide a meaningful name for
your collection and reference number.

¢ Custom Site ID isan auto-populated field. You may change itto more clearly describe the
location of the collectoryou are registering. The allowed characters include alphanumeric, #, &,
__and - characters.

Clickthe Add button and wait forthe dialogueto popup that will allow you to download the zip file.
Save the zip file to a location where you will be able to find it. Do not unzip the file!

Downloading a Certificate

Downloading a certificate providesyou entitlementfiles, a security certificate and otherregistration related
filesthat are used when installing the Collector entitlementfile. To download a certificate, clickthe
Download Certificate linkin the registration success message dialog box.

| Information

CSP-C registration has been submitted successfully.
Please download Securty Certificate and registration

Information fées from Download Certificate

o Azip file window appears requesting you to eithersave or open the entittementfile, which containsthe
certificate (license file) and other registration files.

e Save the zipfile in yourlocal system.

e An email notification isalso sent to the user who registered the collectorthatincludesa linkto download
the certificate.
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6. Log into the Software Appliance

To access the appliance, open a browser window and perform the following steps:

. Use the following URL format to accessthe
appliance: https://<your_appliance_ip_address>:8001/

You will see some type of security certificate warning on your browser that alertsyou about the websites
security certificate orthatthe browser cannot confirm a secure connection. The warning will be different
depending upon the type browseryou have.

. Acknowledge the warning and then continue with the appliance login.

CSPC Login

]
CISCo Cisco CSP Collector

Username:
Password:
Forgot Password?
Reset
. Enteryourlogin credentials.

The default appliance userid/password is: Admin123 / Admin123

Upload New License File to collector:

The veryfirst time you log into the collector you willbe prompted to import an
entittement certificate. You will not be able to login to the CSPC GUI until thisstep is
performed. This message will appear:

Cisco CSP Collector

Local entitiement file is not available. Apply new entitlemant. The software does
not have valid entitlement(license). Please select one of the following options.

*/| have an entitlement (license) file

License File Browse...

I don't have entitiement (license) file

OK Cancel

Browse to your .zip entitlement file and then click OK.
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Uploading New License
i" Successfully uploaded the entitlement(license) file.
The CSPC Server will be restarted for the new entitlement{license) to be effective.

==

Afteryou upload the entitement and click OK, the collector willreboot. It will take a
couple minutesbefore you’llbe able to logbackin.

Login again usingthe admin/Admin123 credentials. An End User License Agreement
will pop up. Read itand click“l Accept”to proceed. You willthen be prompted for
Password Reset Questions.

Confirm

? You have not specified Password Reset Questions and Answers. Without providing these, you will not be able to recover your password should
the need arise in future. Do you want to provide these questions and answers now?

[ es || No |

. ClickNo to provide thisinformation at a latertime. The appliance now
loadsits software itemsforoperation.

After all software isloaded, the graphical userinterface (GUI) appears.

Admin123 -+ Setings + Wanagement + Reports ~ Admiistration = Help ~ Ilclllsléloh

Device Explorer Tree b Network Summary by Device Family Network Summary by OS Name
4o ko
18
8 Unersaatewaysndaccessservers 16
@ voe i
& VoiceGateways e
& veo H
» & GenerichetworkDevices (20) 3
& Storage o
4 s, p 9
e 4, 4, % % Y
ﬁmw.em O T % R,
& Optical ‘o,%é’ -
&R Networkifanagement %, Qx‘l{"‘"z%
» &% DataCenter (1) =
& Wireless (1) Server Activity Log Messages

© &3 UnifisdCommunications (9)
@ ServiceReadyPatform
- &% Routers (12)
& LiveNiodes (56)
&% ApplicationNetworking (2)
b & Switches (1)
& security

Module Severiy Received At Message
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7. Collector Operation

The collector operation requiresthat the collector have these related tasks performed:

. Entering CSPC Device Credentials
. Device Discovery, Inventory Collection and Upload

Entering CSPC Device Credentials

Thissection describesthe process for specifying the device credentials.

In order to discover network devices and collect device data, you must first enterthe
device credentials.

The setup of device credentialsin CSPC is used for two purposes:

. SNMP credentialsare used forthe initial discovery of the devices, and for
data collection.
. In addition to SNMP, the remaining credentials (telnet, SSH, HTTP, HTTPS) are

used fordata collection from the discovered devices.

To setthe device credentialsusing the SNMP protocol, perform the following steps:

. Onthe CSPC menu, choose Settings > Device Credentials

The Device Credential Configuration windowappears.

Device Credentials Configuration b4
Device Credentials

Enter credentials that will be used for device discovery and inventory and other communications
between server and network devices

NOTE: Credentials would be saved to CSPC server as and when you take the action.

Q.- X
Credential Name Transport User Name IP Address List
Access_Credential  snmpv1 rEEE
Distribution_Cred...  snmpv2c rEEE
Core_Credential snmpv3 admin R
| |Page(1 of1| F P Displaying 1- 3 of 3
O add.. | |© © Dekte st | | '§ Import... | | Export..

Help... Close

click @ to create a credential.
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The device credentialswindow appears, which containscredential identification, authentication
information,and SNMP Read community string details.

Device Credentials ¥ 1

Credential Identitication Include Ip Address Ranges/List (For Discovery and Data Collection)

~ Name UAT Test [0) * |P Address List 2®

Transport
Protocol snmpv2c v

Port

Authentication ) B
Exclude Ip Address Ranges/List (For Data Collection only)

User Name Exclude Ip List 7
Password

Enable Uiser Name

Enable Password

Pass Phrase

Certificate

SNMP V1/Vv2 Community Strings
Read Community @

Write Community

SNMP V3 Authentication Details

* User Name

Engine Id

Auth Algorithm >
Auth Password

Privacy Algorithm »

Privacy Password

L OK Cancel J

Fill outthe required data:

¢ Entera credential name (in example, UAT-Test).GJI
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The credential name can be any name youchoose and should be representative of
the group or area you are working with.

. In the Transport section click the Protocol field drop-down list and specify the
SNMP version of your string.

. For the SNMP V1/V2 Community Stringssection, enterthe respective
Read community string by clicking the ... icon. @ The Enter Read Community
String window appears.

| Read Community ¥

Community String: test_RO_string

i Confirm Community = test RO string '
| String:

| ¥ Display Characters

o] 4 Cancel

. In the Enter Read Community String window, enterthe read community string.
. Then clickOK.

Indude Ip Address Ranges/List (For Discovery and Data
Collection)

* lp Address List

@@

. Enteran IP Address list by clicking the pencil icon@l1 to the right of the IP Address List field in the
device credentialswindow.

o Then enterthe IP address list.

The IP addresses orIP address rangesare required to define the IP addresses that will be used for the
device discovery and data collection, from those identified devices.
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| * IP Address List *

Enter one more IF addresses seperated by space and press Enter
key or press Add button.You can also paste the list of Ip
addreses from the applications like Microsoft Excel by copying
them to clipboard and pressing Ctrl+YV key (for Windows) in the
ip addresses list text field.

* |P Address List * E ok

& Add | X 2
I 102 **
1

172.16.%*

192.168.0.*
| 3
1

OK Cancel

. Afterentering the IP Address in the IP Address list field, click Add

@. The entered data isadded to the IP address list.

»  Thislist specifieswhich IPsCSPC may use with thiscredential to communicate
with devicesfor operationssuch as discoveries ordata collection.

»  SpecificIPscan be provided orwildcardscan be used to replace octetsof an IP
to create arange.

» IfanIP orrange of IPsisnotincludedin thisfield, CSPC will not use this
credential when trying to communicate with a device that hassuch an IP.

»  Entering *.*.*.* will allow CSPC to use the credential withany IP. 172.16.*.* would
only allowthe credentialsto be used fordevicesinthe 172.16.0.0/16 subnet.

The IP addresses that are referenced should be astight orasrestrictive as possible,
while allowing coverage forallrequired devices.

. Afterentering the above data, click OK.

The newIP(s) appearinthe IP AddressListfield.
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Include Ip Address Ranges/List (For Discovery and Data Collection)

* |P Address List | 1p.*.*.* i
172.16.%.*
192.168.0.*
o Click OK.

The Edit Credentialswindow appearswith a successful saved message.

1 Information

\ij) Successfully Saved Credential Set.

oK

. Click OK.

The window closes.

The next steps are used to perform the steps for device discovery, inventory and upload.

To collect show command information, you will need to create an SSH and/or Telnet credential in addition
to the SNMP credential you just created. Followthe same logic as above, but set the Protocol to SSH or
Telnet and fill out the Authentication section with the appropriate username/password, instead of the
SNMP V1/V2 Community Stringssection.
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Device Discovery, Inventory Collection and Upload
There are several different processesthat are required to perform an inventory upload.
Those processes are:

o Discover the Devices

o Run Collection Profile and Upload Data

Discover the Devices

Thissection shows the three ways you can discover your devices as well as howto
run the discovery job:

. Discover devicesusing Known IP Addresses

. Discover deviceswith protocolssuch as CDP, OSPF and ARP

o Discover devicesby scanning/pinging arange of IP Addresses

o Discovery Schedule Options

To discover your devicesfor any of the 3 discovery options, choose Management > Discov er and
Manage Devices.

The Discoverand Manage Network Deviceswindow appears.

Discover Devices using Known IP Addresses

Thisdiscovery process findsthe available devicesin a managed network, where the IP addresses of the
devices are already known. To discoverthese devices, perform the following steps:

Discover and Manage Network Devices X

Select at least one of the following network device discovery methods.

| Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
Discover devices by scanning/pinging range of 1P Addresses

Rediscover the currently manzaed devices

Next = Import.. Help Cancel
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. Select the method you wantto use fordiscovery.
. Then clickNext.

The pane associated to the method you selected appears.

Discover and Manage Network Devices ®

Enter the list of IP addresses for the known devices,

@ IP Address/Host Name

@)+ add x 2
192.168.1.1
10.0.0.1

= Previous MNext = Help Cancel

. Enter the IP Addresses for the devicesthat you want to discover from your network.
Place the IP Addressin the IP Address/Host Namefield@ then click + Ado@ or pressthe
enterkey.

The IP Address is added to the IP Address list.

You can add multiple IPsat once by using a space in between IPs in the IP

Address/Host name fieIt@ .

. Click Next to proceed to the Discovery Schedule Options
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Discover devices with protocols such as CDP, OSPF and ARP
Thisdiscovers the network devicesby using protocol tablessuch as Cisco Discovery
Protocol (CDP), and Address Resolution Protocol (ARP). Data collected from
discovered devicesisused to find additional devicesin the network.

Discover and Manage Network Devices

Select Discovery Methods

Select at least one of the following network device discovery methods.

|| Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
|| Discover devices by scanning/pinging range of IP Addresses

|| Rediscover the currently managed devices

[:PrevjnusJ[ Next = ][menrt][ Help ][ Cancel

. Select Discover deviceswith protocols such as CDP, OSPF and ARP.
. Then clickNext.

Discover and Manage Network Devices

X

Discover devices with protocols such as CDP, OSPF and ARP

Select list of seed devices and protocols need to be used in discovery operation

@ select Protocols ¥ Cisco Discovery Protocol (CDP) Routing Tzhle || Address Resolution Protocol {ARP)
|| OSPF Neighbours || Border Gateway Protocol (BGP) || Link Layer Discovery Protocol (LLDP)
|| Hot Standby Router Protocol (HSRP)

Hop Count 3 E @
Seed IP Address/Name @

@[+ A.mj X Deele 2 Modily
192.168.1.1
10.0.01

| <o | v | o || caca
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. Select the protocolsby clicking the boxes next to the protocol(s) you would like the CSPC to
consider. The collectorwill lookat the corresponding tableswithin a device to find IP addresses for
devices within those tablesto discover. @

. Specify the Hop Count value @ that you would like the CSPC to go, beyond the seed device

. Enteryour seed device IP Address(es) @ and then click+Add @to add them to the seed device
list.

. Click Next to proceed to the Discovery Schedule Options

Discover devices by scanning/pinging a range of IP Addresses
Thismethod uses SNMP to contact all the IP addresses in the range you specify.

You provide the starting IP address and the ending IP address of the range or

specify a particular subnet using CIDR notation.

Discover and Manage Network Devices %

Select at least one of the following network device discovery metheds.

Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
#| Discover devices by scanning/pinging range of IP Addresses

Rediscover the currently managed devices

MNext = Import... Help Cancel

. Select Discover Devices by scanning/pinging range of IP Addresses.
. Then clickNext.
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Discover and Manage Network Devices *

Enter the list of Ip Addresses ranges for scanning. The devices at these addresses will be pinged using ICMP Ping mechanism

StartIP Address (D 192.168.1.0/24 CIDR Address? ¥ (D)
End IP Address

@)+ add x 2

= Previous Mext = Help Cancel

You can enterranges by specifying the exact starting and ending IP address for arange orby entering in
a network address with its corresponding CIDR notation.

For this example the CIDR option ishighlighted.

. Enterthe network address inthe Start IP Address field@ followed by a slash (/) and the
appropriate network bitnumber. Then clickthe CIDR Address box @ and press +Add®

Any range largerthan 255 addresses will yield the following pop-up message. Thisis informing you that
itmaytake some time forthe Discovery Job to complete.

Confirm

&

Too many IPv4 Addresses in the range. The discovery operation may take long time. Are you sure you want to a2dd this range?

¢ ClickYesand proceed.
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CISCO.

Discovery Schedule Options

After you select one of the three discovery optionsmentioned above and putin yourIP Addresses or
ranges of IP Addresses, decide if you wantto run that discovery now or schedule itforsome time in the
future.

Discover and Manage Network Devices [x]

Discovery Schedule Options

* Management Protocol: 'Z/-snmp\rzc |7 (D
- snmpvl -’
~ Discovery Options e ~

snmpy3

|| Enable NMAP Discovery

|| Do not Manage Devices
. -
~SNMP Timeout ~,

* SNMP Timeout (in sec): 3

L.

~Job Description ~

Job Description:

.
|fJ.m Opti ~

@ ® Start discovery now

|r'\n|.1|4-

[m][ Finish || Export Seftings... || Hep || Close |

. Under Management Protocol, select the version of SNMP that corresponds with your Device

Credentials. {D

. Decide if you want the discovery to run now or schedule for the future.'l.:l;)I For this example, we
will considerthe option to discover now.

. Click Finish and your discovery job will run.
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CISCO.

After performing the above steps, the “Successfully completedthe Discovery Operation” message is
displayed.

. Click OK.
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Run Collection Profile and Upload Data
The below steps will help you set up the Collection Profile that willenable CSPC to collect relevant device
data, as well asinitiate an uploadto the Cisco Data Center upon completion.

. To manage your Collection Profile, Clickthe Applications tab and choose Data Collection
Settings > Manage Data Collection Profile. The data Collection Profilespane appears.

Dashbaoard E Applications

Do Mot Manage Devices List - Discavery Jobs Manage Data Collection Profiles '*

4 ] Device Discovery and Managemert -
i i o e Q- % () Add Collsction Profile... & Q@ €} Import Collection Frotile from a Zin il =+ @

Mame Lock Status Scheduled Device Selection Dataset Count
1 device(s) Selected 133

Discover and Manage Devicas

Unmanage Devices

Device Access Verification Minimum Collecter Prafile "?JUnLu:ked 6
Device Prompt Collsction Defaut _CP e 1 group(s) Selected 296

] Data Collection

%Un\.ockau

Run Callection Profile
Run &pplication Profile
Run Upload Profils

a ] Data Collection Seftings

Manage Applications Discovery Profiles

m

Manage Jump Servers

Manage Data Collection Profiles
Creste Adhoc Data Collection Profiles
Manage Datasets

Manage Platform Definitions

Manage Data Integrity Rules

Manage Data Masking Rules

Import All Rules

Manage Syslog Source Files

Manage Upload Profiles

4 (] Manage Groups
i Page 1 of 1 Displaying 1 -20f 2

. Double-clickthe collection profile Minimum Collection Profile. The Modify Collection Profile

window appears.

The Minimum Collection Profile isbundled with the CSPC appliance. The Minimum Collection Profile
containsa minimum set of mandatory collection commandsthat are requiredto be processed foreach
inventory collection/upload.
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Modify Collection Profile %

Select Devices | | Select Datasets Profile Details

Collection Profile Details

* profile Title:

* Identifisr:

Description:

Profile Priority: Medium w
Preserve Run Count: i w

| . Service MNarne: partner _support_service

— n —
Service YWersion:

Rule Package wersion:

i8]
o

Use Fallback Credentials:

Run Discovery Before Collection:

O & Ow

Run Prompt Discovery Before
Collection:

Run DAY Before Collection:
Disable Collection Interval:
Mazk IP Address:

Mask Domain Marne:

5 T

Export Seed File:

Advanced Options..

Collection Profile Schedule

[] Schedule Periodic Callection

Mo schedule configured

Export Options

m

Export upon successiull execution of collection profile
* Export Format:

* File Mame Prefix: Mir_\'SEM

Upload To Rermote Server:

Helg... K Cancel
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The Modify Collection Profile panel lets y ou perform the same profile functions as noted in Profile Details tab of the
Add Collection Profile section:

. Provide collection profile details.

. Set profile running parameters.

. Set a collection schedule forthe Collection to run periodically.
. Set export options.

Do NOT change the service name (in example, partner_support_service) that isin the service
name field. The field is allowed to be modified; however, if you change the name to something else,
when inventory data gets sent to the Cisco Data Center, the data repository will not recognize the
different service name and the data will not get routed correctly.

. Click the Profile Detailstab @ and then check the boxes for, ’'Run Discovery Before Collection,’

and ‘Run DAV Before Collection’
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r‘lndiﬁ,r Collection Profile x|

Mask IP Address: A
Mask Domain Mame:

Export Seed File:

Advanced Options..

Collection Profile Schedule

@ ¢ Schedule Periodic Collection

Mo schedule configured

®

Export Options

@ ¥ Export upon successfull execution of collection profile

* Export Format:

* File Mame Prefix: Min_YSEM
Upload To Remote Server: v
Help... Ok Cancel
|
. Scroll down to the bottom of the window and check the boxes for Schedule Periodic Collection @

and ‘Export upon successful execution of collection profile’@

The ‘Export upon successful execution of collection profile’ checkbox enablesuploads. With this
checkbox checked, afterthe collection completes, CSPC will upload the collected data from the
Collection Profile to Cisco.

. Click Configure Schedule@ to proceed to the Configure Schedule Screen
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Configure Schedule X

Range of Recurrence
0 ®

Schedule Start Date/Time | October 17,2015 8 01-00 + ¥ Repeat schedule

@ * Mo end date
Schedule End Date/Time

End by  October 12,2015 3| 01 .45 «
Recurrence Pattern
Minutely | m
scur 1 Week(s) on
Daily Bvery
@ ® Weekly Sunday Monday Tuesday Wednesday
Monthly Thursday Friday #| Saturday
Yearly

Ok Cancel

. Begin by selecting the date of the first collection by clicking the Calendaricon.@

. A calendarwill pop up; select a date.

After you select yourdate you will be brought back to the Configure Schedule window.

. Enterthe time of day you would like the collection to take place.
. Check the box for Repeat schedule.@

o Then selectthe No end date radio button.@l1

. Now choose the Recurrence Pattern. G)
. Click OK to save your changesand return to the Modify Collection Profile window.
. Click OK to close out the Modify Collection Profile window.

Your collection will occur at the date and time you specified.

If you want to run an On Demand collection, go to Management > Run Collection Profile, select
min_cp and then click Finish. Please refer to the screen shots below.
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CISCO.

Select Collection Profile
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Running Collection Profile Job(3%) <
: @ Selected Devices:1618 @ Completed Devices:69 :

No  pAddress  HostMame  Message 1
1 1721843202 = = inventoried 172.18.43.202 | .
2 1721820372 - inventoried 1721820372 | £
3 172.18.141.47 [ I | Inventoried 172.18.141.47 -

B 172.18.155.127 [ BN inventoried 172.18.155.127 :
5 172.18222.77 N Inventoried 172.18.222.77 '

| 6 172.18.149.219 = BN 50 inventoried 17218149219 |

; 7 172.18.435 o m Inventoried 172.18.4.35 |

;a 172.18.203.137 H == inventoried 172.18.203.137 |

9 172.18.123.31 Lo Inventoried 172.18.123.31  *

10 1721823279 ja inventoried 1721823279 | -

i4 4 Paget of2 b b Displaying 1 - 50 of 69

. o |

|..<Previous... || Export Report... ||

The detailsof the data collectionare filled in. A summary isabove|~; and the details
are below. ' J

¢ Afterthe collection processfinishes, the above report can be exported by clicking the
Export Report... button. @'

¢ ClickClose when you are finished orto let the Collectionrun in the background.

When the collection job completes, the upload will be sentto the Cisco Data Center. It maytake up to 24 hours
before your upload will be processed by the portal.

You can viewthe upload status by going to: https://tools.cisco.com/smartservices and clicking Library >
Inv entory >lInv entory Collection
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Appendix A: Manual Import

A partner can also import inventory manually to the portal in one of the following conditions:
e A customer doesnotneed a collectorin the deployment environment.
e A customer does notwant the partnerto collectinformation of all the devicesfrom their network.

For more information on importing the inventory manually into the portal, referto your portal user guide.

Note: The mutual relationship isnot established between the device information thatisuploaded using the CSV
file. For instance, if you upload the information for a router chassis and the cards installed within that chassis,
then the applicationmight not be able to discern thatthose cards are installed in the chassis. Also, knowledge
aboutthe chassis support contractthat actually coversthe installed cardsis not known. (For example, a card
thatis covered undera chassis contract will be reported as uncovered in the reports).
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Appendix B: DPA Masking

The CSPC doessupport IP Address and Hostname masking.

Admin123 = g Managemert = Reports = Administration = Help =

CSPC Quick Start Guide

Device Credentials, ..
E Dashi Module Credentials. .,
Changing Credential Import...
| DEYICE Ny Credential Lock Settings... _E]J Bzl 9=
L/ d : Import DSIRT Files. .. J General Settings ] [ Prompt Settings ] [ Submode &nd Init Setkings I [ Export Settings
o ) Device
Inventary Settings...
" (Jpata 5 _— ~ IP Host Mask Settings
> (Jpsta scovery Settings...
o (IManeg  Applcation Settings... ‘ Start IP; 11,11,11.1
oo ok uJ Advanced Job Settings. .. Start IPV6G: ul
Reports Do Mok Manage Devices List... %‘ Start Host Marme: SE
I ——
al Manage Applications Discovery Profiles. .. -
- Node Display
Manage Data Collection Profiles...
Create Adhoc Data Collection Profiles. .. Giobal Display Type: | HOSTNAME |
Manage Datasets, .,
- Telnet Echo Handler Config
Manage Platform Definitions, ..
Manage Data Integrity Rules... Platform List: | WL |
e era et G R Sys Object Id List: |.1.3.6.1.4.1‘9.1.1615,‘1.3.6.1.4.1.9.1.753,.1.3.6.1.4.1.9.191|
Import All Rules...
Ll Setti
Manage Syslog Source Files. .. ser b2
Manage Upload Profiles... Total User Session Count: | -1 |
. Click View IPHost Masked Values to download/save itin your local machine "CurrentMappinginfo"

file with the extension of ".txt" file

0 ar

X -

Fie Name

Qurrenthéagringhfo

From Date T Dete

Men, Dec 9, 201303.0459+... Thu, Dec 12,2013030049... |

Priostiask 136653540088, Mon, Dec 9, 2013030453+, Mon, Dec, 2013030458+
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Appendix C: LifeCycle Management (LCM)

Collection Platform Software upgrades are released on aregular Cadence. These upgrades provide several new

features or support for new devices or improve performance or improve the security of the already deployed
collectors atthe Customer/Partner locations.

We highly recommend partners upgrade their Collection software to the latest version by following the below 6
simple steps.

Note: The user shall be able to upgrade their collectors from CSPC version 2.3.x and above to the latest
version using a single patch .

1. Login: Login to adminshell using admin credentials

darning private system unavthorized wusers will be prosecuted.
localhost logim:

2. Establish connection: after login at the prompt, enterthe "conf server enable" command to enable

connection with the Cisco's upgrade server. At the prompt provide your registered CCO credentials. Thisshall-

e validate that you have a valid contract and are eligible to receive upgradesto your Collector
e enable connection with the Cisco’s Collection Platform Software upgrade server

You may notice the message “Operation succeeded” on successful login
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3. Current Version detalls: view detailsof your current Collector Platform Software version by using

the "sh version" command

In this example you notice the detailsof all the componentsof your Collection Platform Software. CSPC version
isshown as CSPC 2.3.8; You also notice the Service Pack(SP) & JeOS versions as well.

4. Check for Updates: Check whether your collector has any new updates by running "check
update" command at the prompt.

In case your connection to the Server is notenabled you shall see a message asshown below—
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Viewthe license agreement and download shall start only after you accept the license agreement by saying

Y.

You may review the status of download by running the "sh download" command as shown below.

You notice the status as "Downloaded" and 100% completed on completion. Thedownload might take several
minutes, depending on several factors such as size of the patch, network speed/latency etc. In our example the
download took around 30 minutes
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6. Apply Patch: after completing the download, apply the patch on to your collector by running the "apply
sp<ver>" command

If the patch requires the collectorappliance to be rebooted, you shall be a shown a message for the same. The
patch shall be applied only afterthe user confirmsto continue.

You may review the status of patch application by running the "sh apply" command
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ReviewNerify: After applying the patch (and on appliance reboot if required), you may again run "sh
version" command to view the latest Collector Platform Software version by using the "sh version" command

and verify your appliance isup to date.

You may again run "check update" command to confirm that your appliance isup to date and has the latest

patches.
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This section lists allthe CLI commands, and a brief explanation of each command. The table also identifies which default

user accounts hav e authority to use each command.

N

CSPC Quick Start Guide

Note A user can connectto the 'target hardware' using SSH to shell, which is part of installed ISO/CSPC
image, using the standard ssh client, and can then configure the CSPC.

and software configuration of interest to Cisco support
personnel. This command is sy nony mous with show
v ersion [destination_file]

Destination file: Located in a directory local to the
partner's/customers laptop. Full path specified. The
‘about'/'show v ersion' command rejected if there is a
naming conflict -- with appropriate screen message.

CLI Command Explanation User IDs
(Privilege)

? Display s av ailable commands cisco, admin, user

about Provides detailed inf ormation about appliance hardware All (cisco, admin, user,

viewer)

clear history *

Clears the command history for the current user, if
command is invoked without user id; clears the command
history for the specified user if specified with a user id.

*'cisco' can clear

histories for all user ids.

*'admin’ can clear
histories for'admin’,

'viewer' and 'user'

*'viewer' and 'user' can
clear their own histories

collector <options>

The smart collector options are: start / stop / status /
restart.

cisco, admin, user

conf date *

Manually set the date and time

cisco, admin, user

conf dhcp <intf>

DHCP configuration

cisco, admin, user

conf dns [-ad] *

Configure the domain name server (DNS) (* means "one or

cisco, admin, user
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more")

admin# conf dns [-ad] aa.bb.cc.dd ...

For example:

To add the dns name server IP use:

admin# conf dns -a 192.168.1.1 192.168.2.1

To delete the dns name server IP use:

admin# conf dns -d 192.168.1.1 192.168.2.1

conf ip*

Static IP Configuration, lets y ou configure:

<intf> <ipaddr> <netmask> <gateway >

cisco, admin, user

conf proxy *

conf proxy <ipaddr> [<port>][<user> <passwd>]

The Conf proxy command allows the user to set the proxy
serv er, which enables intranet/internet traffic to be routed
from the configured proxy serv er originating from the Smart
Services Appliance.

The Conf Proxy command supports only HTTP traffic. This
means if the appliance needs to access the internet viaa
NON-HTTP protocol like — XMPP, then the traffic will not
be routed viathe proxy servers.

Smart services appliances use outbound traffic to
communicate with Cisco. The specific ports for outbound
communication are noted in section.

cisco, admin, user

connectivity direct-mode

<options>

Options are enable or disable. Enables or disables

connectivity direct mode (P2P gateway - IPsec tunnel).

cisco, admin, user

dmidecode *

Display s the hardware status provided by Boot Firmware.

cisco, admin, viewer

firewall <options>

Enable/disable firewall rules (this refers to the OS firewall
and is meant for special circumstances only).

In normal situations, firewall rules should be preconfigured
in the appliance.

cisco

hostname <hostname>

Specifies the hostname of the device.

cisco, admin, user

log download *

This command places the selected log file into the
CSPCllogs directory when enabled. The selected log file

cisco, admin, user
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can then be downloaded into the desktop using the CSPC
browser.

Options are:
<logty pe> (enable | disable)

logty pe = CSPC | addon | UNIX | adminshell

logout Logout from this session All (cisco, admin, user,
viewer)
passwd Change cisco/admin passwd Each user changes their

own password

ping * View ping details cisco, admin,
powerof f Shutdown and power off the sy stem cisco, admin, user
proxy <options> Turns on/off the proxy configuration for an appliance. cisco, admin, user

Options are: (enable | disable)

pwdreset <user> Reset cisco/admin user password to default Can reset passwords
forlower levels only
(See default user

accounts)
reload Reboot the sy stem cisco, admin, user
route [-ad] * Configures a static route on an interface. Options are: cisco, admin, user
<intf> <network/mask> <gateway >
show connectivity direct-mode | Indicates if Connectivity direct mode (the P2P gateway - cisco, admin, user
IPsec tunnel connection) is enabled or disabled.
show date Show the current date All (cisco, admin, user,
viewer)
show firewall Display s the firewall rules cisco
show history * Accesses the command history files stored on the *'cisco' canview

appliance. Display s the command history for current user, if | histories for all user ids.
invoked without user id; display s a command history for ) )
. . . ) . *'admin’ can view
specified user if specified with user id. . . .
histories for 'admin’,

'viewer' and 'user'

*'viewer' and 'user' can

viewtheir own histories

show hostname Display s the hostname All (cisco, admin, user,

viewer)

© 2016 Cisco and/or its affiliates. All rights reserved. This document is Cisco Confidential. For Channel Partner use only. Not for distribution. Page 41 of 44



CSPC Quick Start Guide

show ipconfig

Shows the following information:
- DHCP enabled (y es/no)

- IP address

- Subnet mask

- Physical (MAC) address

- Default gateway (proxy)

- DNS server(s)

All (cisco, admin, user,

viewer)

show logs *

Display logs based on selected file in each category.
The options are:

<logty pe> (include | exclude | begin <pattern>)

logty pe = ADMINSHELL | ADDON | LINUX | CSPC

The include | exclude | begin options allow users to specify
v arious search criteria based on the specified pattern on
the selected log file.

Usage:

admin# show logs (logty pe) include|exclude|begin (pattern)
E.g.:

admin# show logs ADMINSHELL

admin# show logs ADDON

admin# show logs LINUX

admin# show logs CSPC

cisco, admin, viewer

show monitor

Shows the following information:
(1) network utilization (%) for ethernet port

(2) CPU and memory utilization

All (cisco, admin, user,
viewer)

show route

Display s the routing table of the appliance.

cisco, admin, user

show timezone

Shows which time zone is set

All (cisco, admin, user,

viewer)

show version

Display version

All (cisco, admin, user,
viewer)

ssh <options>

Enables or disables ssh access

cisco, admin, user
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Options are: (enable | disable)

Sudo <command>

Launch Linux shell from admin shell using the ‘sudo’
command to prefix Linux shell command.

Example use cases:

- Can also be used to viewlogs accessible viathe Linux
shell only .

- View the appliances directory structure

- Mount and unmount an external drive (e.g. USB flash),
viewdirectory structure of external drive, copy files
between external drive and appliance's hard drive.

cisco

telnet <options>

Enable or disable telnet access.

Options are: (enable | disable)

cisco, admin, user

timezone

After pressing enter the sy stem display s all the time zones
and then asks if you want to change the time zone; enter
(yes | no)

cisco, admin, user

traceroute <host>

Lets y ou enable trace routing for a network device
specified by the IP address and alternativ ely specify afile

name for the results.

cisco, admin,

ush <options>

Options are:

mount | unmount | list | status | copy from USB drive

cisco

User Help:

User help forlisting
commands and for describing
individual commands.

(1) Ty ping a command name without parameters shall list
help for that command e.g. ty ping “show log”. The
command has to be available to the userid (privilege);
otherwise, it is shown as not available.

(2) Ty ping ‘?’ after acommand name shall be equiv alent to
ty ping the command without parameters.

(3) General keywords such as "show" or "conf" shall list the
show or conf commands av ailable to the user, but no help

for the commands.

(4) Ty ping “?* will list all the CLI commands that are
av ailable to the user.

Each user ID has

access to help for the
commands that are

relevant to its privilege
level.
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