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Troubleshooting FAQ
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How to — Disable the initial credentials prompt after a factory reset?
When you factory reset a phone, by default, after the phone boots up, it will prompt you to set a password.
(Screenshot taken from a 6851).

Set password

New password

Reenter password

There are two ways of disabling the above prompt. You can set the parameter from DMS, or you can set it
manually on the Phone Web Ul. Follow the below instructions

1. To disable using the provisioning server, set the below parameter to “No”:
<User Password Prompt ua="na">No</User Password Prompt>

1. Todisable via the Web Ul, navigate to http://IP_ ADDRESS PHONE/admin/advanced
2. Go to Voice - System and set User Password Prompt to No

< c @ ® 10.10.30.172/admin/advanced

- o
llIll 1 I 1 flsco IP Phone for 3rd

cisco CP-685

Info Call History | Personal Directory

System SIP Provisioning | Regional Phone Ext1 Ext 2 Ext 3 Extd User Att Console | TR-069

System Configuration
Restricted Access Domains:
Enable Web Server.  Yes
Enable Protocol:  Hitp
Enable Direct Action Url:  Yes Session MaxTimeout. 3600
Session Idle Timeout. 3600 Web ServerPort. 80
Enable Web Admin Access: Yes Admin Password:  Change Password

User Password:  |Change Fassword Phone-Uk-readonly | No

Phone-Ul-User-Wode:  No User Password Prompt  Yes
Block Nanproxy SIP: | Mo

How to — Upgrade the firmware on the phone?
Upgrade the firmware manually and locally, using TFTP or HTTP

1. Download the desired firmware files from Cisco CCO (the following example uses firmware version
11.2.3MSR1-1)


http://ip_address_phone/admin/advanced

Software Download

Downloads Home / Collaboration Endpoints / IP Phones / IP Phones with Multiplatform Firmware / IP Phone 8800 Series with Multiplatform Firmware / IP Phone 8851 with Multiplatform Firmware
/ Multiplatform Firmware- 11.2.3 MSR1-1

(a ) IP Phone 8857 with Multiplatform Firmware
Release 11.2.3 MSR1-1 Related Links and Documentation

A My Notifications - No related links or documentation -

Latest Release v
All Release b File Information Release Date Size
MPP v11 > Multiplatform Phone Firmware Release: 11.2.3 MSR1-1 25-Apr-2019 103.21 MB R YA

cmterm-88xx.11-2-3MSR1-1_REL.zip

Related Software

Multiplatform Phone Locales 07-May-2019 27.03 MB + \:/ .
cmterm-68xx_78xx_88xx.11-2-3MPP-MSR1-Locale-1.zip %

2. Extract the zip file and save it to the TFTP or HTTP root folder (In this case the example shows the root
folder of a Windows with an HTTP server enabled)

Windows (C:) » wamptd * www » Cisco *+ cmterm-880.11-2-3MSR1-1_REL

Mame - Date medified Type Size

D boot1288:0.BE-01-007M.sbn 16/04/2019 22 SBN File 125 KB
D fhidfhoe BE-01-010M.sbn 16/04/2019 22 SBN File 93 KB
D kernB&o11-2-3MSR1-1.5bn 16/04/2019 22 SBM File 47149 KB
D kern2880011-2-3M5R1-1.5bn 16/04/2019 22 SBM File 3,021 KB
D mpatch288:0c.BE-01-001M.sbn 16/04/2019 22:53 SBN File 16 KB
D rootfsBio11-2-3MSR1-1.sbn 16/04/2015 22:54 SBN File 47,657 KB
D rootfs288:0:.11-2-3M3R1-1.5bn 16/04/2019 22:54 SBN File 43101 KB
D sb288:00BE-01-025M.5bn 16/04/2019 22:53 SBN File 422 KB
D sb2288:00BE-01-012M.sbn 16/04/2019 22:54 SEN File 739 KB
D sip880c11-2-3MSR1-1.loads LOADS File 2KB
D ssb28800BE-01-007M.sbn SBM File 12T KB
D vedBlhon11-2-3M5R1-1.5bn SBM File 4,065 KB

3. Loginto http://IP_ ADDRESS PHONE/admin/advanced

4. Navigate to Voice = Provisioning

5. Scroll down to Firmware Upgrade and populate the Upgrade Rule with the location of the loads file,
using the IP address of the TFTP/HTTP server in place of the one in the example (in this example
http://10.10.30.104:8080/Cisco/cmterm-88xx.11-2-3MSR1-1 REL/sip88xx.11-2-3MSR1-1.loads is
used)



http://ip_address_phone/admin/advanced
http://10.10.30.104:8080/Cisco/cmterm-88xx.11-2-3MSR1-1_REL/sip88xx.11-2-3MSR1-1.loads

<« (& ‘m‘ @ 10.10.30.171/admin/advanced

o I Il I | 4 Cisco IP Phone for 3n

CP-8851-3PCC Configuration Utility

Call History | Personal Directory

Regional Phone Ext 1 Ext 2 Ext 3 Ext 4 Ext & Ext 6 Ext 7 Ext 8 Ext 8 Ext

DHCP Option To Use:  66,160,159,150,60,43,125
Log RequestMsg: 5PN SMAC — Requesting resync $SCHEME //$SERVIP-SPORTSPATH
Log Success Msg:  SPN SMAC — Successful resync $SCHEME //$SERVIP:3PORTSPATH
Log Failure Msg: 5PN SMAC — Resync failed: $ERR

Upload Configuration Options
Report Rule
HTTP Report Method:  POST
Report To Server: | On Request
Periodic Upload To Server. 3600
Upload Delay On Local Change: 60

Firmware Upgrade
Upgrade Enable:  Yes
Upgrade Rule Hhtlp:!ﬁ[].10.30.104:8USUICiscolcmterm—88>0(.11-2-3MSR1-1_REUsip88)oc.11-2-3MSR‘M.Ioads [
Log Upgrade RequestMsg: 5PN SMAC — Requesting upgrade $SCHEME://$SERVIP:5PORTSPATH
Log Upgrade Success Msg: 3PN SMAC - Successful upgrade $SCHEME://3SERVIP:$PORTSPATH - SERR
Log Upgrade Failure Msg: 5PN SMAC — Upgrade failed: 3ERR

Peer Firmware Sharing:  Yes

Peer Firmware Sharing Log Server

Cisco Headset Firmware Upgrade

Cisco Headset Upgrade Rule

CA Settings
Custom CA Rule

HTTP Settings

Undo All Changes Submit All Changes

6. Click on Submit All Changes. The phone should now download all the upgrade files and reboot. The
time is dependent on the speed of the network connection/how fast the server can serve the files etc.
7. Verify if the upgrade was successful

&« c o ® 10.10.30.171/admin/advanced

' l I ' . l I l ' Cisco IP Phone for 3rd Pa

P-88 “C Configuration Utility

Info Call History | Personal Directory

Status Debug Info | Download Status | Attendant Console Status | Network Statistics

Firmware Upgrade Status

Firmware Upgrade Status 1: | [06/19/2019 16:16:36](http:/10.10.30.104:8080/Cisco/cmterm-88i0c 11-2-3MSR1-1_REL/sip88xx. 11-2-3MSR1-1.loads]Upgrade Succeeded.

Firmware Upgrade Status 2:

Firmware Upgrade Status 3:



&« (S Q‘ ® 10.10.30.171/admin/advanced

lllll l I l. Cisco IP Phone for

cisco CP-88: CC Configuration Utility

Info Call History | Personal Directory

Status Debug Info | Download Status | Attendant Console Status | Metwork Statistics

System Information
HostMame: SEPB4A3B993DC92
Primary NTP Server.  10.10.30.1
Bluetooth Enabled:  Yes
Bluetooth MAC:

IPv4 Information
IP Status:  OK
CurrentIP: 10.10.30.171
Current Gateway. 10.10.30.1
Secondary DNS:

IPv6 Information
IP Status:  Initializing
Current IP:
Current Gateway:

Secondary DNS:

Reboot History
RebootReason 1: Upgrade(06/19/2019 16:16:36)
RebootReason 3 User Triggered{06/18/2019 12:51:01)
RebootReason 5. User Triggered{06/19/2019 12:45:35)

Product Information
Product Mame: CP-8851-3PCC

Software Version:  sip88ix.11-2-3MSR1-1.loads

MAC Address: B4ABB993DCA2

Upgrade the firmware using a Provisioning Server
If your upgrade files are hosted on a provisioning server, you can push the upgrade rule from the server,
pointing the phone to the appropriate upgrade URL.

An example of the parameter to set on your template file:

<Upgrade Rule ua="na">http://DMS ADDRESS/dms/spa7811-3PCC/sip88xx.11-2-
3MSR1-1.loads</Upgrade Rule>

How to — Upgrade the phone to certain level of firmware based on
current firmware version?

In some occasions, you might need to upgrade the phone to a certain version of firmware based on its current
version.

For instance, if you have any phones which are running on a firmware less or equal to sip78xx.11-0-OMPP-7
and you would like to upgrade to sip78xx.11-2-1MES-3, but at the same time, if you have phones which are


http://dms_address/dms/spa7811-3PCC/sip88xx.11-2-3MSR1-1.loads%3c/Upgrade_Rule
http://dms_address/dms/spa7811-3PCC/sip88xx.11-2-3MSR1-1.loads%3c/Upgrade_Rule

running a firmware greater or equal to sip78xx.11-2-1MES-3, and you would like to upgrade to sip78xx.11-3-
1MES-1. You can use the below conditional upgrade rule:

<Upgrade Rule> (SSWVER le sip78xx.11-0-0MPP-7)?
http://DMS SERVER/sip78xx.11-2-1MES-3.loads | ($SWVER ge sip78xx.11-2-1MES-
3)? http://DMS SERVER/sip78xx.11-3-1MES-1.loads</Upgrade Rule>

Conditions are highlighted on different colours above.
For more information, you can refer to the Conditional Expressions section of the Provisioning guide:

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cuipph/MPP/8800/english/provisioning/p881 b mp
p-8800-provisioning-guide.pdf

Where can | find the list of root CAs that the phone supports for
SSL/TLS?

The trusted root stores can be found at the following URL:

https://www.cisco.com/security/pki/

These certificate bundles are the CAs that the phone will trust to issue certificates for servers/nodes being
connected to from the phone.

Where can | find documentation for MPP phones and Broadworks?
Documentation for MPP phones can be found at the Cisco.com website.

There are several guides available such as (the below examples are for the 8800 series):

e  Administration Guide
o https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-
multiplatform-firmware/products-maintenance-guides-list.html

e  Provisioning Guide
o https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-
multiplatform-firmware/products-installation-guides-list.html
e End User Guide
o https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-
multiplatform-firmware/products-user-guide-list.html

You can also find the Partner Configuration Guide (PCG) at the https://xchange.broadsoft.com/website.

e  https://xchange.broadsoft.com/node/1031047

How to — Factory reset MPP Phone?

There are three ways you can Factory Reset your phone

1. Using the Phone Ul

a. Navigate to Settings - Device Administration > Factory Reset
2. Using the Web Ul

a. Loginto http://IP_ ADDRESS PHONE/admin/advanced

b. Go to Info = Debug Info

c. Click on Factory Reset



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cuipph/MPP/8800/english/provisioning/p881_b_mpp-8800-provisioning-guide.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cuipph/MPP/8800/english/provisioning/p881_b_mpp-8800-provisioning-guide.pdf
https://www.cisco.com/security/pki/
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-user-guide-list.html
https://xchange.broadsoft.com/
https://xchange.broadsoft.com/node/1031047
http://ip_address_phone/admin/advanced

3. Using the URL
a. http:// IP_ADDRESS_PHONE/admin/advanced/direct-factory-reset

How to — Install custom security certificates?
In order to install a custom certificate to the MPP phone, you will need to configure the XML file to fetch the
Custom CA Rule to the phone. See an example below:

<Custom CA Rule
ua="na">http://IP_ADDRESS/Cisco/crca2099.pem</Custom CA Rule>

Verify that the Custom CA has been installed correctly.

1. Login to http:// IP_ADDRESS_PHONE/admin/advanced/
2. Navigate to Info = Download Status

' | I l ’ l I l ' Cisco IP Phone for 3rd Party

cisco CP-7821- rguration Utility

Info Call History | Personal Directory

Status Debug Info | Download Status | Metwork Statistics

Firmware Upgrade Status
Firmware Upgrade Status 1. [06/17/2019 04:26:47)[http:/10.230.65.134:8080/Cisco/cmierm-78:x. 1123YC_test_RELU/sip78x¢.1123YC_test.loads]Upgrade Succeeded.
Firmware Upgrade Status 2:

Firmware Upgrade Status 3:

Provisioning Status
Provisioning Status 1:  [74)[06/17/2019 05:37:23](http:/i10.230.65.134:3080/Cisco/NOS_Testinos xmllResync Succeeded.
Provisioning Status 2:  [73)[06/17/2019 05:37:04](http:/i10.230.65.134:3080/Cisco/NOS_Testinos xmllResync Succeeded.
Provisioning Status 3:  [72)[06/17/2019 05:36:44](nttp:10.230.65.134:3080/Cisco/NOS_Testnos xmiResync Succeeded

Custom CA Status
Custom CA Provisioning Status:  [06/17/2019 05:35:02][http://10.230.65.134:8080/Ciscoicrca2099.pem]Custom CA Download Succeeded.
Custom CAInfo:  Installed - /0=Cisco/CN=Cisco Root CA 2099

Screen Status

Picture Download Status:

Logo Download Status:

How to — Generate a Problem Report Tool (PRT) file?

1. Login to http:// IP_ADDRESS_PHONE/admin/advanced/
2. Navigate to Info = Debug Info = Generate PRT



' l I ' : l I l ' Cisco IP Phone for 3rd Pa

clsco CP-7821-3PCC Configuration Utility

Info Call History | Personal Directory

T

Status Debug Info _Download Status | Network Statistics
|

Console Logs
Debug Message 1. messages
Debug Message 3. messages.1
Debug Message 5:
Debug Message 7:

Problem Reports

Report Problem: iGenerate PRTI

Mini PrtFile:  miniprt-20190617-044218-50F72220FCFE taraz

Capture File:

Factory Reset

Factory Reset.  Factory Reset

3. Select the Problem Description (if not sure, select “Other”)

nerate FRT
liprt-20190617-044213-50F72220FCFE tar.az Report Problem x
Date of problem: 20/ 06/2019 (%]
Time of problem: 11:53:08 a
Problem
ctory Reset description: Other -
[ Cancel ] l Submit J

4. Download the PRT file

Wl I el | | 4 Cisco IP Phone for 3rd Party Ca

cisco CP-7821-3 Cc UI"iO Utility

Status | Debug Info | Download Status = Network Statistics
Console Logs
Dedbug Message 1° messages Dedbug Message 2
Dedug Message 3. Dedug Message 4.
Debug Message 5. Dedug Message 6.
Debug Message 7. Debug Message &
Problem Reports
Report Prodlem’  Generate PRT 9 X ¥
Win) PriFile: - minip-20190617-055549-50F7222DFCFE tar g2 Packel Capture.  Start Packet Capture
Capture File:
Factory Reset
Factory Reset  Factory Reset.




How to — Take a Packet Capture (PCAP) using the MPP Phone?

1. Login to http:// IP_ADDRESS_PHONE/admin/advanced/
2. Navigate to Info > Debug Info - Start Packet Capture

il I 1ol I |4 CiscoIP Phone for 3rd Pal

CP-7821-3F fgUration Utility

foice
Status Download Status | Network Statistics

Console Logs
Debug Message 1: messages Debug Message 2:
Debug Message 2: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:

Problem Reports

Report Problem: |Generate PRT PrtFile: _prt-20190617-055549-50F7222DFCFE taraz
Wini Prt File: - minipr-20190617-055549-50F7222DFCFE taraz PacketCapturs: |Start Packet Capture

Capture File:

Factory Reset

FactoryReset |Factory Reset

3. Download the PCAP file

ol I lol l | 4 Cisco IP Phone for 3rd Pa

clsco CP-7Z820M% guration Utility

Info Call History | Personal Directory

Status Debug Info | Download Status | Network Statistics

Console Logs
Debug Message 1. messages
Debug Message 3. messages.1
Debug Message 5:
Debug Message 7:

Problem Reports

Report Problem:  |Generate PRT

Mini PriFile:  miniprt-20190617-055549-50F7222DFCFE tar.gz
. Capture File: pkt-20190617-060031-50F7222DFCFE.pcap r

Factory Reset

Factory Reset  Factory Reset

FYI —the pcap is done at a wire level, not at an application level, therefore traffic encrypted by the phone will
appear as encrypted frames in the generated pcap file.

How to — Look at the running configuration on MPP phone (cfg.xml)?

1. http://IP_ADDRESS_PHONE/admin/advanced/cfg.xml



<« c @

@ 10.52.247.97 /admin/advanced/cfg.xm|

This XML file does not appear to have any style imformation associated with it. The document tree 1s shown bel

—<flat-profile>

<!-— System Configuration —-->
<Restricted_Access_Domains ua="na"">
<Enable_Web_Server ua="na">Yes</Enable_ Web_Server>
<Enable Protocoel ua="na">Http</Enable Protocol>
<!-- avallable options: Http|Https -->
<Enable_Direct_Action_Url ua="na">Yes</Enable_Direct_Action_Url>
<Session_Max_Timeout ua="na">3600</Session_Max_Timeout>
<Session_Idle Timeout ua="na">3600</Session_Idle_Timeout>
<Web_Server Port ua="na">80</Web_Server Port>
<Enable Web_Admin Access ua="na">Yes</Enable Web Admin Access>

<!-- <Admin Password ua="na"/> -->
«!-- <User Passwvord ua="rw"/> —->

<Phone-Ul-readonly ua="na">No</Phone-Ul-readonly>
<Phone-UI-User-Mode ua="na">Yes</Phone-UI-User-Mode>
<User_Password_Prompt ua="na"=No</User_Password_Prompt>
<Block_Nonproxy_SIP ua="na">No</Block_Nonproxy_SIP>

«!-—- Power S=ttings —->

<PoE_Power_ Required ua="na">Normal</PoE_Power_Required>
<!-— available options: Normal|Maximum --3>

<!-— Network Ssttings -->

<IP_Mode ua="rw">Dual Mode=/TP_Mode>

«!—— available options: IPv4 COnly|IPvé Only|Dual Mods ——>
<!-— TPv4 S=ettings -->

<Connection_Type ua="rw">DHCP</Connection_Type>

<!-- available opticns: DHCFP|Static IP --> k

How to — Set debug level to DEBUG?

1. Login to http://IP_ADDRESS_PHONE/admin/advanced
Navigate to Voice - System > Debug Level (The exact location of the Debug Level option might vary
within this page, depending on the phone model)

3. Click on Submit All Changes

lllllllll Cisco IP Phone for 3rd P

CP-78

CISCO

frguration Utility

SP | Provisioning | Regional | Phone Ext 1 Ext 2 User | Att Console | TR-069
Static IP: NetMask:
Gateway: Primary DNS:
Secondary DNS:
IPv6 Settings
Gonnection Type: | DHCP'
StaticIP: PreficLength: 1
Gateway: Primary DNS:
Secondary DNS: BroadcastEcho:  Disabled
Auto Config:  Enabled
802.1X Authentication
Enable 802.1X Authentication:  No
Optional Network Configuration
Host Name: Domain:
DNS Server Order:  Manual DHCP DNS QueryMode:  Parallel
DNS Caching Enable:  Yes Switch Port Config: ~ AUTO
PCPort Config:  AUTO PC PORT Enable: | Yes
Enable PCPort Mirror: | No: Syelog Server:
Syslogldentifier:  None DebuglLevel: DEBUG
Primary NTP Server: Secondary NTP Senver.
Enable SSLv3:  No Use Config TOS:  No
VLAN Settings [N
Enable VLAN: | No VLANID: 1

Undo All Changes |l Submit All Changes




How to — Restrict access to parts of the Phone Ul and User Web UI?

It is possible to restrict the user access to the Web Ul and Phone Ul by changing the User Access (ua)
attributes.

e  Connection_Type ua=“rw”, you can read and change the information on the user phone web and
phone screen.

e Connection_Type ua=“ro”, you can only read, not change, the information on the user phone web
and phone screen.

e Connection_Type ua=“na”, you cannot access the information on the user phone web or phone
screen.

Please note: In order for the phone to honour the User Access attributes, you have to set Phone Ul User Mode
to “Yes”

Set Phone Ul User Mode to “Yes”
1. Select Voice = System.
2. Under System Configuration in the Phone-Ul-User-Mode field, choose Yes.
3. Click Submit All Changes.

1 l I ' " l I l ' Cisco IP Phone for 3rd Pa

CISCO CP-8851 uraion

Call History | Personal Directory

System SIP Prowisioning | Regional Phane Ext 1 Ext 2 Ext 3 Ext 4 Ext 5

System Configuration

Restricted Access Domains:
Enable Web Server: | Yes| -
Enable Protocol:  Http| =
Enable Direct Action Url: | Yeg| =
Session Idle Timeout. | 3600
Enable Web Admin Access.  Yes -

User Password:

Phone-Ul-User-Mode:  Yes| =

Block Monproxy SIP: Mo | ~

You may also change the below parameter in the xml file:

e <Phone-UI-User-Mode ua="na">Yes</Phone-UI-User-Mode>

Change the attributes you would like to restrict user access to

In this example, | will be restricting user access to Speed Dials.

Below is a screen shot of the phone screen before the change:



Information and settings

1 Recents

2 Speed dials

3 User preferences

4 Bluetooth

5 Network configuration

Select

1. Inthe XML resync file, change the user attribute from “rw” or “ro” to “na”

<!-- Speed Dial -->
<Speed Dial 2 Name ua="na"/>
<Speed Dial 2 Number ua="na"/>
<Speed Dial 3 Name ua="na"/>
<Speed Dial 3 Number ua="na"/>
<Speed Dial 4 Name ua="na"/>
<Speed Dial 4 Number ua="na"/>
<Speed Dial 5 Name ua="na"/>
<Speed Dial 5 Number ua="na"/>
<Speed Dial 6 Name ua="na"/>
<Speed Dial 6 Number ua="na"/>
<Speed Dial 7 Name ua="na"/>
<Speed Dial 7 Number ua="na"/>
<Speed Dial 8 Name ua="na"/>
<Speed Dial 8 Number ua="na"/>
<Speed Dial 9 Name ua="na"/>
<Speed Dial 9 Number ua="na"/>

After the change is made and the phone downloaded the new config file from the server, you will notice that

4

5

6

John

Mike

Peter

Alfred

Bruce

Speed dials

Edit cal

the speed dial option has been removed from the phone interface. See below:

1 Recents

2 User preferences

Information and settings

3 Bluetooth

4 Network configuration

5 Device administration

Restricting access to speed dials is only an example of what can be restricted. The same settings would also

Select

apply to a large variety of attributes in the phone.

Time format not working as expected

There are a number of reasons why the time format might be displayed incorrectly on the phone interface.
It is important to understand at this point, what time format settings takes priority.

There are three ways time format can be set on the phone.

Edit

123456
123456
)
123456
123456

123456



1. By default (phone out of the box), time format is set by the Language Selection and locale, so for
instance, if your language selection is French and Locale is set to fr-FR, time format will be set to 24h
by default. If your language selection is English-US and Locale is set to en-US, time format will be 12h.
(bear in mind that out of the box default will be English-US and en-US, so time format will be 12h.

2. You can set it up manually on Web Ul or Phone Ul. See example below:

Time settings
Time format 12hr>

Date format day/month»

Set

'|||'|I|' Cisco IP Phone for 3rd P

Call History | Personal Directory

System SiP Provisioning | Regional Phone Ext1 Ext2 Ext 3 Ext 4 Ext 5 Ext 6 Ext 7 Ext 8 Ext 9 Ext 10
Suppremenary services

CW Setting:  Yes| ~
Block ANC Setting: |No ~
Secure Call Setting: |No| ~
Auto Answer Page: | Yes| ~

Time Format: 12h’r’

Miss Call Shortcut: | No | ~

Aack Tama A8

3. Time format can also be set by your provisioning server, by setting the below parameter:

<Time Format ua="rw">12hr</Time Format>

Time format settings priorities

1. If time format is being set from DMS, it will always take priority over User settings or Locale.

2. When time format is NOT set on DMS (meaning that the parameter shown above is removed from the
configuration file), the phone will pick up the standard from the Language Selection and Locale
settings.

3. If time formatis NOT being set from DMS, User settings will take priority over Locale. This means that
the user will be able to change the time format and the change will be consistent after resyncs and
reboots.

How do conditional expressions work? (upgrades rules and profile
rules)

Conditional expressions can be used to apply a particular profile rule or upgrade rule, based on various factors,
for example the phone model or firmware version.



Comparing Version Numbers
Multiplatform phones (MPP) formal release software version uses this format, where BN==Build Number:

e sip88xx.vl-v2-v3MPP-BN

The comparing string must use the same format. Otherwise, it results in a format parsing error.

In the software version, v1-v2-v3-v4 can specify different digits and characters, but must start with a numeric
digit. When comparing the software version, v1-v2-v3-v4 is compared in sequence, and the leftmost digits
take precedence over the latter ones.

If v[x] includes only numeric digits, the digits are compared; if v[x] includes numeric digits + alpha characters,
digits are compared first, then characters are compared in alphabetical order.

Example of Valid Version Number:
e  sipyyyy.11-0-OMPP-BN

Example comparison:
sip88xx.11-0-OMPP-BN > sip88xx.9-3-1-7MPP-BN

Operators

Operator Alternate Syntax Description Applicable to Applicable to
Integer and Version | Quoted String
Operands Operands

= eq N equal to Yes Yes

I= ne not equal to Yes Yes

< It less than Yes No

<= le less than or equal to | Yes No

> gt greater than Yes No

>= ge greater than or equal | Yes No

to
AND and Yes Yes
Examples

In the example below, the rule checks if the phone’s firmware is greater or equal to sip78xx.11-0-OMPP-7. If
this is true, then the phone will upgrade to sip78xx.11-2-1MES-3.loads, otherwise (“|” is used to denote the
next possible result), it will upgrade to sip78xx.11-0-OMPP-7.loads.

<Upgrade Rule ua="na">(S$SSWVER ge sip78xx.11-0-0MPP-7)?
HTTP://SERVER_ADDRESS/sip78xx.11-2-1MES-3.loads|
HTTP://SERVER ADDRESS/sip78xx.11-0-0MPP-7.loads </Upgrade Rule>

Can | upgrade MPP phones from 10.Xto 11.1.X and above?

In order to upgrade from 10.X such as 10.4 firmware to 11.1.X and above, we need to upgrade to 11.0.0 first.
It’s a double jump upgrade.



We can either upgrade the phone manually, which does not scale well, or configure the upgrade rule with a
conditional expression in order to do so.

For more information on how conditional expressions work, please refer to “How do conditional expressions
work (upgrades rules and profile rules)” section in the FAQ guide.

Dial Plan

Overview

Dial plans determine how digits are interpreted and transmitted. They also determine whether the dialled
number is accepted or rejected. You can use a dial plan to facilitate dialling or to block certain types of calls
such as long distance or international.

A dial plan contains a series of digit sequences, separated by the | character. The entire collection of
sequences is enclosed within parentheses. Each digit sequence within the dial plan consists of a series of
elements that are individually matched to the keys that the user presses.

White space is ignored but can be used for readability.

Default dial plan

All phones will come with a default US dial plan as follows:

o (*xx|[3469]11|0]| 00| [2-9]xxxxxX | IXXX[2-9]XXXXXXSO0 | XXXXXXXXXXXX. )

Dial Plan Examples
o Fxx|#Hxx|x.

XX | #xx | X. | +x.

o (*xx|#xx|+x.)

o (P60 (xx.|+X.|*x.|#x.|*x.*x.))

e L:6,S:6,(911][1-8]11|[0-9]xxx| **xx|#x.|0]00|01[2-9]xx. | *xx. | 011x. | [0-1]xxxxxxx | [0-1][2-
9 xxxxXXXXXS0 | [2-9]xxxxxXXXXS0 | [2-9]xxxxXX | 101xxxX. | [0-9]X. | xx | #xX. | #xX. | #xX)

e ([2346789]11S0|[0-1][2-9]11S0|0|00S0|01[2-9]xx. | [#]IXX[#] ] *XX. | *XXXXXXSO0 | ¥ XXXXXXXXXXXX | [2-
9]#]011x. | [0-1]xxxxxxx | [0-1][2-9]xxxxxxXXXS0 | [2-9]xxxxxXXXXS0 | [2-9]xxxxxx | 101xxxX. | 11S0|[2-9]x.)

e (xx|[3469]11]|0]|00][2-9]xxxxxX | 1xXX[2-9]XXXXXXSO | XXXXXXXXXXXX. | #XX. | #XX.H#XXX.*)

o (hxx#| Fxx# | #xx* [ Hxxtt | Fxx* | Fxx. [#xx. | 0[1-9]xxxxxxxxxS0 | 00[1-

9]x.| 157150 118xxx|99950| 11250| x. | +x.)

Timers
Off-Hook timer settings can be configured in two places. Directly in the dial plan string or in the Dial Tone
configuration.

e SYNTAX: (Ps<:n> | dial plan)

s: The number of seconds; if no number is entered after P, the default timer of 10 seconds applies. With the
timer set to 0 seconds, the call transmits automatically to the specified extension when the phone goes off
hook.

n: (optional): The number to transmit automatically when the timer expires; you can enter an extension
number or a DID number. No wildcard characters are allowed because the number is transmitted as shown. If
you omit the number substitution, <:n>, the user hears a reorder (fast busy) tone after the specified number of
seconds.

e <Dial_Plan_1_ua="na">(P60| (xx.|+x.|*x.|#x.| *x.*x.))</Dial_Plan_1_>
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Info Call History | Personal Directory

Voice

System SIP Provisioning | Regional

Reversed Auth Realm:

XSl Line Service

Audio Configuration

Second Preferred Codec:

Silence Supp Enable:

Codec Negotiation

Dial Plan

Phaone Ext 2

Ext3 Ext4 Ext§ Ext 6 Ext7 Ext 8 Ext9 Ext
4 GungarEs
Password: essssssssssss
X8l Host Server:
Login User ID:
Anywhere Enable:  No ~
Preferred Codec: | G72%9a -
Unspecified -~
G71MuEnable: | Yes ~
G729aEnable: | Yes ~
G722.2Enable:  No +
iSAC Enable:  No ~ I}
Mo -
Default| =
[[otatpran: (Psoipoctox x|

It can also be configured by modifying the value

' l I ' ' ' I l ' Cisco IP Phone for 3rd Part

SiP

Info

Call History | Personal Directory

Provisioning Phone

System Ext 1

Call Progress Tones

highlighted below.

<Dial_Tone ua="na">350@-19,440@-19;60(*/0/1+2)</Dial_Tone>

guration Utility

Ext 2 Ext 3 Ext 4 Exts Ext 6 Ext7 Ext & Ext 8 Ext 1C

Dial Tone: |

350@-19.440@-19:60070/1+2)]

Outside Dial Tone

Prompt Tone:

Busy Tone:

Interdigit Timeout

420@-16:10(7/011)
520@-19,620@-19;10(7/0/1+2)
480@-19,620@-19:10(.5/.5/1+2)

There are two interdigit timers on the phone, the interdigit long timer and the interdigit short timer.

This interdigit long timer applies as long as the d
Unless the user enters another digit within the s
incomplete, and the call is rejected. The default

ialled digits do not match any digit sequences in the dial plan.
pecified number of seconds, the entry is evaluated as
value for the interdigit long timer is 10 seconds.

The interdigit short timer applies when the dialled digits match at least one digit sequence in the dial plan.

Unless the user enters another digit within the s

pecified number of seconds, the entry is evaluated. If the

entry is valid, the call proceeds. If the entry is invalid, the call is rejected. The default value for the interdigit

short timer is 3 seconds.

Both the interdigit long and interdigit short time
start of the dial plan, similar syntax as the off ho

rs can be changed using a L and S value respectively at the
ok timer value (a P value at the start of the dial plan).

Can we convert Cisco Phones from MPP to Enterprise and vice versa?

It is possible to convert Cisco IP Phones 78xx/88xx to Multiplatform Phones (MPP) and vice versa by using the

Cisco upgrade tool https://upgrade.cisco.com.



https://upgrade.cisco.com/

You can find all relevant details and instructions on the above link.

Does MPP support multiple directories?
Cisco MPP phones support the following directories

e  XSI Directory
o Enterprise
o Group
o Personal
o Enterprise Common
o Group Common
e LDAP Directory
e XML Directory
e Local Directory (Personal Address Book)

As from 11.2.3 firmware, it is possible to search across all XSl directories by using the search All feature (Search
ALL, will only search XSI. It will now work with any other directory types.

Please note that its only possible to display one XSl directory option at once.

All directories, with exception of Personal Directory, can be configured under Voice = Phone

' l I ' ' ' I l ' Cisco IP Phone for 3rd Party

System siP Provisioning | Regional Ext1 Ext2 Ext3 Ext 4 Exts Ext6 Ext7 Ext8 Ext9 Ext 10 User Att Console | TR-069

X51 Phone Service

XSl Host Server: XSl Authentication Type: SIP Credentials ~
Login User D Login Password:
SIP Auth ID: SIP Password:
Directory Enable: | Yes + Directory Name
Directory Type: | Enterprise| CallLog Enable: Yes| +
CallLog Associated Line: |1~ Display Recents From: | Phone| -
Broadsoft XMPP
XMPP Enale: [Yes |+ | Server.
Pt 5222 User D
Password Login Invisible: | No
RetryInt: |30
Informacast

Page Senice URL:

XML Service

XML Directory Senice Name:
XML Directory Senvice URL:
XML Application Service Name
XML Application Senice URL:
XML User Name: XML Paseword:
CISCO XML EXE Enable:  No - CISCO XML EXE Auth Mode: | Local Credential |~

' l I l ' ' I l ' Cisco IP Phone for 3rd Party

cisco CP-8865
Info CaHH\slury Personal Dirsctory

System SIP Provisioning | Regional Ext 1 Ext 2 Ext3 Extd Ext5 Ext6 Ext7 Ext8 Ext 9 Ext 10 User Att Console | TR-069

LDAP DirEnable:  No| ~ Carp Dir Name
Senver. Search Base
Client DN User Name
Password: Auth Method:  None

LastName Filter
FirstName Filter
Search Item 3
Search ltem 3 Filter
Search ltem 4
Search ltem 4 Filter
Display Attrs

Number Mapping

The Personal Directory can be configured by the user using the Web Ul or the Phone Ul



Figuration Utility

Add to Personal Directory x

Name:

‘Work Number:

Mobile Number:

Home Number:

[ cancel | [ submit All Changes |

Add to Personal Directary Delete Contact

Add personal address entry

Name

Work phone

Mobile phone

Home phone

Ringtone Sunrise )

Option Save €«

How to configure LDAP?

Login to http://IP_ADDRESS_PHONE/admin/advanced

Navigate to Voice > Phone > LDAP

Set LDAP Dir Enable to Yes

Fill out the following fields with their respective values based on your LDAP Server

Eal o



Info

vice
System sIP Provisioning | Regional Ext 1 Ext2 Ext3 Ext4 Ext§ Ext6 Ext7 Ext 8 Ext9 Ext 10 User | AttConsole | TR-069

LDAP DirEnable:  Yes [Corp Dir Name:  LDAP Directory
Server.  10.10.10.123:389 Search Base:  OU=001 Cisco Users; DC:
ClientDN: | dapaccount@domain.com User Name:
PASSWOIS  eeseesesseses Auth Method:  Simple
LastName Filter:  sn-{sn=SVALUE")
First Name Filter. | cn-(cn=SVALUE")
Search ftem 3
[Search ltem 3 Filter
Search tem 4
[Search ftem 4 Filter
Display Altrs: | a=gi n=t ;a=sn,n= n=Office, t=pa=mobile.n=Mobile,t=|
Number Mapping

<LDAP Dir Enable ua="na">Yes</LDAP Dir Enable>

<LDAP Corp Dir Name ua="na">LDAP Directory</LDAP Corp Dir Name>
<LDAP_Server ua="na">10.10.10.123:389</LDAP_ Server>

<LDAP Search Base ua="na">0U=001] Cisco Users; DC=domain;
DC=com</LDAP_ Search Base>

<LDAP Client DN ua="na'">ldapaccount@domain.com</LDAP Client DN>

<LDAP Username ua="na">ldapaccount@domain.com</LDAP Username>

<!-- <LDAP_ Password ua="na">****kx*xkkx*x**</I.DAP Password> -->
<LDAP_ Auth Method ua="na">Simple</LDAP Auth Method>

<LDAP Last Name Filter ua="na">sn: (sn=SVALUE*)</LDAP Last Name Filter>
<LDAP First Name Filter ua="na">cn: (cn=SVALUE*)</LDAP First Name Filter>
<LDAP_Search Item 3 ua="na"/>

<LDAP Item 3 Filter ua="na"/>

<LDAP_Search Item 4 ua="na"/>

<LDAP Item 4 Filter ua="na"/>

<LDAP Display Attrs
ua="na">a=givenName,n=Firstname;a=sn,n=Lastname;a=telephoneNumber,h n=0ffice,
t=p;a=mobile,n=Mobile, t=p; a=homePhone,n=Home, t=p; a=mail,

n=Email</LDAP Display Attrs>

<LDAP_ Number Mapping ua="na"/>

Please note that the above configuration is an example only. Configuration format for any of the fields above
might vary according to your infrastructure.

How to configure LDAP directory over TLS?
1. Login to http://IP_ADDRESS_PHONE/admin/advanced
2. Navigate to Voice > Phone
3. Inthe LDAP section, enter a server address in the Server field.

For example, enter Idaps://<ldaps_server>[:port]
where:

« Idaps:// = The server string starts with Idaps:// before you enter the IP address or domain name
¢ Idaps_server = IP address or domain name
¢ port = Port number. Default: 636
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Info Call History | Personal Directory

LDAP Dir Enable:

System SIP

LDAP

Client DN

Password:

First Name Filter:

Search ltem 3:

Server:  Idaps//10.10.10.123:636

User | Att Console | TR-069

Yes Corp Dir Name:
Search Base
Idapuser@domain.com User Name

Auth Method:

LastName Fiter: [sn:(sn=SVALUE")

cn:(cn=$VALUE")

LDAP Directory
0OU=001 Cisco Users; DC:
Idapuser@domain.com

Simple

Search Item 3 Filter:
Search ltem 4:
Search Item 4 Filter:
DisplayAtirs: | a=givenName,n=Firstname:a=sn.n=Lastname:a=telephoneNumber.n=Ofice, t=p;a=mobile n=Mobile.t=|

Number Mapping

Does MPP support Broadworks XSI Directory Reverse Name Lookup

for inbound calls?
No.

Reverse Name Lookup for Incoming and Outgoing Calls

Reverse name lookup searches for the name of a number in an incoming, outgoing, conference, or transfer
call. The reverse name lookup acts when the phone cannot find a name using the service provider directory,
Call History, or your contacts. Reverse name lookup needs a valid LDAP Directory or XML Directory
configuration.

The reverse name lookup searches the phone's external directories. When a search succeeds, the name is
placed in the call session and in the call history. For simultaneous, multiple phone calls, reverse name lookup
searches for a name to match the first call number. When the second call connects or is placed on hold,
reverse name lookup searches for a name to match the second call.

Reverse name lookup is enabled by default.
Reverse name lookup searches the directories in the following order:

1. Phone contacts
2. Call History

3. LDAP Directory
4. XML Directory

Please note, the phone searches the XML directory using this format:
directory url?n=incoming call number

Example: For a multiplatform phone using a third-party service, the phone number (1234) search query has
this format, http://your-service.com/dir.xml?n=1234

Enable and Disable Reverse Name Lookup
Before enabling or disabling Reverse Name Lookup, be sure to configure one of the following:

e LDAP Corporate Directory
e XML Directory

1. Login to http://IP_ADDRESS_PHONE/admin/advanced
Navigate to Voice > Phone

3. In the Supplementary Services area, set the Reverse Phone Lookup Serv to:
¢ Yes —Enable the reverse name lookup feature.



* No —Disable the reverse name lookup feature.
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CISCO CP-886 - Configuration Utility

Info Call History | Personal Directory
System SIP | Provisioning | Regional Ext 1 Ext 2 Ext 3 Ext4 Ext5 Ext 6 ExtT Ext 8 Ext9 Ext 10 User | Att Console | TR069

Supplementary Services

Conference Sev: | Yes Aftn Transfer Serv. | Yes

Blind Transfer Sev: | Yes DND Serv.  Yes
Block ANC Serv: | Yes Block CID Sen: | Yes

Secure Call Serv.  Yes ChwdAll Serv.  Yes
CfwdBusy Serv: | Yes Cfwd No Ans Senv | Yes

Paging Serv.  Yes CallPark Serv.  Yes

Call Pick Up Sev: Yes ACD Login Serv: | No

Group Call Pick Up Serv: | Yes Service Annc Serv.  No
Call Recording Serv: | No Reverse Phone Lookup Serv. | Yes

You can also configure Reverse Name Lookup via the xml file:

<Reverse Phone Lookup Serv ua="na">Yes</Reverse Phone Lookup Serv>

How does EDOS work and how-to setup?

Introduction
EDOS is a Cisco Cloud provisioning platform used for Zero Touch Provisioning. It automatically provisions the
device out of the box and provides a “plug and play” user experience.

Behind the scenes
1. Service Provider/Distributor creates a Profile before / during the order process to ensure all the MAC
addresses get automatically mapped to the profile when order is shipped.
2. Once customer receives the device and plugs into the network, device calls Cisco Cloud/RC EDOS
server.
3. Cisco Cloud looks up profile based on device’s MAC address, then provides profile to device.
Device is redirected to the SP Provisioning Server.
5. SP Provisioning Server provides configuration information to device.

Customer Premise /

&

Service Provider

o )

’Co'nfiguf'ation Profile downloaded . -
- Configuration
Server
\\ TETP
HTTP
Profile with Redirected to SP server HTTPS

lam (SMAC)

Find my home ! Irovisioning UR

SP profile/device MAC addresses

K SP Provisioning Server j

EDOS Server
]
cisco

Customer Order




Sample EDOS Configuration Profile

<?xml version="1.0" encoding="UTF-8"?>
<device>

<flat-profile>

<Primary DNS>12.45.67.89</Primary DNS>
<Provision Enable>Yes</Provision Enable>
<Resync_On Reset>Yes</Resync On Reset>
<Resync_Periodic>7200</Resync_Periodic>

<Resync_Error Retry Delay>30</Resync Error Retry Delay>
<Profile Rule>http://yourserver.com/$PN/SPSN.xml</Profile Rule>

</flat-profile>
</device>

Device Profile Setup Flow

Order
placed

Go to EDOS web portal
https://software.cisco.com/s
oftware/cda/home

Assign MAC addresses
(individually / bulk upload) to
device profile

Login using Cisco.com
account

Apply for
” role access and
wait for one business day

Log back in to EDOS web
portal and create device
profile with your
provisioning URL

Cisco support team reviews
the request — sends access EECERYTELELL
approval email

Account Setup

Color Legend
Service provider / distributor
admin manual action
Cisco — Manual action by
support team

For any questions about web portal,
email to cdap-support@cisco.com.
Response time up to 1 business day.

Use cisco.com credentials to login to CDA web portal (https://software.cisco.com/software/cda/home) and

request “Distributed Customer” role



cisco Products & Services How to Buy Training & Events

- CISco
‘I-. Enablement Services L Welcome, EDOSDemo0

User Registration Instructions

First Name Last Name Role Type

EDOS Register Distributed Customer

User Access

Profile Management MAC Address Management CSR Page

Enter Mac Address or Serial Number

R s.om |

Create a profile
1. Login to https://software.cisco.com/software/cda/home using your Cisco account
2. Navigate to Profile Management and Add Profile

Cisco
Enablement Services L Weicome
Certificate A I Profile IMAC Address Management ] Profile Reporting | Device History
Profile Management Instructions Help
Search by
All Profiles v

Add a new Mapping
Current Profile Mapping

Profile Name PID Sold To Ship To Created By Created On Profile Status

3. Select the appropriate PID

Create New Mapping

DiDig)

LR-8851-3ECL
CP-8851-3PCC-K9= -Cisco |P Phone 8851 with Multiplatform Phone firmware

—-Seleci- v

4. Select “Create a New Profile”, enter the profile name, upload the profile xml file and click on Add
Mapping”


https://software.cisco.com/software/cda/home

Create New Mapping

PID(s)

CP-8851-3PCC-K9= -Cisco IP Phone 8851 with My

Select Profile Name*

| Create a New Profile v

Enter Profile Name * Upload File *

[ s sas1-Fpos e TESTxm | @ Remove

® Download sample supporied format XM L TEXT

| 8851 EDOS Profile Test [

Delivery Method
Off Email Nofification

Cancel

Reset Add Mapping

Associate a MAC Address to the Profile

1. Login to https://software.cisco.com/software/cda/home using your Cisco account
2. Navigate to MAC Address Management

3. Enter a MAC Address and click on Validate

cisco

al
™y Enablement Services

Certificate Management | Profile Management | MAC Address Management | Profile Reporting Device History

MAC Address Management

Enter MAC Address Switch to Multiple MAC Address Upload

[[s0ssipsarcis] | validate

@ MAC Address is VALID
Select Profile Name

Select Profile Name

4. When you click on Validate, a pop-up window will appear. Select the MAC Address and click on
Proceed



https://software.cisco.com/software/cda/home

5.

Add MAC Address

O 1 wAC Address(es) are valid

Valid MAC Addresses

MAC Addresses Profile Name
00451D6ATC19 NOT AVAILABLE |
Auto v

Showing all 1 rows

- cisco )
({™p Enablement Services

Select the profile name and click on Submit

A Welcome

Cerlificate | Profile | MAC Address

MAC Address Management

Enter MAC Address ‘Switch to Multiple MAC Address Upload

[omsms;’-:wa

@ MAC Address is VALID.
Select Profile Name

8851-Test-EDOS

PID

CP-8851-3PCC-K9= -Cisco IP Phone 8851 w..

Auto v

Phone Localisation

Sold To

NOT AVAILABLE

| Profile Reporting | Device History

Daylight Savings Time Rule Configuration

Daylight savings configuration can be found under Voice - Regional > Time

Help

Showing all 1 rows

Cancel
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Configuration Utility

Info Call History | Personal Directory

System SiP Provisioning Phone Ext1 Ext 2 Ext3 Ext 4 User Att Console | TR-069

Call Pickup Code: |98 Call Unpark Code: |88

Group Call Pickup Code:  *98
Referral Senices Codes:

Feature Dial Senices Codes:

Vertical Service Announcement Codes
Senice Annc Base Number:

Senice Annc Extension Codes:

Qutbound Call Codec Selection Codes
Prefer 6711u Code:  *017110 Force G711u Code:  *027110
Prefer G711a Code: 017111 Force G711 Code: | *027111

Prefer G722 Code:  "01722 Force G722 Code:  "02722
Prefer G722.2 Code:  *01724 Force G7222 Code:  *02724
Prefer G729a Code: 01729 Force G729a Code. *02729
Prefer iLBC Code:  *01016 Force iLBC Code: | *02016
Prefer OPUS Code: *01056 Force OPUS Code: *02056
Set Local Date (mmJ/ddiyyyy): SetLocal Time (HHimm):

Time Zone: GMT Time Offset (HHimm):
Ignore DHCP Time Offset  Yes
Daylight Saving Time Rule: | Start=4/1/7.end=10/-1/7:save=1

Daylight Saving Time Enable:  Yes

Daylight Savings Time Rule Examples

The following example configures daylight savings time for the USA, starting at midnight on the first Sunday in
April and ending at midnight on the last Sunday in October

e Start=4/1/7;end=10/-1/7;save=1
The following example configures daylight savings time for New Zealand, starting at midnight on the first
Sunday of October and ending at midnight on the third Sunday in March

e start=10/1/7;end=3/22/7;save=1

* 22 in the example above means after the 22" of the month

The following example configures daylight savings time for the UK, starting at 01:00 on the last Sunday in
March and ending at 02:00 on the last Sunday in October

e start=3/-1/7/1;end=10/-1/7/2;save=1
Daylight Savings can also be configured using the below xml parameters:

<Set Local Date mm dd yyyy wua="na"/>

<Set Local Time HH mm_ua="na"/>

<Time Zone ua="na">GMT</Time Zone>

<Time Offset HH mm_ua="na"/>

<Ignore DHCP Time Offset ua="na">Yes</Ignore DHCP Time Offset>
<Daylight Saving Time Rule ua="na">Start=4/1/7;end=10/-
1/7;save=1</Daylight Saving Time Rule>

<Daylight Saving Time Enable ua="na">Yes</Daylight Saving Time Enable>

Phone Display Language/Dictionary Server Script

You can change the phone display language by using the dictionary server script and language selection.
Configuration can be found under Voice > Regional 2> Language

To enable the options, set up a dictionary for each language that you want to include. To do this, specify a pair
of the dn and xn parameters and values in the Dictionary Server Script field, for each language that you want
to include.

Example for including French and German:



e serv=http://10.10.10.10/Locales/;d1=French;x1=fr-FR_88xx-11.2.1.1004.xml; d2=German;x2=de-
DE_88xx-11.2.1.1004.xml

Based on the above Dictionary Server Script, in order to change the Phone Display Language to French, follow

these steps:

1. Login to http://IP_ADDRESS_PHONE/admin/advanced
2. Navigate to Voice - Regional > Language
3. Change the values as per screenshot below

.ll'.lll. Cisco IP Phone for
o) m

Vertical Service Announcement Codes

Outbound Call Codec Selection Codes

Time

Language

Info Call History | Personal Directory

System SIP Provisioning Phone Ext1 Ext 2 Ext3 Extd User Att Console | TR-069

afiguration Utility

Call Pickup Code:  *98
Group Call Pickup Code: | 98
Referral Senices Codes:

Feature Dial Senices Codes

Senvice Annc Base Number

Senice Annc Extension Codes:

Prefer G711u Code:  *017110
Prefer G711a Code: | 017111

Prefer G722 Code:  *01722
Prefer G722.2 Code: 01724
Prefer G720a Code:  *01729

Prefer iLBC Code:  "01016
Prefer OPUS Code:  *01056

Set Local Date (mmvddiyyyy)
Time Zone:  GMT
Ignore DHCP Time Offset | Yes
Daylight Saving Time Rule:  start=3/-1/7/2;end=10/-1/7/2;save=1
Daylight Saving Time Enable:  Yes

|D\d|nnary Server Script:  senv=http//10.10.10 10/Locales/;d1=French;x1=fr-FR_88xx-11 2.1 1004 xml;d2=German x2=de-DE_88: I

| Language Selection. French |

Call Unpark Code: ‘88

Force G711u Code: 027110
Force G711a Code: 027111
Force G722 Code: 02722
Force G722.2 Code: 02724
Force G729a Code:  *02729
Force iLBC Code:  “02016
Force OPUS Code:  "02056

Set Local Time (HH/mm):

Time Offset (HH/mMm):

Locale: fr-FR

Undo All Changes Submit All Changes

Please note that your Language Selection will have to match the descriptive name given on the Dictionary
Server Script, in the case French.

How to configure Call Park?

Configure Call Park on Broadworks
1. Login to you Broadworks platform
2. Navigate to Resources = Assign Group Services

Options:

Profile

Resources

»| Resources|

Semvices

Configuration

Call Recording Platform

AccbiAuth Codes

Select a recording platform for your group

Call Center

Calling Plan

Group Paging Targets Capacity

Meet-e Conferencing
Utiliies

Display the maximum number of target users each paging group may have

Identity/Device Endpoints

Display the identity/device endpoints assigned in the group

Identity/Device Profiles

Add, modify, or remaove group level identity/device profiles in the group.

Domains
Display the list of domains assigned to your group.

Network Classes of Service
Display the list of Network Classes of Sevice assigned to your group

Numbers

3. Add “Call Park” to Assigned Services

Display the list of phone numbers assigned to your group and assign those numbers to depariments.

Assignment

Assign Group Services

Assign orunassign group services for your group

New User Services Template
Add or remove user services and service packs fo

Existing User Services

Assign or unassign user senices and senice pa
IMRNs

Add or remove IMRN for your group

Mobile Subscriber Directory Numbers
Display the list of Mobile Subscriber Directory Nut




Assign Group Services

Assign or unassign group services for the group.

S e es. ]

Available Services Assigned Services

Account/Authorization Codes -
Add > Auto Attendant - Basic

Auto Attendant - Basic Video

Auto Attendant - Standard

Call Capacity Management

7
:
A

Call Park
Add All >> Custom Ringback Group
Custom Ringback Group - Video
Remove All Emergency Zones
% Enhanced Outgoing Calling Flan v

. . ees |

Configure Call Park on MPP
1. Login to http://IP_ ADDRESS PHONE/admin/advanced
2. Navigate to Voice > Phone > Supplementary Services
3. Enable Call Park Service (the default value is “Yes”)

' l I . . ' I ' ’ Cisco IP Phone for 3rd Pard

CISCO CP-6851

Info Call History | Personal Directory
System SIP | Provisioning | Regional Ext 1 Ext2 Ext 3 Ext 4 User | Ait Console | TR-069
Supplementary Services
Conference Serv.  Yes ~ Attn Transfer Serv:  Yes ~
Blind Transfer Serv.  Yes DND Serv: Yes ~
Block ANC Serv. | Yes + Block CID Serv: Yes ~
Secure Call Serv.  Yes - CfwdAll Serv:  Yes
Cfwd Busy Serv. | Yes = Cfwd No Ans Serv.  Yes ~
PagngSen: | Yes -
CallPickUp Serv. | Yes - ACD Login Sev: | No| -
Group Call Pick Up Senv. | Yes | - Senice Annc Serv: | No | -
Call Recording Serv. | No Reverse Phone Lookup Serv: | Yes ~

4. Configure Call Park feature access code
a. Navigate to Voice = Regional = Vertical Service Activation Codes
b. Input the Activation Codes for Call Park and Call Unpark

ol I Iel I I Cisco IP Phone for 3rd Par

CISCO CP-6851

Info Call History | Personal Directory
System siP Prowslamng Phone Ext 1 Ext2 Ext 3 Ext4 User | Att Console |  TR069

Interdigit Short Timer: |3

Vertical Service Activation Codes

Call Retum Code:  |*69 Blind Transfer Code: | *95
Cfwd All Act Code: |72 Cfwd All Deact Code: 73

Cfwd Busy Act Code: | *90 Ciwd Busy Deact Code:  *91
Cfwd No Ans Act Code:  |*32 Cfwd No Ans Deact Code: *93
CW ActCode: |56 CWDeactCode: *67

CW Per Call Act Cade: |*71 CW Per Call Deact Code: | *70
Block CID Act Code: | *61 Block CID Deact Code:  *62

Block CID Per Gall Act Code: | *81 Block CID Per Call Deact Code:  *82
Block ANC Act Code: | *F7 Block ANC Deact Code:  *87
DND Act Code:  |*78 DND DeactCode:  *79

Secure All Call Act Code: | *16 Secure No Call Act Code: | *17
Secure One Call Act Code: | *18 Secure One Call Deact Code: 19
Paging Code: | *96 Call Park Code:  *68

Call Pickup Code:  |*38 Call Unpark Code: | *83

Group Call Pickup Code: | *98
Referral Senices Codes: N

Feaure Dial Senices Codes.

When configuring call park, the Call Park Code and the Call Unpark Code must match the Feature Access Code
configured on the server.

You can also configure the above setting using the below xml parameters:

<Call Park Code ua="rw">*68</Call Park Code>
<Call Unpark Code ua="rw">*88</Call Unpark Code>


http://ip_address_phone/admin/advanced

<Call Park Serv ua="na">Yes</Call_Park_Serv>

Add Call Park to a Programmable Line Key and Key Expansion Module Line Key
In addition to using the service activation codes and softkey, you can also add a Call Park to a Programmable
Line Key or Expansion Module Line Key.

Programmable Line Key

1. Login to http://IP_ ADDRESS PHONE/admin/advanced
Navigate to Voice > Phone
Chose which Line Key you would like to use (Line Key 2,3,4 etc.. )
Under Extension, set it to “Disabled”
Specify the Extended Function using the following format:

a. fnc=prk;sub=SUSER@SPROXY;nme=CallPark-Slot1

i. ie:fnc=prk;sub=1002010@sipurash22.com;nme=CallPark-Slot1l

e wnN

' lI |. ' I | ' Cisco IP Phone for 3rd P

figuration Utility

CISCO CP-6851-=
Info

Call History | Personal Directory

System SIP Provisioning | Regional Ext 1 Ext 2 Ext3 Ext 4 User Att Console | TR-069
Line Key 2 =
Extension;] | Disabled
Share Call Appearance: Vpn'vate‘ -
l Extended Function: fnc=prk;sub=1002010@Sipurashzz.com:nme=CalIF’ark-SIot1 [

Key Expansion Module Line Key
1. Login to http://IP_ ADDRESS PHONE/admin/advanced
2. Navigate to Voice - Att Console > Unit 1
3. Chose which Unit 1 key you would like to use
4. Enter the function string using the following format:
a. fnc=prk;sub=SUSER@SPROXY;nme=CallPark-Slot1
i. ie:fnc=prk;sub=1002010@sipurash22.com;nme=CallPark-Slot1

' l I l ' ' I l ' Cisco IP Phone for 3rd Pa

Info Call History | Personal Directory
System SIP Provisioning | Regional Phane Ext 1 Ext 2 Ext 3 Ext 4 User TR-069
General
Subscribe Expires: 1800
Number of Units: | 1| ~
ServerType:  Broadsoft
BLF ListURI:
BLF List Feature Options:  bif+sd+cp| =
Use Line Keys For BLF List | |No -
Customizable PLK Options:  sd;
BLFList | Show -
Call Pickup Audio Notification:  |No
BiXfer To Starcode Enable:  No -
BXfer To Remote Party Number Enable:  No | ~
Wake up phone screen when BLF pickup is ringing:  No ~
[onc]
m Unit 1Key 1: | fnc=prk;sub=1002010@sipurash22.com;nme=CallPark-Slot1 [
Unit 1 Key 2:
Unit 1 Key 3:
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How to - Configure BLFs with Speed Dials and Call Pickup?

Configure Broadworks Server
1. Login to you Broadworks Server

2. Navigate to Group > Users and select the user who will be monitoring using BLF

3. Navigate to Client Applications > Busy Lamp Field

4. Specify the List URI

5. Select Users which you would like to monitor
aliailie Help - Home
[Group - Users wmwems ] Welcome NP BamoasRa Lo

Busy Lamp Field

BUsy Lamp Fiei allows you 10 create & 1St of USES 10 MOAilor via your SIP AEndan Console PROng 5nd a85ign & SIP URI 1 g list

|m|uR| sip: [CisconLF_uist @ sipurashzz.com | |

[ Enable Call Fark nobicaban

Uilies

Enter search critena below
[user m - Starts With + Seanch

| 7821, Geavani (gegoncal_7821 @i i
8851, Geovoni (gegoncal 8051 @i il —n
8361, Goavan (gegoncal_8861 e .

Add >

Remove <

Add AL>>
Remove Al

MoveUp | Move Dowr

Configure the MPP Phone
1. Login to http://IP_ ADDRESS PHONE/admin/advanced
2. Navigate to Voice - Att Console
3. Configure the BLF List URI (previously created on the server)
4. Set “BLF List Feature Options” to “blf+sd+cp” (this is the default)

'|I|.'I|' Cisco IP Phone for 3rd P

Info Call History | Personal Directory

System SIP Provisioning | Regional Phone Ext1 Ext2 Ext3 Ext4 User TR-069

General

Subscribe Expires: 1800 Subscribe Retry Interval: |30
Number of Units: 1 Subscribe Delay: |1
SenverType: | Broadsoft
BLFLIStURI | CiscoBLF_List@mmmssl rom I

BLF List Feature Options: | bif+sd+cp

Use Line Keys For BLF List o | L

Customizable PLK Options:  sd:
BLFList  Show

Call Pickup Audio Notfication:  No Attendant Console LCD Contrast: |8
BXfer To Starcode Enable:  No BXfer On Speed Dial Enable: | No
BXfer To Remote Party Number Enable:  Ng BLF Label Display Mode: | Name

Wake up phane screen when BLF pickup s finging:  No.

5. Configure a Line Key to Monitor a Single User's Line
a. Navigate to Voice > Phone
b. Select aline key on which to configure a busy lamp field
c. Select Disabled to disable the extension
d. Inthe Extended Function field, enter a string in this format:
i. fnc=blf;sub=xxxx@SPROXY;usr=yyyy@SPROXY
ii. fnc=blf;sub=xxxx@SPROXY;ext=yyyy@SPROXY
1. Where:
a. fnc=blf means function=busy lamp field
b. sub=the URI to which the SUBSCRIBE message should be sent. For
a BroadSoft server, this name must be identical to the name
defined in the List URI: sip: parameter. xxxx is the name that is


http://ip_address_phone/admin/advanced

defined in List URI:sip: parameter. Replace xxxx with the exact
defined name. SPROXY is the server. Replace SPROXY with the
server address or name
c. usr/ext=the user that the busy lamp field monitors. yyyy is user id
of the phone that the busy lamp field monitors. Replace yyyy with
the exact user id of the monitored phone. SPROXY is the server.
Replace SPROXY with the server address or name
6. (Optional) You can configure the busy lamp field to work with any combination of speed dial or call
pickup. To enable the busy lamp field to work with speed dial or call pickup, enter a string in the
following format in the Extended Function field:
a. fnc=blf+sd+cp;sub=xxxx@ SPROXY;usr=yyyy@SPROXY
i. Where:
1. sd=speed dial
2. cp=call pickup

' l I l ' ' I l ' Cisco IP Phone for 3rd Party

Infa Call History | Personal Directory
System SIP Provisioning | Regional Ext 1 Ext 2 Ext 3 Ext 4 User Att Console TR-069

General
Station Name

Woice Mail Number. 4081002035

Line Key 1
Extension: |1 -
Share Call Appearance: | private ~

Extended Function

Line Key 2|
Extension:  Disabled -

Share Call Appearance private | =

|Ex'tended Function Ifn'::=h|f+sd+cp:suh=user_‘l@domain.com;usr=‘123456@domain.com L

7. You can also configure the Key Expansion Module line keys as BLF+SD+CP
a. Navigate to Voice - Att Console
b. Select a key expansion module line key
c. Enter astring in the appropriate format
i. fnc=blf+sd;sub=xxx@ proxy;ext=monitored user|D@ proxy
ii. fnc=blf+sd+cp;sub=xxx@ proxy;ext=monitored userID@proxy
iii. fnc=blf+sd;sub=xxx@ proxy;ext=monitored userID@ proxy

' | I l ' ' I | ' Cisco IP Phone for 3rd Part

Info Call History | Personal Directory

System SIP Provisioning | Regional Phone Ext 1 Ext 2 Ext 3 Ext 4 User | Att Console | TR-069

Unit1Key1:  fnc=blif+sd+cp;sub=user_1@domain_com:usr=123456@domain.com [

Unit1Key 2:
Unit 1 Key 3:



Why Cisco phones do not trust our DMS security certificate?

In some cases, the provisioning server might have a security certificate signed by a trusted CA, but the server
does not have the intermediate certificate installed. Please check that you have the full chain of trust installed
on your server.

You can obtain a copy of your intermediate certificate from your CA and install it directly on the phone, as a
test (using the custom CA parameter), before uploading it to your server.

How to — Install a custom security certificate to the phone?
1. Login to http://IP_ ADDRESS PHONE/admin/advanced
2. Navigate to Voice - Provisioning = CA Settings
3. Input the Custom CA Rule, pointing to the certificate (in the example below, we are pointing to EDOS

' l I ' ' ' I l ' Cisco IP Phone for 3rd Pard

Info Call History | Personal Directory
System SIP Regional Phone Ext 1 Ext 2 Ext 3 Ext 4 User Att Console TR-069

Upload Delay On Local Change: 60

Firmware Upgrade
Upgrade Enable:  Yes -~
Upgrade Rule:  http://10.69.61.183:80/dms/CP-78-66-88-3PCC/
Log Uporade RequestMsa: 3PN SMAC — Requesting upgrade $SCHEME://$SERVIP:3PORTSPATH
Log Upgrade Success Msa: 5PN SMAC — Successful upgrade $SCHEME //§SERVIP:$PORTSPATH — SERR.
Log Uparade Failure Msg: 3PN SMAC - Upgrade failed: SERR
Peer Firmware Sharing: ~ Yes| ~

Peer Firmware Sharing Log Server.

[ca seuingsl

| Custom CA Rule: ‘https:J'J'wehapps.cisco.cornd'soﬂwareledoslcallhomelroolca?id%(xx I

You can also configure a Custom CA Rule via the xml file by using the below parameter:

<Custom CA Rule
ua="na">https://webapps.cisco.com/software/edos/callhome/rootca?id=xxx</Cus
tom CA Rule>

Where can | find the client root and subordinate certificates that the
phones use for SSL/TLS?

Introduction

All MPP phones have a Cisco signed client certificate, but they might vary depending on firmware and/or
hardware version. The quickest way of establishing which client certificate the phone is using, is to enable
HTTPS and check what SSL certificate the phone is presenting.

Enable HTTPS

Login to http://IP_ ADDRESS PHONE/admin/advanced

Navigate to Voice > System

Set “Enable Protocol” to “HTTPS

Change the Web Server Port number (on this case we are using the default HTTPS 443 port) — Note:
by changing the protocol to HTTPS, the phone will not change to port 443 automatically, you can to
change it manually

5. Click on Submit All Changes

P wnNPR
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il I 1eol I | g CiscoIP Phone for 3rd Pa

| Voice [|Gall Histary | Personal Diectory

SiP Provisioning | Regional Phone Ext 1 Ext 2 Ext3 Extd User Att Console | TR-069

System Configuration
Restricted Access Domains:

Enable Web Server: | Yes | ~

Enable Protocol -

Enable Direct Action Url: | Yes| ~ Session Max Timeout 3600
Session Idle Timeout | 3600 Web Server Port. 443
Enable Web Admin Access: | Yes |~ Admin Password: | Change Password
User Password: |Change Password Phone-Ul-readonly: Mo =
Phone-UFUser-Mode:  |No| ~ User Password Prompt | Yes | ~

Block Nonproxy SIP: | No| ~

Security Settings
TLS Cipher List:
Firewall Enabled - %

Firewall Options

Power Settings
PoE Power Required: | Normal | ~

Network Settings
IPMode: | Dual Mode | ~

1Pv4 Settings
Connection Type: | DHCP
Static IP: NetMask:

Gatewa Primar DS 10 39 #1187

Undo All Changes Submit All Changes

Check Client Certificate in Firefox
1. Login to https://IP_ ADDRESS PHONE/admin/advanced
2. Firefox will give you a security warning.
a. Click on “Advanced” and “Accept the Risk and Continue”

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.52.247.116. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.

You can also notify the website's administrator about the problem.
Advanced...

Learn more...

Websites prave their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for 10.52.247.116.

Error code: SEC_ERROR_UNKNOWN_ISSUER %

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Report errors like this to help Mozilla identify and block malicious sites

3. Click on “Show Site Information”


https://ip_address_phone/admin/advanced
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hitps://10.52.247.116/admin/advanced

@ Connection

Site Information for 10.52.247.116

Connection Is Not Secure
() Content Blocking Standard £
MNo blockable content detected on this page.
Permissions 3

4. Click on “Show Connection Details”

5.

6.

You have not granted this site any special permissions.

(<€) c @ @ https://10.52.247.116/admin/advanced

@ Connection

Connection Is Mot Secure

Content Blocking Standa

Site Information for 10.52.247.116

Mo blockable content detected on this page.

Permissions 1t

You have not granted this site any special permissions.

Click on “More Information”

Show connection details

(— C
.|||.|I|. CiscolP
CISCO Iy

Info Voice Call History | F

Status Debug Info | Download Sté

System Information

Click on “View Certificate”

@ & https://10.52.247.116/admin/advanced

< Site Security

i}_\ 10.52.247.116

Connection Is Not Secure

You have added a security exception for this site.

Remove Exception

More Information l}
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@ Page Info - hitps: 7.116/admin/advanced - [m] >
atus | Nef L E v N,
il fer
o I 1 2
General  Media  Permissions | Security
HostMame Website Identity
NTP See  Websites  10.52247.116 . .
Owner  This website does not supply ownership information
Verified by: Cisco Systems
|PStatus  Expireson: 14 May 2029
Current IF Privacy & History
\nt Gateway Have | visited this website prior to today? Yes, 87 times
Jndany DNG s this website storing information on my computer? Mo Clear Cookies and Site Data
Have | saved any passwords for this website? Mo View Saved Passwords
IP Status  Technical Details
Cumentlf  Connection Encrypted (TLS_ECDHE RSA WITH_AES_ 256 GCM_SHA384, 256 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.
LGatewal g tion makes it difficult for unauthorized people to view information traveling between computers. It is
Jndary DNE  therefore unlikely that anyone read this page as it traveled across the network.
tReason
tReason
tReason
duct Name: GP-5854-3PCC
viD: Vo2

Check Client Certificate in Chrome
Login to https://IP_ ADDRESS PHONE/admin/advanced

1.
2.

3.

Certificate Viewer: "CP-6851-SEPD0431D6ATC1S"

General Details

‘Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CH)
Organization (0]
Organizational Unit (OU)
Serial Number

Issued By

Common Name (CN)
Organization (0]
Organizational Unit (OU)

Period of Validity
Begins On
Expires On

Fingerprints
SHA-256 Fingerprint

SHAT Fingerprint

Cisco Systems Inc.
TG
15:91:ED:88:00:00:00:02£2:17

Cisco Manufacturing CA
Cisco Systems
<Not Part Of Certificate>

23 May 2018
14 May 2029

E8:41:11:11:AF:65:98:00:61:B7:58:

:AF3CD437:1C55:25:A8:BE

Chrome will give you a security warning
a. Click on “Advanced” and “Proceed”

Your connection is not private

WRG ROOTES S,

Attackers might be trying to steal your information from 10.52.247.116 (for example,

passwords, messages, or credit cards). Learn more

MET:ERR_CERT_COMMON_MNAME_INVALID

] Help improve Safe Browsing by sending some system information and page content to Goagle.

Privacy policy

Hide advanced

Back to safety

This server could not prove that it is 10.52.247.116; its security certificate does not specify

Subject Alternative Names. This may be caused by a misconfiguration or an attacker

intercepting your connection.

Proceed to 10.52.247.116 (unsafe)

Click on “Not secure” followed by “Certificate”

UUEITOURTG T
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& & A Notsecure |kitps// ‘admin/advanced

B Apps b o . o X i-Cisco @
| Your connection to this site is not secure
You should not enter any sensitive information on this
site (for example, passwords or credit cards), because
it could be stolen by attackers. Learn mare

Certificate (Invalid) L\)

Cookies (0 in use)

Site settings

n | Certificate *

General Details Certification Path

=) Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves your identity to a remote computer

» Allows secure communication on the Internet

» Allows you to digitally sign a certificate trust list
s Certificate Request Agent

* Key Recovery Agent

Issued to: CP-6851-SEP00451D6ATC19

Issued by: Cisco Manufacturing CA

valid from 23/05/2018 to 14/05/2029

Issuer Statement

All Cisco root and subordinate certificates can be found at the following URL:

https://www.cisco.com/security/pki/

If web access is not available for any reason, use openssl (s_client -connect) to connect to the phone in order
to check the issuer of the phone certificate which will be a subordinate certificate which will correspond to an
entry on the PKI site, and to also check the issuer of the subordiniate certificate, which will again be another
Cisco certificate on the PKI site.

If the issuer of the subordinate certificate does not appear using the s_client command, then again use openssl
(x509 -in [cert_name] -text -noout) to analyse the downloaded subordinate certificate in order to find out
which root certificate issued the subordinate certificate. Again, the root certificate will correspond to an entry
on the PKI site.


https://www.cisco.com/security/pki/

