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Unified Communications

Mobility Design




Mobile Unified Communications

Your Enterprise Communications on Your Cell Phone

. Corporate Directory
Single Number Reach
Route Call via Corporate PBX
Unified Mobile and Deskphone Call Logs

1

2

3

4

5. Corporate Instant Messaging
6. Corporate Presence

/. Corporate Voicemall

8. Conference Services

9. Emall

1

0. Hand-off (WiFi/Cellular, Mobile/Deskphone)



Long-Term Vision:
Converged Mobile UC Solution

Benefits:

_A—

_ _ = Email/

1. Simpler client decreases Calendar
development time, less clie
updates

2. Full UC functionality Contacts

3. Works across cellular, WLAN
4, Dynamically choose best path
Drawbacks:

7/

1. More infrastructure
Cellular
Data Gateway
——— — Server
e ssssssssmsnnns
Voice Channel

Conference
Server



Agenda

= Unified Mobility
= Feature Review
= Configuration
= Dial Plan Considerations

= Design Considerations
= Dual-Mode Phone

=  Unified Mobile Communicator




Unified Mobility
Feature Review: Mobile Connect, MVA, and EFA

* Mobile Connect—Incoming callsto [ ___——__
user's enterprise number rings both {
desk phone and configured Remote N
Destination (s); Enable/Disable Mobileﬁ

~ 5™ ~Unified
_ Mobility _

Connect softkey

* Mobile Voice Access (MVA)—Provides Com',ect

the ability to make calls from mobile
phone using the enterprise IP telephony

infrastructure
— |IVR based application accessed
by dialing into the enterprise Unified
] Mobility
— Requires H.323 VXML gateway User 5/

— User can also enable/disable
Mobile Connect

= Enterprise Feature Access (EFA)
Two-Stage Dialing—Provides identical Y
functionality as MVA without the ’

IVR component Enter Pin#1# Target #



Cisco Unified Mobility
Feature Review: MVA using MGCP

Cisco Unified CM 6.0

7 |
am, P = Y
[ « > ] «
\ 1 I
{ sm } { sm }
s
_— —_—

Wireless Network

PSTN Network S Seé

Shared ’
Line and SCCP
Remote
Destination

Profile

Cisco IP Phone

Cisco Unity
Server ——

] Cisco IP Phone
Mobile PSTN

Phone Phone



Unified Mobility

Feature Review: Pickup and Mid-Call Features

= Desk Phone/Remote

Destination Pickup—Once
Incoming mobility call has been
answered, call can be moved
between desk phone and RD(s)

= Mid-Call Features—Provides

the ability to invoke enterprise
features Hold, Resume, Transfer

and Conference from the

RD/mobile phone for active Mobility
- User

mobility calls

— *81 Hold/Resume

— *84 Transfer/Directed Call Park % .
Mid-Call
— *85 Conference Features




Onitied MOBIII%y

Feature Review: Single Enterprise Voicemail Box

= Single Enterprise Voicemail

- e Unified
Box—Per RD timers ensure that (\ 5/‘ * JUser
when mobility user is Mobile Y= N

Voicemail

unavailable, unanswered

incoming calls are forwarded to
: : : Single Enterprise

enterprlse_ voicemail bo_x rath_er Voicemnail Box

than mobile or other voicemaill

box

Enterprise
Voicemail

= Access Lists—Per RD access
lists can be defined to filter or
screen incoming calls to a
mobility user based on caller ID.

Fllterlng_ allows or blocks calls | =/ |
from being extended to the Alt_:_cc:ss ==
ISTS —-— e =

user's RD. Time of day access
lists. %



Onitied MOBIII%y

Configuration and Call Routing Concept

Unified Mobility

Remote Destination Profile ~User IP Phone

——

Zz N\

|
|
|
|
|
S ] Line Level Settings |_~~

\ \ Shared Line _— ]
~ DN: 408 555-1234
~ — Partition
—~ ~ — | _|cCalling Search Space| _|— — —

RD Profile Level | / \ /rf Device Level
Configuration i Configuration

. Devicg Pool Call .Routlng and Call Routing = Devicg Pool

= Calling Search S Media Resource and Media -~ Device Configuration
. Ra Ing{. eaCrgs pace Allocation for Resource . Cohr']mog th Space g

+ User Hold Audio S Remote Allocation for _ \i00e e Group List

ser nmo ualo source Destinations IP Phones edla rnesource Group Lis

= Network Hold Audio Source || || = User Hold Audio Source

= Network Hold Audio Source
408 555-7890 g/ 408 555-6789 g/ R XXX XXX -XXXX g/

Remote Destination #1 Remote Destination #2 Remote Destination N




Unified Mobility
RD # Configuration and Outgoing Calls: PSTN Steering Digits vs. App Dial Rules
There Are Two Options When Configuring RD Numbers:

1. Configure the number as it would be dialed from the enterprise
including any PSTN access or steering digits

Association Information
Line. Line Association .
Line [1] - 10001 in Internal 3 TO Dlal PSTN:
Remote Destination Information
Mame [ROP-jsmith 9 + 1 + (XXX) XXX - XXXX
EgoTNRe '91“”8555”9”-
Se—to+Hd s J-Ga D from the PSTN

Association Information
Line. Line Assaciation
{ Line [1] - 10001 in Internal v Ca"er ID from PSTN .
Remote Destination Information
e (XXX) XXX - XXXX
IDestinatiDn Mumber® |4|:|8555?89EI i

If Option 2 is Chosen, an Application Dial Rule Is Used to Add
Appropriate PSTN Access/Steering Digits

Name Number Begins With Number of Digits Total Digits to be Removed Prefix With Pattern

PSTN_SJ 408 10 0 91
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Unified Mobility

RD # Configuration and Incoming Calls: Complete vs. Partial Matching

If RD numbers are configured to match incoming CallerID (with
Application Dial Rules used for outgoing call routing), incoming calls
from Remote Destinations are automatically matched for:

1. Mobile Voice Access identification

2. Enterprise Feature Access identification

3. Non-mobility calls Complete Default
Match
CID:
Remote 4085557890

Destination —

e \ : , RD#: , . :
..... "% 4085557890 % Mobile Voice Access
g s Destination Remote

Destination % Enterprise Feature Access
408 555-7890

Automatic Caller
ID Matching

Complete Match v. Partial Match Is Controlled by the
Matching Caller ID with Remote Destination
Cisco CallManager® Service Parameter



Unified Mobility

RD # Configuration and Incoming Calls: Complete vs. Partial Matching

If RD numbers are not configured to match incoming CallerID
(i.,e. PSTN steering digits are included), Partial Matching must be
configured in order to match CallerID for incoming calls from Remote

Destinations

Partial
Match

CID: # of Digits
4085557890 to Match:

10

Remote
Destination

Enterprise = _l-'

_psTNGw . 51
' AL : :
@3 5 R emote 9 14085557890 I3y Mobile Voice Access
PSTN "‘

Ti—a ,Destination Remote yay .
- [:J Profile Destination 33 Enterprise Feature Access

y

408 555-7890

Automatic Caller
ID Matching

Number of Digits Matched When Using Partial Match Is Controlled by
the Number of Digits for Caller ID Partial Match Cisco CallManager®
Service Parameter



nirie oDnlHIty
RD # Configuration: Summary

R H conficnirad aaith DTN ctaogrina. diaite:

RD # configured to match inbound Caller ID:

1. Outbound: Mobile Connect calls routed to RD using configured
Application Dial Rule(s)

2. Inbound: Caller ID matching (identification and automatic):
Matching Caller ID with Remote Destination - Set to default “Complete Match”

3. Note that prefixing of steering digits for outbound routing can also be done using
translation or route patterns, or route list/route group constructs
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Unified Mobility

Dial Plan Considerations: Inbound Call Routing—6.0

1. RD numbers configured within Cisco Unified Communications Manager
aretautomatlcally compared against caller ID of all incoming calls to the
system

2. Inversion 6.0 if a match is found, incoming call routing is fundamentally
different:

— Incoming calls from configured RDs (MVA calls, EFA Two-Stage calls,
or calls to internal extensions) will bypass gateway or trunk’s inbound CSS

— Instead calls are routed via the RDP CSS (in combination with the RDP
line-level CSS)
3. In Cisco Unified Communications Manager 6.1 if a match is found,
incoming call routing is determined by the following new service
parameter:

Inbound Calling Search Space for Remote Destination

.|
Enterprise Line CSS
:
MVA DID
_|Destination + EFA DID
/ . Profile
, RDP CSS
/ Internal DNs
Remote GW CSS :a:!ron :
Destination '_.
Phone

Resulting CSS
epEL—




Unified Mobility
Dial Plan Considerations: Outbound Call Routing (from RD)

Association Information

I 1 emizline [1]-10001 in Internal I.
Ty

z i Line [2] - &dd a new DN

tion

User Hold audio Source

e jror-jsmith p—>
Description IRemn:ute Destination Profile fop#ans Smith
User ID* Ijsmith
Device Poal™® | Default
ICaIIing Search Space |PSTN_CSS I

S1-Live

MWetworlk Hold MOH Audio Source |51-Live

-Unified Mobility User

Outgoing Calls from

Routing from Remote
(MVA/2-Stage Dialing, Mid-

B Ignore Presentation Indicators {internal calls only)

Privacy ¥ :

¥ | off Conferencing/Transfer)
Ferouting Calling Search Space | PSTH CSS =]
Calling Party Transformation C55 I = Mone = ;I

Remote Destination Profile (RDP) contains two CSS settings
which control call routing from a RDP perspective:

» Calling Search Space




Unified Mobility
Dial Plan Considerations: Outbound Call Routing (to RD)

Association Information

I 1 emizline [1]-10001 in Internal I.
Ty

z merig Line [2] - Add a new DN tion

[T jrorF-jsmith

Description |Remote Destination Profile for Ja
User ID* [ isrmith /
Device Poal™® | Default /
Calling Search Space | PSTN_CSS /

User Hold Audio Source I Ei-Live

MWetworlk Hold MOH Audio Source |51-Live

/

Privacy ¥ | off
Rerouting Calling Search Space |F‘STI"-.I_CSS

Outgoing Call to RDP

Routing to Remote Destin
(Mobile Connect)

=]

Calling Party Transformation C55 | = Mone »

B Ignore Presentation Indicators {internal calls only)

&

Remote Destination Profile (RDP) contains two CSS settings
which control call routing from a RDP perspective:

» Calling Search Space

= Rerouting Calling Search Space




e
Unified Mobility

Dial Plan Considerations: Incoming Caller ID

Caller ID of incoming calls to a mobility-enabled user’s enterprise
number is preserved when forwarded to the user’s remote
destination phone(s) by Mobile Connect

1. Ensures mobility user knows who Cisco Unified
CM Cluster

the r——--—-==< 4
incoming call is coming from

Incoming Call
from PSTN to GPfTN
408 555-7890 ateway

L
--~>
- /] /
—”’ S

7 Caller ID: 972 555-3456

DID: 408 555-7890
DN: 57890

~ =
~ -
Il I, —m—-——

Note: Check with Service Provider to Ensure
that Caller ID Is Unrestricted on PSTN Trunks




Unified Mobility

Dial Plan Considerations: Outgoing Caller ID

Caller ID for calls made from remote destination phones are
automatically converted to associated enterprise DN

1. Masks RD phone number
2. Ensures return call from call history lists are anchored in enterprise

""""""" /isco Unified
I/ “A_ CM Cluster
/ —

DID: 408 555-1234 |-
DN: 51234

e
-
-

Remote /

Destination . _
Phone

Caller ID: 51234

/'

\

Unified Mobility User

~
~ -
Il I, —m—-——



Unified Mobility
Design: Scalability

1. Cisco Unified Mobility supports the following
capacities:

Mobility-Enabled Users Mobility-Enabled Users
per Cluster per Node

MCS-7845 15,000 3,750
MCS-7835 10,000 2,500

MCS-7825 4,000 1,000

1. Mobility-Enabled User: A user that has an RDP and at
least one RD configured
2. Capacity numbers are based on a single RD per user

3. As number of RDs per user increases, the number of
mobility-enabled users decreases



Unified Mobility

Design: Redundancy

1.Redundancy for RD and RDP
configuration provided via
device pools/CM groups

2.Mobile Connect (including desk/remote phone pickup),
Enterprise Feature Access, and Mid-Call feature functionality
are all natively redundant

3.Gateway and PSTN access redundancy as usual

4.No redundancy for Mobile Voice Access

— |f Publisher is down, MV is not available

— Enterprise Feature Access Two-Stage Dialing is still possible
5.If Publisher is down, changes to Mobile Connect status

(on/off) via Enterprise Feature Access are not saved
(and therefore do not take affect)



e
Unified Mobility

Design: General

1. Remote Destinations must be TDM/PSTN devices or IP phones in other
clusters (reached via Inter-cluster trunks)

2. Mobile Connect functionality is supported only with PRI for PSTN
connections (no T1-CAS, FXO, FXS, or BRI connections)

3. Mid-call features and Enterprise Feature Access Two-Stage Dialing
require out-of-band DTMF relay between enterprise PSTN gateway and
Cisco Unified CM

4. For Unified Mobility deployments, customer should work with their service
provider to ensure the following:

— |If Enterprise Feature Access (mid-call features or two-stage dialing) is required, service
provider must send appropriate inbound caller ID to enterprise

— If original caller ID for Mobile Connect calls is to be sent to mobility user's RD, service
provider must not restrict caller ID on trunk to only DIDs assigned to that trunk

5. Planning and allocating PSTN gateway resources is extremely important
for Unified Mobility

— Mobility call flows typically involve multiple PSTN call legs

— Must increase PSTN gateway resources to handle large numbers of motility users



Unified Mobility
Design: Minimizing PSTN Utilization

Call Rings Only One :
Remote%estm);tlon Access List: Access Lists

Block/Allow Calls Limits Calls
ToD Call Routing |KetUR{XeL1\Y from Incoming

AN to l—"g'é%‘}"s One Remote mper Cisco_Unified
408 555-7890 \, 0 Routed via Limit to One (4 KSTEL%Y;

Gateway Remote ===
Destination

L . ~*imation:

408 555-10. -

Call Placed to Only

One Associated
Remote
Destination

e
—
—_—T

Call Extended | _ I Remote Call Extended to
to Desk Phone =P / Destination ~\d Remote Destination

Dials: 1 408 555-1234

® Each RD will consume a DSO

= Profile jLProffle
= DSO will be utilized for up to g : y
10 seconds even if call is not \\D\N' dip>2lasd | DN-40B65G 234 | g
answered at RD el Shared Line _ __—-——"

PSTN resource utilization reduction for Unified Mobility
1. Limit to one Remote Destination per user

2 Utilize allow/block Access Lists to limit calls forwarded to PSTN
3. Users to disable Mobile Connect when not in use

4 Use time of day (ToD) routing to limit calls forwarded to PSTN



Unified Mobility

Dual-Mode Phone

= Architecture & Requirements

= Configuration

Unified Mobile Communicator




Mobile Business Solution from Cisco and Nokia
Nokia Intellisync Call Connect for Cisco: Architecture

(Nokia Intellisync)

T Dual-Mode Phone Provides the
""" Ability to Use Either GSM or WLAN
Connectivity for Making and

Receiving Calls

1. When on the Cisc reless Network, the mob one U
Nokia Intellisync ( ct for Cisco (SCCP) client to register wi
Cisco Unified CM as a phone

2. When WLAN coverage is unavailable, the mobile phone uses GM for
calls



Mobile Business Solution from Cisco and Nokia
Cisco Unified Wireless Network Design Considerations

1 . 802 . 1 1 b/g The RADIUS ., . The Separation of
of the Cell Same Channel Cells
2. Cisco Compatible Extensions 5“1";‘3,2:, g

(CCX) Version 3
3. No seamless handoff between “jll
-67dBm BEdBm

cellular and WLAN networks

4. QoS marking by client

Similar VoWLAN network
design requirements as Cisco
Unified Wireless IP Phone
7921G

15 20% Ovarlap:

For More Information on VOWLAN Design, See the Voice over
Wireless LAN 4.1 Design Guide at:

http://www.cisco.com/go/srnd




Mobile Business Solution from Cisco and Nokia
Software/Hardware Requirements

The Following Hardware and Software Are Supported with
the Nokia Intellisync Call Connect for Cisco 1.1 Dual-Mode

q;.“elgﬁbne handsets: Nokia E51, E6O, E61, E61i, and E65
2. Communications Manager: 4.1(x), 4.2, 4.3, 5.x, and 6.x

3. Communications Manager Express: 4.1

—— Nokia E51 Nokia E60 Nokia E61 Nokia E61i

Nokia E65 —

Check the Latest Supported Handsets and Cisco Unified Communications
Manager and Cisco Unified Communicatoins manager Express Versions at:

http://www.businesssoftware.nokia.com/nokia intellisync call connect for cisco downloads.php




Dual-Mode Phone
Intermec CN3

1.802.11b/g
2.1P Blue VTGO SCCP client

3.Cisco Compatible
Extensions (CCX) Version 4

4 .Highly ruggedized and well- a"’" = “::u ll
i i 00000000
suited for use in warehouse/ 0000000000
manufacturing environments [RedStiddidy

XN —X- 4

5.No seamless handoff a o
between cellular and WLAN
networks

6.Similar VOWLAN network
design requirements as
Cisco Unified Wireless

Remote /

IP Phone 7921G pestinatior \ el | T )T &

[
LY,

! L o
- 4 |'|
™ |

User



Mobile Business Solution from Cisco and Nokia
Nokia Intellisync: Cisco Unified Communications Manager Configuration

1. Cisco Unified Communications Manager
Configuration

Dual-mode device configured as a phone within Cisco Unified
CM

2. Device type: Nokia S60 (or E6O)
Requires Nokia COP file

Add a New Phone

Phone Type
» Mext
Product Type:  Nokia 560
- Status Device Protocol: SCCP
Status: Ready

—5elect the type of phone you would like to create

Phone Type* FRGlS Sen =]

- Next |




Mobile Business Solution from Cisco and Nokia
Nokia Intellisync Call Connect for Cisco Configuration

Nokia Phone Configuration

1.Intellisync Call Connect application (including SCCP client) must
be loaded on the Nokia phone (via infrared port, Blue Tooth, or
USB using the Nokia PC Suite)

2. Application configured so that WLAN
channel (Internet) is used as the
default interface for making calls
— When associated to the Cisco Unified Wireless
Network calls will be made via Cisco Unified CM
=+ SIp
Access point

— If WLAN is not available, calls are made
using the GSM (voice) interface

3.SCCP client registration should be set il
to “Always on™—SCCP client registers Own number
automatically to Cisco Unified
Communications Manager server
whenever enterprise WLAN is available



Mobile Business Solution from Cisco and Nokia
Unified Mobility Integration: 6.x Configuration

Supported with
IP Phone Cisco Unified
Unified Mobility User

Communications

with Dual-Mode Phone | . — . Manager 6.x and
g = | | Line Level Settings Nokia Intellisync
I, DN: 408 555-1234 Call Connect for

31 = Partition CiSCO 1-1
'L [ = Calling Search Space

Call Routing and

Device Level Configuration Media Resource
_ / Allocation for

= Device Pool o IP Phone and

= Common Device Configuration Mobility Identity

Calling Search Space

User Hold Audio Source

Network Hold Audio Source

408 555-7890 =
Mobility Identity —




Mobile Business Solution from Cisco and Nokia
Incoming Call Routing

1. Incoming calls are routed to GSM interface via Mobile Connect
when phone is not associated/registered to enterprise

2. Incoming calls are routed to SCCP WLAN client when phone is
associated to enterprise WLAN and registered to Cisco Unified

Communications Manager s Call 51234
CM Cluster /

Call 1 408 555-1234

Dual-Mode GSM
Connectivity Only

Dual-Mode WLAN
Connectivity

Mobility / DN: 51234
Identity . _ _--" DID: 408 555-1234
S~o Unified Mobility

il

408 555-7890 User

Note: When the Dual-Mode Phone Is in the WLAN, Incoming
Calls to the Enterprise DN/DID Will Not Ring the GSM Interface




Mobile Business Solution from Cisco and Nokia
Outgoing Call Routing

1. Outgoing calls from GSM are dialed just like a typical mobile phone call

2. Outgoing calls are routed within WLAN just like any enterprise phone

Cisco Unified

Dual-Mode GSM

Connectivity Only

Dual-Mode WLAN
Connectivity

Mobility ==

Identity . ‘ -
el @D ] Unified Mobility
408 555-7890 User

Registered to Cisco Unified
Communications Manager

1. Dial plan is challenging in terms of user dialing experience because dialing
method within enterprise will be different than from GSM



Mobile Business Solution from Cisco and Nokia
Outgoing Call Routing—Normalization

1. Alternatively, can configure dial plan within Cisco Unified
Communications Manager to prefix steering digits to calls made by dual-
mode devices when in the WLAN

2. Contacts on mobile device will all need to be configured uniformly

> 10-digit

User Dials Ten
Digits (Manually or %
from Contacts) -

% e m“:
o GSM| —
Mobility =
Identity

'

AN
~

Call Is Then Forwarded
to PSTN or Rerouted to
Local Extension as

Appropriate

Dual-Mode GSM
Connectivity Only

Dual-Mode WLAN
Connectivity

Cisco Unified

-'lN
: | —

= —

Translation Pattern

-

User

> Prefix Digits: 91

minl

User Dials Ten

from Contacts)

Digits (Manually or




Mobile Business Solution from Cisco and Nokia
Nokia Intellisync Call Connect for Cisco 1.1: Switch to Cellular Feature

1. Allows user to manually invoke an automatic blind transfer of active call
to pre-defined GSM number (hand-out)

2. Logic built into the client and available only on the Nokia E51 phone
3. Call remains anchored in enterprise gateway

Call Continues Between
Original Caller and GSM For Other Phone Models,
/ m‘:ﬁgﬁ:dc:gmm'gz Can Do a Manual Transfer
1 1 .
M Gateway (Just Like a Regular Desk

Phone), but Requires User to
Manually Enter GSM Number
and Answer the Call on the

| GSM Interface

& ' In-Progress Call
> ‘\ < { Between Dual-Mode
Device in WLAN and
PSTN Phone

Cisco Unified
Q CM Cluster
X‘ - r

PST

Call Blind Transferred ) Gat W, l
Automatically to GSM
| “Switch to Cellular”

Number of Dual-Mode
Phone and Answered \@ from In-Call Menu

| User Selects

= ’ &'ty w &
.
e =
o7 | . | Switch to cellular é

Mobility/ \ Automatic transfer
Identity '\ _ .. Send DTMF

Help

User N

A Select



Agenda

= Unified Mobility
= PDual-Mode Phone

=  Unified Mobile Communicator
= Architecture & Requirements
= Features

= Protocols and Application
Provisioning




Dlal V|a Off|ce Make calls from mobile phone

leveraging enterprise telephony
infrastructure

Mobile Data
Network

Unified Mobile Communicator abc _.||
.l.lals:’.li\ltt % 10:25 AM

Dialing via Office

John Feldman .
14084064781 Voice Channel II
(TTTTIIT] |

Dialing...

CUCM 7.0

Demo: http://10.89.242.18/%5CUsing DVO.htm




-
Dial via Office & Mobile Connect

= Admin or user defined Ll e
Dial via Office Setting When dialing:
Always dial via office 1)
A|Ways on When dialing via office, callback to:
My Mobile 1
AlwayS off Allow dial via office for:
Choose on a per call basis Calls from any application | 1
{Calls to emergency numbers are always dialed
= Call dialed via CUCM

(using reverse call back)

) 3:09 PM
" EmergenCy Ca”S gO Mobile Communicator Alerts:
direct zﬂz_ﬁ'ﬁ‘c - b
= Ability to enable or S *

disable Mobile Connect First Last O

Phone number formatting:

from client Sir————




Cisco Unified Mobile Communicator

Coming Soon: Dial-via-Office (DVO)

DVO provides the
ability to make calls
from CUMC client
using CUCM and the
enterprise telephony
infrastructure.

(972) 555-7890

CUCM sets up call to
CUMC dialed number
(972 555-7890).

= Call signaling is
relayed from

CUMC to CUCM Cisco Unified
via CUMA ComMn?L?rili?:ator/
server using /
SIP trunk \

" User has the ability to indicate

Call is connected between
CUMC and dialed

number (972 555-7890).
Call is anchored in the
enterprise.

CUCM initiates call-back to

CUMC client via PSTN/GSM.

A—
‘_l-l

e

ASA w./

!
N

I | CM Cluster

_/
) =
; QPE

r______'l

I Cisco Unified

CUMA Enterprise server
forwards SIP INVITE over
SIP trunk to CUCM

Cisco Unified

an alternate number/phone to

receive call back

" With call anchored, user can

invoke mid-call features and

desk phone pickup

CUMC user wishes to dial
PSTN number 972 555-7890
via enterprise. Call request
extended over data channel
to CUMA server using MMP
over SSL.

TLS Proxy

Mobility
Advantage
Enterprise

Server




Presence Unified with CUP

1.Presence shared across
i Cisco Unified Personal
Communicator 7.0 and
Cisco Unified Mobile
Communicator

2.Buddy list synchronized
with Cisco Unified
Personal Communicator

3. Note: Text messages can be sent
from one mobile client to another
mobile client

'-'—-—W'
Contacts Lo abe” |
s DO

i BT

{=) Laurent Philonenko

© Rajeev Khurana

I'E?‘ | E I{j\‘_J 'I|\:!' |
1§ :.ri;.l.-;-r|

=~ @General

& Karin Wuhrmann =
(=) Steve Schramm b

_ Reza Bahadari Moghani =
@ Sundeep Gupta )
= CUMA Client Dev

_ Anita Ranganath =

& Scott Eberline ]

|

[ £



Cisco Unified Mobile Communicator
Coming soon: Presence/CUP Integration

The CUMA Enterprise server can now integrate via SIP/SIMPLE
to Cisco Unified Presence server.

" Buddy List synchronization:

— Buddies added on CUMC will sync to CUPC and vice- 0 Presence Q
versa P integratic
— No group support within CUMC (all in General group) - SRS
" Presence synchronization: and CUF
— Presence changes on CUMC reflect in CUPC and vice- A

0 DE
versa o

CUMA/CUMC Ioglr] to CUP via SOAP cncoun f?{\
@

MMP over CUP)
Cisco Unified
Mobile Communicator
N

- O

T SsIp/

EVQI'EE'S.'Directorv Re » qu: L Q&zg } SIMPLE
_A

. 35p \
@ Harrison, Richard MobilN Data
®@ Hunt, John
@ Iohnson, Renee Network PRS MMP over
) , Ad ;
It{\?nogﬁ LDI’I?SITTG (Data Chamnge I) -

palmm'y

® Moor, Marshall
@ Morris, Jack
@ Taylor, Diane

@ Tutt,ErIC . Internet

G
Options Back

T 1 1

(T T [l _
ASA TLS Proxy! CUMA Engprise
_________ o er




Secure IM with Presence

F2 e Messages

@ Johnson, Kelly
® R.oberts, John
@ smith, Steve
@ Booth, Karlie
Rasmussen, Paul

|l ® Bennet, Julie “[_

F I uso Message az/6p 0%

From: Johnson, Kelly &@

H Received: 4:15p

Priority: Urgent §

[ just received the demo product for
CTIA - do you want to see jt?

Options




Extend Office Voicemail to Mobile

E “gsee  Unified Mobile Cormrmunicator 0

Profile: Mormal

@ Status: Available
B

Directory =

T asee Woicemail Y & THER» 03
[I_Q Voicermail (2) =g -
w Calls (3
2 (3) @ Johnson, Kelly
Messages ® Roberts, John
@ Conferences (2) |® smith, Steve EEEL

F T asee. Woicemail
O F ) _asssmndill

@ Bennett, Julie

Fasmussen, Paul B
@ Booth, Karlie P From:
H 415-323-6659 408-366-8547
e A =
@ Moor, Marshall Sent:
18 4. 15p
i—=_J “

Qptions




Visual Corporate Voicemail

Cisco Exchange
Unity Datastore

=

© Poll Notification ©
(WebDAV) ] Sync VM Header

® Fetch VM X
© Transcode

9: Request Specific VM

@ Transmit Media
. @ oK

'@ Change Read Status

P
<

© Delete

P
<«

(O Delete Voicemail



Easy Access to Conference Calls

Fz - Conferences ¢

|

@ Event Planning Meeting 4:30p

1-BOD-555-5484 ID#45827
@ Branding Meeting 3:00p

1-B00-535-4242 [D#45876
@ Staff Meeting T_

1-800-533-4242 [D#1122114

@ Updated: Demo Flanning
1-800-5233-4242 [D#454555

E? afrdic

FE e Conference Detalls

« 26 - 4. 35p

Subiject: Event Planning Meeting
Time; 5:00p - &:00p

H[ [‘j l Dhal-In; 1-800-533-4242
d K= Meeting ID: 45827

MNeed to discuss booth layout, schedule
Ind. setup, attire, etc.

Crptions




Call Logs

area  UNified Mobile Communicator

FI

Status: Avallable
Profile: Mormal

Directory

Voicemail (2)

Calls (3) |
= )

Co

G PHLDP @

Fz - calls e eafFhaUk

¥ Missed Calls (2)
¥ Received Calls
 Dialed Calls




Cisco Unified Mobile Communicator
Architecture

Unified Mobility User

s mll
\ -
N S, o4t
\ .
‘L\\
\\\ -

.
.
.

—

&
A PSTN }/—*

GSM/
( Mobile Network . DUal-Mode

Phone
(Nokia Intellisync)

2
s
.
'
e
=
.
.
.

9 Status: Available

Profile General

N Directory

Voicemail

Y Gls

L, Messages (1) Cisco Unified

© Conferences | | " cisco Unified Mobility Advantage
I Mobile Communicator



Cisco Unified Mobile Communicator
Enterprise Application Integration

| Unified CM Integration

Conference Integration

CUCM 4.x, 5.x, 6.x, 7.x
DVO with 7.0

Call log integration (Desk
phone call history to
mobile client)

Voicemail Integration

o 7

@ Status: Available
Profile: Normal

® Directory

€ ‘oicemail (2)

¥ Calls (3)

@ Messages

® Conferences (2)

Unity 4.x, 5.x, 7.0 and Unity
Connection 7.0

Support for Unified Mode and
Integrated Messaging

Secure Messaging Unity 7.0
and Unity Connection 7.0

< | « MWIand Visual VM (visual

= =

Cisco Unified CM

eetingPlace/
ingPlace Express
A—

MP 6.0, 7.0/ MPE 1.2, 2.0
Conference notification
Click-to-call (no click-to-join)

Integration via MS Exchange
2000/2003 using WebDAV
protocol

4

/'”Dire,gt_ory Integration l
= AD 2000 or 2003-...,

JTA

Required integration: CUMC user
authentication

Directory lookup
CUMA server and CUMC client do

not store password cisco unifi nce
Integration via LDAP V

~—~—

| Cisco Unified Mobility Advantage hﬂ of voicemail box)
= CUMA 7.0 n via MS Exchae @

. . using WebDa;
® Native support for messaging
between CUMC mobile clients :

(IM/Text).
= Native support for CUMA client

MS Active

" . CUMA CUMA Directory
Pl_'esence and CUP integration Proxy Erfmoane 2000/2003
with 7.0
Cisco Unified
7 Mobility Advantage




Cisco Unified Mobile Communicator
Coming soon: ASA TLS Proxy

The CUMA Proxy server has been replaced with the Cisco
Adaptive Security Appliance (ASA) for enhanced security.

" ASA provides deep packet inspection and hardware
encryption/de-encryption for MMP packets

" Improved security for data backhaul connection from
CUMC client on Internet to enterprise.

@ Status: Available
Profile: General

Enterprise

————————

2 Messages (1)
®© Conferences

Cisco Unified
Mobility Advantage
Enterprise Server



Cisco Unified Mobile Communicator
Handset Support

Handsets currently supported with CUMC 3.X

*2:BlackBerry.
RIM OS

NOKIA
Symbian OS




IPhone & Windows Mobile Device Support

= CUMC v7.0 support on Windows Mobile:
— Windows Mobile Standard Edition v6.0 or v6.1

— Note: Not compatible with Windows Mobile ® Professional
Edition (touch screen devices)

= Phone?




Architectural Considerations

1. Network Latency, 1. Security
Unreliability Handset to enterprise
Disconnected client Use SMS only for signaling
Sync model Data melt
Delivery confirmation Proxy inspection
2. Battery Life, Data Usage 2. Diverse Networks, Handsets
Single TCP channel Synchronize data, voice
‘Rate controller’ limits updates Hide handset differences
Sync model

3. Auto-Cleanup
SMS inbox

Expire old messages

On-demand large data transfer



UMC Client-Server Protocol Stack

Structures

Application Dialvia  Conference
Layer Office Join

C
_ 9 5 3
Persistent © = 5
Data 3 2 o
s |5 g

o
o] “ =

Platform Auth, CN,
Services Search

SIP

Protocols HTTP Multiplexer

TCP/SSL

Network Layer (EVDO, GPRS, UMTS, WiFi, WiMAX, ...)




ISCO Unirtie opliie c.ommunicator
Client-Server Communications

=  SMS
= SSL/TLS Secure Encryption -
yp /f—\/ \oice .Clll:.ilélﬂl-l Mabile Cormmy
= Mobile Multiplex Protocol ~ _ "S™™M7 YE /
\"k//»/ 4 Status: Available s 0
. . Profile: Mormmal &
u Maln FunCtIOnS 2 Directory

o €8 voicemail (2)
i @ calls (2)

y e
Internep?_ & Messages (0) ‘

[ Conferences (2)

— Data Framing

— Session Management )
. GPRS

— Protocol Multiplexing E\I\//I?'g

— Presence, Contacts, Appt. HTTP

Notify, MMP

IM, Call Log, Melt, VMail

Notify SSL/TLS
= HTTP—Transfer of Binary TCP

* Orative Markup Language




Global Operator Support

= CUMC 7.0 clients available for all
operators

—Improved “keep alive” algorithm
f@//&% adjusts optimal connection across
different mobile networks

Langugge ;
/: —No need for operator-specific
Clent testing
ntil
localizations

= CUMC v7.0 localized clients
—Phased delivery in 2009
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