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æ“·å�–å°�åŒ…è¿½è¹¤ï¼ˆç›£è�½å™¨è¿½è¹¤ï¼‰

APåŸ ä¸Šçš„æœ‰ç·šPCAP
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å˜—è©¦è¤‡è£½æµ�é‡�ä¹‹å‰�ï¼Œè«‹å‹™å¿…ä½¿ç”¨ã€Œno debug traffic wired ip 
captureã€�æˆ–ã€Œundebug 
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ç¨‹å¼�

æ¥é©Ÿ1.å•Ÿå‹•pcapï¼›ä½¿ç”¨ã€Œdebug traffic wired ip captureã€�é�¸æ“‡æµ�é‡�åž‹åˆ¥ï¼š

 
<#root>

AP70DB.98E1.3DEC#debug traffic wired ip capture 
% Writing packets to "/tmp/pcap/

AP70DB.98E1.3DEC_capture.pcap0"

 
AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, link-type EN10MB (Ethernet)

 

æ¥é©Ÿ2.ç‰å¾…æµ�é‡�æµ�å‹•ï¼Œç„¶å¾Œä½¿ç”¨ã€Œno debug traffic wired ip 



captureã€�å‘½ä»¤æˆ–å�ªä½¿ç”¨ã€Œundebug allã€�å‘½ä»¤å�œæ¢æ�•ç�²ï¼š

 

AP70DB.98E1.3DEC#no debug traffic wired ip capture

 

æ¥é©Ÿ3.å°‡æª”æ¡ˆè¤‡è£½åˆ°tftp/scpä¼ºæœ�å™¨ï¼š

 
<#root>

AP70DB.98E1.3DEC#copy pcap 

AP70DB.98E1.3DEC_capture.pcap0

 tftp 192.168.1.100 
###################################################################################################################################################################### 100.0% 
AP70DB.98E1.3DEC#

 

æ¥é©Ÿ4.ç�¾åœ¨ï¼Œæ‚¨å�¯ä»¥åœ¨wiresharkä¸é–‹å•Ÿè©²æª”æ¡ˆã€‚ æª”æ¡ˆç‚ºpcap0ã€‚æ›´æ”¹ç‚ºpcapï¼Œä½¿å…¶è‡ªå‹•èˆ‡wiresharké—œè�¯ã€‚

å‘½ä»¤é�¸é …

debug traffic wiredå‘½ä»¤æœ‰å¹¾å€‹é�¸é …å�¯ä»¥å¹«åŠ©æ‚¨æ�•ç�²ç‰¹å®šæµ�é‡�ï¼š

 

APC4F7.D54C.E77C#debug traffic wired 
  <0-3>   wired debug interface number 
  filter  filter packets with tcpdump  filter string 
  ip      Enable wired ip traffic dump 
  tcp     Enable wired tcp traffic dump 
  udp     Enable wired udp traffic dum

 

æ‚¨å�¯ä»¥åœ¨debugæŒ‡ä»¤çš„çµ�å°¾æ–°å¢žã€Œverboseã€�ä¾†æª¢è¦–å°�åŒ…çš„å��å…é€²ä½�åˆ¶è½‰å„²ã€‚è«‹æ³¨æ„�ï¼Œå¦‚æžœé�Žæ¿¾æ¢�ä»¶ä¸�å¤ åš´æ ¼ï¼ŒCLIæœƒè©±å�¯èƒ½æœƒå¾ˆå¿«è¢«æ·¹æ²’ã€‚

ä½¿ç”¨é�Žæ¿¾å™¨å¯¦ç�¾æœ‰ç·šPCAP

é�Žæ¿¾å™¨æ ¼å¼�èˆ‡tcpdumpæ�•ç�²é�Žæ¿¾å™¨æ ¼å¼�ç›¸å°�æ‡‰ã€‚

é�Žæ¿¾å™¨ç¤ºä¾‹ èªªæ˜Ž

"ä¸»æ©Ÿ192.168.2.5" æ¤æŒ‡ä»¤æœƒé�Žæ¿¾å°�åŒ…æ“·å�–ï¼Œä»¥ä¾¿å�ªæ”¶é›†å‰�å¾€æˆ–ä¾†è‡ªä¸»æ©Ÿ192.168.2.5çš„å°�åŒ…ã€‚

"src host 192.168.2.5" é€™æ¨£æœƒé�Žæ¿¾å°�åŒ…æ“·å�–ï¼Œå�ªæ”¶é›†ä¾†è‡ª192.168.2.5çš„å°�åŒ…ã€‚

ä¸»æ©Ÿ



"dst host 192.168.2.5" æ¤æŒ‡ä»¤æœƒé�Žæ¿¾å°�åŒ…æ“·å�–ï¼Œä»¥ä¾¿å�ªæ”¶é›†å‰�å¾€192.168.2.5çš„å°�åŒ…ã€‚

"åŸ 443" æ¤æŒ‡ä»¤æœƒé�Žæ¿¾å°�åŒ…æ“·å�–ï¼Œä»¥åƒ…æ”¶é›†å…·æœ‰é€£ç·šåŸ 443ä¾†æº�æˆ–ç›®çš„åœ°çš„å°�åŒ…ã€‚

"srcåŸ 1055" é€™æœƒæ“·å�–æº�è‡ªé€£ç·šåŸ 1055çš„æµ�é‡�ã€‚é€£æŽ¥åŸ 

"dståŸ 443" é€™æœƒæ“·å�–ç›®çš„åœ°ç‚ºé€£ç·šåŸ 443çš„æµ�é‡�ã€‚

ä»¥ä¸‹ç¤ºä¾‹ä¸çš„è¼¸å‡ºé¡¯ç¤ºåœ¨æŽ§åˆ¶æª¯ä¸Šï¼Œä½†ä¹Ÿç¶“é�Žé�Žæ¿¾ä»¥åƒ…æª¢è¦–CAPWAPè³‡æ–™åŒ…ï¼š

 

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"                     
APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN10MB (Ethernet) 
12:20:50.483125 IP APC4F7-D54C-E77C.lan.5264 > 192.168.1.15.5246: UDP, length 81 
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.lan.5264: UDP, length 97 
 
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"                  
APC4F7.D54C.E77C#Killed 
APC4F7.D54C.E77C#

 

æª”æ¡ˆè¼¸å‡ºç¤ºä¾‹ï¼š

 

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture 
% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap0" 
APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN10MB (Ethernet) 
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture 
APC4F7.D54C.E77C#copy pcap APC4F7.D54C.E77C_capture.pcap0 tftp 192.168.1.100 
###################################################################################################################################################################### 100.0% 
APC4F7.D54C.E77C#

 

è¦�åœ¨wiresharkä¸Šé–‹å•Ÿæ�•ç�²ï¼Œè«‹åŸ·è¡Œä»¥ä¸‹æ“�ä½œï¼š



ç„¡ç·šé›»æ�•ç�²

å�¯ä»¥åœ¨ç„¡ç·šé›»çš„æŽ§åˆ¶å¹³é�¢ä¸Šå•Ÿç”¨è³‡æ–™åŒ…æ�•ç�²ã€‚ç”±æ–¼æ•ˆèƒ½å½±éŸ¿ï¼Œç„¡æ³•åœ¨ç„¡ç·šé›»è³‡æ–™å¹³é�¢ä¸Šæ�•ç�²ã€‚

é€™æ„�å‘³è‘—å®¢æˆ¶ç«¯é—œè�¯æµ�ï¼ˆæŽ¢æ¸¬ã€�èº«ä»½é©—è‰ã€�é—œè�¯ã€�eapã€�arpã€�dhcpè³‡æ–™åŒ…ä»¥å�Šipv6æŽ§åˆ¶è³‡æ–™åŒ…ã€�icmpå’Œndpï¼‰å�¯è¦‹ï¼Œä½†å®¢æˆ¶ç«¯åœ¨ç§»å‹•åˆ°é€£ç·šç‹€æ…‹å¾Œå‚³é€�çš„è³‡æ–™ä¸�å�¯è¦‹ã€‚

ç¨‹å¼�

æ¥é©Ÿ1.æ–°å¢žè·Ÿè¹¤çš„å®¢æˆ¶ç«¯macåœ°å�€ã€‚å�¯ä»¥æ–°å¢žå¤šå€‹macåœ°å�€ã€‚ä¹Ÿå�¯ä»¥å°�æ‰€æœ‰å®¢æˆ¶ç«¯é�‹è¡Œè©²å‘½ä»¤ï¼Œä½†ä¸�å»ºè°é€™æ¨£å�šã€‚

 

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs. 
config ap client-trace all-clients <enable | disable>  -- All clients debugging. Not recommended.

 

æ¥é©Ÿ2.å°‡é�Žæ¿¾å™¨è¨å®šç‚ºåƒ…è¨˜éŒ„ç‰¹å®šå�”å®šæˆ–æ‰€æœ‰æ”¯æ�´çš„å�”å®šï¼š

 

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

 

æ¥é©Ÿ3.é�¸æ“‡åœ¨æŽ§åˆ¶æª¯ä¸Šé¡¯ç¤ºè¼¸å‡ºï¼ˆé�žå�Œæ¥ï¼‰ï¼š

 

configure ap client-trace output console-log enable

 



æ¥é©Ÿ4.å•Ÿå‹•è·Ÿè¹¤ã€‚

 

config ap client-trace start

 

ç¯„ä¾‹ï¼š

 
<#root>

AP0CD0.F894.46E4#show dot11 clients 
 
Total dot11 clients: 1 
       Client MAC Slot ID WLAN ID AID    WLAN Name RSSI Maxrate WGB 

A8:DB:03:08:4C:4A

       0       1   1 testewlcwlan  -41 MCS92SS  No 
 
AP0CD0.F894.46E4#config ap client-trace address add 

A8:DB:03:08:4C:4A

 
AP0CD0.F894.46E4#config ap client-trace filter     
  all    Trace ALL filters 
  arp    Trace arp Packets 
  assoc  Trace assoc Packets 
  auth   Trace auth Packets 
  dhcp   Trace dhcp Packets 
  eap    Trace eap Packets 
  icmp   Trace icmp Packets 
  ipv6   Trace IPv6 Packets 
  ndp    Trace ndp Packets 
  probe  Trace probe Packets 
AP0CD0.F894.46E4#config ap client-trace filter all enable 
AP0CD0.F894.46E4#configure ap client-trace output console-log enable 
AP0CD0.F894.46E4#configure ap client-trace start 
AP0CD0.F894.46E4#term mon

 

è¦�å�œæ¢æ�•ç�²ï¼Œè«‹åŸ·è¡Œä»¥ä¸‹æ“�ä½œï¼š

 

configure ap client-trace stop 
configure ap client-trace clear 
configure ap client-trace address clear

 

é©—è‰

é©—è‰å®¢æˆ¶ç«¯è·Ÿè¹¤ï¼š

 
<#root>



AP70DB.98E1.3DEC#

show ap client-trace status

                                             
Client Trace Status         : Started 
 
Client Trace ALL Clients    : disable 
 
Client Trace Address        : a8:db:03:08:4c:4a 
 
Remote/Dump Client Trace Address    : a8:db:03:08:4c:4a 
 
Client Trace Filter         : probe 
Client Trace Filter         : auth 
Client Trace Filter         : assoc 
Client Trace Filter         : eap 
Client Trace Filter         : dhcp 
Client Trace Filter         : dhcpv6 
Client Trace Filter         : icmp 
Client Trace Filter         : icmpv6 
Client Trace Filter         : ndp 
Client Trace Filter         : arp 
 
Client Trace Output         : eventbuf 
Client Trace Output         : console-log 
Client Trace Output         : dump 
Client Trace Output         : remote 
 
Remote trace IP             : 192.168.1.100 
Remote trace dest port      : 5688 
NOTE - Only VIP packets are seen on remote if VIP is enabled 
 
Dump packet length          : 10 
Client Trace Inline Monitor            : disable 
Client Trace Inline Monitor pkt-attach : disable

 

æˆ�åŠŸçš„å®¢æˆ¶ç«¯é€£ç·šç¤ºä¾‹ï¼š



æ‹¬å¼§ä¸çš„å—æ¯�å�¯å¹«åŠ©æ‚¨çžè§£è©²å¹€å‡ºç�¾åœ¨ä½•è™•ï¼ˆEè¡¨ç¤ºä¹™å¤ªç¶²ï¼ŒWè¡¨ç¤ºç„¡ç·šï¼ŒCè¡¨ç¤ºåœ¨APå…§éƒ¨çš„Clickæ¨¡çµ„ï¼‰ï¼Œä»¥å�Šåœ¨å“ªå€‹æ–¹å�‘ï¼ˆä¸Šå‚³æˆ–ä¸‹è¼‰ï¼‰ã€‚

ä¸‹é�¢æ˜¯ä¸€å¼µå°�è¡¨ï¼Œä¸Šé�¢åˆ—å‡ºäº†é€™äº›å—æ¯�çš„å�«ç¾©ï¼š

U â€” ä¸Šè¡Œé�ˆè·¯è³‡æ–™åŒ…ï¼ˆä¾†è‡ªå®¢æˆ¶ç«¯ï¼‰ 
D â€” ä¸‹è¡Œé�ˆè·¯è³‡æ–™åŒ…ï¼ˆæŒ‰ä¸€ä¸‹ï¼‰ 
W â€” æ¨¡çµ„ç„¡ç·šé©…å‹•ç¨‹å¼� 
E â€” æ¨¡çµ„ä¹™å¤ªç¶²é©…å‹•ç¨‹å¼� 
C â€” æ¨¡çµ„æŒ‰ä¸€ä¸‹

å…¶ä»–é�¸é …

é�žå�Œæ¥æª¢è¦–æ—¥èªŒï¼š

ç„¶å¾Œå�¯ä½¿ç”¨ä»¥ä¸‹å‘½ä»¤æª¢è¦–æ—¥èªŒï¼šã€Œshow ap client-trace events mac 
xx:xx:xx:xx:xx:xx:xxã€�ï¼ˆæˆ–å°‡macæ›¿æ�›ç‚ºã€Œallã€�ï¼‰

 
<#root>

AP0CD0.F894.46E4#

show ap client-trace events mac a8:db:03:08:4c:4a

 



[*04/06/2020 10:11:54.287675] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v1> [U:W] DOT11_AUTHENTICATION : (.) 
[*04/06/2020 10:11:54.288144] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_AUTHENTICATION : (.) 
[*04/06/2020 10:11:54.289870] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] DOT11_ASSOC_REQUEST : (.) 
[*04/06/2020 10:11:54.317341] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_ASSOC_RESPONSE : (.) 
[*04/06/2020 10:11:54.341370] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] EAPOL_KEY.M1 : DescType 0x02 KeyInfo 0x008b 
[*04/06/2020 10:11:54.374500] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] EAPOL_KEY.M2 : DescType 0x02 KeyInfo 0x010b 
[*04/06/2020 10:11:54.377237] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] EAPOL_KEY.M3 : DescType 0x02 KeyInfo 0x13cb 
[*04/06/2020 10:11:54.390255] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] EAPOL_KEY.M4 : DescType 0x02 KeyInfo 0x030b 
[*04/06/2020 10:11:54.396855] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:11:54.416650] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:11:54.469089] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:11:54.469157] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:11:57.921877] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:11:57.921942] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:15:36.123119] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_DEAUTHENTICATION : (.) 
[*04/06/2020 10:15:36.127731] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr1v0> [D:W] DOT11_DISASSOC : (.) 
[*04/06/2020 10:17:24.128751] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_AUTHENTICATION : (.) 
[*04/06/2020 10:17:24.128870] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v1> [U:W] DOT11_AUTHENTICATION : (.) 
[*04/06/2020 10:17:24.129303] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_AUTHENTICATION : (.) 
[*04/06/2020 10:17:24.133026] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_ASSOC_REQUEST : (.) 
[*04/06/2020 10:17:24.136095] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_ASSOC_RESPONSE : (.) 
[*04/06/2020 10:17:24.138732] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] EAPOL_KEY.M1 : DescType 0x02 KeyInfo 0x008b 
[*04/06/2020 10:17:24.257295] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] EAPOL_KEY.M2 : DescType 0x02 KeyInfo 0x010b 
[*04/06/2020 10:17:24.258105] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] EAPOL_KEY.M3 : DescType 0x02 KeyInfo 0x13cb 
[*04/06/2020 10:17:24.278937] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] EAPOL_KEY.M4 : DescType 0x02 KeyInfo 0x030b 
[*04/06/2020 10:17:24.287459] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:17:24.301344] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:17:24.327482] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:17:24.327517] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:17:24.430136] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_ACTION : (.) 
[*04/06/2020 10:17:24.430202] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_ACTION : (.) 
[*04/06/2020 10:19:08.075326] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [U:W] DOT11_PROBE_REQUEST : (.) 
[*04/06/2020 10:19:08.075392] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v0> [D:W] DOT11_PROBE_RESPONSE : (.) 
[*04/06/2020 10:19:08.075437] [AP0CD0.F894.46E4] [a8:db:03:08:4c:4a] <apr0v1> [U:W] DOT11_PROBE_REQUEST : (.)

 

ä»¥å��å…é€²ä½�åˆ¶æ ¼å¼�è½‰å„²è³‡æ–™åŒ…

æ‚¨å�¯ä»¥åœ¨CLIä¸è½‰å„²å��å…é€²ä½�åˆ¶æ ¼å¼�çš„è³‡æ–™åŒ…ï¼š

 

configure ap client-trace output dump address add xx:xx:xx:xx:xx:xx 
configure ap client-trace output dump enable x -> Enter the packet dump length value

 



ç„¶å¾Œï¼Œæ‚¨å�¯ä»¥æ¸…é™¤å��å…é€²ä½�åˆ¶è½‰å„²ä¸¦ä»¥txtæ ¼å¼�å„²å˜ä¸¦åŒ¯å…¥åˆ°wiresharkä¸ï¼š



ç”±æ–¼è¼¸å‡ºå�¯èƒ½é�žå¸¸å¤§ï¼Œä¸¦ä¸”è¦�è€ƒæ…®åˆ°è¼¸å‡ºå�ªæ��åˆ°å�¯è¦‹çš„å¹€åž‹åˆ¥ï¼Œè€Œä¸�æ��åˆ°ä»»ä½•å…§éƒ¨ç´°ç¯€ï¼Œå› æ¤å°‡è³‡æ–™åŒ…æ�•ç�²é‡�å®šå�‘åˆ°é�‹è¡Œæ�•ç�²æ‡‰ç”¨ç¨‹å¼�ï¼ˆå¦‚wiresharkï¼‰çš„ç†è¨˜åž‹é›»è…¦å�¯èƒ½æ›´æœ‰æ•ˆã€‚

å•Ÿç”¨é� ç«¯æ�•ç�²åŠŸèƒ½ï¼Œä»¥ä¾¿ä½¿ç”¨wiresharkå°‡è³‡æ–™åŒ…å‚³é€�åˆ°å¤–éƒ¨è£�ç½®ï¼š

 

config ap client-trace output remote enable 

 

æ¤å‘½ä»¤è¡¨ç¤ºAPå°‡client-trace 
filteræ�•ç�²çš„æ¯�å€‹å¹€è½‰ç™¼åˆ°åœ°å�€ç‚º192.168.68.68çš„è†�ä¸Šåž‹é›»è…¦ï¼Œä¸¦åœ¨åŸ 5000ä¸Šä½¿ç”¨PEEKREMOTEå°�è£�ï¼ˆèˆ‡ç›£è�½å™¨æ¨¡å¼�ä¸çš„APä¸€æ¨£ï¼‰ã€‚

ä¸€å€‹é™�åˆ¶æ˜¯ï¼Œç›®æ¨™ç†è¨˜åž‹é›»è…¦å¿…é ˆèˆ‡æ‚¨åœ¨å…¶ä¸Šé�‹è¡Œæ¤å‘½ä»¤çš„APä½�æ–¼å�Œä¸€å€‹å�ç¶²ä¸ã€‚æ‚¨å�¯ä»¥æ›´æ”¹åŸ è™Ÿä»¥å®¹ç´�ç¶²è·¯ä¸çš„æ‰€æœ‰å®‰å…¨ç–ç•¥ã€‚

åœ¨é�‹è¡ŒWiresharkçš„ç†è¨˜åž‹é›»è…¦ä¸Šæ”¶åˆ°æ‰€æœ‰è³‡æ–™åŒ…å¾Œï¼Œæ‚¨å�¯ä»¥å�³æ“Šudp
5000å ±é ï¼Œé�¸æ“‡decode asä¸¦é�¸æ“‡PEEKREMOTEï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºï¼š



æœ‰é—œæ¤åŠŸèƒ½çš„éŒ¯èª¤å’Œå¢žå¼·åŠŸèƒ½çš„æ¸…å–®ï¼š

æ€�ç§‘éŒ¯èª¤ID CSCvm09020 8.8ä¸Šçš„å®¢æˆ¶ç«¯è·Ÿè¹¤ä¸�å†�é¡¯ç¤ºDNS

æ€�ç§‘éŒ¯èª¤ID CSCvm09015 å®¢æˆ¶ç«¯è·Ÿè¹¤é¡¯ç¤ºè¨±å¤šICMP_otherï¼Œåº�åˆ—è™Ÿç‚ºnull

æ€�ç§‘éŒ¯èª¤ID CSCvm02676 AP COSå®¢æˆ¶ç«¯è·Ÿè¹¤ä¸�æœƒæ�•ç�²webauthè³‡æ–™åŒ…

æ€�ç§‘éŒ¯èª¤ID CSCvm02613   AP COSå®¢æˆ¶ç«¯è·Ÿè¹¤é� ç«¯è¼¸å‡ºç„¡æ³•æ£å¸¸å·¥ä½œ

 æ€�ç§‘éŒ¯èª¤ID CSCvm00855 å®¢æˆ¶ç«¯è·Ÿè¹¤SEQè™Ÿä¸�ä¸€è‡´

å¾ž9800 WLCæŽ§åˆ¶APå®¢æˆ¶ç«¯è·Ÿè¹¤

å�¯ä»¥é…�ç½®å¤šå€‹APä»¥åŸ·è¡Œç„¡ç·šå®¢æˆ¶ç«¯è·Ÿè¹¤ä¸¦å¾ž

æ¥é©Ÿ1.é…�ç½®å®šç¾©è¦�æ�•ç�²çš„æµ�é‡�çš„APè·Ÿè¹¤é…�ç½®æª”æ¡ˆ

 

config term 
   wireless profile ap trace 
 
 
 

https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02613
https://tools.cisco.com/bugsearch/bug/CSCvm00855


       
 
 
      filter all no filter probe output console-log 
 
 
 

 

 
 
æ¥é©Ÿ2.  
å°‡APè·Ÿè¹¤é…�ç½®æª”æ¡ˆæ–°å¢žåˆ°ç›®æ¨™çš„APä½¿ç”¨çš„APåŠ å…¥é…�ç½®æª”æ¡ˆä¸ã€‚

 

ap profile < ap join profile name> 
    trace 
 
 
 
 

 

ç¢ºä¿�å°‡æ¤APåŠ å…¥é…�ç½®æª”æ¡ˆæ‡‰ç”¨æ–¼ç›®æ¨™APä½¿ç”¨çš„ç«™é»žæ¨™ç±¤ 
 
ç¬¬4æ¥è§¸ç™¼å•Ÿå‹•/å�œæ¢ 
 

 

ap trace client start ap 
 
 
 
       
 
 
      client all/ 
 
 
        
 
 
       ap trace client stop ap 
 
 
         
 
 
        client all/ 
 
 
          
 
 
         ap trace client start site 
 
 



           
 
 
          client all/ 
 
 
            
 
 
           ap trace client stop site 
 
 
             
 
 
            client all/ 
 
 
              
 
 
             
 
 
            
 
 
           
 
 
          
 
 
         
 
 
        
 
 
 

 

 
 
é©—è‰å‘½ä»¤ï¼š

 

show wireless profile ap trace summary 
show wireless profile ap trace detailed PROF_NAME detail 
sh ap trace client summary 
show ap trace unsupported-ap summary

 

è™•æ–¼ç›£è�½å™¨æ¨¡å¼�çš„AP Catalyst 91xx

æ–°çš„Catalyst 
9115ã€�9117ã€�9120å’Œ9130å�¯ä»¥åœ¨ç›£è�½å™¨æ¨¡å¼�ä¸‹è¨å®šã€‚æ¤é�Žç¨‹èˆ‡ä»¥å‰�çš„APæ¨¡åž‹é¡žä¼¼ã€‚







æ³¨æ„�ï¼šæ�•ç�²ä»¥WIFI 
6è³‡æ–™é€ŸçŽ‡å‚³é€�çš„è³‡æ–™å¹€ï¼Œä½†æ˜¯ï¼Œç”±æ–¼peekremoteåœ¨Wiresharkä¸Šä¸�æ˜¯æœ€æ–°çš„ï¼Œå› æ¤å®ƒå€‘ç�¾åœ¨é¡¯ç¤ºç‚º802.11ax
phyåž‹åˆ¥ã€‚ä¿®å¾©åœ¨Wireshark 
3.2.4ä¸ï¼Œå…¶ä¸Wiresharké¡¯ç¤ºæ£ç¢ºçš„WiFi6ç‰©ç�†é€ŸçŽ‡ã€‚ 

è¨»ï¼šæ€�ç§‘APæ¤æ™‚ç„¡æ³•æ�•ç�²MU-OFDMAå¹€ï¼Œä½†å�¯ä»¥æ�•ç�²é€šå‘ŠMU-
OFDMAè¦–çª—çš„è§¸ç™¼å¹€ï¼ˆä»¥ç®¡ç�†è³‡æ–™é€ŸçŽ‡å‚³é€�ï¼‰ã€‚æ‚¨å·²ç¶“å�¯ä»¥æŽ¨æ–·MU-
OFDMAå·²ç™¼ç”Ÿï¼ˆæˆ–æœªç™¼ç”Ÿï¼‰ä»¥å�Šå®¢æˆ¶ç«¯èˆ‡å“ªå€‹ç™¼ç”Ÿã€‚



ç–‘é›£æŽ’è§£æ��ç¤º

è·¯å¾‘MTU

é›–ç„¶è·¯å¾‘MTUç™¼ç�¾å�¯æ‰¾åˆ°APçš„æœ€ä½³MTUï¼Œä½†å�¯ä»¥æ‰‹å‹•è¦†è“‹æ¤è¨å®šã€‚

åœ¨AireOS 8.10.130 WLCä¸Šï¼Œå‘½ä»¤config ap pmtu disable 
<ap/all>å�¯ç‚ºä¸€å€‹æˆ–æ‰€æœ‰APè¨å®šé�œæ…‹MTUï¼Œè€Œä¸�æ˜¯ä¾�è³´å‹•æ…‹æŽ¢ç´¢æ©Ÿåˆ¶ã€‚

è¦�åœ¨å¼•å°Žæ™‚å•Ÿç”¨èª¿è©¦ï¼Œè«‹åŸ·è¡Œä»¥ä¸‹æ“�ä½œ

æ‚¨å�¯ä»¥åœ¨ä¸‹æ¬¡å¼•å°Žæ™‚é�‹è¡Œconfig boot debug 
capwapä»¥å•Ÿç”¨capwapã€�DTLSå’ŒDHCPèª¿è©¦ï¼Œå�³ä½¿åœ¨ä½œæ¥ç³»çµ±å·²å¼•å°Žä¸”é¡¯ç¤ºæ��ç¤ºä¹‹å‰�ä¹Ÿæ˜¯å¦‚æ¤ã€‚

æ‚¨é‚„æœ‰å¹¾å€‹è¨˜æ†¶é«”èª¿è©¦çš„ã€Œconfig boot debug memory xxxxã€�ã€‚

æ‚¨å�¯ä»¥ä½¿ç”¨ã€Œshow 
bootã€�æª¢è¦–ä¸‹æ¬¡é‡�æ–°å•Ÿå‹•æ™‚æ˜¯å�¦å•Ÿç”¨äº†å¼•å°Žèª¿è©¦ã€‚

æ‚¨å�¯ä»¥é€šé�Žåœ¨çµ�å°¾è™•æ–°å¢ždisableé—œé�µå—ï¼ˆä¾‹å¦‚ã€Œconfig boot 
debug capwap disableã€�ï¼‰ä¾†ç¦�ç”¨å®ƒå€‘ã€‚

çœ�é›»æ©Ÿåˆ¶

å�¯ä»¥é€šé�Žé�‹è¡Œä»¥ä¸‹å‘½ä»¤ä¾†è¨ºæ–·çµ¦å®šå®¢æˆ¶ç«¯çš„ç¯€èƒ½å•�é¡Œ

debug client trace <mac address>

å®¢æˆ¶ç«¯QoS

è‹¥è¦�é©—è‰æ˜¯å�¦æ‡‰ç”¨äº†QoSæ¨™ç±¤ï¼Œå�¯ä»¥é�‹è¡Œã€Œdebug capwap client 
qosã€�ã€‚

å®ƒé¡¯ç¤ºç„¡ç·šå®¢æˆ¶ç«¯çš„è³‡æ–™åŒ…çš„UPå€¼ã€‚

è‡ª8.8èµ·ï¼Œå®ƒä¸�èƒ½é€²è¡ŒMACé�Žæ¿¾(å¢žå¼·è«‹æ±‚CiscoéŒ¯èª¤IDCSCvm08899 )ã€‚

 

labAP#debug capwap client qos 
 
[*08/20/2018 09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:89 UP: 0 
[*08/20/2018 09:43:45.0051] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:89 UP: 0 
[*08/20/2018 09:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:89 UP: 0 
[*08/20/2018 09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:35 UP: 5 
[*08/20/2018 09:43:47.0982] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:35 UP: 5 

 

æ‚¨é‚„å�¯ä»¥é©—è‰APä¸Šçš„Qos 
UPåˆ°DSCPè¡¨ä»¥å�ŠQosæ¨™ç±¤ã€�æ•´å½¢å’Œä¸Ÿæ£„çš„è³‡æ–™åŒ…ç¸½æ•¸ï¼š

https://tools.cisco.com/bugsearch/bug/CSCvm08899


 

LabAP#show dot11 qos 
Qos Policy Maps (UPSTREAM) 
 
no policymap 
Qos Stats (UPSTREAM) 
 
total packets:   0 
dropped packets: 0 
marked packets:  0 
shaped packets:  0 
policed packets: 0 
copied packets:  0 
 
DSCP TO DOT1P (UPSTREAM) 
 
Default dscp2dot1p Table Value: 
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48 
Active dscp2dot1p Table Value: 
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48 
 
Qos Policy Maps (DOWNSTREAM) 
 
no policymap 
Qos Stats (DOWNSTREAM) 
 
total packets:   0 
dropped packets: 0 
marked packets:  0 
shaped packets:  0 
policed packets: 0 
copied packets:  0 
 
DSCP TO DOT1P (DOWNSTREAM) 
 
Default dscp2dot1p Table Value: 
[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1 
[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1 
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1 
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1 
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1 
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1 
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1 
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1 
Active dscp2dot1p Table Value: 
[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1 
[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1 
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1 
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1 
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1 
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1 
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1 
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1 
LabAP#

 

åœ¨WLCä¸Šå®šç¾©Qosç–ç•¥ä¸¦åœ¨Flexconnect 
APä¸Šä¸‹è¼‰æ™‚ï¼Œå�¯ä»¥ä½¿ç”¨é€²è¡Œé©—è‰ï¼š

 



AP780C-F085-49E6#show policy-map 
2 policymaps 
Policy Map BWLimitAAAClients            type:qos client:default 
    Class BWLimitAAAClients_AVC_UI_CLASS 
      drop 
 
    Class BWLimitAAAClients_ADV_UI_CLASS 
      set dscp af41 (34) 
 
 
    Class class-default 
      police rate 5000000 bps (625000Bytes/s) 
        conform-action 
        exceed-action 
 
 
Policy Map platinum-up          type:qos client:default 
    Class cm-dscp-set1-for-up-4 
      set dscp af41 (34) 
 
 
    Class cm-dscp-set2-for-up-4 
      set dscp af41 (34) 
 
 
    Class cm-dscp-for-up-5 
      set dscp af41 (34) 
 
 
    Class cm-dscp-for-up-6 
      set dscp ef (46) 
 
 
    Class cm-dscp-for-up-7 
      set dscp ef (46) 
 
 
    Class class-default 
      no actions 
 

 

åœ¨Qosé€ŸçŽ‡é™�åˆ¶çš„æƒ…æ³�ä¸‹ï¼š

 

AP780C-F085-49E6#show rate-limit client 
Config: 
              mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burst_out nrt_burst_in 
A8:DB:03:6F:7A:46   2           0          0            0           0            0           0             0            0 
Statistics: 
            name    up  down 
        Unshaped     0     0 
  Client RT pass     0     0 
 Client NRT pass     0     0 
 Client RT drops     0     0 
Client NRT drops     0 38621 
               9 54922     0 

 



é�žé€šé�“æŽƒæ��

åœ¨æŽ’æŸ¥æ¬ºè©�æª¢æ¸¬æ•…éšœæ™‚ï¼ˆé©—è‰APæ˜¯å�¦å’Œä½•æ™‚é€²å…¥è¦�æŽƒæ��çš„ç‰¹å®šé€šé�“ï¼‰ï¼Œèª¿è©¦APçš„é€šé�“å¤–æŽƒæ��é�žå¸¸æœ‰ç”¨ï¼Œä½†åœ¨æœªä½¿ç”¨ã€Œé€šé�“å¤–æŽƒæ��å»¶é�²ã€�åŠŸèƒ½æ™‚ï¼Œåœ¨æ•�æ„Ÿå�³æ™‚æµ�ä¸�æ–·ä¸æ–·çš„å½±ç‰‡æ•…éšœæŽ’é™¤ä¸ï¼Œèª¿è©¦ä¹Ÿé�žå¸¸æœ‰ç”¨ã€‚

 

debug rrm off-channel defer  
debug rrm off-chanel dbg (starting 17.8.1) 
debug rrm off-channel schedule  
debug rrm off-channel voice (starting 17.8.1) 
debug rrm schedule (starting 17.8.1, debug NDP packet tx) 
show trace dot_11 channel enable 
 
[*06/11/2020 09:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_local rrm_is_msmt_schedule_local passive scan on channel 5 bandwidth 20MHz 
[*06/11/2020 09:45:39.0550] noise measurement channel 5 noise 89 
[*06/11/2020 09:45:43.5490] wcp/rrm_userspace_1/rrm_schedule :: RRMSchedule process_int_duration_timer_local rrm_is_msmt_schedule_local passive scan on channel 140 bandwidth 20MHz 
[*06/11/2020 09:45:43.6570] noise measurement channel 140 noise 97

 

å®¢æˆ¶ç«¯é€£ç·š

å�¯ä»¥ä½¿ç”¨æœ€å¾Œä¸€å€‹äº‹ä»¶æ™‚é–“æˆ³åˆ—å‡ºå·²ç¶“ç”±æŽ¥å…¥é»žå�–æ¶ˆé©—è‰çš„å®¢æˆ¶ç«¯ï¼š

 

LabAP#show dot11 clients deauth 
               timestamp               mac vap reason_code 
Mon Aug 20 09:50:59 2018 AC:BC:32:A4:2C:D3   9           4 
Mon Aug 20 09:52:14 2018 00:AE:FA:78:36:89   9           4 
Mon Aug 20 10:31:54 2018 00:AE:FA:78:36:89   9           4

 

åœ¨ä¸Šä¸€å€‹è¼¸å‡ºä¸ï¼ŒåŽŸå› ä»£ç¢¼æ˜¯å�–æ¶ˆé©—è‰åŽŸå› ä»£ç¢¼ï¼Œå¦‚ä»¥ä¸‹é€£çµ�æ‰€è©³è¿°ï¼š

https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-
deauth-reason-codes/ta-p/3148055
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LabAP#show dot11 clients 
 
Total dot11 clients: 1 
       Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB 
00:AE:FA:78:36:89       1      10   1   TestSSID -25 MCS82SS  No 

 

 æœ‰é—œå®¢æˆ¶ç«¯æ¢
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https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
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LabAP#show client summ 
 
Radio Driver client Summary: 
============================== 
wifi0 
[*08/20/2018 11:54:59.5340] 
[*08/20/2018 11:54:59.5340] Total STA List Count 0 
[*08/20/2018 11:54:59.5340] | NO|              MAC|STATE| 
[*08/20/2018 11:54:59.5340] ----------------------------- 
wifi1 
[*08/20/2018 11:54:59.5357] 
[*08/20/2018 11:54:59.5357] Total STA List Count 1 
[*08/20/2018 11:54:59.5357] | NO|              MAC|STATE| 
[*08/20/2018 11:54:59.5357] ----------------------------- 
[*08/20/2018 11:54:59.5357] |  1| 0:ffffffae:fffffffa:78:36:ffffff89|    8| 
 
Radio Driver Client AID List: 
============================== 
wifi0 
[*08/20/2018 11:54:59.5415] 
[*08/20/2018 11:54:59.5415] Total STA-ID List Count 0 
[*08/20/2018 11:54:59.5415] | NO|              MAC|STA-ID| 
[*08/20/2018 11:54:59.5415] ------------------------------ 
wifi1 
[*08/20/2018 11:54:59.5431] 
[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1 
[*08/20/2018 11:54:59.5431] | NO|              MAC|STA-ID| 
[*08/20/2018 11:54:59.5432] ------------------------------ 
[*08/20/2018 11:54:59.5432] |  1| 0:ffffffae:fffffffa:78:36:ffffff89|     6| 
 
WCP client Summary: 
===================== 
 
              mac radio vap aid state       encr Maxrate is_wgb_wired      wgb_mac_addr 
00:AE:FA:78:36:89     1   9   1   FWD AES_CCM128 MCS82SS        false 00:00:00:00:00:00 
 
 
NSS client Summary: 
===================== 
Current Count: 3 
|       MAC       | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC| 
|F8:0B:CB:E4:7F:41|00000000|      3|   0| 1| 1|  0|  2|    3|    1| 
|F8:0B:CB:E4:7F:40|00000000|      3|   0| 1| 1|  0|  2|    3|    1| 
|00:AE:FA:78:36:89|00000003|      1|   0| 1| 1|  0|  9|    1|    0| 
 
Datapath IPv4 client Summary: 
=============================== 
               id vap   port         node tunnel               mac        seen_ip     hashed_ip sniff_ago confirm_ago 
00:AE:FA:78:36:89   9 apr1v9 192.0.2.13      - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45  5.990000    5.980000 
 
Datapath IPv6 client Summary: 
=============================== 
client               mac                 seen_ip6 age      scope   port 
     1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689  61 link-local apr1v9 
 
Wired client Summary: 
======================= 
mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes



 

å�¯ä»¥ä½¿ç”¨å¼·åˆ¶æ–·é–‹ç‰¹å®šå®¢æˆ¶ç«¯çš„é€£ç·šï¼š

 

test dot11 client deauthenticate 

 

å�¯ä»¥ä½¿ç”¨ä»¥ä¸‹å‘½ä»¤ç‚ºæ¯�å€‹å®¢æˆ¶ç«¯ç�²å�–æµ�é‡�è¨ˆæ•¸å™¨ï¼š

 

LabAP#show client statistics wireless 00:AE:FA:78:36:89 
Client MAC address: 00:AE:FA:78:36:89 
Tx Packets                   : 621 
Tx Management Packets        : 6 
Tx Control Packets           : 153 
Tx Data Packets              : 462 
Tx Data Bytes                : 145899 
Tx Unicast Data Packets      : 600 
Rx Packets                   : 2910 
Rx Management Packets        : 13 
Rx Control Packets           : 943 
Rx Data Packets              : 1954 
Rx Data Bytes                : 145699 
LabAP#

 

åœ¨ç„¡ç·šé›»å±¤é�¢ï¼Œå¾ˆå¤šè³‡è¨Šéƒ½å�¯ä»¥åœ¨ã€Œshow 
controllersã€�ä¸ç�²å¾—ã€‚æ–°å¢žå®¢æˆ¶ç«¯macåœ°å�€æ™‚ï¼Œå°‡é¡¯ç¤ºæ”¯æ�´çš„è³‡æ–™é€ŸçŽ‡ã€�ç•¶å‰�è³‡æ–™å»ºç«‹é‡�ã€�PHYåŠŸèƒ½ä»¥å�Šé‡�è©¦æ¬¡æ•¸å’Œå¤±æ•—æ¬¡æ•¸ï¼š

 
<#root>

LabAP#show controllers dot11Radio 0 client 00:AE:FA:78:36:89 
              mac radio vap aid state       encr Maxrate is_wgb_wired      wgb_mac_addr 
00:AE:FA:78:36:89     0   9   1   FWD AES_CCM128    M15         false 00:00:00:00:00:00 
Configured rates for client 00:AE:FA:78:36:89 
Legacy Rates(Mbps): 11 
HT Rates(MCS):M0 M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13 M14 M15 
VHT Rates: 1SS:M0-7 2SS:M0-7 
 
HT:yes     VHT:yes     HE:no     40MHz:no     80MHz:no     80+80MHz:no     160MHz:no 
11w:no     MFP:no     11h:no     encrypt_polocy: 4 
_wmm_enabled:yes     qos_capable:yes     WME(11e):no     WMM_MIXED_MODE:no 
short_preamble:yes     short_slot_time:no     short_hdr:yes     SM_dyn:yes 
short_GI_20M:yes     short_GI_40M:no     short_GI_80M:yes     LDPC:yes     AMSDU:yes     AMSDU_long:no 
su_mimo_capable:yes     mu_mimo_capable:no     is_wgb_wired:no     is_wgb:no 
 
Additional info for client 00:AE:FA:78:36:89 
RSSI: -90 
PS  : Legacy (Sleeping) 
Tx Rate: 0 Kbps 
Rx Rate: 117000 Kbps 
VHT_TXMAP: 0 
CCX Ver: 4 
 
Statistics for client 00:AE:FA:78:36:89 
              mac   intf TxData TxMgmt TxUC TxBytes 



TxFail

 TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt   RxRt idle_counter stats_ago expiration 
00:AE:FA:78:36:89 apr0v9      8      1    6    1038      1      0            0     31      1    1599     0    0 117000          290 13.952000          0 
 
Per TID packet statistics for client 00:AE:FA:78:36:89 
Priority Rx Pkts Tx Pkts Rx(last 5 s) Tx (last 5 s) QID Tx Drops Tx Cur Qlimit 
       0     899     460            1             1 144        0      0   1024 
       1       0       0            0             0 145        0      0   1024 
       2       0       0            0             0 146        0      0   1024 
       3      59       0            0             0 147        0      0   1024 
       4       0       0            0             0 148        0      0   1024 
       5       0       0            0             0 149        0      0   1024 
       6       0       0            0             0 150        0      0   1024 
       7       0       0            0             0 151        0      0   1024 
 
Legacy Rate Statistics: 
  (Mbps :   Rx, Tx, Tx-Retries) 
11 Mbps :    2,    0,    0 
 6 Mbps :    0,    9,    0 
 
HT/VHT Rate Statistics: 
(Rate/SS/Width :   Rx, Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries) 
        0/1/20 :    4,    4,    0,    0,    0 
        6/2/20 :    4,    4,    0,    0,    0 
        7/2/20 :    5,    5,    0,    0,    0 
 
webauth done: 
false

 

ç‚ºäº†æŒ�çºŒè¿½è¹¤ä½¿ç”¨è€…ç«¯è³‡æ–™é€ŸçŽ‡å’Œ/æˆ–RSSIå€¼ï¼Œæ‚¨å�¯ä»¥åŸ·è¡Œã€Œdebug
dot11 client rate address <mac>ã€�ï¼Œæ¤æŒ‡ä»¤æœƒæ¯�ç§’è¨˜éŒ„ä¸€æ¬¡æ¤è³‡è¨Šï¼š

 

LabAP#debug dot11 client rate address 00:AE:FA:78:36:89 
[*08/20/2018 14:17:28.0928]                MAC    Tx-Pkts    Rx-Pkts  Tx-Rate  Rx-Rate  RSSI   SNR Tx-Retries 
[*08/20/2018 14:17:28.0928] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:29.0931] 00:AE:FA:78:36:89          7         18       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:30.0934] 00:AE:FA:78:36:89          3         18       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:31.0937] 00:AE:FA:78:36:89          2         20       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:32.0939] 00:AE:FA:78:36:89          2         20       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:33.0942] 00:AE:FA:78:36:89          2         21       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:34.0988] 00:AE:FA:78:36:89          1          4       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:35.0990] 00:AE:FA:78:36:89          9         23       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:36.0993] 00:AE:FA:78:36:89          3          7       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:37.0996] 00:AE:FA:78:36:89          2          6       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:38.0999] 00:AE:FA:78:36:89          2         14       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:39.1002] 00:AE:FA:78:36:89          2         10       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:40.1004] 00:AE:FA:78:36:89          1          6       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:41.1007] 00:AE:FA:78:36:89          9         20       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:42.1010] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:43.1013] 00:AE:FA:78:36:89          2          8       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:44.1015] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:45.1018] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:46.1021] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:47.1024] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:48.1026] 00:AE:FA:78:36:89          7         15       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:49.1029] 00:AE:FA:78:36:89          0          6       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:50.1032] 00:AE:FA:78:36:89          0          0       12  a8.2-2s   -46    52          0 



[*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89          1          7       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89          0         17       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89          1         19       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89          2         17       12  a8.2-2s   -46    52          0 
[*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89          2         22       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89          1         18       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89          2         18       12  a8.2-2s   -45    53          0 
[*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89         12         37       12  a8.2-2s   -45    53          0
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AP#show client access-lists pre-auth all f48c.507a.b9ad 
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD 
IPv4 ACL: IPv6 ACL: 
ACTION URL-LIST 
 
Resolved IPs for Client: F4:8C:50:7A:B9:AD 
HIT-COUNT URL ACTION IP-LIST 
 
REDIRECT 
rule 0: allow true and ip proto 17 and src port 53 
rule 1: allow true and ip proto 17 and dst port 53 
rule 2: allow true and src 10.48.39.161mask 255.255.255.255 
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255 
rule 4: deny true 
No IPv6 ACL found 
 
 
AP#show client access-lists post-auth all f48c.507a.b9ad 
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD 
IPv4 ACL: IPv6 ACL: 
ACTION URL-LIST 
 
Resolved IPs for Client: F4:8C:50:7A:B9:AD 
HIT-COUNT URL ACTION IP-LIST 
 
post-auth 
rule 0: deny true and dst 192.0.0.0mask 255.0.0.0 
rule 1: deny true and src 192.0.0.0mask 255.0.0.0 
rule 2: allow true 
No IPv6 ACL found

 

APæª”æ¡ˆç³»çµ±

COS APä¸�å…�è¨±åœ¨unixå¹³å�°ä¸Šåˆ—å‡ºæª”æ¡ˆç³»çµ±çš„æ‰€æœ‰å…§å®¹ã€‚

å‘½ä»¤ã€Œshow 
filesystemsã€�æ��ä¾›ç•¶å‰�åˆ†å‰²æ§½ä¸Šç©ºé–“ä½¿ç”¨æƒ…æ³�å’Œåˆ†ä½ˆçš„è©³ç´°è³‡è¨Šï¼š

 



2802#show filesystems 
Filesystem                Size      Used Available Use% Mounted on 
/dev/ubivol/storage      57.5M    364.0K     54.1M   1% /storage 
2802#

 

å‘½ä»¤ã€Œshow 
flashã€�åˆ—å‡ºAPå¿«é–ƒè¨˜æ†¶é«”ä¸Šçš„ä¸»æª”æ¡ˆã€‚æ‚¨é‚„å�¯ä»¥é™„åŠ syslogæˆ–coreé—œé�µå—ä»¥åˆ—å‡ºé€™äº›ç‰¹å®šè³‡æ–™å¤¾ã€‚

 

ap_2802#show flash 
Directory of /storage/ 
total 84 
-rw-r--r--    1 root     root             0 May 21  2018 1111 
-rw-r--r--    1 root     root             6 Apr 15 11:09 BOOT_COUNT 
-rw-r--r--    1 root     root             6 Apr 15 11:09 BOOT_COUNT.reserve 
-rw-r--r--    1 root     root            29 Apr 15 11:09 RELOADED_AT_UTC 
drwxr-xr-x    2 root     root           160 Mar 27 13:53 ap-images 
drwxr-xr-x    4 5        root          2016 Apr 15 11:10 application 
-rw-r--r--    1 root     root          6383 Apr 26 09:32 base_capwap_cfg_info 
-rw-r--r--    1 root     root            20 Apr 26 10:31 bigacl 
-rw-r--r--    1 root     root          1230 Mar 27 13:53 bootloader.log 
-rw-r--r--    1 root     root             5 Apr 26 09:29 bootloader_verify.shadow 
-rw-r--r--    1 root     root            18 Jun 30  2017 config 
-rw-r--r--    1 root     root          8116 Apr 26 09:32 config.flex 
-rw-r--r--    1 root     root            21 Apr 26 09:32 config.flex.mgroup 
-rw-r--r--    1 root     root             0 Apr 15 11:09 config.local 
-rw-r--r--    1 root     root             0 Jul 26  2018 config.mesh.dhcp 
-rw-r--r--    1 root     root           180 Apr 15 11:10 config.mobexp 
-rw-r--r--    1 root     root             0 Jun  5  2018 config.oeap 
-rw-r--r--    1 root     root          2253 Apr 26 09:43 config.wireless 
drwxr-xr-x    2 root     root           160 Jun 30  2017 cores 
drwxr-xr-x    2 root     root           320 Jun 30  2017 dropbear 
drwxr-xr-x    2 root     root           160 Jun 30  2017 images 
-rw-r--r--    1 root     root           222 Jan  2  2000 last_good_uplink_config 
drwxr-xr-x    2 root     root           160 Jun 30  2017 lists 
-rw-r--r--    1 root     root           215 Apr 16 11:01 part1_info.ver 
-rw-r--r--    1 root     root           215 Apr 26 09:29 part2_info.ver 
-rw-r--r--    1 root     root          4096 Apr 26 09:36 random_seed 
-rw-r--r--    1 root     root             3 Jun 30  2017 rxtx_mode 
-rw-r--r--    1 root     root            64 Apr 15 11:11 sensord_CSPRNG0 
-rw-r--r--    1 root     root            64 Apr 15 11:11 sensord_CSPRNG1 
drwxr-xr-x    3 support  root           224 Jun 30  2017 support 
drwxr-xr-x    2 root     root          2176 Apr 15 11:10 syslogs 
--------------------------------------------------------------------------- 
Filesystem                Size      Used Available Use% Mounted on 
flash                    57.5M    372.0K     54.1M   1% /storage 

 

å„²å˜å’Œå‚³é€�ç³»çµ±æ—¥èªŒ

syslogè³‡æ–™å¤¾å„²å˜å…ˆå‰�é‡�æ–°å•Ÿå‹•çš„syslogè¼¸å‡ºã€‚å‘½ä»¤ã€Œshow 
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artaki# show flash syslogs 
Directory of /storage/syslogs/ 
total 128 
-rw-r--r--    1 root     root         11963 Jul  6 15:23 1 
-rw-r--r--    1 root     root         20406 Jan  1  2000 1.0 
-rw-r--r--    1 root     root           313 Jul  6 15:23 1.last_write 
-rw-r--r--    1 root     root         20364 Jan  1  2000 1.start 
-rw-r--r--    1 root     root            33 Jul  6 15:23 1.watchdog_status 
-rw-r--r--    1 root     root         19788 Jul  6 16:46 2 
-rw-r--r--    1 root     root         20481 Jul  6 15:23 2.0 
-rw-r--r--    1 root     root           313 Jul  6 16:46 2.last_write 
-rw-r--r--    1 root     root         20422 Jul  6 15:23 2.start 
--------------------------------------------------------------------------- 
Filesystem                Size      Used Available Use% Mounted on 
flash                    57.6M     88.0K     54.5M   0% /storage 
 
artaki# show flash cores 
Directory of /storage/cores/ 
total 0 
--------------------------------------------------------------------------- 
Filesystem                Size      Used Available Use% Mounted on 
flash                    57.6M     88.0K     54.5M   0% /storage 
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åœ¨9800æŽ§åˆ¶å™¨ä¸Šï¼Œæ‚¨å�¯ä»¥åœ¨ã€Œç®¡ç�†ã€�ä¸‹çš„ã€Œé…�ç½® â€” > 
APåŠ å…¥ã€�é…�ç½®æª”æ¡ˆä¸æ›´æ”¹é€™äº›å¼•æ•¸ã€‚



æ‚¨å�¯ä»¥å°‡Log Trap Value 
æ›´æ”¹ç‚ºä¹Ÿé€šé�Žç³»çµ±æ—¥èªŒå‚³é€�èª¿è©¦ã€‚ç„¶å¾Œï¼Œæ‚¨å�¯ä»¥åœ¨AP 
CLIä¸Šå•Ÿç”¨èª¿è©¦ï¼Œé€™äº›èª¿è©¦çš„è¼¸å‡ºé€šé�Žç³»çµ±æ—¥èªŒæ¶ˆæ�¯å‚³é€�åˆ°å·²é…�ç½®çš„ä¼ºæœ�å™¨ã€‚

ç”±æ–¼CiscoéŒ¯èª¤ID CSCvu75017 
ï¼Œå�ªæœ‰ç•¶æ‚¨å°‡syslogè¨æ–½è¨å®šç‚ºKERNï¼ˆé �è¨å€¼ï¼‰æ™‚ï¼ŒAPæ‰�æœƒå‚³é€�ç³»çµ±æ—¥èªŒæ¶ˆæ�¯ã€‚

å¦‚æžœæ‚¨æ£åœ¨æŽ’é™¤APå�¯èƒ½å¤±åŽ»ç¶²è·¯é€£ç·šï¼ˆä¾‹å¦‚ï¼Œåœ¨WGBä¸Šï¼‰çš„å•�é¡Œï¼Œå‰‡ç³»çµ±æ—¥èªŒä¸�å¦‚åœ¨APå¤±åŽ»ä¸Šè¡Œé�ˆè·¯é€£ç·šæ™‚å‚³é€�æ¶ˆæ�¯é‚£éº¼å�¯é� ã€‚

å› æ¤ï¼Œä¾�é� å¿«é–ƒè¨˜æ†¶é«”ä¸å„²å˜çš„ç³»çµ±æ—¥èªŒæª”æ¡ˆæ˜¯èª¿è©¦å’Œå°‡è¼¸å‡ºå„²å˜åœ¨APæœ¬èº«ä¸Šï¼Œç„¶å¾Œåœ¨ä»¥å¾Œå®šæœŸä¸Šè¼‰çš„çµ•ä½³æ–¹æ³•ã€‚

 
APæ”¯æ�´å¥—ä»¶

å�¯å¾žæŽ¥å…¥é»žä¸Šå‚³çš„å–®å€‹æ�†ç¶�åŒ…ä¸æ��ä¾›ä¸€äº›é€šå¸¸æ”¶é›†çš„å�„ç¨®åž‹åˆ¥çš„è¨ºæ–·è³‡è¨Šã€‚

å�¯ä»¥åŒ…æ‹¬åœ¨æ�†ç¶�åŒ…ä¸çš„è¨ºæ–·è³‡è¨ŠåŒ…æ‹¬ï¼š

AP show tech •
APç³»çµ±æ—¥èªŒ •
AP Capwapdå¤§è…¦æ—¥èªŒ•
APå•Ÿå‹•å’Œæ¶ˆæ�¯æ—¥èªŒ•

https://tools.cisco.com/bugsearch/bug/CSCvu75017


APæ ¸å¿ƒè½‰å„²æª”æ¡ˆ•

è¦�ç�²å�–APæ”¯æ�´æ�†ç¶�åŒ…ï¼Œæ‚¨å�¯ä»¥é€²å…¥AP CLIä¸¦è¼¸å…¥å‘½ä»¤ã€Œcopy 
support-bundle tftp: x.x.x.xã€�ã€‚ 

åœ¨æ¤ä¹‹å¾Œï¼Œæ‚¨å�¯ä»¥æª¢æŸ¥å��ç‚ºAPå��ç¨±ä¸”é™„åŠ äº†support.apversion.date.time.tgzçš„æª”æ¡ˆï¼Œå¦‚ä¸‹æ‰€ç¤ºï¼š

ç•¶æ‚¨ã€Œè§£å£“ç¸®ã€�æª”æ¡ˆæ™‚ï¼Œå�¯ä»¥æª¢è¦–æ”¶é›†çš„å�„ç¨®æª”æ¡ˆï¼š

é� ç«¯æ”¶é›†APæ ¸å¿ƒæª”æ¡ˆ

è¦�é� ç«¯æ”¶é›†APæ ¸å¿ƒæª”æ¡ˆï¼Œè«‹å•Ÿç”¨è¦�åŒ…æ‹¬åœ¨æ”¯æ�´æ�†ç¶�åŒ…ä¸çš„æ ¸å¿ƒè½‰å„²ï¼Œç„¶å¾Œå¾žAPä¸Šå‚³æ”¯æ�´æ�†ç¶�åŒ…ï¼Œæˆ–ç›´æŽ¥å‚³é€�åˆ°tftpä¼ºæœ�å™¨ã€‚å¾ŒçºŒç¤ºä¾‹ä½¿ç”¨tftp 
server 192.168.1.100ã€‚

AireOS CLI

AireOS GUI



Cisco IOS® CLI

 
<#root>

eWLC-9800-01(

config

)#ap profile TiagoOffice 
eWLC-9800-01(

config-

ap

-profile

)#core-dump tftp-server 192.168.1.100 file apCores uncompress

 

Cisco IOS® GUI



å¾žCisco IOS® XE 
17.3.1é–‹å§‹ï¼Œæ‚¨å°±æœ‰ä¸€å€‹ã€Œæ”¯æ�´æ�†ç¶�åŒ…ã€�é �ç±¤ï¼Œå�¯ä»¥å¾žWLC 
GUIä¸‹è¼‰AP SBã€‚

å®ƒæ‰€å�šçš„å�ªæ˜¯åœ¨APä¸ŠåŸ·è¡Œã€Œcopy support-
bundleã€�å‘½ä»¤ï¼Œä¸¦é€�é�ŽSCPå‚³é€�åˆ°WLCï¼ˆå› ç‚ºWLCå�¯ä»¥æ˜¯SCPä¼ºæœ�å™¨ï¼‰ã€‚

ç„¶å¾Œï¼Œæ‚¨å�¯ä»¥å¾žç€�è¦½å™¨ä¸‹è¼‰ï¼š

é€™è¡¨ç¤ºæ‚¨å�¯ä»¥åœ¨17.3.1ä¹‹å‰�çš„eWLCç‰ˆæœ¬ä¸æ‰‹å‹•åŸ·è¡Œç›¸å�Œçš„æ–¹æ³•ï¼š

å¦‚æžœæ‚¨æ²’æœ‰å�¯é€£ç·šåˆ°APçš„TFTPä¼ºæœ�å™¨ï¼Œè«‹é€�é�ŽSCPå°‡æ”¯æ�´å¥—ä»¶çµ„å�ˆå¾žAPè¤‡è£½åˆ°eWLC
IPã€‚



eWLCé€šå¸¸å�¯ä»¥å¾žAPé€šé�ŽSSHè¨ªå•�ï¼Œå› æ¤å°�æ–¼17.3ä¹‹å‰�ç‰ˆæœ¬ä¾†èªªé€™æ˜¯ä¸€å€‹å¾ˆå¥½çš„æŠ€å·§ã€‚

æ¥é©Ÿ1.åœ¨9800 v17.2.1ä¸Šå•Ÿç”¨SSH

æ¥é©Ÿ2.åœ¨Cisco IOS® XE v17.2.1ä¸Šå•Ÿç”¨SCP

æ¤ç¤ºä¾‹èªªæ˜Žå¦‚ä½•é…�ç½®SCPçš„ä¼ºæœ�å™¨ç«¯åŠŸèƒ½ã€‚æ¤ç¤ºä¾‹ä½¿ç”¨æœ¬åœ°å®šç¾©çš„ä½¿ç”¨è€…å��ç¨±å’Œå¯†ç¢¼ï¼š

æ¥é©Ÿ3. ä½¿ç”¨å‘½ä»¤ã€Œcopy support-
bundleã€�ï¼Œæˆ‘å€‘éœ€è¦�æŒ‡å®šåœ¨SCPä¼ºæœ�å™¨ä¸å»ºç«‹çš„æª”å��ã€‚

æ��ç¤ºï¼šæ‚¨å�¯ä»¥é�‹è¡Œä¸€æ¬¡å‘½ä»¤ä¾†ç�²å�–ä¸€å€‹æœ‰æ„�ç¾©çš„æª”å��ï¼Œç„¶å¾Œåœ¨å‘½ä»¤ä¸è¤‡è£½/è²¼ä¸Šè©²æª”å��ï¼š

æ¥é©Ÿ4.ç„¶å¾Œæ‚¨å�¯ä»¥é€²å…¥eWLC GUIï¼Œåœ¨Administration > Management > File 
Managerä¸‹ç�²å�–æª”æ¡ˆï¼š

/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html


ç‰©è�¯ç¶²å’Œè—�èŠ½

å�¯ä»¥åœ¨APä¸Šä½¿ç”¨æª¢æŸ¥gRPCä¼ºæœ�å™¨æ—¥èªŒï¼š

 

AP# show grpc server log 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] spaces conn url 10.22.243.33:8000" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] entering stopDNAspacesTmpTokenRoutine" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] exiting stopDNAspacesTmpTokenRoutine" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] entering startDNAspacesTmpTokenRoutine" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] launching token request cycle" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] exiting startDNAspacesTmpTokenRoutine" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] spaces token expiration time 2020-04-02 01:36:52 +0000 UTC" 
time="2020-04-01T01:36:52Z" level=info msg=" Calling startDNASpacesConn routine " 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] Receive Success status" 
time="2020-04-01T01:36:52Z" level=info msg="[DNAS] Connection not in ready state sleeping for 10 seconds" 
time="2020-04-01T01:37:02Z" level=info msg="[DNAS] Setup Stream for the gRPC connection" 
time="2020-04-01T01:37:02Z" level=info msg="[DNAS] Connect RPC Succeeded." 
time="2020-04-01T01:37:02Z" level=info msg="[DNAS] RX  routine got enabled " 
time="2020-04-01T01:37:02Z" level=info msg="[DNAS] TX routine got enabled " 

 

DNA Spacesè�¯çµ�å™¨çš„é€£ç·šæ€§å�¯é€šé�Žé©—è‰ï¼š

 



AP# show cloud connector key access 
Token Valid : Yes 
Token Stats : 
        Number of Attempts  : 44 
        Number of Failures  : 27 
        Last Failure on     : 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576 
        Last Failure reason : curl: SSL connect error 
        Last Success on     : 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625 
        Expiration time     : 2020-04-02 00:48:37 +0000 UTC 
Connection Retry Interval : 30 

 
 

AP# show cloud connector connection detail 
Connection State           : READY 
Connection Url             :  10.22.243.33:8000 
Certificate Available      :  true 
Controller Ip              :  10.22.243.31 
Stream Setup Interval      :  30 
Keepalive Interval         :  30 
Last Keepalive Rcvd On     :  2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246 
Number of Dials               :  2 
Number of Tx Pkts             :  2788175 
Number of Rx Pkts             :  11341 
Number of Dropped Pkts        :  0 
Number of Rx Keepalive        :  11341 
Number of Tx Keepalive        :  11341 
Number of Rx Cfg Request      :  0 
Number of Tx AP Cfg Resp      :  0 
Number of Tx APP Cfg Resp     :  0 
Number of Tx APP state pkts   :  5 
Number of Tx APP data pkts    :  2776829 

 

è¦�æª¢è¦–APçš„ç•¶å‰�BLEå»£æ’é…�ç½®ï¼š

 

AP# show controllers ioTRadio ble 0 broadcast 
 
BLE Profile Config 
------------------- 
Active profile           : v-iBeacon 
Profile 0 (iBeacon) 
UUID                     : 00001000000000000000000000000000 
Interval (ms)            : 100 
Power (dBm)              : -21 
Advertised Power (dBm)   : -65 
Minor                    : 0 
Major                    : 0 
TxPower byte             : bfbfbfbfbfbfbfbfbfbfbfbfbf 
 
Profile 1 (Eddystone UID) 
Namespace (hex)          : 0000000000005446089c 
Instance-ID (hex)        : 7f0000001f00 
 
Profile 2 (Eddystone URL) 
URL                      : http://www. 
 

 



è¦�æª¢è¦–æŽƒæ��çµ�æžœï¼Œè«‹åŸ·è¡Œä»¥ä¸‹æ“�ä½œï¼š

 

AP# show controllers ioTRadio ble 0 scan brief 
      Profile               MAC  RSSI(-dBm)  RSSI@1meter(-dBm)        Last-heard 
      Unknown 3C:1D:AF:62:EC:EC          88                  0 0000D:00H:00M:01S 
      iBeacon 18:04:ED:04:1C:5F          86                 65 0000D:00H:00M:01S 
      Unknown 18:04:ED:04:1C:5F          78                 65 0000D:00H:00M:01S 
      Unknown 04:45:E5:28:8E:E7          85                 65 0000D:00H:00M:01S 
      Unknown 2D:97:FA:0F:92:9A          91                 65 0000D:00H:00M:01S 
      iBeacon E0:7D:EA:16:35:35          68                 65 0000D:00H:00M:01S 
      Unknown E0:7D:EA:16:35:35          68                 65 0000D:00H:00M:01S 
      iBeacon 04:EE:03:53:74:22          45                256 0000D:00H:00M:01S 
      Unknown 04:EE:03:53:74:22          45                256 0000D:00H:00M:01S 
              04:EE:03:53:6A:3A          72                N/A 0000D:00H:00M:01S 
      Unknown 04:EE:03:53:6A:3A          72                 65 0000D:00H:00M:01S 
      iBeacon E0:7D:EA:16:35:35          68                 65 0000D:00H:00M:01S 
      Unknown E0:7D:EA:16:35:35          67                 65 0000D:00H:00M:01S 
      iBeacon 04:EE:03:53:74:22          60                256 0000D:00H:00M:01S 
      Unknown 04:EE:03:53:74:22          60                256 0000D:00H:00M:01S 
Eddystone URL 04:EE:03:53:6A:3A          72                N/A 0000D:00H:00M:01S 

 

ç•¶APåœ¨éƒ¨ç½²æ‡‰ç”¨çš„ã€Œé«˜ç´šBLEç¶²é—œã€�æ¨¡å¼�ä¸‹å·¥ä½œæ™‚ï¼Œæ‚¨å�¯ä»¥ä½¿ç”¨æª¢æŸ¥IoXæ‡‰ç”¨çš„ç‹€æ…‹ï¼š

 

AP#show iox applications 
Total Number of Apps : 1 
-------------------------- 
App Name                     : cisco_dnas_ble_iox_app 
   App Ip                    : 192.168.11.2 
   App State                 : RUNNING 
   App Token                 : 02fb3e98-ac02-4356-95ba-c43e8a1f4217 
   App Protocol              : ble 
   App Grpc Connection       : Up 
   Rx Pkts From App          : 3878345 
   Tx Pkts To App            : 6460 
   Tx Pkts To Wlc            : 0 
   Tx Data Pkts To DNASpaces : 3866864 
   Tx Cfg Resp To DNASpaces  : 1 
   Rx KeepAlive from App     : 11480 
   Dropped Pkts              : 0 
   App keepAlive Received On : Mar 24 05:56:49 

 

æ‚¨å�¯ä»¥ä½¿ç”¨é€™äº›å‘½ä»¤é€£ç·šåˆ°IOXæ‡‰ç”¨ç¨‹å¼�ï¼Œç„¶å¾Œåœ¨æ¨“å±¤ä¿¡æ¨™é…�ç½®æœŸé–“ç›£æŽ§æ—¥èªŒï¼š

 

AP#connect iox application 
/ # 
 
/# tail -F /tmp/dnas_ble.log 
Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application 
Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-a128-80683ea17b12 
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777 
Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-a128-80683ea17b12 



Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel 
Tue Mar 24 06:55:21 2020 [INFO]: Starting to run metrics 
Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive 
Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel 
Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages 
Tue Mar 24 06:55:21 2020 [INFO]: Running BLE scan thread 

 

çµ�è«–

æœ‰è¨±å¤šæ•…éšœæŽ’é™¤å·¥å…·å�¯ä»¥å¹«åŠ©æˆ‘å€‘è§£æ±ºèˆ‡COS APç›¸é—œçš„å•�é¡Œã€‚
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