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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Events Mobile App
‘ Click “Join the Discussion”

‘ Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space

cisco é{{/&_/
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Agenda

CCIE Journey

SUE st CCIE Security v6 Certification Overview

Exam Blueprint
Exam Preparation Exam Preparation Strategy
Exam Tips

From Blueprint Topics
On Configuration and Troubleshooting
Live and Recorded

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



CCIE Journey

Expert: In 75% topics of Blueprint
Experience: 4-5 years industry experience
Skills: Configure, Optimize and Troubleshoot

Personal Reasons: Multiple CCIEs, Peer
Pressure...

Professional Reasons: Promotion, Job
Mandated...

/Blueprint N\

Cisco Configuration Guides
Cisco Press Books
Cisco Live Sessions
Webinars

\_You Tubes -/

I

https://learningnetwork.cisco.com/docs/DOC-36542
https://www.cisco.com/content/dam/en_us/training-events/le31/le46/cin/marketing/learning-matrix/CCIE-Security-v6-
Learning-Matrix.xIsx

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Lab Exam Blueprint

i Perimeter Security and Intrusion Prevention 20 %
i Secure Connectivity and Segmentation 20%
: Infrastructure Security 15%
: ldentity Management, Information Exchange and Access Control [ 25%
: Advanced Threat Protection and Content Security [ 20%

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Exam Delivery

Design Module [ LDS portal

[ Deploy-Operate-Optimize Module ][ LDS portal

cisco M/

[ Virtual Machines

N ([

J

Physical Devices

N

Access Types

J

/ISE: 2.4

WSA: 9.2

ESA: 11.1

FMC: 6.2

NGIPS: 6.2

FTD: 6.2

ASA: 9.4(3)
CSR1000: 15.5(3),
16.6.3
StealthWatch: 6.10
FireAMP Cloud: 5.3
WLC: 8.3

L2I0OSv: 15.2

Win 10

Win Server 2016

Linux 4.17
QnyConnect 4.2

/

N[

.

ASA5512: 9.2

Y4

Serial Port
Terminal Server

ASA5516: 9.8

C3650: 16.6 \F\;Bg
C3850: 3.7 SSH
AP: AP1852: 8.3 GUI

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Exam Format

Design Module \ Deploy-Operate-Optimize Module )

( N\

3 Hours

5 Hours

Duration not mandated Duration not mandated

Clocked Clocked
B_ackward navigation Backward navigation enabled
__disabled L J

( N\ N\

Marked with chapters No chapters

( N\ )\

Question points not shown Question points shown

4 N\

Partial scoring Absolute scoring

Scenario based Requirements-Symptoms based

N\ i N\

Web-based items Hands-on (majority) + Web-based items

Z A\ J

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Exam Scoring

Design Module [ Minimum Score ] [ Need To Secure Each Minimum Score |

[ DOO Module ][ Minimum Score ] [ Need To Secure Exam Cut Score |

| Pass Exam |

| 60 % Deploy (Best effort)

: 40 % Operate-Optimize (Best effort) ]

Marks awarded only for working configuration.
Alternate solutions are acceptable if not violating any
condition

Single dependency failure may cost multiple tasks.

.

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Lab Tips

4 )\

\ Read lab and task guidelines

\ Absorb the topology

Read all the questions

Attempt questions in sequence in DOO

Avoid over verification

\ Avoid enabling debugs

Don’t change device console access

If cannot solve the task then move on

Verify all the tasks before you leave

cisco éq/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Exa m PaSS Re po rt Simple report on meeting the exam cut

score with no detail on per module
performance.

Security Lab Exam Score Report

Congratulations on passing the CCIE Security Lab Exam!

wf Within 12-16 weeks of passing the lab you will receive your CCIE certificate.
«¥ You can download the CCIE logo for personal use by clicking on the CCIE/CCDE Logo Access tab.

m  CCIE benefits and other useful information is available here

m i you have had a change of address recently, please update your data on the 'Profile” tab

Lab Score Card: Security

Candidate Name: | gbC ]
cangiastei0: (12345678 )
Lab Date: [ 02-28-2020 ]
Lab Site: (Brussels )
CCENumber: [ 12345 )

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Exam Fa|| Re PO rt Simple report on meeting modules

minimum score but not meeting exam
cut score with no detail on per module
performance.

Lab Score Card: Security

Candidate Name:[abC—J
Candidate ID: 12345678

Lab Date: [ 02-28-2020 ]
Lab Site: [ Brussels ]
CCIE Number: [ 12345 ]

Your score in all three sections met the respective minimum required score but unfortunately your total score did not meet
the necessary overall cutscore. You must meet both conditions to pass the CCIE lab exam.

The report below shows your performance in each section for the CCIE Lab. Note that the performance measure is stated
as a percentage of the total numhber of pozsible poinfs notf as the number of actual points scored.

[ Design: Met the minimum requirements ]

[ DOO: Met the minimum requirements ]

Overall Lab Requirement: Fail

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Exam Fail Report

Lab Score Card: Security

Candidate Name: [ibc
12345678
02-20-2020
tose: [ San Jose

CCIE Number: ] ‘2345

Candidate 1D:

Lab Date:

Your score in all three sections met the respective minimum reguired score but unfortunat . .
the necessary overall cutscore. You must meet both conditions to pass the CCIE lab exa Com prehenS|Ve re pO rt on not meeti ng
The report below shows your performance in each section for the CCIE Lab. Note that the

as a percentage of the total number of possible points not as the number of actual poinis mOdUIe mlnlmum Score Wlth detall on per
] section performance in that module.

[ Design: Met the minimum requirements

—

DOO: FAIL

[ Section Score ]

[ Perimeter Security and Intrusion Prevention ] 39%

[ Secure Connectivity and Segmentation ] 0%

[ Infrastructure Security ] 0%
Identity Management, Information Exchange and ] 0%
Access Control

[ Advanced Threat Protection and Content Security ] 13%

QOverall lab requirement: FAIL

CISCO M_/ TECCCIE-3202

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Introducing Cisco’s new certification suite

Cisco Certifications - Announced June 2019

Associate Level Specialist Level Professional Level Expert Level

A\

\ éE?Tlllillr'_Do\}

Engineering
cg%(:?er ’
Software \
(DF\HET
\ Associate

cisco M/

CISCO
CERTIFIED
\\ (=¥ IALISﬂ

Cisco
CERTIFIFD

DEVNET

D\ SPECIALIST

CERTIFIED

ﬁqc&j

CERTIFIED
KC \ ' | E

° N '
i) 20~
DEVNET DEVNET
‘ Professional ‘ Expert

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How our program is evolving

Associate Level

Specialist Level

Professional Level

Expert Level

( CISCO Two Exams: csrm:usn
_CERTIFIED SERRIMED ) CERTIFIED 1 concentration exam and 1 ( )
kCC NA) &&MS) &CCNV technology core in any order, CCIE
but from the same track ~
One Exam: Technology Concentration
One Exam !
Every written proctored Core Exam Exam Lab Exam

exam (except CCNA)
= Cisco Certified Specialist

--------
--------

........ H
CERTIFIED :

e | R @066 06)-
SPECIALIST :

Automation and programmability cross functional

1 technology core
and 1 CCIE lab
in same track

course/exam option focused within technology
track for CCNP certification

CISCO
CERTIFIED oo sco Two Exams: cisco
DEVNET 1 DevNet core
Associate

CERTIFIED

DEVNET

Expert

DEVNET DEVNET
SPECIALIST Professional

Technology Core )
9y Concentration exam
exam

=T © )

and 1 concentration exam in any
order, but from the DevNet track

One Exam

Future offering

One Exam:

Every DevNet written, proctored exam
(except Cisco Certified DevNet
Associate) = Cisco Certified
DevNet Specialist







Topology

Ry Data Center

Intranet

'l 172.10.1.1:80
SGT 145

( Access Q I

( Management Domain /)

.200 ad e
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Demo

cisco éq/&/


file:///C:/Users/zihussai/Documents/Camtasia/Projects/DNAc-ISE-Demo/DNAc-ISE-Demo.html

Contact

« Email; zia@cisco.com

cisco éq/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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Agenda

- Blueprint Relevance

- Introduction to Content Security

- Email Security Appliance (ESA) in CCIE Security

- Web Security Appliance (WSA) in CCIE Security

- Security Management Appliance (SMA) in CCIE Security

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affili



Introduction - About Me

Ana Peri¢

- Joined Cisco in 2012

- Based in Munich, Germany

- Technical Leader Engineering in NGENA BU / CPSG

- M.Sc.E.E (Diploma Engineer of Electrical Engineering and
Computer Science), CCIE #39884 R&S

- Passionate about Security Automation, Penetration Testing,
Sec DevOps, Web/Email Security, Cloud Technologies, and
Innovation

- Proud aunt of five-year-old boy

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affil

iliates. All rights reserved. Cisco Public 23



For your reference symbol & Demo Links

- There is a content in your handouts that is not going to be presented in this session,

but is important for further reference

- All the slides that are there for your reference are marked with:

in')

(. All Demo Content: A
https://cisco.box.com/s/rd3t7jvxsmrbawz7kvhtu8vdmaghr8wwk
\- Password for shared content will be shared in Webex Teams )

cisco M/

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Blueprint
Relevance
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Blueprint Relevance

5.0 Advanced Threat Protection and Content Security 20% Hide Details

5.1 AMP for networks, AMP for endpoints, and|/AMP for content security (ESA, and WSA)
5.2 Detect, analyze, and mitigate malware incidents

5.3 Perform packet capture and analysis using Wireshark, tcpdump, SPAN, ERSPAN, and RSPAN
5.4 DNS layer security, intelligent proxy, and user identification using Cisco Umbrella

5.5 Web filtering, user identification, and Application Visibility and Control (AVC) on Cisco FTD and WSA.

. redirection on Cisco devices
5.7 Email security features

¢ 5.7.a Mail policies

« 57.bDLP

« 5.7.c Quarantine

« 5.7.d Authentication

« 5.7.e Encryption
5.8 HTTPS decryption and inspectionlon Cisco FTD, WSAland Umbrella
5.9 SMA for centralized content security management
9.10 Cisco advanced threat solutions and their integration: Stealthwatch, FMC, AMP, Cognitive hreat Analytics (C[A), T'hreat
Grid, Encrypted Traffic Analytics (ETA),|WSA, SMA| CTR, and Umbrella

cisco W /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Introduction to
Content Security



Agenda

Introduction to Content Security

- Email Security Appliance (ESA)
« Overview & Refresher
- ESA pipeline

- Web Security Appliance (WSA)

. QOverview & Refresher
« WSA Policies & Pipeline

- Security Management Appliance (SMA)

. Overview & Refresher

d/or its affiliates. All rights reserved. Cisco Public 28



Cisco Content Security Portfolio

== ﬁ%er-v

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Cisco Content Security Portfolio

&

Email Security Gateway
with variety of features
and form-factors:
« HW Appliances:

« (C370, C670

« (380, C680

« (C190,C390,C690
* Virtual Appliances:

Vmware, KVM

Web Security Appliance
(Gateway) with variety of
features and form-factors:
« HW Appliances:
« S170, S380, S680
« S190, S390, S690
» Virtual Appliances:
Vmware, KVM, Hyper-V

Security Management
Appliance for ESA and
WSA
«  HW Appliances:
« M380, M680
« M190, M390,
M690
« Virtual Appliances:
Vmware, KVM

cisco M/
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Talos - Cisco Threat Research and Intelligence

120 TB
Of Data Received Daily

1.5 MILLION
Daily Malware Samples

600 BILLION
Daily Email Messages

16 BILLION
Daily Web Requests

cisco M/

TdLOS
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001010 Ol0IOIO I0l0I00I1 0101 010! Ol0I 0101 Ol0QIOI

HH

24 + 7+ 365 Operations

TECCCIE-3202

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

250+
Full Time Threat Intel
Researchers

1.6 MILLION
Telemetry Agents

3-5 minutes
Updates to all security devices

Over 100
Threat Intelligence Partners

31






Cisco Email Security Appliance - Features

. éd/ /
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Cisco Email Security Appliance - Features “

- Global Threat Intelligence (Talos)

- Reputation Filtering (powered by Cisco Talos Intelligence)
- Anti-Spam Engine

- Anti-Virus Engines (Sophos, McAfee)

. Cisco Threat Grid & Cisco AMP (Anti-Malware Protection)
- Graymail Detection

- Forged Email Detection (FED)

- Virus Outbreak Filters (VOF)

. Data Loss Prevention (DLP)

*https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-email-security/datasheet_c22-739910.pdf

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Typical ESA Design / Network Placement

Single Listener Design

G

—

¥ L
(_Internet )
_am—y .‘l
I~ =
=)

&
e

ESAO1

ESA02 DMZ

_ANA

M1 S

-5 - ‘
==

B -

SMA

| LDAP/AD

Management

Mail Srv
=
Client

cisco M/

Two Listeners Design

ESAO1

ESA02

Management

_AN
M1 = Incoming
B —
-
_A
M1 = Incomin
[ hd ,® || g

Datal -

DMZ

Data1l-

Data2-
Outgoin

S
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SMTP Protocol - Simple mail conversation

Envelope

Headers

cisco M/

Connected to alln-mx-0l.cisco.com.
Escape character is '""]’.

220 alln-inbound-a.cisco.com ESMTP
HELO ccietest.com

250 alln-inbound-a.cisco.com
MATIL FROM:<ana@ccietest.com>e
250 sender < ana@ccietest.com> ok
RCPT TO:<anperic@cisco.com> e—
250 recipient < anpericl@cisco.com> ok
DATA

354 go ahead

Subject: This is CCIE Sec Test mail
From: Ana Peric <anal@ccietest.com> e
To: Ana Peric (anperic) <anperic@cisco.com> 4 Recipient, Header To, RFC5322.To, etc

Envelope From, Mail From, RFC5321.MailFrom, Env Sender, etc.

Envelope To, Envelope Recipient, etc.

Header From, RFC5322.From, “Friendly From”, etc

250 ok: Message 424242 accepted
QUIT

221 alln-inbound-a.cisco.com
Connection closed by foreign host.

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Email Security Appliance Pipeline

cisco M/

SMTP SERVER

(o))
£
c
c
®
Q
2
>
L
©
=8
L
[}
=8

WORKQUEUE

SMTP CLIENT

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ESA Configuration - CCIE Exam - Main Points

What you may be expect to configure?

. W /
Cisco &- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



ESA: Host Access Table Structure

 |Ps and Hosts are evaluated in the HAT/RAT Top to Down, once there is a match,
we break

- SenderGroups are containers that define the policy based on match

« Inclusion into a SenderGroup is defined by Reputation Score, DNS, or explicit

match
SenderBase™ Reputation Score | ':?'
Order Sender Group 0 8 B -4 2 0 2 4 & a2 40 @ Mail Flow Policy

1 RELAYLIST RELAYED
2 WHITELIST TRUSTED
3 BLACKLIST ! ! BLOCKED
4 SUSPECTLIST f— HEAWVY_THROTTLE
5 GREYLIST — LIGHT_THROTTLE
¢] UNKNOWMNLIST : ' | ACCEPTED

ALL ACCEPTED

cisco é@/ /
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Incoming Mall Policies - Example

Incoming Mail Policies

Success — The Advanced Malware Protection settings for policy "mp.vip.incoming" were submitted.

Find Policies

Email Address: | © Recipient Find Policies

Sender

Policies

Add Policy...

Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
1 mp.vip.incoming | IronPort Anti-Spam Sophos (use default) (use default) | (use default) (use default) |
Positive: Quarantine Repaired: Deliver
Suspected: Deliver Encrypted: Deliver

Unscannable: Quarantine
Virus Positive: Drop

Default Policy IronPort Anti-Spam Sophos File Reputation Disabled Disabled Retention Time:
Positive: Quarantine Encrypted: Deliver Malware File: Drop Virus: 1 day
Suspected: Quarantine | Unscannable: Deliver Pending Analysis: Deliver
Virus Positive: Drop Unscannable - Message Error: Deliver

Unscannable - Rate Limit: Deliver
Unscannable - AMP Service Not ...

Key;l Default || Custom || Disabled

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 40






TALOS |em @1 oo

Security Comelation Engine  flu e e e a

cisco Web Security Appliance

We

b
e Appliance

I Virtual
AWS
Marketplace

Parallel AV Layer 4 Traffic - : Data Loss

File File N, Cognitive R\ |
> - ) Threat \
Sandboxing Retrospection Ana[jﬁcs Web Traffic Tap ‘
.J Web Server

-~ Traffic
-/:: Redirections w
(] E

Cisco®
ISE

. T HTTPS Application
{ Web Reputation URL Filtering Visil:FJ)iFity Control

U R

+ On box Management & - Centralized - Advance Web Security
reporting Management, Log_ging, Reporting
Campus Office Branch Upgrade & Reporting - Customized Reports
Office
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Cisco Web Security Appliance - Features

ia')

- Web Security Appliance = Web Security Gateway (on-prem, or in AWS)
- High performing HTTP/HTTPS/Native FTP/FTP over HTTP/SOCKS proxy
- Web Based Reputation (WBRS - powered by Talos)

- Anti-Malware

- Anti-Virus

- AMP

- Application Visibility and Control (AVC)
- URL Filtering (End-User Control)

cisco M— TECCCIE-3202  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Intercepting Browser Traffic

User browser requests to the Deployment Methods:
internet must be redirected to the . Explicit Mod
WSA web proxy port. Xplcit Viode

* Transparent Mode

| IO Y
—intranct

‘ Web Proxy Port

asco Laye!

Malware

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



WSA Deployment Options

- Automatically detect settings (WPAD) . WCCPv2 (Web Cache Communication
. PAC File (hosted on WSA) Protocol) transparent redirection

- Policy-based Routing (PBR)
. L4/L7 Switch (L4-L7 redirection)

cisco M/
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Transparent Mode Traffic Redirection

Web Cache Control Protocol (WCCP)

- Available on many switches, routers and firewalls (Cisco and non-Cisco)
- Wil be the redirection mechanism used in this course
Provides load-balancing capabilities inside the protocol logic

Policy Based Routing (PBR)

Resource intensive for the router (performed in software)

Can be used to redirect to one WSA, or implement active-passive deployment

Layer 4 Switch
Redirects traffic based on port numbers and IP addresses
Can do simple load balancing and failover

Layer 7 Switch
Like Layer 4 switch, but can also redirect traffic based on URL
Can do sophisticated load balancing and failover

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Explicit Forward Mode Configuration

Connection Settings

. Three methods to configure a client
(Web Browser):

Configure Proxies to Access the Internet

- Automatically Detect Settings - WPAD Protocol No proxy
. . I Auto-detect proxy settings for this network I
. Proxy Auto-Configuration S —

(PAC) FlleS (hOSt on WSA) I ® Manual proxy configuration I
- Enter the Address of a Proxy Server HTTP Prowy| wesfhociecom LR =

¥ | Use this proxy server for all protocols

SSL Proxy wsa01l.ccie.com Port 3128
FTP Proxy wsa0l.ccie.com Port 3128
SOCKS Host  wsa01.ccie.com Port 3128

SOCKSv4 ® SOCKSv5

No Proxy for
‘ localhost, 127.0.0.1 ]

Example: .mozilla.org, .net.nz, 192.168.1.0/24
-

Automatic proxy configuration URL
Reload

Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v5
Help Cancel oK

. W /
cisco &- TECCCIE-3202  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Deployment Options - One Interface-only (1)

One Interface for both Management and Data traffic

WSA Cluster

z—-'-’- !

= !
[_Internet

0D -|
&

W

WSAO1

@ FE

Gio/1

G0

WSAO02

WSAOX

cisco M/

R

Client

SMA

AD, DNS, ISE

Applicable to:

* Any deployment
All traffic (Management and
Proxy) handled via Management
interface M1
Most convenient for explicit
deployments
The easiest to configure and
deploy
Less secure (management is
not out of bound)

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Deployment Options (2)

One Leg Deployment - Separate Management and Data routing tables

WSA Cluster « Applicable to:
« Any deployment (ex,
l transparent)
SMA  Proxy traffic handled by P1

—t
1

- i)

WSAO1 —%— E

L3

WSA02 E
AN
| Client

WSAOX

« Separated Management on M1
More secure, clear routing
AD, DNS, ISE separation

Management

cisco M/
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Deployment Options (3)

Two-Leg Deployment - Separate Management and Data routing

WSA Cluster

P2
A

P1
-l

WSAO01T 5,

Management

L3

WSAO02

WSAOX

cisco M/

Gio/1

R

Client

AD, DNS, ISE

* Applicable to:
« WCCP, PBR, Explicit
« Incoming traffic to P1 (LAN-
facing)
» Qutgoing traffic via P2
(Internet-facing)

advancedproxyconfig

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Transparent Deployment Example - WCCPv?2

One-Leg Deployment - Separate Management and Data routing

-
fitemet)  Design applicable to Explicit, WCCP,
PBR, LB
WOR Cluster - WCCP redirection & return: GRE or
: 's‘ ol « Hash/Mask Assignment
% WSAO1 RN
g } }P1 o AD, DNS, ISE
WSAO02 E WCCP_REDIRECT
) Clerr
WSAOX

cisco M/
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WCCP Weighted Load Balancing

WCCP
Router
Web

ight ~ | S600v
Traffic @ e

Users

The designated WSA should first calculate the total = 50+25+15+10 = 100

In case Hash bucket algorithm is being used to balance load:

S690 should get 1/2 of the available hash buckets: (50/100) X 255
S600v should get 1/4 of the available hash buckets: (25/100) X 255
S390 should get 15/100 of the available hash buckets: (15/100) X 255
S190 should get 1/10 of the available hash buckets: (10/100) X 255

cisco M/
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Explicit Forward Mode vs. Transparent Mode
Summary

- Explicit Mode - Transparent Mode
. Client directs traffic to proxy server . Client directs traffic to target web
server

- Requires no network infrastructure to
redirect client request - Network infrastructure (such as WCCP)

redirects client request to proxy server
. Proxy resolves hostname of target web . Proxy

server . Client resolves hostname of target

o . web-server
. Authentication is straight-forward

: . . Authentication can be problematic
. Client config must change (several

options available)
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WSA Policy Types - Refresher

- |dentification Policy (Who? / How? / How do we recognize/categorize the
end-user?)

- Access Policy (Actions for HTTP / HTTPS decrypted traffic)

- Decryption Policy (HTTPS traffic handling / what do we decrypt?)
(Upstream Proxy Handling)

- Outbound Malware Policy (Do we permit upload of Malware content)

- Data Security Policy (What content type can we upload)

- Other Policy Types: SaaS/SOCKS Policies/WTT

cisco M/ _ i _ .
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Web Security Appliance Pipeline for HTTP/S

HTTP Client Request HTTPS Client Request

Per Policy Matching Per Policy Matching

. W /
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|dentification Policy - Refresher

. Answers the question: “WHO”

- Matches Source traffic by different
criteria:

- IP/Subnet/IPv6, or protocol/port
. Custom/Pre-defined URL cat
User-Agent

. Authentication Method (enforces authentication)

cisco M/

Identification Profiles: id.auth.ironport.krb

Client / User Identification Profile Settings
Enable Identification Profile
Name: .2 |Id.auth.imnpon4krb
(e.g. my IT Profile)
Description:

Insert Above: = 1 (Global Profile) B

User Identification Method
and H6 i Users a

Authentication Realm:

Select a Realm or Sequence: (7 ironport.local B

Select a Scheme: Use Kerberos or NTLMSSP or Basic B
Scheme setting applies to HTTP/HTTPS only.

If a user fails authentication: Support Guest privileges ?

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

Authentication Surrogates: ‘7.
IP Address

Persistent Cookie
© session Cookie

Apply same surrogate settings to explicit forward requests
If this option is not selected, no surrogates will be used with HTTP/HTTPS
explicit forward requests, and NTLM credential caching will not be available to
these requests. In addition, re-authentication will not be available for Kerberos.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define by Subnet:

(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTP/HTTPS

Native FTP

» Advanced | Define additional group membership criteria.
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Access Policy - Refresher

Defines & Enforces Corporate Web Security Policy for HTTP and Decrypted HTTPS
traffic

Access Policies

Add Policy...

Protocols and

Order | Group User Agents URL Filtering Applications Objects Anti-Malware and Reputation Delete
ap.auth.ironport
1 Identification Profile: id.auth.ironport.krb | (global policy) (global policy) | (global policy) | (global policy) (global policy) i
All identified users
Global Policy Web Reputation: Enabled

Identification Profile: All No blocked items | Monitor: 85 Ll e R Ll s Anti-Malware Scanning: Enabled

Edit Policy Order...
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HTTPS Decryption - Refresher (1)

Decryption Policies

.
- WSA can decrypt HTTPS traffic by

. . 173 . . ”» Order | Group URL Filtering Web Reputation Default Action Delete
acting like “Man-in-the-Middle

dp.subnet10 .
1 Identification Profile: id.subnet10 Monitor: 61 (global policy) (global policy) 7]

Decrypt: 4
All identified users Drop: 13

: For Security reasons) try to use SSL ﬂ:rﬂ:‘i!é:‘;;ﬁmmme; All Monitor: 79 Enabled Decrypt
key size that is > 1024 bits HTTPS Proxy

HTTPS Proxy Settings
HTTPS Proxy: | Enabied
HTTPS Ports ta Praxy: | 443

- HTTPS decryption is controlled in: R

- Global Setting: HTTPS Proxy Configuration

(Security Services -> HTTPS Proxy) e N

Decrypt for Authentication: | Enabled

- Per-Policy configuration: Web Security Do et ot | i

Docrypt for End-User Acknowiedgement: | Enabled

Manager -> Decryption Policies e T ——

Expired: Monitar

Unrecognized Reot Authority / lssuer  Drop
Irvvalid Signing Certificate  Drop

Invaie] Leaf Certificate  Drop

All Giher error types:  Drop

OCSP Result Handling: Reveied Certificate:  Drop

Unknown Certificate:  Monitar

cisco M/
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HTTPS Decryption - Refresher (2)

Decryption Policy Actions

Drop - traffic is dropped / HTTPS connection Terminated

- Note: In transparent deployment NO End-User Notification is displayed for dropped connection

. . Traffic is decrypted, and further matching access policy is used to
determine further behavior

Pass-Through: HTTPS connection will not be intercepted - end-user communicates
with destination HTTPS server directly w/o additional scanning

Monitor - this is NOT an final action, means that we only continue further checks
down the pipeline
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Decryption Policy Considerations - in more
detalls

ia')

- Decrypt only traffic needed by Company Security Policy & Rely on WBRS!

- What do | need to decrypt, and what not?

- Decrypt only categories that would need further fine-grained control / access
policy processing / Referrer Exemption & AV/AM scanning

- Decrypt for:
- Authentication
- End-User-Notification display
- End-User-Acknowledgements display
- Pass-through traffic that might be confidential (i.e Financial / Banking sites)
- Drop the traffic that would have action Block by the corresponding Access Policy

- Drop Categories matching: lllegal, forbidden, and business inappropriate content
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HTTPS & WBRS - How do dots connect? “

- Unless explicitly specified by Custom
or Pre-defined URL category, action 100%-50 +51059
will be determined by WBRS score (if =
WBRS is enabled)
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HTTPS & WBRS - How do dots connect?

. UnleSS eXplICItly SpeC|f|ed by Custom Web Reputation Score
or Pre-defined URL category, action 10050 s Teawias”

will be determined by WBRS score (if
WBRS is enabled)

r
—

-10 -8 -6 -4 -2 0 2 4 6 8 +10

. One can choose default (less
aggressive)

ssssssss
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HTTPS & WBRS - How do dots connect?

. UnleSS eXplICItly SpeC|f|ed by Custom Web Reputation Score
or Pre-defined URL category, action 10050 s Teawias”

will be determined by WBRS score (if =
WBRS is enabled)

. One Can Choose default (IeSS Define Custom Web Reputation Settings §
aggressive) leb Reputation ings

-10 -8 -6 -4 -2 0 2 4 6 8 +10

_oniEn

. Custom WBRS decryption - more
aggressive values setup

Web Reputation Settings
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WSA Configuration - CCIE Exam - Main Points

What you may be expect to configure?

. éd/ /
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Security Management Appliance (SMA)

- SMA for Web Security - SMA for Email Security

. Centralized Configuration Management . Centralized Spam Quarantine
. Centralized Web Tracking . Centralized Message Tracking
. Centralized Web Reporting . Centralized Email Reporting
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SMA Configuration - CCIE Exam - Main Points

What you may be expect to configure?

. W /
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Email Security Appliance
(ESA) in CCIE Security

Configuration and
Troubleshooting
Case Study






ESA Configuration Topology

.
= |
: SWO1 NGIPS -
Client01 RO1 ASAO01 Remote Mail
Server

. W /
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ESA Configuration Task 1/2

« Perform Initial Configuration of ESAO1 device on Topology Diagram
- All the relevant details are on diagram
- Use credentials admin/CiscoCCIE2018!

- Configure Incoming Mail Listener with name: IncomingMailListener

- Configure ESAO01 to accept emails for domain: @ironport.local

- Make sure ESAO01 is not configured as an Open Relay

- Perform TCP Reset on connections with known bad reputation score

- Limit number of recipients to 10 per email message for all the messages
that are hitting ACCEPTED Mail Flow Policy in Host Access Table

cisco M/
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Configuration Steps 1/2

1. Run Setup Wizard with given parameters (Initial Setup):
GUI > System Administration > System Setup Wizard

2. Configure Listener using default Values and name IncomingMailListener
GUI > Network > Listeners

3-4. RAT Configuration - Allowed domain ironport.local
GUI > Mail Policies > Recipient Access Table (RAT)

5. HAT Configuration - Modify BLOCKED Mail Flow Policy behavior
GUI > Mail Policies > Mail Flow Policies > BLOCKED

6. HAT Configuration - Modify ACCEPTED Mail Flow Policy
GUI > Mail Policies > Mail Flow Policies > ACCEPTED
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ESA Configuration Task 2/2 (Bonus)

Incoming Mail Policy Configuration

- If recipient of email is ccie@ironport.local override default incoming mail
settings in such a way that:

- All SPAM messages are Dropped

- All Suspected SPAM Messages are delivered with special subject prepended to

the message [SUSPECTED SPAM - CCIE], and with additional custom header X-
MaybeSpam-MaybeNot

- Drop all Positive Virus detections
- If message can’t be scanned by Anti Virus scanner, send it to quarantine

- All other incoming email policy for this user should be the same as in Default
Policy

cisco M/
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Configuration Steps 2/2

Create new Incoming Mail Flow Policy
- Ul > Mail Policies > Incoming Mail Policies > Add Policy

Add User:
- Sender: Any

« Recipients: ccie@ironport.local

Modify Anti Spam settings of new Incoming Mail Policy

Modify Anti Virus settings of new Incoming Mail Policy

Commit the changes
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mailto:ccie@ironport.local

Verification

« SSH to CLI of ESAO1 using admin account

- Send mail using telnet to IncomingMail listener’s IP address

mail from:<anpericlcisco.com>

rcpt to: ccie@ironport.local

DATA

Whatever you want to send is fine, hello Barcelona!

Check the MID (Message ID) in ESA01’s mail_logs to verify you hit the correct Incoming Mail Policy
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ESA Configuration Case Study Demo






ESA Troubleshooting Topology

Client01

cisco M/

Inside [Ef@l Outside
Ld

ASAO1

TECCCIE-3202 © 2020 Cisco and/or its
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ESA Troubleshooting Task (2 Issues)

- ClientO1 opened a ticket that email sent to him on his email address
ccie@ironport.local from email address test@cisco.com was sent by the sender, but
never received by ClientO1 user

- Please resolve the ticket, and verify the solution by imitating outside connection to
ESAO1 by using ESAO1 SSH access and telnet command
- Note:

- *If configuration changes are needed on ESA, make those changes in the later stages of the email pipeline.
« No new policies should be added

cisco M/
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Checks

- Always check mail_logs - the most important logs on ESA!

- Verify email ever came from the sender:

grep test@cisco.com mail logs

- Did mail come from that email?
- What happened with a connection (grep ICID in mail_logs)

- What happened with destination connection (grep DCID in
mail_logs)

- If the mail didn’t even come to ESAOT1, is it blocked by some other
device (FW/IPS)?
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Verification

« SSH to CLI of ESAO1 using admin account

- Send mail using telnet to IncomingMail listener’s IP address

mail from:<test@cisco.com>

rcpt to:<ccie@ironport.local>

DATA

Yet another email for testing.

- Check the MID (Message ID) in ESA01’s mail_logs to verify you hit the correct Incoming Mail Policy, and verify
it’s not blocked any more

cisco M/
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Web Security
Appliance (WSA)
in CCIE Security

Configuration and
Troubleshooting
Case Study



WSA Configuration
Case Study



WSA Configuration Topology

Mail Server /| DNS1 / AD SMAO1

Em ==
I WSAO1
| | ‘ M1

<
P1

10.125.30.0/24 ga _I

L awy — p=y

10.125.10.0/24
Client01 SWO1 NGIPS RO1

Inside

Remote HTTP/S
Server
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WSA Configuration Task 1 - Initial Setup

- Initialize WSAOT1 in such a way that it has out-of-band-
management, |IP addressing as shown in topology diagram

- Configure transparent redirection on WSAO1 and RO1
- Service Group 91
- HTTP / HTTPS interesting traffic
- GRE redirection & return method

- Configure DNS1 and DNS2 in such a way that request will be sent
in round-robin fashion
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WSA Configuration Steps - Task

- Run Setup Wizard with given parameters (Initial Setup):
- GUI > System Administration > System Setup Wizard

- Configure WCCP Service on WSAO1 & RO1

- GUI > Network > Transparent Redirection
- RO1 CLI WCCP config

- DNS Configuration

- GUI > Network > DNS (configure same DNS weights for 2 servers)

- commit the changes
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WSA Configuration Task 2 - Policy Configuration

- All the users in subnet 10.0.0.0/8 should be authenticated, except
destinations to cisco.com and all subdomains of cisco.com
domain (where no authentication will be used).

- Insecure proxy authentication methods should not be allowed

- HTTP and decrypted HTTPS policy should be blocking Social
Media categories for traffic in default case

cisco M/



WSA Configuration Steps - Task 2

Create Identity id.auth, that will match:

- Subnet 10.0.0.0/8

- Enforce Authentication: NTLMSSP only (not using fallback to Basic Auth)
- GUI > Web Security Manager > ldentification Profiles

Create custom URL category cat.noauth to match:
- cisco.com & .cisco.com

Create Identity id.no.auth that will be exemption from authentication based on
category cat.noauth avoid authentication

« Place id.noauth ABOVE id.auth

Create Access Policy ap.noauth to match id.noauth

Create Access Policy ap.auth to match id.auth & commit the changes
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Verification - Task 2

Generate HTTP request to www.ciscolive.com from subnet 10.0.0.0/8, authenticate
using credentials ccie/CCIECLEUR2019!

Verify accesslogs on WSA, and that access was granted

Verify that request matched id.auth and ap.auth

Generate HTTP request to www.cisco.com using computer from subnet 10.0.0.0/8.

« Accesslogs should show that there is no authentication and we are using id.noauth & ap.noauth
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WSA Configuration Task 3
Bonus Upstream Proxy Configuration

ia')

. Users from subnet 10.125.30.0/24 should be using
upstream proxy farm called "upstreamccie0O1", with
following details:

1. Upstream proxies IPs are on the diagram (WSA02, WSAOQ3)
2. Failover method to be used: active/passive

3. Failover from primary WSAO02 to secondary WSAO3 should
happen only after 3 unsuccessful reconnection attempts
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WSA Configuration Steps - Task 3 @

1. Create upstream proxy group upstreamccieO1
- GUI > Network > Upstream Proxy > Add a Group
- Add WSA02, WSAO3 into Upstream Prox Group
- For WSAO02, configure “Reconnection Attempts”: 3
- Load Balancing: None (Failover)

2. Configure Routing Policy
- GUI > Web Security Manager > Routing Policies

- Match 10.125.30.0/24 (directly or by identity) and use upstreamccie01
upstream proxy group

3. commit the changes
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Verification - Task 3

ia')

- Generate HTTP request to www.ciscolive.com from subnet 10.125.30.0/24 using
curl

- Verify accesslogs on WSA, and that access was granted

- Verify using accesslogs that request matched routing policy and was sent to
upstream proxy
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WSA Configuration Case Study Demo



RO1 WCCP configuration (1)

Step1: WCCP Interest list WCCP-REDIRECT

. W /
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RO1 WCCP configuration (2) @

« Step2: WCCP Service Group ip wccp 91 redirect-list WCCP-
Configuration to use previously REDIRECT
configured WCCP-REDIRECT
ACL

- Step 3: Apply WCCP redirection interface Gi0/1
on incoming (LAN facing)
interface

ip wecep 91 redirect in
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Useful WCCP troubleshooting commands

! Show commands
show ip wccp 91
show ip wccp 91 detail
show ip wccp 91 client

show ip wccp 91 service

! Restarting the session

clear ip wccp 91

! Debug

debug ip wccp (packets|events|sub-blocks)

cisco M/
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WSA

Troubleshooting
Case Study



WSA Troubleshooting Topology

Mail Server / DNS1 / AD SMAO1

Inside [Ef@l Outside
Ld

F—
=

ASAO1 WWW.CiSCO.com

Client01 SWO1 NGIPS RO1
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WSA Troubleshooting Task (2 Issues)

. Site https://www.cisco.com is not reachable from the client ClientO1

- Please resolve the issue.
. ClientIP: 10.125.30.30/24
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WSA Checks

- Always check accesslogs for IP 10.125.30.30 towards www.cisco.com (use grep)

- Verify if the request was allowed/blocked, or did it reach WSAO1 in the first place
- Verify connectivity from WSAO1 (telnet, curl)

- Use a packet capture tool on WSAO1

- Re-configure WSAO1 if needed, and issues detected in configuration

cisco M/
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WSA Verification

- Successful verification will show 200 HTTP response code when test client tries to
Visit www.cCisco.com

User either curl tool on client, or a Web Browser

- Client should be able to see the Web page
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WSA Troubleshooting Case Study Demo



Security
Management
Appliance (SMA)
in CCIE Security

Configuration and
Troubleshooting
Case Study



SMA Configuration Topology

Mail Server / DNS1 / AD

WSA02 WSAO03

ESAOQ1
== 5= =2
DMZ | |
s L
E Inside —_ Outside =1
F
. = .
Client01 ASAD]

WWW.CiSco.com
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SMA Configuration Task

- Configure SMAO1 so it offers:
- Centralized SPAM quarantine to ESAO1
- Make sure ESA01 sends SPAM messages to SMAO1
- Centralized Reporting and Web tracking for WSAO1
- Credentials for all three devices are: admin/CiscoCCIE2019!
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SMA Configuration Steps

- Enable Centralized SPAM quarantine on SMA

- Add WSAO1 & ESAO1T appliances to SMA configuration
- Enable external SPAM quarantine on ESAO01

- Enable external Web Tracking and Reporting on WSAO1

- Commit the changes
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SMA Configuration Case Study Demo



Cisco Live References - Content Security “

- ESA: BRKSEC-3540: | Wonder Where That Phish Has Gone, Hrvoje Dogan, Cisco
Live Berlin 2017.

- ESA: BRKSEC-3008: “Extreme Filtering”, Hrvoje Dogan, Cisco Live Berlin 2016.

- ESA: BRKSEC-3127: Advanced - Cisco's E-mail Encryption Capabilities, Hrvoje
Dogan, Cisco Live 2015.

- ESA: BRKSEC-2131: Cisco Email Security Deep Dive & Best Practices, Usman Din,
Cisco Live Las Vegas 2016.

- WSA: BRKSEC-3006: The Trip to TLS Land using the WSA, Tobias Mayer, Cisco
Live Berlin 2016.

- WSA: BRKSEC-3303: Cisco Web Security Appliance Configuration Best Practices &
Performance Troubleshooting, Ana Peric, Cisco Live Barcelona 2018.
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About me

. 11 years with Cisco
. CCIE Security # 33670
. Technical Solutions Architect

- Scuba diving, hiking, canoeing
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Agenda

ISE Persona Overview

Network access with ISE

Policy set model

Device administration with ISE
RADIUS
. TACACS

Case-Studies

Troubleshooting
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Blueprint v6.0 - ISE

4.0 Identity Management, Information Exchange, and Access Control 25% Hide Details

4.1 ISE scalability using multiple nodes and personas.
4.2 Cisco switches and Cisco Wireless LAN Controllers for network access AAA with ISE.
4.3 Cisco devices for administrative access with ISE
4.4 AAA for network access with 802.1X and MAB using ISE.
4.5 Guest lifecycle management using ISE and Cisco Wireless LAN controllers
4.6 BYOD on-boarding and network access flows
4.7 ISE integration with external identity sources
* 4.7.aLDAP
* 47.bAD
* 4.7.c External RADIUS
4.8 Provisioning of AnyConnect with ISE and ASA
4.9 Posture assessment with ISE
4.10 Endpoint profiling using ISE and Cisco network infrastructure including device sensor
4.11 Integration of MDM with ISE
4.12 Certificate-based authentication using ISE
4.13 Authentication methods
¢ 4.13.a EAP Chaining
e 4.13.b Machine Access Restriction (MAR)
4.14 ldentity mapping on ASA, ISE, WSA, and FTD
4.15 pxGrid integration between security devices WSA, ISE, and Cisco FMC
4.16 Integration of ISE with multi-factor authentication
4.17 Access control and single sign-on using Cisco DUO security technology
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Cisco ISE overview

Cisco Identity Services Engine (ISE)
is an industry leading, Network
Access Control and Policy
Enforcement platform, that lets you,

See
Users, endpoints and
applications

q Secure
@ By controlling network

access and segmentation

Share
é Context with partners for
enhanced operations

CISCO ISE SIEM, MDM, NBA, IPS, IPAM, etc.
PXGRID) e

4
Caapis o ®

ACCESS POLICY Partner Eco System
for endpoints for network

WIRED @ W|RELESSe VPN ‘

-----

5 ] Uz = ] Q@ ........ &

Role-based Access Control | Guest Access | BYOD | Secure Access




ISE Architecture

Standalone ISE Policy Services Node (PSN) Distributed ISE
- Makes policy decisions

- RADIUS / TACACS+ Servers

Policy Administration Node (PAN)
- Single plane of glass for ISE admin ~ S/p)A8------- “ T N
- Replication hub for all database config changes \, """ : .

S

S
Q

r Network
q Monitoring and Troubleshooting Node (MnT) Neprmmmmmsgenneee !
@ - Reporting and loggingnode S i
'Aw - Syslog collector from ISE Nodes
pxGrid Controller
@) - Facilitates sharing of context @ o
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Policy Administration Node (PAN)

Writeable Access to the Database

For your
reference

Interface to configure and view ~
policies @ xternal

2 1 —_— E——
Responsible for policy sync across @4 7 AD/LDAP s:c?r@
all PSNs and secondary PAN

Provides:

+ Licensing otlarhrs

* Admin authentication & authorization _ _

. Admin audit [dentity Services
B Engine

Each ISE deployment must have at least one
PAN

¢ Only 1x Primary and 1x Secondary (Backup) PAN
possible

Username = jakunst
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Policy Service Node (PSN)

RADIUS/TACACS+ Server for the Network Devices

- Per policy decision, responsible for: Directly communicates to external
« Network access (AAA/RADIUS services) identity stores for user authentication
* Device Admin (TACACS) Provides GUI for sponsors, agent
* Posture download, guests access, device
* BYOD / MDM services registration, and device on-boarding

« Guest access (web portals)
Each ISE deployment must have one

- Client Provisioning or more PSNs (max 50)

» Profiling

* Web Auth
* Posture/MDM

+ Client Provisioning AD/LDAP/
ODBC/
xternal
% ID
' RADIUS/TACACS+/ Smr@

Profiling

cisco éq/ /
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Monitoring and Troubleshooting Node I\/INT?@} For your

f
Dashboard reference

Wty Identity Services Engine » Confext Visibiity ~ + Operations  » Policy ~ » Administration  + Work Centers

Summary Endpoints Vulnerability Threat Jasonhboard X +

METRICS

Total Endpoints @ Active Endpoints @ Rejected Endpoints @ Anomalous Behavior @

“Cp 7sn B, 356 A, s A,

i AUTHENTICATIONS @ 2 O X ii NETWORK DEVICES @ ii ENDPOINTS @

Identity Store  Identity Group  Network Device  Failure Reason DeviceName  Type  Location Type  Profie

ather: [<1%] other: [5.2%] other: [2.33%]
otp_server: [3.78%] sbgass-wic: [3.87%] infra.vices: [2.24%]

inner..cints: [11.75%] B v Hesde] J
ntn-wic1: [5%] ‘ 5je19..-wic1: [29.39%] workstations: [21.61%]
N01-11a-swa: [5.75%] L 3 mobil.vices: [39.84%]

sampg...-wic1: [6.09%]

sje12-wi-wic1: [19.28%] \ " stgis..wic1: [21.1%] I I I

ciscond: [64.28%] misc: [33.98%]

i BYOD ENDPOINTS @ ii ALARMS @ 8 O X ii SYSTEM SUMMARY @ 20X

Type  Profile Severity Name ... LastOccurn g node(s) All =~ 24HR ~

4 Name [k npf-sica-mnto1
CPU Memory Authentication Latency

misc: [4.11%] 3 RADIUS Request Dropped 923 13 mins ago L
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e
~ For your

reference

pxGrid Controller (PXG)

Context Data Sharing

- Enabled as pxGrid persona
* Max 4 nodes

- Control Plane to register Publisher/Subscriber topics

« Authorize and setup pxGrid
client communications

« pxGrid Clients subscribe to
published topics of interest

« ISE 1.X: ISE is only controller
and publisher; 2.0 supports other publishers;
2.4 supports ISE as a subscriber (Profiler probe)

« MnT publishes Session Directory

cisco M— TECCCIE-3202  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Standalone Deployment (CCIE Lab)

All Personas on a Single Node: PAN, PSN, MnT, PXG

™ isENos

Admin é . .
: —“ . Policy Administration Node (PAN)

" Monitoring and Troubleshooting Node (MnT)

Policy Service Node (PSN)

@\\ pxGrid Node (PXG)

cisco W /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 122



Network Access Deployment Components

o
o

)
il

)
&y
- Users - Switches - Standalone ISE - AD/LDAP
- Devices - VPN gateways - Multi-node ISE - MDM
- Things - Wireless LAN - VM/Appliance - Security services

Controllers

Endpoints Network Devices Cisco ISE



RADIUS

« RFC 2865, Accounting RFC 2866

« UDP Ports: Authentication 1812, Accounting 1813
» Cisco Legacy 1645/1646

- Information transmitted via Attribute/Value Pairs
Access-Request
NAD > ISE
Access—ChaIIenge

<
% Access-Request .

Access-Accept/Access-Reject

Accounting-Request

Accounting-Response

cisco M— TECSEC-3672 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



Authentication Methods

SAML iDPs

ymmmm———— Single Sign-On
=ue
* @ SECUREAUTH'
=F! OI?ACLE — jmmm————- Certificate based Auth
E WPingldentity’ &m Microsoft Azure J
@ .
ﬁ T Certificate Authorities
Native Supplicants / \\\’,@ @
Cisco AnyConnect éy N APIs Panttat Passwords / Tokens
{D AN l SCEP7 CRL ¢
\ .
@ P - \\‘ / External Identity Stores
@ < ’_\ E@ Active Directory @PostgreSQL
—@ o o= ENTERPRISE & ... < > -- == SQL Server SARE

2 NETWORK LDAP / SQL - e’ )

- - - s LDAP Servers SecurID

] @ Built-in CA
/
CISCO ISE
/
= 7@ :
828 |.---~ Authentication Methods

= |EEE 802.1X
= 802.1X PEAP-MSCHAPV2

ACTIVE = 802.1X EAP-TLS

IDENTITY |* Web Authentication

= Central WebAuth
= Local WebAuth

. PASSIVE = MAC Authentication Bypass
cisco M/ IDENTITY *» Easy Connect ®

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



Fundamentals of 802.1X

Endpoint
Credentials (Supplicant)
(Certificate / .
Password / Token) & Network Device
0 0 (Authenticator)

- EAP-Start

° ——

DOMAIN\bob
L)

Supplicant: Software running on the clig

Cisco ISE
(Authentication Server)

Active Directory
(Identity Store)

>

Y Y Y Y Y Y Y Y Y Y Y YYYTYVYYYY

RAD|US ¥ Attribute Value Pairs

AVP:
AVP:
AVP:
AVP;
AVP:
AVP:
AVP:
AVP;
AVP:
AVP;
AVP:
AVP:
AVP:
AVP;
AVP:
AVP:
AVP:
AVP:
AVP;
AVP;

1=11 t=User-Name(1): employeel

1=3 t=Chargeable-User-Identity(89): \000

6 t=Location-Capable(131): Civix-Location(1)

19 t=Calling-Station-Id(31): b8-44-d9-34-e8-71
23 t=Called-Station-Id(3@): 2@-bb-c0-67-fd-a@:ISE
6 t=NAS-Port(5): 4

49 t=Vendor-Specific(26) v=ciscoSystems(9)
30 t=Acct-Session-Id(44): 58a28ffb/b8:44:d9:34:e8:71/0
6 t=NAS-IP-Address(4): 192.168.202.61
7 t=NAS-Identifier(32): wlc-1
12 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)
6 t=Service-Type(6): Framed(2)

6 t=Framed-MTU(12): 1300

6 t=NAS-Port-Type(61): Wireless-8062.11(19)

6 t=Tunnel-Type(64) Tag=0x00: VLAN(13)

6 t=Tunnel-Medium—Type(65) Tag=0x@@: IEEE-802(6)

4 t=Tunnel-Private-Group-Id(81): 3@

45 t=EAP-Message(79) Last Segment[1]

74 t=State(24): 333743504d5365737369676e49443d633061386361336430. ..

18 t=Message-Authenticator(8@): 2f9604fd5e7141e3436719b6f88e5161

cisco M/
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Fundamentals of 802.1X

Endpoint
(Supplicant)

re.

.
i
;}

Cisco ISE

Active Directo
(Authentication Server) v

(Identity Store)

Network Device
(Authenticator)

«” EAP

RADIUS

RADIUS: ACCESS-ACCEPT, VSA: Airespace-ACL = Employee-ACL

>

4vVYVYY

4avy

» VSA: 1=31 t=Cisco-AVPair(1): cts:security-group-tag=0004-0

AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

AVP: 1=20 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)

v Attribute Value Pairs
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

1=11 t=User-Name(1): employeel

1=40 t=State(24): 526561757468536573736966€3a63306138636133643030. ..
1=51 t=Class(25): 434143533a63306138636133643030303030303033353861. ..

1=6 t=EAP-Message(79) Last Segment[1]

1=18 t=Message-Authenticator(80): ea8102e64735fe4037e02bc3d3a720f4

EAP: EAP-SUCCESS

1=37 t=Vendor-Specific(26) v=ciscoSystems(9) thentication Protocol
AVP Type: 26
AVP Length: 37

AVP Type: 26
AVP Length: 20

» VSA: 1=14 t=Airespace-ACL-Name(6): Employee-ACL

tials to the authenticator (Network Device).

cisco M/
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MAC Authentication Bypass (MAB)

Endpoints without supplicant will fail 802.1X authentication!

v Attribute Value Pairs

S

4 vV Y YV Y Y Y Y VYVYYYYY

AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

1=14 t=User-Name(1): b844d934e871

1=24 t=Called-Station-Id(30): 20-bb—c@-67-fd-a@:0PEN
1=19 t=Calling-Station-Id(31): bB8-44-d9-34-e8-71

1=6 t=NAS-Port(5): 4

1=6 t=NAS-IP-Address(4): 192.168.202.61

1=7 t=NAS-Identifier(32): wlc-1

1=12 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)
1=18 t=User-Password(2): Encrypted

1=6 t=Service-Type(6): Call-Check(1@)

1=6 t=Framed-MTU(12): 1300

1=6 t=NAS-Port-Type(61): Wireless-802.11(19)

1=6 t=Tunnel-Type(64) Tag=0x0@: VLAN(13)

1=6 t=Tunnel-Medium-Type(65) Tag=0x@@: IEEE-802(6)
1=4 t=Tunnel-Private-Group-Id(81): 3@

1=49 t=Vendor-Specific(26) v=ciscoSystems(9)

AVP Type: 26
AVP Length: 49
» VSA: 1=43 t=Cisco-AVPair(1): audit-session-id=c@aBca3d@000000@58a28e54

AVP:

1=30 t=Acct-Session-Id(44): 58a28e54/bB:44:d9:34:e8:71/1

MAB requires a MAC address database

cisco M/

00-10-23-AA-1F-38

Bypassing “Known” MAC Addresses

Cisco ISE

Network Device

802.1X
Timeout

EAP Start

Any Packet

\ 4

User: 00-10-23-AA-1 F—38>

ACCESS-ACCEPT

| ISE can build this database dynamically with

profiling

TECCCIE-3202
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MAC Authentication Bypass(MAB) 6 For your
reference
Bypassing “Known” MAC Addresses Cisco ISE

00-10-23-AA-1F-38 Network Device

BEFORE MAB

AFTER MAB

Any Packet p|_User: 00-10-23-AA-1F-38_
MAB =
a ACCESS-ACCEPT

MAC Address Discovery MAB requires a MAC address database

« MAC Address Inventories * Internal Database
- MAB in Monitor-Mode = External LDAP
« MAB address prefixes(OUI) - *» Microsoft Active Directory

oy * Introduction to Device Sensor and Profiling topics are covered later in the course
cIsco (’,q@
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1

|

| 802.1X EAP: What's your 1d?
| Timeout |«
|

1

1

1

1

1

1

1

Functional Overview




Authorization

3 Major Authorization Options for Access Control

VLANS DACL or Named ACL

Downloadable ACL (Wired) or

Dynamic VLAN Assignments
J < Named ACL (Wired + Wireless)

[ —— |
(©)

Remediation
Guest
VLAN 4
Employees
VLAN 3
Employee Contractor
Per port / Per Domain / Per MAC permit ip any any deny Ip host <critical>

permit ip any any

CiIsco M_/ TECCCIE-3202

Scalable Group Tags

Cisco TrustSec

16 bit SGT assignment and
SGT based Access Control

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Authorization Options
Dynamic VLAN

Endpoint Network Device Cisco ISE Active Directory / LDAP
(Supplicant) (Authenticator) (Authentication Server) (Identity Store)

—py GOy )

RADIUS Service specific

|
- protocols

Auth packet

v

A

Authorization Profiles > Emplayees-Demo.local
Authorization Profile

*Name | Employees-Demo.local

Desription |
s Tos
Network Device Profile ]

Service Template )

Track Movement i

Passive Identity Tracking (i)

v Common Tasks

() DACL Name

) ACL (Filter-ID)

Securty Group - .ﬂ.ﬂ:ﬁhl.ltﬂs Dm“s

wan B0 1 (samg onene s s oscsw | | Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:192_168_6_0-SIC15_VN

. / Tunnel-Type = 1:13
CiIsco (4 Tunnel-Medium-Type = 1:6



Authorization Options
Downloadable ACLs

cisco M/

Endpoint
(Supplicant)

Network Device
(Authenticator)

<

<

Authorization Profiles > dACL_Employee

Authorization Profile

Cisco ISE

slo_©

Auth packet

(Authentication Server)

Active Directory / LDAP
(Identity Store)

— 8

Service specific
protocols

v

*Name | dACL_Employee

1
1
1
I
1
>l
1
I

Description |

4

" Access Type | ACCESS ACCEPT

Network Device Profile | Cisco| »| &
Service Template )
Track Movement (i

Passive Identity Tracking )@

v Common Tasks

DACL Name

EmployeeAccessACL

©

TECCCIE-3202
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Policy Set Overview

cisco éq/&/



~ Policy » Administration » Work Centers

|SE pO“CV fu nda mentals Policy Sets Profiling

Posture Client Provisioning

Policy Elements
Dictionaries
Conditions
Results

Common:Principle for

» Authentication policy

} * Authorization Policy

Based on - attributes

* Profiler policy
» Posture policy
* Client provisioning policy

E.g. Authorization Policy:

If IP Phones = True, Then Voice VLAN
SlfeIIALERIVACICIN = [P Phones
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ISE Authentication and Authorization policy

¥ Authentication Policy (3)

+  Status Rule Name

Conditions

Use Hits  Actions
Search
Authentication method Where to look for identities AL 1 s o
¥ Options
If Auth fail
Wired_802.1X REJECT v
©®  Dotix OR 0 o
B  wireless_802.1X If User not found
How to handle Auth failures REJECT v
If Process fail
DROP v
¥ Authorization Policy (12)
Results
Status Rule Name Conditions Authorization conditions Profiles Security Groups Hits  Actions
Search
& i D! EQUALS i lab/Users/C
@  Non San Jose Contractor AND [E Wireless_802.1X | % PermitAccess + Contractors + 0 £ o)
@ San Jose
End result
B  wired_802.1x
@ Compliant Wired Employee AND | x PermitAccess + Employees + 0 ﬁ

@ Compliant_Devices




Default Policies

Before we get into any policy configuration, there are some default policies in ISE 2.4
that are important to understand.

“ Authentication Policy (3)

Policy Sets =» Default

Use
+ Status  Rule MName Conditions
Status  Palicy Set Mame Description Condition|  cesen
Intermal Endpoints
Search
¥ Options
@ Default Default policy set I# Auth fail
REJECT

B wired_maB

- ) @ wap oR
¥ Authentication Policy (3) Wirelese WAD If User not found
= - COMTIMUE

, Authorization Policy - Local Exceptions If Process fail

DROP
¥ Authorization Palicy - Global Exceptions

All_User_ID_Stores
¥ Authorization Policy (12) ) butix on B wired_s021x

¥ Options
Wireless_802.13 W

All_User_ID_Stores

@ Detun ¥ Options

cisco M/
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Default Policies

Default enabled Authorization rules

W Autharization Policy {12)

Results
+
Status  Rule Mame Conditians Profiles
Search
Wireless_Access
® Wireless Black List Default AMD | = Blackhole_‘ireless_Access | +
A IdentityGroup-Mame EQUALS Endpoint Identity Groups:Blacklist
Frofiled Cigco IP Phones A IdentityGroup-Mame EQUALS Endpoint Identity Groups:Profiled: Cisco-IP-Fhone | # Cisco_IP_FPhones | +
Frofiled Mon Cisco IP Phones MNon_Cisco_Profiled_Phones | # Mon_Cisco_IP_Phones | +
@ Basic_Authenticated_Access Metwork_Access_Authentication_FPaszed | # Permithccess | +
@ Default | % DenyAccess | +

cisco M/

TECCCIE-3202
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ISE restart duration

ISE services can take up to 30 minutes to
stop and start

Initial setup, adding nodes to deployment or
changing persona restarts services

Strategize restart period in lab

Best time to complete restart requiring
changes is right at the start of the
configuration section.

cisco M/

CCIE Lab-only

Node was registered successfully. Data will be sync'ed to the
node, and then the application server will be restarted on the
node. This processing may take several minutes to complete.
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: : CCIE Lab-only
Disable all suppression

RADIUS Settings
« ISE has two suppression mechanism [ | UDPPorts DTLS
enabled by default: Suppress Repeated Failed Clients
+ Logging of repeated successful authentication W Syl B @l o
« Authentication of endpoints that fail repeatedly Detect two failures within 5 i minutes (1-30)
Report failures once every 15 i minutes (15— 60)

- Both suppressions will cause difficulties in
testing and troubleshooting in lab.

/' Reject RADIUS requests from clients with repeated failures i

Failures prior to automatic rejection 5 i (2-100)
« Uncheck everything at Administration > Continue rejecting requests for 60 i minutes (5 180)
SyStem > SettlﬂgS > PI’O’[OCO|S > RAD'US Ignore repeated accounting updates within | g i seconds (1 - 86,400)

Suppress Successful Reports

[] Suppress repeated successful authentications i

Authentication Details

Highlight steps longer than 1,000 i milliseconds (500 - 10,000)

cisco é@/ /
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Default Policy Sets wilEkabmony

- ISE policy engine will attempt to match - May match wrong session to wrong rule
every session to every rule in sequence or wrong DB

« Sequence of rules is important - Create specific rules in lab
Wireless MAB B  wireless_MAB * PermitAccess +
Wired MAB B  wired_MAB » PermitAccess +
Wireless 802.1x B  Wireless_802.1X » PermitAccess +
802.1x B wired_802.1X » PermitAccess +
Default » DenyAccess +

cisco M/ _ i _ .
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Workflows

- Every flow in ISE requires multiple
elements to be configured and tied
together

- Elements are created or configured in
different places in the GUI

- Workflows make it simple to configure
flows.

- Start with Overview and work your way
right in the sub-menu

cisco M/

Identity Services Engine Home b ContextVisibiity  » Operations  » Policy b Administration

b Network Access  ~ Guest Access | b TrustSec

» BYOD

» Profiler b Posture  » Device Administration

» PassivelD

Overview  » Identities  Identity Groups  Ext Id Sources

¥ Administration  Network Devices  » Portals & Components ~ Manage Accounts  » Policy Elements  Palicy Sets

Guest Access Overview

Network Preparation
Configure the network devices that you will be
using for guest access.

Authentication
Add certificates if you need guest portal-specific
certificates.

Create identity groups for guest portal access. *

Add external identity sources needed for
authenticating guest portal users. For Social
Login, you will have to configure a social media
app.

Configure identity source sequences to
authenticate guest portal users. *

Notification Services
Configure an SMTP server to use email for guest
notifications.

Configure SMS gateway providers to use texting

for guest notifications. *

* ISE provides defaults

Guest Access

Customize one of the guest portals for Hotspot,
Self-registered, Social login, Sponsored guests;
or create new portals to meet your organization's
needs

Guest Privileges
Create guest types to specify access privileges
for different types of credentialed guests.

Sponsor Privileges

Assign intemnal employees who create accounts
for guests to sponsor groups that specify the
types of guest accounts members can create
and how they can manage them.

Sponsor Access
Customize the sponsor portals employees use to
create and manage guest accounts

Settings

Check the defaults for guest access settings
such as guest password palicy, guest usemame
policy, etc. to make sure they are acceptable.

Go Live & Monitor

Portal Authorization
Configure an authorization profile for ach portal
you will be making live.

Use authorization profiles to create rules in your
authorization policy that direct guests to the
appropriate guest portal

Auditing

Examine guest access reports to audit portal
user activity.

TECCCIE-3202
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Pre-Built Elements

ISE has a lot of pre-built elements
for every flow.

Use pre-built elements where
possible

Authentication, Authorization,
Guest and Posture flows have
good pre-built conditions and
results you can use.

Pre-built portal pages can be
modified as required to suit lab
needs.

cisco M/

Policy Sets  Profiling

Dicticnaries  » Conditions

» Authentication

~ Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

‘tisco. Identity Services Engine

~ Results

Home

Posture  Client Provisioning

Standard Authorization Profiles

CCIE Lab-only

alnaln
cisco

Identity Services Engine

Home » Context Visibility » Operations

Policy Sets  Profiing  Posture  Client Provisioning =~ ~ Policy Elements
Dictionaries v Conditions  » Results
——
o
Library Conditions Authentication Smart Conditions
Smart Conditions

Name
Switch_Web_Authentication
WLC_Web_Authentication
Wired_802.1X

Wired_MAB
Wireless_802.1X

» Context Visibility » Operations

- Policy Elements

For Policy Export go to Administration > Systel

Wireless_MAB

J Edit <fbAdd [FyDuplicate | 3¢ Delete

)

(I A R A

TECCCIE-3202

Profile

Blackhole_Wireless_Access

Cisco_IP_Phones Guest Portals

Cisco_WebAuth Choose cne of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.
Non_Cisco_IP_Phones

DenyAccess Create | Edit | Duplicate | Delete

PermitAccess

Hotspot Guest Portal (default)
Guests do not require usemame and password credentials to access the network, but you can optionally require an access code

£\ muthorization setup required

Self-Registered Guest Portal (default)
Guests are allowed to create their own accounts and acoess the network using their assigned usemame and password

© Used in 1 rules in the Authorization palicy

Spansored Guest Portal (default)
Sponsars create guest acoounts, and guests access the network using their assigned usemame and password

 Used in 3 rules in the Authorization policy
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Production Best Practice

Live Logs - Your best friend

« Understand and use live logs. _
« Set refresh timer to 5 seconds on

- For CCIE lab, they provide the only Live logs
troubleshooting tools you should

need. - Use filters, especially Endpoint ID, to

filter out noise
« ISE debug logs are time consuming.
Avoid them in the lab.

“thseh Identity Services Engine Home  » Context Visibility »Policy  » Administration  » Work Centers @  LicenseWarning &

~RADIUS = Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control ~ Reports

LiveLogs  Live Sessions
——

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops & Client Stopped Responding @ Repeat Counter @

Refresh  Every 5 seconds j show Latest 20 records j Within ~ Last 60 minutes j
% Refresh © Reset Repeat Counts 3 Export Tor ¥ Filter » o

Time Status Details Identity Endpoint ID Posture Status  |IP Address Authentication Policy Authorization Policy Event Auth Method

x j B8:88 x IP Address j

cisco é@/ /
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: : Production Best Practice
Live Logs - Your best friend

« Ignore the lines that have a blue icon on - Pay particular attention to dynamic
the Status column authorization logs.

- Understand sequence of logs that will be - The details icon will open detailed logs of
seen for a flow. the session in a different tab/page.

« Look for explanation of failure in the
detailed logs page.

Identity Services Engine Home » Context Visibility ~Operations » Policy » Administration » Work Centers

~RADIUS

Threat-Centric NAC Live Logs » TACACS » Troubleshoot » Adaptive Network Control  Reporis

Live Logs  Live Sessions
——

Misconfigured Supplicants & Misconfigured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
1 1 0 0 158
Refresh | Never + Show | Latest 50 records % Within Last24h

3 Refresh Reset Repeat Counts 2 Export To~ Y Filter-

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Network Device Device Port Event
* s Identity Endpoint ID Endpoeint Profi Authenticatior Authorization Authorization IP Address v Network Device Device Port Event
I Jan 20, 2020 08:27:16.553 PM ! a 0 zkrueger E8:E5:D6:FC:8F:C8 Samsung-P.. Default >> D.. Default >> E... Employees,... 10.1.116.67 wireless Session State is Authenticated I

Jan 20, 2020 08:27:16.553 PM [-] a zkrueger E8:E5:D6:FC:8F:C8 Samsung-P.. Default >> D.. Default>>E... Employees,... 10.1.116.67 tyo-5520-1 wireless Authentication succeeded

Jan 20, 2020 08:27:16.537 PM o a 0 emiranda E8:11:32:15:C8:0B Android-Sa... Default >> D.. Default >> E... Employees,... 10.1.101.105 wireless Session State is Authenticated

Jan 20, 2020 08:27:16.537 PM a emiranda E8:11:32:15:C8:0B Android-Sa... Default >> D.. Default>> E... Employees,... 10.1.101.105 8jc-5520-1 wireless Authentication succeeded

Jan 20, 2020 08:27:16.534 PM [ ] a 0 kfitzpat 64:00:6A:B7:51:84 Windows10-... Default >> V... Default >> V... Employees,... 10.1.151.4 VPN Session State is Authenticated

.Jan 20, 2020 08:27:16.534 PM a kfitzpat 64:00:6A:B7:51:84 Windows10-... Default >> V... Default >> V... Employees,... 10.1.151.4 sjc-5525x%-1 VPN Authentication succeeded

cisco éq/ /
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Case Study 1

Configuration Task

Configure 802.1x for the wired client using ISE.
User is on Edge-1 port Gi1/0/10

User should use the credentials hr1/C1sco12345 to connect to the network

ENTERPRISE
NETWORK )

ISE should dynamically place in vlan 1021

-

©

Edge-1 Standalone ISE

cisco é@/ /
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CCIE Lab-only

Steps:

1) NAD (Network access device) Configuration

2) ISE configuration
« Add NAD on ISE
» |D Store
« Authorization Profile (Elements)
» Authentication Policy
» Authorization Policy

3) Configure the 802.1x supplicant

4) Verification
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Step 1

CCIE Lab-only

Switch configuration - AAA + RADIUS

- Enabling AAA will change device login
method. Ensure you and proctor can
login to device.

- Declares RADIUS server, Dynamic
authorization server and AAA.

- Some |OS versions require RADIUS
server to be declared with a name, as
shown

- Accounting configuration is very
important and should allow newinfo
updates

cisco M/

radius server ise

address ipv4 <ise-psn-ip> auth-port 1645 acct-
port 1646

pac key <shared-key>

|

aaa group server radius ise-group

server name ise

|

aaa authentication dotlx default group ise-group
aaa authorization network default group ise-group
aaa accounting update newinfo periodic 600

aaa accounting dotlx default start-stop group
ise-group

|

ip device tracking // MUST
dotlx system-auth-control // MUST

aaa server radius dynamic-author

client <ise-psn-ip> server-key <shared-key>
auth-type any

!

radius-server vsa send authentication

radius-server vsa send accounting



CCIE Lab-only

Step 1(b)
Switch configuration - Interface

These commands enable and enforce
802.1x and MAB on the interface.

Timers should be left at default for the lab, interface GigabitEthernetl/0/x

unless specifically required by a question switchport mode access
authentication host-mode multi-auth

These should only be applied to the authentication order dotlx mab

) authentication priority dotlx mab

interface that connects to the test authentication port-control auto

machine. mab

dotlx pae authenticator
Authentication can quickly be disabled on
the interface with the command -
authentication port-control force-
authorized

cisco é@/ /
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Step 2 - ISE Configuration

Add switch as NAD on ISE (Administration - Network Resources - Network Devices)

alnaln
clsco

» System  » Identity Management

= Metwork Devices

MNetwork Devices
Default Device

Device Security Settings

Network Device Groups

~Network Resources » Device Portal Management pRGrid Serviced

MNetwork Device Profiles  Exernal RADIUS Servers  RADIU

Network Devices List > edge-1.dcloud.cisco.com

Network Devices

* Name |edge-1.dcloud.cisco.c

[P address =] *IP: [100.124.11

* Device Profile

Software Version |:]

* Metwork Device Group

ik Cisco = &

Location [af Locations © | [ set ToDefault |

IPSEC [Ng © | [ set To Default |

Device Tipe [all Device Types @ | | Set To Default |

» System  » Identity Management -~ Network Resources

~Network Devices  Network Device Groups  Network Device Profiles
—

Device Type [al Device Types

Network Devices
Default Device (O]

Device Security Settings « RADIUS Authentication

» Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAY ey
Bxternal RADIUS Servers  RADIUS Server Sequences  NAC Managers  caerierwid
v v | et s
© | [ set ToDefaut |
Seftings
RADIUS UDP Settings
Frotocol  RADIUS
= Shared Secret __ [ Shaw
Use Second Shared Secret [ i
[show
CoAPort | 1700 | set To Defaut |

RADIUS DTLS Settings i

General Settings

DTLS Required [

Shared Secret radiusidiis i

CoAPort [ 2023 | _Set To Defaut |
Issuer CA of ISE Centificates for CoA | Select if required (optional) bl B
DNS Name

Enable Keywrap [ i

cisco M/
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Step 2 - ISE Configuration

User account to be present in the ID Store.
Internal Users for this task. Validate if hr1
user is in the ISE internal database

Network Access Users

J Edit =padd () Change Stal
Status MName

[0 @Enabled ¢ acctl

[0 @Enabled ¢ acct?

] Enabled ¢ assurl

[0 @Enabled ¢ assur2

[] @Enabled ¢ finance

[l @gEnabled ¢ hr1

(] @Enabled ¢ hr2

[] @Enabled ¢ netadmin

[] @Enabled ¢ pci

cisco M/

Authorization profile for the user to send an access-
accept and VLAN 1021

Al dentity Services Engine

clsca

Policy Sets  Profiling  Posture

Dictionaries  » Conditions

» Authentication

~ Authorization

Autharization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

~Results

Client Provisioning = = Policy Elements

Autharization Profiles > CAMPUS_USER_AUTHZ
Authorization Profile

Home » Context Visibility » Operations «Policy

*Name | CAMPUS_USER_AUTHZ

» Administration » Work Centers

Description |

*Access Type [ACCESS_ACCEPT

MNetwork Device Profile 4k Cisco | v &

Service Template

Track Maoverment

Passive ldentity Tracking 7

v Common Tasks

LU LU

< y0LAN TaglD 1

[ Edit Tag |IDName [1021] | |
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Step 2 - ISE Policy Configuration

Leverage Default Policy set on ISE

Policy Sets = Default

Status  Policy Set Name

@ Default

¥ Authentication Policy (3)

Searct

Description

Default policy set

Conditions

Reset Policyset Hitcounts m

Allowed Protocols / Server Sequence

Default Network Access

*

®@  Defautt

? Options

+ Status Rule Name Conditions Use Hits
B  wired_maB Internal Endpoints x
©@ wm OR 15
B wireless_MAB ? Options
@ Wired_802.1% Internal Users
’ ©®  Dotix OR 0
B wireless_802.1X ¥ Options
All_User_ID_Stores
0

Hits

Actions

cisco M/

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

152



Step 2 - ISE Policy Configuration

Authorization Policy to match on HR group and push the authorization result previously

configured

¥ Authorization Policy (11)

+
Status Rule Name

®  8021x HR

Conditions

)

IdentityGroup-Name EQUALS User Identity
Groups:HR

Results
Profiles Security Groups Hits  Actions
* CAMPUS_USER_AUTHZ + Select fr t v o 0 e

cisco M/
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Step 3 - Client 802.1x Configuration

The WiredAutoconfig service enables the 802.1X supplicant on Windows.
It is set to manual startup by default.

Services (Local)

Wired AutoConfig

Start the service

Description:

The Wired AutoConfig (DOT35VC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOTISVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources, Wired networks that do
not enforce 802.1X authentication are
unaffected by the DOT35VC service.

Mame

Ok Windows Management Inst..,
“ErWindows Media Player Met...
S Windows Mobile Hotspot S..
EWindows Modules Installer
‘ErWindows Push Motification...
S Windows Push Motification...
Lk Windows Remote Manage..,
EhWindows Search

S Windows Time

Lk Windows Update
ERWARHTTP Web Proxy Auto-..
&Wired AutoConfig
EEWLAN AutaConfig

ER WM Perfarmance Adapter
S Work Folders

Ok Workstation

EEWAAN AutoConfig

55 Xbox Live Auth Manager
Eh¥box Live Garme Save

25k ¥box Live Networking Service

Description

Provides a ..,
Shares Win...

Prowvides th.,

Enables inst..,
This service ...
This service ..,
Windowes R,

Provides co..,
Maintains d...
Enables the ..,
WARHTTP i

The Wired ...

The WLAMNE...
Provides pe...
This service ..,
Creates and..,
This service ..,
Provides au..,
This service ...

This service ..,

Status

Running

Running

Running

Running

Running

Running

Startup Type
Autornatic
Manual
Manual (Trig...
Manual
Automatic
Manual
Manual
Autamatic (0.
Manual (Trig...
Disabled
Manual
Manual
Manual
Manual
Manual
Autormatic
Manual
Manual
Manual (Trig...
Manual

Log
Loc
Met
Loc

Loc

Loc

cisco M/

Wired AutoConfig Properties (Local Computer)

General |og0On FRecovery Dependencies

Service name: dot3zve

Dizplay name: ‘wired AutoCaonfig

Description: The ‘wired AutolConfig [DOT35VC) service is ”~
FECphan responzible for performing [EEE 802, 1 v

Path to executable:

C:Awindowshspsterm32\avchost exe -k LocalSystemM etwark Restricted

Startup type: Automatic i

Service statuz: Running

Start Stop Fausze Fesume

You can zpecify the start parameters that apply when you start the service
fram here.

Ok Cancel Apply

TECCCIE-3202

U Ethernetd Properties

Networking ~ Authertication

Select this option to provide authenticated netwark access for
this Ethemet adapter.

Enable |EEE 802.1X authentication

Choose a network authentication method:

o

Remember my credentials for this connection each
time I'm logged on

Microsoft: Protected EAP (PEAP)

Fallback to unauthorized network access

Additional Settings...

OK Cancel
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Step 4 - Verification

Connect the client and verify - ISE and Switch

2 Refresh €@ ResetRepeatCounts R ExportTo~ Y Filterv R~
Time Status Details Endpoint ID |dentity Authenticat... Authorization Policy Authorization Pr...  IP Address Network Devii
* ' hrt X IP Address v
Jan 25,2020 03:19:08.011 PM . a 00:0C:BD:06:3. hr1 Default=> D Default == 802.1x HR CAMPUS_USER_ 100.100.0.21 fe
Jan 25, 2020 03:19:05.145 PM a 00:0C:BD:06:3... hr1 Default>=D...  Default>> 802.1x HR CAMPUS_USER_...  100.100.0.21 fe... edge-1.dcloud.:
Jan 25,2020 03:18:54.284 PM a 00:0C:BD:06:3... hr1 Default==D.. Default == 802.1x HR CAMPUS_USER_... edge-1.dcloud.

Qverview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Resuit

5200 Authentication succeeded
hr

00:0C:BD:06:3E:DA D
Microsoft-Workstation

Default »= Dot1X

Default == 802.1x HR

CAMPUS_USER_AUTHZ

Result

Class
Tunnel-Type
Tunnel-Medium-Type

Tunnel-Private-Group-1D

CACS1A007DE4000000250048B016:Cisco-ISE36934437 77981

(tag=1) YLAN

{tag=1) 802

{tag=1) 1021

cisco M/
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Step 4 - Verification
show authentication sessions interface <no> detalls

edge-1ffsh auth : ] int o J10 det
Interfs ( 1

Addr

DATA
muilti-auth

Handle:
Current Policy: 13

MHethod =st:
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ISE - Active Directory
Integration & Demo



ISE - AD PreRequisities

- Active Directory ports open between ISE and AD (LDAP: TCP/389, 3268, UDP/389 -
SMB: TCP/445 - KDC: TCP/88 - KPASS: TCP/464)

- Time sync between ISE and AD (Max ~5 min difference)
« ISE to resolve AD FQDN

- Active Directory Admin credentials to create computer accounts to join ISE
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Case Study 2

Configuration Task

Access-point connected to Edge-1 port Gi1/0/1
Configure ISE to dynamically assign the access-points to AP vian 2045.

Use MAB as the access-point is not capable of 802.1x

ENTERPRISE
NETWORK

Edge-1 Standalone ISE

ACCESS_ACCEPT
VLAN = 2045

cisco M /
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CCIE Lab-only

Steps:

1) NAD (Network access device) Configuration

2) ISE configuration
« Add NAD on ISE
ID Store
Authorization Profile (Elements)

Authentication Policy

Authorization Policy

3) Verification
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Switch configuration - Interface

interface GigabitEthernetl/0/1
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab**
authentication priority dotlx mab**
authentication port-control auto
mab

dotlx pae authenticator**

**Optional

cisco M/

ISE authorization profile

» Authentication

~ Authorization

Authorization Profiles

Downloadahle ACLs

+ Profiling

» Posture

» Client Provisioning

-
Authorization Profiles > Cisco_AP_AUTHZ

Authorization Profile

*Name | Cisco_AP_Authz |

Description |

*Access Type [ACCESS_ACCERT -]

Network Device Profile i Cisco v | &

Service Template | )

Track Movement | ;

Passive Identity Tracking |

* Common Tasks

¥ AN TagiD 1 Edit Tag |IDMName | 2045
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Step 2 - ISE Policy Configuration

Leverage Default Policy set on ISE

Policy Seis = Default

Status Palicy Set Name

®  Default

W Authentication Policy (3)

+  Status Rule Name

Searct

@  wmap
®  Dotix
®  Default

Description

Default policy set

Conditions

=
OR

(=
OR

E

Conditions

Wired_MAB

Wireless_MAB

Wired_802.1X

Wireless_802.1X

Reset Policyset Hitcounts
Allowed Protocols / Server Sed
Default Netwark Access x
Use
Internal Endpoints x v
? Options
Internal Users x v
? Options
All_User_ID_Stores x v
¥ Options

cisco M/
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Step 2 - ISE Policy Configuration

Authorization Policy to match on the access-point endpoint policy

¥ Authorization Policy (5)
Results
e
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Search
G Us .

® 802.1% HR ™ IdentityGroup-Name EQUALS User Identity % CAMPUS_USER_AUTHZ + Select from list v 4 2 Fe)
GroupsHR

&  Profiled Cisco IP Phones o IR R TS E el * Cisco_IP_Phones &= | Select from list -+ 0 ¢
Identity Groups:Profiled:Cisco-IP-Phone

@ Profiled Non Cisco IP Phones @ Non_Cisco_Profiled_Phones = Non_Cisco_IP_Phones + Select from list v 4 0 -ﬁ

® Profiled Cisco APs =] Endenls-Endean‘nllgf (=61 T * Cisco_AP_Authz + Select from list M 0 f e
Device:Cisco-Access-Point

® Default = DenyAccess + Select from list v i 87 e

cisco é@/ /
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Verification

% Refresh © Reset Repeat Counts R ExportTow Y Filte
Time Status Details Endpoint ID Identity Endpoint P Authenticat Authorization Policy Authorization Pr
X B
) 05:17 7 = Q o 72:5D:3F 72:50 Fi ) r | M Profiled Ci th
5 20 05:16:48.730 F |___l o 78:72:5D:3F 78:72:5D:3F F ( -AP-Alr Defaul 1] C Profiled Ci 0_AP t

ntrol dir:
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CCIE Lab-only
Steps:
1) Device Configuration

2) ISE configuration
« Authorization Profile (Elements)
« Add NAD on ISE
* Authentication Policy
» Authorization Policy

3) Configure the 802.1x supplicant

4) Verification
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Case Study 3

Troubleshooting Task

“acct1” user is connecting to Edge-1 port Gi1/0/11

After implementing 802.1x on the switch, the “acct” user is not able to ping public
DNS server 8.8.8.8

Your goal is to troubleshoot the issue on ISE and switch to make sure acct1 can ping
the server 8.8.8.8

-

Gi1/0/11
ENTERPRISE

NETWORK )

t1 -
acc Edge-1 Standalone ISE
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Troubleshooting Methodology:

1) Connect the client to replicate the issue

2) ISE Live Logs. Check the policy matched on the user and the attributes pushed by
ISE

3) Switch “show authentication session int gi1/0/11 details” to view the server
attributes. Check if any of the dynamic attributes pushed by ISE or configuration on the
switch is blocking the server connection.

4) “terminal monitor” on the switch if necessary.
5) “debug icmp trace” if necessary, on the switch

6) Remove dot1x on the port to validate if dot1x is causing the issue - Issue Isolation

cisco é@/ /
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Case Study 3

ISE Logs

= Refresh @ ResetRepeatCounts B ExportTow ¥ Filter
Time Status Details Endpoint ID Identity Endpoint P...  Authenticat... Authorization Policy Authorization Pr...
x v Endpaint ID |dentity Endpoint Praof Authenticatior Authorization Policy Autharization Profile
Jan 25, 2020 08:51:48.662 PM (] a 00:0C:BD:06:3. .. acchl Default == D...  Default== B02.1x AC...  ACCT_USER_AU...
Jan 25, 2020 08:51:47.293 PM a #ACSACLHEIP-DE. ..
Jan 25, 2020 08:51:47.288 PM I:I 00:0C:BD:06:3. .. acchl Default == D...  Default==802.1% AC...  ACCT_USER_AU..
Result
Querview
Class CACS:1A007D6400000068DETIGEAB Cisco-ISEI369344377/3222
Event 5200 Authentication succeeded Tunnel-Type {tag=1) VLAN
TEERTATE acctl Tunnel-Medium-Type (tag=1) 802
Tunnel-Private-Group-ID (tag=1) 1021
Endpoint Id 00:0C:BD:06:3E:DR &
19:5e:2c:aeee74:e0:ac:35:7e:de:53:be:27:8d:a0:d4:4a:ad:55:96:04:50:3a:d0:bd
) EAP-Key-Name :al:bf0c:65:6:9h:29:51:59:31:12:h3:09:7d:7¢:18:39:d8:e2:5h:2a:34:80:77:06:66:
Endpoint Profile 33:0b:f5:a1:39:0c:cfa1:51:40:45:30:10
R - _ cisco-av-pair ACS:CiscoSecure-Defined-ACL=#ACSACL#IP-DENY_ALL_TRAFFIC-57f6b0d3
Authentication Policy Default == Dot1x " e -
MS-MPPE-Send-Key =
Authorization Policy Default == 802.1x ACCT
MS-MPPE-Recv-Key R
Authorization Result ACCT_USER_AUTHZ LicenseTypes Base license consumed

cisco M/
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Case Study 3

Switch output

j=—18 authent ion

cIsco ég/ /
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Case Study 3

Solution

Issue: ISE pushing DACL - deny ip any any
Fix - Remove the DACL from the authorization result or push “permit ip any any”

cisco M/

dhale dentity Services Engine

<Isco

Policy Sets  Profiling  Posture  Client
Dictionaries  » Conditions  ~Results
o

» Authentication

~ Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

Home » Cont ibility

Provisioning

» Operations

~ Policy Elements

Authorization Profiles > ACCT_USER _AUTHZ
Authorization Profile

*Name [ACCT_USER_AUTHZ |

» Administration

Description [

*Access Type [ACCESS_ACCEPT -]

Network Device Profile

Service Template
Track Movement

Passive |dentity Tracking

¥ Common Tasks

¥/ DACL Name

&% Cisco|v| @

i

DENY_ALL_TRAFFIC

O

TECCCIE-3202
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CCIE Lab-only

NAD Device configuration - WLC @

~ For your
reference

 Every ISE flow can be accomplished with one fixed set of WLC
configuration

- They can be broken into:

« AAA server config
« SSID Authentication config
« SSID Advanced config

cisco é@/ /
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duction Best Practice

WLC configuration - AAA Server con Ig

',
~ For your
reference

« Define the ISE PSN in the Authentication and - Set “Called Station ID type to AP MAC
Accounting section under Security>AAA > Address:SSID in both sections

RADIUS
- Set MAC Delimiter to "Hyphen” in both sections

« Set “Support for CoA” to Enabled in server
definition

MONITOR WLANSs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers
oL Auth Called Station ID Type AP MAC Address:SSID
General
- RADIUS
Pt Entication Use AES Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
ST MAC Delimiter Hyphen
Fallback
DNS Framed MTU 1300
Downloaded AVP
» TACACS+
LDAP Network Tunnel Server
User Management Proxy Index Server Address(Ipv4/Ipv6) Port IPSec Admin Status
Local Net Users
MAC Filtering 1 *  192.168.1.11 1812 Disabled Enabled [~ ]
« Disabled Clients 2 *  192.168.1.27 1812 Disabled Enabled [~ ]

User Login Policies

cisco é@/ /
&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 172



Production Best Practice

WLC configuration - SSID Authentication

',
~ For your
reference

WLANSs > Edit 'Expecto Patronum’

- Configure Layer 2 authentication as
per the question.

- Enable “MAC filtering” if Guest flow over 2 Sty & (o B
IS required. WAC Fitering? @

Fast Transition

- Select ISE PSN for authentication FostTronalion [ Adaptd WAk > Bt Expacto Pionan

Over the DS

an d account un d er th e “AAA Reassoclation Timeout|20 |Seconds | M >ty A
Se rve r” ‘ta b Lobby Admin Configuration EESERENE A Servers

Lobby Admin Access Select AAA servers below to override use of default servers on this WLAN

General | Security | QoS | Policy-Mapping

Layer 2 | Layer 3 | AAA Servers |

RADIUS Servers

RADIUS Server Overwrite interface Enabled

Apply Cisco ISE Default Settings Enabled

Authentication Servers Accounting Servers

M Fnahlad W Fnahled
Server 1  IP:192.168.1.11, Port:1812 a 1P:192.168.1.11, Port:1813 a
Server 2 None s None e
Server 3 None H None B
Server4  None B None B
Server 5 None B nNone %)

B

Server 6  Noi B None
cisco é@/ /
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WLC configuration - SSID Advance_,

@y‘ For your
reference
- Enable “DHCP Addr. Assignment” v

« Set “NAC State” to ”ISE NAC” i o
° Enable DHCP Proﬂ“ng and HTTP proflllng | DHCP Addr. Assignment € Required |

NAC

| NACState  ISE NAC I

Load Balancing and Band Select

Client Load Balancing
Client Band Select

Passive Client

Passive Client

Voice

Media Session Snooping ~ Enabled
Re-anchor Roamed Voice Clients ~ Enabled

KTS based CAC Policy Enabled
Radius Client Profiling

DHCP Profiling

:

HTTP Profiling

. W /
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Comparison

: TACACS+ and RADIUS

TACACS+ RADIUS
Transmission Protocol TCP UDP
Ports Used 49 Authentication and Authorization:

1645 and 1812
Accounting:
1646 and 1813

Intended Purpose

Device management

User access control

Encryption Full packet encryption Encrypts only passwords up to 16
bytes
AAA Architecture Separate control of each

service: authentication,

authorization, and accounting

Authentication and authorization
combined as one service

cisco M/
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TACACS+ Configuration steps

~ Administration

« System ¥ |dentity Management » Network Resources » Device Portal Management  pxGrid Sernvices » Feed Service » Threat Centric NAC

E bl —I— C CS+ Vl Deployment  Licensing  » Cerfificates  » Logging  » Maintenance  Upgrade  » Backup & Restore b Admin Access  » Settings
nable TACA services ——

L]
Deployment Deployment Nodes List > TSE2-4P
i v e Edit Node
° Dete rm | n e | D Sto re 3 c;&;: Deployment General Seftings Profiling Configuration
o PAN Falover —
. . Hostname ISE2-4P
° Reg |Ste r NAD Wlth |S E FQDN 1SE2 4Pisedema.net
IP Address 10.1.100.15
Node Type Identity Services Engine (ISE)
.
- Policy Elements

Role STANDALONE
° TACACS Proflles v Administration

|+ Monitoring
° Command SetS Role PRIMARY v

Qther Monitoring Node

- Policy Set Configuration 9 v oty s

v| w Enable Session Senvicesi

. Include Mode in Node Group | None | @
® COang U re NAD v Enable Profiling Semvice

O Enable Threat Centric NAC Service i

[ » Enable SXP Service (i

I O Enable Device Admin Service i I

O Enable Passive |dentity Service i

O pxGrid (i

cisco é@/ /
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TACACS Profile Example

Task Type

sl Identity Services Engine Home ) ContextVisibilty  » Operations  » Policy  » Administration [N ReN: (]

Device Administration)

» Policy Elements  Device Admin Policy Sets  Reports

Specific for the Devic
Is a nice Ul feature, to
provide specific Ul per
device type

» Network Access P Guest Access P TrustSec » BYOD » Profiler  » Posture

~Qverview P |dentities  User Identity Groups  Ext Id Sources  » Network Resources
I

TACACS Profiles > New

TACACS Profile

Name 105 _Admin_Privilege|

IOS PriViIege Level Description
Default = Assigned at Login _—

Max = Limit with “enable”
command

Common Tasks

Common Task Type | Shell

- Default Privilege 1 (] (Select 0 to 15)
Idle Time | |

Maximum Privilege |15 o ‘ (Select D to 15)
1 O A Control List
For High-Powered Access, s conrolLt | o]
[ Auto Command | o ‘

lelt the SeS.S|lon tlme [] Mo Escape | () ‘ (Select true or false)
When nO aCtIVIty [ Timeout | (] ‘ Minutes (0-8998)

. / Idle Time |5 (] ‘ Minutes (0-9999)
cisco [’4{/&




Command Set

cisco M/

Commands

Fermit any cormmand that is not listed below ]

+ Add M Trazh~

= Grant

[ FERMIT

[ FERMIT

[ PERMIT

[ PERMIT

[ FERMIT

[ FERMIT

Edit Move Lp

Command

showe

shonw

configure

interface

no

et

Move Down

Arguments

running-config

interface

terminal

authentication port-control

TECCCIE-3202
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Device Admin Policy Sets (TACACS+

* Work Centers

il Identity Services Engine Home  » ContextVisibilty  » Operations  » Pollcy  * Administration

¥ Network Access P Guest Access » TrustSec » BYOD ¥ Profiler » Posture * Device Administration » PassivelD

~Owverview P Identities  User Identity Groups  Extld Sources b Network Resources  » Policy Elements
I

Device Admin Policy Sets eports  Setlings

Policy Sets
Policy Set
O d d L_ + Status Policy Set Name Conditions Allowed Profocols / Server Sequence
e e St ' Search
PrOV|deS bOth @ Firewalls
Management @ ASDWM Authz AND B TACACS-Type EQUALS Authorization Default Device Admin v
AN D TACACS-Port EQUALS 443
Execution order S
@ ASA Regular L] DEVICE Device Type EQUALS All Device Types#Firewalls Default Device Admin v o
® WirelessLanControllers Ll DEVICE Device Type EQUALS All Device Types#hletwork Devices#Wireless Devices | Default Device Admin v o
@ 105 Devices L] DEVICE Device Type EQUALS All Device Types#Network Devices# 03 Devices Default Device Admin x v &
@ Default Default Device Admin x v o
. / - _____________________________________________________________________________________________________________
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TACACS Monitoring

TACACS Device Admin is monitored through a separate Live Log

Status

Cietails

|dentity

Identity
wilcadmini
wlcadmint
swadmini
swadminl
swadmini
admin 4
admin
admin
helpdesk1
admin
helpdeskl

helpdesk1

Type

Authorization
Authentication
Authorization
Authorization
Authentication
Authentication
Authentication
Authentication
Authorization
Authentication
Autharization

Authentication

Authentication Policy

Authentication Paolicy

Wirelezs Controllers == Default

Switches == Default

Switches == Default

Switches == Default

Switches == Default

Switches == Default

Authorization Policy

Autharization Policy

Wireless Caontrollers ==WLC Admins

Switches == Switch Admins

Switches == Switch Admins

Switches == Helpdesk Users

Switches == Helpdesk Users

|se Mode
Ise Mode
ise-psn
ise-psn
ize-psn
ise-psn
igE-psn
ize-psn 4
ise-psn
ise-psn
ize-psn
ise-psn
igE-psn

ise-psn

et

It

WLC

WLC

Swiitich

Switch

Switch

Swyitich

Switch
Switch
Switch
Switeh

Swyitich

n

w

N

o

.g 0@ o900 0B BEO
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Case Study b

Configuration Task 1
Local login has been used to login to the devices so far.

Your goal is to configure device administration on Edge-1.

Helpdesk user (helpdesk/C1sco12345) should be able to receive privilege 15 but only
able to permit “show” commands.

Network admin (netadmin/C1sco12345) should be able to execute all commands and
have highest privilege.

Task 2
All commands executed need to be accounted for future audits.

cisco é@/ /
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Switch Configuration

! Configure TACACS server and server group on Edge-1

tacacs server tacacs 100.64.0.100
address ipv4 100.64.0.100
key 7 15315A1F07257A767B6760
timeout 4

aaa
se

group server tacacs+ tacacs-group
rver name tacacs 100.64.0.100

! TACACS for login, shell and command authorization

aaa
aaa
aaa
aaa
aaa

authentication login VTY authen group tacacs-group local
authorization exec VTY author group tacacs-group none
authorization commands O VTY cmd group tacacs-group none
authorization commands 1 VTY cmd group tacacs-group none
authorization commands 15 VTY cmd group tacacs-group none

! TACACS command accounting

aaa
aaa
aaa
aaa

accounting exec default start-stop group tacacs-group

accounting commands 0 default start-stop group tacacs-group
accounting commands 1 default start-stop group tacacs-group
accounting commands 15 default start-stop group tacacs-group

cisco M/

line vty 0 15
authorization
authorization
authorization
authorization

commands 0 VTY_ cmd
commands 1 VTY_ cmd
commands 15 VTY_ cmd
exec VTY_author

login authentication VTY_ authen
transport input all

! Calling the TACACS method lists in line VTY
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ISE Configuration

‘tses’ Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers

» Network Access  » GuestAccess » TrustSec » BYOD » Profiler » Posture  ~ Device Administration = » PassivelD

» Overview  » Identities  User Identity Groups ~ Ext Id Sources  » Network Resources  ~ Policy Elements ~ Device Admin Policy Sets ~ Reports
—

o
TACACS Profiles > Shell_15
» Conditions
TACACS Profile
» Network Conditions
Name  Shell_15|
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACAGS Profiles Task Attribute View Raw View
Commeon Tasks
Common Task Type = Shell :

Default Privilege \15 (v |(Selectuto 15)
Maximum Privilege {15 (v | (Select 0 to 15)
Access Control List { O |
Auto Command [ o |
No Escape [ (v | (Select true or false)
Timeout [ o | Minutes (0-9999)
Idle Time [ o

| Minutes (0-9999)
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ISE Configuration

Permit All Command set

Read-Only Command set

+ Conditions

» Network Conditions.

* Results

Allowed Protocols
TACACS Command Sets

TACACS Profiles

TACACS Command Sets > Permit_ALL_CMDs
Command Set

Name

Description

Permit_ALL_CMDs

Commands
Permit any command that is not listed below
+ Add [ Trash~ Edit Move Up Move Down
Grant Command Arguments

No data found

cisco M/

TACACS Command Sets > Permit_SHOW._Only
Command Set

Name  Permit_ SHOW_Only

Description

Commands

Permit any command that is not listed below

+ add @ Trash~ Edit Move Up Move Down
Grant Command Arguments
PERMIT exit
PERMIT enable
PERMIT show -
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E Configuration

» Network Access  » GuestAccess » TrustSec » BYOD  » Profiler  » Posture =~ Device Administration ~ » PassivelD
Click here to do visibility setup Do not show this again
» Overview  » Identites  User Idenlity Groups  ExtId Sources  » Network Resources  » Policy Elements  Device Admin Policy Sets  Reports  Settings
Policy Sets = Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence
Search
Default Tacacs Default policy set Default Device Admin x v+
W Authentication Policy (1)
+ Status Rule Name Conditions Use Hits
Search
Internal Users x v
(] Default 15220
¥ Options
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
W Authorization Policy (3)
Results
+
Status  Rule Name ‘Conditions Command Sets Shell Profiles Hits
Search
Network Admin B InternalUser IdentityGroup EQUALS User Identity Groups:NetworkAdmin [ % Permit_ALL_CMDs + Shell_15 x v & 13210
Helpdesk Users M8 IntemalUser-IdentityGroup EQUALS User Identity Groups:Helpdesk | % Permit_SHOW_Only + Shell_15 x v+ &2}
Default [ xALLCMDS + Deny All Shell Profile x v |4 0

cisco M/
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Verification

netadmin

$ ssh netadmin@100.124.1.1
Password:

edge-1>

edge-1#show priv
Current privilege level is 15
edge-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

edge-1(config)#int gil/@/5
edge-1(config-if)#shut
edge-1(config-if)#no shut
edge-1(config-if)#end

cisco ég/&/

helpdesk

$ ssh helpdesk@100.124.1.1

Command authorization failed.

edge-1#exit

Connection to 100.124.1.1 closed by remote host.

Connection to 100.124.1.1 closed.

[Sun Jan 26 10:08:54 UTC] maglev@10@.64.0.101 (maglev-master-100-64-0-101)
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Case Study 4

VPN user is authenticating with ISE but unable to connect to the network

Troubleshoot the issue and make sure the VPN user is able to connect

Standalone ISE
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Troubleshooting Methodology:

1. Check configuration on ASA

N

Syslogs on ASA

ISE Live logs to see the policy match and the failure message
“user is disabled”? - Enable the User on ISE

No debugs on ISE - too risky

a ~ W
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Change of Authorization (CoA)

RFC 5176

Change in
access

RADIUS CoA (Change of Authorization) is
a feature that allows ISE to adjust an
active client session.

cisco M/

Q Requires endpoint’s ‘active session’ on ISE

@\‘ Automatic / Manual initiation of CoA

Use cases:

« Central Web Authentication (CWA)
» Device Profiling

» Posture assessment

* Threat Centric NAC

» Adaptive Network Control and more
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Change of Authorization (CoA)

e Central Web Authentication
* Guest Access

Limited = Full Access (E.g. Posture)

. Bring your Own device flows Security Posture: ‘Non Complaint’ ~ )
* Web notifications  Authorization : [T

* Posture Assessment ‘ h 0

o Lgreat. CelilltrlC Ni\% | Security Posture: ‘Complaint’

° aptive Networ ontro >

« Device PI’OfI“ﬂg :Change of Authorization .

» Easy Connect
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CCIE Lab-only

',
=~ For your
reference

URL redirection is required for most p access-list extended redirect
advanced ISE flows deny 1ip any host 192.168.1.11

deny udp any any eq domain
permit 1p any ahy

URL Re-direction ACL - Switch vs WLC

Requires static ACL on network
device

* Defines what traffic should or should not be
redirected.

For lab, allow all traffic to ISE PSN

Access List Name redirect
Deny Counters 0

Destination
P ask W Protocol  Source Port Dest Port

v Mask
0.0.0.0 / 192.168.1.11 /
0.0.0.0 255.255.255.255
192.168.1.11 / 0.0.0.0

Any Any Any Any Any

/

Permit and Deny statements are o Bl J g
switched (no pun intended) on a Y Y 7 S A A
SWitCh VS VVLC 4 Permit gggz / 2222 / uDbP Any DNS Any Any

cIsco ég/ /
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What is profiling?
Collection { Classification
Active
- Directory NetFlow
Radius - DHCP

Process of collecting data to be used
for identifying devices

Classifies based on Device fingerprint

Uses Probes for collecting device attributes

cisco é@/ /
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Profiling Services Configuration Flow

Probes Selection Some probes are better suited to classify certain device types

Profiling Policies

Probes Activation
and Configuration

Authorization
Policies

cisco M/

Unknown devices policies creation or existing policies
customization

Per PSN probe activation and network devices configuration
(both ISE and NAD)

Authorization policies using profiling results as conditions
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Summary of Probe Usage

RADIUS @ Useful to collect MAC (Vendor ID)/IP address and for Device Sensor

DHCP One of the best Probe to collect Device/OS type information

To collect CDP/LLDP information via MIBS (when device uses CDP/LLDP)
SNMP Useful to build MAC/IP mapping table (ARP table)

Useful to collect MAC/Port binding (SNMP-Traps)

HTTP Best method to collect ‘User agent’ : OS version, Browser, ...

NMAP Help to collect more information on the device, useful for OS identification
(OS version, SNMP system description, ...)
(ISE 2.1 Added SMB Discovery to NMAP Scanning)

cisco M/
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Summary of Probe Usage (cont.)

DNS

NETFLOW

Active
Directory

cisco M/

Used to collect FQDN from IP address (reverse DNS lookup)

Complementary profiling method for collecting traffic
(Analysis of flow protocol or destination)

Gathers OS information from Active Directory, when
hostname is available
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Profiling Services Configuration Flow

Probes Selection Some probes are better suited to classify certain device types

Profiing Polici Unknown devices policies creation or existing policies
rofiing olicies customization

Probes Activation Per PSN probe activation and network devices configuration
and Configuration (both ISE and NAD)

Auéhé)lirézisgon Authorization policies using profiling results as conditions

cisco M— TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 201



Profiling Policy Terminology

Profiling Policy

Profiling Conditions

L 2

If “CF” > Threshold, Apply Profile & Optionally Assign Endpoint to Group
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Profiling Policies

Profiling Policy Terminology

- Dictionary Attributes - attributes that can be collected by probes (e.g. MAC OUI,
RADIUS Calling-station-id, IP User-Agent...)

- Profiling Conditions - matches a collected value against a dictionary attribute (e.g.
User-Agent CONTAINS Android, OUlI CONTAINS Apple, dhcp-class-identifier
CONTAINS CP-9971...). You can use the existing ones or create your own.

 Profiling Policy - defines a set of rules for an endpoint to be considered a match. It
is possible for the same device to match rules on multiple profiling policies.

- Certainty Factor (CF) - each rule within a profiling policy results in a CF assignment,
a minimum cumulative CF is required in order to match a device into a profiling
policy. Highest CF will determine which profile a device will match.

« Exception Action - used to statically assign an endpoint to a policy when a profiling
condition is met
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SGTs simplifies segmentation and access control

Traditional Segmentation - TrustSec bC Servers =

................................. % NC Firewall / Switch
StatiC ................................................... .

B E Enterprise i Micro/Macro Segmentation Enterprise
g Backbone § ................................................... ﬁ Backbone @ |SE

. Redundancy : Central Policy Provisioning

DHCP Scope Aggregation Layer No Topology Change @ Policy

Address No VLAN Change
VLAN

Access Layer E Access Layer

o, WA

Non-Compliant; | Voice Employee \oice Non-Compliant Employee Supplier loT
@ Employee Tag
Quarantine Voice Data Guest loT . Voice Data
VLAN VLAN  VLAN VLAN VLAN @@ Supplier Tag VLAN VLAN
@ Non-Compliant Tag
Security Policy based on Topology Use existing topology and automate
High cost and complex maintenance security policy to reduce OpEx
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&- TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 205



Segmenting with Security Group Tags (SGTs)

Destination
Egress Policy App_Serv Prod_Serv
Employee
App_Serv

Source

Prod_Serv Deny All Permit All

k -
Remote w
Access

Production SGT
Servers
SGT Wireless e o0y
Employees Routers  DC Firewall DC Switch | Application 8 SGT
Switch Servers

Classification Propagation Enforcement

cisco M/
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CLASSIFICATION PROPAGATION ENFORCEMENT

Classification

Dynamic Classification Static Classification

6@ L3 Interface (SVI) to SGT L2 Port to SGT

ey 1 I
. Campus
i Access Distribution Core DC Core DC Access

Enterprise
068021)( ......... e °°°°°°°° e """ @ Backbone EEE

.o.:\\;\. g [ ] . . \
R ‘ = @B
0t
® @ ‘I“ \\ //
@) Hypervisor SW
WLC Firewall I
VLAN to SGT Subnet to SGT VM (Port Profile) to SGT §

. W /
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CLASSIFICATION ~ PROPAGATION ENFORCEMENT

Two ways to
propagate

DATA PLANE PROPOGATION

10.1.1.1 10.20.20.1

S 5/Employees S 7/WebServers

SGT carried inline in the data traffic. Methods include, SGT over:

MACSec I LISP/VXLAN
DMVPN GETVPN

cisco M/

CONTROL PLANE PROPOGATION

10.1.1.1 = SGT-5
[ R

10.1.1.7 10.20.20.1

S 5/Employees S 7/WebServers

IP-to-SGT data shared over control protocol. No SGT in the
data plane. Methods include, IP-to-SGT exchange over:
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Summary

Disable features that can cause problems with troubleshooting

Use pre-built elements to your advantage

Keep device config simple

Understand what probes are required for profiling but enable all probes in the lab.

Keep it simple ! ISE is easy and will save you a lot of time in the lab.
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Agenda

- What is PKI

- Configure PKI
« IKEV1/2

- Configuration DMVPN
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What is PKI



Breaking down the AAA

- AAA is a combination of the following three concepts
- Authentication (AuthC) - Who somebody is
- Authorization (AuthZ) - What is that person allowed to do
- Accounting - Recording what that person did and when

- PKI (Public Key Infrastructure) is only used to authenticate (AuthC)!

PKl is simply a mechanism to confirm that a public key belongs to a specific person. Protocols like IKE, SSL
and email leverage this assertion to perform the authentication.
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Cryptography concepts

- Confidentiality - Doesn't allow original message to be read
- Cipher - A method that provides confidentiality

- Integrity - Confirms that this message hasn't been altered in transit
Hash - A method that verifies originality

- Non-repudiation - Confirms that the message was sent by only the sender
Digital Signature - A method that provides non-repudiation
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Confidentiality

- Cryptography at it's base is a process that you apply to a message so that it can provide
confidentiality.

« In most cases it will be a message transferring from person A to person B and it needs to
be guaranteed that no other person can read the message even if it was intercepted.

T < O SO0
O TO 00 QO
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Encryption

- There are two ways to encrypt data: symmetrically or
asymmetrically

- Symmetric encryption - the same key is used for encryption as is
used for decryption.

- Example ciphers: RC4, DES, 3DES, AES

- Asymmetric encryption - a different key is used for encryption as
decryption.

- Examples ciphers: RSA, DSA, ECDSA
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Encryption

Symmetric encryption

cipher

Asymmetric encryptiin ‘

Public Private

/
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Integrity

- Integrity is a way of detecting that a message has not been tampered with, altered,
or corrupted during its transmission from A to B. Please note that this provides no

confidentially

- Commonly uses for integrity:
Plastic rings on caps of soda bottles.
Foil covering of medicine bottles
« CRC checks of Ethernet frames

- In terms of computer data integrity we use a process called hashing to detect if even
one single bit of a file or packet has been changed.

cisco M— TECCCIE-3202  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 219



Hashing

- To determine whether or not the data has changed we need a process that will take,
as input, an arbitrary amount of data and generate a fixed length value. It also needs
to meet these four requirements:

it is easy to compute the hash value for any given message

it is infeasible to find a message that has a given hash,

it is infeasible to modify a message without changing its hash,

it is infeasible to find two different messages with the same hash.

- “infeasible” means that it would take all the computers in the world a couple
thousand years
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Hashing

- A few examples of hashing algorithms include:
- MD4/5 - Message Digest Algorithm
- SHA-1/2/3 - Secure Hashing Algorithm

- RIPEMD - RACE Integrity Primitives Evaluation Message Digest
- Whirlpool

cisco M/
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Non-repudiation

- Non-repudiation is confirmation that the sender of the message did indeed send it
and the messages content has not been altered in transit.

- If an attacker intercepts the message he/she can alter the message. The receiver
will not know that the message has been changed without non-repudiation.

[
»
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Digital Signature (creation)

- Using a combination of hashing and asymmetric encryption we can receive a
message, verify that it was sent by the sender and it hasn't be altered in transit.

- Sender Step 1) Generate a hash of the message

- Sender Step 2) Encrypt the hash with sender’s private key

fsl RSA encrypt :

- Sender Step 3) Append the signature to the message and transmit
PN 7\
Kjaij >
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Digital Signature (validation)

o,
s

.- Recelver steps:

. Separate message from signature

. Compute hash on message

- Decrypt the signature with the senders
public key lSHA—2 RSA decrypt
. Compare decrypted fingerprint against fisla - fisla

computed hash
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Trust models

« Peer to Peer (PSK) « Web-of-Trust (PGP) . Hierarchical (PKIl)

(rvmeess) (e s) a R
R B ﬁ%ﬁ} /ﬁ\




Building a Public Key Infrastructure (PKI)

- Since we know that PKI has a root of trust, we need to build a certificate
authority (CA) that is self-signed.

- Root CA generates an RSA key pair
- Creates a cleartext box with all of it’s information in it like:
- Common Name, Company Name, Organizational Unit
- City, State, Country
- A copy of its RSA Public Key
- Validity Dates
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Building a Public Key Infrastructure (PKIl)

- Generate a hash of cleartext box

- Encrypt hash with Root CA’s private key

- Append encrypted hash (fingerprint/signature) to cleartext box
- Voila! You now have a self-signed Root CA certificate

sdkaurkahkmoas
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GeoTrust Global CA

GeoTrust Global CA

Root certificate authority

Expires: Saturday, May 21, 2022 at 12:00:00 AM Eastern Daylight Time
@ This certificate is valid

Contificate

Subject Name
Country US
Organization GeoTrust Inc.
Common Name GeoTrust Global CA

r Name
Country US
Organization GeoTrust Inc.
Common Name GeoTrust Global CA

Serial Number 144470
Version 3
nature Algorithm SHA-1 with RSA Encryption ( 1.2.840.113548.1.1.5 )
Paramete; aleTot=

Not Valid Before Tuesday, May 21, 2002 at 12:00:00 AM Eastern Daylight Time

alid After Saturday, May 21, 2022 at 12:00:00 AM Eastern Daylig

Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters none
Public Key 256 bytes: DACC 1863 30FDF417 ...
Exponent 65537
Key Size 2048 bits
Key Usage Any

Signature 256 bytes : 35 E3 28 6A E5 2F 5D 5

lon  Basic Constraints ( 2.5.29.19 )
Critical YES
Certificate Authority YES

Subject Key Identifier ( 2.5.29.14 )
Critical NO
Key ID CO 7A 98 68 8D 89 FB AB 05 64 OC 11 7D AA 7D 65 B8 CA CC 4E

Authority Key Identifier ( 2.5.29.35)
NO
KeyID CO7A 98 68 8D 89 FB AB 05 64 0C 11 7D AA 7D 65 B8 CA CC 4E
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Enrolling into a Public Key Infrastructure (PKI)

- Router generates a RSA keypair
- Create a cleartext box with it’s information in it

- Digitally sign the cleartext with Router’s private key. This is now called a
certificate signing request (CSR) or PKCS10

- Append encrypted hash (fingerprint/signature) to cleartext box
- Send to Certificate Authority

PKCS10
— —r\/griSign@

jkaulljaannadki
Encrypt
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Enrolling into a Public Key Infrastructure (PKI)

- Root CA verifies the identity of the requestor and csr

- Takes cleartext info and adds some additional data to it

- Signs the new cleartext info with the Root CA private key
- Appends signature to cleartext.

- Send back certificate to router

Jé‘ri Sign® | iiaajmankIdsa

Hash

verify csr verify
identity
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Building a IOS CA Server

- Step 1

« Manually set the time on the router:
RootCA#config terminal
RootCA (config) #clock timezone EST -5
RootCA (config) #clock summertime EDT recurring
RootCA (config) #exit
RootCA#clock set 22:300:00 22 Feb 2018

« Oruse NTP

RootCA#config terminal
RootCA (config) #clock timezone EST -5
RootCA (config) #clock summertime EDT recurring

RooOtCA (config) #ntp server 192.168.1.1

cisco M/ _ i _ .
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Building a IOS CA Server

- Step 2

« Generate an RSA keypair and enable HTTP server
RootCA#config terminal

Router (config) #crypto key generate rsa label CA modulus 2048 exportable
The name for the keys will be: CA

% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (elapsed time was 12 seconds)

RootCA (confiqg) #ip http server

cisco M/
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Building a IOS CA Server

- Step 3

« Configure the CA Server
RootCA#config terminal
RootCA (config) #crypto pki server CA
RootCA (cs-server)# database level complete
RootCA (cs-server)# database archive pkcsl?2 password Ciscol23
RootCA (cs-server)# issuer-name CN=RootCA
RootCA (cs-server)# hash sha2b6
RootCA (cs—-server)# lifetime crl 10
RootCA (cs—-server)# lifetime certificate 365
RootCA (cs—server)# lifetime ca-certificate 3650

RootCA (cs—-server)# auto-rollover 60
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Building a IOS CA Server

- Step 4

e Turn on the CA

RootCA (cs—-server)# no shut
%$Some server settings cannot be changed after CA certificate generation.

o)

% Exporting Certificate Server signing certificate and keys...

o)

% Certificate Server enabled.

RootCA (cs—-server) #

cisco M— TECCCIE-3202  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 235



Building a IOS CA Server

- Step 5

« Validate the CA is operational

RootCA#show crypto pki server

Certificate Server CA:
Status: enabled
State: enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=RootCA
CA cert fingerprint: AB615ECA FE55B934 7353FF78 DJ7AFETEL
Granting mode is: manual
Last certificate issued serial number (hex): 1
CA certificate expiration timer: 01:32:36 UTC May 13 2028
CRL NextUpdate timer: 11:32:45 UTC May 16 2018
Current primary storage dir: nvram:
Database Level: Complete - all issued certs written as<serialnum>.cer
Auto-Rollover configured, overlap period 60 days
Autorollover timer: 01:32:36 UTC Mar 14 2028
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Building a IOS CA Server

- Final Step

- Export the RootCA certificate (save to notepad for later)

RootCA (config) #crypto pki export CA pem terminal
The specified trustpoint is not enrolled (CA).
Only export the CA certificate in PEM format.
CA certificate:

o o°

o°

MIIDADCCAeigAwIBAgIBATANBgkghkiGI9wOBAQsFADARMQO8wWDQYDVQQODEWZSb290
QO0EwHhcNMTgwNTE2MDE zMjM2WhcNMj gwNTEzMDE zMJM2Wj ARMQ8wDQYDVQQDEWZ S
029000EwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQDGMinBhBjoIQTk
+UHeHnN1jyh3eE567dDfS00es+xWAXPOKFgs1A+8A3TR+6Dk9cgDft3WynElr7mQ
...<output omitted for brevity>...
PhoNVjfk0BJICfcKiadS6woQiUuft4dhgS1F4TtYNnNMgyx9hf1gNoWNLZ+ULUv21aF
E+Jdu6i75IYgm8ptmifTOUDNES8VhuTnakF30Z2IAcaoU67Ga+3A4Nwe+9r0jRQw2UY
D/CY5Q0==

RootCA (confiqg) #
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Configure PKI
- Client



Enrolling into a PKI with 10S as a client

- Trustpoints

« A trustpoint is a container that can hold up to two certificates. It can hold either:
« Just a CA certificate
* Two certificates

« One identity certificate (a cert you own the private key for)
» The CA certificate that issued the identity certificate above
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Enrolling into a PKI with 10S as a client
- Step 1

« Manually set the time on the router:
Router#config terminal
Router (config) #clock timezone EST -5
Router (config) #clock summertime EDT recurring
Router (config) #exit

Routerf#clock set 22:300:00 22 Feb 2018

« Oruse NTP

Router#config terminal
Router (config) #clock timezone EST -5
Router (config) #clock summertime EDT recurring

Router (config) #ntp server 192.168.1.1
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Enrolling into a PKI with 10S as a client
- Step 2

- Generate an RSA key pair
Router#config terminal

Router (config) #hostname R1
Rl (config) #ip domain-name example.com

Rl (config) #crypto key generate rsa label MYKEY1l modulus 2048
exportable

The name for the keys will be: MYKEY1

% The key modulus size 1s 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...[O0OK]

cmcoé&h@/
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Enrolling into a PKI with 10S as a client
- Step 3

« Create a trustpoint and enter info about the router
Rl#config terminal
Rl (config) #crypto pki trustpoint MYTP1
Rl (config) #enrollment terminal
Rl (config) #rsakeypair MYKEY1
Rl (config) #subject-name cn=rl.example.com,o=Widget LTD
Rl (config) #fgdn rl.example.com
Rl (config) #serial-number none
Rl (config) #ip-address none
Rl (config) #revocation-check none
Rl (confiqg) #exit

o~ o~ o~~~ o~ o~ o~
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Enrolling into a PKI with 1OS as a client
- Step 4a

« Authenticate the RootCA into this router
Rl (config) #crypto pki authenticate MYTP1

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIDADCCAeigAwIBAgIBATANBgkghkiGI9wOBAQsFADARMQO8wWDQYDVQQODEWZSb290
QO0EwHhcNMTgwNTE2MDE zMjM2WhcNMj gwNTEzMDE zMjM2Wj ARMQ8wDQYDVQQDEWZS
029000EwggEiMAOGCSgGSIb3DQEBAQUAAL IBDWAWGGEKAOIBAQDGMinBhBjoIQTk
...<input omitted for brevity>...

FpEOCjBdnzGM8Gyr 1KIJNJNm78HHALX2faWQOvI2nf9ujgfO09HRvdA22g0i6yxro7W
cOBHJ546Hb8003GzNGxekxUc+KmpCNh21He3S73eJjkxYkSGIzy+G2FpbhLOIAHa
v4MzDekkWTroFsKMPJo6dYgBFPUDbGzXM3Rms PKQVOnhU1iD3cRWukLsPOAhJGVHgpP
PhoNVjfk0BJIJCfcKiadS6woQiUuft4dhgS1F4TtYNNMgyx9hf1gNoWNLZ+ULUv21aF
E+7du6i75IYgqm8ptmi fTOUDNESVhuTnaF30Z2IAcaoU67Ga+3A4Nwe+9r0jRQw2Uy
D/CY5Q==
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Enrolling into a PKI with 10S as a client
- Step 4b

« Authenticate the RootCA into this router
Certificate has the following attributes:
Fingerprint MD5: AB615ECA FE55B934 7353FF78 DJ/AFETEL
Fingerprint SHAl: 89979D02 ASDEF64D 4EE9C825 885129C4 02F32400

o)

% Do you accept this certificate? [yes/no]:
Trustpoint CA certificate accepted.

% Certificate successfully imported

Rl (config) #
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Enrolling into a PKI with 10S as a client
- Step 5

 Verify the RootCA was installed properly
Rl#show crypto pki certificates MYTP1
CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=RootCA
Subject:
cn=RootCA
Validity Date:
start date: 01:32:36 UTC May 16 2018
end date: 01:32:36 UTC May 13 2028

Associated Trustpoints: MYTPI1
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Enrolling into a PKI with 10S as a client
- Step 6

- Generate a Certificate Signing Request (CSR)
Rl (config) #crypto pki enroll MYTPI
% Start certificate enrollment

% The subject name in the certificate will include: cn=rl.example.com,o=Widget LTD
% The subject name in the certificate will include: rl.example.com

Display Certificate Request to terminal? [yes/no]: vyes

Certificate Request follows:

MIICszCCAZsSCAQAWTTETMBEGAIUEChMKV21kZ2VOIExXURDEXMBUGAIUEAxXMOCIEU
ZXhhbXBszS5jb20xHTAbBgkghkiGOwOBCQIWDNIXImVAYW1wbGUuY29tMIIBIjAN
<output omitted for brevity>
zCJ1lE6v78udsaGFgpDy20k++codxhxygbaybb7iVKivIkHRLPezWOxXvsox9PGgiV
tA9gVyqg0873zoBIJJKWxS/80opjty3xtl1zXOyWwo01lbDuj9ucRnG7bSwseegb9N1bz
L830DrmQrLaoxkW+V6ELCTKRPAHDfpk=

---End - This line not part of the certificate request---
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Enrolling into a PKI with 10S as a client
- Step 7

« On the CA Server submit the CSR

RootCA#crypto pki server CA request pkcsl0O terminal

PKCS10 request in base64 or pem

% Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.
MIICszCCAZSCAQAWTTETMBEGAIUEChMKV21kZ2VOIEXURDEXMBUGALIUEAxXMOCIEU
ZXhhbXBszS57b20xHTAbBgkghkiGOwOBCQIWDNIXImVAYWlwbGUuUY29tMIIBIjAN
BgkghkiGOwOBRAQEFAAOCAQS8AMIIBCgKCAQEAXTUULJW/9kx5I1TJR30wIJYNIBCX
...<input omitted for brevity>...
hIDQ24U7gXuOGMU21laPtuQ/LZxmEBwZYHdPRePcOkzcocpNTalNf4TIKx35zxX0Qf
VANxVHA2ZIIng40jedF0EsrfL1ddXhUdgyek+KW4tZRO9Ud1RALGY/6AtHl1dvwpxA
zCJlE6v78udsaGFgpDy20k++codxhxygbaybb7iVKivIkHRLPezWOxvsox9IPGgiV
tA9gVyg087JzoBRJJKWxS/8opjty3xtl1zXOyWwo60lbDuj9ucRnG7bSwseegb9N1bz
L830DrmQrLaoxkW+VOoELCTKRPAHDfpk=

quit

% Enrollment request pending, reqId=1
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Enrolling into a PKI with 10S as a client
- Step 8

« On the CA Server view the requests
RootCA#show crypto pki server CA requests
Enrollment Request Database:

Subordinate CA certificate requests:

RegID State Fingerprint SubjectName
RA certificate requests:

RegID State Fingerprint SubjectName
Router certificates requests:

RegID State Fingerprint SubjectName
1 pending O09CACCEBE7DB60ACOF1E271E1FBAF8E
hostname=rl.example.com,cn=rl.example.com,o=Widget LTD
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Enrolling into a PKI with 10S as a client

- Step 9

« On the CA Server grant the request

cisco W /
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RootCA#crypto pki server CA grant 1
% Granted certificate:

MIIDKzCCAhOgAwIBAGIBAJANBgkghkiGOwOBAQsFADARMQ8wWDQYDVQQDEWZSb290
QO0EwHhcNMTgwNTE2MDE 1NjMyWhcNMTkwNTE2MDE 1N MyW3j BNMRMWwEQYDVQQKEwWPX
aWRNZXQgTFREMRCcWEFQYDVQQODEWS5yMS51eGFtcGx1LmNvbTEAMBsSGCSgGSIb3DQOEJ
AhYOcjEuzZXhhbXBsZS5jb20wggEiMAOGCSqGS Ib3DQEBAQUAA4 IBDWAWGGEKACIB
AQDFO5TWNb/2THkiVOMHe JA1g0kGoLGdZS8PL6X2/Z8g4abNgXLtKzWem+caal OA
0fP9xDTU3CftofYvQZIGprukUgKnhP+EgNDbhTuBe44YxTbVo+25D8tnGYQHBlgd
09F49zSTNyhyk1NqUl/ggrHfnPFc5B+/g3FUcDZkgieriiN50XQSyt8vV11eFR2D
J6T4pbi11H252VF0sZj/0C0fV2/CnED/xAMkKR7VHJI1YDpMPcGUMEdvnsIJg3Sgxg
e33YukzSG5/UzGsXBS9+VIWnSPgEyrfOhdn2TOIj+mzhEhNoDknOrGAYJasA+b55e
3w+1CiXL4spm8uPzBz48njtBAgGMBAAG]UjBOMA4AGA1UdDWEB/wQEAWIFODAfBgNV
HSMEGDAWgBTpAMxawXGZhTkWz+joSyU4hsOR1zAdABgNVHQ4EFgQUNnylsS5N1rSyv
d624+urQ25+ybG9owDQYJK0oZIhvcNAQELBQADggEBADMVZ857Ukmdy1lmA7G3TLgCY
GtEgn4eGpHzMYehuCJL1gHmic5tdELV3ulFF6K70SFnAchiL/PQYyZXhWfwkPbCQ
VeJoiO6EyDe2ZMA/uOuhprpW2mH90Lol+TFBhGwtE11VgZVasFLm9DpboWkeE28x
9FumMC4e5IfGGlkXbTtuGbgqyrOkSV/7/JIJH1+17cvbX6juY5yjJ389N2CT7TpnzDd7USF
e040D4SD8kj1URHeKHEb ] ZHasLOpayuQ8IaMrFPonX1WX110T86LX6v/EQ8A3g8m
FUYOnvEvw+Ws58F743J000DMWY6L81URvOory455FEQLSSQ37WpC8BzukLVEDaBY=
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Enrolling into a PKI with 10S as a client
- Step 10

« On the router import the certificate
Rl (config) #crypto pki import MYTP1l certificate
Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself
MIIDKzCCAhOgAwWIBAgIBAJANBgkghkiGI9wOBAQsFADARMQO8wWDQYDVQQODEWZSb290
QOEWHhCNMTgwNTE2MDE1NjMyWhcNMTkwNTE2MDE 1N MyWjBNMRMwEQYDVQOKEwWpPX
aWRNZXQgTFREMRCcWFQYDVQQODEWS5yMS51eGFtcGx1LmNVvbTEAMBSGCSgGSIb3DQEJ
AhYOcjEuZXhhbXBszS5jb20wggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGgEKAOIB
...<input omitted for brevity>...
GtEgn4eGpHzMYehuCJL1gHmic5tdELV3ulFF6K70SFnAchiL/ PQYyZXhWfwkPbCQ
VeJoiO6EyDe2ZMA/uOuhprpW2mH90Lol+TFBhGwtE11VgZVasFLm9DpboWkeE28x
OFumMC4e5IfGGlkXbTtuGbgqyrOkSV7JIJH1+17¢cvbX6juY5yjJ389N2CT7pnzDd7US5F
e04QD4SD8kj1URHeKHEbjZHasLOpayuQ8IaMrFPonX1WX110T86LX6v/EQ8A3g8m
FUYOnvEvw+Ws58F743J000DMWY6L81URvory455FEQLSSQ37WpC8BzukLVEDaBY=
quit
% Router Certificate successfully imported

Rl (config) #
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Enrolling into a PKI with 10S as a client
- Final Step

- Verify the certificate was imported properly
Rl#show crypto pki certificates MYTP1
Certificate

Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=RootCA
Subject:
Name: rl.example.com
hostname=rl.example.com
cn=rl.example.com
o=Widget LTD
Validity Date:
start date: 01:56:32 UTC May 16 2018
end date: 01:56:32 UTC May 16 2019
Associated Trustpoints: MYTP1
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Configure PKI
- Client (the easy way)



Enrolling into a PKI with 10S as a client
- Step 1

- Change RootCA to auto-grant certificates
RootCA (config) #crypto pki server CA
RootCA (cs—-server) #shut
Certificate server 'shut' event has been queued for processing.
RootCA (cs-server) #fgrant auto
RootCA (cs-server) #no shut
Certificate server 'no shut' event has been queued for processing.
RootCA (cs—-server) #

cisco M/
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Enrolling into a PKI with 10S as a client
- Step 2

« Set time and configure trustpoint the same as before but instead change the enroliment

command to point to I0S CA.
Rl (confiqg) #crypto pki trustpoint MYTPI
Rl (ca-trustpoint) #enrollment url http://10.7.7.81

« Then authenticate the RootCA certificate
Rl (config) #crypto pki authenticate MYTP1
Certificate has the following attributes:
Fingerprint MD5: AB615ECA FE55B934 7353FF78 DJ/AFETEL
Fingerprint SHAl: 89979D02 ASDEF64D 4EE9C825 885129C4 02F32400

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
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Enrolling into a PKI with 10S as a client
- Step 3

« Enroll with the CA Server
Rl (config) #crypto pki enroll MYTPI

o°

o°

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:<blank>

Re-enter password:<blank>

o°

o\

The subject name in the certificate will include: cn=rl.example.com,o=Widget LTD
% The subject name in the certificate will include: rl.example.com

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose MYTP1l' command will show the
fingerprint.
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Enrolling into a PKI with 10S as a client

- Step 4

- Verify the RootCA cert and identity cert are installed

Rl (config) #do show crypto pki certificates MYTP1

Certificate
Status: Available
Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:
cn=RootCA
Subject:
Name: rl.example.com
hostname=rl.example.com
cn=rl.example.com
o=Widget LTD
Validity Date:
start date: 02:44:00 UTC May 16 2018
end date: 02:44:00 UTC May 16 2019

Associated Trustpoints: MYTP1

cisco M/

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=RootCA
Subject:
cn=RootCA
Validity Date:
start date: 01:32:36 UTC May 16 2018
end date: 01:32:36 UTC May 13 2028
Associated Trustpoints: MYTP1
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Troubleshooting

- Verify time is correct and authoritative

show clock detail

- Verify IP/TCP connectivity to CA server for SCEP to work

telnet <ip of CA> 80

- Debug commands

debug
debug
debug
debug
debug
debug

crypto
crypto
crypto
crypto
crypto
crypto

cisco M/

pki
pki
pki
pki
pki
pki

api

callback
scep

server
transactions

validation
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VIRL Topology File (Take home lab)

- Will require Virtual Internet Routing Lab (VIRL)

- Check it out here: http://virl.cisco.com/

- Topology file:

« https://cisco.box.com/s/rd3t7jvxsmrbawz/kvhtu8ydmaghr8wwk

- Password will be shared in Webex Teams

cisco M/
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http://virl.cisco.com/
https://cisco.box.com/s/rd3t7jvxsmr6awz7kvhtu8ydmqhr8wwk

Lab Topology Hub

—

CA

Internet

Spoke 1 NAT device Spoke 3

Spoke 2
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Troubleshooting Solutions

- Time on Spoke 2 was incorrect.
Used “debug crypto pki X” commands to determine the reason
Use SNTP/NTP or manually set it.
- The following command should not have a “.” or “*” in front of the time

show clock detail

- HTTP traffic was blocked on CA’s WAN interface by ACL

Use telnet to test TCP 3-way handshake

- Then simulate a basic HTTP request by typing the following command
telnet <ip of CA> 80
GET / HTTP/1.0
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ISAKMP

- ISAKMP defines two phases:
- Phase 1

Used for control plane

Establish secure channel between peers
Prove identities

Negotiate data plane security settings

- Phase 2

Used for data plane
- Transports the protected data
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IKEv1- Main Mode (message 1 and 2)

- The first two messages are used to negotiate the following cryptographic attributes:
 Authentication method*
- Encryption cipher*
+ Integrity hash*
- Lifetime of Security Association
- Diffie-Hellman Key Exchange Group *

- Initiator proposes a list of combinations of the starred (*) above
- Responder picks one of the combinations proposed
. Lifetime is MIN(initiator, responder)

- NOT encrypted - Peer NOT authenticated yet

cisco M/
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IKEv1- Main Mode (MM1)

Initiator Responder

HDR

cookie:
« Initiator = X (randomly generated number per session)
« responder = 00000000,

SA (multiple crypto policies),

Vendor IDs — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

__

Unencrypted — Unauthenticated -

Reference
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IKEv1- Main Mode (MM?2)

Initiator Responder

HDR
cookie:

« Initiator = X (retained)

« responder =Y (randomly generated per session),
SA (the selected crypto policy),

Vendor IDs — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

—M_

Unencrypted — Unauthenticated -

Reference
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IKEv1- Main Mode (message 3 and 4)
- Exchange Diffie-Hellman key values

- Exchange Nonce values

- Detect if NAT is used between peers

- Suggest trusted certificate authorities (CA)

- After this exchange, further communication is encrypted and secure.

- Peer NOT authenticated vyet.
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IKEv1- Main Mode (MM3)

Initiator Responder
HDR (cookie i=X,r=Y)

Diffie-Hellman Key Exchange material (g”xi)

Nonce from initiator (random data [entropy + anti-replay])
Additional Vendor IDs

NAT-Discovery Payloads

__

Unencrypted — Unauthenticated -

/ Reference
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IKEv1- Main Mode (MM4)

Initiator Responder
HDR (cookie i=X,r=Y)

Diffie-Hellman Key Exchange material (g”xr)

Nonce from responder (random data [entropy + anti-replay])
Additional Vendor IDs

NAT-Discovery Payloads

[Certificate Request] — Hints of which CAs the responder trusts

—M_

Unencrypted — Unauthenticated -

/ Reference
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Diffie-Hellman Groups

Number Name

1

2

5
14
15
16
17
18
19
20
21
22
23
24
25
26

Group 1 - 768-bit MODP Group

Group 2 - 1024-bit MODP Group

1536-bit MODP Group

2048-bit MODP Group

3072-bit MODP Group

4096-bit MODP Group

6144-bit MODP Group

8192-bit MODP Group

256-bit random ECP group

384-bit random ECP group

521-bit random ECP group

1024-bit MODP Group with 160-bit Prime Order Subgroup
2048-bit MODP Group with 224-bit Prime Order Subgroup
2048-bit MODP Group with 256-bit Prime Order Subgroup
192-bit Random ECP Group

224-bit Random ECP Group

cisco M/
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Diffie-Hellman Primer

p=23 g=5 p and g are constants defined by DH Group

Alice Alice

gfamodp =A=5"% mod 23 = 15,625 mod 23 =8
a=6 b=15
—

g™b mod p=A=5"15mod 23 =30,517,578,125 mod 23 = 19

\ 4 \ 4

s=B"amodp ANomodp=s
s =196 mod 23 8715 mod 23 =s
s =47,045,881 mod 23 35,184,372,088,832 mod 23 = s
s=2 <G 2=5s

g

: . / Reference
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IKEV1- KEYS

From the derived secret value a SKEYID is created using values from the ISAKMP exchange.

Provides protection against replay attacks using the same DH values.

Different SKEYID generation based on authentication type:
« Pre-shared-key: SKEYID = prf(pre-shared-key, Ni_b | Nr_b)
« Signatures (Certs): SKEYID = prf(Ni_b | Nr_b, g”xy)
Then from that SKEYID three sub-keys are created:
e SKEYID_d = prf(SKEYID, g™xy | CKY-I | CKY-R | 0) - For further keying material derivation
« SKEYID_a = prf(SKEYID, SKEYID_d | g”xy | CKY-I | CKY-R | 1) - Authentication Key
« SKEYID_e = prf(SKEYID, SKEYID_a | g*xy | CKY-I | CKY-R | 2) - Encryption Key

/ Reference
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IKEv1- Main Mode (message 5 and 6)

- Exchange certificate

- Prove identity using Pre-Shared Key or Certificate

- Cryptographically validate previous messages - prevents session
hijack

- Switched to UDP/4500 if NAT had been detected in MM3+4

- Encrypted - Peer is proving identity.
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IKEv1- Main Mode (MM5)

Initiator Responder
HDR (cookie i=X,r=Y)
Identity (a string value representing who | am)

Auth payload (cryptographic proof-of-possession built from pre-
shared-key or digital signature)

[Initial Connect] — Optional payload to help synchronize SAs
[Certificate] — Copy of initiator’s ID cert + chain
[Certificate Request] — Hints of which CAs the initiator trusts

__

Encrypted
Initiator: Proving identity
Responder: Unauthenticated Reference
cisco M/
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IKEv1- Main Mode (MM6)

Initiator Responder
HDR (cookie i=X,r=Y)
Identity (a string value representing who | am)

Auth payload (cryptographic proof-of-posession built from
preshared-key or digital signature)

[Certificate] — Copy of responder’s ID cert + chain

—M_

Encrypted
Initiator: Authenticated

Responder: Proving identity Reference
cisco M/
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IKEv1 - Main Mode Summary

Initiator Responder
= MM1 (HDR, SA, VID) Negotiate
+ 3 — Crypto
5 8 MM2 (HDR, SA, VID) settings
L E —
> 2
c ¥y -
g 8 Secret
5 5 __ key
MM4 (HDR, Nonce, KE, VID, [CERT-REQ)) exchange
S
4+ 4q—)l —_—
S5 ®©
% = MM5 (HDR, IDi, AUTH, [IC], [CERT],[CERT-REQ])) Prove
= @ - . .
=3 MM6 (HDR, IDr, AUTH, [CERT]) identity
S . e
Phase 1 complete — Encrypted & Authenticated
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IKEV1 - Quick Mode Phase 2

- Quick mode allows the establishment of an IPsec SA in three messages

- Things negotiated:
- Traffic to be protected
How to be encapsulated
How to be encrypted
How to provide integrity
How long the SA is valid for in time and volume of data
If Perfect Forward Secrecy (PFS) is required

cisco M/

TECCCIE-3202 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 278



IKEv1- Quick Mode (QM1)

Initiator Responder

HASH(1)

SA (Transform sets, SPI)

Nonce (for replay protection)

[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors

NAT address information

__

/ Reference
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IKEv1- Quick Mode (QM?2)

Initiator Responder

HASH(2)

SA (Transform set, SPI)

Nonce (for replay protection)

[Key Exchange] (if PFS is desired)
Selected Traffic Selectors

NAT address information

Reference
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IKEv1- Quick Mode (QM3)

Initiator Responder

HASH(3) — Essentially just an ACK

__

: / Reference
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IKEv1- Quick Mode Summary

Initiator Responder
SA (Transform sets, SPI)

Nonce (for replay protection)

[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors

NAT address information

QM1 - Request

QM2 — Yes or No

Just an ACK

cisco M/
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IKEv1 Add-ons



IKEV1T = NAT breaks things™

- IPsec uses IP protocol 50 (ESP) and 51 (AH)
« 1:1 NAT

- AH can’t work - Integrity check performed over IP address fields + payload
- ESP can work - Integrity check performed only over payload

- N:1 Port Address Translation (PAT)
+ Rule of Thumb - Only TCP and UDP can reliably be NATted

- ESP doesn’t have ports . ESP can’t work through PAT

- Solution: Encapsulate ESP packets within UDP
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IKEvT - NAT-T

- Solution: Encapsulate ESP packets within UDP when going through NAT
- NAT/PAT devices only see UDP packets.

- Port 4500 is reserved for IPsec over UDP

- Support for NAT-T was added with RFC 3947 and 3948

cisco M/
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IP Addr: A

IKEv1 - Determine it NAT is in path

MM1 — VID (I can do NAT-T)
IP A->B Port 500->500

MM2 — VID (I can do NAT-T)
IP B->A Port 500->500

Initiator computes hashes and
includes them inside packet

Hash(IP A + Port 500) g Hash(IP B + Port 500)

MM3 - VID
IP A->B Port 500->500

cisco M/

NAT device A->C

MM1 — VID (I can do NAT-T)
IP C->B Port 1434->500

MM2 — VID (I can do NAT-T)
IP B->C Port 500->1434

Responder computes + compares
hashes against ones inside packet

Hash(IP B + Port 500)

MM3 - VID
IP C->B Port 1434->500

IP Addr: B

Advertise
__ NAT-T
support

Initiator Hash
different ->
behind NAT

Responder
Hash same ->
not behind NAT

—
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IKEv1 - Determine it NAT is in path

IP Addr: A

Initiator Hash
different ->
behind NAT

Responder
Hash same ->
not behind NAT

Switch to
UDP/4500

cisco M/

Initiator computes + compares
hashes against ones inside packet

Hash(IP B + Port 500)

MM4 — o
IP B->A Port 500->500

Hash(IP A + Port 500)

Both Initiator and Responder both

MMS5 - IP A->B Port 4500->4500
MM6 — IP B->A Port 4500->4500

NAT device A->C

Responder computes hashes and
includes them inside packet

Hash(IP B + Port 500)

MM4 — e
IP B->C Port 500->1434

know who is behind NAT

MMS - IP C->B Port 6234->4500

MM6 — IP B->C Port 4500->6234
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IKEvT - NAT-T

« Normal Case:
UDP/500 for control channel
ESP or AH for data channel

- Problem: Stateful firewalls (NAT devices) can prevent the control channel
communication due to inactivity even when data channel is actively used.

- NAT Case:
« Send both control channel and data channel over UDP/4500
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- - SPI SEQ DATA TRAILER
|KEV’| NAT T | 1 ESP Payload |

[ [
Unencrypted Encrypted

IP Addr: A NAT device A->C IP Addr: B

Data Traffic

ESP Payload ——\

IP A->B | UDP Port 4500->4500 | ESP Payload IP C->B | UDP Port 6234->4500 | ESP Payload

Control Traffic

000 ] e wessoge Y

IP A->B | UDP Port 4500->4500 | (0000 + IKE Message IP C->B | UDP Port 6234->4500 |(0000 +IKE Message
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IKEv1 - Certificates

- Authentication can use certificates

- Problem 1: Peer must know which CAs are trusted by peer

- Explicit configuration doesn’t scale

- Solution 1: RFC4945 - Prior to AUTH provide a list of trusted CAs to peer
« In MM4 - Responder sends list of CA he trusts
« In MM5 - Initiator sends list of CA he trusts.

cisco M/
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IKEv1 - Certificates

Initiator Responder

Subiject
—> X subject
—_—

Subiject

—
—_—

Subject

EH——=— X
MM4 (HDR, Nonce, KE, VID, [CERT-REQ)])
N~ ———— \

MM5 (HDR, IDi, AUTH, [IC], [CERT],[CERT-REQ)])
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ISAKMP Fragmentation

- Large IKE messages make large UDP datagrams

- Packets get fragmented at IP layer

- Filtering/Blocking of fragments causes protocol failure
- Solution: Fragment at Application layer

- IKEv1 - Proprietary

« Encrypt then segment across multiple UDP packets

- IKEv2 - Standard, RFC7383

- Segment then encrypt
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IKEv2 - Goals (What did we learn)

- Define IKEv2 in one document rather than a combination of many
- Reduce setup latency by reducing number of messages
- More secure
- Always provide identity protection (No Aggressive mode)
- PSK is not used in crypto key generation*
- Provide additional authentication mechanisms (EAP)
- Allow more flexible authentication choices (asymmetrical)
- Exchange of routes and attributes

- Reduce number of options/methods - simplify implementations
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IKEV2 - Session Establishment Overview

Encrypted but
Unauthenticated

ator Responder
Negotiate
IKE_SA_INIT Req (HDR, SA, VID, KE, Nonce, NAT-D) crypto
settings,
secret key
exchange,
IKE_SA_INIT Res (HDR, SA, VID, KE, Nonce, NAT-D, [CERT-REQ)]) NAT detection
: Prove
IKE_AUTH (HDR, IDi, AUTH, CREATE_CHILD_SA, N(IC), [CERT],[CERT-REQ]) identity
__and
create
IKE_AUTH (HDR, IDr, AUTH, CREATE_CHILD_SA, [CERT]) gg\ase 2
Phase 1 complete — Encrypted & Authenticated
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IKEV1 vs IKEv2 - Session Establishment Overview
o

X vwasaviD Iy —
<
X M4 (Nonce, KE, VIDNAT-D_[CERT-REQD |

MM4 (Nonce, KE, VID, NAT-D, [CERT-REQ

MMS5 (IDi, AUTH, [IC], [CERT],J[CERT-REQ
\ /
IKE_AUTH Req




IKEV2 - 2nd Child SA Establishment

Initiator Responder

SA (Transform sets, SPI)

Nonce (for replay protection)

[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors

NAT address information

CREATE_CHILD_SA Req

CREATE_CHILD_ SA Res

cisco M/
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Configure Hub

- Step 1

- Configure a certificate map to match certificates based on their information
HUB (config) #crypto pki certificate map MYMAP1 10

HUB (ca-certificate-map) #issuer-name eq cn=RootCA
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Configure Hub

- Step 2

- Configure an IKEv2 profile to match the incoming connections
HUB (config) #crypto ikev2 profile DMVPN
HUB (config-ikev2-profile) #match certificate MYMAPI
HUB

config-ikev2-profile) #authentication local rsa-sig

HUB (config-ikev2-profile) #authentication remote rsa-sig

( )
( )
( )
( )

HUB (config-ikev2-profile) #pki trustpoint MYTP1

cmcoékf'/
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Configure Hub

- Step 3

« Configure an ipsec profile to link to the IKEv2 profile
HUB (config) #crypto ipsec profile DMVPN

HUB (ipsec-profile) #set ikevZ2-profile DMVPN
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Configure Hub

- Step 4

« Configure the DMVPN hub tunnel
HUB (config) #int tunnel 100
HUB (config-if)#ip address 172.16.1.254 255.255.255.0
HUB (config-if) #no ip split-horizon eigrp 100
HUB (config-if)#ip nhrp network-id 100

HUB (config-if) #tunnel source gigabitEthernet 0/1

( )
( )
( )
HUB (config-if) #ip nhrp map multicast dynamic
( )
HUB (config-if) #tunnel mode gre multipoint

( )

HUB (config-if) #tunnel protection ipsec profile DMVPN
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Configure Spoke

- Step 1 - Repeat step 1-3 from Hub

Spokel (config) #crypto pki certificate map MYMAP 10

Spokel (ca-certificate-map) #issuer-name egq cn=RootCA

Spokel (config) #crypto ikev?2 profile DMVPN

Spokel (config-ikev2-profile) #match certificate MYMAP
Spokel (config-ikev2-profile) #fauthentication local rsa-sig
Spokel (config-ikev2-profile) #authentication remote rsa-sig
Spokel (config-ikev2-profile) #pki trustpoint MYTP1

Spokel (config-ikev2-profile) #crypto ipsec profile DMVPN

Spokel (ipsec-profile) #set ikevZ2-profile DMVPN
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Configure Spoke

- Step 2

- Configure the tunnel interface
Spokel (config) #interface Tunnell00
Spokel (config-if)#ip address 172.16.1.1 255.255.255.0
Spokel (config-if) #ip nhrp network-id 100
Spokel (config-if)#ip nhrp nhs 172.16.1.254 nbma 192.0.2.2 multicast
Spokel (config-if) #tunnel source GigabitEthernet0/1
Spokel (config-if) #tunnel mode gre multipoint
Spokel (config-if) #tunnel protection ipsec profile DMVPN
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Verify the tunnel

- On spoke

« VPN Tunnel establishment (Phase 1)

Spokelffshow crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.0.2.10/500 192.0.2.2/500 none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: RSA, Auth verify: RSA
Life/Active Time: 86400/36791 sec
IPv6 Crypto IKEv2 SA
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Verify the tunnel

- On spoke

« VPN Tunnel establishment (Phase 2)

Spokel#show crypto ipsec sa
interface: TunnellOO
Crypto map tag: Tunnell00O-head-0, local addr 192.0.2.10
protected vrf: (none)
local ident (addr/mask/prot/port): (192.0.2.10/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.0.2.2/255.255.255.255/47/0)
current peer 192.0.2.2 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 28824, #pkts encrypt: 28824, #pkts digest: 28824
#pkts decaps: 28814, #pkts decrypt: 28814, #pkts verify: 28814
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 192.0.2.10, remote crypto endpt.: 192.0.2.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1
current outbound spi: 0x2339D26(36936998)
PFS (Y/N): N, DH group: none

cisco M/
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Verify the tunnel

- On spoke

« VPN Tunnel establishment (Phase 2)

local crypto endpt.: 192.0.2.10, remote crypto endpt.: 192.0.2.2

plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1
current outbound spi: 0x2339D26(36936998)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x25AD872B(632129323)
transform: esp-aes esp-sha-hmac ,
in use settings ={Transport, }
conn id: 78, flow_id: SW:78, sibling flags 80000000, crypto map: TunnellOO-head-0
sa timing: remaining key lifetime (k/sec): (4317636/2552)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound esp sas:
spi: 0x2339D26(36936998)
transform: esp-aes esp-sha-hmac ,
in use settings ={Transport, }
conn id: 77, flow_id: SW:77, sibling flags 80000000, crypto map: TunnellOO-head-0
sa timing: remaining key lifetime (k/sec): (4317635/2552)

cisco M/
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Verify the tunnel

- On spoke

« NHRP registration
Spokel#show ip nhrp nhs
Legend:E=Expecting replies, R=Responding, W=Waiting
Tunnell0O0:
172.16.1.254 RE NBMA Address: 192.0.2.2 priority = 0 cluster = 0

« Ping the Hub’s tunnel address
Spokel#ping 172.16.1.254
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 7/9/15 ms
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Verify the tunnel

- On spoke

 Verify EIGRP came up and exchanged routes
Spokel#show ip route
<output omitted>

S*

C
D

cisco M/

0.0.0.0/0 [1/0] wvia 192.0.2.9
10.0.0.0/32 1is subnetted, 2 subnets
10.255.255.1 is directly connected, Loopbackl(0O0

10.255.255.255 [90/27008000] via 172.16.1.254, 01:07:33, TunnellOO

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.1.0/24 is directly connected, TunnellOO
172.16.1.1/32 is directly connected, Tunnell0O0

192.0.2.0/24 is variably subnetted, 2 subnets, 2 masks
192.0.2.8/30 is directly connected, GigabitEthernet0/1
192.0.2.10/32 is directly connected, GigabitEthernet0/1
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Troubleshooting
- ISAKMP establishment

« IKEv1 uses 6 packets with Main Mode (MM1-MM®6). Use debug to determine which

packets make it across the network
debug crypto isakmp
debug crypto ipsec

- IKEv2 uses 2 messages (IKE-INIT and IKE-AUTH). Use debugs to determine which
packets make it across the network. Each message has a request and a corresponding

response.
debug crypto ikev?2
debug crypto ikev2 packet
debug crypto ipsec
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Troubleshooting
- ISAKMP establishment

- IKEV1/IKEv2 and IPsec use the following protocols. Ensure connectivity across network

for each protocol:
UDP/500 - Normal case
ESP - IP protocol 50
UDP/4500 - If NAT is detected in path

- Certificates are large and will make the authentication part of the ISAKMP exchanges
large too. This will generate large UDP packet that will need to be fragmented. Ensure

path can handle fragmented packet or use IKEv2 fragmentation.
debug crypto ikev?2
debug crypto ikev2 packet
debug crypto ipsec
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Lab Topology Hub

—

CA

Internet

Spoke 1 NAT device Spoke 3

Spoke 2
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Troubleshooting Solutions

- Spoke 2’s BIG packets never made it to the Hub
Used "debug crypto ikev2” and “debug crypto ikev2 packet” to see the IKE-AUTH Request wasn’t

getting there.
Tested with pings and large pings. Large packets wouldn’t make it

Instead of fragmenting at Layer-3 (IP) move up the stack and fragment at Layer-7 (IKE Fragmentation) with
“crypto ikev2 fragmentation mtu <x>” command

- Spoke 2’s IKE-AUTH Request still never made it to the Hub
Saw the drops on ACL/saw the packet in packet capture

But didn’t see the packet in IKEv2 debugs
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Complete your
online session
survey

o]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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