
Building Resilience in Your 
Drinking Water & Wastewater 
Utilities
Creating a Culture of Health  
to Build Your TMF Capacity



Who are we?
▪ Colorado Department of Health and Environment 
▪ Water Quality Control Division 
▪ Local Assistance Unit

Kyra Gregory 

2



Who are you?
▪ Region
▪ population size you serve
▪ What worries you about the future of your 

water/wastewater utility?
▪ What roadblocks are you encountering with 

financial management and emergency 
management?
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Roadmap
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Why are we here?
▪ What is resilience? 
◦ Ability of systems to cope with stressors while continuing to 

maintain key functions or structures

▪ Create resilience in your utility and community 
▪ Prepare you for your next emergency 
▪ Help you plan for your financial future
▪ Leave with tools, templates, resources
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Thank you!
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Our Common Goal?
▪ Protect and restore Colorado’s 

water quality for public health, 
the environment, and future 
generations
⎼ Protect the barriers to contamination

⎼ Implement regulations and BMP

⎼ Know and work with your partners 

⎼ Ask the tough questions 

⎼ Focus on the goal 



How to stay in the know?
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▪ Aqua Talk → blog replacing newsletter 



How to stay in the know?
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▪ Sign up for division emails 
🔍 Search: wqcd engagement 



Emergency Management
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Emergency 
Management

4. Make Plans & 
Train

5. Implement Your 
Plan

7. Hotwash 2. ID Areas of vulnerability

6. Recover

1. ID Threats

3. Build Resilience & 
Protection

11



Threats to your utility 

❏ ❏

Threats to your utility 

❏ Fire 
❏ Flood 
❏ Drought 
❏ Mudslide 
❏ Storm event 

❏ High winds 
❏ Snow 
❏ Below freezing temps 

❏ Tornado 
❏ Pandemic 

❏ Physical security attack 
❏ Cybersecurity attack 
❏ Contamination event 
❏ Equipment/infrastructure 

failure 
❏ Waterborne disease 

outbreak 
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Threats to your utility 

❏ ❏

Threats to your utility 

❏ Inventory of assets
❏ How are they vulnerable 
❏ Measures to take to 

increase redundancy 

❏ Designed for 
❏ mobile devices 
❏ personal computers
❏ runs on most Internet browsers.

❏ No VSAT Web User data is stored by or visible to 
EPA!
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Building Relationship
★ How do we connect with outside partners?

○ Local critical infrastructure
■ Know key contacts 
■ Set up quarterly or semi-annual meetings (virtual options 

helpful) 
○ Local emergency response

■ Know key contacts
■ Invite for tour
■ Discuss mutual reliance and system specification
■ How does water fit into emergency response?
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Building Relationship
★ How do we connect with outside partners?

○ Critical customers 
■ Know key contacts 
■ If the water is out what do they need 
■ Ensure they have emergency drinking water plan 

○ State emergency response 
■ CDPHE - Colorado Department of Health and Environment 

● Drinking Water and Wastewater 24 hour call lines
■ State OEM
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▪ CoWARN 
⎼ Utilities helping utilities 
⎼ Mutual Aid Agreement
⎼ Region 8 
🔍 Search: Colorado Water Agency Response
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▪ County-level emergency management
🔍 Search: Colorado Local Emergency Manager



What resources do you 
have to plan?

❏ EPA - based on size and type
❏ Local Emergency Planning Committee 

❏ Compare plans with local utilities 
❏ AWWA: M19 Emergency Planning for Water and Wastewater 
❏ Colorado Department of Homeland Security and Emergency 

Management 
❏ Colorado Emergency Preparedness Assessment 

❏ Do with your county
❏ Continuity of Operations Plan 
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What do you do with 
your plan?

❏ Training
❏ Functional Exercise
❏ All hazards boot camp
❏ Find training opportunities - EPA, CISA, DHSEM
❏ Evaluate how to train 

❏ New employees 
❏ Seasoned employees 
❏ Across other critical infrastructure 
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Response

❏ Enact your plan 
❏ evaluate what is working and what needs to shift

❏ Reach out to your partners 
❏ Ask for help
❏ Keep everyone informed - rely on incident command 
❏ Work with state and county partners 

❏ Track resources used 
❏ Personnel - Overtime
❏ Emergency equipment and consumables
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Response Resources

❏ Water Utility Response On-The-Go Mobile Application
❏ Identify and contact emergency response partners
❏ Monitor local and national severe weather
❏ Review and complete incident-specific checklists
❏ Populate, save and email damage assessment forms with 

photo attachments
❏ Access Incident Command System procedures and resources
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Response Resources

❏ Public notification
❏ Draft documents and confer with WQCD prior to event
❏ ID and contact critical customers 
❏ ID and contact downstream users 
❏ Use tools and work with WQCD communications section
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Recovery: 
Decontamination

❏
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Recovery Resources 

❏ Federal Funding for Water and Wastewater Utilities in National 
Disasters (Fed FUNDS)
❏ Search for most appropriate funding source 
❏ Options to combine funding (EPA, HUD, and FEMA) 

❏ Other options
❏ USDA 
❏ SBA disaster recovery loans
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Hot Wash

After Action Review, Hot Wash, or Debrief
1. (Purpose) What was supposed to happen?
2. (Results) What did happen?
3. (Causes) What caused the difference?
4. (Implications) What can we learn from this?
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Security
Concerns and Resources for PWS
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Security Concerns

▪ General malevolent acts 
– Vandalism
– Tampering
– Violent acts
– Terrorism attacks
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▪ Cybersecurity 
– Ransomware
– Malware
– Phishing 



Recent Cyber Attack
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Roxborough Water and Sanitation

▪ Surface water
▪ Community 
▪ Pop: 10,622
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Roxborough Water and 
Sanitation

▪ September 2020
▪ IT department → alarm 
▪ Ransomware

– W/WW automated 
control, SCADA, alarms, 
and billing data 

– Encryption, not theft  
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Roxborough Water and Sanitation

“Our number one priority was making sure we could provide safe water and 
efficient wastewater treatment operations for our members,” 

1. Manual operations 
2. Visual inspections and tank level checks 
3. Inform state and federal partners 
4. Hire experts 
5. Rebuild systems 
6. Pay the criminals - insurance

33



Roxborough Water and Sanitation

7. Communicating 
with customers
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Roxborough Water and Sanitation
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Resources 
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WQCD - New Security Website

37



Reporting Requirements  
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▪ Reg 11.2(1): “tampering events must be reported 
to the department.” 

▪ Tampering 
– Contamination of PWS
– Interfere with PWS 
– Unacceptable risk to human health 

 



Reporting Requirements  

39

▪ Notify department ASAP, but no later than 10 a.m. 
of the next calendar day 

– Tampering

– Suspected tampering

– Receipt of tampering threat by the system



Reporting Requirements  
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▪ Provide written notice within five calendar days to 
the department 

– Explaining the circumstances of the 
occurrence. 

– How will you provide safe drinking water? 

– How will you prevent this from happening 
again?  



WQCD - Incident Report Form 
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EPA - Free Assessment and TA
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Asset Management



Asset Management
▪  What is an asset?

– Equipment, buildings, land, people, and other 
components needed to receive, treat, deliver w/ww

– Large, expensive, and long-lived
– Often buried
– Essential to protect public health and the environment
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Asset Management
▪  Inventory

– What assets do you have?
– Where they are located? 
– How long they are going to last?
– How much it’s going to cost to repair, rehabilitate, or 

replace them?
▪ Financial projections 

– Do your rates and other revenue generating mechanisms 
cover the costs of safely providing drinking or clean 
water?
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5 Core Questions
1. What Is the current state of the utility’s assets?
2. What Is the utility’s required sustained level of service?
3. Which assets are critical to sustained performance?
4. What are the utility’s best “Minimum Life-Cycle Cost”, 

Capital Improvement Plan (CIP), and Operations & 
Management (O&M) strategies?

5. What is the utility’s best long-term financing strategy? 
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5 Core Questions
▪ Create asset management team to answer questions

– Decision makers 
– Management
– Key operations personnel (ORC) 
– Technical Assistance Provider (LAU, EPA, RCAC, CRWA) 
– Engineers 
– Planners 
– Key maintenance staff
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5 Core Questions
▪ Resources: Asset Management Team 

– EPA building an asset Management Team 
– EPA asset Management for Local Officials 
– WQCD W/WW Contract Operator Hiring Guide: defining 

roles and responsibilities
– WA: Small Water System Management Program Guide
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Asset Management - Where to start?
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Project plans 

- Establish vision and mission 
- Create team roles and 

responsibilities
- Define due dates for short term 

projects so you can meet your long 
term goals! 

- Templates online! 

 



Resource: EPA Small Systems
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Resources: EPA Small Systems
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Resource: EPA Small Systems
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Resource: EPA Resource Guide
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QUESTIONS?



Discussion
What topic from this presentation will be 
the most beneficial to you and your system?
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Kyra Gregory
kyra.gregory@state.co.us
303-908-7519

To request coaching visit from our team 

- Once at the CDPHE site Click on the link “Request 
free customized coaching and training assistance” 
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Contact Information 

🔍 Search Terms: CDPHE drinking water training opportunities 

mailto:Kyra.gregory@state.co.us
http://fs8.formsite.com/cohealth/form353/index.html
http://fs8.formsite.com/cohealth/form353/index.html

