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Lockheed Martin
HARD: Hardware Architecture Resilience by Design

Technical Approach
• HARD processor runs in parallel – low power overhead
• Multi-pronged: multiple lightweight hardware pipelines
• Each pipeline implements a specific security technique
• Binary executable code analysis and transformation (reverse 

engineering of binaries)
• Combination of tagging, fenced region, protection domains, per-

thread keying, and memory encryption

Technical Insight
• Multiple lightweight pipelines running in parallel leads to:

• Lower PPA impacts
• Customizable to different environmental needs

• Binary processing mitigates the need to recompile

Multiple Pipelines in Parallel
HARD Features
• Minimally Invasive

• Source code and toolchain for main pipeline is unchanged
• No alteration of the main processor pipeline, just exposing 

select register and wires for monitoring
• Out of Band

• Performance of main pipeline is unchanged
• Modular

• HARD pipelines may be attached to other processor pipelines
• Multiple HARD pipelines may be attached/combined to main 

pipeline to meet requirements of the application/environment
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Agita Labs
Morpheus Cloud: Protecting Critical Assets with Encryption

Technical Insight
Instead of fixing vulnerabilities, 
pervasively employ always-encrypted 
pointer protections to hide the critical 
information needed to attack

Morpheus Cloud Innovations
• Critical program assets are randomized with encryption

• Code, code pointers, data pointers
• Each domain has its own crypto keys
• Decrypted at fetch, jumps and load/stores

• Assets remain encrypted in registers, memory, buses, I/O
• Requires strong ciphers in the pipeline

• Churn re-encrypts a domain under a new random key
• Places a time limit on penetrating encryption, determined in 

part by encryption strength

Morpheus Cloud Technical Approach
• Run bulk of enterprise software on Xeon core
• Pointer processing occurs on always-encrypted

data in the FPGA processor
• Cipher keys and pointer plaintext are sequestered

to the FPGA, cannot be accessed by software
• Churn pointers using authenticated encryption
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Galois
BESSPIN: Balancing Evaluation of System Security Properties with Industrial Needs

Government-Furnished Equipment (GFE)
Galois developed three GFE RISC-V processors:
• P1: 32-bit embedded processor
• P2: 64-bit Linux processor
• P3: 64-bit high-performance (out-of-order) CPU
Chisel and BSV versions delivered to TA-1 performers

Testgen Security Evaluation Platform
• Tests weaknesses (CWEs) and not exploits (CVEs)
• Highly customizable to various TA-1 configurations
• Evolves more based on TA-1 teams feedback and 

processors behaviors
• Tool Suite generates PPAS metrics for TA-1 designs

BESSPIN Tool Suite
The BESSPIN Tool Suite includes tools to:
• Analyze, extract, and visualize the system architecture 

of an SoC
• Identify configurable aspects of a design and derive the 

feature model of a SoC
• Specify the security properties of a SoC by configuring 

different feature models for the CWE classes
• Specify the features of a platform under evaluation, 

including CPU, SoC, operating system, and compiler
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• 5-year “Digital Security by Design” UK Research and Innovation (UKRI) program
• £185M funding
• University of Cambridge and ARM (SSITH performers and SRI subs)
• Develop an industrial demonstrator of a Capability architecture: the Morello Board

• Superset of CHERI (Capability) architecture
• Prototype technology that could be migrated to ARM architecture
• Used for software experimentation and evaluation
• Quad core high-end CPU based on Neoverse N1

United Kingdom Research and Innovation Collaboration

Morello Cherry (CHERI)

Collaboration with UKRI
• Engaging in exploratory discussions with UK

• Share technical progress
• Access to prototype hardware
• Avoid duplication of effort

• Drafting Project Arrangement document
• Planning joint review/kickoff meeting in the Spring
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Extension to x86 Architectures
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https://wccftech.com/intel-developing-new-x86-uarch-succeed-core-generation/
https://www.watelectronics.com/what-is-risc-and-cisc-architecture/

• ARM / RISC – predominate in low-power mobile and IoT
• x86 – Intel proprietary CISC (complex instruction set computing) –

predominate in server / personal computing

Can we implement SSITH concepts in a CISC architecture?
• x86 is the most used ISA throughout DoD and commercial industry. Secure 

x86 is the number one transition partner request and paramount to 
national security

• DARPA is interested in the design and fabrication of secure x86 prototype 
chips which would incorporate SSITH like security features for DoD 
evaluation. If successful this effort would:

• Enable rapid maturation, commercialization, transition, and fielding of SSITH 
secure technologies into x86 for modernization of DoD systems

• Create U.S. based IP and a domestic commercial product line accessible to DoD 
• Provide DoD and the defense industrial base early access to advanced secure 

x86 processors
• Performed market research with all 3 x86 licensees to assess feasibility 
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• SSITH addresses weaknesses that can be mitigated by hardware
• Large numbers of vulnerabilities can be addressed: 70% of all cyber attacks are a result of buffer errors
• But, vulnerabilities exist in higher-levels of the software stacks that SSITH does not address

• Script injection
• SQL injection
• Weak custom authentication protocols

• It is challenging to defend against deliberately inserted weaknesses
• Backdoors
• Hard-coded credentials

• Full integration of SSITH security features with operating systems and common application 
software will be a prolonged transition activity

• There are never perfect solutions to security
• Must expect the development of novel exploit techniques that violate SSITH assumptions

SSITH Limitations
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