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KNOWLEDGE BYTE

In March 2022, the DoD VDP received a critical reported finding for a pre-auth Remote
Code Execution (RCE) vulnerability in ForgeRock Access Manager before version 7.0
(CVE-2021-35464). The exploitation does not require authentication, allowing an attacker

to execute commands in the context of the current user to gain credentials and certificates.

This is due to an unsafe Java deserialization in the Jato framework used by OpenAM.
System owners should update to version 7.1.0 or later or refer to the ForgeRock Security
Advisory to determine affected applications and appropriate fix actions. See the following
for more information:_https://iavm.csd.disa.mil/lavm-notice-html/143702

& https://portswigger.net/research/pre-auth-rce-in-forgerock-openam-cve-2021-35464

RESEARCHER OF THE MONTH

The DoD VDP Researcher of the Month

for March 2022 is @tyrantsec. They
submitted multiple high severity reports
this month that showed PIl being exposed
that had not been properly redacted before
being posted! VDP Hackers for the win!
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