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PREFACE

The Risk Management Framework (RMF) is a framework designed to be tailored to meet organizational
needs while providing adequate risk management of data and information systems. Transformation to the
RMF is a daunting task and we appreciate all the effort to date within the Department and Industry. We
applaud all the hard work of the Joint SAP Cybersecurity Working Group (JSCS WG) and the spectacular
leadership of the individuals who created this joint “coalition of the willing.”

Special Access Programs represent some of the Department’s most sensitive information and must be
protected accordingly. We can no longer rely on physical isolation as a primary risk mitigation strategy.
Threats and risks often outpace our ability to implant robust, multi-disciplinary countermeasures. Cost
and timelines to develop threats to our data almost always pale to the cost and time to implement
countermeasures. Given the rapid increase in cybersecurity threats and prioritization from the SECDEF,
the senior cybersecurity professionals responsible for authorizing information systems to process SAP
have identified three security controls which offer mitigations so significant they can no longer be
tailored. Beginning in this revision of the JSIG, we are introducing controls that are not tailorable.
Historically, the ability to tailor controls has been delegated to the field but senior leadership is no longer
willing to accept the risk of high volume data loss. Recognizing there may be extreme situations in which
it is not feasible to implement these controls in their entirety, the authority to tailor or modify these
controls is delegated to the component SAP senior authorizing official. This waiver authority cannot be
further delegated. The establishment of a senior authorizing official for each DoD component will elevate
the status of cybersecurity functions so they more effectively influence department-wide strategy, policy,
and investments.

Summary of Changes:

e Establishment of Component SAP Senior Authorizing Officials
o Each DoD component responsible for authorizing SAP information systems, shall assign
in writing a SAP Senior Authorizing Official for the component. This SAP Senior
Authorizing Official shall be the waiver authority for “non-tailorable controls.” This
authority cannot be delegated. Waivers to these controls will be submitted to the DoD
SAPCO and DoD SAP CIO within 30 days of approval.
e Establishment of non-tailorable controls
0 See AC-6(1), Least Privilege | Authorize Access to Security Functions
= System endpoint protection shall not be tailored out.
0 See SA-22,Unsupported System Components
= Added to the baseline and required to be implemented on all SAP systems.
0 See SC-28, Protection of Information at Rest
= Encryption of data at rest shall be implemented for all SAP systems.
e The entirety of this document is effective immediately.

Policy

The policy of the U.S. Government is that all classified information be appropriately safeguarded to
assure the confidentiality, integrity, and availability of that information. This document provides
standardized security policies and procedures for use in the management of all networks, systems, and
components under the purview of the Department of Defense (DoD) Special Access Program Central
Office (SAPCO) and DoD Service/Agency SAPCOs. This guidance applies to the DoD SAP Community
and all networks, information systems, weapon systems, and applications for which the cognizant SAP
Authorizing Official (AO) has management or oversight responsibility, regardless of the physical
location.
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1 INTRODUCTION AND ROLES
1.1 INTRODUCTION

The DoDM 5205.07, Volume 1, Special Access Program (SAP) Security Manual: General Procedures,
provides policy, guidance, and standards for the authorization of information systems and application of
RMF within a DOD SAP. OSD Memorandum for Special Access Program Senior Working Group
Members, Subject: Transition to the Risk Management Framework, dated December 18, 2013, provides
guidance to assist the DoD SAP Community in meeting congressionally mandated implementation
guidelines in the transition from Joint Air Force — Army — Navy (JAFAN) 6/3 Manual, Protecting Special
Access Program Information within Information Systems to RMF.

The documents having a key role in the assessment and authorization of DoD SAP information systems
include:

e DoDD 5205.07, Special Access Program (SAP) Policy
e DoDM 5205.07 SAP Security Manual:
0 Volume 1 (V1) General Procedures
= Reference Enclosure 6, Cybersecurity
0 Volume 2 (V2) Personnel Security
0 Volume 3 (V3) Physical Security
0 Volume 4 (V4) Marking
e NIST Special Publications (SP) Joint Task Force (JTF) Initiative documents:
0 NIST SP 800-53, Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations
0 NIST SP 800-53A, Revision 4, Assessing Security and Privacy Controls in Federal
Information Systems and Organizations: Building Effective Assessment Plans
o NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach
o NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and
Information System View
0 NIST SP 800-30, Guide for Conducting Risk Assessments
e CNSSI 1253, Security Categorization and Control Selection for National Security Systems,
March 27, 2014
e Joint SAP Implementation Guide (JSIG)
e DoD 8570.01-M Information Assurance Workforce Improvement Program or its replacement based
on DoDD 8140.01, Cyberspace Workforce Management

RMF provides organizations with a disciplined, structured, flexible, and repeatable process for managing
risk related to the operation and use of information systems (IS). The CNSS describes information
system security categorization and security controls selection for National Security Systems (NSS). The
DoD is ensuring that its policies and procedures comply with the CNSS standards (e.g., CNSSI 1253)
allowing the DoD SAP Community to more efficiently support reciprocity.

DoD Instruction (DoDI) 5205.11, Management, Administration, and Oversight of DoD Special Access
Programs (SAPSs) requires that elements of the DoD SAP Community establish, publish, issue, and
promulgate information technology (IT) risk management standards for the DoD SAP Community. The
RMF and applicable standards, policies, and guidelines published by NIST and CNSS support this
instruction.
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1.2 PURPOSE AND APPLICABILITY

The purpose of this document is to provide policy and guidance on the implementation of the RMF. This
document, the JSIG, serves as a technical supplement to NIST SP 800-53 and CNSSI 1253, and is used in
concert with the applicable volume of DoDM 5205.07 in the application of the RMF. JSIG provides
standardized cybersecurity/information assurance-related policy, procedures, and implementation
guidance for use in the management of all networks, systems, and system components at all classification
levels under the purview of the cognizant SAP Authorizing Official (AO). These policies and procedures
adhere to applicable laws, Executive Orders (EO), directives, policies, regulations, standards, and
guidance.

The security policy and procedures contained in this document are intended for use by all personnel with
a responsibility for protecting the confidentiality, integrity, and availability of DoD SAP information,
information systems, and networks. This document applies to the DoD SAP Community and all
networks, information systems, and applications for which the cognizant SAPCO has management or
oversight responsibility regardless of the physical location. This includes Service elements, contractor
sites, and DoD organizations that connect to a SAP-managed network. This document supersedes all
previous dated versions of the JSIG.

As defined in CNSSI 4009, Committee on National Security Systems (CNSS) Glossary, an information
system is defined as, “a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.” This includes weapons systems,
test equipment, multifunction devices (e.g., copier/fax/scanner), et al. Information system components
are either purchased commercially off-the-shelf (COTS) or are custom-developed and can be deployed in
land-based, sea-based, airborne, space-based, and/or tactical IS.

All SAP IS are categorized as NSS as established in the Federal Information Security Management Act
(FISMA), Title Il, Public Law 107-347, December 17, 2002 (Section 3542, Paragraph (2)(A)(ii)), and
further described in NIST SP 800-59, Guideline for Identifying an Information System as a National
Security System, August 2003.

1.3 RECIPROCITY

Reciprocity is defined as a “Mutual agreement among participating enterprises to accept each other’s
security assessments in order to reuse information system resources and/or to accept each other’s assessed
security posture in order to share information.” [CNSSI 4009]

This agreement, however, does not imply blind acceptance. The body of evidence used for assessments
of the subject system will be provided to the other participant(s) who have a vested interest in establishing
a mutual agreement. The receiving party will review the assessment evidence (e.g., system security plan
(SSP), test plans, test procedures, test reports, exceptions) and determine if there are any deltas in the
evidence, (e.g., baseline/overlay controls that were tailored, a test item that was omitted), and identify
items that may require negotiations.

Reciprocity means that the system(s) will not be retested or undergo another full assessment. In the spirit
of reciprocity, the existing assessments will be accepted; only controls, test items or other pertinent items
that were initially omitted are subject to evaluation/testing to assure the system meets any additional
protections required for a successful reciprocal agreement.
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1.4 CHANGES IN TERMINOLOGY

Table 1-1 provides a mapping between terminology previously associated with the process formerly
referred to as certification and accreditation and the new terminology adopted under the RMF.

Old Term

New Term

Certification and Accreditation (C&A) Process

Risk Management Framework (RMF)

Certification

Assessment

Accreditation

Authorization

Requirements Controls
Protection Level (PL) Accessibility
- PL1/PL2 - Baseline
- PL3/PL4/PL5 - Baseline + appropriate overlay, e.g.,

Cross Domain Solution (CDS) Overlay

Level of Concern

Impact Level

Security Requirements Traceability Matrix
(SRTM)

Security Controls Traceability Matrix (SCTM)

System Security Authorization Agreement
(SSAA) / System Security Plan (SSP)

SSP

Certification Test and Evaluation (CT&E) /
Security Test and Evaluation (ST&E) Report

Security Assessment Report (SAR)

Designated Accrediting Authority (DAA)

Authorizing Official (AO)

Chief Information Assurance Officer (CIAQO)

Chief Information Security Officer (CISO)

Certifier / Certification Authority / Service
Certifying Organization (SCO) / Information
System Security Professional (ISSP)

Security Control Assessor (SCA)

DAA Representative

Varies depending on service/agency

No equivalent

Delegated Authorizing Official (DAO)

No equivalent

Risk Executive (Function) (REF)

No equivalent

Common Control Provider (CCP)

No equivalent

Overlay (e.g., Accessibility, CDS, Standalone)

Information Assurance Manager (IAM)

Information System Security Manager (ISSM)

Information Assurance Officer (I1AO)

Information System Security Officer (ISSO)

Program Manager (PM)

Information System Owner (1ISO)*

Information System Security Engineer (ISSE)

ISSE

Master SSP (MSSP)

Information Assurance Standard Operating
Procedures (IA SOP)

Guest System

External Information System

* The ISO is the official responsible for the overall procurement, development, integration,
modification, or operation and maintenance of an information system. PM and ISO terms may be

used interchangeably.

Table 1-1: Changes in Terminology
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1.5 ROLES AND RESPONSIBILITIES

The roles and responsibilities of the personnel involved with the RMF are summarized in the paragraphs
below. Roles and responsibilities are detailed in NIST SP 800-37, Appendix D. Also reference DoDM
5205.07-V1.

1.5.1 Agency/Component Head

Each DoD SAP Component Head bears ultimate responsibility for mission accomplishment and
execution of business functions, and hence for adequately mitigating risks to the element, its individuals,
and the Nation. The Component Head establishes priorities to ensure collaboration and information-
sharing sufficient to ensure both element and DoD SAP Community-wide mission accomplishment. As
stated in DoDD 5205.07 Enclosure 5, DoD Component Heads appoint a DAA [AQ] for all DoD IS and
PIT [Platform IT] systems under their purview and ensure all DoD IS and PIT systems are authorized.
DoD SAP systems shall be authorized in accordance with DoDM 5205.07-V1 and the JSIG. Each
component shall also establish in writing, the component’s SAP senior authorizing official. This
individual shall serve as the component lead at DoD level SAP cybersecurity strategy, policy, and, as
appropriate, investment forums. The SAP senior authorizing official is the only authorized waiver
authority for non-tailorable controls.

Reference DoDM 5205.07-V1, Enclosure 2, for responsibilities of the DoD Component Heads and OSD
Principal Staff Assistants (PSA) with cognizant authority (CA) and oversight authority (OA) over SAPs.

1.5.2 Risk Executive (Function)

The Risk Executive (function) (REF) is an individual or group within an organization that helps to ensure
that:

e Risk-related considerations for individual IS, to include authorization decisions, are viewed from
an organization-wide perspective with regard to the overall strategic goals and objectives of the
organization in carrying out its core missions and business functions; and

¢ Managing information system-related security risks is consistent across the organization, reflects
organizational risk tolerance, and is considered along with other types of risks in order to ensure
mission/business success.

The REF coordinates with the senior leadership and stakeholders of an organization to:
a. Provide a comprehensive, organization-wide, holistic approach for addressing risk—an approach
that provides a greater understanding of the integrated operations of the organization;

b. Develop a risk management strategy for the organization providing a strategic view of
information security-related risks with regard to the organization as a whole;

c. Facilitate the sharing of risk-related information among authorizing officials and other senior
leaders within the organization;

d. Provide oversight for all risk management-related activities across the organization (e.g., security
categorizations) to help ensure consistent and effective risk acceptance decisions;

e. Ensure that authorization decisions consider all factors necessary for mission and business
success;

f.  Provide an organization-wide forum to consider all sources of risk (including aggregated risk) to
organizational operations and assets, individuals, other organizations, and national security;

g. Promote cooperation and collaboration among AOs and stakeholders to include authorization
actions requiring shared responsibility, e.g., for reciprocity;
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h. Ensure that the shared responsibility for supporting organizational mission/business functions
using external providers of information and services receives the needed visibility and is elevated
to the appropriate decision-making authorities; and

i. Identify the organizational risk posture based on the aggregated risk to information from the
operation and use of the information systems for which the organization is responsible.

The REF serves as an adjunct advisor providing support to the AO/DAO. The REF has no authorization
authority. The REF must be comprised of U.S. citizens that are government employees.

1.5.3 Chief Information Officer (CIO)

The CIO is an organizational official responsible for:

e Designating a Chief Information Security Officer (CISO);

¢ Developing and maintaining information security policies, procedures, and control techniques to
address all applicable requirements;

o Overseeing personnel with significant responsibilities for information security and ensuring that
personnel are adequately trained;

e Assisting senior organizational officials concerning their security responsibilities; and

¢ In coordination with other senior officials, reporting annually to the head of the agency on the
overall effectiveness of the organization’s information security program, including progress of
remedial actions.

The CIO must be a U.S. citizen and a government employee. The CIO, with the support of the REF and
the CISO, works closely with the AO and their designated representatives to help ensure that:
a. An organization-wide information security program is effectively implemented resulting in
adequate security for all organizational IS and environments of operation for those systems;

b. Information security considerations are integrated into programming/planning/budgeting cycles,
enterprise architectures, and acquisition/system development life cycles;

c. Information systems are covered by approved security plans and are authorized to operate;

Information security-related activities required across the organization are accomplished in an
efficient, cost-effective, and timely manner; and

e. There is centralized reporting of appropriate information security-related activities.

1.5.4 Chief Information Security Officer (CISO)

The CISO, also known as a Senior Information Security Officer (SISO), is responsible for carrying out
the CIO security responsibilities under FISMA. The CISO serves as the primary liaison for the CIO to
the organization’s AOs, Information System Owners (ISO), Common Control Providers (CCP), and
Information System Security Managers/Officers (ISSM/ISSO). The CISO must be a U.S. citizen and a
government employee.

The CISO shall:
o Possess professional qualifications, including training and experience, required to administer the
information security program functions;
e Maintain information security duties as a primary responsibility; and

e Head an office with the mission and resources to assist the organization in achieving more secure
information and IS, in accordance with the guidance provided by their respective CA for FISMA
compliance. All FISMA activities shall be maintained within channels and reported to the CA
SAPCO.
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The CISO may also be appointed with the mission and resources to coordinate, develop, implement, and
maintain an organization-wide information security program. [PM-2]

1.5.5 Authorizing Official (AO)

The AQO is a senior official or executive with the authority to formally assume responsibility for operating
an IS at an acceptable level of risk to organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other organizations, and national security. The AO must be
a U.S. citizen and a government employee. AQs typically have budgetary oversight for an IS or are
responsible for the mission and/or business operations supported by the system. Through the security
authorization process, AOs are accountable for the security risks associated with information system
operations. Accordingly, AOs are in management positions with a level of authority commensurate with
understanding and accepting such information system-related security risks.

Responsibilities of the AO include, but are not limited to:
a. Ensure each IS is properly assessed and authorized based on its environment of operation,
security impact levels and security requirements;
b. Evaluate threats and vulnerabilities to information systems to ascertain the need for additional
safeguards;
Issue and maintain written security authorization statements;
Ensure records are maintained for all IS authorizations under his/her purview;
Ensure a security education, training, and awareness program is in place;
Ensure information system security is an element of the life-cycle process;
Ensure all DAOs and security control assessors (SCASs) are trained to properly perform their
duties;
h. Ensure all assessments are coordinated with the CA Program Security Officer (PSO);
i. Ensure organizations plan, budget, allocate, and spend adequate resources in support of 1S
security;

j.  Approve security plans, memorandums of agreement or understanding, and plans of action and
milestones and determine whether significant changes in the information systems or
environments of operation require reauthorization;

k. Deny authorization to operate an information system or if the system is operational, halt
operations, if unacceptable risks exist;

I.  Coordinate their activities with the REF, CIO, CISO, CCP, ISO, ISSM/ISSO, SCA, and other
interested parties during the security authorization process; and,

m. Authority to specify, notwithstanding the requirements stated in this JSIG, a greater impact level
or amount of protection for any given system in any given environment.
With the increasing complexity of missions/business processes, partnership arrangements, and the use of
external/shared services, it is possible that a particular information system may involve multiple
authorizing officials. If so, agreements are established among the authorizing officials and documented in
the security plan.

@ =+ o a e

An AO may appoint one or more Delegated Authorizing Official (DAO) to expedite authorizations of
designated systems, and provide mission support. Authorizing officials are responsible for ensuring that
all activities and functions associated with security authorization that are delegated to authorizing official
designated representatives are carried out.
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1.5.6 Delegated Authorizing Official (DAO)

The DAO is an organizational official appointed in writing and authorized to act on behalf of an AO in
carrying out and coordinating the required activities associated with security authorization including,
when explicitly delegated, the authority to authorize a system to operate. A DAO has inherent U.S.
Government authority and, as such, must be a government employee. Like an AO, a DAO shall have a
broad and strategic understanding of the DoD SAP Community. A DAO shall use this knowledge to
assign appropriate weight to the often competing equities of mission and security requirements, budget
consequences, operational performance efficiencies, schedule requirements, counterintelligence concerns,
civil liberty and privacy protection, and other relevant policy requirements. Then, in light of these factors,
the DAO shall determine the level of risk deemed acceptable when authorizing systems. DAOSs can be
empowered by AOs to make certain decisions with regard to the planning and resourcing of the security
authorization process, approval of the SSP, approval and monitoring the implementation of a Plan of
Action and Milestones (POA&M), and the assessment and/or determination of risk. The delegation letter
must outline specific authorities including impact levels, i.e., low, moderate, or high for confidentiality,
integrity, and availability.

1.5.7 Security Control Assessor (SCA)

A SCA is an individual appointed in writing by the AO to act on his or her behalf to conduct a security
assessment. The SCA is responsible for conducting a comprehensive assessment of the management,
operational, and technical security controls employed within or inherited by an IS to determine the overall
effectiveness of the controls (i.e., the extent to which the controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements for the
system). SCAs also provide an assessment of the severity of weaknesses or deficiencies discovered in the
IS and its environment of operation and recommend corrective actions to address identified
vulnerabilities.

Prior to initiating the security control assessment, the SCA reviews the SSP to ensure the plan provides a
set of security controls for the IS that meet the stated security requirements. Within the DoD SAP
Community an ISSM or other AO designee may be delegated in writing to perform security control
assessments for specific information systems on the SCA’s behalf. These designees must send their
assessment results to the SCA for further action.

Responsibilities of the SCA, under the direction of the AO, include, but are not limited to:
a. Advise the ISO and PSO concerning the impact levels for confidentiality, integrity, and

availability for the information on a system;

b. Evaluate threats and vulnerabilities to information systems to ascertain the need for additional
safeguards;

c. Review and approve the information system Security Assessment Plan, which is comprised of the
SSP, the SCTM, and the Security Control Assessment Procedures;

d. Ensure security assessments are completed for each IS;

e. Atthe conclusion of each security assessment activity, prepare and submit the final Security
Assessment Report (SAR) containing the results and findings from the assessment and a
recommended authorization decision to the AQ;

f.  Ensure system POA&M reflects identified weaknesses and suspense dates for each IS based on
findings and recommendations from the SAR;

g. Evaluate security assessment documentation and provide written recommendations for security
authorization to the AO;

h. Submit the security authorization package to the AO; and
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i. Assess proposed changes to information systems, their environment of operation, and mission
needs that could affect system authorization.

1.5.8 Common Control Provider (CCP)

A CCP is an individual, group, or organization responsible for the development, implementation,
assessment, and monitoring of common security controls (i.e., security controls inherited by information
systems).

Responsibilities of the CCP include, but are not limited to:

a. Document the organization-identified common controls in a SSP;

b. Ensure that required assessments of common controls are carried out by qualified assessors;
c. Document assessment findings in a SAR; and
d

Produce and maintain a POA&M for all common security controls having weaknesses or
deficiencies; and,

e. Ensure SSPs, SARs, and POA&Ms for common controls are made available to I1SOs inheriting
those controls.

1.5.9 Program Security Officer (PSO)
Reference DoDM 5205.07, SAP Security Manual, all volumes.

1.5.10 Information Owner/Steward

An information owner is an organizational official with statutory, management, or operational authority
for specific information who has the responsibility for establishing the policies and procedures governing
its generation, collection, processing, dissemination, and disposal. The information owner/steward must
be a U.S. citizen and a government employee. Each respective CA SAPCO shall also serve as the
information owner/steward. In information-sharing environments, the information owner/steward is
responsible for establishing the rules for appropriate use and protection of the subject information (e.g.,
rules of behavior) and retains that responsibility even when the information is shared with or provided to
other organizations. The owner/steward of the information processed, stored, or transmitted by an
information system may or may not be the same as the 1SO. A single information system may contain
information from multiple information owners/stewards. Information owners/stewards provide input to
ISOs regarding:

e Sensitivity of information under the information owner/steward’s purview;

¢ Confidentiality, integrity, and availability impact levels associated with the information
owner/steward’s data;

e Unique requirements for managing the information owner/steward’s data (e.g., incident response,
information contamination to other systems/media, unique audit requirements); and,

e Whether foreign nationals may access the information owner/steward’s data.
1.5.11 Mission/Business Owner (MBO)

The MBO has operational responsibility for the mission or business process supported by the
mission/business segment or the information system and is the key stakeholder for system lifecycle
decisions (e.g., agency/component head, chief executive officer, chief financial officer). The MBO
ensures that information security requirements are integrated into the system development life cycle
process. The MBO must be a U.S. citizen and a government employee.
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1.5.12 Information System Owner (1SO)

An ISO is an organizational official, (i.e., government PM or contractor PM (for contractor owned
systems)) responsible for the procurement, development, integration, modification, operation,
maintenance, and disposal of an information system. The I1SO is responsible for addressing the
operational interests of the user community (i.e., users who require access to the information system to
satisfy mission, business, or operational requirements) and for ensuring compliance with information
security requirements.

Responsibilities of the 1SO include, but are not limited to:

a.

Plan and budget for adequate on-site information security resources assigned to information
systems under their purview;

Ensure compliance with current cybersecurity/Information Assurance (1A) policies, concepts, and
measures when designing, procuring, adopting, and developing new IS;

Ensure development and maintenance of the documentation required for authorization to operate
(e.g., SSP, SAR, POA&M) and that the system is deployed and operated in accordance with the
agreed-upon security controls;

Determine, in coordination with the information owner/steward, the individuals eligible for
access to the system and the types of privileges or access rights required;

If required to meet DoDI 5000.02, Operation of the Defense Acquisition System, and as directed
by the CA SAPCO, resource and appoint an ISSE in writing to ensure:

» The system is designed, developed, and implemented with required security features and
safeguards;

» Enhancements to existing systems provide equal or improved security features and
safeguards;

Coordinate with the AO to ensure the appropriate SCA (or other AO designee) is identified as
early as possible for ongoing coordination on security decisions. SCA participation is most
important at the Preliminary Design Review (PDR) and the Critical Design Review (CDR). This
will ensure systems are fielded or modified within acceptable risk parameters and the latest
security technology is being incorporated into system designs;

Ensure the Configuration Management (CM) process is addressed and used when new IS are

under development, being procured, or delivered for operation. CM is an integral part of the

system authorization process. Therefore, it is imperative that the AO/DAO be advised of CM
decisions;

Ensure all information systems acquisitions (to include weapon systems) remain compliant with
IA and technology acquisition requirements as depicted in DoD Directive (DoDD) 5000.01, The
Defense Acquisition System, and DoDI 5000.02, Operation of the Defense Acquisition System;

Ensure a risk assessment is performed on the IS while under development and keep the risk
assessment current throughout the acquisition/development portion of the life cycle;

Ensure security controls are implemented that protect the IS during development;

Ensure all steps involved in the acquisition and delivery of an IS are followed. These include, but
are not limited to:

» Clearly describe the 1S mission;

» Formulate a concept and design for meeting the security requirements;
» Incorporate security requirements during system development;

» Evaluate interoperability with other systems;
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I.  Produce/develop security documentation (SSP, POA&M, Security Assessment Plan, etc.) as input
to the Security Authorization Package and submit package to the AO via the SCA;

m. Coordinate a Security Assessment schedule with the SCA; and

n. Ensure the POA&M is updated to describe the planned tasks for correcting identified weaknesses
within the established timeframes and address any residual findings.

1.5.13 Information System Security Engineer (ISSE)

An ISSE is an individual or group responsible for conducting information system security engineering
activities. Information system security engineering is a process that captures and refines information
security requirements and ensures that the requirements are effectively integrated into information
systems through purposeful security architecting, design, development, and configuration. The ISSE is an
integral part of the development team designing and developing organizational information systems or
upgrading legacy systems. The ISSE employs best practices when implementing security requirements
within an information system including software engineering methodologies, system/security engineering
principles, secure design, secure architecture, and secure coding techniques.

The ISSE shall be appointed in writing and shall ensure the information system is designed, developed,
and implemented with required security features and safeguards. If the ISSM/ISSO is identified to fulfill
the role of ISSE, their appointment letter will reflect this and they will fulfill the tasks outlined for the
ISSE in addition to the tasks assigned to an ISSM/ISSO.

Reference 2.3.1, RMF Step 1, for when an ISSE is required and who can fulfill those roles. Some
organizations also refer to an ISSE as an Information Security Architect or Information Assurance
Systems Architect and Engineer (IASAE).

1.5.14 Information System Security Manager (ISSM)

An ISSM is an individual who serves as a principal advisor on all matters, technical and otherwise,
involving the security of information systems under his/her purview. The ISSM shall be appointed in
writing by their respective chain of command/leadership (e.g., Commander, Commanding Officer, PM,
CIO, PSO, or corporate equivalent). When circumstances warrant, a single individual may fill both the
ISSM and the ISSO roles. 1SSM responsibilities should not be assigned as collateral duties. The ISSM
must retain a copy of his/her appointment letter.

Responsibilities of an ISSM include, but are not limited to:
a. Develop and maintain a formal 1S security program and policies for their assigned area of
responsibility;

b. Develop and oversee operational information systems security implementation policy and
guidelines;

c. Coordinate with PSO or cognizant security official on approval of external information systems
(e.g., guest systems, interconnected system with another organization);

d. Ensure ISSOs under their purview are appointed in writing and provide oversight to ensure ISSOs
follow established IS policies and procedures;

e. The ISSM shall assume 1SSO responsibilities in the absence of the ISSO;
Maintain required IA certifications;

g. Ensure System Administrators (SA) monitor all available resources that provide warnings of
system vulnerabilities or ongoing attacks;

h. Ensure periodic testing is conducted to evaluate the security posture of IS by employing various
intrusion/attack detection and monitoring tools (shared responsibility with ISSOs);
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Ensure all ISSOs receive the necessary technical and security training (e.g., operating system,
networking, security management) to carry out their duties;

Ensure approved procedures are used for sanitizing and releasing system components and media;

Maintain a repository of all organizational or system-level cybersecurity-related documentation
(including ATOs) for IS under their purview;

Coordinate 1S security inspections, tests, and reviews;
Ensure proper measures are taken when an IS incident or vulnerability is discovered;

Ensure data ownership and responsibilities are established for each IS, and specific requirements
(to include accountability, access and special handling requirements) are enforced,;

Ensure development and implementation of an effective IS security education, training, and
awareness program;

Ensure CM policies and procedures for authorizing the use of hardware/software on an IS are
followed. Any additions, changes or modifications to hardware, software, or firmware must be
coordinated with the ISSM/ISSO and appropriate AQO prior to the addition, change or
modification;

Serve as a voting member of the Configuration Control Board (CCB) and/or the Risk Executive
Board, if applicable. The ISSM shall have authority to veto any proposed change they feel is
detrimental to security. Appeals on an ISSM/ISSO veto may be taken to the AO. The ISSM may
elect to delegate this responsibility to the 1ISSO;

Maintain a working knowledge of system functions, security policies, technical security
safeguards, and operational security measures;

Manage, maintain, and execute the information security continuous monitoring plan;

Ensure a record is maintained of all security-related vulnerabilities and ensure serious or
unresolved violations are reported to the AO/DAO; and

Assess changes to the system, its environment, and operational needs that could affect the
security authorization.

1.5.15 Information System Security Officer (1SSO)

An ISSO is an individual responsible for ensuring the appropriate operational security posture is
maintained for an information system and as such, works in close collaboration with the ISSM and 1SO.
The ISSO shall be appointed in writing by the authority at a site responsible for information system
security (e.g., ISSM, Commander, Commanding Officer, PM, CIO, PSO, or corporate equivalent). The
ISSO shall have the detailed knowledge and expertise required to manage the security aspects of an
information system and, in many organizations, is assigned responsibility for the day-to-day security
operations of a system. Responsibilities also include physical and environmental protection, personnel
security, incident handling, and security training and awareness. In close coordination with the ISSM and
ISO, the ISSO plays an active role in monitoring a system and its environment of operation to include
developing and updating the SSP, managing and controlling changes to the system, and assessing the
security impact of those changes.

Responsibilities of the ISSO include, but are not limited to:

a.

b.

Assist the ISSM in meeting their duties and responsibilities. The ISSO shall assume ISSM
responsibilities in the absence of the ISSM;

Ensure systems are operated, maintained, and disposed of in accordance with security policies
and procedures as outlined in the security authorization package;

Attend required technical and security training (e.g., operating system, networking, security
management) relative to assigned duties;
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m.

Maintain required IA certifications;

Ensure all users have the requisite security clearances, authorization, need-to-know, and are
aware of their security responsibilities before granting access to the IS;

Report all security-related incidents to the ISSM;

Conduct periodic reviews of information systems to ensure compliance with the security
authorization package;

Serve as member of the CCB, if designated by the ISSM;

Coordinate any changes or modifications to hardware, software, or firmware of a system with the
ISSM and AO/DAO prior to the change;

Formally notify the ISSM and AO/DAO when changes occur that might affect system
authorization;

Monitor system recovery processes to ensure security features and procedures are properly
restored and functioning correctly;

Ensure all IS security-related documentation is current and accessible to properly authorized
individuals; and

Ensure audit records are collected, reviewed, and documented (to include any anomalies).

1.5.16 Privileged Users

See Account Management [AC-2], Separation of Duties [AC-5] and Rules of Behavior [PL-4], for
privileged user responsibilities and considerations when appointing individuals to this role.

1.5.17 General Users

See Account Management [AC-2] and Rules of Behavior [PL-4], for general user responsibilities.

1.6 DOCUMENT ORGANIZATION AND USE

The remainder of this document is organized as follows:

Chapter 2 provides an introduction to the RMF, a discussion of the fundamentals of the RMF
and a description of the six steps comprising the RMF, namely: Categorize, Select, Implement,
Assess, Authorize, and Monitor.

Chapter 3 provides policy and procedures for the DoD SAP Community and for all information
systems under the purview of the cognizant SAP AO as they relate to each of the eighteen (18)
security control families defined in NIST SP 800-53 and the eight (8) privacy control families
defined in the same document.

Supporting appendices provide additional information regarding the application of the JSIG.
These include:

0 Appendix A: References

Appendix B: Acronyms

Appendix C: SAP Security Control Baselines
Appendix D: Confidentiality Impact Level Flowchart
Appendix E: Definitions

©O ©0 O O
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The JSIG is intended for use by all personnel with a responsibility for protecting the confidentiality,
integrity, and availability of DoD SAP information, information systems, and networks. Table 1-2
provides suggested usage for those roles anticipated to be the primary users of this document. Templates
for most of the documents required for a security authorization package, as well as additional resources
and tools, are posted to the JAFAN Community Website, an 1A-focused site restricted to individuals
supporting the DoD SAP Community.

Role Suggested Focus Areas
AO/DAO Primarily Chapters 1 and 2
SCA Entire document with emphasis on Chapters 2, 3, and Appendix C
ISO Entire document with emphasis on Chapters 2, 3, Appendix C, and JSIG templates
ISSE Entire document with emphasis on Chapters 2, 3, Appendix C, and JSIG templates
ISSM/ISSO Entire document with emphasis on Chapter 3

Privileged User References for specific topics, e.g., Account Management [AC-2] and Audit (AU)

General User Trained in accordance with JSIG; no direct usage

Table 1-2: Suggested Usage of this Document by Role
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2 RISK MANAGEMENT FRAMEWORK (RMF)

2.1

Introduction to the RMF

NIST, in partnership with DoD, the Office of the Director of National Intelligence (ODNI), and CNSS,
developed a common information security framework for the federal government and its contractors to
improve information security, strengthen risk management processes, and encourage reciprocity among
federal agencies. NIST SP 800-37, developed by the Joint Task Force (JTF) Transformation Initiative
Working Group, transforms the traditional C&A process into the six-step RMF. The revised process
emphasizes:

Building information security capabilities into federal information systems through the
application of community best practices for management, operational, and technical security
controls;

Maintaining awareness of the security state of information systems on an ongoing basis through
enhanced monitoring processes; and

Providing essential information to senior leaders to facilitate decisions regarding the acceptance
of risk to organizational operations and assets, individuals, other organizations, and national
security arising from the operation and use of information systems.

The six-step RMF is depicted in Figure 2-1. The RMF steps include:

1.

Categorize the IS and the information processed, stored, and transmitted by the system based on
an analysis of the impact due to a loss of confidentiality, integrity, and availability.

Select an initial set of baseline security controls for the IS based on the security categorization;
apply overlay(s), if applicable; then tailor the security control baseline as needed based on an
organizational assessment of risk and local conditions.

Implement the security controls and describe how the controls are employed within the IS and its
environment of operation.

Assess the security controls using appropriate assessment procedures to determine the extent to
which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system.

Authorize IS operation based on a determination of the risk to organizational operations and
assets, individuals, other organizations, and national security resulting from the operation of the
IS and the decision that this risk is acceptable.

Monitor the security controls in the IS on an ongoing basis to include assessing control
effectiveness, documenting changes to the system or its environment of operation, conducting
security impact analyses of the associated changes, and reporting the security state of the system
to designated organizational officials.

c:ontinqﬂ/ly [ oot i)
Communicate-with

Stakeholders
Asgess Risk

Figure 2-1: Risk Management Framework (RMF)
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Each RMF step includes associated tasks to be carried out by the appropriate organization or individual.
These steps and the tasks associated with them, as they apply to the DoD SAP Community and to all IS
under the purview of the cognizant SAP AO, are described briefly in Section 2.3. For additional details
regarding RMF, see NIST SP 800-37.

2.2 FUNDAMENTALS OF THE RMF

2.2.1 Organization-Wide Risk Management

Managing information system-related security risks is a complex, multifaceted undertaking that requires
the involvement of the entire organization—from senior leaders providing the strategic vision and top-
level goals and objectives for the organization, to mid-level leaders planning and managing projects, to
individuals on the front lines developing, implementing, and operating the systems supporting the
organization’s core missions and business processes. Risk management can be viewed as a holistic
activity that is fully integrated into every aspect of the organization. Figure 2-2 illustrates a three-tiered
approach to risk management that addresses risk-related concerns at the organization level, the mission
and business process level and the information system level. Risk assessments, as described in NIST SP
800-30, provide critical details that guide and inform the security control selection process.

STRATEGIC RISK
FOCUS
TIER1
Organization
(Governance)
TIER 2
Mission / Business Process
(Information Assets and Information Flows)
TACTICAL RISK
TIER 3 FOCUS

Information System
(Environment of Operation)

Figure 2-2: Tiered Risk Management Approach

Tier 1 addresses risk from an organizational perspective with the development of a comprehensive
governance structure and organization-wide risk management strategy. For the DoD SAP Community,
this includes governance provided by the DoD, DoD SAPCO and respective Service/Agency SAPCOs
and includes the:

e Techniques and methodologies the organization plans to employ to assess information system-
related security risks and other types of risk of concern to the organization;

e Methods and procedures the organization plans to use to evaluate the significance of the risks
identified during the risk assessment;

o Types and extent of risk mitigation measures the organization plans to employ to address
identified risks;

o Level of risk the organization is willing to accept (i.e., risk tolerance);

e Organization’s plans to monitor risk on an ongoing basis given the inevitable changes to
organizational information systems and their environments of operation; and
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o Degree and type of oversight the organization plans to use to ensure that the risk management
strategy is being effectively carried out.

Tier 2 addresses risk from a mission and business process perspective and is guided by the risk decisions
at Tier 1. Tier 2 activities are closely associated with enterprise architecture, to include Wide Area
Network (WAN) services (i.e., backbone communications), enterprise services (such as audit reduction
tools, network monitoring tools, identity management systems), and services provided across a
site/campus (e.g., physical and personnel security). Because subordinate organizations responsible for
carrying out derivative or related missions and business processes may have already invested in their own
methods of assessing, evaluating, mitigating, accepting and monitoring risk, parent organizations may
allow a greater degree of autonomy within parts of the organization or across the entire organization in
order to minimize costs. When a diversity of risk assessment methods is allowed, organizations may
choose to employ, when feasible, some means of integration of the risk-related information to ensure that
the output of the different risk assessment activities can be correlated in a meaningful manner.

Tier 3 addresses risk from an information system perspective and is guided by the risk decisions at Tiers 1
and 2. Risk decisions at Tiers 1 and 2 impact the ultimate selection and deployment of needed safeguards
and countermeasures (i.e., security controls) at the information system level. Information security
requirements are satisfied by the selection and successful implementation of appropriate management,
operational, and technical security controls from NIST SP 800-53. For all DoD SAP information systems
under the purview of the cognizant SAP AQ, security control selection is guided by the RMF process as
directed by DoDM 5205.07, DoD SAP Security Manual, and described in the JSIG (i.e., this document) in
Section 2.3 below.

2.2.2 System Development Life Cycle (SDLC)

All federal information systems, including operational systems, systems under development, and systems
undergoing modification or upgrade, are in some phase of a SDLC. NIST identifies five phases of a
general SDLC as Initiation, Acquisition/Development, Implementation/Assessment,
Operations/Maintenance, and Disposition/Sunset. Risk management tasks begin early in the SDLC and
are important in shaping the security capabilities of the information system. If these tasks are not
adequately performed during the initiation, development, and acquisition phases of the SDLC, the tasks
will, by necessity, be undertaken later in the life cycle and be more costly to implement. In either
situation, all tasks must be completed prior to placing the information system into operation, or
continuing its operation, to ensure that information system-related security risks are adequately addressed
on an ongoing basis and that the AO explicitly understands and accepts the risk to organizational
operations and assets, individuals, other organizations, and national security based on the implementation
of the defined set of security controls and the current security state of the information system.

Requirements definition is a critical part of any system development process and begins very early in the
life cycle, typically in the initiation phase. Security requirements are a subset of the overall functional
and nonfunctional (e.g., quality, assurance) requirements levied on an information system and are
incorporated into the SDLC simultaneously with the functional and nonfunctional requirements. Without
the early integration of security requirements, significant expense may be incurred by the organization
later in the life cycle to address security considerations that could have been included in the initial design.
When security requirements are considered as an integral subset of other information system
requirements, the resulting system has fewer weaknesses and deficiencies, and therefore fewer
vulnerabilities that can be exploited in the future.

Early integration of information security requirements into the SDLC is the most cost-effective and
efficient method for an organization to ensure that its protection strategy is implemented. It also ensures
that information security processes are not isolated from the other routine management processes
employed by the organization to develop, implement, operate, and maintain information systems
supporting ongoing missions and business functions. In addition to incorporating information security
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requirements into the SDLC, security requirements are also integrated into the program, planning, and
budgeting activities within the organization to ensure that resources are available when needed and
program/project milestones are completed in accordance with the agreed-upon schedule.

Organizations should maximize the use of security-relevant information (e.g., assessment results,
information system documentation, and other artifacts) generated during the SDLC to satisfy
requirements for similar information needed for information security-related purposes. The reuse of
security-relevant information by organizations is an effective method to help eliminate duplication of
effort, reduce documentation, promote reciprocity, and avoid unnecessary costs that may result when
security activities are conducted independently of system development life cycle processes. In addition,
reuse promotes greater consistency of information used in the design, development, implementation,
operation, maintenance, and disposition of an information system including security-related
considerations.

Throughout the SDLC system owners must be cognizant of changes to the system, documenting and
following a change control process to ensure configuration management. Since systems routinely
experience changes over time to accommodate new requirements, new technologies or new risks, they
must be routinely analyzed in respect to the security posture. All changes shall be captured, approved by
the AO as required, and documented in the SSP. Major or significant changes may require re-
authorization of the system.

The figure below, from DoDI 8510.01, Risk Management Framework (RMF) for DoD Information
Technology (IT), depicts the alignment of RMF steps with the DoD Acquisition Management System,
which is explained in DoDI 5000.02, Operation of the Defense Acquisition System.

Alignment of RMF and DoD Acquisition System Activities

Capability Capability
Joint Capabilities Initial Capabilties  Dewvelopment Praduction
Integration and Document (ICD)  Document (CDD) Dacument (CPD)
Developmant System A A A
Program
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PDR - Preliminary Design Review Materiel Enai - d
CDR - Critical Design Review aterie! ngineering an i Operations &
LRIP - Low-Rate Intial Production Solution T_"_"'!"“'“‘gv Manufacturing Fg::,';i:?:n? pSupport
IATT - Interim Authorization to Test Ahalysia : Dsvelop
IOT&E - Initial Operational Test& Evaluation Materiel . Past- Post- i FRP
FRP - Ful-Rate Production o % porad ) corA LReioreE () Rictien
RFP - Requestfor Proposal "\ Pre-Systems Acquisition Systems Acquisition N\, Sustainment

{»= Decision Point  /\=Milestone Review ‘- Decision Point if PDR is not conducted before Milestone B

RMF Step 1 - Categorize system .

Program Acquisition |A Strategy |_] —I |_| —I
RMF Step 2 - Select security controls ]

Specify system security baselines in JCIDS I_]

RMF Step 3 - Implement security controls _
ISSE/SSE translates security conirols to design D
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System security specifications in RFP
Coordinate TEMP and Security Assessment Plan

Approve system security design at review points —l |—|
RMF Step 4 - Assess security controls (issue IATTs as needed) [ NN
Developmental Test & Evaluation (DT&E) —I
RMF Step 5 - Authorize system (issue ATO) [ |
Operational Test & Evaluation (OT&E) ]
RMF Step 6 - Monitor security controls _

Figure 2-3: Alignment of RMF and DoD System Acquisition Activities
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2.2.3 Information System Boundaries

One of the most challenging problems for the ISO, AO, CIO, CISO, ISSM/ISSO, and ISSE is identifying
appropriate boundaries for information systems. With regard to the risk management process and
information security, the term information system boundary is synonymous with authorization boundary.
Well-defined boundaries establish the scope of protection for information systems (i.e., what the
organization agrees to protect under its direct management control or within the scope of its
responsibilities) and include the people, processes, and information technologies that are part of the
systems supporting the organization’s missions and business processes. Information system boundaries
are established in coordination with the security categorization process and before the development of the
SSP. Information system boundaries that are too expansive (i.e., too many system components and/or
unnecessary architectural complexity) make the risk management process extremely unwieldy and
complex. Boundaries that are too limited increase the number of information systems that must be
separately managed and as a consequence, unnecessarily inflate the total information security costs for the
organization.

2.2.3.1 Establishing Information System Boundaries

Organizations have significant flexibility in determining what constitutes an information system and its
associated boundary. In addition to consideration of direct management control, organizations may also
consider whether the information resources being identified as an information system:

e Support the same mission/business objectives or functions and essentially the same operating
characteristics and information security requirements;

¢ Reside in the same general operating environment (or in the case of a distributed information
system, reside in various locations with similar operating environments); or

o Reside in the same geographic area (e.g., a site or campus environment).

Since commonality can change over time, the determination of the information system boundary should
be revisited periodically as part of the organization’s continuous monitoring process. While the above
considerations may be useful to organizations in determining information system boundaries for purposes
of risk management, they are not viewed as limiting the organization’s flexibility in establishing
commonsense boundaries that promote effective information security within the available resources of the
organization. Information system owners shall consult with key participants, (e.g., AO, CIO, CISO,
ISSE, the REF, and other individuals with a vested interest) when establishing or changing system
boundaries. The process of establishing information system boundaries and the associated risk
management implications is an organization-wide activity that takes into account mission and business
requirements, technical considerations with respect to information security, and programmatic costs to the
organization.

Once an information system boundary is set, any interconnections with systems outside of that
authorization boundary that are approved by a different AO are governed by Interconnection Security
Agreements (ISA).

2.2.3.2 Boundaries for Complex Information Systems

The application of security controls within a complex information system can present significant
challenges to an organization. From a centralized development, implementation, and operations
perspective, the ISO, in collaboration with the AO, CISO, and ISSE, examines the purpose of the
information system and considers the feasibility of segmenting the complex system into more manageable
subsystems. From a distributed development, implementation, and operations perspective, the
organization recognizes that multiple entities, possibly operating under different policies, may be
contributing to the development, implementation, and/or operations of the subsystems that compose the
complex information system. In such cases, the organization is responsible for ensuring that these

Chapter 2-Risk Management Framework PAGE 2-28



separate subsystems can work together in both a secure and functional manner. Treating an information
system as multiple subsystems, each with its own subsystem boundary, facilitates a more targeted
application of security controls to achieve adequate security and a more cost-effective risk management
process. Knowledge of the security properties of individual subsystems does not necessarily provide the
complete knowledge of the security properties of the complex information system. The organization
applies best practices in systems and security engineering and documents the segmentation of the
information system in the SSP.

Information security architecture plays a key part in the security control selection and allocation process
for a complex information system. This includes monitoring and controlling communications at key
internal boundaries among subsystems and providing system-wide common controls that meet or exceed
the requirements of the constituent subsystems inheriting those system-wide common controls. While
subsystems within complex information systems may exist as complete systems, the subsystems are, in
most cases, not treated as independent entities because they are typically interdependent and
interconnected.

Security controls for the interconnection of subsystems are employed when the subsystems implement
different security policies or are administered by different authorities. The extent to which the security
controls are implemented correctly, operating as intended, and producing the desired outcome with
respect to meeting the security requirements for the complex information system, can be determined by
combining security control assessments at the subsystem level and adding system-level considerations
addressing interface issues among subsystems. This approach facilitates a more targeted and cost-
effective risk management process by scaling the level of effort of the assessment in accordance with the
subsystem security categorization and allowing for reuse of assessment results at the information system
level.

2.2.3.3 External Information Systems

External information systems, formerly known as guest systems, are information systems or components
of information systems that are outside the authorization boundary of the organization and for which the
organization has no direct supervision and authority over the application of required security controls or
the assessment of security control effectiveness. An external information system may be a standalone or
an interconnected system/service.

If the system is authorized by an organization other than the Special Access Program Facility’s (SAPF)
cognizant security authority (CSA) organization, it is an external information system. The PSO,
government SAP security officer (GSSO) and/or contractor PSO (CPSO), as appropriate for the SAPF,
with ISSM/ISSO coordination, provide written approval of the entry of the external information system
into the SAPF. (Reference AC-20)

2.2.3.4 Information Assurance Standard Operating Procedures (1A SOP)

The 1A SOP, formerly referred to as a Master SSP (MSSP), provides guidance for the management, use,
protection, dissemination, and transmission of program data as it relates to an information system within a
SAPF. It is frequently used where the 1A-related processes (e.g., configuration management, incident
response, media handling, hardware acquisition, movement, and release) are standardized for multiple
systems throughout the facility, site or campus. The IA SOP augments the Facility SOP by providing
comprehensive procedures and baseline standards for all 1A-related processes and procedures. Where a
process may deviate from the norm (as described in the IA SOP) for a particular system, the system
specific process is captured in that system’s SSP.

AO approval of an 1A SOP implies general approval of the processes and procedures captured; it does not
imply approval of an information system. An SSP specific to a system is required, denoting in the
document where a process or procedure is addressed in the IA SOP. The IA SOP must accompany the
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SSP as part of the security authorization package requesting an ATO from the AO. Ensure an ATO is
granted for each system prior to processing on the system.

2.3 RMF SIX-STEP PROCESS

The RMF and associated RMF tasks apply to both 1ISOs and common control providers. In addition to
supporting the authorization of an IS to operate, the RMF tasks support the categorization of the IS, and
the selection, implementation, assessment, and ongoing monitoring of security controls for each IS.
Many of the security controls applicable to a system are common controls that are inheritable by the
system.

The RMF is life cycle-based; therefore, organizations will need to revisit various tasks over time
depending on how the organization manages changes to its information systems and the environment in
which those systems operate. Managing information security-related risks for an information system is
viewed as part of a larger organization-wide risk management activity carried out by senior leaders. The
RMF must simultaneously provide a disciplined and structured approach to mitigating risks from the
operation and use of information systems and the flexibility and agility to support the core missions and
business operations of the organization in a highly dynamic environment of operation.

The six RMF steps and the tasks associated with them, as they apply to DoD SAP systems and all other
systems under the purview of the cognizant SAP AQ, are described in the sections that follow.

2.3.1 RMF Step 1, Categorize

Step 1 of the RMF focuses on categorizing the IS. Information systems shall be categorized based on the
impact due to a loss of confidentiality, integrity, and availability of the information or information
system.

With approval of the cognizant SAP AQ, the ISO of a legacy IS in coordination with the SCA will
determine the categorization of the IS prior to its transition to RMF. For all information systems - legacy,
initial development, or major revision, the ISO shall assign an ISSE at program inception, where required
by the AO. The ISSE level of expertise required is dependent on the size and complexity of the IS. The
ISSE could be a dedicated role on a large, complex system or the ISSE could oversee several smaller, less
complex systems. The function of ISSE could also be performed by the ISSM/ISSO on smaller, less
complex systems. This decision is made by the cognizant SAP AO after discussions with the 1ISO and
ISSM/ISSO.

The 1SO, in conjunction with the ISSM/ISSO and ISSE, is responsible for the following tasks when
categorizing the information system:

o Task 1-1: Categorize the information system and document the results in the SSP.

Each IS shall be categorized by defining the impact levels that would result from a loss of confidentiality,
integrity, and availability as indicated in CNSSI 1253, section 3.1:

Security categorization is a two-step process:

Step 1. Determine impact values for (i) information type(s) processed, stored, transmitted, or
protected by the system; and (ii) for the information system.

Step 2. Identify overlays that apply to the IS and its operating environment to account for
additional factors.

Potential impact determination for information types required for Step 1 above is further explained in
Section 3.1.1 of CNSSI 1253. Additional factors that may raise the impact level of system categorization
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higher than any impact level assigned to the information types include aggregation of data and critical
system functionality. Reference NIST SP 800-60 Vol I, Section 4.4.2 for additional guidance.

Identifying an applicable overlay during RMF Step 1-Categorize, ensures the system categorization is
based on an accurate authorization boundary and that appropriate terms are used in the description, e.g.,
standalone, Cross Domain Solution (CDS). The Classified Overlay applies to all classified NSS
including DoD SAP IS and is considered part of the JSIG baseline control set.

The security categorization process is initiated by the ISO who, in coordination with the information
owner/steward, proposes the initial impact levels. Security impact levels are defined as low, moderate or
high for each of the three security objectives (i.e., confidentiality, integrity, and availability). For
example, an information system may have a confidentiality impact level of moderate, an integrity impact
level of moderate, and an availability impact level of low.

The impact values shall be documented in the SSP along with the research, key decisions, approvals, and
supporting rationale. The SCA will review the proposed security impact levels and provide
recommendations to the AO. Security impact levels are to be used in conjunction with vulnerability and
threat information in assessing the risk to an organization.

The following paragraphs provide guidance in defining impact levels for all information systems under
the purview of the cognizant SAP AO with additional amplification of the terms limited, serious, and
severe relative to impact levels provided in Section 2.3.1.4.

2.3.1.1 Confidentiality

The confidentiality impact level for all SAP systems shall be moderate or high. The confidentiality
impact level is:

e Moderate if the unauthorized disclosure of any information processed, stored and transmitted by
the IS could be expected to have a serious adverse effect on organizational operations,
organizational assets, individuals, other organizations, or the national security interests of the
United States.

o High if the unauthorized disclosure of any information processed, stored and transmitted by the
IS could be expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, individuals, other organizations, or the national security
interests of the United States.

In addition to the above guidance, the adjustments shown in Table 2-1 shall be applied when defining the
confidentiality impact level for Special Access Required (SAR) data. Reference the Confidentiality
Impact Level Flowchart in Appendix D for Secret (S) and Top Secret (TS) SAR to determine the
confidentiality impact level and applicable overlays as discussed in Section 2.3.1.5 Overlays.

Classification Confidentiality Impact Adjustments to Impact Level
Level
TS//ISAR Moderate Adjust to the high confidentiality impact level if:
OR - Any user lacks either the required security
clearance (address with overlay) or the required
SIISAR citizenship

Table 2-1: Confidentiality Impact Level Adjustments
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2.3.1.2

Integrity

The integrity impact level is:

Low if the unauthorized modification or destruction of any information processed, stored
and transmitted by the IS could be expected to have a limited adverse effect on
organizational operations, organizational assets, individuals, other organizations, or the
national security interests of the United States.

Moderate if the unauthorized modification or destruction of any information processed,
stored and transmitted by the IS could be expected to have a serious adverse effect on
organizational operations, organizational assets, individuals, other organizations, or the
national security interests of the United States.

High if the unauthorized modification or destruction of any information processed, stored
and transmitted by the IS could be expected to have a severe or catastrophic adverse
effect on organizational operations, organizational assets, individuals, other
organizations, or the national security interests of the United States.

2.3.1.3 Availability

The availability impact level is:

Low if the disruption of access to or use of any information processed, stored and transmitted by
the IS could be expected to have a limited adverse effect on organizational operations,
organizational assets, individuals, other organizations, or the national security interests of the
United States, (e.g., limited impact if system is down more than 24 hours).

Moderate if the disruption of access to or use of any information processed, stored and
transmitted by the IS could be expected to have a serious adverse effect on organizational
operations, organizational assets, individuals, other organizations, or the national security
interests of the United States, (e.g., serious impact unless system is up in less than 24 hours).

High if the disruption of access to or use of any information processed, stored and transmitted by
the IS could be expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, individuals, other organizations, or the national security
interests of the United States, (e.g., severe impact unless system is up within x_minutes).

2.3.1.4 Amplification
The following provides amplification of terms used in determining impact levels.

A limited adverse effect means that, for example, the loss of confidentiality, integrity, or
availability might: (i) cause a degradation in mission capability to an extent and duration that the
organization is able to perform its primary functions, but the effectiveness of the functions is
noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor
financial loss; or (iv) result in minor harm to individuals.

A serious adverse effect means that, for example, the loss of confidentiality, integrity, or
availability might: (i) cause a significant degradation in mission capability to an extent and
duration that the organization is able to perform its primary functions, but the effectiveness of the
functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii)
result in significant financial loss; or (iv) result in significant harm to individuals that does not
involve loss of life or serious life threatening injuries.

A severe or catastrophic adverse effect means that, for example, the loss of confidentiality,
integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an
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extent and duration that the organization is not able to perform one or more of its primary
functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss;
or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life
threatening injuries.

2.3.1.5 Overlays

Table 2-2 below provides additional guidance for adjusting the overall security categorization levels
through the use of overlays. An overlay is a predefined control set which modifies or enhances the
baseline controls and targets specific data sets (e.g., personally identifiable information (PII) or privacy
data), system type (e.g., CDS, platform IT (PIT)), and/or environment (e.g., space, tactical).

Accessibility Scenario Apply...

All users have all required clearances, formal access JSIG Baseline (Appendix C)
approvals and the need to know for all information on the

system.

All users have all required clearances, formal access JSIG Baseline (Appendix C)

approvals and the need to know for some of the information
on the system

At least one user lacks at least one required formal access JSIG Baseline (Appendix C) +
approval for access to all of the information on the system appropriate overlay or tailoring
There is a validated requirement to provide an access, Cross Domain Overlay

transfer or multi-level CDS

Pl1l, as defined by the organization’s Privacy Control Officer | Privacy Overlay, use low impact

or AO, is stored on the IS level unless otherwise instructed by
AO/SCA or Privacy Control
Officer

Table 2-2: Overlay Applicability

Additional overlays may be available specific to a system or environment, check with your AO.

o Task 1-2: Describe the IS (including system boundary) and document the description the SSP.
System may be defined, for example, as a local area network (LAN), wide area network (WAN),
standalone, controlled interface (ClI), cross domain solution (CDS), platform IT (PIT), or
application)

o Task 1-3: Register the information system with the appropriate SAP Service/Agency AO or
designee. The registration establishes the relationship between the information system and the
governing organization of that system and results in the formal assignment of a SCA for the
information system.

e Output from Step 1
0 Draft SSP
0 System registration

Ideally, a risk assessment is conducted before or during this step and documented in a Risk Assessment
Report (RAR) to begin identifying risks to the system.

2.3.2 RMF Step 2, Select

Step 2 of the RMF focuses on selecting the security controls applicable to the information system. The
ISO, along with assistance from the ISSE and/or ISSM/ISSO, is responsible for the following tasks:
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o Task 2-1: Identify the security controls that are provided by the organization as common
controls for all or multiple information systems under the organization’s control and document
the controls in a security plan. Control implementation can be characterized as system specific
(S), common (C) or hybrid (H). (The abbreviations are generally used in charts only.) System
specific security controls are security controls specific to an IS and are the responsibility of the
ISO. Common controls are security controls that are inheritable by one or more organizational
information systems and are typically provided by the organization or the infrastructure. Hybrid
security controls are security controls that are implemented in an IS in part as a common control
and in part as a system specific control and must be taken into consideration by the 1ISO. Security
controls shall be documented in the SCTM, which is a component of the SSP. 1SOs should
reference the governing source that documents the implementation of the common (i.e., inherited)
controls.

o Task 2-2: Select the security controls for the information system and document the controls in
the security plan. SAP systems utilize the CNSSI 1253 methodology for Security Control
Selection (Section 3.2, RMF Step 2, Task 2-2) into two steps: select the initial security control set
and tailor the initial security control set.

1. Select the initial security control set

e Select the baseline security controls identified from JSIG Appendix C, which
includes the Classified Overlay security controls and SAP defined organization
values, corresponding to the security category of the system (i.e., the impact values
determined for each security objective [confidentiality, integrity, and availability]).

o Apply any overlay(s) identified as applicable during security categorization. If the
use of multiple overlays results in conflicts between the application or removal of
security controls, the AO (or designee), in coordination with the information
owner/steward, information system owner, and risk executive (function) resolves the
conflict.

e Document the initial security control set and the rationale for adding or removing
security controls from the baseline by referencing the applicable overlay(s) in the
SCTM as part of the security plan.

2. Tailor the initial security control set
e Tailor the initial security control set, including the organization-defined values, as
appropriate.
e Document in the SSP the relevant decisions made during the tailoring process,
providing a sound rationale for those decisions.

Tailoring the controls as needed means to tailor in controls to supplement the set of selected
controls, as well as tailor out or modify the controls, as applicable based on the system risk
assessment. If a security control identified in the baseline set of controls is tailored out, an
explanation must be provided in the SCTM portion of the SSP, describing the rationale as to why
the control does not apply or how it is satisfied by other mitigating factors. An explanation must
also be provided in the SCTM if an organization-defined value is modified. Security controls
may also be added (i.e., tailored in) as necessary depending upon the information system and/or
its environment of operation. Ensure the SCA reviews the final set of controls prior to Step 3,
Implement.

o Task 2-3: Develop a strategy for continuous monitoring of the security control effectiveness.
The implementation of a robust continuous monitoring program allows an organization to
understand the security state of the information system over time and maintain the initial security
authorization in a highly dynamic environment of operation with changing threats, vulnerabilities,
technologies, and missions/business functions. Ongoing monitoring of the security controls is a
critical part of risk management that must be developed early in the SDLC. Effective monitoring

Chapter 2-Risk Management Framework PAGE 2-34



includes, but is not limited to, configuration management and control, security impact analyses on
proposed changes, assessment of selected security controls, and security status reporting.

o Task 2-4: Review and approve the SSP. The AO, SCA, or other AO designee, review the SSP
to determine if the plan is updated, consistent, meets the established security requirements and
identifies potential risks. This task ensures the AO concurs with the 1ISO on system
categorization and control set (baseline, overlay(s), tailoring) relative to the assessed risk.
Feedback shall be provided to the ISO, ISSM/ISSO, and ISSE. Any exceptions to the baseline
controls and overlay controls must be approved by the AO.

e Output from Step 2
0 Updated draft SSP/SCTM
0 Draft Risk Assessment Report (RAR)
0 Documented Continuous Monitoring (ConMon) Plan/Strategy
0 Approved draft SSP/SCTM

2.3.3 RMF Step 3, Implement (Develop/Build)

Step 3 of the RMF focuses on implementing the security controls selected for the IS (i.e., developing or
building the information system). The ISO, with assistance from the ISSE, is responsible for the
following tasks:

e Task 3-1: Implement the security controls specified in the SSP.

o Task 3-2: Document the security control implementation in the SCTM portion of the SSP
providing a functional description of the control implementation (including planned inputs,
expected behavior, and expected outputs). The documentation shall include any additional
information necessary to describe how the security capability required by the security control is
achieved at the level of detail sufficient to support control assessment. The level of effort
expended on documentation of the information system is commensurate with the purpose, scope,
and impact of the system with respect to organizational missions, business functions, and
operations.

e OQutput from Step 3

0 Updated SSP/SCTM

2.3.4 RMF Step 4, Assess (Test)

Step 4 of the RMF focuses on assessing the security controls applicable to the information system and
includes the following tasks:

o Task 4-1: Develop, review, and approve a plan to assess the security controls.

The 1SO, in conjunction with the ISSM/ISSO or ISSE, shall develop a plan to assess the security
controls. The Security Assessment Plan shall provide the objectives for the security control
assessment, the proposed method for verifying compliance with security controls, a proposed
schedule for conducting the assessment, and assessment procedures. The assessment plan will be
reviewed by the SCA to ensure the plan is consistent with the security objectives of the
organization; employs state-of-the-practice tools, techniques, procedures, and automation to
support the concept of continuous monitoring and near real-time risk management; and is cost-
effective with regard to the resources allocated for the assessment. The SCA will approve the
Security Assessment Plan, which will establish appropriate expectations for the security control
assessment, define the level of effort for the assessment and ensure the appropriate level of
resources are applied in determining the effectiveness of the security controls.

o Task 4-2: Assess the security controls in accordance with the security procedures defined in the
Security Assessment Plan.
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The security assessment, frequently conducted by the SCA, or other AO designee, determines the
extent to which the security controls are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting the security requirements. Additional
testing may be conducted at the discretion of the SCA or designee. Some security assessments
may require an approval from an AO, depending on data, connections, locations, etc., and the
type of testing planned, e.g., interconnections, CDS, penetration testing, etc. An interim
authorization to test (IATT) may be requested if, for example, the assessment will include
connecting to an operational system, network, or Research Development Test and Evaluation
(RDT&E) environment that is already under an authorization to operate (ATO). Additionally, an
ISA or authorization to connect (ATC) may be required when connecting a system under
assessment to an operational infrastructure (e.g., RDT&E network to operational LAN).

Task 4-3: Prepare the Security Assessment Report (SAR) documenting issues, findings and
recommendations from the security control assessment as they pertain to the IS. The SAR is
written by the individual(s) performing the assessment, frequently the SCA. However,
ISSM/ISSOs may use the SAR to document self-assessment results and, at the direction of the
AO/SCA, include a SAR in the Security Authorization Package.

Task 4-4: Conduct initial remediation actions based on the findings and recommendations of the
SAR and reassess remediated controls, as appropriate.

The AO/SCA may determine that certain findings are significant and require immediate
remediation actions. If weaknesses or deficiencies in security controls are corrected, the
remediated controls must be reassessed by the SCA or designee to determine the extent to which
the remediated controls are implemented correctly, operating as intended, and producing the
desired outcome with respect to meeting the security requirements for the IS. The SAR is
updated with the findings from the reassessment, maintaining a copy of the original assessment
results. The 1SO shall ensure the SSP is updated as appropriate based on the findings of the
security control assessment and any remediation actions taken. The updated SSP shall reflect the
actual state of the security controls after the initial assessment and any modifications by the 1SO,
ISSM/ISSO, ISSE, or common control provider in addressing recommendations for corrective
actions. At the completion of the assessment step, the SSP will contain an accurate list and
description of the security controls implemented, including compensating controls, and a list of
residual vulnerabilities. A compensating control is defined in CNSSI 4009 as, “a management,
operational, and technical control (i.e., safeguard or countermeasure) employed by an
organization in lieu of a recommended security control in the low, moderate, or high
baselines...that provides equivalent or comparable protection for an information system.”

Security control assessments may be carried out during system development, system implementation, and
system operation/maintenance (as part of continuous monitoring).

Output from Step 4

0 Security Assessment Plan
0 SAR

0 Updated RAR

0 Updated SSP

2.3.5 RMF Step 5, Authorize (Deploy/Operate)

Step 5 of the RMF focuses on authorizing the information system for operation and includes the
following tasks:

Task 5-1: The Plan of Action and Milestones (POA&M) is initiated based on findings and
recommendations from the SAR.
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The I1SO is responsible for updating the POA&M, to include identifying corrective actions, determining
resources required, documenting milestone completion dates, and addressing any residual findings. The
POA&M shall identify:

e Tasks to be accomplished with a recommendation for completion either before or after
information system implementation. This is usually an input provided by the SCA who
performed the assessment.

o Resources required to accomplish the tasks.
e Any milestones in meeting the tasks, to include percentage completed.
e Scheduled completion dates for the milestones.
The POA&M is used by the AO to monitor the progress in mitigating any findings.

e Task 5-2: Assemble and submit the security authorization package to the AO.

The security authorization package contains as a minimum the SSP (which includes the SCTM,
ConMon Strategy/Plan, and a RAR); the SAR; and the POA&M. Additional bodies of evidence
may be required, as directed by the AO. See Risk Assessment (RA) section for further details
regarding the Risk Assessment. The I1SO is responsible for verifying that the security
authorization package is complete and is submitted for final review to the office of the AO. For
information systems inheriting common controls for specific security capabilities, the security
authorization package for the common controls or a reference to such documentation must also be
included in the authorization package. When security controls are provided to an organization by
an external provider (e.g., through contracts, interagency agreements, lines of business
arrangements, licensing agreements, and/or supply chain arrangements), the organization shall
ensure the information needed by the AO to make a risk-based decision is made available by the
control provider.

e Task 5-3: The AO, or designee, assesses the information provided in the security authorization
package regarding the current security state of the system to determine the risk to organizational
operations, organizational assets, individuals, other organizations, or national security.

Risk assessments (either formal or informal) may be employed to provide additional information
on threats, vulnerabilities, and potential impacts as well as the analyses for the risk mitigation
recommendations. The REF also provides information to the AO that is considered in the final
determination of risk resulting from the operation and use of the IS.

e Task 5-4: Determine if the risk to organizational operations, organizational assets, individuals,
other organizations, or national security is acceptable.

The explicit acceptance of risk is the responsibility of the AO. The AO will consider many
factors to determine if the risk to organizational operations, organizational assets, individuals,
other organizations, or national security is acceptable. Balancing security considerations with
mission and operational needs is paramount to achieving an acceptable authorization decision.
The AO will issue an authorization decision for the information system and the common controls
inherited by the system after reviewing all of the relevant information and, where appropriate,
consulting with other organizational officials.

The authorization decision document (ATO, denied authorization to operate (DATO), IATT)
conveys the final security authorization decision from the AO to the 1ISO, PSO and other
organizational officials, as appropriate. The authorization decision document contains the
following information:

e Authorization decision
e Terms and conditions for the authorization
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e Authorization duration
0 Time driven — AO may identify an expiration date
0 Ongoing — Requires a robust and mature continuous monitoring plan

The security authorization decision indicates to the ISO (or other intended officials) whether the
system is issued an ATO, IATT, or DATO. The terms and conditions for the authorization
provide a description of any specific limitations or restrictions placed on the operation of the
information system or inherited controls that must be followed by the ISO or CCP.

Output from Step 5

0o POA&M

0 Security Authorization Package
0 Authorization decision document

2.3.6 RMF Step 6, Monitor

An effective organizational information security program includes a continuous monitoring program
integrated into the SDLC in addition to conducting a thorough point-in-time assessment of the deployed
security controls. The objective of the continuous monitoring program is to determine if the set of
deployed security controls continue to be effective over time in light of the inevitable changes that occur
to the system and/or its operational environment.

An effective continuous monitoring program includes:

Configuration management and control processes for information systems;

Security impact analyses on proposed or actual changes to information systems and environments
of operation;

Assessment of selected security controls (including system specific, hybrid, and common
controls) based on the defined continuous monitoring strategy;

Security status reporting to appropriate officials; and

Active involvement by authorizing officials in the ongoing management of information system-
related security risks.

Step 6 of the RMF focuses on monitoring the security controls associated with the information system
and includes the following tasks:

Task 6-1: Determine the security impact of proposed or actual changes to the IS and its
environment of operation.

Changes to the IS or its environment of operation may affect the security controls currently in
place (including system specific, hybrid, and common controls), produce new vulnerabilities in
the system, or generate requirements for new security controls that were not needed previously.
The I1SO ensures proposed or actual changes to an IS or its environment of operation are
documented. Assessing the potential impact those changes may have on the security state of the
system or the organization is an important aspect of security control monitoring and maintaining
the security authorization over time. The security impact analysis determines the extent to which
proposed or actual changes to the IS or its environment of operation affect the security state of the
system.

If the results of the security impact analysis indicate that the proposed or actual changes affect the
security state of the system, corrective actions must be initiated to include, but not limited to,
notifying the SCA of the proposed system changes or actual changes to the environment of
operations. The I1SO ensures the change, potential impact, and recommended remediation, if
applicable, is documented. The SCA will determine required further actions. No security-related
changes to the IS or its environment of operation shall be implemented without first consulting

Chapter 2-Risk Management Framework PAGE 2-38



with appropriate organizational officials/entities (e.g., CCB, CISO, SCA). In addition, the
security authorization package shall be revised and updated as required.

The AO or designee uses the revised and updated SAR to determine if a formal reauthorization
action is necessary. Most routine changes to an information system or its environment of
operation can be handled by the organization’s continuous monitoring program, thus supporting
near real-time risk management. Conducting security impact analyses is part of an ongoing
assessment of risk.

o Task 6-2: Assess a selected subset of the security controls employed within and inherited by the
information system in accordance with the organization’s continuous monitoring strategy.

The selection of appropriate security controls to monitor and the frequency of monitoring are
based on the monitoring strategy developed by the ISO or CCP and approved by the AO. To
satisfy this requirement, organizations can draw upon the assessment results from any of the
following sources, including but not limited to:

0 Security control assessments conducted as part of an information system authorization,
ongoing authorization, or formal reauthorization.

o Continuous monitoring activities to include self-assessments and/or security reviews.

0 Testing and evaluation of the information system as part of the system development life
cycle process or audit.

The 1SO is responsible for ensuring the results of continuous monitoring activities shall be
reported to the AO on an ongoing basis in the form of status reports.

e Task 6-3: Conduct remediation actions based on the results of ongoing monitoring activities,
assessment of risk, and outstanding items in the POA&M.

The ISO ensures remediation activities are conducted and documented as indicated in Task 6-4.

o Task 6-4: Update the SSP, SAR, and POA&M based on the results of the continuous monitoring
process.

The 1SO shall ensure all relevant documentation is updated. The SSP/SCTM, RAR, and ConMon
frequency shall reflect any modifications to security controls based on risk mitigation activities
carried out by the 1ISO or CCP. Continuous monitoring status reports shall reflect additional
assessment activities carried out to determine security control effectiveness based on
modifications to the SSP and deployed controls. The updated POA&M shall report progress
made on the current outstanding items listed in the plan, address vulnerabilities discovered during
the security impact analysis or security control monitoring, and describe how the 1SO or CCP
intends to address those vulnerabilities. The information provided by these critical updates helps
to raise awareness of the current security state of the IS (and the common controls inherited by
the system) thereby supporting the process of ongoing authorization and near real-time risk
management. When updating critical information in the SSP and POA&M, organizations shall
ensure that the original information needed for oversight, management, and auditing purposes is
not modified or destroyed.

o Task 6-5: Report the security status of the IS (including the effectiveness of security controls
employed within and inherited by the system) to the AO and other appropriate organization
officials on an ongoing basis in accordance with the monitoring strategy.

The I1SO is responsible for reporting the security status of the IS. Reporting can be event driven,
time driven or both. The goal is efficient ongoing communication with senior leaders conveying
the current security state of the information system and its environment of operation with regard
to organizational missions and business functions. Security status reports shall be appropriately
marked, protected, and handled in accordance with federal and organizational policies.
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o Task 6-6: Review the reported security status of IS (including the effectiveness of security
controls employed within and inherited by the systems) on an ongoing basis in accordance with
the organization’s continuous monitoring strategy.

This review by the AO or designee shall determine whether the risk to organizational operations,
organizational assets, individuals, other organizations, or national security remains acceptable.
By carrying out ongoing risk determination and risk acceptance, the AO can maintain the security
authorization over time.

o Task 6-7: Implement an IS decommissioning strategy, when needed, which executes required
actions when a system is removed from service.

The 1SO shall ensure that all security controls addressing information system removal and
decommissioning (e.g., media sanitization, configuration management and control) are
implemented. A retention plan for records associated with the information system must be
proposed by the 1ISO and approved by the AO prior to destruction of the records. Organizational
tracking and management systems (including inventory systems) shall be updated to indicate the
specific IS components being removed from service. Users and application owners hosted on
decommissioned IS shall be notified as appropriate, and any security control inheritance
relationships shall be reviewed and assessed for impact. The 1SO shall formally decommission
the IS by issuing a Decommission letter.

e Output from Step 6
0 Periodic ConMon deliverables
0 Updated SSP, SAR, POA&M
0 Updated Security Authorization, as appropriate
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3 POLICY AND PROCEDURES

EXCERPT FROM NIST SP 800-53 REVISION 4 APPENDIX F WITH OVERPRINT
GUIDANCE FOR THE SAP COMMUNITY

This chapter provides policy and procedures as they relate to each of the eighteen (18) security control
families defined in NIST SP 800-53.

Of the eighteen (18) security control families in NIST SP 800-53, seventeen (17) families are described in
NIST SP 800-53, Appendix F; one (1) additional family (Program Management [PM]) is addressed in
Appendix G and provides controls for information security programs. The PM family provides security
controls at the organizational rather than the information-system level and applies to all impact levels in
all baselines. The PM family is not listed in alphabetic order, but follows the SI family in this chapter. In
addition to the 18 families, NIST SP 800-53, Appendix J addresses Privacy and identifies an additional 8
control families. Reference the JSIG Chapter 2 discussion on overlays for guidance on Privacy. Each
security control family contains security controls related to the security functionality of the family. A
two-character identifier is assigned to uniquely identify each security control family. Table 3-1
summarizes the families and the associated security control family identifiers.

AC Access Control

AT Awareness and Training

AU Audit and Accountability

CA Security Assessment and Authorization
CM Configuration Management

CP Contingency Planning

1A Identification and Authentication

IR Incident Response

MA Maintenance

MP Media Protection

PE Physical and Environmental Protection

PL Planning

PS Personnel Security

RA Risk Assessment

SA System and Services Acquisition

SC System and Communications Protection
Sl System and Information Integrity

PM Program Management

Table 3-1: Security Control Families and Identifiers

Security controls are identified by appending a numeric identifier to the family identifier to indicate the
number of the control within the family. For example, AC-2 is the second control in the Access Control
family, and CP-9 is the ninth control in the Contingency Planning family. Some controls have been
withdrawn and incorporated into other controls by NIST. Numbers associated with these controls remain
within each Security Control Family to maintain the numbering schema used in NIST SP 800-53, but are
identified as “withdrawn.” Some controls are not included in any baseline; they may be added in as
required by overlay or tailoring requirements.

This chapter of the JSIG is comprised of the catalog of security controls from Appendix F of NIST SP
800-53 Revision 4. The original NIST text is preserved for the security control, control enhancement, and
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supplemental guidance, where provided. The exception is where the NIST control (including the control
enhancement) indicates a requirement for the assignment of an organization-defined parameter value.
Where assigned, the JSCS WG (DoD SAP Community) organization-defined value appears in the control
text in bold, replacing the original italicized NIST verbiage. CNSSI 1253 defines values for a number of
controls requiring an organization-defined value. Where the JSCS WG determined the SAP Community
could/should align with the CNSS value, that value was captured in the control text of this JSIG. Where
it was determined that the SAP Community was better served by assigning a different or more articulate
value, that value appears in the control text in bold replacing the original italicized assignment verbiage as
stated above. If the original NIST assignment text is still in place, it was determined that the
organization-defined parameter value should be assigned at the organization or system level and not at the
SAP Community level. Assignment at the organization or system level provides an opportunity for an
organization to tailor the security controls to support specific mission, business, or operational needs. See
control AC-5 used as an example below.

AC-5 SEPARATION OF DUTIES Control ID and Control Title

Control: The organization: R

. .. . . L NIST Control Verbiage
a. Separates [Assignment: organization-defined duties of individuals], at aim

administrators shall not also perform security audit administration|funcuornsarovieara
Custodians shall not perform DTA functions without specific AO app
——

NIST Assignment to
b. Documents separation of duties of individuals; and Organization (italics)

c. Deflnes_ mformat_lon system access authorizations to support SAP Assigned Organization
separation of duties. Value (bold)

Supplemental Guidance: Separation of duties addresses the potential for — —
abuse of authorized privileges and helps to reduce the risk of malevolent
activity without collusion. Separation of duties includes, for example: (i)
dividing mission functions and information system support functions
among different individuals and/or roles; (ii) conducting information
system support functions with different individuals (e.g., system ]
management, programming, configuration management, quality
assurance and testing, and network security); and (iii) ensuring security
personnel administering access control functions do not also administer
audit functions. Related controls: AC-3, AC-6, PE-3, PE-4, PS-2.

NIST Supplemental
Guidance

Different privileged accounts should be assigned for different
roles. Organizations should separate roles for network or
database administration from other sensitive functions, such as SAP Supplemental Guidance
cryptographic key management, hardware management, (text box)

removable media data transfer, system security management,
or access to particularly sensitive information.

—

As shown in the example above, SAP guidance for a given control or control enhancement is provided in
a textbox and located following the relevant control or control enhancement in the catalog of controls
below. The focus for providing additional SAP guidance is on controls that are included in a moderate-
low-low (MLL) or moderate-moderate-low (MML) baseline, and only as needed. Not all controls will
have a textbox because NIST supplemental guidance frequently provides sufficient guidance.

The AO may authorize or require tailoring of controls based on risks identified to the information,
information system and/or its environment of operation. Tailoring may include compensatory measures
or manual procedures in lieu of automated/technical solutions. The SSP/SCTM must address those
situations where tailoring methods are implemented. Tailoring must be approved in writing by the AO or
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designee. Tailored controls should be reviewed at least annually as part of the continuous monitoring

process.

The JSIG provides policy and procedures within each control family in the sections that follow.
Therefore, the JSIG may be cited for compliance with the -1 policy controls for each family in addition to
organization, site, and program specific policy. Policy and procedures applicable to multiple systems at a
given site/campus may be captured in an IA SOP as required by the respective AO with additional policy
and procedures specific to the system captured in the SSP/SCTM. In addition to the JSIG, service/agency
specific policies and procedures may be required. Organization-defined parameter values within the JSIG
are assigned for the DoD SAP Community through the JSCS WG and are applicable to DoD SAP systems
if not otherwise defined by formal organization policy or tailored with AO approval.

FAMILY: ACCESS CONTROL

AC-1

AC-2

ACCESS CONTROL POLICY AND PROCEDURES
Control: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. An access control policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the access control policy and associated access
controls; and

b. Reviews and updates the current:
1. Access control policy annually or as policy and procedures dictate changes are required; and

2. Access control procedures annually or as policy and procedures dictate changes are required.

Supplemental Guidance: This control addresses the establishment of policy and procedures for the effective
implementation of selected security controls and control enhancements in the AC family. Policy and
procedures reflect applicable federal laws, Executive Orders, directives, regulations, policies, standards,
and guidance. Security program policies and procedures at the organization level may make the need for
system-specific policies and procedures unnecessary. The policy can be included as part of the general
information security policy for organizations or conversely, can be represented by multiple policies
reflecting the complex nature of certain organizations. The procedures can be established for the security
program in general and for particular information systems, if needed. The organizational risk management
strategy is a key factor in establishing policy and procedures. Related control: PM-9.

DoD SAP-specific policy and procedures related to access control are defined in the
remainder of this control family.

Control Enhancements: None.

References: NIST Special Publications 800-12, 800-100.

ACCOUNT MANAGEMENT
Control: The organization:

a. Identifies and selects the following types of information system accounts to support organizational
missions/business functions: as defined by the service or program;

b. Assigns account managers for information system accounts;
c. Establishes conditions for group and role membership;

d. Specifies authorized users of the information system, group and role membership, and access
authorizations (i.e., privileges) and other attributes (as required) for each account;
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e. Requires approvals by ISO or designee for requests to create information system accounts;

f.  Creates, enables, modifies, disables, and removes information system accounts in accordance with the
service or program policy;

g. Monitors the use of information system accounts;
Notifies account managers:
1.  When accounts are no longer required,;
2. When users are terminated or transferred; and
3. When individual information system usage or need-to-know changes;
i. Authorizes access to the information system based on:
1. A valid access authorization;
2. Intended system usage; and
3. Other attributes as required by the organization or associated missions/business functions;
j.  Reviews accounts for compliance with account management requirements at least annually; and

k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are
removed from the group.

Supplemental Guidance: Information system account types include, for example, individual, shared, group,
system, guest/anonymous, emergency, developer/manufacturer/vendor, temporary, and service. Some of
the account management requirements listed above can be implemented by organizational information
systems. The identification of authorized users of the information system and the specification of access
privileges reflects the requirements in other security controls in the security plan. Users requiring
administrative privileges on information system accounts receive additional scrutiny by appropriate
organizational personnel (e.g., system owner, mission/business owner, or chief information security officer)
responsible for approving such accounts and privileged access. Organizations may choose to define access
privileges or other attributes by account, by type of account, or a combination of both. Other attributes
required for authorizing access include, for example, restrictions on time-of-day, day-of-week, and point-
of-origin. In defining other account attributes, organizations consider system-related requirements (e.qg.,
scheduled maintenance, system upgrades) and mission/business requirements, (e.g., time zone differences,
customer requirements, remote access to support travel requirements). Failure to consider these factors
could affect information system availability. Temporary and emergency accounts are accounts intended for
short-term use. Organizations establish temporary accounts as a part of normal account activation
procedures when there is a need for short-term accounts without the demand for immediacy in account
activation. Organizations establish emergency accounts in response to crisis situations and with the need for
rapid account activation. Therefore, emergency account activation may bypass normal account
authorization processes. Emergency and temporary accounts are not to be confused with infrequently used
accounts (e.g., local logon accounts used for special tasks defined by organizations or when network
resources are unavailable). Such accounts remain available and are not subject to automatic disabling or
removal dates. Conditions for disabling or deactivating accounts include, for example: (i) when
shared/group, emergency, or temporary accounts are no longer required; or (ii) when individuals are
transferred or terminated. Some types of information system accounts may require specialized training.
Related controls: AC-3, AC-4, AC-5, AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-2, IA-4, IA-5, 1A-8,
CM-5, CM-6, CM-11, MA-3, MA-4, MA-5, PL-4, SC-13.

Types of Accounts

System/Service Accounts

System accounts are internal accounts that are used by the operating system and by services
that run under the control of the operating system. There are many services and processes
within the operating system that need the capability to log on internally utilizing a service
account. System/service accounts shall not be added to any general user groups and shall not
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have general user rights assigned to them.

Temporary/Emergency Accounts

Temporary and emergency accounts are accounts that are established for individuals not
previously identified in the information system, such as inspectors, assessment team
members, vendor personnel or consultants, who may require access to the system, for
example, to conduct assessment, maintenance or diagnostic activities with little or no notice.
Based on a prior assessment of risk, organizations may establish temporary or emergency
accounts for these individuals. The ISO or designee must approve the creation of temporary
or emergency accounts. Temporary and emergency accounts may be for one-time use or for
a very limited time period. The ISSM/ISSO/SA must be notified when temporary or
emergency accounts are no longer needed, see [AC-2(2)]. See PL-4 for Rules of Behavior
for users.

General User Accounts
A general user account is provided to an individual who can receive information from, input
information to, or modify information on a system.

Privileged User Accounts

A privileged user account is provided to an individual who is authorized to perform security-
relevant functions, such as system control, monitoring, data transfer, or administration
functions that general users are not authorized to perform.

Account Creation

The ISO or designee identifies the individual(s) authorized to assign the user account
identifier and authenticator(s) to system users. The supervisor must ensure all individual
access requests are valid and access is work/mission-related.

Prior to granting access to any information system, the individual responsible for account
creation and/or changes to access permissions shall verify that the user to whom access is
being granted is appropriately cleared and indoctrinated to all levels of information that will
be accessible, and that the user is in compliance with personnel security requirements. This
verification shall be done via the local SAP Security or Program Manager (PM) as
applicable. In addition, the ISSM/ISSO or SA responsible for account creation shall ensure
that only accesses and privileges validated by the requestor’s supervisor are granted, [AC-
2.c] [AC-2.d] [AC-2.i]. See also Identifier Management [IA-4] and Authenticator
Management [IA-5].

User Account Disabling/Deletion [AC-2.f]

All user accounts must be disabled, generally within 24 hours, when information system
users are terminated, transferred, or no longer require access to the information resource in
the performance of their assigned duties. When a user’s security clearance is revoked due to
an incident or violation, the user’s account must be disabled immediately. Disabled accounts
shall be removed within 12 months or one review cycle, whichever is longer. Organizations
must ensure that information deemed to be of value is retained before a user’s account is
deleted.

Group Accounts [AC-2.k; AC-2(9); AC-2(10)]

In general, group accounts are prohibited. The use of group accounts/authenticators
precludes the association of a particular act with the individual who initiated that act, i.e.,
individual accountability. Situations should be avoided in which the group
account/authenticator is effectively the sole access control mechanism for the system.
However, use of group accounts/authenticators for broader access after the use of a unique
authenticator for initial identification and authentication carries much less risk. The use of
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group accounts/authenticators shall be explicitly authorized by the AO or designated
representative.

Exceptions to this policy may include the use of group accounts in tactical/deployed
environments. Use of group accounts in a tactical/watch standing environment allows rapid
interchange between users whose primary focus is quick access to the system without
interruption of functions or capabilities. This also avoids the potential for errors on startup as
the system is shut down and restarted for a different user to logon. A list shall be used for
watch stander rotations or battle station assignments, which must be retained and used to
augment activity logs to correlate user identities to actions as recorded on audit logs. An
alternative involves the development of a simple pop-up “change USERID” Graphical User
Interface (GUI) which does not cause the system to shut down or change operations. This
alternative simply changes accountability via the new USERID/password for continuing
processes under another individual member of a common functional group. Reference 1A-2
and 1A-2(5).

Control Enhancements:

(1) ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT MANAGEMENT
The organization employs automated mechanisms to support the management of information system accounts.

Supplemental Guidance: The use of automated mechanisms can include, for example: using email or text
messaging to automatically notify account managers when users are terminated or transferred; using
the information system to monitor account usage; and using telephonic notification to report atypical
system account usage.

(2) ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS

The information system automatically disables temporary and emergency accounts after not to exceed 72 hours.
Supplemental Guidance: This control enhancement requires the removal of both temporary and
emergency accounts automatically after a predefined period of time has elapsed, rather than at the
convenience of the systems administrator.

(3) ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS
The information system automatically disables inactive accounts after not to exceed ninety (90) days.

(4) ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS

The information system automatically audits account creation, modification, enabling, disabling, and removal actions,
and notifies [Assignment: organization-defined personnel or roles].

Supplemental Guidance: Related controls: AU-2, AU-12.

(5) ACCOUNT MANAGEMENT | INACTIVITY LOGOUT

The organization requires that users log out when user’s work day has ended or there is an extended absence
(more than six (6) hours).

Supplemental Guidance: Related control: SC-23.

(6) ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE MANAGEMENT
The information system implements the following dynamic privilege management capabilities: [Assignment:
organization-defined list of dynamic privilege management capabilities].
Supplemental Guidance: In contrast to conventional access control approaches which employ static
information system accounts and predefined sets of user privileges, dynamic access control approaches
(e.g., service-oriented architectures) rely on run time access control decisions facilitated by dynamic
privilege management. While user identities may remain relatively constant over time, user privileges
may change more frequently based on ongoing mission/business requirements and operational needs of
organizations. Dynamic privilege management can include, for example, the immediate revocation of
privileges from users, as opposed to requiring that users terminate and restart their sessions to reflect
any changes in privileges. Dynamic privilege management can also refer to mechanisms that change
the privileges of users based on dynamic rules as opposed to editing specific user profiles. This type of
privilege management includes, for example, automatic adjustments of privileges if users are operating
out of their normal work times, or if information systems are under duress or in emergency
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maintenance situations. This control enhancement also includes the ancillary effects of privilege
changes, for example, the potential changes to encryption keys used for communications. Dynamic
privilege management can support requirements for information system resiliency. Related control:
AC-16.

(7) ACCOUNT MANAGEMENT | ROLE-BASED SCHEMES
The organization:

(a) Establishes and administers privileged user accounts in accordance with a role-based access scheme that
organizes allowed information system access and privileges into roles;

(b) Monitors privileged role assignments; and

(c) Takes the following action: Disables (or revokes) privileged user accounts when privileged role
assignments are no longer appropriate.

Supplemental Guidance: Privileged roles are organization-defined roles assigned to individuals that

allow those individuals to perform certain security-relevant functions that ordinary users are not

authorized to perform. These privileged roles include, for example, key management, account

management, network and system administration, database administration, and web administration.

Organizations shall establish and administer privileged user accounts in accordance with
a role-based access scheme that organizes information system and network privileges
into roles; and tracks and monitors privileged role assignments. [AC-2(7)(a)], [AC-
2(7)(b)] Privileged roles also include auditor and data transfer agent (DTA).

(8) ACCOUNT MANAGEMENT | DYNAMIC ACCOUNT CREATION
The information system creates [Assignment: organization-defined information system accounts]
dynamically.
Supplemental Guidance: Dynamic approaches for creating information system accounts (e.g., as
implemented within service-oriented architectures) rely on establishing accounts (identities) at run
time for entities that were previously unknown. Organizations plan for dynamic creation of
information system accounts by establishing trust relationships and mechanisms with the appropriate
authorities to validate related authorizations and privileges. Related control: AC-16.

(9) ACCOUNT MANAGEMENT | RESTRICTIONS ON USE OF SHARED GROUPS / ACCOUNTS

The organization only permits the use of shared/group accounts that meet [Assignment: organization-defined
conditions for establishing shared/group accounts].

| See also supplemental guidance for AC-2 k. |

(10) ACCOUNT MANAGEMENT | SHARED / GROUP ACCOUNT CREDENTIAL TERMINATION
The information system terminates shared/group account credentials when members leave the group.

| See also supplemental guidance for AC-2 k. |

(11) ACCOUNT MANAGEMENT | USAGE CONDITIONS
The information system enforces [Assignment: organization-defined circumstances and/or usage conditions] for
[Assignment: organization-defined information system accounts].
Supplemental Guidance: Organizations can describe the specific conditions or circumstances under
which information system accounts can be used, for example, by restricting usage to certain days of the
week, time of day, or specific durations of time.

(12) ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE
The organization:
a.  Monitors information system accounts for [Assignment: organization-defined atypical use]; and
b. Reports atypical usage of information system accounts to [Assignment: organization-defined personnel or

roles].

Supplemental Guidance: Atypical usage includes, for example, accessing information systems at certain
times of the day and from locations that are not consistent with the normal usage patterns of
individuals working in organizations. Related control: CA-7.

(13) ACCOUNT MANAGEMENT | DISABLE ACCOUNTS FOR HIGH-RISK INDIVIDUALS
The organization disables accounts of users posing a significant risk within 30 minutes of discovery of the risk.
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Supplemental Guidance: Users posing a significant risk to organizations include individuals for whom
reliable evidence or intelligence indicates either the intention to use authorized access to information
systems to cause harm or through whom adversaries will cause harm. Harm includes potential adverse
impacts to organizational operations and assets, individuals, other organizations, or the Nation. Close
coordination between authorizing officials, information system administrators, and human resource
managers is essential in order for timely execution of this control enhancement. Related control: PS-4.

| See also AU-6. |

References: None.

AC-3 ACCESS ENFORCEMENT

Control: The information system enforces approved authorizations for logical access to information
and system resources in accordance with applicable access control policies.

Supplemental Guidance: Access control policies (e.g., identity-based policies, role-based policies, control
matrices, cryptography) control access between active entities or subjects (i.e., users or processes acting on
behalf of users) and passive entities or objects (e.g., devices, files, records, domains) in information
systems. In addition to enforcing authorized access at the information system level and recognizing that
information systems can host many applications and services in support of organizational missions and
business operations, access enforcement mechanisms can also be employed at the application and service
level to provide increased information security. Related controls: AC-2, AC-4, AC-5, AC-6, AC-16, AC-
17, AC-18, AC-19, AC-20, AC-21, AC-22, AU-9, CM-5, CM-6, CM-11, MA-3, MA-4, MA-5, PE-3.

All information systems shall, at a minimum, enforce a discretionary access control (DAC)
policy that covers the requirements of AC-3(4).
For periods processing, consider tailoring in [SC-4(2)].

Additional access enforcement controls apply to mobile computing devices, certain
compartmentalized data as defined by the Data Owner, and CDS. See also Protection of
Information at Rest [SC-28], Access Control for Mobile Devices [AC-19], and CDS in
Information Flow Enforcement [AC-4].

Access by Foreign Nationals - DoD SAP information is not releasable to foreign nationals
except as authorized by the respective service/agency SAPCO.

Control Enhancements:

(1) ACCESS ENFORCEMENT | RESTRICTED ACCESS TO PRIVILEGED FUNCTIONS
[Withdrawn: Incorporated into AC-6].

(2) ACCESS ENFORCEMENT | DUAL AUTHORIZATION

The information system enforces dual authorization for all transfers of data from a classified computer network
to removable media.

Supplemental Guidance: Dual authorization mechanisms require the approval of two authorized
individuals in order to execute. Organizations do not require dual authorization mechanisms when
immediate responses are necessary to ensure public and environmental safety. Dual authorization may
also be known as two-person control. Related controls: CP-9, MP-6.

Data transfer authorization enforcement can be performed by the organization, but
should have technical separation of roles to support the organization’s implemented dual
authorization process. Example of implementation meeting the spirit of AC-3(2): The
organization policy states that appropriately trained Data Transfer Agents (DTAS) are the
only individuals authorized to transfer data from a classified system to removable media.

Only System Administrators are authorized to enable permissions to transfer removable
media.

Media Custodians are not authorized to be DTAs.
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ACCESS ENFORCEMENT | MANDATORY ACCESS CONTROL
The information system enforces [Assignment: organization-defined mandatory access control policies] over all
subjects and objects where the policy specifies that:
(&) The policy is uniformly enforced across all subjects and objects within the boundary of the information system;
(b) A subject that has been granted access to information is constrained from doing any of the following;

(1) Passing the information to unauthorized subjects or objects;

(2) Granting its privileges to other subjects;

(3) Changing one or more security attributes on subjects, objects, the information system, or information
system components;

(4) Choosing the security attributes and attribute values to be associated with newly created or modified
objects; or

(5) Changing the rules governing access control; and

(c) [Assignment: Organized-defined subjects] may explicitly be granted [Assignment: organization-defined
privileges (i.e., they are trusted subjects)] such that they are not limited by some or all of the above constraints.

Supplemental Guidance: Mandatory access control as defined in this control enhancement is
synonymous with nondiscretionary access control, and is not constrained only to certain historical uses
(e.g., implementations using the Bell-LaPadula Model). The above class of mandatory access control
policies constrains what actions subjects can take with information obtained from data objects for
which they have already been granted access, thus preventing the subjects from passing the
information to unauthorized subjects and objects. This class of mandatory access control policies also
constrains what actions subjects can take with respect to the propagation of access control privileges;
that is, a subject with a privilege cannot pass that privilege to other subjects. The policy is uniformly
enforced over all subjects and objects to which the information system has control. Otherwise, the
access control policy can be circumvented. This enforcement typically is provided via an
implementation that meets the reference monitor concept (see AC-25). The policy is bounded by the
information system boundary (i.e., once the information is passed outside of the control of the system,
additional means may be required to ensure that the constraints on the information remain in effect).
The trusted subjects described above are granted privileges consistent with the concept of least
privilege (see AC-6). Trusted subjects are only given the minimum privileges relative to the above
policy necessary for satisfying organizational mission/business needs. The control is most applicable
when there is some policy mandate (e.g., law, Executive Order, directive, or regulation) that
establishes a policy regarding access to sensitive/classified information and some users of the
information system are not authorized access to all sensitive/classified information resident in the
information system. This control can operate in conjunction with AC-3 (4). A subject that is
constrained in its operation by policies governed by this control is still able to operate under the less
rigorous constraints of AC-3 (4), but policies governed by this control take precedence over the less
rigorous constraints of AC-3 (4). For example, while a mandatory access control policy imposes a
constraint preventing a subject from passing information to another subject operating at a different
sensitivity label, AC-3 (4) permits the subject to pass the information to any subject with the same
sensitivity label as the subject. Related controls: AC-25, SC-11.

ACCESS ENFORCEMENT | DISCRETIONARY ACCESS CONTROL

The information system enforces [Assignment: organization-defined discretionary access control policies] over
defined subjects and objects where the policy specifies that a subject that has been granted access to information
can do one or more of the following:

(@) Passthe information to any other subjects or objects;
(b) Grant its privileges to other subjects;

(c) Change security attributes on subjects, objects, the information system, or the information system’s
components;

(d) Choose the security attributes to be associated with newly created or revised objects; or

(e) Change the rules governing access control.

Supplemental Guidance: When discretionary access control policies are implemented, subjects are not
constrained with regard to what actions they can take with information for which they have already
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been granted access. Thus, subjects that have been granted access to information are not prevented
from passing (i.e., the subjects have the discretion to pass) the information to other subjects or objects.
This control enhancement can operate in conjunction with AC-3 (3). A subject that is constrained in its
operation by policies governed by AC-3 (3) is still able to operate under the less rigorous constraints of
this control enhancement. Thus, while AC-3 (3) imposes constraints preventing a subject from passing
information to another subject operating at a different sensitivity level, AC-3 (4) permits the subject to
pass the information to any subject at the same sensitivity level. The policy is bounded by the
information system boundary. Once the information is passed outside of the control of the information
system, additional means may be required to ensure that the constraints remain in effect. While the
older, more traditional definitions of discretionary access control require identity-based access control,
that limitation is not required for this use of discretionary access control.

The policy shall address at a minimum:

o Allows users to specify and control sharing by named individuals or groups of
individuals, or by both[AC-3(4)(a)];

e Limits propagation of access rights [AC-3(4)(b)]; and
¢ Includes or excludes access to the granularity of a single user. [AC-3(4)(c)]

ACCESS ENFORCEMENT | SECURITY-RELEVANT INFORMATION

The information system prevents access to [Assignment: organization-defined security-relevant information] except
during secure, non-operable system states.

Supplemental Guidance: Security-relevant information is any information within information systems
that can potentially impact the operation of security functions or the provision of security services in a
manner that could result in failure to enforce system security policies or maintain the isolation of code
and data. Security-relevant information includes, for example, filtering rules for routers/firewalls,
cryptographic key management information, configuration parameters for security services, and access
control lists. Secure, non-operable system states include the times in which information systems are not
performing mission/business-related processing (e.g., the system is off-line for maintenance,
troubleshooting, boot-up, shut down). Related control: CM-3.

ACCESS ENFORCEMENT | PROTECTION OF USER AND SYSTEM INFORMATION
[Withdrawn: Incorporated into MP-4 and SC-28].

ACCESS ENFORCEMENT | ROLE-BASED ACCESS CONTROL

The information system enforces a role-based access control policy over defined subjects and objects and controls
access based upon [Assignment: organization-defined roles and users authorized to assume such roles].
Supplemental Guidance: Role-based access control (RBAC) is an access control policy that restricts
information system access to authorized users. Organizations can create specific roles based on job
functions and the authorizations (i.e., privileges) to perform needed operations on organizational
information systems associated with the organization-defined roles. When users are assigned to the
organizational roles, they inherit the authorizations or privileges defined for those roles. RBAC
simplifies privilege administration for organizations because privileges are not assigned directly to
every user (which can be a significant number of individuals for mid- to large-size organizations) but
are instead acquired through role assignments. RBAC can be implemented either as a mandatory or
discretionary form of access control. For organizations implementing RBAC with mandatory access
controls, the requirements in AC-3 (3) define the scope of the subjects and objects covered by the

policy.

ACCESS ENFORCEMENT | REVOCATION OF ACCESS AUTHORIZATIONS

The information system enforces the revocation of access authorizations resulting from changes to the security
attributes of subjects and objects based on [Assignment: organization-defined rules governing the timing of
revocations of access authorizations].

Supplemental Guidance: Revocation of access rules may differ based on the types of access revoked. For
example, if a subject (i.e., user or process) is removed from a group, access may not be revoked until
the next time the object (e.g., file) is opened or until the next time the subject attempts a new access to
the object. Revocation based on changes to security labels may take effect immediately. Organizations
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can provide alternative approaches on how to make revocations immediate if information systems
cannot provide such capability and immediate revocation is necessary.

(9) ACCESS ENFORCEMENT | CONTROLLED RELEASE
The information system does not release information outside of the established system boundary unless:

(&) The receiving [Assignment: organization-defined information system or system component] provides
[Assignment: organization-defined security safeguards]; and

(b) [Assignment: organization-defined security safeguards] are used to validate the appropriateness of the
information designated for release.
Supplemental Guidance: Information systems can only protect organizational information within the
confines of established system boundaries. Additional security safeguards may be needed to ensure
that such information is adequately protected once it is passed beyond the established information
system boundaries. Examples of information leaving the system boundary include transmitting
information to an external information system or printing the information on one of its printers. In
cases where the information system is unable to make a determination of the adequacy of the
protections provided by entities outside its boundary, as a mitigating control, organizations determine
procedurally whether the external information systems are providing adequate security. The means
used to determine the adequacy of the security provided by external information systems include, for
example, conducting inspections or periodic testing, establishing agreements between the organization
and its counterpart organizations, or some other process. The means used by external entities to protect
the information received need not be the same as those used by the organization, but the means
employed are sufficient to provide consistent adjudication of the security policy to protect the
information. This control enhancement requires information systems to employ technical or procedural
means to validate the information prior to releasing it to external systems. For example, if the
information system passes information to another system controlled by another organization, technical
means are employed to validate that the security attributes associated with the exported information are
appropriate for the receiving system. Alternatively, if the information system passes information to a
printer in organization-controlled space, procedural means can be employed to ensure that only
appropriately authorized individuals gain access to the printer. This control enhancement is most
applicable when there is some policy mandate (e.g., law, Executive Order, directive, or regulation) that
establishes policy regarding access to the information, and that policy applies beyond the realm of a
particular information system or organization.

(10) ACCESS ENFORCEMENT | AUDITED OVERRIDE OF ACCESS CONTROL MECHANISMS

The organization employs an audited override of automated access control mechanisms under [Assignment:
organization-defined conditions].

Supplemental Guidance: Related controls: AU-2, AU-6.

References: None.

INFORMATION FLOW ENFORCEMENT

Control: The information system enforces approved authorizations for controlling the flow of information
within the system and between interconnected systems based on [Assignment: organization-defined
information flow control policies].

Supplemental Guidance: Information flow control regulates where information is allowed to travel within an
information system and between information systems (as opposed to who is allowed to access the
information) and without explicit regard to subsequent accesses to that information. Flow control
restrictions include, for example, keeping export-controlled information from being transmitted in the clear
to the Internet, blocking outside traffic that claims to be from within the organization, restricting web
requests to the Internet that are not from the internal web proxy server, and limiting information transfers
between organizations based on data structures and content. Transferring information between information
systems representing different security domains with different security policies introduces risk that such
transfers violate one or more domain security policies. In such situations, information owners/stewards
provide guidance at designated policy enforcement points between interconnected systems. Organizations
consider mandating specific architectural solutions when required to enforce specific security policies.
Enforcement includes, for example: (i) prohibiting information transfers between interconnected systems
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(i.e., allowing access only); (ii) employing hardware mechanisms to enforce one-way information flows;
and (iii) implementing trustworthy regrading mechanisms to reassign security attributes and security labels.

Organizations commonly employ information flow control policies and enforcement mechanisms to control
the flow of information between designated sources and destinations (e.g., networks, individuals, and
devices) within information systems and between interconnected systems. Flow control is based on the
characteristics of the information and/or the information path. Enforcement occurs, for example, in
boundary protection devices (e.g., gateways, routers, guards, encrypted tunnels, firewalls) that employ rule
sets or establish configuration settings that restrict information system services, provide a packet-filtering
capability based on header information, or message-filtering capability based on message content (e.g.,
implementing key word searches or using document characteristics). Organizations also consider the
trustworthiness of filtering/inspection mechanisms (i.e., hardware, firmware, and software components)
that are critical to information flow enforcement. Control enhancements 3 through 22 primarily address
cross-domain solution needs which focus on more advanced filtering techniques, in-depth analysis, and
stronger flow enforcement mechanisms implemented in cross-domain products, for example, high-
assurance guards. Such capabilities are generally not available in commercial off-the-shelf information
technology products. Related controls: AC-3, AC-17, AC-19, AC-21, CM-6, CM-7, SA-8, SC-2, SC-5, SC-
7, SC-18.

Information flow enforcement is addressed through the use of controlled interfaces (Cl),
including CDS, and assured file transfers (AFT). AFTSs require data tracking logs for all
transfers and a trained DTA.

Controlled Interface (Cl)

A Cl is a mechanism that facilitates adjudicating the security policies of different
interconnected information systems (e.g., controlling the flow of information into or out of
an interconnected system; often referred to as a guard). [CNSSI 4009]

Controlling the flow of information into an interconnected system helps preserve the
integrity of the system, and the integrity and confidentiality of the information maintained
and processed by the system. Controlling the flow of information out of the system helps
preserve the confidentiality of the information leaving the system, and may protect the
integrity of the receiving system.

Controlled interfaces that control the flow of information out of an IS are often employed to
facilitate push technology, where the goal is to push information to an indirect user residing
outside of the system perimeter (equipment responsibility demarcation), but within the
system boundary (users).

The adjudication of integrity and confidentiality policies may be handled in a variety of
ways. For example, a single Cl may perform all of the confidentiality and integrity
adjudication; or one Cl may be employed for adjudicating confidentiality policies while
another adjudicates integrity policies; or the adjudication of confidentiality and integrity
policies may be distributed across a set of Cl where each performs some subset of
confidentiality and integrity policy adjudication.

While a Cl is often implemented as a mechanism (or a set of mechanisms) separate from the
systems it is intended to protect, this need not be the case. A CI can be constructed so that
some of its functionality resides in the systems themselves. The term Cl includes CDS,
routers, firewalls, etc. The classification of the domains, to include the criteria to release
data, is an indicator of what type of Cl is required. See AC-4(20)
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Cross Domain Solution (CDS)

A CDS is a form of controlled interface, utilizing a trusted operating system and
enforcing a security policy to provide access to and/or transfer data between different
security domains. A CDS requires a higher level of assurance, both from a hardware and
software perspective.

In the most simplistic terms a CDS is a set of mechanisms that implement the capabilities to
access or transfer information (manually or automatically) between two or more security
domains and enforce their security policies. This means the end points of the cross domain
interconnections operate under different security policies with regard to classification, access
or releasability of information. For example, when two information systems and/or networks
of different security domains are connected together enabling access and/or data-flow
between them, a CDS is mandatory and placed between the two domains.

A well-designed CDS prevents untrusted and potentially malicious data from entering the
network of the higher classification and prevents data of a higher classification from leaking
into the network of a lower classification.

The creation, validation (assessment and authorization), and life cycle support of a CDS can
be time consuming and resource intensive. In 2006 as a result of urgent operational demands
to share information more effectively across security domains throughout the federal
government, the DoD and the IC CIOs established an interagency office — the Unified Cross
Domain Services Management Office (UCDSMO), which focuses on delivering modern
cross domain capabilities to the field.

The primary function of the UCDSMO is to provide centralized coordination and oversight
of all cross domain activities and ensure a common approach for the implementation of cross
domain capabilities within the DoD and the IC. This means the UCDSMO will provide and
maintain a list of supported CDS which are certified and fully documented (body of
evidence) and a sunset list of CDS that are at the end of their life cycle. The UCDSMO-
supported CDS still require authorization on a case-by-case basis by your respective AO.
Contact the AO during initial CDS discussions, i.e., during the Pre-acquisition phase, and
prior to engaging the UCDSMO. See AC-4(20)

CDS Types
To help determine what type of CDS is required, the UCDSMO-supported CDS are divided
into three functional types:

o Data Transfer Solutions: Used to interconnect networks or information systems that
operate in different security domains and transfer information between them.

e Access Solutions: Used to provide simultaneous visualization of information from
multiple security domains via a single workstation without any data transfer between
the various domains.

e Multi-Level Solutions: Used to store data in multiple security domains at varied
security levels and allow users to access the data at an appropriate security level.

A requirement to share information between different security domains requires AO
coordination for selection, authorization, and connection approval.

Assured File Transfers (AFT)
There are two types of data transfers: Low-to-High and High-to-Low. Documented and AO
approved data transfer procedures are required for both types.
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Low-to-High is defined as a transfer from a lower classification system to a higher
classification system and also includes data transferred between two like security domains,
e.g., SIISAR-A/SAR-B/SAR-C to S//SAR-A/SAR-B/SAR-C.

High-to-Low is defined as a transfer from a higher classification system to a lower
classification system. It also includes a transfer between systems of the same classification
with a differing set of programs, i.e., different security domains, for example, between
TS/ISAR-A/SAR-B/SAR-C and TS//SAR-A/SAR-B/SAR-J.

Conducting manual data transfers between security domains can be a time consuming, labor
intensive process and must be done methodically and accurately to assure integrity of the
source information, assure that only the data identified for transfer is transferred, prevent
introduction of malicious software, and to prevent data spills. Careless methods, shortcuts,
and untrained users have compromised sensitive and classified information vital to national
security, mission success, and operational processes. AFT procedures are established to
mitigate the risks associated with all aspects of this activity and are conducted by individuals
trained in the risks associated with transferring data between disparate security domains. The
DTA is responsible for understanding the risks involved in data transfers and following the
AFT procedures to ensure any potential risk is managed during the download and transfer
process. (Reference AT-3 for AFT/DTA training.) The subject matter expert (SME) is an
individual knowledgeable of the program and the classification of information associated
with it and is responsible for ensuring the file is reviewed and sanitized of all program-
related data.

All new and reused media must be virus scanned prior to starting an AFT.

Data Transfer Tracking

All data transfers (e.g., low to high, high to low) must be tracked to include date, originator
making request, filename, file format, classification level, source and destination systems,
and approver.

A Low to High transfer requires:

e Log for transfers from a lower classified system (Secret or Top Secret) to a higher
classified system, e.g., Secret to Top Secret or S//SAR-A/SAR-B to S//SAR-A/SAR-
B/SAR-C. Data transferred from an unclassified system must be logged, e.g., vendor
software updates or antivirus definition files from Non-secure Internet Protocol
Router Network (NIPRNet).

o Two (2) virus/malware scans. The first scan is performed once the file(s) is
downloaded to the media on the originating system; the second scan is performed on
the media on the target system prior to uploading the file to the system. When
possible, use virus/malware scanning products from different vendors.

e Testing of the write protect mechanism. Once media is introduced on the High side,
the capability to write to the media must be tested to ensure the media cannot be
written to. If the test fails and the media is written to on the High side, then the
media must be classified at the higher classification level.

A separate standalone system for scanning may be used if documented in the approved data
transfer procedures.

High to Low transfer requires:

e A log documenting date, originator making request, filename and format type (e.g.,
.doc, .xls, .pdf), classification level, DTA who performed transfer, SME who
performed review, originating system, target system, and approver.
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AFT tools should not be confused with forensic tools. Forensic tools are ‘discovery’ tools
designed for investigation and recovery (e.g., hard drive data), while keeping the files
forensically sound and unchanged. An AFT tool performs a deep file inspection into the
many complex layers and, in the case of Microsoft Office, the nearly 100 areas where MS
Office products store data within a file, also known as metadata. The tool then provides the
SME with a ‘what you see is what you get” or WYSIWYG view. In addition, the AFT tools
address cropped, resized, and hidden images and graphics through a
cleansing/flattening/resolution process. AFT tools identify the exact location (page/
paragraph) of keyword hits and cropped/resized graphics. Forensic tools find images and
graphics as well as keywords, but do not identify their location, nor do they indicate if an
image/graphic was cropped, resized, or hidden.

e Documented mission justification.

e Asacommunity best practice, use of an automated review tool in lieu of a manual
transfer process (e.g., checklist).

e AO approval for use of automated tools or a manual transfer process/checklist.
e A PSO approved key word list.

Control Enhancements:

@

@

©)
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INFORMATION FLOW ENFORCEMENT | OBJECT SECURITY ATTRIBUTES

The information system uses [Assignment: organization-defined security attributes] associated with [Assignment:
organization-defined information, source, and destination objects] to enforce [Assignment: organization-defined
information flow control policies] as a basis for flow control decisions.

Supplemental Guidance: Information flow enforcement mechanisms compare security attributes
associated with information (data content and data structure) and source/destination objects, and
respond appropriately (e.g., block, quarantine, alert administrator) when the mechanisms encounter
information flows not explicitly allowed by information flow policies. For example, an information
object labeled Secret would be allowed to flow to a destination object labeled Secret, but an
information object labeled Top Secret would not be allowed to flow to a destination object labeled
Secret. Security attributes can also include, for example, source and destination addresses employed in
traffic filter firewalls. Flow enforcement using explicit security attributes can be used, for example, to
control the release of certain types of information. Related control: AC-16.

INFORMATION FLOW ENFORCEMENT | PROCESSING DOMAINS

The information system uses protected processing domains to enforce [Assignment: organization-defined information
flow control policies] as a basis for flow control decisions.

Supplemental Guidance: Within information systems, protected processing domains are processing
spaces that have controlled interactions with other processing spaces, thus enabling control of
information flows between these spaces and to/from data/information objects. A protected processing
domain can be provided, for example, by implementing domain and type enforcement. In domain and
type enforcement, information system processes are assigned to domains; information is identified by
types; and information flows are controlled based on allowed information accesses (determined by
domain and type), allowed signaling among domains, and allowed process transitions to other
domains.

INFORMATION FLOW ENFORCEMENT | DYNAMIC INFORMATION FLOW CONTROL

The information system enforces dynamic information flow control based on [Assignment: organization-defined
policies].

Supplemental Guidance: Organizational policies regarding dynamic information flow control include, for
example, allowing or disallowing information flows based on changing conditions or
mission/operational considerations. Changing conditions include, for example, changes in
organizational risk tolerance due to changes in the immediacy of mission/business needs, changes in
the threat environment, and detection of potentially harmful or adverse events. Related control: SI-4.
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INFORMATION FLOW ENFORCEMENT | CONTENT CHECK ENCRYPTED INFORMATION

The information system prevents encrypted information from bypassing content-checking mechanisms by [Selection
(one or more): decrypting the information; blocking the flow of the encrypted information; terminating communications
sessions attempting to pass encrypted information; [Assignment: organization-defined procedure or method]].

Supplemental Guidance: Related control: SI-4.

INFORMATION FLOW ENFORCEMENT | EMBEDDED DATA TYPES

The information system enforces [Assignment: organization-defined limitations] on embedding data types within
other data types.

Supplemental Guidance: Embedding data types within other data types may result in reduced flow
control effectiveness. Data type embedding includes, for example, inserting executable files as objects
within word processing files, inserting references or descriptive information into a media file, and
compressed or archived data types that may include multiple embedded data types. Limitations on data
type embedding consider the levels of embedding and prohibit levels of data type embedding that are
beyond the capability of the inspection tools.

INFORMATION FLOW ENFORCEMENT | METADATA
The information system enforces information flow control based on [Assignment: organization-defined metadata].

Supplemental Guidance: Metadata is information used to describe the characteristics of data. Metadata
can include structural metadata describing data structures (e.g., data format, syntax, and semantics) or
descriptive metadata describing data contents (e.g., age, location, telephone number). Enforcing
allowed information flows based on metadata enables simpler and more effective flow control.
Organizations consider the trustworthiness of metadata with regard to data accuracy (i.e., knowledge
that the metadata values are correct with respect to the data), data integrity (i.e., protecting against
unauthorized changes to metadata tags), and the binding of metadata to the data payload (i.e., ensuring
sufficiently strong binding techniques with appropriate levels of assurance). Related controls: AC-16,
SI-7.

INFORMATION FLOW ENFORCEMENT | ONE-WAY FLOW MECHANISMS
The information system enforces [Assignment: organization-defined one-way flows] using hardware mechanisms.

INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTERS

The information system enforces information flow control using [Assignment: organization-defined security policy
filters] as a basis for flow control decisions for [Assignment: organization-defined information flows].

Supplemental Guidance: Organization-defined security policy filters can address data structures and
content. For example, security policy filters for data structures can check for maximum file lengths,
maximum field sizes, and data/file types (for structured and unstructured data). Security policy filters
for data content can check for specific words (e.qg., dirty/clean word filters), enumerated values or data
value ranges, and hidden content. Structured data permits the interpretation of data content by
applications. Unstructured data typically refers to digital information without a particular data structure
or with a data structure that does not facilitate the development of rule sets to address the particular
sensitivity of the information conveyed by the data or the associated flow enforcement decisions.
Unstructured data consists of; (i) bitmap objects that are inherently non language-based (i.e., image,
video, or audio files); and (ii) textual objects that are based on written or printed languages (e.g.,
commercial off-the-shelf word processing documents, spreadsheets, or emails). Organizations can
implement more than one security policy filter to meet information flow control objectives (e.g.,
employing clean word lists in conjunction with dirty word lists may help to reduce false positives).

INFORMATION FLOW ENFORCEMENT | HUMAN REVIEWS

The information system enforces the use of human reviews for [Assignment: organization-defined information flows]
under the following conditions: [Assignment: organization-defined conditions].

Supplemental Guidance: Organizations define security policy filters for all situations where automated
flow control decisions are possible. When a fully automated flow control decision is not possible, then
a human review may be employed in lieu of, or as a complement to, automated security policy
filtering. Human reviews may also be employed as deemed necessary by organizations.

INFORMATION FLOW ENFORCEMENT | ENABLE / DISABLE SECURITY POLICY FILTERS

The information system provides the capability for privileged administrators to enable/disable [Assignment:
organization-defined security policy filters] under the following conditions: [Assignment: organization-defined
conditions].
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Supplemental Guidance: For example, as allowed by the information system authorization,
administrators can enable security policy filters to accommodate approved data types.

INFORMATION FLOW ENFORCEMENT | CONFIGURATION OF SECURITY POLICY FILTERS

The information system provides the capability for privileged administrators to configure [Assignment: organization-
defined security policy filters] to support different security policies.

Supplemental Guidance: For example, to reflect changes in security policies, administrators can change
the list of “dirty words” that security policy mechanisms check in accordance with the definitions
provided by organizations.

INFORMATION FLOW ENFORCEMENT | DATA TYPE IDENTIFIERS

The information system, when transferring information between different security domains, uses [Assignment:
organization-defined data type identifiers] to validate data essential for information flow decisions.

Supplemental Guidance: Data type identifiers include, for example, filenames, file types, file
signatures/tokens, and multiple internal file signatures/tokens. Information systems may allow transfer
of data only if compliant with data type format specifications.

INFORMATION FLOW ENFORCEMENT | DECOMPOSITION INTO POLICY-RELEVANT SUBCOMPONENTS

The information system, when transferring information between different security domains, decomposes information
into [Assignment: organization-defined policy-relevant subcomponents] for submission to policy enforcement
mechanisms.

Supplemental Guidance: Policy enforcement mechanisms apply filtering, inspection, and/or sanitization
rules to the policy-relevant subcomponents of information to facilitate flow enforcement prior to
transferring such information to different security domains. Parsing transfer files facilitates policy
decisions on source, destination, certificates, classification, attachments, and other security-related
component differentiators.

INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTER CONSTRAINTS

The information system, when transferring information between different security domains, implements [Assignment:
organization-defined security policy filters] requiring fully enumerated formats that restrict data structure and content.
Supplemental Guidance: Data structure and content restrictions reduce the range of potential malicious
and/or unsanctioned content in cross-domain transactions. Security policy filters that restrict data
structures include, for example, restricting file sizes and field lengths. Data content policy filters
include, for example: (i) encoding formats for character sets (e.g., Universal Character Set
Transformation Formats, American Standard Code for Information Interchange); (ii) restricting
character data fields to only contain alpha-numeric characters; (iii) prohibiting special characters; and
(iv) validating schema structures.

INFORMATION FLOW ENFORCEMENT | DETECTION OF UNSANCTIONED INFORMATION

The information system, when transferring information between different security domains, examines the information
for the presence of [Assignment: organized-defined unsanctioned information] and prohibits the transfer of such
information in accordance with the [Assignment: organization-defined security policy].

Supplemental Guidance: Detection of unsanctioned information includes, for example, checking all
information to be transferred for malicious code and dirty words. Related control: SI-3.

INFORMATION FLOW ENFORCEMENT | INFORMATION TRANSFERS ON INTERCONNECTED SYSTEMS
[Withdrawn: Incorporated into AC-4].

INFORMATION FLOW ENFORCEMENT | DOMAIN AUTHENTICATION

The information system uniquely identifies and authenticates source and destination points by [Selection (one or
more): organization, system, application, individual] for information transfer.

Supplemental Guidance: Attribution is a critical component of a security concept of operations. The
ability to identify source and destination points for information flowing in information systems, allows
the forensic reconstruction of events when required, and encourages policy compliance by attributing
policy violations to specific organizations/individuals. Successful domain authentication requires that
information system labels distinguish among systems, organizations, and individuals involved in
preparing, sending, receiving, or disseminating information. Related controls: 1A-2, 1A-3, 1A-4, 1A-5.

INFORMATION FLOW ENFORCEMENT | SECURITY ATTRIBUTE BINDING

The information system binds security attributes to information using [Assignment: organization-defined binding
techniques] to facilitate information flow policy enforcement.

PAGE 3-57



AC-5

Supplemental Guidance: Binding techniques implemented by information systems affect the strength of
security attribute binding to information. Binding strength and the assurance associated with binding
techniques play an important part in the trust organizations have in the information flow enforcement
process. The binding techniques affect the number and degree of additional reviews required by
organizations. Related controls: AC-16, SC-16.

(19) INFORMATION FLOW ENFORCEMENT | VALIDATION OF METADATA
The information system, when transferring information between different security domains, applies the same security
policy filtering to metadata as it applies to data payloads.
Supplemental Guidance: This control enhancement requires the validation of metadata and the data to
which the metadata applies. Some organizations distinguish between metadata and data payloads (i.e.,
only the data to which the metadata is bound). Other organizations do not make such distinctions,
considering metadata and the data to which the metadata applies as part of the payload. All information
(including metadata and the data to which the metadata applies) is subject to filtering and inspection.

(20) INFORMATION FLOW ENFORCEMENT | APPROVED SOLUTIONS
The organization employs [Assignment: organization-defined solutions in approved configurations] to control the flow
of [Assignment: organization-defined information] across security domains.
Supplemental Guidance: Organizations define approved solutions and configurations in cross-domain
policies and guidance in accordance with the types of information flows across classification
boundaries. The Unified Cross Domain Management Office (UCDMO) provides a baseline listing of
approved cross-domain solutions.

| UCDMO is now Unified Cross Domain Services Management Office (UCDSMO). |

(21) INFORMATION FLOW ENFORCEMENT | PHYSICAL / LOGICAL SEPARATION OF INFORMATION FLOWS
The information system separates information flows logically or physically using [Assignment: organization-defined
mechanisms and/or techniques] to accomplish [Assignment: organization-defined required separations by types of
information).
Supplemental Guidance: Enforcing the separation of information flows by type can enhance protection
by ensuring that information is not commingled while in transit and by enabling flow control by
transmission paths perhaps not otherwise achievable. Types of separable information include, for
example, inbound and outbound communications traffic, service requests and responses, and
information of differing security categories.

(22) INFORMATION FLOW ENFORCEMENT | ACCESS ONLY
The information system provides access from a single device to computing platforms, applications, or data residing
on multiple different security domains, while preventing any information flow between the different security domains.
Supplemental Guidance: The information system, for example, provides a desktop for users to access
each connected security domain without providing any mechanisms to allow transfer of information
between the different security domains.

References: None.

SEPARATION OF DUTIES
Control: The organization:

a. Separates at a minimum, duties of system administrators from audit administration functions;
and duties of DTAs from media custodians;
b. Documents separation of duties of individuals; and

c. Defines information system access authorizations to support separation of duties.

Supplemental Guidance: Separation of duties addresses the potential for abuse of authorized privileges and
helps to reduce the risk of malevolent activity without collusion. Separation of duties includes, for
example: (i) dividing mission functions and information system support functions among different
individuals and/or roles; (ii) conducting information system support functions with different individuals
(e.g., system management, programming, configuration management, quality assurance and testing, and
network security); and (iii) ensuring security personnel administering access control functions do not also
administer audit functions. Related controls: AC-3, AC-6, PE-3, PE-4, PS-2.
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Different privileged accounts should be assigned for different roles. Organizations should
separate roles for network or database administration from other sensitive functions, such as
cryptographic key management, hardware management, removable media data transfer,
system security management, or access to particularly sensitive information.

Control Enhancements: None.

References: None.

AC-6 LEAST PRIVILEGE

Control: The organization employs the principle of least privilege, allowing only authorized accesses for
users (or processes acting on behalf of users) which are necessary to accomplish assigned tasks in
accordance with organizational missions and business functions.

Supplemental Guidance: Organizations employ least privilege for specific duties and information systems.
The principle of least privilege is also applied to information system processes, ensuring that the processes
operate at privilege levels no higher than necessary to accomplish required organizational
missions/business functions. Organizations consider the creation of additional processes, roles, and
information system accounts as necessary, to achieve least privilege. Organizations also apply least
privilege to the development, implementation, and operation of organizational information systems.
Related controls: AC-2, AC-3, AC-5, CM-6, CM-7, PL-2.

For example, system administrators, security administrators, and database administrators
perform functions that do not require use of their fully privileged account. They shall,
therefore, use a separate general user account and are required to use that account when not
performing privileged functions. [AC-6(2)] Individual email accounts should not be used
when logged in as a privileged user.

Other examples of least privilege include restricting access to audit logs to security auditors,
preventing general users from installing software, and/or limiting access to media drives to
DTAs that have been formally trained.

Control Enhancements:

(1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS
The organization explicitly authorizes access to [Assignment: organization-defined security functions (deployed in
hardware, software, and firmware) and security-relevant information]).
Supplemental Guidance: Security functions include, for example, establishing system accounts,
configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and
setting intrusion detection parameters. Security-relevant information includes, for example, filtering
rules for routers/firewalls, cryptographic key management information, configuration parameters for
security services, and access control lists. Explicitly authorized personnel include, for example,
security administrators, system and network administrators, system security officers, system
maintenance personnel, system programmers, and other privileged users. Related controls: AC-17,
AC-18, AC-19.

One example of this is authorizing access to specific system endpoints, such as access to
USB ports, CD/DVD drives, microphones, and cameras as well as least privilege on
ability to make changes to port security implemented on switches. Additional roles on the
network must also be considered.

All classified information systems must technically enforce restrictions on the ability to
write to removable media. By default, all write functionality must be disabled. Whenever
access to writable removable media is necessary, the write functionality may be enabled,
but this must be logged. After the write functions are completed, the write functionality
must again be disabled and logged.

Ensure media access is audited as indicated in AU-2.a.
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| This control is non-tailorable for all SAP systems.

LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NONSECURITY FUNCTIONS

The organization requires that users of information system accounts, or roles, with access to privileged functions
(except the DTA role), use non-privileged accounts or roles, when accessing nonsecurity functions.

Supplemental Guidance: This control enhancement limits exposure when operating from within
privileged accounts or roles. The inclusion of roles addresses situations where organizations implement
access control policies such as role-based access control and where a change of role provides the same
degree of assurance in the change of access authorizations for both the user and all processes acting on
behalf of the user as would be provided by a change between a privileged and non-privileged account.
Related control: PL-4.

LEAST PRIVILEGE | NETWORK ACCESS TO PRIVILEGED COMMANDS

The organization authorizes network access to [Assignment: organization-defined privileged commands] only for
[Assignment: organization-defined compelling operational needs] and documents the rationale for such access in the
security plan for the information system.

Supplemental Guidance: Network access is any access across a network connection in lieu of local
access (i.e., user being physically present at the device). Related control: AC-17.

LEAST PRIVILEGE | SEPARATE PROCESSING DOMAINS
The information system provides separate processing domains to enable finer-grained allocation of user privileges.

Supplemental Guidance: Providing separate processing domains for finer-grained allocation of user
privileges includes, for example: (i) using virtualization techniques to allow additional privileges

within a virtual machine while restricting privileges to other virtual machines or to the underlying
actual machine; (ii) employing hardware and/or software domain separation mechanisms; and (iii)

implementing separate physical domains. Related controls: AC-4, SC-3, SC-30, SC-32.
LEAST PRIVILEGE | PRIVILEGED ACCOUNTS

The organization restricts privileged accounts on the information system to absolute minimum number of
privileged users needed to manage the system.

Supplemental Guidance: Privileged accounts, including super user accounts, are typically described as
system administrator for various types of commercial off-the-shelf operating systems. Restricting
privileged accounts to specific personnel or roles prevents day-to-day users from having access to
privileged information/functions. Organizations may differentiate in the application of this control
enhancement between allowed privileges for local accounts and for domain accounts provided
organizations retain the ability to control information system configurations for key security
parameters and as otherwise necessary to sufficiently mitigate risk. Related control: CM-6.

In addition, super-user/root privileges shall be limited to the maximum extent possible.
For example, not all privileged users will be granted full super-user/root access.

LEAST PRIVILEGE | PRIVILEGED ACCESS BY NON-ORGANIZATIONAL USERS

The organization prohibits privileged access to the information system by non-organizational users.
Supplemental Guidance: Related control: 1A-8.

| Reference IA-2 for definition of organizational user.

LEAST PRIVILEGE | REVIEW OF USER PRIVILEGES
The organization:

(&) Reviews at least annually the privileges assigned to privileged user accounts including DTA role to validate
the need for such privileges; and

(b) Reassigns or removes privileges, if necessary, to correctly reflect organizational mission/business needs.

Supplemental Guidance: The need for certain assigned user privileges may change over time reflecting
changes in organizational missions/business function, environments of operation, technologies, or
threat. Periodic review of assigned user privileges is necessary to determine if the rationale for
assigning such privileges remains valid. If the need cannot be revalidated, org