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Department of Energy 
Washington, DC 20585 

July 28. 2009 

Re: Freedom ofInformation Act Request F2009-00002S 

This is the Office ofInspector General (OIG) partial response to your request for 
information that you sent to the Department of Energy (DOE) under the Freedom of 
Information Act (FOIA), S U. S.C. SS2. You asked for a copy of the closing 
memorandum and final report associated with the following DOE OIG investigations: 

1) I06TC001 - closed 06 Feb 2007 
2) I06RL006 - closed 07 Feb 2007 
3) I07HQ007 - closed 09 Feb 2007 
4) 199LLOO7 - closed 23Feb 2007 
S) I06TC0l1 - closed 09 Mar 2007 
6) 107TCOOl - closed 09 Mar 2007 
7) 107HQ008 - closed 28 Mar 2007 
8) 1OSTC008 - closed 16 Apr 2007 
9) 1OSTC009 - closed 16 Apr2OO1 
10) 10SL V004 - closed 17 Apr 2007 

21) I08ALOO2 - closed 12 Dec 2007 
23) 107HQ001 - closed 14 Jan 2008 
2S) I06AL008 - closed 29 Jan 2008 
27) IOSSR008 - closed 2S Feb 2008 
29) I06L VOOS - closed 27 Mar 2008 
31) I080ROOS - closed 27 May 2008 
33) 103HQ009 - closed 30 May 2008 
3S) 108TC007 - closed 19 Sep 2008 

11) 1OSTC014 - closed 09 May 2007 
12) 1040R003 - closed 29 May 2007 
13) 106L V003 - closed OS Sep 2007 
14) 106TC006 - closed 17 Sep 2007 
IS) 107TC008 - closed 17 Sep 2007 
16) 107TC009 - closed 17 Sep 2007 
17) 102HQOI0 - closed 09 Oct 2007 
18) 106IGOOI - closed 30 Qct 2007 
19) 106CHOOS - closed 30 Nov 2007 
20) I07IFOOI - closed 06 Dec 2007 

22) I06L V002 - closed 21 Dec 2007 
24) 107ALOll - closed 28 Jan 2008 
26) I06RL014 - closed 06 Feb 2008 
28) I07TCOI0 - closed 13 Mar 2008 
30) I040ROll - closed 02 Apr 2008 
32) I02HQ021 - closed 30 May 2008 
34) I04LLOO4 - closed 11 Aug 2008 

The OIG has completed its search for documents responsive to the request. However, 
one final report, I06IGOO1, dated July 19,2006 is classified. On April 1 ,2009, pursuant 
to Title 10, Code of Federal Regulations, (C.F.R.), Section 1004.6, the QIG transmitted 
the report to the Office of Classification, Office of Health, Safety and Security to conduct 
a declassification review. Upon completion of that review, the OIG will conduct its 
review of the document under the FOIA and issue a determination regarding its release. 

<1) Printed with soy ink on recycled paper 



The OIG has completed its review ofthe remaining responsive documents, to include the 
transmittal memorandum, I06IG001, dated July 19, 2006. A determination concerning 
their release has been made pursuant to the FOIA, 5 U.S.C. 552. Certain material has 
been withheld pursuant to subsections (b)(6), (b)(7)(C), and (b)(7)(D) ofthe FOIA or 
Exemptions 6, 7(C), and 7(D), respectively. 

Documents 1 through 17, 19 through 23, and 25 through 35 are released with material 
withheld pursuant to Exemptions 6 and 7(C). In additions, portions of Documents 10 and 
21 are withheld pursuant to Exemption 7(D). Documents number 18 and 24 are released 
in their entirety. 

Exemption 6 protects from disclosure ''personnel and medical and similar files the 
disclosure ofwhich would constitute a clearly unwarranted invasion ofpersonal privacy 
.... " Exemption 7(C) provides that ''records or information compiled for law 
enforcement purposes" may be withheld from disclosure, but only to the extent that the 
production of such documents "could reasonably be expected to constitute an 
unwarranted invasion ofpersonal privacy .... " 

Names and information that would tend to disclose the identity of certain individuals 
have been withheld pursuant to Exemptions 6 and 7(C). Individuals involved in OIG 
investigations, which in this case include witnesses, sources of information, and other 
individuals, are entitled to privacy protections so that they will be free from harassment, 
intimidation, and other personal intrusions. 

To the extent permitted by law, the DOE, in accordance with 10 C.F.R.1004.1, will make 
available records it is authorized to withhold pursuant to the FOIA unless it determines 
such disclosure is not in the public interest. 

In invoking Exemptions 6 and 7(C), we have determined that it is not in the public 
interest to release the withheld material. In this request, we have determined that the 
public interest in the identity of individuals whose names appear in investigative files 
does not outweigh these individuals' privacy interests. Those interests include being free 
from intrusions into their professional and private lives. 

Exemption 7(D) exempts from mandatory disclosure ''records or information compiled 
for law enforcement purposes" which "could reasonably be expected to disclose the 
identity of confidential source ... and, in the case of a record or information furnished by 
a confidential source." In the responsive document, we have withheld materia1 that could 
reasonably be expected to identify a confidential source as well as information furnished 
by a confidential source. 

Unlike Exemptions 6 and 7(C), Exemption 7(D) depends on the circumstances under 
which the information is provided, and not exclusively on the harm resulting from 
disclosure. Thus, when invoking 7(D), no balancing test is applied. 
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As required, all releasable infonnation has been segregated from the material that is 
withheld and is provided to you. See 10 C.F.R lOO4.7(b)(3). 

This decision may be appealed within 30 calendar days from your receipt ofthis letter 
pursuant to 10 C.F.RI004.8. Appeals should be addressed to Director, Office of 
Hearings and Appeals, HG-I/L'Enfant Plaza, U.S. Department of Energy, 1000 
Independence Avenue, S.W., Washington, DC 20585-1615. 

Thereafter, judicial review will be available to you in the federal district court either 
(1) in the district where you reside, (2) where you have your principal place of business, 
(3) where the Department's records are situated, or (4) in the District of Columbia. 

Enclosures 
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Sincerely, 

qrt-?t;t:? 
John Hartman 
Assistant Inspector General 

for Investigations 
Office ofInspector General 
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Case Number: I06TCQOl Summary Date: 06-FBB-07 

Title: 
(b)(6).(b)(7) 

POSSESSION OF CHILD PORNOGRAPHY - (e) 

Executive Brief: 

PREDICATION: 

ON 9/30/05, IMIGRATION AND CUSTOMS ENFORCEMENT (ICE) AGBN'l'S I (b)(6).(b)(7)(C)I 

WESTINGHOUSB SAVANNAH RIVER COMPANY (WSRC) AS A 

'-~DTiiNTTAj~-Sij8,iEc:~ocoiNicc:EEiRNN:InNGro:CCHH:InL~D~PORNOGRAPHY. 
(b)(6),{b)(7) 

INVESTIGATIVE ACTI~1 

(b)(6ptb)6A)/3/ 05, SA r--~----'-----JOIG/TCS CONTACTED IMMIGRATION AND CUSTOMS 

(C) ENFORCEMBNT (ICE), REGARDING A WSRC EMPLOYEE ADMITTIN TO POSSESSION OF CHILD 
(b)(6):(Dtti)GRAPHY ON~ PERSONAL COMPUTER. (b)(6), (b)(7)(C) 

(C) CHILD PORNOGRAPHY INVESTIGATION, "OPERATION FALCON, U THE ICE CYBER SMUGGLING 
(b)(6~(lbI¢1fIONI _____ -.JCHILD PORNOGRAPHY [--------------- _____ .. U] _ 

(C) PERS;>~~.~.~~!.>.~~. [ __ ~::::~.:~.:=.~~=.=.=:.~:.~:~~ _______ =~ __ .~-==~---.- .... _. _____ .J 
AND ! iTO AN INTERNATIONAL CHILD PORNOGRAPHY WEBSITE IN ORDER TO PURCHASE 

CHILD PORNOGRAPHY. (b)(6), (b)(7) (b)(6). (b)(7)(C) 
(C) (b)(6).(b)(7) 

(b){6).(b)(7) ON 06122/0sl(b)(6),(b)(7)(C) ICHILD (C) 
(C) PORNOGRAPHY VIA THE INTERNET AND [ • - .. - .-.-.-.. .: --. '1 CHILD PORNOGRAPHY 

ON[ . __ _JCOMPUTER AND PRODUCED THE CREDIT CARD USED FOR THE PURCHASE. ~ 
(b)(~l(!lli?L ____________ ~_]TO IMAGE AND ANALYZE HIS PERSONAL COMPUTER HARD DRIVE. (b)(6).(b)(7) 
(C) (C) . 
(b*6)(blTlr----------.. JTHE IMAGED HARD DRIVE IS BEING REVIEWED BY THE ICE COMPUTER FORENSIC 

(C) GROUP. I I THB FORENSIC EXAMINER HAD DETERMINED I IDID IN 
FACT CONTAIN CHILD PORNOGRAPHY, BUT THE COMP~ETE FORENSIC EXAMINATION HAD NOT BEEN 
FULLY COMPLETED AS OF 10/3/05. '. (bX6),(b)(7)(C) 

~~}(6~~b)~~~4/05 SA [ .. ~. __ .... ~ ....... _ ... == ...... =J WITH THE AUSA, DISTRICT OF SOUTH CAROLINA, PROVIDED 
A RECOMMENDATION TO CONDUCT ANALYSIS ON GOVERNMENT COMPUTERS 

DETERMINE IFDTILIZED THEM TO ACCESS CHILD PORNQGRAPIN. 
(b)(6),(b)(7)(C) 

((~)(~~(bf~)s/05 SA I I A NON-COS~~AL INTERVIEW Rb}(sYIbi(7)C'1 WHO OFFERED NO 

ADDITIONAL INFORMATION. SA !(b)(6), (b)(7)(C) I THE LOCATION OF r - .... ----- -·· .. ·_···-.. ).SSIGNED 

DEPARTMENT COMPUTERS. THREE COMPUTERS WERE PRODUCTION MACHINES WITH ACCESS BY 
MULTIPLE PERSONS AND REQUIRED FOR OPERATIONS. ONE DESKTOP COMPUTER WAS IN THE 

PROCESS OF RE-INS'fALLATION [(b)(6)~'(b)(7)(C]WITH CONCURRANCE BY COMPUTER OPERATIONS. 
{AGENT'S NOTE: ATTEMPTS TO FORENSICALLY 1MAOEl_. ________ u ___ .JDBSKTOP COMPUTER WERB (b)(~!..(b)m(CI 

THWARTED BY THIS ACTION) THB REMAINING LAPTOP COMPUTER WAS STORED AT . j. 
(b)K6), (b)('t) .... uu_ •• un_n_n_uUUU_u .. uu.n_ •• _n_n ___ n_nn_ •••••••• J AND RETRIEVED THE 
{Cj'OEPARTMENT LAPTOP WITROtn' INCIDENT. 

(b)(6),(b)(7) 
. . (C) 

(b)(6),(b)(7) 
(e) 

(b)(6), (b)(7) 
(e) 

(b)(6), (b)(7) 
(C). ! , 

, 

(b)(6),(b)(h 
(C) . 
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ON u.nf1Q/Q~ sJ$bI(6)~(b)(7)(Crmm··············]roRENSIC ANAl.YSIS OF THE DEPARTMENT LAPTOP 

'1'0 I lAND FOUND NO EVIDENCEI~ACCESSED CHILD PORNGRAPHY FROM THIS CQML--...P-UTE- R-.--' 

(b)(6).(b)(7I(CI (bl(81.(liimtC) 

ON 9/8/2006 ALL EVIDENCE WAS RETURNED TO SRS FOR DISPOSITION. 

ON 10/26/06, SAC---..... - .. m-m----.u.u--.(b)(ii)]ijfi)(c~TO RECEIVE AN UPDATE REGARDING 

L·.:.u~·=.~::]SEN'rENCING. SA ~u. __ . ______ . _____ ·==.~JLE1) GUILTY TO 18 USC 2252 
(POSSESSION OF CHILD PORNOGRAPHY) ON JUNE 6/26/06.(b)(61.(b)(7}(C) 

(b)(6).(b1(7)(C) 

ON 1/29/07, SA WAS INFORMED 

SENTENCED TO 78 MONTHS IN FEDERAL PRISON ON 9/26/06 . (b)(6), (b)( 

...... STAT ... • 

ON 3/22/06, l~~'.~.~~~~~.~~~.~~u~.uuuu.u_uuuuuuu .. JINDICTEP FOR POSSESSION OF CHILD PORNOGRAPHY IN 
THE DISTRICT OP SOUTH CAROLINA. (b1(61.(b)(7}(C) 

**STAT** - ON 3/28/06 AN INVESTIGATIVE REPORT TO MANAGEMENT TO THE SAVANNAH RIVER 
OPERATIONS OFFICE TRANSMITTING THE INDICTMENT OFI IN OISTRICT 

COURT, DISTRICT OF SOUTH CAROLINA FOR ONE VIOLATION OF TITLE 18 USC 2252A, 

POSSESSION OF CHILO PORNOGRAPHY. THE REPORT WAS ISSUED FOR INFORMATION PURPOSES 
ONl.Y. 

"'STATU - ON 6/5/06 THE OIG RECEIVED NOTIFICATION! (b1(6),(b)(7)(C) WAS 
~; .-----------------~ TERMINATED FROM EMPLOYMENT WITH WSRC ON MAY 4, 2006. 

r····· .. • .. · .. · .. · .. · .... ····-·· .. • .. ··-··· .. l 

"STATU - ON 6/26/06, !(b)(6).(b)(7)(C) [PLED GUII.TY TO 18 USC 2252, POSSESSION OF CHILD 

PORNOGRAPHY. DUE TO SEMI -ANNUAL REPORTING REQUIREMENTS STAT HILL BE CAPTURED USING 

THE DATE OF Ol-OCT-2006. 

·STATu - ON 9/26/06,1~~ .. ~~!.~~~~)(C)m_mm .... JSENTENCED TO 78 MONTHS IN FEDERAL PRISON, 
THREE YEARS SUPERV~SED RELEASE, AND A 100 ASSESSMENT FEE. DUE TO SEMI-ANNUAL 

REPORTING REQUIREMENTS STAT NII.L BE CAPTURED USING THE DATE OF 01-OCT-2006. 

pr.A.NNED INVESTIGATIVE ACTIVIY 

::.) CASE CLOSURE 

Page 2 

(b)(6). (b)(7) 
(C) 

(b )(6). (b )(7)(C) 
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Case Number: I06lUo006 Summary Date: 23-MAY-07 

Title: 

MUT,TIPLE METH USERS; THEFT & DEST OF ENERGY FACILITY; BPA 

Executive Brief: 

PREDICATION: 

ON 13-JAN-06. [fb}(6).(b5(7)(Cf l OREGON STATE POLICE (OSP). NOTIFIED THE OIG IN PERSON 

THAT A GROUP OF METHAMPHETAMINE USERS WAS SUSPECTED IN A SERIES OF BURGLARIES AT THE 

BONNEVILLE POWER ADMINISTRATION (BPA) MCNARY SUBSTATION IN UMATILLA, OREGON. 

INVESTIGATrVE FINDINGS: 6 (b)(7)(C) 
(b)(6).(b)(7)(C) (b)( ). 

.INYiST~ TION BY THE 008-0IG AND THE OSP HAS INDICATED THAT L-_______ . ___ ... _______ . __ ....... J 

WERE RESPONSIBLE FOR A BURGLARY OF THE MCNARY SUBSTATION IN MAY 2005, THAT 

···SUBSfAffON··fN-·SBPTEMBER·--2~~S:·-~·AND~T[ERE _::~~~~~ __ ~~!~~~~~R~F R~::a:=: 
FOR THE THEFT OF A BPA TRUCK A..>,JD TOOLS }'ROM THE MCNARY SUBSTATION IN DECEMBER 2005. 
THESE INDIVIDUALS ARE PART OF A LARGE GROUP OF METHAMPHETAMINE USERS THAT FREQUENT 

AN AREA IMMEDIATELY ADJACENT TO THE MCNARY SUBSTATION. 

··STAT** ON 22-FE8-06. AN ROI WAS ISSUED TO FRANK NOONAN. AUSA, PORTLAND, OR. 

DETAILING INVESTIGATION TO DATE. AUSA NOONAN STATED THAT, IF POSSIBLE, HE WOULD 

LIKE TO PURSUB TIiE SUBJECTS ON ADDITIONAL CHARGES. SUCH AS DRUGS OR FIREARMS. 

AS SUCH, THE OIG SUBSEQUENTLY COORDINATED THIS INVESTIGATION WITH THE BUREAU OF 

ALCOHOl., TOBACCO, AND FIREARMS (ATF), WHO OPENED AN INVESTIGATION, CONDUCTED A JOINT 

INTERVIEW OF AN OSP SOURCE WITH THE OIG. AND BEGAN TO PLAN AN UNDERCOVER OPERATION 

TO BUY DRUGS AND STOI,EN WEAPONS FROM THE SUBJECTS. HOWEVER, DUE TO MANPOWER 
SHORTAGES AND COMPE'rING PRIORITIES. THE ATF SUBSEQUENTLY DET}i;RMINED THEY COUI,D NOT 

SUPPORT A.~ UNDERCOVER OPERATION OR PROVIDE FURTHER INVESTIGATIVE SUPPORT. 

ON 2Ei-SSP-06, nUE TO THE LOW DOLLAR LOSS OF THE THEFTS. THE AUSA DEFERRED 

PROSECUTION OF THESE MATTERS TO THE LOCAL UMATILLA COUNTY PROSECUTOR. AS SUCH, ALL 

OF THE FEDERAL PROSECUTION ACTIONS FOR EACH REFERRED SUBJECT WERE CLOSED UNDER 

~l?ROSECUTIVE CLOSURE" ACTIONS. THE ROI WAS PROVIDED TO THE UMATILLA COUNTY 
PROSECUTOR'S OFFICE ON 22-SEP-06. FOR EIGPT REPORTING PURPOSES. THE REFERRAL DATE 

AND PROSECUTIVE CLOSURE DATES ARE BEING LISTED AS 2-NOV-06 TO AVOID FISCAL YEAR 

REPORTING DISCREPANCIES. 

1(b)(6).(b)(1)(ClpLEADBD GUILTY TO LOCAL CHARGES ON l-MAY-06 AND 24-APR-06 

"igj~~!i'f[ffiYELY=··HowFivsR, NO BIGPT STATS WERE RECORDED FOR THE CONVICTIONS OF c·---~~] 
i.J BECAUSE THE PROSECUTIONS WERE BASED ON LOCAL LAW ENFORCEMENT REPORTS

PROVIDED TO THE UMATILLA COUNTY PROSECUTORS OFFICE BEFORE orG rNVOLVEMENT AND WHILE 

AUSA NOONAN WAS STILL CONTEMPLATING FEDERAL PROSECUTION. 

(b)(6).(b)(7)(C) 

(b){6),(b)(7){C) 
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(b)(6).(b)(7)(C) 

**STATS...... ON 2-NOV-06, ~ ____ --' PLEADED GUILTY IN CIRCUIT COURT OF THE STATE OF 

OREGON FOR UMATILLA COUNTY TO A ONE COUNT VIOLATION OF OREGON REVISED STATUTE 
164.135 (UNAUTHORIZED USE OF A VEHICLE) • [ --WAS SENTENCED TO 13 MONTHS IN 

PRISON AND TWO YEARS POST PRISON SUPERVISION. L ___ . ___ JALSO ORDERED TO PAY $173 IN 
VARIOUS COURT ASSESSMENTS AND $6,464.20 IN RESTITUTION TO BPA. 

(b)(8Ub){7)(C) 

ON lS-DEC-06, THE DIG COORDINATED WITH UMA.TILLAI------------------···-·- --.-] 

[~ ... ~~ ... == ___ JHAD NO STRONG DESIRE TO PURSUE REMAINING SUBJECTS AND THAT !JNEEU 
CONFESSIONS FROM REMAINING SUSPECTS TO PURSUE PROSECUTION AGAINST THEM.-------

(b)(6), (b)(7)(C) 

DISPOSITION: 

Page 2 

(b)(6).(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6). (b)(7) 
(C) 

THIS CASE IS ClAlSED. DUE TO LACK OF EVIDENCE AGAINST REMAINING SUSPECTS, AS WELL AS 

'I'HE LOW PROBABILITY IN LOCATING AND OBTAINING CONFESSIONS FROM THEM (REQUIRED FOR 
PROSECUTION PER UMATILLA i---······ -~IAND 

ADD:TIONAL ACTION AGAINST1_ ... iii LLNOrB.-pIiRSUiri :;:;(:I(:;~;) .. _ ..... 
(b)(6) , (b)(7) (C) 
(C) 



Document Number 3 



Office of the Inspector General (OIG) 

Investigations Executive Brief Report (REB) 

Report run on: February 18. 2009 12:00 PH Page 1 

Case Number: I07HQ007 Summary Date: 27-MAR-07 

Title: 

r(b)(6)]»(7)(C)-~~! MISUSE OF GOV: EID 

Executive Brief: 

PREDICATION, 

ON 20-DEC-2006. AN ANONYMOUS COMPLAIN~:r ALLEGED 

OFFICE OF ECONOMIC IMPACT AND DIVERSlTY, REGULARLY USES A GOVERNMENT OWNED VEHICLE 

(GOY) TO TRAVEL TO PERSONAL LUNCHEON ENGAGEMENTS AT THE CAPITOL HILL CLUB AND OTHER 

LOCATIONS. 

T~~ESTlGATlVE FINDINGS 

A REVIEW OF "DAILY LOGS" FL~NISHED BY THE DEPARTMENT'S OFFICE OF TRANSPORTATION 

REVEALED THE FOLLOWING INFORMAT!ON: (b)(6).(b)(7) 
(C) 

~~)(6;f:)s1!P'1'm.lngR .. T~rfe~EMB1: ~~~~~~:~T DRIVER ON 29 DIFFERENT DAYS DURI~:I:: ~:R~~D 
DAYS DURING THE MONTH OF SEPTE.~BER, 9 DAYS DURING THE MONTH OF OCTOBBR, 6 DAYS 

DURING THE MONTH OF NOVEMBER, AND 2 DAYS DURING THE PERIOD DECEMBER 1 - 21, 2006. 

- I (b)(6).(b)(7)(C) ION 12 OF THE 29 DAYS IN WHICH[-----l 
(bH6f{6} (7) ····JA DRIVER. SPECIFICALLY, [(bX6)~(b){7)(C) ........................ -............ -.. -----------------............................. ···-jON··4···········, 
(C)OF THE 12 DAYS 1 . ]ASSIGNED A··jjRlVER--DURIN<fTHjfMONTfiOF~siPTEMBER~··ON-4-·0F THE 

9 DAYS [ _____ "__ IA DRIVER DURING THE MONTH OF OCTOBER; ON 3 OF THE 

WAS ASSIGNED A DRIVER DURING THE MONTH OF NOVEMBER; AND ON 1 OF THE 2 DAYS'--_....,-___ ---r' 
ASSIGNED A DRIVER DURING THE MONTH OF DECEMBER. ACCORDING TO THE DAILY LOGS, 
L~:=JWOULD DEPART FOR THE I IBETWEEN THE HOURS OF 11,30 A.M. '-AND~---' 
12:30 P.M. AND RETURN TO THE DEPARTMENT BETWEEN THE HOURS OF 12:30 P.M. AND 1:45 

P • M. «(b
c

))(6). (b)(7) (b)(6),(b)(7)(C) (b)(6),(b){7)(C) 
(b)(8) (b)(7)(C) 

- FOUR OF THE 17 REMAINING TRI PS WERE FROM THE DEPARTMENT TO THE OMNI SHOREHAM, THE 

CAPITOL HILTON HOTEL, THE HOTEL WASHINGTON, AND, THE MARIOTT HOTEL IN ROCKVILLE, 
MARYLAND. (b)(6), (b)(7) (b)(6).(b)(7) 

(C) 

WHEN INTERVIEWED BY 1'HE OIG, I TO RECALL A SPECIFIC BUSINESS 

PURPOSE FOR 12 OF THE 17 TRlhf __ L ______ . WITH RESPECT TO THE REMAINING 5 

TRII?S AND USE OF A GOY IN GENERAL:-~6).(b)(7)~~ _________ .. ___ J EVER USING A GOY AND/OR 

ASSIGNED DOE DRIVER FOR ANYTHING OTHER THAN OFFICIAL 

CLUB AS A "MEETING PLACE" AND AS "A PLACE TO DO BUSINESS." 

CONVENIENT TO BOTH MEET AND EAT AT THE SAME TIME. 

FUTURE INVESTIGATIVE STEPS: 
(b){6). (b)(7) 
(C) 

IT IS 

(b)(6). (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6).(b)(1)(C) 

(b}(6),(b)(7) 
(8) 

(b)(6), (b)(7) 
(C) 

(b)(6), (b){7) 
(C) 



Report X'Uft OD: 

- CASE CLOSBD 

Offlce of the Inspector General (OIG) 

Investigations - Executive Brief Report IREB) 

'ebruary lB, 2009 12:00 PM Page 2 



Document Number 4 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 

December 6, 2004 

MEMORANDUM FOR CAJ;.fiLLE C. YUAN·SOO HOO, MANAGER, LIVERMORE SITE 
OFFICE 

FROM: 

SUBJECT: 

(b)(6), (b}(7)(C) 

Investigation of Mischarging in the former Energy, Materials, and 
Transportation Technology Division at the Lawrence Livermore 
National LabOratory (OIG Case No. 199LLOO7) 

This report serves to inlonn you of the results of an investigation by the U.S. Department of 
Energy (Department), Office of Inspector General (OIG). Office of Investigations. The 
investigation focused on mischarging by the University of Cali fomi a (University) within what 
was fonnerly the Energy, Materials. and Transportation TeclmoJogy (EMA TT) Division at the 
Lawrence Livermore National Laboratory, (Laboratory). 

It was alleged. in part, that EMA IT persOnnel mischarged costs to an EMATT project during the 
period 1994 through to 1997. 

The OIG substantiated the allegation. Additionally. the OIG investigation substantiated that 
during the period 1994 through to 1998, EMATT University personnel mischarged multipJe 
EMA'IT projects and 'also mischarged an EMATT project management overhead account. The 
University settled this case 

This report makes two recommendations for corrective action. Please direct any questions 
concerning this report to me at (50S) 84S-4Q09. 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 
Case No. I99LL007 

ADMINISTRA TIVE REPORT TO MANAGEMENT' 

December 6, 2004 

This report is the property ofthc Office of Inspector General and is for OFFICIAL USE ONLY. Appropriate 
safeguards should be provided for the report and access should be limited to Department of Energy officials who 
have it need-te-know. Any copies of the report should be uniquely numbered and should be appropriately controlled 
and maintained. Public disclosure is determined by the Freedom ofInformation Act, Title 5, U.S.C., Section 552, 
and the Privacy Act, Title 5, U.S.C., Section 552a. The report may not be disclosed outside the Departrllent without 
prior written approval of tile Office of Inspector General, including distribution to contractors. 



I. ALLEGATIONS 
i(b){6I{b lCi)(c) .................. ··1 

, On August 13. 1999. a Qui Tam aerion was filed .. The relator in the Qui Taml __ . __ ;-__ .. _ ........... _ ... . 
(b)(6),(b)(7) l . J ICON Induslnal Controls, Inc. (ICON). A Cooperative 
(e) '·ResearcnandDevelopmentAgreement (CRADA) was entered into between ICON and the 

Lawrence Livermore National Laboratory (Laboratory) for the development and production ofan 
agile manufacturing software product. 
[ft)){6l,Tb)['ri(cr·--···· 
~=-:--=::-:-=--_--,ithat University ofCalifomia (University) Laboratory personnel mischarged the 
ICON CRADA ~ro~fmJlglY.Sl milJion dollars,. m~ly by improperly charging direct labor to the 
ICON CRADA. !(b)(6),(bl( l(e) I alleged that Umverslty personnel, under the ICON CRADA, 

(b)(6).{b)(7) knowingly provided Dompany with a defective version of the software develop~datthe ... 
(C).YQQ.rat~ at the Los Alamos National Laboratory under the ICON CRADA.\ 
(b){6) , (b)(7) I i a kickback scheme between the University and a Uni versity Labor~tory····· 
(C) subcontractor that related to a Department of Defense subcontract. 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATIONS 

The investigation focused on potential violations of Title 31, United States Code 3729, (False 
Claims Act). 

III. INVESTIGATIVE FINDINGS 

The OIG investigation substantiated that Universi ersonneI mischarged the ICON CRADA, but 
the Joss was significantly less than what (~l~~~.~~~.?_~~'?l ... ,~_.JThe investigation coulQ.noL .. 
substantiate that University personnel knowingly provided defective software to L . lor that 
there was a kickback scheme between the University and a University Laboratory subCOntractor that 
related to a Department of Defense subcontract. 

The goverrunent did not intervene in the Qui Tam. j{b)(6).(b)(7)(C) ! the Qui Tam action 
and it was subsequently dismissed. 

!..._-_ .••• _-----_ •• _-----.--•• , --.-~-.---.--"-,--~.-; 

The government continued to investigate areas of the Energy, Materials, and Transportation 
Technology (EMA IT) Division' s financia1 practices. In addition to mischarging to the ICON 
CRADA, the investigation revealed mischarging by University personnel related to other EMA TT 
projects and to an EMA IT Division overhead account. The mischarging was mainly comprised of 
costs related to direct labor. travel, property, and subcontracts being improperly charged to projects 
during the period 1994 through 1998 .. 

The OIG investigation also revealed two single-source Laboralo~bc()ntracts awarded to ICON, 
(b)(6).{b)(7}1nd the Institute for Manufacturing and RoboticsInc.L........_._ ... ~._._ ....... _._ ...... _ during 
(C) the same period of the ICON CRADA. EMA TT University personnel were involved with the two 

subcontracts. Mulliple witnesses during the investigation stated that one of the subcontracts had a 
deliverable that was not necessary and ICON personnel did not have the expertise to provide, The 
investigation also revealed that the other subcontract had detiverables that appeared: 1) to be 

_._---_ .. _-------------------------------
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(b)(6), (b){7) 
(C) 

(b)(6),(b)(7)(C) 



similar to or the same as the in-kind contributions for ICON set forth in the ICON CRAnA; and/or, 
2) ~o ha~e been provided to University Lab0r.atory personnel [_=~ _____ ._J and/or generated by 
University Laboratory personnel prior to the Issuance of the subcontract. 

Settlement 

On February 5, 2004, the Board of the Regents of the University of Cali fomi a (Regents) and the 
government entered into a civil settlement agreement (See attaclunent). In the settlement 
agreement,lhe Regents. the Laboratory and its employees denied any wrongdoing or liability with 
regard to the mischarging revealed by the OIG investigation in the EMA TT Division. 

The Regents paid the United States $3,897.366, which was received on or about March 18,2004. 
One half of the settlement amount was forwarded to the Department. 

Unallowable Costs 

One of the tenns of agreement is as follows: 
" ... all costs (as defined in Federal Acquisition Regulation [FAR] § 31.205-47) 
incurred by or on behalf of the Regents, LLNL and/or their affiliates, officers, 
directors, agents and employees in connection with (i) the Qui Tam Suit; (ii) the 
matters covered by this Agreement, (iii) the United States' audits and 
investigations ofthe covered conduct; (iv) the Regents' or LLNL's"investigation 
or defense of, or corrective actions relating to the covered conduct; (v) the 
negotiation of this agreement; and (vi) the payments made to the United States 
pursuant to this agreement, shall be unallowable costs for government contract 
accounting purposes. Nothing in this agreement shall be construed as allowing 
such costs under the provisions of the contract or subcontracts." 

The term "covered conduct" is defined in the attached agreement. In short, covered conduct 
includes EMA IT charging and billings from 1994-1998 by the University at the Laboratory related 
to its EMAIT Division, any and all cost charging or billings by the University at the Laboratory 
related to the ICON CRADA, the two subcontracts referenced above, the Qui Tam suit, and the 
United States' investigation into the covered conduct. 

The OIG investigation into the covered conduct commenced in 1999 when the Qui Tam suit was 
filed. From 1999 through 2003, numerous interviews and depositions were conducted involving 
current and former Univcnity Laboratory personnel related to what is defined as covered conduct in 
the settlement agreement. Additionally, an OIG subpoena was issued to the Regents in 2000, which 
resulted in the production of thousands of University Laboratory documents relevant to the covered 
conduct. University counsel was present for the majority of the University Laboratory personnel 
interviewed and at settlement meetings. Towards the end of the OIG investigation, in addition to 
University counsel, a University outside-counsel was present for interviews and depositions of 
fonner and current University Laboratory personnel, as well as for settlement meetings. 

According to the terms of the settlement agreement, it appears any time and effort by all University 

OIG Case No. 199LLOO7 2 

(b)(6),(b)(7) 
(C) 



(b)(6).(b)(T)(C) 

Laboratory personnel andlor University subcontractor personnel, as well as costs associated with 
University Laboratory outside counsel, travel, materia1s, copying. etc relating to the covered 
conduct, as defined in the settlement agreement, that may have been charged to the Department 
contract by the University, contemporaneous or subsequent to the activity, may be unallowable costs 
and should be credited back to the Department contract. 

Parallel Matter 

During all or the majority of the OIG investigation into the mischarging by personnel in the 
University EMATT Division, a retaliation lawsuit was ongoing against the University. The plaintiff 
was a former l!.!1:!~~!~ Laboratory employee in the EMAIT Division. The plaintiff alleged, in 
part, that ~e.rL _____ .. ____~allegations concerning mismanagement and mischargcs in the EMATT 
Division{ (b)(6).(b){1)(C)I against, and subsequently had to Jeave the Laboratory's employment. 

In late 2003, the University settled this dispute just before the case was scheduled to go to trial. The 
total settlement was $990,000. 

Some, or all, of the University's costs associated with the covered conduct in the settlement 
agreement may be included with the University's costs associated with this retaJiation lawsuit. 
Many of the witnesses in this matter were also witnesses in the OIG investigation and provided 
testimony andlor depositions in furtherance of the OIG investigation. 

IV. COORDINATION 

On December. 6, 2004,l(b:6H:.).(:~~~~.-.-_.~~=-~_==_=:.:=_=~_.~_~_-_~.~~=:~]Li venn ore Si te Office!_!:Y~R!O~~!~ed 
with an overvIew of the lruormatJon and recommendations contained in this report. ~_-.--J 
would apprise Ms. Camille Yuan-Soo Hoo, Manager, Livermore Site Office, that the report is 
forthcoming. 

V. RECOMMENDATIONS 

Based on the findings of this report, the Department OIG recommends the following actions be 
taken by the Department: 

I) Determine whether the University should comply with the terms of the settlement agreement 
and remit a credit and/or not bill for those costs set forth in the settlement agreement as 
unallowable to its Department contracts, and 

2) Determine whether the University improperly included costs deemed unallowable in the 
settlement as costs associated with the former EMA if employee lawsuiUmatter; and, if 
appropriate, credit those costs to the Department contract. 

VI. FOLLOW-UP REQUIREMENTS 

Please provide the OIG with a written response within 30 days concerning any action(s) taken or 
anticipated in response to this report. 

OIG Case No. 199LL007 3 

(b)(6}.(b)(7)(C) 



VO. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

This report is the property of the OIG and is for OFFICIAL USE ONLY. Appropriate safeguards 
should-be provided for the report and access should be limited to Department officials who have a 
need-to-know. Any copies of the report should be uniquely numbered and should be appropriately 
controlled and maintained. Public disclosure is determined by the Freedom of Information Act 
(Title 5. U.S.C .• Section 552) and the Privacy Act (Title 5. U.S.C., Section 552a). The report may 
not be disclosed outside the Department without prior written approval of the OIG, including 
distribution to contractors. 
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Title: 
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{C} CHILD PORNOGRAPHY; LLNL 

Executive Brief: 

PREDICATION: 

ON JULY 28, 2006, THE LIVERMORE POLICB DEPARTMENT REPORTED THAT 
LLNL, DOE, POSSESSED POTENTIAL CHILD PORNOGRAPHY ON [-----}NDL-L-LNL--COM--PUT--E-R-S-.--' 

(b)(6), (b)(7) 
INVESTIGATION: (b)(6).(b)(7)(C) (e) 

ON JULY 20.;l.QQ§.l, THE LIVERMORE POLICE DEPARTMENT BEGAN A CRIMINAL INVESTI~'i'IQ."L __ 
REGARDHIG Al _ L~t!.~~~c:T._!HO .!!~~ __ ~P~.~EqED_2F SURREPTITIOUSLY PHOTOGRAPHING~· __ .~ 

(b)(@)(7j.----- .----- - ...... .. ........ ! INSIDE OF THE c=~--------..... -.- IT 
(C) WAS DETERMINED THAT THE r-' .-- · ____ -l THE SUSPECT, AS WELl, AS 

OTHER CHILDREN FROM THE SUSPECTS NEIGHBORHOOD. (b)(6).(b)(7) 

(C) 
A SEARCH WARRANT WAS SERVED AT THE SUSPECTS HOME ON JULY 25. 2006. AND RESULTED IN 
THE SEIZURE OF CHILD POR..~OGRAPHY. THE SUSPECT WAS ARRBSTED WITHOUT INCIDENT AND 

BOOKED AT THE ALAMEDA COUNTY JAIL (SANTA RITA). THE SUSPECT POSTED [=~]BAIL AND WAS 

RELEASED. AS THE INVESTIGATION CONTINUED, ADDITIONAL CHARGES WERE DISCOVERED AND THE 
SUSPBCT WAS TAKEN BACK INTO CUSTODY. 

**STAT** THE CASE WAS REFERRED AND ACCEPTED FOR PROSECUTION PRIOR TO THE CASE 
OPENING DATE OF JULY 31, 2006; THEREFORE, JULY 31, 2006, WILL BE USED AS THE DATE TO 

CAPTURE THE REFERRAL AND ACCEPTANCE STATISTICS. 

ON JULY 31, 2006, THE SUSPECT WAS ARRAIGNED ON TRE FOLLOWING CHARGES: 

~ENAL CODE SECTION 288A(G} (ORAL COPULATION) ONE COUNT FELONY 
-PENAL CODE SECTION 289(B) (PENETRATION WITH A FOREIGN OBJECT) TWO COUNTS 

FELONY 

-PENAL CODE SECTION 311.4(C) (USING A MINOR FOR POSING OR MODELING, INVOLVING 
SEXUAL CONDUCT) ONE COUNT FELONY 

PENAL CODE SECTION 311.3(A) (DEVELOPMENT AND DUPLICATION OF OBSCENE MATTER) 
ONE COUNT MISDEMEANOR. 

THE SUSPECTS BAIL WAS SET AT $500,000. 

DURING THIS INVESTIGATION IT WAS DISCOVERED THE SUSPECT HAD TAKEN PICTURES OF 
CHILDRBN AND ADULTS, OF BOTH FAMILY AND NON-FAMILY MEMBERS, AND SUPERIMPOSED THEIR 
FACES ONTO OTHER PEOPLE WHO WERE DEPICTED IN PORNOGRAPHIC PICTURES. 

A SEARCH WARRANT FOR THB SUSPECTS WORK SPACE AND COMPUTER HAS BEEN SERVED. THIS 

(b)(6), (b)(7) 
(0) 

(b)(6).(b)(7) 

(b)\6).(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 
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JOINT INVESTIGATION INVOLVES THE LIVERMORE POLICE DBPARTMENT AND THE UNIVERSITY OF 

CALIFORNIA POLICE AT LLNL. THE TECHNOLOGY CRIMES SECTION WILL PROVIDE ANALYSIS ON 
GOVERNMENT AND POTENT!ALLY ADDITIONALLY SEZIED MEDIA. 

SA[(~)~~'.~~~~~~)(.~) I KITlI AUSA SPRAGUE, NORTHERN DISTRICT OF CALIFORNIA WHOM OPINED 
THEIR OFFICE WOULD BE INTERESTED IN PROSECUTING THIS CASE DEPENDING ON THE OUTCOME 
OF ':'HE FORENSIC ANALYSIS. IT IS BELIEVED~~)(~:~~~i(~I..-··:":·.·---]POSSESSED UPWARDS OF 100,000 

IMAGES DEPICTING CHILDREN ENGAGED IN SEXUAL ACTIVITY. 
(b)(6),(b)(7}(C) 

SA r_m __ ~~] SA i(b)(6),(b)(7l(c) AND FORENSIC EXAMINATIONS 

OF' [~.-~-"."- .. ~- -I COMPUTER HARD DRIVES. AS OF AUGUST 16. 2006, OVER 20,000 IMAGES 

DEPICTING CHILD PORNOGRAPHY HAD BEEN IDENTIFIED. FORENSIC ANALYSIS CONTINUES. 
(b )(6), (b )(7)(C) 

·*STAT** ON SEPTEMBER 23, 

**STAT** ON SEPTEMBER 25, 

2006, E~~)~~~~_~-__ ~ .JWAS TERMINATED BY LLNL. 

2006, l(b)(6),(b){7)(C)______JWAS TERMINATED BY LLNL. 

**S'1'AT** ON OCTOBER 12, 2006, THE SUBJECT PLED NO CONTEST TO ONE COUNT OF CALIFORNIA 
PC 2BB (A) (G) (ORAL COPULATION WITH PERSON UNABI.E OF GIVING CONSENT); ONE COUNT OF 

CALIFORNIA PC 289(B) (PBNETRATING WITH A FOREIGN OBJECT WITH PERSON UNABLE OF GIVING 

CONSENT) i AND NINE COUNTS OF CALIFORNIA PC 311.4(C) (PRODUCTION OF CHILD 

POR..">lOGRAPHY) • 

"'STAT**' ON DECEMBER 6, 2006, Irbj(6):(by(7)(C)'-'-~~----~-lsENTENCED TO 16 YEARS IN PRISON 

AFTER PLEADING NO CONTEST TO ~'Wo SSX Ol'l'ENSES ANO NINE COUNTS OF PRODUCTION OF CHIJ,D 
:;>ORNOGRAPHY. THE SUBJECT WAS ALSO ORDERED TO REGISTER AS A SEX OFFENDER FOR THE 
REMAINDER OF [-.]LIFE PURSUANT TO CALIFORNIA PC 290. PAY A PROBATION INVESTIGAT!ON 
FEE OF $250.00 AND PAY A COURT SECURITY FEE OF $220.00. 

(b}(6),(b}(7}(C) 

?LANNED ACTIVITY: 

CLOSE CASE 

Page 2 
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Case Number: 107TCOOl Summary Date: 30-MAR-O'l 

Title: 

i(b)(6).(b) 
!I7HC) .. CHILD PORNOGRAPHY; LLNL. 

Executive Brief: 

PREDICATION: 

_mr._ocmjSR 10, 2006, THIS OFFICE WAS NOTIFIED BY THE uepo, LLNL, THA~ibii)jr(b)(7)(tr--1 
[(b)(6),(b){7){C) AN EMPLOYEE AT LLNL POSSESSED POTENTIAL CHILD PORNOGRAPHY ON AT LEAST ;NE 
",.,., .. -~~-~ .. "" 
Of.' i ,ASSIGNED LLNL COMP'I'UE:RS. 

L,~~j 

(b)(6),(b)(7)(C) 

INVESTIGATION: 

ON OCTOBER 10, 2006, DEPARTMENT OF ENERGY (DEPARTMENT), OFFICE OF INSPECTOR GBNERAL 

(OIG) , OFFICE OF INVESTIGATIONS (01) WAS NOTIFIED BY THE UNIVERSITY OF CALIFORNIA 

[..POI..I.CILm:.f~HT~i,T~~l2l1 (b)(6},(b)(7)(C) '--"--'~----'-"-""'--.---~~WRENCB 
-"--" ....... ~.~ .... - .. --.---... -""----.. "'.".----.. --.--- ----.. -.. ----·--·--·------__ ~ __ I 

LIVERMORE NATIONAL LABORATORY. I.IVERMORE, CA POSSESSED POTENTIAL CHILD PORNOGRAPHY 
ON AT LEAST ONE OF [---lASSIGNED LLNL COMPUTERS. (b)(6).(b)(7) 

i--(b.)(8l.(b)(7)(Cl (C) . 

UCPD RECEIVED INFORMATION THAT [···--·--;··--·---'JfAHoo CHAT ROOMS FROM LLNL 
COMPUTERS, i(b)(6j~{by(i)(cf·-·--------·------ .. ·····---··~--------'---- -.. · .. ·-------·------------·1 AND ENGAGED IN (b )(6), (b) (7)(C) 

A CHAT wrnl' AN UNDERCOVER POLICE OFF IC1<:R POSING AS A i .. -.. ·-~"---······~~ .... · .. ·····.·· .. ····--·············-'J 
(b)(~),(b)(7) I NUDE PHOTOGRAPHS, VIA F.MAIL, TO THE POLtCE OFFICBR--ANi)' CLAiMED -- .. - A {b)(6},(b)(7) 
(C) SEXUAL RELATIONSHIP WITH A 15 YEAR·OLD FEMALE. (b)(6), (b)(7) (C) 

ON OCTO .... 3, 2 •• 6, UNTERVIE.I!Il[-~-~~~-(Gl--------J FREQUENTED THE YAHOO 

~:~s~~:, A~~:=:A~:O S~~:~~b~(~~C) 1........m. ____ ~~~~):tb)~!).<9.),lFANTASlzED ABOUT RAPE," 
(b)(6),(b)(7) 

(C~ I PROPII,E BECAUSE IT WAS EASIER TO CHAT WITH OTHER 

WOMEN AND VIEW THEIR WEB CAMS. I - lUAVING SEXUAL CONTACT WITH A,'lYONE 
UNDER THE AGE OF 18 AS A RESULT OF liON-LINE CONVERSATIONS. (b)(6},(b)(7) 
~~==--------;,! (b~)(C) (C) (b)(6).{b)(7) I 
!(b)(6).(b)(7)(C) I 

, . - .......- . ___ .. LjHX COMPUTERS THAT WERE ASSIGNED (C) (b)(6),(b)(,i) 
(ii)(6).(b)(7jiC) ... _ ...... _ ... ..L~_._~~~~IMlNARY EXAMINATION OF ONE OF THE COMPUTERS 'If 

[~=·_==::~~~='==~~_===~·~=~~~=-·~_=. ___ . __ ._~.JAND IDENTIFIED APPROXIMATELY 100 IMAGES OF CHILD - (C) ! 
PORNOGRAPHY. (b)(6).(b)(7)(C) 

ON OCTOBER 4, 2006 r:'~::J_:'·~~_' __ .. ___ ... _. ___ ... _____ ._ .. __ , __ ._ ... ____ _' EMPLOYMENT WITH UNIVERSITY OF 

IN THE TERMINATION OF l_.___ ~Q" CLEARANCE. (b)(6).(b)(7)(Cl CALIFORNIA, WHICH RESULTED 
~_-:(bl(6),(b){7)(Cl 

SA L ____ I HAS COORDINATED THIS INVESTIGATION WITH BRENTWOOD POLICE: DEPARTMENT DUE TO 
THE FACT['-----"---'-!WITHIN THEIR JURISDICTION. BPD INITIALLY PROVIDED 

.c"="""~"TTHE--'INFORMATION PERTAINING ON-LINE ACTIVITIBS, 

(b)(6), (b)(7) 
(C) 

(b}(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 
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·STAT· ON OCTOBER 24, 2006, DOE OIG TCS ASSISTED THE BRENTWOOD POLICE DEPARTMENT, 
~-.. --~ , 

.,!~!,:~~<J,OD, CALIFORNIA, WITH THE EXECUTION OF A SEARCI{ WARRANT ATI IOF A 

L_,lLLNL EMPLOYEE. THE OIG INVESTI~~~ION DETERMINED THE EMPLOYEE POSSESSED 

IlI.AGES DEPICTING CHILD PORNOGRAPHY ON L",JGOVERNMENT COMPUTER. THB SUBJECT IS ALSO 

SUSPECTED OF DISTRIBUTING CHILD PORNOGRAPHY. (b)(6l, (b)(7) 
(b)(6),(b)(7)(C) (C) 

FORENSIC ANALYSIS OP. COMPUTERS REVEALBD APPROXIMATELY 160 PHOTOGRAPHS 
L_ ' 

DEPICTING CHILDREN ENGAGED IN SEXUAL ACTIVITY •. (b)(6),(b)(7) 
(C) 

AUSA MICHELLE MORGAN KELLEY STATED THE AMOUNT OF PHOTOGRAPHS DID NOT REACH THE 

PROSECUTQRIAL THRESHOLD AT THIS POINT, ADDITIONALLY THE SUBJECT IS NOT EMPLOYED IN A 

CAPACITY WHERC==~~']EVERYDAY INTERACTION WITH CHILDREN. 
(b)( 6), (b) (7) . rb--6~b-(7) (Cf----'-~-'-------~~'··--------·---'-"'-·'-------~--~-l 

(C) .STAT. ON DECBMBER 22, 2006} )( ) ( ) !FOR 

ALAMEDA COUNTY A COPY OF r---LTiifNALIZEDRE·PORTOOCi.iMENTiNC"APPRoiiMATELY'is·ouiMAGES 
OF CHILD PORNOGRAPHY LOCATED ON A GOVERNMENT COMPOTERr·--··-·-········---~-).AS USING AT [ -1 
I-··---~§)~OST TWO(b)Mf~H7) THE ADA IS CONSIDERrNG PROSECUTION. . 

"STAT.(~)ON .JANUARY 23, ~<6l07 I THIS OFFICE WAS NOTIFIED L _____________ .. ________ ", .... _.! 
PROSECUTION OF THIS CASE DUB TO THB FACT 'I'HB ONE YEAR STATUE OF LIMITATIONS HAD RUN 
OUT. ! IREFORMATTBD THE HARD DISK DRIVe: AND DELETBD ALL FILES ON THE 

DRIVE ON MARCH 5. 2005. IDID NOT RECIEVE THE DRIVE UNTIL OCTOBER 2006. 

(b)(6). (b)(7) 
(C) 

l~~STIGATlVE PLAN: 

1. CLOSB CASE. 

(b)(6),(b)(7) 
(C) 
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(C) 

(b)(6).(b)(7) 
(C) 

(b)(6), (b)(7) 
(Gl 

(b)(6), (b)(7) 
(C) 

(b)(6) , (b){7l 
(C) 
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Case Number; .I07RQ008 Summary Date: 2S·APR-07 

TItle: 

IMPROPER DISCLOSURE OF POLYGRAPH INFO 

Executive Brief: 

PREDICATION: 

IN A MEMO_.DATiD_l~.JAlt~2..o.Q7 .• _ .... To_ .. nm_II~s..~_ . .DEP::JTMENT OF ENERGY'S (DOE) INSPECTOR 

GENERAL, l(~!~~)~~b~(~~~(=) ...... _ ... ____ ._. ___ ._._ ..... _. __ .__________ COUNTERINTELLIGENCE 01 RECTORATE, 
OFFICE OF INTELLIGENCE AND COUNTERINTELLIGENCE, DOE, FORWARDED A WRITTEN COMPLAINT 

(b )(6f'b·)(7)--·-------·--- "'--.~ .. -- .-.------.--.~ ..... -... --.--

I (C)' r----. ----.... -.-.---____ . ___ ._ .. _ •. ~ ___ ...... __ . ____ J 
L_. __ ....... ___ . ___ ~._._. __ ___' DOE POLYGRAPH INFORMATION BY A MANAGEMENT AND OPERATING 

t~~QLCONTRACT POLYGRAPJ:l_F!~.~~Il:B, __ .. ~l.:~CIFlCALLY, ON 7-DEC-2006, r-·---- --"1. 

L....... __ .. _. _______ .......... _........... I·:~GAAPH FILE-~'\ 
.......... ~ ........ -..... . .... - ...•.. -.. --- .--~---, 

! : 
L IAT'-SROOKHAVEN NATIONAL LABORATORY (BNL). AT THE TIME 

OF THE-UITERVISW', I _:·:. __ ~=-~=~:~.:=~.=====~~]AT THE DEPARTMENT'S ALBUQUERQUE, NEW 
MEXICO. POLYGRAPH TESTING CENTER;b)(61.(b)(7)(C) 

INVESTIGATIVE A~'IVITY: 

(b)(6), (b)(7) 
(C) 

t
·j)i(6)jb

X
7)(CY-··-··········· .. · .. -- ......... --.- .. -.~ ... -.- .. ----......... -----~-.-.~ ····-·······1 

WHEN INTERVIEWED B'f THB OIG, i PRIVATE 
tNFORMAT ION IN ANTI C I PAT!ONT····m~m----.m.._-_-..~ ... -- .--mmpOif-iNTERVI·EW, 

INCLUDING, ALLEGEDLY PERFORMING A GOOGLE SEARCH ON: '---1 
POL'fGRAPH FILE, AND DISCUSSING POLYGRAPH' INFORMATION I' I POLYGRAPH 

(b)(6).(b)(7)(C) 
EXAMINER. L .... 

FOLLOWING 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6),(b)(7)(Cl 

(b)(6), (b)(7) 
(C) 

Ibl(6) (b)(7l(Cl (b)(6), (b)(7) 

I ! FOLLOWING THE INTERVIEW, !(b)(6),(b)(7)(C) I THAT (C) 

Im_._ .. __ .. ____ .~.JHAD CONDUCTED A "GOOGLE" SEARCH l ~TO GET BACKGROUND .' ~~)(6).(b)(7) i 
INFORMATIONC'BEFORE THE INTERVH:W, I rrHAT THE GOOGLB ! 
SEARCH DID NOT BOTHER[ m ... JBECAOSE THE INFORMATION IS OPEN TO THE PUBLIC. (b)(6),(b)( ) 
ALSO :-~.......... '. 1 DOE POLYGRAPH RECORDS AND POLYGRAPH EXA.MINER (C) . 

(~L§Lilill.IL~ ___ ... ___ ...JPOLYGRAPH. (b)(6) , (b)(7) (b)(6), (b)(7) ! 

~ ~ ~ 
(b)~6). (b)(7) I THAT C .. !POLYGRAPH 

(C)"INFORMATION BECAUSE THE POLYGRAPH FILES CONTAINED CONFIDENTIAL INFORMATION A..'m WERE 

(b)(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 
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(b)(6),(b)(7l(C) 

4.-.~·----·-·····,-,-~· .. ·-.... · .. ·-··-·--··~"····" ........... , 
TO ONLY BE ACCESSED ON A NEED TO KNOW BASIS. / i ( ................•..•••.••• , ••••••..••.•••.•••.•• __ ....... . ... -... .~ 1 

----- ............................ ----

I 

.................... _-" 
, , 
\ 
; 

~ 
'.----A-'M'E-N-O-go-

THE DEPARTMENT OF DEFENSE (DOD) POLYGRAPH INSTITuTE .............. __ ..... __ .. _._ ... J 

GOOGLE SEARCH: (b)(6), (b){7) 
(C) 

l(b)(6).(b)(7)(C) I A "GOOGLE" SEARCH ON: INAME TO SEE IF 

Page 2 

(b)(6),(b)(1)(C) 

(b)(6Hb)(7)(C) 

(b)(6), (b}(7) 
(C) Ib)(6~,(b)(~lL'OuLD OBTAIN ANY BIOGRAPHICAL INFORMATION. ~l~=====-===:·~:=.~:: .. L... ......... •·· .... ·1 

TRYING TO OBTAIN INFORMATION ON I J ANY 16RmlD)(7)(C) 

PUBLISHED BOOKS, ARTICLES, ETC.). C"'-] THE 

~(".oooI,E" SEARCH ONC=Dro COME UP IN CONVERSATION WITH I 
·~6).(b)(7)(C) (b)(6).(b)(7)(C) '--___ .........J 

REVIEW OF POLYGRAPH RESULTS: (b)(6),(b)(7)(C) 
(b)(6),(b)(7)(C) 

l~~:~S.!~~~~~)iC! __ . ___ ·_·_~=- ...... ····--.. ··· .. '·-·-··- .. ·· ...... ··1 POLYGRAPH RESUI..TS. r(il)f6i]b)(7)(CY-""~ 

! pOLYGRAPH EXAMINATION FILE PRIOR TO ATTENDING THE '--------_ .. _ ... _._---
INTERVIEW AT BNL. L..... ... _ ... _ ........... _ ....... _ ... ____ . ____ ........... J A POLYGRAPH EXAMINATION ON 

A GENTLEMAN (NOT FURTHBR IDENTIFIED) FROM CHICAGO ANDI rF. THE 

(bK~~'~~~~~] 
(C) INDIVIDUALS WHO HAVE TAKEN A POLYGRAPH EXAMINATION, TO LOOK 

r --- , (b)(6), (b){1)(C) 

~~)(€H~~~~SIONS WITHl ?oLYGRAPH EXAMINER: 

~~~~~~-----------------------, 

THAT WHEN 

(b)(6), (b)(7)(C) 

(b)(6). (b)(7) 
(C) 

(b)(6).(b)(7)(C) 

i 
i 

(b)(6). (b)(h 
(C) . 

(b)(6). (b)(fl 
(C) i 
(b)(6). (b)(~) 
(C) ! 
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(b)(6), (b)(7) 
(C) rTHAT SINCE [(b)(6),(b)(7)(C) J AIID l(b)(6),(b)(7)~~~_1 (b)(6ic(~)(7) 

L "m •• _m' \ CHARTS. ACCOR~ING TO L ... __ ._._.---, (b)(6}.(b)(7)(C)j 
CHART TO SEE !~~6J,(~>.q)J~L.JQUALITY OF WORK. i . i DID NOT REVIEW i ~ 

(b)(6).~~·=]~~'!!.....!!~ THAT L===~AT IT T6 SBS THE QUALITY OF I ) '.. ] ~ 
(b){6). !~~~CLm_..m..J ,.~?~t.<::.L(R}{~i{~J{rl(gt_..:..=-~=·____ .. _ .. _ .. __ .. =:J IN CONTACT WITH L. ___ · _.:=J 
(b)(~:·~~~~~..,·t.~·'~~~i THAT r--~ ~O~I~~s.~QLi)isc.L;(E2(?~t~~C::I~:V~=~~~: ~~ 
(C). Jrb)~~:~~~[,)" (~~:'(;)1b)f~~~7~1 (b)(6), b)(7)(C) (b)(6),(b)(7)(C) 

POTENTIAL P~'6bRAMMATltcJuLNERAB~Tlis: 

DURI NG[~-~~.~_=~~.=~~~_~~.==~=~~===_==_==~~~5~)~~~~~::~gSEVERAL POTENTIAL PROGRAMMATIC 
VULNERABILITIES RELATING TO THE ACCESS AND RETENTION OF DOE'S POLYGRAPH INFORMATION. 

INCLUDING, 1) DOE WAS NOT FOLLOWING THE DOD POLICY HANDBOOK REGARDING RETENTION OF 

POLYGRAPH RECORDS; 2) THERE WAS NO CONTROLS IN PLACE FOR LIMITING ACCESS TO 

!?OLYGRAPH INFORMATION AND PROVIDING TRAINING ON WHO IS ALLOHED ACCBSS TO POLYGRAPH 

INFORMATION; 3) IMPROPBR USB OF POLYGRAPH INFORMATION; AND 4) POSSIBLE SECURITY 

VIOLATIONS REGARDING TRANSFERRING OF CLASSIFIBD INFORMATION BETWEEN NON CLASSIFIED 

COMPUTERS. 

DISPOSITION: 

ON FBBRUARY 16, 2007, THE MATTER WAS COORDINATED WITH L.. ____________________ ~ 

SOUTHWEST INSPEC"rION REGION, HEADQU'ARTERS OPERATIONS AND REPORT, DOE, OIG. ON MARCH 

2, 2007, A RBFERRAL WAS SENT TO INSPECTIONS REGARDING POTBNTIAL PROGRAMMATIC -"-.. -".,.----.---, 
YJ.1LNE:.RAafLITIES AT THE AI.BUQUERQUE POLYGRAPH TESTING CENTER IDENTIFIED (b)(6).(b)(7)(C)I 

i 
(b)(6),(b){7)(C) i 

CASE Ct.OSBD AS ALL PRUDENT INVESTIGATIVE STEPS HAVE BEEN TAKEN AND FURTHER 

EXPENDITURE OF INV?~TIGATIVE RESOURCES IS NOT WARRANTED. 

(b)(7)(C) 
(b)(6).(b)(7) 
(b){6),(b)(7) 
(C) . 

I 
j 

I 
I 

(b)(6),(b)(7)(~) 

I 
I 
I 
I 
[ 
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Case Number: X05TC008 Summary Date: 30-MAR-07 

Title: 

! CHILD PORNOGRAPHY iLANL 
i 

Executive BrIef: 

PREDICATION: 

~~ 3/24/0S.!(b)(6),(b)(7)(C) ITELBPHONICALLY CONTACTED 

(b)(6)~f\~IG AND REPORTED THAT LI ___ -.,..----:-___ -1lA GOVERNMENT COMPUTER AT LANL TO 
(C) ACCESS CHILD PORNOGRAPHY SITES ON 2/23/05. 

ON THE SAME DATB, DOE OIa COORDINATED THIS ALLEGATION WITH THE ALBUQUERQUE FBI. THE 
FBI HAS OPENED AN INVESTIGATION REGARDING THIS MATTER. 

(b)(6), (b)(7) 
INVESTIGATIVE FINDINGS: (b)(6), (b)(7) (C) 

(b)(6) (b)(7) (C) ---~--'.---.--.-~J 
(C) ~ 4/13/05, DOE OIa SPOKE TELEPHONICALLY WITH (b)(6),(b)(7)(C) 

(b)(fji~P~~~'!11~.E:::=~~~::r~~~ AE:=A~~~~-=~~J 
(C)USlOO··Y.ANL ACCOUNTS ~s)(5mrt1rRS. WILL E-MAIL DOB OIG WITH CONFIRMATION. 

(C) (b)(6). (b)(7}(C) , [·------L 
ON 4/14/05 I DOE OIG SpOKE TELEPHONICALLY WITH ~~._. ___ . ___ J FBI •....... _._ ... ,.,,-'15 THE 

~~f~~~'(~!!!~==:=.=-____ ... ,. __ ,~=:=:=~,_~~~,~~~?~)MrCf.~~~AT~C:;~~--~~~-~YZING THE--~~j 
DRIVE I =:JcOMPUTER BASED ON CONSENT TO SEARCH GIVEN BY LANL. 1-' r- -juJ 

r.fo'Q~I:L.RQ_~SIB~E CHTLDPORNOGRAPHY ON THE HARD DRIVE FROM THE LANL COMPUTER USED 
i l (b)(6) (b)(7) (b)(6) (b)(7) .u_ 

1(1J)J.?1J~)(D(g)1 (C) , (C)' 

ON 4/14/05, I I DOE OIC ASSISTANT UNITED STA'l'ES ATTORNEY DEAN TUCKMAN 
SAID THE WARRANTLESS SEARCH OF THE HARD DRIVEl ICOMPUTER IS 
ACCEPTABLE BECAUSE OF WHERE THE COMPUTER WAS AT ~, AND BECAUSE OF LANLIS BANNERING 
POLICY. (b)(6) (b)(7) (b}(6) , (b)(7) 

ON 4/14/~;~ ~OE OIG SPOKE TBLEPHONlCALLY WITH (b)(~[lbR7)(Cf·u-] 
:.~:~~~r~N U:~: ~~~~:rr~:~ ::~[~E.=-~--~~=:.=~=_-~ .. '~~_~~~J~:~:;~~! A~~A--] 

"REPORT COMPILER." 8E6 CATRGORIZES INTER.NET SITES ACCESSED PROM IJ\NL COMPUTERS. 

8E6 CAN REPORT ALL LANL INTERNET PROTOCOL (IP) ADDRESSES THAT WERE USED TO ACCESS 
WEBSITES WHOSE CONTENT FALLS INTO VARIOUS CATEGORIES. ONE OF THESE CATEGORIES IS 
CHIIJD PORNOGRAPHY. (b}(6).(b)(7) 

(C) 
,9~_41).U9.J~'uQQliL9IG PARTIC::1J:>.J.\.I.I?cJ:) IN A CONFERENCE CALL W!'D:I_r~-····· ...... --.-----.• 

I 

(b)(6), (b}(7) 
(C) 

(b)(6), (b)(7) 
(~X6), (b)(7) 
(e) 

(b}(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(61X6},(b)(7) 
(C) . 

(b)(6).(b)(7) 
(C) 
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INFORMATION ON THE 8E6 ENTERPRISE REPORTER APPLIANCE. THE APPLIANCE IDBNTIFIBD 
(b)(6)ji(O$(SlBLE ACCESS _ OF CHIl,D PORNOGRAPH¥[-·---------.·-······---looE OIG LEARNED THE FOLLOWING: 

(C) LANL SENT 8EG A PORTION OF AN ENTERPRISE REPORTER LOG TO ANALYZE. THIS LOG WAS FOR 

LANI> INTERNET PROTOCOL (IP) ADDRESS 128.165.58.226. ACCORDING TO THE LOG, THIS IP 

ADDRESS ACCESSED A NUMBER OF INTERNET SITES. THE DATE FOR 'l.'HH LOG WAS FEBRUARY 22, 

2005. SHORTLY BEFORE THE INTERNET SITE CLASSIFIED AS CHILD PORNOGRAPHY WAS 

ACCESSED, YAHOO. COM AND HOTMAIL AT MSN COM WERE ACCESSED. TIlE USER THEN PBRFORMED A 

{b)(6~ AT YAHOO.COM. L .. ___________ ______ =_· ___ . ___ ]THE USER PROBABLY LOGGED IN TO 
(C) EITHER YAHOO MAIL OR MY YAHOO. A SHORT TIME LATER, THE USER ACCESSED A WEBSITE 
(b)(6~RIZED AS CHU.D PORNOGRAPHY BY 8E6. L..__--···--··---·--·--------·--------]TlIIS WEBSITE AS A 

(C) MVOYEUR SITE,M CONTAINING IMAGES OF PRE-TEENS AND TEBNAGERS, AND OFFERING IMAGES OF 

"TOPLESS TEENS." THE WEBSITE HAS A MEMBBRS ONLY AREA. THE USER DID NOT LOG IN, BUT 

APPEARED TO TRY TO ACCESS THE SITE SEVERAL TIMES. 8E6 RUNS SCANNERS BASED ON 

KEYWORDS ASSOCIATED WITH CERTAIN CATEGORIES. ONCE AN INTERNET SITE HAS BEEN 

PRELIMINARILY CATEGORIZED, A HOMAN VERIFIER LOOKS AT THE SITE TO CONFIRM THE 

CATEGORIZATION IS AC~VRATE. 
[(b}(6), (b)(7)(C)------------·-··-------·-··-----J· 

ON 4/19/05. DOE orG RECEIVED AN EiMA1Li 
(b )(6~7,) !TWO r~MA=-GB=s::--::O=F-T::-:H::::E:--::HA=-R:::-:D::-=D=R-=IVE:=:--::F=R:-::O-::-::M-:TH=E-::-::-LANL==---

~b,\6f,~1 ~ORIGINAL HARD DRIVE AND BOTH IMAGES ARE IN LANL 
(C) COMPUTER SECURITY I S FORENSIC SAFE. 

i;--(b~)(6=)-::-, (b-:-:)(=7)-:-:::{C:-:-) --------., f" 

~~)(~~i~j~e~~.-.cs. "~"'::""":s_~: .kRD DRIVE IMA<lB FROM "'" LANL COMPUTIl.i' . ~ 
tb?U§),(b)(7) ____ ~ .. ____ ... KEEPS NETWORK LOGS GOING BACK TO NOVEME5ER 2002, AND 
(C) :..ANL HAS NO PLANS TO GET RID OF THEM. THESE LOGS CONTAIN ANY REQUEST paR AN 

EXTERNAL WEBSITE BY AN INTBRNAL I..ANI. HOST. E-MAIL RECORDS ARE NOT KEPT BY LN'-·L. S-

~AILS ARE ONLY STORBD ON THE LOCAL DESKTOP MACHINES. 

ON 5/5/05, DOE OIG SPOKE WITH [b){6),(b)(7-r)(~C=)~=~--LI _ETW---,ORK LOGS DOCUMENTING 

INTERNET ACCESS FROM THE LANL COMPUTER (b){6).(b)(7){C) FROM JANUARY 2005 THROUGH 
Ib)(6).(bl(1ffiRMlNATION. 

ON 5/19/05, j(b)(Ef)]:i)(7)(C,-----···------··jOOE OIG f?bl(6f.(b)(7)(C)'-'--------1 SUMMARY LOGS SHOWING 

EACH URL ACCESSED AND THE NUMBER OF TIMES EACH WAS ACCESSED. 

OOE OIG CALLED ,(b)(6),(b)(7)(C) 

(b)(Ul)tJMTES. I . 1 JTHESE, 
(C) TIIROUGH AGA'm:-------,·------~·-··-

iCOMPLETE NETWORK LOGS, WITH TIMES 

AND-~EQUESTED [==-~ PUT A REQUEST 

Page 2 

(b)(6),(b)(7) 

(b)\:6) , (b){7) 
(C) 

(b)(6), (b) 7) 
(C) 
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~:-=-:--::-:-=::-:-=~--------, (b)(6), (b)(7)(C)-----·-.~· 

DOE DIG CALLED !(b)(6), (b)(7)(C) ... mm_m .. _. __ m.mJIN THE REQUEST. 
THE SUMMARY LoGs··to··oot--olcL····m_.- '-------------' 

1,OGS WERE RECEIVED FOR JANUARY AND FEBRUARY, 2005, 

~)(6),(b)(7)(C) ~ 
ON 7/7/05, LANI, PROVIDED DOE DIG THE ORIGINAL HARD DRIVE __ .. ______ . __ .. __ ... _. _______ ..... __ .I 
LANL COMPUTER. DOE OIG DELIVERED THE HARD DRIVE TO THE FBI SANTA FE RESIDENT 

AGENCY. 

ON 9/13/05, DOE OIG PERFORMED CHOICEPOINT RESEARCH[- iA CRIMINAL 

(b)(6ptn)tJf>ERS DETAIL WAS FOUND FOR A I I SHOWING A CONVICTION IN 

(C) LOS ALAMOS FOR CRIMINAL SEXUAL CONTACT OF A MINOR, 3RD DEGREE, AND CRIMINAL SEXUAL 
PENETRATION OF A CHILD LESS THAN 13, 1ST DEGREE. 

Page 3 

ON 1/18/06, DOE DIG PERLFORMEDjAN ANALYSIS OF NETWORK LOGS l~~>'~~!:(~~~~)~~)mm mmmmmmmi 
LA..~ IP ADDRESS BEFORE TERMINATED. THE LOGS FOUND REQUESTS FOR FILES WITH --_ .. _--
NOTABLE SAMES INDlCAT(b~~):{l,~MBLE CHILD PORNOGRAPHY ACCESS. 

ON 1/19/06, DOE OIG

I 

pk)bRMED RIESEARCH TO LOCATBI~~~(~~:~~>.~~!~~) J TWO POSSIBLE ADDRESSES 

WERE IDENTIFIED FOR (b)(6),(b){7)(C) IN NEW MEXICO. 

(b)(60iJ:>>iyh4/06, DOE OIG SPOKE WITH fmmmmm.m._m_.. mmmm._m mJ LANL. i(b)(6), (b)(7)(C) 

(b)(6), (b)(7) 

(C) 

(C) RESEARCH WHAT CERTIFICATIONS THE SUBJECT SIGNED RELATED TO MONITORING OF I 
ASSIGNED LANL COMPUTER. t ...... _ ... __ ...... m_ (b)(6), (b)(7) 

(C) 

ON JUNE 13, 2006, SA [(i)iC6)(b5(i)(C}uunmm.mmm.m]THE CONTENTS' OF A COMPACT DISC PROVIDED BY THE 

FBI ALBUQUERQUE CART TEAM RElATING TO THIS CASE. THE COMPACT DISC CONTAINED GRAPHIC 

IMAGES TAKEN FROM THE HARD DISK DRIVE BELONGING TO THE SUBJECT. THE COMPACT DISC 

WAS REVIEWED WITH THE PURPOSE OF ATTEMPTING TO IDENTIFY AND CHILD PORNOGRAPHY IMAGES 

FOUND ON THE HARD DRIVE. 

AFTER REVIEWING THE GRAPHIC IMAGES ON THE COMPACT DISC, S~ nunnnnnnnnnnn...lWAS UNABI.E TO 
IDENTIFY ANY THAT WERE BELIEVED TO BE CHILD PORNOGRAPHY. 

i(hj{6):(b)('ij{C)' ! 
ON OCTOBER 13, 2006, SA Lm _________ ._.jTO TBL.EPHONlCALLY CONTACT r.s.~n-~ TUCKMAN 
REGARDING THE CASE. AUSA TUCKAMAN DID NOT ANSWER THE PHONE, AND SA . . LEFT A 

MESSAGE REQUESTING THAT AUSA TUCKMAN CONTACT [.--] REGARDING THE PROSECUTION STATUS OF 

THE CASE. AUSA TUCKMAN HAS NOT RETURNED PREVIOUS CALLS BY SA r--·----:REGARDING THE 
CASE. L ___ J 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6),(b)(7) 
(C) 
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!ONF'~i=.!:;., 2::;, c~:)(~:~~~;:::'I!OH~ii~~j",,~(7)(c)]~~ 
THR CASES SHOULD BE CLOSED BECASUE OF A LACK OF PROSECUTQRIAL INTEREST. i I 
STATED THAT AS PART OF'--~-1:ASE CI.OSmG[-~'--]woUt.n NEED TO SPF.AK WITH AUSA DEAN 

roCKMAN AND GET AN OfPICIAL DECLINATION. (b)(6). (b)(7) 
(b)(6), (b)(7) (C) 

ON MARCH 23~C~007, SA VOICE MESSAGE FOR AUSA TUCKMAN REGARDING THE 

CASE. 

PLANNED ACTIVITIES: 

-CLOSE CASE FILE. 

Page 4 

(b)(6), (b)(7) 
(C) 
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Case Number: :IOSTC009 
Summary Date: 30-MAR-07 

CHILD PORNOORAPHY; IA.,,{L 

Executive &ter: 

PREDICATION: 

~~ 3/24/05, 1(~~~6}~~~)(7)(C) ~TELEPHONlCALLY CONTACTED 

(b)(6);il1:1j(ljIO . ANtl [ fA-OONTRACT--EMPLOYEE AT LANL I USED A 

(C) GOVERNMENT oor,fpUTER-AT-LANL TO -ACc"iSSCiiILD PORNOORAPHY SITES ON 3/23/05. 

ON THE SAME DATE, DOB OIG COORDINATED THIS ALLEGATION WITH THE ALBUQUERQUE FBI. THE 

FBI HAS OPENED AN INVESTIGATION REGARDING THIS MATTER. 

rNVESi'TGATIVE FINDINGS: (b)(6), (b)(7) 
(b)(6), (b)(7) (b)(6),(b}(7)(C) (C) 

(e) ON 4/13/05, DOE 010 SPOKE TELEPHONICALLY WITH 
LANL. I NETWORK LOGS Oto'.-----'----,-iI-N-TERN--E-T-A-CT-I-V-I-TY-;.;-T-LANI--,-HA-VE--

BEEN PRESERVED. [- - . ---------------'] CHECKi:F-THE--HARl5'-OlhVE FROM THE LANL CQ~'pUT~R_USED 
[BY [-----'~"'--.m--lHAS BEEN PRESERVED, AS WELL AS E-MAIL SENT AND RECEIVED[ ____ ._] 

-.J USING LANL ACCOUNTS OR COMPUTERS. E-MAIL DOE OIG WITH 

(b)(6)£?J1rc~=~~~~· 1(~)_(~)'~~!~~)(~~ ___ JASS0«6ft6f.~(f)lTH THE LABORATORY HAS BE~~.~.~~_~~TEO. 
, (e) I 6) (7 e) I (b)(6),(b)(7} 

ON 4 l4 0 DOE O! SPOKE TELEPHONIC'ALLY WITH!(b)( ,(b) )( FBI. IS THE 

(b)(6) , (b)(7) FOR THIS JOINT FBI -DOE INVESTIGATION. SA (el ... ____ ...... __ .... __ ....... , ____ .. _____ .. ____ ~--_--_ . .....J 

THATl 1 FBI, BEGAN ANALYZING 

THE iiiRD"'DRi"VES'''FROMI . JCOMPUTER BASBD ON CONSENT TO SEARCH GIVEN BY 
LANL.f>R6 ),(b)(7)(C) r .. ·POSS'iBLE .. ··CH'iLD PORN'OORAPHY ON THE HARD DRIVES FROM THE LANL 

COMPU'fERl(b)(6), (b)(7)(C) I (b)(6) , (b) (b)(6),(b)(7) 

r..----' (7)(e) (el 
ON 4/14/05, SA:(b)(6),(b)(7)(B) !DOE OIG THAT ASSISTANT W11'~_.S'r&"Tlt~Llil7O.BtmY DEAN 

TUCKMAN' SAID THE WARRANTLESS' SEARCH OF THE HARD DRIVE, ICOMPUTliRIS 

ACCEPTABLE BECAUSE OF WHERE THE COMPUTER WAS AT LANL ANo BECAuS! OF LANtiS BANNERING 

?OY"TCY. (b)(6), (b)(7) 

ON 4/14/05, DOE DIG SPOKE TELEPHONICALLY I 
(e) •. --.-"-... --... -.. ------00 .. -" .. ------.--------------".-----.. --". "--~~~I 

INFORMATION ON HOW LANr. IDENTIFIED POSSIBLE ACCESS OF CHILDPORNOORAPHY'si - .... I 
(b)~6),(b)(7) i LANL USES A DEVICE CALLED SEG .1(b)(6),(b)(7)(e) mmmm==.JTHIS DEVICE AB'''A-'''''''''' 
(e) "REPORT COMPILER," WHICH CATEGORIZES INTERNET SITES ACCESSED FROM LANL COMPUTERS. 

ONE OF THE CATEGORIES IS CHILD PORNOGRAPHY. [ : 
r .... · ...... · .... 1TO THE IP ADDRESSES OF TWO EMPLOYEES POSSIBLY INVOLvED IN ACCESSING-CHILD ~b)(6),(b)(7) 
PORNOORAPHY, WHEN i fmESE TWO EMPLOYEES I P ADDRESSES (e) 

II STUCK OUT LIKE A SORE THUMB" IN 8&6. THE URLS ACCESSED BY THESE EMPLOYEES WERE 
SENT TO A VENDOR USED BY 8EG FOR ANALYSIS. THE VENDOR CONFIRMED THE WEBSlTES 

CONTAINED CHILD PORNOGRAPHY. 

(b)(6) (b)(7)(C) 

(b)(6),(b)(7) 
(el 

(b)(6), (b){7) 
(C) 

(b)(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6).(b)(h 
(C) i 

I 
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ON 4/15/05, DOE OIG PARTICIPATED IN A CONFERENCE CALL WITH SE6 STAFF. THE PURPOSE 

OF THE CONFERENCE CALL WAS TO OBTAIN INFORMATION ON THE 8E6 ENTERPRISE REPORTER 

APPLIANCE. 8E6 STAFF SAID LANL SENT THEM A PORTION OF AN ENTERPRISE REPORTER LOG TO 
ANAI,YZC:. THIS LOG WAS FOR LANL INTERNBT PROTOCOL UP) ADDRESS I ~. ON. 
2/22/05, SHORTLY BEFORE REPORTED CHILD PORNOGRAPHY WAS ACCESSED FROM LANL, YAHoo.COM 

AND HO'I'MAIL WERB ACCESSED BY THE USER AT THAT IP ADDRESS. THE USER THEN PERFORMED A 

LOG-IN AT YAHOO. COM. A SHORT TIME LATER, THE USER ACCESSED A WEBSITE CATEGORIZED BY 
8E6 AS CHILD PORNOGRAPHY. TO CATEGORIZE SITES, 8E6 RUNS SCANNERS BASED ON KEYWORDS 

ASSOCIATED WITH CERTAIN CATEGORIES. ONCB AN INTERNET SITE HAS BEEN PRELIMINARlLY 

CATEGORIZED, A HUMAN VERIFIER LOOKS AT THE SITE TO CONFIRM THE CATEGORI7..ATION IS 

ACCURATE. 

(b)j\~~l(~~;KA.r~~;'~~~-D~!ful=:":..~~~~ __ 1 

(C) COING BACK TO NOVEMBER 2002, AND HAS NO PWSroGli:T RID OF THEM. LANL E-MAIL 

MESSAGES ARE NOT CENTRALLY STORED APTER THEY ARE ACCESSED BY USERS. E-MAILS ARE 

ONLY STORED ON THt:1 LOCAL DESKTOP MACHINES. 

~ i(bT(6jTb)(j)fCr--~~--l """"'''''''''''''ING ON ::>/5/05, DOE OIG SPOKEL~_._.~~ __ .-:..~ __ .____ TO REQUEST NETWORK LOGS LlV\,.V'"JM4H 

(b)(6):~R}.lET ACCESS FROM THE U\NT, COMPUTER [~--. I 
(C) 

ON 5/16/05, OOE oro REVIEWED A REPOR'ri(b)(6),(b)(7)(C) i' 

(b)(6), (b)(7) .. I THE REPORT DESCRIBES FILES FOUND ON A LANL 

f~at.~ER j - iINCLUDING CHILD PORNOGRAPHY AND CHILD EROTICA 
(C) IMAGES. THESE IMAGES INCLUDE SEVEN PHOTOGRAPHS OF THE SAMB FEMALE CHILD. BY !~ 

..... _A.~l.t.lt'U_:t_NG .. _.BACKQRQmm ..... QBJE.CTS .... DEP~CTE1l, IN THESE SEVF.N IMAGES, OOE OIG DETERMINED! ! 
(b)(6), (b)(7)(C) ! MAY HAVE INFQRMA'l'ION REGARDING THE PRODUCT~ 

=--==-:=-=---... - .. ---~-~ 
OF THESE IMAGES. 

:C:/~~O!j::~:~~b'.:~~!-h~BEr):E T~~~J:=~::CES~~-~J SUMMARY LOGS SHOW1NG 

i(b)(-6),Cb)(7)(Cj- j 

DOE OIG CALLEDi. . . ITHEy NEEDED COMPLETE NETWORK LOGS, WITH Tr~ES 
i~t::~:!E~J~_~~-----~.~-.·~~~~-~~--_~_}RmRE--niESBt AND REQUESTED ~b)(6) rUT A REQUEST 

~: ~~~:~:)(:~(::)(~~G~-_____ ~UT IN THE REQUEST. ~~!.(~~~~)_(~!.(_~~'_M .. mM._.J 

Page 2 

(b)(6}.(b)(7)(C) 

(b)(6), (b)(7) 
(C) 

I 
I 

I 
(b)(6), (b)(Y> 
(C) I 

I 
i 
I 
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(b)(6),(b)(7) 
(e) 

ON 5119/05. DOE orG COOR~INATED THE INFORMATION IDENTIFIED ON [ .~ b~~~] (b)(6),(b)(7) 

~~i1)~~~j~crOFMPBi-CHILD_ ~~PH~ I~S~':T:!":":O~~'~T["~_~===rif .... jTHm(6). (b)(7) i~(6) (b)(7) 

(b)(6)~~!~EWED REGARDING L __ JrNTERSTATE TRAVEL TO POSE FOR PHOT~~.~! TAKEN [------ -r) (b)(6), (b)(7) 
(~(i)'(b)(7) J. THE FBI CASE AGENT ON THIS INVESTIGATION WAS c.m ______ ~. __ m __ ._mJ l'"BI, SEXuAL---~--- (C) 

(C) ASSAULT FELONY ENFORCEMENT TEAM (SAFE), LOS ANGELES. CA. - (b)(6),(b)(7) (b)(6) (b)(7) 

~~)(6[kW)f)7 __ ~I~(~~.'(~)~.~-~~t~RDINATED THE INFORMATION IIDENTIF~~ ON I (C) 'k., ITH '["_,] 

.~-~~:--_ .. _ .. _. __ ........_. ____ .. _.JDOE OIG THE FBI OPBNED THEIR PREVIOUS INVESTIGATION OF 
(b)(6), (b)(7) iAFTER RECEIVING A REPORT FROM THE NATIONAL CENTER FOR MISSING AND EXPLOITED 
(lijX6-m-'~REN (NCMEC). AND THE FBI WAS 
(C) ABOUT TO MAKE AN UNDERCOVER PURCHASE OF PHOTO COMPACT DISKS (CDS) 
(b)(p).(b)(7) . :Ju,MoST HAD ENOUGH FOR A SEARCH NARRANT, WHBN[]LEARNEJ;)'--·--------TH--e:---tlN----I--T--E-D·-----

m

--' 

(er'STATES-P()STAL -INSPECTION SERVICE (USPIS) WHICH HAD ALSO BBEN CONTACTED BY NeMEC, _ .......... , ...... __ ....................... -.. _--_ .. _._ .. _" .... - .. -, ... , .. "'" .............. --... [--.-------.. - .. ---.1 

(b)(61U(U(cb.rs OUTANDI _________ . ____ .......... _mm ... _________ .. ___ ,.~_J THE FBI DEFERRED TO USPIS TO 

(C) HANDLE THE INVESTIGATION AT THAT POINT. HAD A "STRANGE" 

ARREST IN RIVERSIDE COUNTY, CALIF;-:O::::RN=I:.:A1-' -==-=="'-'--=-:.:.-=:==-____ --'.:.:WAS=--"CA:=UGHT=~i •• 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(e) 

(b){6), (b)(7) 
(C) 

(b)(6),(b)(7)(C) 

A VAN WITH A GIRL AND A CAMERA. 
(b)(~(~l~~).(<:! _______ m __ .J A CHILD WELFARE AGENCY IN ORANGE COUNTY, CALIFORNIA IN 1996, THEN 

. (bli6).(b)(7)(C) 

DROPPED OUT OF VOI,UNTEERING IN 2003. 
(b)(6), (b)(7) 

~C(ifi_S.I~JLQ~!_f)()_E ___ 9l_~_~Ql.:ITA-PTED ~2~~~~~)(7)(C) ___ ]USPIS. ~(6), (b)(7)(C) J 
: . lIN 2003 BASED ON THB NCMEC REPORT. I . . 

(b)(6;~6:i~~--roRNo!a!:~:i~~!:I~I=~~~Dh~~~::~~::::l ~~~:~c:::s C::~=E I: 
(b)(6t(~(7).,. DQST. r----------·----------------------··_-------------------------1 WHO HAD POSED '-roR (b)(6), (b)(7) 

(C) PHOTOGRAP~~r···.1 _ .... ------------l-·THE--USPIS--INVESTlGATloN--STAiL~D AFTER ATTEMPTING TO (C) 

INTERVIEW I-]REFUSED TO TALK. -PHB USPIS DID NOT MAKE AN 

tlNDERCOVER PURCHASE (b)(6) (b)(7) (b)(6),(b)(7) 
(b)(6), (b)(7) . --, (el _ 
fC) (C) nb)(6),(b)(7)(e-) ~--

i .. _OlL.6.l.11a_lIl_
j 

DOE OIG IDENTIFIED NEWSGROUP POSTINGS MADE BY A l 
(b~(6),(b)(7) _ E-MAIL ADDRESS (THESE POSTS WILL BE ATTRIBUTED TOri =======fI=IN-::-TIiU 
(e, PARAGRAPH FOR BREVITY). THESE POSTS DESCRIBE 1r=-=-=--'-'-'-'=-=-="::"='''--.::...:...L-cl-I-NT-E-RES-T-O---lR 

?ARTICIPATIQN IN THE FOLLOWING: 1) TRAVELING TO COUNTRIES THAT HAVE "GIRLS OF ALL 

AGES" AVAILABLE FOR PROSTITUTION; 2) PRODUCING PHOTOGRAPHS OF SUCH GIRI~, AND' 

OBTAINING PHOTOGRAPHS OF THESE GIRLS FROM OTHERS; 3) SOLICITATION OF PROSTITUTES 

WHILE ENGAGED IN INTERSTATE AND INTERNATIONAL TRAVEL; 4) PRODUCTION AND DISTRIBUTION 
OF PHOTOGRAPHIC IMAGES OF!~------]HAVING SEX WITH PROSTITUTES; 5) POSTING OF IMAGES 

AND MESSAGES TO VARIOUS N!WSG~OUP CONCERNED WITH CHILD PORNOGRAPHY AND PEDOPHILIA; 

(b)(6),(b)(7) 
(C) 

(b)(6), 
(b)(7)(C) 

(b)(6),(b)(7) 
(e) 

I 
(b)(6), (b)(Y> 
(C). ! 
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(b)(6),(b)(7) 
(C) 

6) PRODUCTION AND Q.!..~·I,,!UBUTION OF PHOTOS O~ ___ M_M_~_ ... JHAVING SEXUAL INTERCOURSE IN 

PUBLIC. AS WELL ASDINTEREST IN TRADING SUCH IMAGES WITH OTHERS: 

ON 7/5/05, DOE OIG COMPLETED AN ANALYSIS OF NETWORK LOGS DOCUMENTING INTERNET 

(b){6h,(b)tN1ITY FR~ IASSIGNED I.ANL IP ADDRESS. THESE LOGS SHOW MULTIPLE 

(C) CHILD PORNOGRAPHY-RELATED IMAGE SEARCHES RUN FROM THIS IP ADDRESS, MULTIPLE CHILD 

PORNOGRAPHY-RELATED URLS ACCESSED PROM THIS IP ADDRESS, AND MULTIPLE USERNAMES THAT 
APPEAR TO BE VARIATIONS OF THE NAME r-·_·_MMM 

.. - _m"'.'~M".) THE LOGS ALSO SHOW ACCESS TO 

TWO WEBSI'I'ES THAT APPEAR TO BE I
mM

.
m 

... - I INCLUDING ONE ACCESS THAT 

APPEARS TO HAVE BEEN MADR FROM AN E-MAIL LINK. (b)(6),(b)(7) 
(C) 

ON 7/6/05, DOE OIG AND AN FBI AGENT VISITED THE RESIDENCE OF i (b)(6),(b)(7)(C)i 

~~)(~~~~~~~:~~~~:~~~~'~~~~':~~~:~~~='~~~~~;~~~~~~~J~=~~~~.:.==~==~===~.~~j~ ~E P!~~~:, 
DOWNLOADING, AND POSSIBLE UPLOADING OF CHILD PORNOGRAPHY. 

ON 8/19/05, DOE OIG BEGAN ACQUIRING MEDIA RECEIVED FROM LANL. 

(b)(6),(b)(7) 
(C) 

ON 9/26/05, DOE OIG BEGAN ACQUIRING MEDIA RECEIVED FROM CONSENSUAL SEARCHES OF THE 
SUBJECT'S PROPERTY. 

ON 1/9/06, PQE....oULCOOi'LEjTED AN INITIAL ANALYSIS OF MEDIA ASSIGNED TO, OWNED BY, OR 
ACCESSED BYI(b)(6),(b)(7)(C) I APPROXIMATELY 250 FILES CONTAININC SUSPECTED CUTI.D 

PORNOGRAPHY WERE IDENTIFIED. 

ON 1/10/06, DOE OIG PROVIDED l(b)(6Db)(7}(C-) -~MM-"'---""'MM'-"-"MM-~-"lUNITEO STATES POSTAL 

INSPECTION SERVICE (USPISI A COMPACT DISC (CD) CONTAINING PICTURE AND VIDEO FItlES 

DEPICTING SEXUALLY-ORIENTED MATERIAL POSSIBLY INVOLVING MINORS. THESE PICTURE AND 

VIo.~.2. F!LES . .-!!ERE IDENTIFIED ON ELECTRONIC MEDIA ASS~_~IfNED BY, OR ACCESSED 

BY L .. " ..... _.~ THE PURPOSE OF PROVIDING THE CD TOL. ___ ...... __ ~ ... __ :=JIS FOR 
ANALYSIS OF THE PICTURE AND VIDEO FILES ON THE CD FOR KNOWN VICTIMS OF CHILD 
PORNOGRAPHY BY THE NATIONAL CENTER FOR MISSING AND EXP1~ITED CHILDREN (NeMEC), CHILD 

VICTIM IDENTIFICATION PROJECT (CVIP). THE USPIS L .............. ml 

FOR NCf.'EC, CV!P. (b)(6), (b)(7) (b)(6),(b)(7) 
(C) (C) 

ON 2/6/06, DOE OIG RECEIVED THE ANALYSIS REPORT FROM NCMEC CVIP. THE REPORT 

IDENTIFIED TWO INVESTIGATIONS CO~~CTED TO ONLINE GROUPS AND WEBSITES CONTACTED BY 

1~E SUBJECT, AND ONE IDENTIFIED CHILD DEPICTED IN IMAGES ON MEDIA CONTROLLED BY TIlE 
SUBJECT. 

Page 4 

(b)(6),(b)(7) 
(C) 

(b){6), (b)(7){C) 

(b){6), (b)(7) 
(C) 
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~~)(6)'Bfi(l~RIL 18, 2006, SAl._ .... ~_ .. JCOMPLETED A DRAFT REPORT OF INVESTIGATION RELATING TO 
THIS INVESTIGATION. Ar~ER REVIEW AND REVISIONS. SUBMIT ~E REPORT OF 
INVESTIGATION TO THE AUSA FOR PROSECUTION. 

(b)(6) (b)(7) ! i 
(C) 'Oll iQ.Y18, 2006, SA .~. ___ !PROVIDED A DRAFT COPY OF A REPORT OF INVESTIGATION TO 

AUSA DEAN TUC~AN FOR HIS REVIEW, 

ON JUNE 13, 2006, SA i(b)(6),(b)(7)(C) IAUSA DEAN TUCKMAN REGARDING POSSIBLE 

PROSECUTION OF THIS CASE. AUSA TUCKMAN STATED THAT THE PRBVIOUS CASE AGENT HADN'T 

PROVIDED ANY MEMORANDUMS OF INVESTIGATIVE ACTIVITY OR INFORMATION RELATING TO THE 
INVESTIGATION. AUSA TUCKMAN REQUESTED THE REPORTS SO THAT HE COULD MAKE A BETTER AND 

MORS INFORMED DECISION ON THE CASE. 

ON JUNE 13, 2006. PROVIDED AUSA TUCKMAN WITH THE REPORTS THAT HE REQUESTED 
AND SENT THEM VIA FEDEX TO HIS OFFICE, 

ON JUNE 29. 2006, S~}~~~~\(b)JATTEMPTED TO CONTACT AUSA TUCKMAN' TELEPHONICALI,V. AUSA 
TUCKMA~ WAS NOT AVAILABLE AT THE TIME AND A MESSAGE WAS LEFT. 

ON AUGOST 7, 2006, s~~~(b)'ILEFT A MESSAGE FOR AUSA TUCKMAN REGARDING THE CASE. 
AUSA TUCKMAN WILL BE OUT OF THE OFFICE UNTIL AUGUST 14, 2006. 

'(b)(6),(b) i 
ON OCfOBER 13, 2006. SA~)(C) iATTEMJ?TED TO TELEPHONICALLY CONTACT Al.!~~L~EAN TUCKMAN 
REGARDING THE CASE. AUSA TUClCAMAN DID NOT ~~'llTJ;:~ THE PHONE. AND SA[ !LEFT A .... 

(b)(6M~4GE REQ.UESTJ;N(> THAT AUSA TUCKMAN CONTACT . REGARDING THEr;~Ros~grrION -STATUS OF 
(C) THl': CASE. AUSA TUClCMAN HAS NOT RETURNED PRMOUS CALLS BY SA:(b)(6), REGARDING THE 

CASE. (b)(6) (b)(7) ! b 7 C 
(b)(6), (b)(7) (C) . --, 

(C>ON . FEBR~:~~~G 2:;, c!~io poJ::~:v T~::~NR~tfb)7i~~y~~!1~_~)(~!:~~)~!)(~)-... ---- .. _ .. trnA4 
THE CASES SHOULD BE CLOSED BECASUB OF A LACK O~--PROSEa:lroRIAL:tNTEREj"Sif:-";"------"~ 
S'l'ATED THAT AS PART OF DCASE CLOSING []wOULD NEED TO SPEAK WITH AUSA DEAN 
'!'UCKMAN AND GET AN OFFICIAL DECLINATION. 

(b)(6), (b)(7) (b)(6). (b)(7) 
(C) (C) 

PLANNED ACTIVITIES: 
CONTACT AUSA AND CLOS! CASE 

PageS 

(b}(6), (b)(7) 
(C) 

(b}(6), (b)(7) 
(C) 

(p)(6),(b)(7) 
(C) -
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Case Number: IOSLV004 Summary Date: 18-APR-01 

Title: 

[~~f~~~:~~~~~~)(~~_~~]/IMPROPER DISPOSAL O~' WASTE/NTS 

Executive Brief: 

PREDICATION: 

(b)(6),~(=:~_0~~~:~~,,~~:.J~~~~~:~ ~~~~~Y~ l~t~l~lff\ffl~~ngr~~~~~~.~Q.J:~~~~~~ 
(C), (bt(~.~~THE ~J.I'il:~~-!!§1-~~)(6), (b )(7)(C) , (b)(7)(D)-' ....--.. -.\} 

--------.... ---.---

(b)(6),(b)(7)(C) 
INVESTIGATIVB ACTIVITY: (b)(6), (b)(7)(C) 

- ON 10/03/0S THIS CASE WAS REASSIGNED TO SA 
(b)(6l.(b)(7')IeJ"E COMPLAINANT [····-·-·----~---~~~~~==]WAS INTERV~=I::-.:::Ec::W=E=D··-:B::.-'Y:=--:::T::Hc:::::'E OIG ON 12/09//2005. 

- THE OIG MET WITH L"""._ .. _J AT THE NEVADA TEST SITE ON 02/01/2006. 
!b)(6).(b)(1)(<l:HE OIG MET WITH ["------THB WASTE MANAGEMENT PROJECT, NNSA, ON 

02/21/2006 TO GATHER ADDITIONAL INFORMATION ON ANY ADMINISTERED TESTS COMPLETED ON 

THE NAS'rS THAT WAS ALLEGEDLY IMPROPERLY DISPOSED OF AT THE NTS LANDFILL. 
r----·--·-----------, 

- THE OIG OBTAINED THE TEST RESULTS OF THE WASTE (VISTANEX) FROM 
L ... _ ... ". _~----..... --...................... ' 

ENVIRONMENTAL MANAGEMENT, NNSA ON 03/07/2006. THIS TEST DETE~~INED THE SUITABILITY 

Of' THE WASTE FOR BURIAL AT THE AREA 9-10C LANDFILL. ACCORDING TO THE TEST, THE 

VISTANEX MET THE STANDARDS RBQUIRED FOR BURIAL AT THE AREA 9-10C LANDFILL. 

DETERMINED TUE VISTANEX WAS APPROPRIATELY BURIED AT THE AREA 9-10C LANDFILL 

THE OIG 

.QJ!L .. INTERVTEWED r----p--.. -·(~ )(6), (b)(7)(C-)_m 

RESULTS OF THE TEST TO THE OIG. 
(b)(6),(b)(taB OIG CONTACTED I" ---.h-----··]NEVADA DIVISION OF BNVIRONMENTAL 

(C) PROTECTION (NDEP) ON' 07/25/2006, [ ]THAT THE NOEP DID NOT HAVE 'AN'{ 

(b)(6).(b)(7){C) 

AM.EGATIONS OF IMPROPER DrPOSAL OF VISTANEX ON FILE. 

Ibl(6),(PJ!ll(C}TIf~ ... Q~~ __ .!.NTERVIE"EDI (b)(6).(b)(7)(C)! PROGRAM MANAGER, DOE ON 12/08/2006. '--_.----J 

l 1 THAT THE DOE AND THE NOEE' HAVE A MUTUAL CONSENT AGREEMENT FOR L1'INDFILL 
WASTE AND DISPOSAL. THE AREA 9-10C LANDFILL OPERATES UNDER FEDERAL AND STATE LAWS 

AND REGULATIONS, WHICn INCLUDE TITLE 40 OP THE CODE OF FEDERAL REGULATIO!JS AND 

NEVADA ADMINISTRATIVE CODE. THE DUMPING OF THE VISTANEX WAS IN COMPLIANCE WITH 

FEDERAL AND STATE REGULATIONS. 

INVESTIGATIVE FINDINGS: 
(b)(6),(t)j('if·-···-·----------·jOOE, DETERMINED THAT THE DISPOSAL OF THE VISTANEX WAS IN 

(C) cOMPL'iA:NcEWITH FEDERAL-'AN-D STATE LAWS AND REGULATIONS. 

PLANNED ACTIVITY: 

- CLOSE CASE. 

(b)(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 
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Case Number: I05TC014 
Summary Date: 06-MAR-07 

Title: 
i(b}(6),(b}(7)(C) . 
'-1 _____ ---lIBPAi THEFT OF SENSITIVE POWER GRID DATA 

Executive Brief: 

PRB::lICATION: 

~~)(6~~~~_~:~~.::~7~=========~~~A= ~:~~I~R: ::~:~s ON 

(b)(61.M'f7FONTAINED SENSITIVE POWER GRID DATA I I DOWNLOADED. 
(e) 

INVESTIGATIVE BACKGRO~b)(6),(b)(7)(C) (b)(6) (b}(7) 
(b)(6), (b)(7) """"""L (e)' 

(C). ON 6 -JON-OS ,_~~l J1I..~~~.~~~1I..'l'~.J:.)_.,,'?~ __ 1I..,~~!.~~.~CE CALL WITH BPA PERSONNEL 

I.._ .... __ ......... _,. _____________ ... ___ ~_. __ ........ , ......... _ .. ___ ,......... ._._. __ .... ___ , __ -...-1.,,!J.~,~~S' .. ,!HE CONFERENCE CALL, 
(b)(~j,(b)(7~ ... __ J THAT ON 3 -JUN-OS[, ...... _____ . ___ ....... ___ m_'_ ... __ m.m .. __ ...... _'_m._._ .. _ ATTEMPT TO LEAVE THE BPA 

HEADQUARTERS BUILDING IN PORT~~~, OREGON WITH A COMPUTER HARD DRIVE. 

(~~\~~:~~~~~~i~i::[:.,~~~~~~;·::L=E~~~=;~~':-iui:.~·~iN:~~=t::_~m:~,:Di;.,:~~;~=:~:~;T[~···-· .. 1 
(C) SHOUT.DN'T fL~I.''I':':''TQ~,TURN OVER THE HARD DRIVE BECAUSE IT WASL . ,~ __ ~ 

EVENTUALLYI"._ .. _.",.~UBMITTED TO THE REQUEST. AN INITIAL CURSORY OF THE HARD DRIVE 
SUPPORTS THERE IS SENSITIVE INFO~ATION ABOUT THE POWER GRID ON THE HARD DRIVE !PAT 
IS PROPERTY OF BPA, THE HARD DRIVE IS CURRENTLY BEING IMAGED WITH ENCASE SOFTWARE. 

( 
f6 .. P)J~b_.)_~7~~J~(6~~~7~NVESTIGATION WAS COORDINATED WITH FBI [,~~~~~~~~.~!,~~~_ ...... u,,-m_..J 

b)l . ( () WAS INTERESTED IN WORKING A JOINT INVESTIGATION, 
(el'--------l 

ON a-JON 05, THIS INVESTIGATION WAS COORDINATED WITH FPS l(b)(6), (b}(7)(C) 

(bj(6) (b)(7) IWAS INTERESTED IN WORKING A JOINT INVESTIGATION. 
(C) . 

ON 14.ruN-O';, THE TECHNOLOGY CRIMES SECTION (TeS), IN CO-ORDINATION WITH NWI OPFNED 
THIS AS A Tes CASE 

~~)(6b!J')iP-JUN-05, [~~~~~,!~i,<'?l~~):~-:.-'.~=}rHATCHAD DISCUSSED THE CASE WITH AUSA CALDWELL 
AND THAT HE WAS DRAFTING A SEARCH WA..':tRANT TO SEARCH THE EXTERNAL HARD DISK DRIVE, 

~~)(E\Mb~llJUN- 05, rnf~~~)'~~~~!.~~!] CALLED' SA L __ u_ .. JAND LEFT A MESSAGE THAT FBI WOULD 
NOT BE PA..~TICIPATING IN THE CAS!. 

INVESTIGATIVE FINDTNGS: 
(b)(6).(b)(7) 
(C) 

(b)( 6), (b)(7) SA [ .... _, .. _, .. , ..... ' ... '.~!. AND 
(C) ON 20-J1lNE-OS SA: !TRAVELED TO PORTLAND, OR AND INTERVIEWED ELEVEN __ ....J 

r.E.P.A,.l'."jSONNEL. :NFORMATION GA.THE~ED DURUJG THESE INTERV!EWS INDICATED THAT IN 1999 
, WAS INITIALLY CONTRACTED L __ ~THE NETWORK FOR THE POWER BUSINESS LINE 
"(PB'!:); AN ENTITY WITHIN BPA. PSL IS RESPONSIBLE FOR THE MARKETING OF FEDERALLY' 

(b)(6).(b)(7) 
(C) (b)(6), (b)(7) 

(C) 

(b)(6), (b)(7) 
(8) (b)(6},(bl(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6), (b)(7)(C) 
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GENERATED POWER TO THE CONSUMER POWER COMPANIES. 
PBL'S IT PERSONNEL OPERATED SEPARATELY FROM THE IT PERSONNEL WHO SUPPORTED THE 
TRANSMISSION BUSINESS LINE (TeL) AND FROM THOSE FROM THE OFFICE OF THE CHIEF 
INFORMATION OFFICER. 

~~;~~t~;~····~~J:>l~~;S:S T:: EXTENSIVE AMOUNT OF SENSITIVE BPA INFORMATION AT BOTH PBL AS 
(C) ·WELL··Aj·AT·JTBL. THREE ADDITIONAL CONTRACT STAFF PROVIDED O'l'HBR NETWORK SUPPORT 
(b)(6albfVfl)cEs FOR PBL. 
(C) 

HOW1NER, FR!CTION DEVELOPED BETWEEN THE CHIEF INFORMATION SECURITY OFFICER (CISO) 
PERSONNEL AND THE FOUR CONTRACTORS OVER THE PROVISION OF COMPLETE ACCESS TO THE PBL 
NETWORK BY AUTHORIZED CISO PERSONNEL. CIO PERSONNEL BELIEVED THAT THE CONTRACTORS 
WERE ABLE TO DO WHAT TIlEY PLEASED WITH OW~Y MINIMAL BPA OVERSIGHT. 

THE PBL IT ORGANIZATION WAS TAKEN OVER BY THE OFFICE OF THE CHIEF INFORMATION 
OFFICER (OCIO) ON 1-OCT-04. THE INTEGRATION OF THE IT STRUCTURES RESULTED IN NE" 
TENSIONS BETWEEN THE TWO GROUPS, PRIMARILY OVER THE PROVISION OF DOCUMENTATION OF 
THE NETWORK AND PASSWORDS TO ALL SYSTEM ACCOUNTS. OCIO DECIDED TO 
TERMINATE THE CONTRACTS 

(b)(6).(b)(7jcCl 

BPA REALIZED THAT THE[~ j CONTRACTORS HAD EXTENS!VE ACCESS TO SPA SENSITIVE 
COMPUTER SYSTEMS AND BPA WAS EXTREMELY CONCERNED ABOUT THE!R ABILITY TO ~~M THE PSL 

~eTWORK. BPA OCIO TOOK THE FOLLOW!NG STEPS: 
1. DOE-CIAC WAS CONTRACTED TO CONDUCT A ~JLNERABILITY ANALYSIS OF THB PBL NETWORK TO 
GAIN A BETTER !NSIGHT INTO WHAT POTENTIAL HARM 'fHE FOUR COULD 00 

2. SPA QUIETLY BEGAN RECRUITING IT PERSONNEL TO REPLACE THE FOUR CO~TTRACTORS -
ULT!MATELY THE FOUR CONTRACTORS LEARNED OF BPA ATTEM~TS TO HIRE REPLACEMENT IT 

Page 2 

CONTRACTORS. (b)(6),(b)(7) 
(C) 

ON 3 -JUN 2005, !(b)(6),(b)(7)(C) LEAVING THE BUILDING WITH THE EXTERNAL HARD 
!H S K DRIVE. KN'--O-W-I-N-G-r-H-A-T..-------',··"· .... ·· .... · .. ·,·· .... ,·· .. ·· ...... "., .. ,'.".,'.'-........ -, .. ",............... . ...... ,., .. ".,' """"''''] 

FOR REMOVING A PERSONAL HARD DISK DRIVE FROM A BPA FACILITY IN VIOLATION OF BPA 
POLICY. A PARTIAL A.~ALYSIS CONDUCTED BY crso ON 7-JUNE-2005 INDICATED THAT THE 
DRIVE CONTAINED SENSITIVE BPA NETWORK INFORMATION SUCH AS IP ADDRESSES OF NETWORK 
DEVICES, seRVER INFORMATTON AND PASSWORDS, NETWORK ~JLNERABILITY SCANS, AND THE 
HACKING TOOL 'RAINBOW CRACK.' 'RAINBOW CRACK' IS A jOL WHICH IS USED TO CRACK 

;~:~~~_P~Sj:~~~~~ NO;H~~!S~Ji~i~~>.~~~~~·OFn .. ffiI s · .. tN==~~: ~t!2_}~:S::S~~:'S 
(b)(6), (b)(7) 
(C) 

(b)(6), (b)(t) 
(C) , 
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(b)(6), (b)(7) 
(C) 

ON 7-JUN-200S. THE! ICONTRACTORS WERE~NATED. FROM THE TIME OF THE INCIDENT 

ON 3 -JUNE- 2005 AND L THEIR TERMINATION ALLL ____ JCONTRACTORS HAD FULL ACCESS TO SPA 

FAC!LITIES AND COMPtJTER SYSTEMS. ALL ACCOUNTABLB PROPERTY WAS RETURNED. CISO 

REPORTED THAT EXTENSIVE MEASL~ES WERE TAKEN TO MITIGATE THE RISK OF HARM BEING DONE 
TO SPA NETWORKS. (b)(6), (b)(7) (b)(6},(b)(7) 

~~)(~~(~)~~~JN-05. sAI.m ....... ..J~e~AL ..... m.JMET WITH(~USA LANCE CALDWELL. AUSA CALDWELL 

EXPRESSED HIS INTEREST IN OBTAINING A SEARai WARRANT FOR ALL THE RELEVANT 'MATERIAL. 

HOWEVER, DUE TO HIS SCHEDULE AND HIS CONCERNS FOR MAKING SURE THAT THE SF..ARCH 

WARRANT COVERED ALL ITEMS, HE WOULD BE UNABLE TO WORK WITH [--·----·-··· .. ·"1 TO FINISH 

THE WARRANT UNTIL THE WEEK OF 27-JUN.OS. (b)(6}.(b)(7)(C)j 

(b)(6), (b)(7) (b)(6).(b)(7)(C) 

(9k 28-JUN-OS. SA !(b)(G},(b) SPOKE WITH ,. ······· .. ···,······'1 ,(7){C) ". " ........... , '-______ . _____ . __ •. __ , ____________ ._,_._. ______ J 

Pagel 

i, TBL ABOUT .. ' IPOTENTIAL ACCESS TO THE SCADA NETWORK THAT DRIVES 

'THE-POW·8R·G~ID. [---'" CONFIRMED THATr---'--JNEVER HAD REMOTE ACCESS PRIVLIDG~~ ... T~... (b)(6), (b)(7) 

(b)(6),(bJi~k)TaL NETWORK. "'IN'ADO TION, DURING [ .......... ·•· .... 1 TIME WORKING ON THE TBL CONTRACT l... __ J .. (C) 

WAS ONLY GRANTED TEMPORARY ACCESS TO. N·ElfwORR··DEVICES. UPON COMPLETION OF DOUTIES (b)(6),(b)(7) 

THE BPA~TBL ENGINEERS CHANGED THE PASSWORDS FOR ANY DEVrCE THATj }wAS.. . WORKING (b)(6) (b)(7) (C) 
ON. WHILE! HAVE ACCESS AND KNOWLEDGE OF THE NETWORK ITSELF, Lpo NO (ej' 

SPECIFIC ACCESS TO THE SCADA NETWORK THAT IS CONTROL LEO BY TBL. 
(b)(6). (b)(7) (b)(6).(b)(7)(C) ,.. (b)(6),(b)(7)(C) 

(C)uSTATH ON lO-JON-OS SAI(b)(6).(b)(7)(C) .. · .. · .. ·· .. -;tHTH TWO SPECIAL AGENTS FROM 

THE EXTERNAL HARD DISK DRIVE AS WELL AS FPS/DHS SERVED A SEARCH WARRANT TO BPA 

23 BOXES OF MATERIAL COLLECTED BY BPA 
~----------------------------------~ 

OFFTeR. THE BOXES CONTAINED S LA?TOPS AND APPROXIMATELY 3S SERVER HARD DISK DRIVES 

AND NUMEROUS PIECES OF ELECTRONIC MEDIA. 

~~)(6dJb~(6!JUL_05 SA [ ............ lcoNTlNUED A...'lTALYSIS OF THE EXTERNAL HARD DISK. DURING THE 

k'ITALYSIS A PGP ENCRYPTED FILE WAS OBSERVED. ATTEMPTS ARE BEING MADE TO CRACK THE 

ENCRYPTION. (b)(6),(b)(7) 

(b)(6), (b)(7) 
(C) 

(b)(6).(b)(7) 
(C) 

, 
~~:~J.~.t).(~~ ...... l~~~~~!~D THROUGH l(~~~~~,.(~~(7)(~!,_ ...... _,JTHAT AUSA CALDWELL CONTACT C (b)(6), (b)(l) 

. • TO FACILITATE A MEETING BETWEEN DOE OIG AND I ,,, .. _,, ....... _~ .... __ ,,._ .. __ .. ~ . . .. " ........ , ........................ "._ .................................... " , .............. .1 
RE?ORTED TO SA··]THAT NO INFORMATION WAS FORTHCOMING FROM AUSA CALDWELL'S 
OFFtCE CCNCERNlij~'Tji-ji REQUEST. (b)(6).(b)(7) (b)(6), (b)(7) 

(b)(6)(b)(7) (D}lO), lOJU) . (C)' l (C) 1 ,~=-::---:--:=--:-:::-:----, 

Hm6),(b)(t) 
(C)' " 

COLL~AGUES OF ALL STATED THAT THEY DID NOT BELIEVE THAT HAD ANY 
(C) o~ 20 SEP--200S(9}A SA i""" ... ,.IAND SAL""" ...... : INTERV!ENEOi(b)(6)'[(?!.~~L ~~)(6)(b)(7) 

CRIMINAL INT MISUSE THE DATA ON THE DRIVE. IN ADDITION,·······,,"":···lCOLLEAGUE, (b)(6),(b)(7) 
FILES TO THE DRIVE AND (e) 

(b)(6), (b}(7) 
(C) 

(b)(6), (b)(7) 
(C) 



Report run on: 

Office of the Inspector General (DIG) 

Investigations - Executive Brief Report (REB) 

March 16, 2009 12:25 PM 

(b)(6), (b)(7) 

THAT (b)(6),(b)(7) HAD ASKED (C) __ WOULD LIKE TO BACK UP ANY OFI'' __________ JIMPORTANT 

Page 4 

(b)(6);·(tJ)~. f(b)(6),(b)(7) AGREED AND FILE WAS THE PGP ENeRYOTED FILE ON THE DRIVE. THE 

(e)_~~~_~~::~Dwi\-s----PROVIDED BY - (b)(6),(b)(7) AND THE FILES OBSERVED WERE CONSISTANT WITH [-----'1 
(b)(~,(b)(7) ]DESCRIPTION. I (e) L 

~~(6hWfW~-NOV .. o-5 SA 1 ______ ~coNTACTED AUSA CALDWELL AND PROVIDED HIM WITH AN UPDATE AS TO 

THE STATUS OF THE MEDIA ANALYSIS AND THE RESULTS OF THE INTERVIEWS. AU5A CALDWELL 

INDICATED THAT ABSENT ANY SIGNIFICANT NEW INFORMATION HE WOULD BE LIKELY TO NOT 
(b)(6t;~E WITH THIS CASE. SA I·---------·---·~GREED TO CONTACT HIM UPON COMPLETION OF ALL 

(e) REMAINING INVESTIGATIVE ACTIVIES. 

(b)(6~~){7/)..f'EB'2006 SA iRECEIVED AN EMAIL AND A FAX FROM AUSA CALDWELL. AUSA 

f~6~~LL CONFIRMED THAT lDECLINED TO TALK TO INVESTIGATORS AND AUSA 
(t:i)X6~N))i:LL PROVIDED SA ' ----~]wiTH-'i\-J COpy OF A CASE CLOSING LETTER HE HAD PROVIDED TO 

(C) 

(b)(6.hJCPMIAPR··2006 SAl ~ECEIVED THE EVIDENCE DISPOSITION INFORMATION (EVIDENCE 

(e) PORMS AND LETTER FROM SUBJECTS ATTORNEY) FROM 1 __ , __ jb)(~JJ~)(7)(C)lpORTLAND, OR 

!~~1~'-JtJ>I:'O.~SArm -iCO~D i B;!~EP~VI~ .'Tl!~ ____ "[. __ .. ___ 
(~sr~'fJ~TLYEMP!:-..~YED ~~~\' BPA ,!EN~D CONTRACT. -

(e) INTENTION OI'·I ________ .. _____ ~)(~),(bli~KgJ 
(b)(&MbM1LlANl,1A.~){., 2-OQ7. s{'U--U---1AND ----------- PROVIDED AN F.xIT BRIEFING REGARDING 

(e~'l.'J-;E:E'I!":.[)~NGS OF THE INVESTIGATION TO (b)(6) (b)(7)(C)i 
(b)(6),(b)(7) iBPA. ' .~ 
(C} . 

PLANNED ACTIVITIES: 

CLOSE CASE 

(b)(6), (b)(7) 
(C} 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(e) 
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U.S. Department of Energy 
Office ofInspector General 

Office ofInvestigations 

November 20, 2006 

MEMORANDUM FOR THE DIRECTOR, OFFICE OF PROCUREMENT AND 
ASSISTANCE MANAGEMENT 

FROM: 
[---.--~--.. (b)(6),(b)(7)(C) 

'Central tnve:.~tTgation Operations .. _-
Region 3 Investigations Group 

SUBJECT: Investigation into the Theft of Aluminum Wire by a UT Battelle Employee 
(OIG Case No. I040R003) 

This report serves to infonn you of the results of an investigation by the U.S. Department of 
Energy, Office of Inspector General, Office ofInvestinations. The investigation involved 
allegations of theft byl(b)(S),(b)(7){C) ~ UT Battelle, LLC. UT BatteUe, LLC is the 
Department of Energy's prime contractor at the Oak Ridge National Laboratory. Specifically, 
Oak Ridge National Laboratory security cameras photographedL __ . __ ~truck leaving the (b}(6),(b}{7) 

site with a roll ofwhat appeared to be copper wire in the bed. The Office ofInspector General (C) 

investigation substantiated the allegation of theft. As a result of the investigation.[===--==.---ib)(6),{b)(7) 

entered a plea of guilty in Roane County Criminal Court to Theft of Property over $500.00. ThelC) 

report makes one recommendation for corrective action. 

For your convenience we have enclosed the Roane County Criminal Court documents. 

. . r(b)(6)~(b)(7r"l 
If you have an uesuons, please contact me at (865) 576-9202, or SpecIal Agent !(C) ,at 
(865) 576 (b)(6).(b)(7)i '-------I 

(e)! 
~ ____ ~~--1 

Enclosures 

cc: Manager, Oak Ridge Operations Office 
SC~l 



U.S. Department of Energy 
Office of Inspector General 

Office of Investigations 
Case No. I040R003 

INVESTIGATIVE REPORT TO MANAGEMENT 

November 20, 2006 

TIlis report is the property of the Office of Inspector Oene.ral and is fur OFFICIAL USE ONLY. Appropriale 
safeguards sbould be provided for the report and access should be limited to Department of Energy officials who 

have a need-to-know. Any copies of the report should be uniquely numbered aDd should be appropriately 
controlled and maintained. Public disclosUre is detennined by the Freedom of Inbmatioo. Act, Title 5, U.S.C. 

552, and tIle Privacy Act~ Title S, U.S.C. 552a. The report may not be disclosed outside the Department without 
prior written approval ofthe Office of Inspecror General, including distribution to contractors. 



I. ALLEGATION 

l(b)(6),(b){7)(C) I 
On February 9,2004,1 ! UT Battelle, LLC (Battelle), a 
prime contractor for the u.s. Department of Energy (D~rtment), notified the Office ofthe 
Inspector General (OIG) that securit cameras at Oak Rid e National Laboratory (ORNL) had 
photographed a pickup truck-! ~. (b)(S),(b}(7}(C) Battelle, leaving ORNL 
on February 2, 2004, with wlia appear a ro 0 copper Wlre. 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATION (S) 

This investigation began with a focus on potential violations of Title 18 United States Code (U.S.c.), 
Section 64 I, Theft of Government Property. The investigation refocused on potential violations of 
Tennessee Code Annotated 39-14-103 (Theft of Property). 

III. INVESTIGA TIVE FINDINGS 
(b)(6), (b)(7) l(b)(6).(b)(7)(C) I 
(C) The investigation revealed that on February 2,2004, I· !entered the. east end portal 

entrance ofQRNLatapproximately 7:09 a.m., wit~ . .an...emnt\'-niclQiP truck bed, Tennessee license 
_ta.K.I!~m~L~.~~ ...... _. __ JPr!9r.tQ.~leringth.~.ta.cilitYl~!~~'.:~.~!~!}~~! .. ..ltelenho . cally contacted ~6), (b )(7) 

~'H~.~.~ __ m.m •• _ I' • (b}(6},(b)(7)(C info~ed[-.=Jh~t Ie) 6),(b)(7) 

(b)(6),(b)(7 a wou . afety meetmg, however, IJ~K61!!?t(!)JgJlnever amvoo 
(b)(6), (b )(7) 

(C) (C) ~b)(6),(b)(7)(C) . 
On Febnjary 2, 2004, at approximate! 10:00 a,m. ' B~me.~~~b 
a roU of 4/0 gauge aluminum wire in (b)(6),(b (7)(C) pickup truck. 

~-;---~-;---_......J 

said the aluminum wire was probably on two or three spools originally, and later banded together 
(b)(6).(b)(7)and stored at ORNL, where it had remained for a couple of years. 

(C) -=:-:-::::-:-o 

On (b)(6),(b)(7)(C). . ed b . I D' l' . . _~_._~FebDJaITJ 0,2004, as mtervlew y OIG Specla Agents. urmg tIe mtervlew 

l~)(6), (b)(7~·r···~·· .. ··~---···········-···JP!<>'Y!<!~<!1 :a~:'d:~t~~~i~&fNl1f7~~r'ki~~=C~ ~~~~:~~~~i:=ll~t), (b)(7) 

~~)(6)(b)(7) I~&~~ ;:.eo~ ;::::"1 ~~~t!~I!?J;~i~tl::'t<;!~~~~~)l~c:); b) 7 c 
~~){6),{b)(7) ~~:~~i.~~X.~?~<i~t~I ....... ~ .. i~<! .. ~~~i~~J~~L_,., ____ ~~ __ (~)~~~~. 'bM'.' " J 

Toon~~cc~.----------------------------------------~~~~ .. . l (b)(6), (b)(7)(C) 
010 agents confinned thatl .on . 

(b){6). (b)(7) r.f .. tXt ....... ~ID' ......... JQ,,:?Q~. The OIG obtained a copy of the sales receipt from C '. . ~ ~~)(6), (b)(7) 
(C)._ ... ~. "r .-.--J. The receipt COR wed th~t the. uminurn wire was I (b)(6) (b)(7)(C)i 

1 .. :- (b)(6) , (b}(7)( ) . . 
(b)(6) , (b)(7) _ .......... _. ___ .......... on February 10, 2004, a 10r $364.24. The alummum WlI'e was 
(C) subsequently recovered by the OIG from Tennessee MetaJs, photographed, and returned to ORNL. 

---------------.,'"._-_ ....... _--
OIG Case No. I040R003 



The results of the OIG inve..<;tigation were presented to the Roane County Grand Jury. As a r~lt, 
j(b){6).(b)(7)(C)_Yas indicted [.Attachment AJ and subsequently arrested. On March 15, 2006, i lP~(6),(b)(7) 

guiIfy m Roane County Crirnmal Court to one co!'mLoflheft ofProperty over $500, a Class E ( 
Felony [Attachment B]. On July 20, 2006[ (b)(6).(b)(7)(C)iwas sentenced to two years probation and 
ordered to pay court cost [Attachment q. .. 

IV. COORDINATION 

The investigation wa<; coordinate(] with the United States Attorney's Office, Eastern District of 
Tennessee, who deferred to the State ofTenne..<;see, 9111 Judicial District, District Attorney General 
(DAG), Roane County, Tennessee. The investigation was subsequently coordinated with the DAG. 
9th Judicial District, who accepted it for criminal prosecution. 

,-------1 
The. investigation was further coordinated withl (b)(6).(b)(7)(C)ptnce of Procurement and 
AssIStance Management, Department. 

V. RECOMMENDA TION (S) 

Based on the findings of this report, and any other infonnation which may be available to you, the 
OIG recommends that the Department Office of Procurement and Assistance Management detennine 
if debarment action againsti(b)(6).(b)(7)(C) lis appropriate. 

~H6~:::::~(7HC)I~~=~~ ~6)(bH7) 
VI. FOLLOW-UP REQUIREMENTS 

Please provide the Office oflnspector General with a written response within 30 days concerning any 
action(s) taken or anticipated in response to this report. 

VII. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

This report is the property of the 01G and is for Official Use Only. Appropriate safeguards should 
be provided for the report and access should be limited to Department officials who have a need-to
know. Any copies ofthe report should be uniquely numbered and should be appropriately controlled 
and maintained. Public disclosure is detennined by the Freedom ofInfonnation Act, Title 5, U.S.C., 
Section 552, and the Privacy Act, Title 5, U.S.c., Section 552a. The report may not be disclosed 
outside the Department without prior written approval ofthe OIG, including distnbution to 
contractors. 

VIII. POINTS OF CONTACT 
l'b)(6), (b)(7) !~-~--, 

r=-=-L:..::=-==-=-=~:...L..':l===-=:::le:::a=se::...;c=o=n=ta=c:.::..t .=S=C::.=;ial

l 
Agent (C) _________ J at (865) 576-[_J or 
at (865) 576-9202. 

.. . .(~K§1,(l:>1(?1(9LJ 

OIG Case No. I040R003 

(b )(6), (b )(7) 
(C) 
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INDICTMENT 
\ J' \ (:' [L 
l't J.; /.... ~. - (b)(6).(b)(7)(C) I 
~. I _.. ~_. ___ . ______ ._ .. _._._ .. r-·-···--
STATE OF TENNESSEE 
VS. 

• ffNifs4-
·sSN:i ~ 
DOS: L._~ ...... _._. 
Race: White Sex: M 
Drivers License: 

(bl!6).(b)(7)(Cl/ 

(b)(6).(b)(7){C) 

J COUNTTHEFl' OF PR.OtERT\' - $1.000-$10,000 

WITNESSES 
1lI.E a..ERK will issuc: summons tbr the lblJowing S'Qte Wlm.=: 

[~.~~.~~--~=~~ __ ==~=~(~~6}.(b}(7)iC)----·------------1 
U,S. Dept olf!norgy .-.-.---------O;i-.Rldg;;Nati;;~~al Lab 

105 Mitdtell Road Bethel Valley Road 
Oak Ri TN 31831 P. O. Box 2008 
865.51 6).(b){~j Oak Rid e T • 
~·-·--·-·---·--···-·-l 86S 241 (b)(6).(b) 
l~~~~>':(~~~~~!____ . (7XC) 

U.S. Dept of Energy 
lOS Mitcllol! Road 
O.k Ridge, TN 37831 
86S.S761 I (b)(6).(b)(7)(C) 

Ebl(6):(bkiXC·i-·····[ 

tit .'B:attollo, ORN~ 
Bethel Valley Road 
P. O. Box 2008 
Oak IUdi~ nJ 37831 
865 .574 ~ I (b)(6).(b)(7l(C) 

(b)(6).lbl(7)(C)1 

=ar:=_J 
..,...,..,.~~, 37771 

!(b)(6),(b)(7)(C) 

. District Attorney General 

A.IRUEBUJ. 

A True 811t '.vas returned by the Orand Jury this the 
D .. t"l. ...... 7004 

H~(o duly summoned 8S witnesse.: , Ild swor/1 by me, a,ud 
• '\ ~ j , 

Attachment A 



TRUE BIL.L 
Nt: b.! t3 L 1..1.

INDICTMENT NO .. 

§TATE OF IENNESSEE, COUl.'!TX OF ROANE 

CRIMINAL COUR'l" 

(b)(6),(b)(7)(C) 

TIle Orand Jtlrl)I'S of the State ofTennessce. duly summoned. elected impaaeie.d;swom, 

and charged to inquir~ in and for the body of the County aforesaid, in the State aforesaid, upon 

their oath, present thatF){6),(b)(7){C) -~on or about Febnuuy 2, 2004. in the County 

and State atbresaid alld before the flllding of this Indictment, did unlawfully and knowingly 
, 

obtain property, to-wit: aIWninUIll w!relo oller li1,ooo but less tban $10,000 in value. of tho said 

United States Department of Energy. without its effective consent with the intent to deprive the 

said United States Department of Energy thereof, in violation ofT.C.A. SectIon 39-14-103 and 

agaiust the peace and dignity of the State of Tennessee. 

(b)(6).(b)(7)(C) 

DISTRICT ATTORNEY GENE 



F"RQI:1 :C(RCUfT-Ca.RT 
FAX NO. :865-717-4141 

IN THE CRIMINAL COURT FOR 'R oq:m2 COUNTY. TENNESSEE 

STATE OF TENNESSEE (b)(6).(b)(7)(C) 

vs. CASE NO. 
i(b)(6).(b)(7)(C) 

~----------_I 

I 

L _____________________ _ 

WAIVER OF TRIAL BY JURY AND ACCEPTING PLEA OF GUILTY 

Q,RDER 

nis eaUle came 08 fOr _rill before the Honorable E. Euceae EbleI1t Judge of the 

'ml~L~!rt of' 8. '5 J.(. .• County. Tam.-e, oa the petitio .. of the deteadllJlf, 
(b)(6),(b)(7)(C) -------"'-,--- ------l 
I ! lor waiver of trial by Jary aDd reqa_ for acceptanc:e of a 

I 

pica of gaDty, said petition bclIlg .ttadled hereto and IIKOl'pO ... ted by refel'ellCe herei.., 

gpoa stataueDfs made In opea court by the dehdam herein, IdsIIter attoney of I'8eOI"d, tile 

DistrIct AttorJlO}' Geaenl represeatiDi the Stat. ofTenaeaeo,.d hill qllestiolling by tlIe 

" IT .APPEARING TO TIIJ!! COURT .lter ClII'd\JI coDSidcntioa, that tbe dofeud.ant 

hereia .. lJeea duly acfri.4;ed ad udel'ltuds lillller rl&JJt to a tr.iaJ by j .. ry 08 tho IIIerib 

or the iadktmeDt agalast blmllrer, add dlat the defelKlant Itcreia doa DOt eleet to me 8 

jory detenuiae Ilislher pllt or inDocace oder .. plea of NOT GUILTY; and 

IT FUR'I'BER APP.EARING TO 'l'IlB COURT tlaat the dcf'eadaat volutarUy. 

iatelli,geady, a.d kaowiagly waives ldsIlIer right to _ a trial by jury of bfsIber an free riI 

aad ehok:c; without allY tJareats or pl'Ut1lre of lilY Idlid or promJaes, other tluul tile 

l'a!C)rmneadatioa of tbe State IS to paDisluDent aDd cIesiret to eater a plea of galIty aDd 

aceepf the retOlDmendaflo •• fth. State u to poallbmeat. 

IT IS 'IUEREFORE ORDERED, ADJUDG~D, AND DECREED tllat the petition 

filed hereia he and the wac: .. llereby craated. 

Ellteftd tllis the -L£... day of t1tMdo .2004 

".t~~ Eo EUCr EBL , JUDGE 

Attachment B 



; FROM : C I RCU IT -c(un 
FAX NO. :865-717-4141 T u I 25 2006 i'il4: 29PM P2 

IN THE CRIMINAL COURT FOR g (J (;tN. 

STATE OF TENNESSEE 

COUNTY, TENI;fESSEE 

CASE NO: (b)(6).(b)(7)(C) 

VS. 
. F)(6),(bX7)(C) 

SS# 
i<b)(S),(b)(7)(C) 

D.O.B.'---------...l 

WAIVER OF TRIAL BY JURV AND REQUEST FOR ACCEPTANCE 
OF PLEA OF GUlL TV 

Tile deleudot in the above Itykd c:ast _yet the Court to aecept his/her plea of 

pilty and aclawwledges hi.'illler uademalldiag of IIiI/IIcr rfgba aad tbe eft"ecfJ of hislller 

guilty plea a follows: (b )(S)-:(bj(7)( Cl--·--··-·-... ----.·-.-----------... -.1 

(1) My true filii ume ._. laDd I ~ that aD 

proeeedbap agelast .. sllo.lel be had fn HIe name, which I hereby declare to be DIY true 

F6),(b)(7)(C) l 
(2) My attol1lef in tItis aile is __ ~""'ll _--:--;---;-;-----;---;:-:;-;---.Jf--

______________ 'Wbo WIll retalDedIappei .... to represeat Jtae. 

(3) J bve told my attnl'8C)' tllc facta alld 'IIn'OUDdiDe eircUDUtaaces lUI 
;-

kaowa to IUf: coaeeratac the _«en men.do.ed j. tlUs indidmt!llt. ad I bol!tVe that my 

attnme" is filiI)" irdol'JDtd IS to all ",ell mattera. I belie¥e tht 1111 attonacy bas salf'ldeatly 

illVtltllatod the ram of aay CMe In order to be able to properly advf5e me whether or DOt I 

should plead guiltY ill this cue aad that helslle would be prepared to go to trial if I chose to 

plead Rot gallty. My &uorrrey ... IdJ.rmed me as t,o aay aDd aD poaIb1e defenses I might 

lave II tIris C8Ie aDd has advised Jnc of auy Ie8Jer IIIdueled oll'eales m " .. ida I may be 

Jllbject. I a .. completely latislied with th local advice a.' represeDtatJon provided 10 me 

by my .«Ome)' .bt tit" cue, _.d I Junte abtolutely DO colllpitrina to mAke ., tile Collri 

maeenalDg laislher represeDtation. 

(4) . I .JIdent •• d that I am charged ia die badie.tIneIIt{s) witll the o&nsl(.) 

fbted below aDd that th~ State (ItIs).(has not) filed a Notice of lateDt To Seek Enhanced 

PuDlshmeaat. My adonaey bas dlscWJSed wit, me tile possible pulshlJM!Qa if I am 6)a:ad 

guilty, aad I understud them to be 81 follows: 



'FROM :CrRCUIT-COURT 
FAX NO. :865-717-4141 r u.l. 25 2006 04: 3liFM P3 

POSSUILE PUNISHMENTS 

COUNT OFFENSE CLASS MINIMUM MWMUM 

2... 12..:;..." 

J. r'k jS;~ 



• FROM : C I RQJ r T -COURT 
FRX NO. :865-717-4141 Tul. 2S 2006 04:38PM P4 

(5) It has been tully es:plaincd to me I.Ild llindentand that I may, ifl so 

choose. plead "not gunty* to an)' olfeuse charged ll8amst Q1t., •• d tbat if I choose to plead 

"not galay" the C;CUlStitutioU guaraatulud tbis Court will provide Jnfl the right to • Ipeed)' 

aad pubJic trial by 'jury; tJac right to see· and hear all MtlleSlel ag.htst OJe; tae right to Ide , 

the power and process of dae Olurt to oompcl the production of any evidence, iadadillg the 

affeadaJiee of ally fiworable 1'f'itDess, the rfsbt Ilot to be compelled to lacrimlDate .myself; 

aDd the right to have tbe d1istaace of co"IINI iii my deC,nse at aft stage! ortbe proceodiags; 

and that if I am Indigent and CADDot afford all attorney, the Court wiD appoint one to 

represeat me. 

(6) I .aderstaud tIIIt if J pJead guilty to dae oft'eDse(.s) listed in paragraph 

nine (9), I aid waiviIIg my right to • trial to deUirmme my guilt or ilOloccllCle 8ad there will 

not be a further trial of any kIIld except as to the appropriate .eutence. I further 

ulldentaad tbt In plead gua1ty to tile Of&aJe(I> listed In paragraph nrate (9), I am waiviae 
111)' right to have a Jay IU the anaoat of I'IlY.fine. 1 furtller understand that if i plead 

cullty, the COlin may ask me questions rutder oatil, on the record, aD4 ia :the presenee of 

eoause. about the oJfeme(s) to "hk ••• 1D pleadlq pUfy, aDd my annren may later be 

ased ac .... t .... ia a pi"oleQltioa ... perjury or f'aJae sfatement(.). 

rr: I andentaad thaI by ,PIeadiog pilty~ I am waiving or 2iViJlg up ;rny.lrtgJai 

to appeal aD II.OII-jurisdi«loul def'eets or erron in these pr~i.IIgI, hldadiJae any 

coDlpldaa I mfcllt have that I Was _awfully arrested, that my property or po!I~OI1!l 

were a.alawfally aearehed (lr BeDtd, that my rigJat .. iIlSt self!.iJla'hniaatioJt or right to 

co8 .. 1lnft violated, or tIiat I ll'JIIS deaied a right ~ .a .peedy ~.L 

(8) (a) I understand that if the C.llrt accepts my Plea of guilty Iud I am 

convicted of the olfense(s) to wkiclt I •• pleading guilty, tbese convictions will be 

publie record, lDay render Me iaeamous, clenying me aceess to tile elective proCCSII 

aad making my ~Worn temmaDY sObject.to attack; and may be used to IDcrease the 

punishment I nlight ~eit'e if I alb tater eollvicted ot allY crime and may be uled in· 

combination with other felony eDDl'jetioDS to establish the status of career erimlnal 

if I am later convfded of another felony. 

(b) Ippliuble only in DUlJDWI cases) I uuderstand that II I eater a 

plea ot guilty to tbe offense of Driving Uader The Infiuenee Of Intoxicants and have 

a later charge of th~ same kind, that this conviction may be used to eahance or 
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i~ my punishmellt on these futurco: coDvidlolll fbr Drfvlag Under The Influence Of 

Intoxicants. 

(9) WAIVER OJ!' JURy 11UAL AND ENTRY OF GUD..n PLEA 

BEING AWARE Oli'MV CONSTl'JUfIONAL AND STATUTORY RI('''HTS,l 

HEREBY WAIVE MY RIGHT TO A JlJRY TRIAL AND PLEAD GtJILTY TO 'tHE 

OF'FJl'..NSE(S) LISTED BELOW. My dedJioll 10 plead guilty Is voluDtary and aot a resuJt 

or lhn:e or tlarcata or of prom_ apart from tile pica agreemeat. I am pleading guilty 

because I committed tJae act. l!Onstituting tJa:e oft'eJIse(l) to wlaich I pJead guilty. I 

uderstud that the possible pPDishmenu lOr tile <Jfrease(,) to which I a. pleading aui1ty 

are u follows add tW as a result oCmy plea oflUilty~ the DIstrict Ationtcy GeDeralor bll 

repl"ll!Selitative will neolllDiend the following seatcoce as to ncb ofhse.. I undaratancl that 

this fa 0" • reeom_datfon and tllat tbe Court is DOt bound by tills rec»mlll.e!1lldog In 

anyway_ 

COUNT OFFENSE 
MINIMUM & MAXIlIIVM RECOMMJ:NDED~ 

PUNISHMEnTS OFFENSE CLASS 

J ~ CJ(j 

~ r'~ ~3, ~~ 

~ '71"S ~. C':JA C.'~ ~~J 
....... b, L J.. Q. ,..J I<,R 

-~' ""-> ~l:t ~ (fJ.s .. " i-" f .-u,::..., 
,f... ~~ ~~ r'f~k 

<I- M.9tc~"j ~~- r c1~~S 
,..... {'to ~tr 
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Further hoaring on tbe --11- day of 

Tennessee. 

CERTIFIC.A TE OF DEFENDANT 

Ju I. 25 2006 04: 38PM P6 

"" .. ,' 

I hereby certify tbat J have read the foregoing doewacot or tbat it bas bcca read to 

me. I uaderstand what it s. and 18Jn lit agre_eut tbt It is ill my best illterest to give lip 

my rigltt to a J~ry trial ud caUlr a plea of EUfJ~ to the cllarge(s) lilted ia tJlis _lIlDeat. I 

understand that the District Attorney General JIlaY lDake • recommendation to the Court 

aOOut what my sentenet(s) slaoald be. J blldentaod that tJle Court itt not boued to follow 

this recom.mendation. 

Ente .. thi. the .... J .......... _ day of.. / L rX6MbI<7XC} 

J)lfriNDA·-;;:::N=T=-----

~ERIDnCAIEOFDErENsEATTORNEY 

.. 
.r hereby eertffy and d~J.are that my cUent hu eiti.cr read this foreaoillg 

docament or that I have read it to Itint/ber. I am satisfied that my elient 

uDderstaRds tile COD tents of this doeQlDcat aad that hlslher deekloll to .... IJVC hWher 

right to 8 trial by jury and to eater a plea of guilty has been made by himlher 

vol".t8rily, kDowlagly, and Intelligently. I(b}(6),(b)(71<C)---------.--~--.. ----~·-----------------·--

A RDEFEN'D 

TIle District Attorney General jOiBS In tilts motion for the patpwte o( WSiviA8 trial 

by jary. 
[(b){6l.(bl(7)(C) 
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IN TIrE CRIMINAL/CIRCUIT COURT 0:(4' ROANE COUNTY\ TENNESSEE 
I (b)(6),(b){7) =--~----.... Allur""" '--IL, _ '·I.~(. =i······ .. ··--·-··(t;~~),(b)(7)(C) 

t: .... e Nllnlber. __ ~l(Cl....... ...... L __ ~:________ 'n", "" "~,, ... ' t 
JudiciuJ fJi.ltlct 09 Judicilill);\'i'Km for 1>cll:Ilc1a"l I 
State of Tennessee 18 Retained OAPllOintcd Ol'ultl!"Ocfcl1d<:r 
V!I. 

(b)(6), (b)(7) Doef:ndan[ 
(C) 

Indictmenl rllin!: DOle __ .. 

JUDGMENT 
Com~ the District AttDrney General for tbe Stllte and tke defendant with cOlln:!!:!l of record ((.r entry or juds:ment. 

On Ih~ I Sth day {It ___ March 201.16 ,!he dcfon4lUl1': 

181 PIe4 Quill)' o DirmiKfdlNollt Prosequi IJldlerDltnf: (:I.n(circlo !>lie) hf B ~r:~#CMiI;dern~1I1l111' .1 
o 1'1(11(1 ('OI1l(:ndel~ 0 RctiredlllllApflrchcndcd Jlcfbndant OfTcmc: 'MiI!:VT OF 1'Rf)l'larrv • $1,004\.$10,_ " 

o Cuilty Plea- PUflluml !O 40·35·) IJ Mlllfldcd Cberee _______________ ~. ______ -;, 

I Otll:nse dl\I.c _0210_2_11._004 __ . ___ _ 
. b rOllnd: o Oil ilty 0 NO( Quilty ('.onvicliC>l1 otli:;ruc Jlllll(lAl.IlIVI:'ASIOI'I 

J

' 0 Jury Verdlcl 0 NOI (JIlIJIY by ReasOR ot'Insalll!y 'IV', ".' ___ ........ ________ _ • ""'"'s _ . ,._ $cnlenl."-;IIIjlC,;.cd dille 

I 0 IMn.:I. Trial Coa\'leltDll: Class(oildo one) lat ~ D C D E 0 y~_OII...:Y-= ... M_!_·._'IeIIIOf __ ...J 

07117fl006 

County ROANE 

AftIr ~ die ~videDeI. die ""'" -.I. umJ IlllIiIlI!I>r.S ill 'I',C,A. T~I. ~j). 111l\lll« '.f, "" nf ............ iIIa..,..>r>I .. 1 by ,..1.-. hwein, lIIe Cnuil'lliiodinp .t nil"",. In' 

StlltfJK:e Refonn Act ni I ~1!9 COItIln-NI WI 
Olfcamr ScalDt (C1Itt:lc One) It"'"- i'iIlalb/lflr ICI.odc Cae) 

DMi1i~ o MllipIM 20"A o Multiple Ibplst 100% 

o Stalldll'tl B Mirip\w )0% o Cbild RKjliJf 100% 

o Multiple Sbmdlll'd~(l% o Repeal Violent 100% C:oftllecuCiYf' Itt: o PIn"It/U o Mlllt!ple lS% 10 Iill Dear. Murder .- ' r-: I u elJo I;l!I ILl; 1.'T1l51C11t ,. ,.,.. 10 SclKkl! lAInt o 1{qxl/ltViu!;nt 0 ('MW 60% 
I 0 ViolMC 1000/. o (j1Ul1 ~llIed 

. -,~, .. -.. ~. .-. 

th: - Pretrtll Jill! cn_'d_it_J'_rl_'il_HI(_._~ __ l 
I 

1'"". f I !. 

"'- I I '" 
r,_ f I 

!'j. I 

p,...,. I i I~ 

I I 

I I 

~ntrat.d Iv: 0 moe 0 COWlty Jan 0 w"rkhoo~c 
Setltetlctd Lea,tJI; __ , __ YCIID Monda _03)'$ HOllrs_Wcdl-CD,L~ 0 Ute 0 Llii w!out Parole 0 Dr.;1III; 

MMdarory Mini",um SllIIieJlCC Lcngd! ( 19-17·4/1, 39-ll-513. 39-/3·$14 ill School Zone 4lt 5$-1 1).4() t • DI)! lith OhbMc) 
l'eriocl of In~~\ln tI\ be S-d Price ro Rllloa.se 011 Pn>bu!l(lll_: ___ M\1ntIB __ lltIy:i ___ 1101111 __ Wtd:ends 

Mmlmum JCfVi" prlor 10 clil!il>ility (ur wurk nlldu, l'IIrIoulil, !tUSly stll\1IS IIl1d rehllb!lilllfivc jlIt!gl':uns; % (Misdeml:Jn1 .... Only) 

Allenltiv\: fitllltDCC: 0 l'robatiOiI 1M Pi __ iM 0 CUll1mun;iy !I-.! AltctfMllivc- S'*iry _________ ~ ___________ _t 

1 Years M(II'llh~ l)ayi Hfrc:.:ti\,c; 

",m.IIoII: VI"' ... ~ 

---------------------------------AdIImU --------

Clebldllllf-baflllll lund Sui I)' I~ I MlUuf IS ordertd 10 provide II iolop:aI !PCCllllCll for me pIIrpo:!( of DNA allalysis. • o PWllllllI{ 10 39-1 ~-524 the dcfc:ndal\t l~ lICllfmCCd Il:I enmmunity !!lIJIcn>i~inn fill' Hf. fol/owil\l[ 'leftlcne= """iratlun. 

E. Eugene Eblen 

Judge's !'lame 

AtTOMlcy for SraceJSignalUre (optional) Defendant's Attorney/Signature (optional) Imll r Ih1 
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u.s. Department of Energy 
Office of Inspector General 

Office of Investigations 

February 27,2007 

MEMORANDUM FOR EDWARD F. SPROAT m. DIRECTOR, OFFICE OF CIVILIAN 
RADIOACTIVE WASTE MANAGEMENT, DEPARTMENT OF 
ENERGY 

Iohn R. Har/mall4-~ FROM: 

SUBJECT: 

Assistant Inspector General for Investigations 

Investigation into the Unauthorized Destruction of Documents Related 
to the Licensing Support Network (OIG Case Number I06L V003) 

'This memorandum serves to infonn you of the results of an investigation by the U.S. Department 
of Energy's Office of Inspector General. The Office oflnspector General initiated the. (b)(6),(b)(7) 
investigation after receiving an allegation that[ .. ___ . __ . _______ JUniversity of (C) 
California, Lawrence Livermore National LabOratorY~-iiiteiitroniillYViolated Department policy 
by destroying 48 of SO personal notebooks between February 13 and 17, 2006. The allegation 
was later revised to 21 of 23 personal notebooks. The personal notebooks reportedly did oot 
contain technical or scientific infonnation but may have 6een related to the License Support 
Network (LSN), a web-based infonnation system that provides the public access to the licensing 
proceedings and other relevant Yucca Mountain Project (Yucca Mountain) licensing data 

In summary, the Office ofIns~tQr Qenera1 substantiated that[·---···· .. ··.... .--.yed 21 of23 
(b)(6), (b)(7) persona! notebooks, whice- I as penonal notes while attending Yucca Mountain 
t~6),(b)(7) meetings an~ other work-related activities.[ ____ m __ ~rovided the Office of Inspector General 
(~6), (b)(7) with the following three reasons foL.]IeCision to destroy the notebooks: J) The Yucca 
(Cl Mountain staff t¥~~ ~~~~ l<tptanagement of . able to speak freely during staff 
(b)(6),(b)(7) meetings due td~=- __ .... _m .----JDote taking; 2) (b)(6),(b~changed office space and was 
fb)\6), (b)(7)001y allotte~U~box~J ______ m_. !appealed for 80W!WWptOved for oo1y 2S boxes; 
(61X6), (b)(1) and, 3)1 .. ___ J"1o a new position. !(b)(6),(b)(7)(C)these thn:c reasoDS coupled 
tb,{6) , (b)(7)with[Jrevrew8iidundei:standing of the LSN policy led t~ ldecision to destroy the notebooks. 
(Cl Due to the destruction of the 21 notebooks, the Office of Inspector General could not detennine 

if the notebooks contained LSN relevant data or any potentially discoverable information. 
According to Bechtel Science Applications International Corporation (Bechtel) Employee 
Concerns Program, the notebooks should have been retained and reviewed for possible derivative 
discovery prior to their destruction. Bechtel also determined that the two notebooks that were 
not destroyed did not contain LSN relevant infonnation. 

This report makes three recommendations for action. Please direct any questions concerning this 
report to me at (202) 586-5667 . 

. cc: Camille Yuan-Soo Hoo, Manager, Livennore Site Office 

(b)(6), (b)(7) 
(C) 

(b){6), (b)(7) 
(C) 



Case No. I06LV003 

INVESTIGATIVE REPORT TO MANAGEMENT 

February 27, 2007 



I. ALLEGATION 
~1(b~}(6=)~,(b~)(=7)=(C~)------------------------------I' 

,-.On~ 23,2006,1 . 
(~(6), (b )(7) L ~ffice of Civbu-=lan=-"Rarr=(Ir.'"lo=-=a=c=tJv=e::-rTwT.:as=t=e"TM"ran=a-::::gem=-en::=Tt-r.(OI"'<C,........R..,WM)"..,~~,-::aa:-::r.:-:Vl"-=· s-=-eti:r:-£tb:-::eTUT,"'g-, --' 
( ) Department of Energy (Department), Office of _JQ.!: Gen~l tQ!Q}JhatQCR-JYM received an 
(b)(6),(b)(7) employee concerns hotline complaint alleging that J Lawrence 
(e) Livermore National Laboratory (LLNL), intention y VIO at . partment policy by destroying 48 

of SO personal notebooks between February 13 and 17. 2006. The allegation was later revised to 21 
of23 personal notebooks, The personal notebooks reportedly did not contain technical or scientific 
infonnation but may have been related to the Licensing Support Network (LSN). 

n. POTENTIAL STATUTORY OR REGULATORY VIOLATIONS, 

The investigation focused on a potential violation of Department and LSN policy. which stems from 
Nuclear Regulatory Commission (NRC) Regulatory Guide 3.69. This regulatory guide defines the 
scope of documentary material that should be retained and inclUded in the LSN. The ,NRC 
regulations applicable to the LSN are found in the Code of Federal Regulations. Title lO, Part 2, 
SUbpartJ. 

m. BACKGROUND 

The LSN is a web-based infonnation system used to facilitate the discovery process and provide the 
public and potential parties access to information relevant to the NRC licensing proceedings at the 
Yucca Mountain Project (Yucca Mountain) prior to submittal of the license application. The LSN 
contains electronically retrievable documentary material relevant to the Department and NRC 
licensing proceeding application. The LSN supports the Department and NRC licensing process for 
the proposed radioactive waste repository at Yucca Mountain in Nevada. 

The OIG interviewed several Department and Department contractor personnel and reviewed 
numerous documents during the investigation. For example, the OIG obtained and reviewed a 
Bechtel Employee Concerns internal audit report titled "Investigative Report Employee Concerns 
06-022" dated ~ril 1 ~~~006. The Bechtel Employee Concerns internal audit report documented 

(b)(6),(b)(7) interviews WithL ___ T. _1aru:t0:J employees familiar with the allegations, a review of the LSN 
(Qb)(6),(b)(7policy. and a review or: LSN poJicytraining. 
(b)(6),(b)df' ~ . '. r·-----·--] 
(el ~ lauthonzed the destructIon of the personal notebooksJ I was a LLNL employee 
(b)(6),(b)(7):L..... __ J to Yucca Mountain for the University ofCalifomia (University) under an Inter-Entity Work 
(e) Order Agreement with Bechtel Science App1ications International Corporation (Bechtel). The 

Department contracts the operation ofLLNL to the University under contract AC03-43SF00048. 

IV. INVESTIGATIVE FINDINGS 

The OrG investi tion de! ined! (~!_(6},(b)(7)(C) ... _______ .~ 
(b)(6), (blCff' .. _., .-- -1 Becht::'~~jl~l (6)1 210~ l personal notebooks; however, the investig;tiondid not 
(C) L.'n ..... _._~__.; , .. , .... n .... .J 
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(b)(6),(b)(7) 
(C) 



(b)(6).(b)(7) 
(C) 

determine if the notebooks contained LSN relevant documentary material or potentially 
discoverable information. 

:(b)(6r(br(7)(Cf··-··-~--···] and others were interviewed during the Bechtel Employee Concerns internal 

·auitTi;-whlch-substintiated that the notebooks were shredded. However, the audit did not determine 
if there were any LSN relevant docwnentary materials or ~tentially discoverable information in the 
notebooks. The internal audit also concluded thatr---- "-lwas appropriately trained on the LSN 
process and there was no controlled oversight provided in the governing process. The report 
recommended that guidance on retaining potentially discoverable infonnation should be 
reemphasized to the project. The report further recommended that a commitment should be 
established to periodically emphasize the LSN relevancy guidance and discovery guidance and its 
importance. 

During the OIG investigation. the OIG identified a memorandum (May 24,2005 Memo) distributed 
by the Department General Counsel for Civilian Nuclear Programs, and entitled, "Refresher 
Guidance re Licensing Support Network: Relevance and Privilege Designations." Upon issuance, 
the May 24, 2005 Memo was reportedly distributed to Department personnel. including contractors 
who work at Yucca Mountain. The May 24,2005 Memo states "you may need to retain certain 
documents that you do not submit to the ALS (Automated Litigation Support) Contractor for 
purposes of derivative discovery later in the licensing proceeding. On this latter point, see Section 
mbelow." 

Section m of the May 24,2005 Memo is titled "Documents that do not need to be submitted 
but that must be retained for derivative discovery" and states, "Under NRC regullltwns, 
certain docu",ents are nDt required to be included in the LSN; however, these dDCume"ts 
lIUly be subject ttJ discovery in CDnnectWn with depositions, Le., "derivative discovery," or 
,.equlred tD be ",aintll1nell fD,. Dther purposes. This type Df dDcument is described below, tmd 
shDuld be segregated and retained fD,. possible cDHection at a later lime. NOTE: Yau do nol 
have to retain multiple copies of these documents. It is sufficient to relain only one copy. You 
also do not need to retain a copy of documents lhal you have printed from the Records 
Information System (unless you have added relevant marginalia to the copy). " 

Section III. Subsection C, titled: Personal Records states. "YD" ",ust retalllil copy of IIU 
pe,.sontd records that lII'e potendlllly relevant to licensing-raatell activities unless previously 
srdJ",itted I. the RPC (RecDrds Processing Center). Pel'$OnoJ ReCDrt/ Ind"des a document 
in yo"r possession thllt was not required to be created or refllined by yo" a"d that could 
Dtherwise be relilined or discarded at YO'" sole discretion. You do not need to retain 
documents solely concerning irrelevant personal matlers, such as vacation planning, 
invitations to parties. lunch plans, treatment for personal medical condition or personal 
finances . .. 

The OIG investigation detennined Bechtel attached the May 24. 2005 Memo to a Computer Based 
Training (CBT) titled. "Identifying Licensin~ Support Network (LSN) Relevant Records -. ~ 

(b)(6).(b)(7) (LPRPM05-001CBT)."The 010 confirmed i !received the May 24. 2005 Memo whenl_.J 
(C) completed the CBr on September 12.2005. The CBT 'was approximately 74 screens and covered 

five objectives, including, "I) Identify the purpose of the Licensing Suppon Network (LSN); 2) 
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(b)(6).(b)(7) 
(C) 



Identify records that are potentially LSN Relevant; 3) Identity records that do not go into the LSN 
but need to be retained for possible. future discovery; 4) Identify records containing privileged 
infonnation; and 5) Identify the process for submitting LSN Relevant records." 

~~)(6) (b)(7) l" __ Jlnterview 

(b)(6), (b)(7) 

(~6Hb)(7) 
(~6),(b)(7) 
(C) 

\
(b)(6), (b)(7)(C) J 

The OIG intervie""ed l2.l....P.5mional 
notebopks.L_. __ ... ___ . __ ~_ ithe Dersonal notebooks on lanuarv 26. 2006 wbHe ~.--- ..... Jwas (b)(6), (b)(7) 

[ 
inL .. ______ ._.-"_,. . for LLNL. (C) . 

;e~tini"n~ies·fu;~e~ :~: 2:;~'n::!: ~:~a:~tC9n~-le=-:~= ~~~~~~~~~~~ 
they were not required to be creatcd.l ___ J that the notebooks did not contain any scientific (e) (b)(6),(b)(7) 

(C) infonnation, scientific calculations, official documents or any LSN relevant information. 
(b)(6),(b)(7~ [." .. ____ ........... j 

(b)(6),(b)(7) l. ______ ... _. the OIG thatLJstill has notebooks numbered 21 and 22. . __ ... notebook 
(C) number 21 covers the period of time from Seotemher...2001

I
through December 2005 and notebook 

number 22 covers Janwuy 2006 to present.! (b)(6) , (b)(7)(C) ithese notebooks are also not considered 
scientific notebooks and do not contain any LSN relevant information. 

(b)(6), (b)(7) 
(C) 

(b)(6),(b)(7) l(b)(6),(b)(7)(C) 1--'··. .. .. (~(6),(b)(7) 
'C\ _____ :the OIG th. s aware that there are procedures m ~~~JQ!]lJmQIJ~!Qf. ootltic () (b)(6) (b)(7) 
~D}\6), (b)(7) notebooks and related. that~ __ notebooks did n~t fit in that category{. ____ ... _______ .... __ ._ the OIG (C)' 

tb)\:6),(b)(7) with the following three reasons forD decision to destroy the notebooks: 1) The Yucca Mountain' (b)(6) (b)(7) 

(C) sta[JI~~.R~~ CQI!~.ms.-.'.'.l to managementr9J:.IJQt:Qfing able to speak freely during staff meetings due (e)' 
(b)(6),(b)(7) to .. _~~_ .... __ . jnote taking; ~ll--- .. ----jWas changing offic~u»ac.e..an4L:.: ... .was only allotted (b)(6),(b)(7) 
(C) l5 boxes, which was not enough fef.. _____ Jo pack all []belongings; [ Jlppealedfor 80 (C) 

~~)(6),(b)(7) ::~~gj~~:d:~rf-Y~ .. f()t.' .. ~~~~~~.".'.'~~~~ .. ~;;,:~~.;;!-~~!l..&hf~!,=.iJQl'~!J1~~ling to ~~)(6).(b)(7) 
1 . '. ithese tru-ee'reason-scoupfecrwTihQiMewan(fwldelitandlO-io{fue LSN policy led to .. 

(b)(6).(b)(7) i ~ecision to destroy the notebooks. ' (b)(6},(b)(7) 

(C) { .................... -. . .... -.' (b){6),(b)(7) (b)(6).(p)(7) (C) 
(b)(6), (b)(7 .... _ ... jlnlerview (C) (C) 

(b)(6), (b)(7) 
(C) 

(C) i!::?:~t-:~~~);;;==~:_~~~-~=~["1.::.~::~:~otebooks b 6 b 7 

(b)(6),(b)(7) were destroyedt_· ______ ~=rthe OIG thatl}Yas nolaware that the notebook.~were ~d)( U )( ) 
(C) shredded until weeks after they were shredded wheii1 __ ~~.Jwas no longer working directly for 

[=====~~=~..=~=.:=J it would have been difficult to determine if the notebQ.Q.~ contained. any LSN 
relevant infonnation because they2YCI'e alrea4Y.gestroyed~ Therefore'L __ idid not seek to take 

~6)~~~i)trative action againstf (b)(6),(b)(7)(C)1 (b}(6),(b)(7) 

v.C) COORDINATION (e) 

This case was coordinated with the OCR WM Employee Concerns Manager, the Bechtel Employee 
Concerns Manager, and the LSN Project Director. 
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(b)(6), (b)(7) 
(e) 

-



(b)(6), (b}(7) 
(C) 

VI. RECOMMENDATIONS 

The OIG recommends that the Department: 

1. Determine if the University of California should be directed to consider taking 
administrative action against[~~1(§}~:(~i1Ziigll 

2. Determine if contractual remedies are appropriate with respect to the University of 
California and[ ____ . __ ]actions. 

3. Determine if the LSN records retention policy should be clarified and/or strengthened. 

VII. FOLLOW-UP REQUIREMENTS 

Please provide the OIG with a written response within 30 days concerning any action(s) taken or 
anticipated. in response to this report. 

VIn. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

This report is the property of the OIG and is for OFFICIAL USE ONLY. Appropriate safeguards 
should be provided for the report and access should be limited to Department officials who have a 
need-to-know. Any copies of this report should be uniquely numbered and should be appropriately 
controlled and maintained. Public disclosure is determined by the Freedom of Information Act 
(Title 5, U.S.C., Section 552) and the Privacy Act (Title 5, U.S.C., Section 552a). This report may 
not be disclosed outside the Department without prior written approval of the OIG, including 
distribution to contactors. 
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Report nUl OD: 

Office of the Inspector General (OIG) 

Investigations - Executive Brief Report (REBI 

February 18, 2009 2:01 PM Page' 

Case Number: I06TCOOG Summary Date: 10-J\UG-07 

Title: 

RHINOCORPS;INTRUSION ATTEMPTS; SANDIA 

Executive Brief: 

PREDICATION: 

ON 06-MAR-2006 FBI ALBUQUERQUE REPORTED AN ECONOMIC ESPIONAGE ACTIVITY TARGETTING A 

DOE CONTRACTOR. COMPANY COMPUTSRS WERE USED FOR INTRUSION ATTEMPTS INTO THE SANDIA 

RESTRICTED NETWORK . 

INVESTIGATIVE ACTIVITY: 

ON 06-MAR-2006 THE ole RECEIVED INFORMATION REGARDING ATTTEMPTED INTRUSIONS INTO THE 

SANDIA NATIONA!. LABORATORY COMPUTER NETWORK FROM RHINOCORPS LTD. A DEPARTMENT 

CONTRACT COMPANY. RHINOCORPS IS CONTRACTED TO PROVIDE A SOFTWARE SIMULATION PACKAGE 

THAT INCLUDBS MODELING FOR MrI,ITARY OPERATIONS. 

THE FBI INITIATED AN ECONOMIC ESPIONAGE INVESTIGATION BASED ON INFORMATION A LAPTOP 

COMPUTER CONTAINING THE SOFTWARE PRODUCT FOR RHINOCORPS WAS STOLEN. POTENTIAL LOSS 

1'0 THE GOVERNMENT (AND POSSIBLY PRIVATE SECTOR) FOR THIS SOFTWARE PACKAGE IS $100 

MILLION. 

DURING THE COURSE OF THE INVESTIGATIVE ACTIVITY UNAUTHORIZED USERS WERE DISCOVERED 

ON THE RHINOCORPS COMPUTER NETWORK ATTEMPTING TO GAIN ACCESS TO THE SANDIA COMPUTER 

NETWORK. 

~~)(6)~)~-MAR-2006 SAfH··· .. ···IREQUESTED COPIES OF INTRUSION DETECTION LOGS FROM SANDIA 

CYBER MONITORING AND ANALYSIS. 

(b)(6~H19-MAR:-2006 SAr···m ... ujRECEIVED INTRUSION DETECTION LOGS FROM SANDIA CYBBR 

(C) MONITORING AND ANALYSIS TO CONDUCT A REVIEW OF SUSPECT ACTIVITY. 

(b)(6~}i{6-AUG-07. SA CONTACTED~){6f(b)(7){C)-----]FEDERAL BUREAU OF 

(C) iNVESTIGATION I FBI), TO RECEIVE AN UPDATE REGARDING THE INVESTIGATION. THE FBI HAS 

OFFICIALLY CLOSED ITS INVESTIGATION. RHINQCORPS WAS INFORMED THEIR COMPUTER SYSTEMS 

WERE COMPROMISED AS A RESULT OF A BOTNET. RHlNOCORPS REBUILT THEIR SERVERS AND ALL 

(b)(6p'~P')MS ARE CL~. SA STATED THEIR WAS NO NEBD FOR THE FBI I S CASE TO 

(C) RE"'AIN OPEN. 

i ~b){6[rb)(7Y(C)--·····-J 
(b)(6MP)k7~UG_ 07·, SAl ICONTACTED 1 __ . _______________________ . DEFENSE INVESTIGATIVE 
(C) SERVICES (DCIS) .---f(fRi:cSlVE AN UPDATE. DCIS MAINTAINS AN OPBN INVESTIGATION. DCIS 

HAS NO PROBLEMS IF THE DEPARTMENT CLOSES ITS INVESTIGATION. DCIS WILL CONTACT THE 

DEPARTMENT FOR TECHNICAL ASSIS7ANCE IF NECESSARY. [~ .. ~-:.~--..~~~~JWILL PROVIDE 
INFORMATION ONCB IT BBCOMES AVAILABLE. 

(b)(6), (b)(7) 
(C) 
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Case Number: l:01l'C008 Summary Date: 02-NOV-07 

Title: 

~~)(6)'~H,b PORN;LANL; '--___ ----' 

Executive Brief: 

~~r(ef.~17?N 
~)JUNE 21,2007, [(hi(6j,Cb)(7)(cY""'" ----···-····· ...... 1 LOS ALAMOS NATIONAL (b)(6),(b)(7) 

I.ABORATROY (LANL) , RELAYED INFORMATION THATi :{C) 
J LANL, LANS, SEARCHED FOR WDE IMAGES AND VIEWED POTENTIAL CHILD' 

~PO-RN-:-OG-:-=RA---PH=Y,--O-N-'I F COMPUTER. 

(b)(6), (b)(7) 
INVESTIGATIVE ACTIVITY (C) . 

(b)(6), (b)(7) 
ON JUNE 21, 2007, DEPARTMENT OF ENERGY (DEPARTMENT), OFFICE OF INSPECTOR GENBRAL (C) 
(OIG) L TECHNOLOGY CRIMES SECTION (TCS), SPECIAL AGENT (SA) r··-·---------·······--]MET WITHc=J 

1~;~i~~~~~!~~~(·~b· .. )··(~6···)s(Lb--:)·{;7·~)·-(AC~)~~;t~:~T~r(-~;;~;;~~:)IJ 
I , gj (b){6), (b)( l) 

WHILE CONDUCTING AN INVESTIGATION INTO ~'.~~~.~~~C) J MISUJ~}OF A GOVERNMENT COMPUTER, 

LANL INVESTIGATORS LEARNED FROM [ib)(SlJb)(7j(cr]THAT [ ... tJ!AD ... ~~~~!~!=J.-.!"~~,!:~~~~~S ~. __ .~ 
FOR WHAT DESCRIBED AS --;,--NUi)iSTiiiMAGES ......... .......... ~. __ .. ___ ._._ ........ _ .. J 
TO NUDIST !MAGES AND ADMITTED TO LANL INVESTIGATORS THAT MANY OF THESE IMACES 

CONTA!NED CHILDREN IN THEM, (b)(6) (b)(7) 
(b)(6), (b)(7) (b)(6), (b)(7) (C)' [-- ....... _____ ._._ .... _~~ ...... ____ . _ ___, 
6~) JULy 51, 2bC6~, SA f(b)(6f.fb)(7)(Cf---·-] CONTACTED (b)(6),(b)(7)(C) I 
IJ\NL I REGARDING C • STATUS AS PLOYSS WITH LANL. I I REMAINS AN ' 
ACTIVE EMPLOYEE OF THE LABORATORY, au Oft CLEARANCE HAS BEEN DOWNGRADED TO A 

LOCAL ACCESS "0" CLEARANCE. AS A RESULT, .tDOES NOT HAVE ACCESS TO "0" (b)(6), (b)(7) 
CLEARED ARRAS OR MEETINGS. IlbX6),(b)(7){C) I INTERNET ACCESS lIAS ALSO BBEN SUSPENDED. (e) 

ON AUGUST .n. 2007, SA ~ni.i)f7T-l RECEIVED .A COPY rq.,l~~~~)~'~~~~~2(CY]COMP~TRAINING 
RECORDS FROML ____ ....... _____ J THE RECORD INDICATES Lm ICOMPLETED~AL 
SECURITY REFRESHER TRAINING ON SEPTEMBER 26, 2006. IT EXPIRES ON SEPTEMBER 26, 

(b)(6), (b)(7) 
(C) 
(b)(6),(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6),(b)(7) 
(C) -

(b)(6), (b)(7) 
(C) 

2 OO[ .. .? ... : .... --.~I.?~.!.~.~~l Y #1~--mm(b)(6), (bfg)k9J SA I .. [raE WARNJNG BANNER WAS ~ENT 
ON . COMPUTER'ANIr-'WlW tJtS~Y 0 EVERY TIME . LOGGED IN TO ~ 

DEPARTMiiii-cor"JWr..£R..)(7) (b)(6), (b)(7) (b)(6) , (b)(7) 

. (b)(6),(b)(7) 
(C)' .. 

(b)(6). (b)(7) \O}(OUD (C) (C) 

ON "@oST 21, ~1)07, SA ~~~i(b) }r!t~I~~L~!J:TI{ORlZATION FROM ASSISTANT UNITED STATES 
ATTORNEY FRED FEDERICI TO swOt i(b)(6). (b)(7) COMPUTER. 

ON OCTOBER 19 t 2007, SA [~~~~~>'_ .. JOMPLETED FORBNSIC ANALYSIS oFI0!5~~.~~~~~~~>._j 
COMPU'fER. NO CHILD PORNOGRAPHY WAS DISCOVERED ON THE SYSTEM. IMAGES OF PARTIALLY 



Report run 011< 

Office of the Inspector General (OIG) 

Investigations - Executive Brief Report (REB) 

Pebruary 17. 2009 4:01 PH 

DRESSED ADULT WOMEN IN LINGERIE AND SWIMWEAR. SOME OF THB IMAGES DEPICTED FULL 

FRONTAL NUDITY OF FBMALE GBNITALIA. FORENSIC ANALYSIS WAS CONDUCTED USING 

ACCESSDATA'S FORENSIC TOOLKIT VERSION 1.7 AND GUIDANCE SOFTWARE'S ENCASE VERSION 
6.5.1.2. 

ON NOVEMBER 2. 2007. PACKAGED EVIDENCE ITEMS 1-3 FOR SHIPMENT TOI(b)(6},(b)(7)(CfjvIA 
FEDERAL EXPRESS TRACKING NUMBER l{b)(6), (b)(7)(C) I 
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Case Number: I07TCOO!l 
Summary Date: 17 -SEP' 07 

Title: 

Executive Brief: 

PREDICATION 

ON JUNE 21, 2007. :(b)(6)~(b)(7)~~----ILANt, [(1jj(6i:(bj(i)(Cf- ..-: REIAYED INFORMATION 

SUGGESTING!(b)(6) (b)(7)(C) . ! IANt, MAY HAVE USED COOVBRNMENT 
COMPUTER TO ACCESS CHILD PORN SITES WHILE AT WORK. 

INVESTIGATIVE ACTIVITY 

ON JUNE 21. 2007. DEPARTMENT OF ENERGY, OFFICE OF INSPECTOR GENERAL. TECHNOLOGY 

CRIMES SBCTIO~~ __ SP~!?~AL A~.~KbR6Hb)(7}I~DMET WITH C·~-~-_~~-~~~ .. ~~.~~_~.~~=~=-=]I.OS ALAMOS . 
NATIONAL LAB,l(b)(6),_(,':1(7)(C)AT THE DOE.oIG OFFICE IN LAS VEGAS, NEVADA. 

(b)(6)ab)(i'*G THE MEETING'l !ABOUT A RECENT 'I..ANI. INVESTIGATION 
(C) INVOLVING i-.----.---- ummm

-----•• -- •• - ······-··(~)(6):{~)·(7)(;")IAT LANL. 

WHILE CONDUCTING AN INVESTIGATION INTO~I@)~~g7)~9~==lMISUSE OF A GOVERNMENT 
COMPUTER, IANL INVESTIGATORS .~UND SEVERAL REFERENCES TO SUSPECTED CHILD PRONOGRAPHY 

~~)(e)~:~N ~~~:··~~~=:~=~:·~i;~I)f~~.mr~f[,~~~-.~~~;~~~.~.~~~~N~::~I~: ~:~~D ~:O::RAPRY • 
,,, .. ,~,,~ "" .... , .. ~., 

(b)(, )(7)(C) I TO SA r- -jIS NO LONGER A !.ANt EMPLOYEE. 

(~),(b)(7) ROVIOED SA: JWITH THE ORIGINAl, COMPUTER HARD DRIVE FOR t 

(C) GOVERNMENT COMPUTE~- ___ {b)(6),(b}(71(C~ 

(b)(6)d~tBN JULy S, 2007 AND JULYllt, 2007, SA r----]CONDUCTED A FORENSIC PREVIEW OF 

~6Y(6)~.7$USPECT HARD DRIVE PROVIDED Byl I DURING THE FORENSIC PREVIEW, SA 
(~e).(b)(7) I WAS UNABLE TO IDENTIFY ANY IMAGES OF CHILD PORNOGRAPHY. SA I lOll). 

(C) OBSBRVE NUMEROUS INSTANCES OF ADULT PORNOGRAPHY AND OTHER INAPPROPRIATE GRAPHIC 
IMAGES OCCURRING ON THE HARD DRIVE BUT NONE THAT RAISED TO TIiE LBVEI. OF BEING 

CRIMINAL IN NATURE. 

ALL EVIDENCE WAS RETURNED TO !.ANt. 

PLANNED ACTIVITY: 
NONE 

DTSPOSITION: 

-PENDING CLOSURE 

(b)(6),{b)(7) 
(C) 

(b}(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) . 

(b)(6), (b}(7) 
(C) 
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Case Number: 102BQ010 Summary Date: 09-0CT-07 

Title: 

RUSSIAN OFFICIAl.; ENBRGO POOL; FUNNJl:LED FUNDS 

Executive Brief: 

PREDICATION: 

TN AN ARTICLE DATED 12-MAR-02, THE CHICAGO TRIBUNE REPORTED THAT A FORMER TOP 

RUSSIAN OFFICIAL, YEVGENY ADAMOV, FUNNELED $4 MILLION OF DOE FUNDS TO BANK ACCOUNTS 

Ot-' EMERGO POOL INC., A COMPANY HE FORMED IN 1993 IN MONROEVILLE, PA. REPORTBDLY, 

ADAMOV MAY HAVE TAKEN SEVERAL HUNDRED THOUSANDS OF DOLLARS OF TH2 FUNDS. THE FUNDS 

WERE U.S. AID PROVIDED TO RUSSIA FROM DOE THROUGH PACIFIC NORTHWEST NATIONAL 

LABORATORY (PNNL), ITS SUBCONTRACTOR WESTINGHOUSE CORPORATION, AND ARGONNE NATIONAL 

LABORATORY (ANL) FOR SAFETY UPGRADES AT RUSSIAN NUCLEAR POWER PLANTS. THE FUNDS 

ALSO INCLUDED MONIBS PAID BY THE UNITED STATES ENRICHMENT CORPORATION (USEC) FOR 

SPENT RUSSIAN URANIUM. THE ARTICLE REPORTED THAT THE INITIAL ALLEGATIONS CAME FROM 

A REPORT BY A COMMI'rTEE OF THE DUMA, THB RUSSIAN LOWER HOUSE OF PARLIA."1EN'1'. ISSUED 

IN LATE 2000. (b)(6).(b)(7) (b)(6),(b)(7) 
(C) (C) 

COORDINATION WITH THE FEDERAL BUREAU OF INVESTIGATION (FBI) REVEALED THAT THB 

ORGANIZED CRIME SECTION OF THE FBI IN PITTSBURGH HAD AN OPEN INVESTIGATION OF THIS 

MATTER. SUBSEQUENT CONTAC'l' WITH THE FBI IN PITTSBURGH LED TO A MEETING ON 25-MAR-02 
BETWEEN DOE OIG SPECIAL AGENTS (SA) [-------'~------'-""----l AND UNITED 

STATBS ATTORNEY (AUSA) BRUCE TEITELBAOM.{U:S:-ATTORNEY;'9-OFFIarrolf' THE WESTERN 

DISTRICT OF PENNSYLVANIA~I FBI I ~ 
i(b)(6).!b){7)(C) f OF THE INTERNAL REVENUE SERVICE (IRS) CRIMINAL 

INVESTIGATION DIVISION. lop THE U.S. DEPARTMENT OF JUSTICE (DOJ) 
ORGANIZED CRIME SECTION IN WASHINGTON,DC. PARTICIPATED IN THE MEETING VIA 

TELECONFERENCE. 1--- l IS PROVIDING DIRECT AND CONTINUING ASSISTANCE IN 

OBTAIIOO INFORMATION/RECORDS FROM RUSSIA. (b)(6).(b)(7)(C) 
(b)(6) (b)(7)(C) 

DURING THE MEETING. IT WAS LEARNED THAT DUMA SENT A COPY OF THB REPORT ON ACAMOV TO 
DW AND ASKED DOJ TO LOOK INTO THE AI.I,EGATIONS, DOJ'S ORGANIZED CRIME SECTION 

FORWARDED THE: REPORT TO THE UNITED STATES ATTORNEY' S OFFICE IN PITTSBURGH. UPON 

RECEIPT, AUSA TEITELBAUM DIRECTED THE FBI IN PITTSBURGH TO OPEN AN INVESTIGATION, 

WHICH OCCURRED IN OCTOBER 2001. THB AUSA ACCEPTED THE CASE FOR PROSECUTION AND WAS 
DIRECTING THE INVESTIGATIVE ACTIVITY. POTENTIAL VIOLATIONS INCLUDED MONEY 

LAUNDERING, WIRE FRAUD, FOREIGN CORRUPT PRACTICES ACT, INTERSTATE TRANSPORTATION OF 

STOLEN PROPERTY I MISAPPROPRIATION OF GOVERNMENT FUNDS, AND/OR TAX FRAUD. GRAND JURy 
SUBPOENAS HAD ALREADY BEEN ISSUED TO FINANCIAL INSTITUTIONS AND THE FBI AND IRS HAD 

STARTED REVIEWING THE RECORDS AND OBTAINING OTHER BACKGROUND INFORMATION. GRAND 

JURY SUBPOENAS HAD ALSO BEEN ISSUED TO PNNL AND ANL FOR RECORDS BUT WERE CANCELLED 

DUE TO THF. DOE/OIG JOINING THE CASE. 

REASSIGNED FROM SA 1 _____________ _ EFFECTIVE 31-SEP-05. 
(b)(6). (b) ([)(C) I 

(b)(6),(b)(7) 
(e) 
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INVESTIGATION FINDINGS: 

IN COORDINATION WITH THE FBI, SA r~~g~L~~I7)_~~E~_~~~_~ __ ~] ANL AND PNNL LEGAL COUNSELS TO 
MAKE ARRANGBMENTS TO REVIEW DOCUMENTS FROM BOTH LABORATORIES PREVIOUSLY SOUGHT BY 
GRAND JURY SUBPOENA. THE OIG IDENTIFIED AND REVIEWED ALL ANL AND PNNL SUBCONTRACTS 
THAT PERTAINED TO THIS INVESTIGATION. THESE SUBCONTRACTS WERE ALL FIXED- PRICE AND 
PAYMENTS WERE MADE AFTER VERIFICATION THAT DELlVERABLES WERE RECEIVED. THE 
t~NTRAcrs AND/OR INVOICES SPECIFIED TO WHERE PAYMENTS WERE TO BE MADE, ALL VIA WIRE 
TRANSFERS. THE REVIEWS REVEALED THAT AT THE DIRECTION OF THE RUSSIANS, SOME 
PAYMENTS WERE MADE TO ENERGO POOL'S BANK ACCOUNTS IN THE UNITED STATES. COPIES OF 
PERTIENT SUBCONTRACT DOCUMENTS AND WIRE TRANSFER REPORTS WERE OBTAINED. 

THE FBI/IRS WERE BRIEFED ON THE RESULTS OF THE DOE OIG'S REVIEW OF THIS 
DOCUMENTATION TO INCLUDE THE U.S. BANK INFORMATION WHERE PAYMENTS WERE MADE. 
PURSUANT TO THE DOE OIG'S FINDINGS, GRAND JURy SUBPOENAS WERE SUBSEQUENTLY ISSUED TO 
PNC B~~K IN WILMINGTON. DELAWARE ON 14-JUN-02 FOR BANKING RECORDS OF ENERGO POOL. 

ADDITIONALLY, IN COORDINATION WITH THE FBI, THE DOE OIG INTERVIEWED ANL AND PNNI. 

PROGRAM OFFICIALS AND CONTRACTING OFFICERS FAMILIAR WITH THEIR RESPECTIVE 
LABORATORY'S INVOLVEMENT IN THIS MATTER. PROGRAM PERSONNEL RELATED THAT FROM WHAT 
THE RUSSIANS TOLD THEM, ENERGO POOL WAS SET UP TO HELP GET THE FUNDS TO THE RUSSIAN 
MINISTRY BECAUSE THE BANKS IN RUSSIA WERE NOT RELIABLE. THE PROGRAM OFFICIALS KNEW 
THAT THE NAME OF ENERGO POOL WAS SYNONYMOOS WITH THE RUSSIAN MINISTRY. THE PROGRAM 
OFFICIALS WHO HAD VISITED RUSSIA ON THIS PROGRAM HAD RECEIVED NO COMPLAINTS FROM 
RUSSIAN WORKERS THAT THE WORKERS HAD NOT BEEN PAID FOR Tim WORK DONE UNDER THE 
SUBCONTRACTS. (b}(6),(b)(7) 

THE DOE/OIG INTERVIEW OF 1(6)"(6)"0"{6)(7)((5)-------- (WH~C~AS IDENTIFIED IN THE TRIBUNE 

:~I~~:~~';~~~ ~;~TY AID PROORML-[~:-::~-:-::~-~:]ANL...l~~~:E:~~O~~C~!T S~~~~NG 
(WHO PROVIDED THE LARGEST AMOUNT OF AID) BY HAVING FIXED-PRICE CONTRACTS FOR THE 
SAFETY UPGRADES. ANL MADE NO PAYMENTS UNTIL DELIVERABLES WERE RECEIVED A.>ID 

VERIFIED. PAYMENTS WERE MADE TO THE FINANCIAL INSTITUTIONS IDENTIFIED ON THE 
INVOICES, AND WERE MADE TO VARIOUS FINANCIAL INSTITUTIONS, WHICH INCLUDED ENERGO 
POOL AND ALSO TO OTHERS IN NEW YORK. THE FIXED-PRICE CONTRACTS WERE NEGOTIATED WITH 
ADA~V WHO WAS THE RUSSIAN MINISTER RESPONSIBLE FOR THE SAFETY UPGRADES AT THE TIME. 

ANL HAD REVIEWED THE DUMA REPORT AT THE TIME AND THOUGHT THAT SINCE THE CONTRACTS 
WERE FIXED-PRICE, THEY HAD NO AUTHORITY TO FOLLOW-UP ON THE MONEY ONCE ANL RECEIVED 
THE DELIVERABLES AND PAYMENT MADE. 

Page 2 
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THE INVESTIGATION SUBSEQUENTLY REVEALED THAT $11 MILLION WAS EMBEZZLED BY ADAMOV AND 
R9.§~IBILY ONE, OR TWO OF HIS, ASSOCIATES IN RqSSIA, ~,L~ .......... ~.,.---,.-;;;; ....... =--;:y.=.----;-;;;-;-=;-;--, l (~)(6)j~)mJg)!lN PITTSBURGH. !_"J~1.@j!>lt7J{f~THE MONEY LAUNDERING SCHEME WITH ADAMOV. 

***STAT***ON 4-MAY-OS, i(b)(6):(b)(7)(C-)---] THAT ADAMOV WAS ARRESTED IN SWITZERLAND ON 2-

MAY-OS UNDER A U.S. WARRANT, AND THAT ADAMOV WILL BE EXTRADITED BACK TO THE UNITED 

STATES. ADAMOV WAS ARRBSTED FOR VIOLATIONS OF 18 USC 2314, TRANSPORTATION OF STOLEN 

GOODS; 18 USC 371. CONSPIRACY; 18 USC 1957(A), ENGAGING IN MONETARY TRANSACTIONS 

DERIVED FROM SPECIFIED UNLAWFUL ACTIVITY; AND 18 USC 1956(H), LAUNDERING ON MONEY 

INSTRUMF..NTS. 

l(b)(6),(b)(7}(C) ! 
***STAT***ON S-MAY-OS, ADAMOV AND L'''''..__ ._ WERE INDICTED ON 20 COUNTS OF 
THREE SEPARATE CONSPIRACIES OCCURRING BETWEEN JAN-93 AND JAN-03 TO TRANSPORT IN 

EXCESS OF $9 MILLION IN STOLEN MONEY IN INTER-STATE AND FOREIGN COMMERCE, TO LAUNDER 

THE STOLEN MONEY, AND TO DEFRAUD THE U. S. BY IMPEDING THE IRS IN COLI.ECTING TAX DUE 

ON THE MONEY. THE INDICTMENT FURTHER ALLEGES 3 COUNTS OF TRANSPORTATION OF STOLEN 

MONEY AS TO EACH DEFENDANT, 1 COUNT OF MONEY LAUNDERING T()~~:V:,., 6 COUNTS OF MONEY 

LAUNDERING TOr(~)-(6),(~)(-7)(C)JAND 8 COUNTS OF TAX· EVASION TO ,--I ____ ----' 

""STAT"" ~~;~~~-;~-~ PLEA AGREEMENT,[tbY(6Y'(b)(i)'(CjmmmmmIAPPEARED IN COURT A.'m 

ENTERED A GUILTY PLEA ON 25-SEP-2006 FOR THE FOLLOWING CHARGES: 1 COUNT OF 

CONSPIRACY AND 8 COUNTS OF TAX FRAUD. I. . (b)(9lJb.l.(7)(C)jwAS ASSESSED A $100 SPECIAL 
(b)(6~SMENT FEE FOR EACH COUNT TOTALINd

H

$900:UWfLL-AI,SO FORFEIT ALL OF I i 
(C) ILLEGAL PROCEEDS. A MATERIAl, FACT HEARING WILL HELD ON 5-FEB-2007 AT 0930 HRS IN 

JUDGE COHn.!,' S COURTROOM •• 

* **STAT** * ON 28_JUN_2007!ib)(6):(b)(i)(C) i WAS SENTECBD TO: 

* lS MONTHS IMPRISIONMENT 

* 3 YEARS OF SUPERVISED PROBATION AFTER RELEASED FROM PRISION 

• ORDERED TO PAY A $900 SPECIAL ASSESSMENT FEE [CAPTURED FOR SAR PURPOSES ON 9-25-06 

AT TIME OF PLEA HEARING] 

* FINED $20000 TO BE PAID WITHIN 30 DAYS 

DURING A TELEPHONIC CONTACT WITH[~~~~~~"~~)~?~~~~]TUE CASE AGENT THAT THE 
RUSSIAN GOVERNMENT DROPPED THE CHARGES AGAINST MR. ADAMOV. IT IS HIGHLY UNT.IXELY 
THAT MR. ADAMOV WILL BE EXTRADITED TO THE U.S. TO FACE CHARGES. 

Page 3 
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(C) 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 
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· Department of Energy 
Washington, DC 20585 

July 19.2006 

MEMORANDUM FOR TII.e:¥~Y ~ 
FROM: ~~ 

Inspector General 

SUBJECT: 

INTRODUCTION 

SUMMARY: Special Inquiry Report Relating to the Department of 
Energy's Response to a Compromise of Personnel Data (OIG Case No. 
10610001) 

During a June 9, 2006. con.gressional hearing, Department ofEncrgy officials publicly disclosed 
that a hacker had attacked an unclassified. computer system at the National Nuclear Security 
Administration's (NNSA) Service Center in Albuquerque, New Mexico, and had ex1iltrated a 
file containing the names and social security numbers of 1,502 individuals working for the 
NNSA At tbe hearing. witnesses testified that: (1) senior Department officials, including you 
and. the Deputy Secretary. we.re not fully apprised of the Albuquerque attack until the week of 
lune S, 2006, even though the attack had been detected in mid-200S; and. (2) employees had not 
been informed that their personnel data may have been compromised. On June 9, 2006. you 
requested that the Office of Inspector General examine aspects of Departmental actions in 
response to the discovery of the attack. 

The Office of Inspector General initiated a Special Inquiry to examine the facts and 
circu.m.stanc:: regarding these matters. We also reviewed issues concerning a possible delay by 
the Department in completing an assessment ortbe impact of the intrusion. including the 
compromise of petSOnDel data. We interviewed 46 current and former Fed.eral and contractor 
employees of the Depanment and other agencies. The inquiry team analyzed thousands of 
classified and unclassified docwucmts. including reports. electronic messages. notes and related. 
records. We encountered certain inconsistenl recollections, some concerning key issues, which 
could not be reconciled. 

This WlCIassified. memorandum provides a general summary of our findings. Our Special 
Inquiry report, which is classified and contains additional details, is being provided to you under 
separate cover. 

Our inquiry did not identify anyooe in the Department who recalled briefiog you or the Deputy 
Secretary 00 the specific details of the computer attack until June 2006. Additionally, we 
cootinned that Federal and contractor employees had not been notified that their personnel data 
was at risk until about tCD months after the data compromise had been detected. Further, we 
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determined that there was a lengthy delay in the Department's completion of an impact 
assessment on the intrusion. 

Additionally. the current ChiefInfonnation Officer aDd the Director ofthc Office ofIntelligetICC 
and Counterintelligence, both of whom began working at the Department in November 200S. 
infOrmed us that they were not advised of the specifics of tho data compromise mltiI June 2006. 
It was our judament that these individuals. given their duties and responsibilities, should have 
been directly engaged in this issue as early in the process as possible. 

Witnesses provided their rationale for the actiODS taken in this matter. However, we concluded 
that the Department's handling oftbis matter was largely dysfunctionalaod that the operational 
and procodura1 breakdowns were caused by questionable managerial judgments; significant 
confaaion by key decision makers as to lines of authority, respoDSibility. and accountability; poor 
iDtemal communications. including a tack of coordination and a failure to share essential 
information among key officials; and. insufficient follow-up on critically important issues aDd 
decWoDS. Additionally. we found that the Department lacked clear guidance on procedures for 
notifYing employees when personnel data is compromised. The bitilreated organizational 
strueture ofNNSA within tho Department tbrIher complicated the situation. 

.DuriDg an interview with the Office of Inspector General, Ambassador Linton Brook$. the 
NNSA Administrator, stated that he took tUlI responsibility for not ensuring that you and t:qc 
Deputy Secretary were fully briefed on the matters relevant to the intrusion. In additioo, he 
stated that he was the senior official responsible for not following-up to Cl'lSUI'e that the 
employees and contraetors were appropriately notified of the theft of their persOnnel in.foJ:mation. 
In addition to Ambassador Brooks. we identified seven other senior officials who shared some 
level of responsibility for the way in which the matter was handled. 

RECOMMENDATIONS 

The Department and. in particular. the OYer 1.500 employees whose personnel data may have 
been compromised were not wen served by the actions of officials in carrying out their duties 
dmi1l8 these events. Based on our review. we concluded that the Department should take the 
following steps to preclude a recmrence oftbis or similar situations: 

1. &awe that the Department has a clear, unambiguous policy on notifYing emplo~ 
atrccted by the loss of personnel data from Departmental systems; 

2. RedefiDe and clarify roles and responsibilities for program managers. counterinteJli&cnce 
officiab. cybcrfmfonnaaion tecImology personnel. security managers. aDd othcn to 
ensure that the Sc:cretary and Deputy Secretary are fully and timely briefed on eyber 
intrusions. security incidents and similar matters of significance to Departmental 
operations; . 

3. Clarify internal communication protocols to ensure that information critical to ongoing 
Department operatiODS is shared among responsible program officials; . 

4. Clarify external communication protocols to ensure tbat decisions made by other 
agencies/authorities which may impact Departmental operations are fully understood and 
considered by Depamnent decision makersi 
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5. Appoint a task fon:c of senior Departmental officials. includiDg NNSA. to address 
situational complications resnltina fi:om the bitbrcation of Department and NNSA 
functions; and., . 

6. .Review the facts in the Special Inquiry report and detmmine if pCl'BODllel action is 
warranted. 

I would be pleased to discUII this report in detail at your convcmience. 

. --.-.. ~- ---_ .. _ ..... 
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Case Number: I:06CROOS 
Summary Date: 26-MAR-08 

Title: 

SECOND CHANCE BODY ARMOR ET.AL;FALSE CLAIMSjHQ 

Executive Brief: 

ALLEGATION: 

ON l-OEC-OS, AUSA JIM FLOOD, WDC REQUESTED OIG INVESTIGATIVE ASSISTANCE IN THE 

CRIMINAL CASE OP SECOND CHANCE BODY ARMOR (SC) AND CORPORATE OFFICIALS TO INCLUDE 
~~f6r.t5J~J~_~._·--·-~--·· .... -.- ....... .-.............................. . 

---_m_m..... .. ----.1 AS WELL .AS TOYOBO·CO:--LTD-:··rHroAJmING THE 
MISREPRESENTATIONS OF THE ULTIMA BALLISTIC VESTS SOLD TO GOV. LAW ENFORCEMENT 

ENTITIES TO INCLUDE DOE-OIG. AUSA FLOOD ADVISED THAT THE FOCUS INCLUDED THE 
CORPORATION OF SECOND CHANCE, .TOYOBO CO. LTD. 

jwAS ASSIGNED AS A CO-CASE AGENT FOR THIS INVESTIGATION. 

ON 07-F8B-06, CASE AGENT MET WITH AUSA AND ~K FORCE MEMBERS AND DISCUSSED THE 

INVESTIGATIVE FINDINGS TO DATE AND THE PLANNED FU'fURE INVESTIGATIVE ACTIVITY. SA 
(b)ti§T(b)(7r] GAVE THE AUSA DOCUMENTS CONTAINING FINANCIAL TRANSACTIONS, WHICH SHOW THE DOB 

(C, OIGPURCHASED ZYLON BALLISTIC VEs'rs FROM SC IN THE AMOUNT OF $15,591.40. THE OIG 

FJNANCIAL TRANSACTION WAS MADE IN OCTOBER 2002 USING A BANK OF AMERICA CREDIT CARD. 

FROM FEBRUARY TO APRIl, 2 006 ,~,-,!~~~~~)_(~). OMPLETED A Rr(EV!6~)W' .-~!§!,S.'.lAND SUMMARY OF 
(b)(6)r1t$(l)IVIL DEPOSITIONS OF1 i OF TOYOBO AND i b)( ,(b)(7)(C) _ OF SCBA. THE 

(C) KEVIEW REVEALED THAT SC OFFICIALS FAILED TO DISCLOSE TO THEIR CUSTOMERS, INCLUDING 

THE DOE OIG, INFORMATION THAT THE ZYLON MATERIAL DEGRADES AT AN UNPRBDICABLE RATE 

~~ IS NOT FIT FOR USE IN BODY ARMOR. 

09-MAR-Of>, SA[~~~~l~.~~ ~NG WITH THE AUSA AND 'I'ASK l-'ORCE MEMBERS. INTERVIEWED '--__ -' 
INVESTMENT BANKERS FROM TRENWITH GROUP TO DETERMINED THEIR ROLE AND KNOWLEDGB OF THE 

ISSUANCE OF DBFECTIVE BALLISTIC BODY ARMOR SOLD BY se. 

TRENWITH'S ROLE WAS TO ASSIST SC WITH A LIQUIDITY EVENT. WHICH WOULD TAKE MONEY OUT 
(b}(6btblffiE COMPANY FORi .. 10F SC. 
(~-y.(b)(7f"·--··-.. ····m-------OF TREmiITlf-wD THAT·-SCOFFIClALS .... 1:NFORMED 1~~] IN . ~ .......... ~ .. __ .. _ .. __ ................................... _ .................. __ .. _ ...... __ .... __ J 
(C) JUNE 2003, THAT THE VEST PENETRATIONS "}\SA BALLISTICS ISSUE AND NOT THAT OF 

~~)(6:~~!:~~~~. IN (=~ N~~~~DE!:~jLE-·W·EAAiNG·-ZYiON-MADB···BODY-AR.~:~:~~v:T 
FROM Be. ,. -........ m ... _ ....... __ ........... · .... _ .. _ .. ·············_··_._m ____ ... ____ • ___ ..•...•.....•...... --.... - .. ------... -.-.---.•... - ......• -.·-·~···l ) 

............... _Jb )(§) .. tb)J?)(Q.ll 
(b)(6l>{b)tQ}-APR-200~,_~JI._f_~~··-··-]AND TASK FORCE MEMBERS INTERVIEWED[ .. JOF TEIJIN 
(t))X6~QN, INC. c._._ .. _ .. COMPANY MANUFACTURES TWAR0!l~, WHICJ:!_LlKE -ZYLON"-f~f-uSED AS 
(t))X6lUQ)t.ThTIC ~TERIAL IN SO.r"'T BODY ARMOR. BOTH I !AND UCOMPANY CONDUCTEQ ..... 'm.~.1I ING 
(C) ON ZYLON. THE RESULTS OFTHR TESTS SHOWED DEGRADATION OF ZYLON OVER TIME. [ __ JAND 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7) 
(C) 

(b)(6), (b)(7) 
(C) 

(b)(6), (b)(7) 
(~6),(b)(7) 
(C) 



Report run on: 

Office of the Inspector General (OIG) 

Investigations - Executive Brief Report (REB) 

Pebruary 18, 2009 4:09 PH 

TEIJIN '!'WARON REPORTED THEIR TEST RESULTS TO l(b)(6), (b)(7) OF SCBA. 
ICC) 

ON 2S-APR-2006, SAIm~~?~OOMPLSTED A RBVIEW OF OF SUBPOENAED DOCUMENTS RECEIVED 

FROM HEXCEL SCHWEBELCHST. HS WAS SECOND CHANCE'S WEAVER FOR THE ZYLON FIBER USED IN 

BALLISTIC ARMOR. THE DOCUMENTS SHOW THAT HS HAD CONCERNS ABOUT THE DEGRADATION OF 

(b)(6),tA)t7!YLON FIBER A.>m RELATED THOSE CONCERNSrof_~qq:JOF SECOND CHANCE. SA 

Ui~l 'sttt, IIDENTIFIED A DOCUMENT'l'HAT SC OFFICIALI ____________ JroLD HEXCEL TO TAKE 

f~r INFORMATION OUT OF AN INDEMNIFICATION AGREEMENT THAT SC WAS NOTIFYING THEIR 

CUSTQff.ERS ABOUT PROBLEMS WITH ZYLON _ (AGENT I S NOTE: ItS REOUrRED THEI R CUSTOMERS 

SIGN INDBMNIFICATION AGREEMENTS BECAUSE OF HS CONCERNS WITH ZYLON DEGRADATION.) 

22-MAY-2006, MET WITH AUSA AND TASK FORCE MEMBERS AND REVIEWED DOCUMENTS TO BE USED 

IN CRIMINAL INDICTMENTS. 

{b)(6),lb)17\ [---I (b){6), (b)(7) r--------------' 
(C) 2-~·2006, SA ~ ____ ._. ______ ,INTERVIEWED LCL_. __ .. _. ___ ..... _ .. _ .. _._. OF TEIJIN '!'WARON. L _____ . ___ ................. _.:TESTED 

A ZYLON BALLISTIC PANEL AND OBSERVED SIGNIFICANT DEGRADATION OF ZYLON UNDER NORMAL 
TEMPERATURES AND NORMAL AGING. [---~---- - • FINDINGS TO rm-jOF 

SCBA. ____, .. _(I:»JE)U~2{!l{CJJ 

(b)(6).l~).tHJNB-200 6~ INTERVIEWED [:=--------..-----10F DENNIS. GARTLAND " 

(C) NIERGARTH (OON) IN TRAVERSE CITY MICHIGAN AND ARRANGED FOR THE SERVICE OF A GRAND 

JURY SUBPOENA TO BE SERVED ON PASSAGBWAYS TRAVEL FOR THE TRAVEL RECORDS OP SC 

OFFICIALS. 

(~(6)'1~~(J:6ltY-2006f ... INTERVIEWED!(b)(6Y;(b)(if(Cr-----·]DOEO 010. i~~)(6L(b)(i)1 MADE THE ( ) L~. ____ .__ . ....l 

RECOMMENDATION THAT DOED OIO MANAGERS PUCHAS! THE ULTIMA VEST FROM SC FOR DOED OIG 

(b)(6)s~Wib.T. AGENT.-!I ~SAID THAT SC WITHHELD CRITICAL INFORMATION. WHICH WOULD 

(~6hUl).(i) CHANGRDL ___ JRECOMMENDATION TO PURCHASE ZYLON VESTS FROM SC. 

(C) ___ J I(Eb-}(6) (b)(7}(C) l 

l-AUO-2006, INTERVIEWED L ' ._ __ _ _,_. __ ..... ______________ .1 NNSA, OFFI<:!!, QF __ _ 

~~)(6)~:~:E BO~=~~A~~:U~~/~/WAS-AWA-RDEif'rosC--"T:-'-"-""--"- -YDNf:/ w";~ :~ .. ---- J 

CONTRACT AWARDED TO SC BECAUSE THEY HAD THE LOW BID. I THE CONTRACTING 

OFFICER GAVE THE AWARD TO SC BECAUSB THEY HAD TIiB LOW BID. 

(b}(6). (b)(7)(C) ! 
!DID NO'r KNOW ABOUT PROBLEMS WIHT ZYLON AT THE TIME THE BID WAS AWARDED 

(b)(6)iO)(R. I !FIRST LEARNED OF THE PROBLEMS WITH THE ZYLON MATERIAL IN SEPTEMBER 2003. 

~;'>(r)'~Wy~t~---~~~I~~J.:-j;;:O~~T~;I:C:~~~GO!~:~EI:~' DID NOT MEW¥6), (b) (7)(C) . 

(C)mSPECIFICATiONs'-6ST'S SPECS CALLED FOR A MIXTURE O!" ZVI.ON IN ADDITION TO OTHER 

Page 2 

(b)(6),(b)(7) 
(C) 

(b)(6) (b)(7) 
(C) 

(b)(6)_ (b}(7) 

(b)\6). (b)(7) 
(C) 
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BA!,f .• ISTIC MATERIAL AND AN URETHANE COVER. HOWEVER, THE ULTIMA VEST WAS loOn ZYLON 
AND DID NOT HAVE A URETHANE COVER. 

23-AUG-2006, PARTICIPATED IN TIlE INTERVIEWS OF HEXCEL EMPLOYBES((b)(6f(b)(i)(Cr
n
----

n
---- ! 

(b)(6!,(b)(7)(C) I HEXCEL WAS SC' S WEAVER P'OR THE ZYLON BALLISTIC VESTS. HEXCEL . ----.J 
RECEIVED ZYLON FIBER FROM TOYOBO AND MADE IT INTO FABRIC BEFORE GIVING THE FABRIC TO 

{bl(6).(b~e<c.ro MANUFACTURE A VEST. r-'---'(;;)(sJ:;X;)(q] THAT WHEN L:JLEARNED THERE WAS A PROBLEM 

WITH ZYLON, HEXCEL SENT OUT INDF.MNIFICATION LETTERS FOR TIlEIR CUSTOMERS TO SIGN. 

THB INDEMNIFICATION WOULD PROTECT HEXCEL FROM LIABILITY. [==J~I(~),~~I.(1.!~THAT HEXCEL 
!S NOT RESPONSIBLE FOR THE END PRODUCT, THE MANUFACTURED VEST. 

(b)(6),(b)(7) j 
31-AUG·2006, SA (~L... RECEIVED 15 BOXES OF DOCUMENTS RELATED TO THE HEXCEL 
CORPORATION FROM AUSA FLOOD. THE DOCUMENTS WILL BE REVIEWED TO IDENTIFY DOCUMENTS 

FOR THEIR REI.F.VANCE IN THE OIG CRIMINAL INVESTIGATION. 

(b)(6).(b)(7) 
FROM AUGUST TO NOVEMBER 2006, SA~) IINTERVIEWED POLICE OFFICERS WHO RECOMMENDED 

._~,,~ __ ~~ ...... l 

THEIR AGENCIES PURCHASE ZYLON BALLISTIC VESTS FROM SC. THE INTERVIEWS REVEALED THAT 

RE~~MMENDING POLICE OFFICIALS WERE NOT INFORMED OF FACTS CONCERNING PROBLEM WITH 

ZYLON. 

~~){6)s~)(i}·m\NTERVIEWEO SEVERAL SC lNOEPENOANT SALES REPRESENTATIVES WHO SOLD ZYLON 

BALLISTIC VESTS TO LAW ENFORCEMENT AGENCIES. THB INTVERVIEWS REVEALED THAT Be 
COVERED UP CRITICAL INFORMATION REGARDING PROBLEMS WITH THE ZYLON. THE SC SALES 

REPRESENTATIVES WOULD NOT RAVE SOLD THE ZYLON VESTS TO LAW ENFORCEMENT HAD THEY 

I<NOWN CERTAIN FACTS BC OFFICIALS WITHHELD. 

(h)((i).(~l?~~~l'l·** 16-JAN-2007 I s~mm--l SERVED A r'EOERAL GRAND JURY SUBP06:NA ON PETERSEN 

PRODUCTIONS LOCATED IN TRAVERSE CITY, MICHIGAN. 

(b)(6)·(~:'~~)2~~7L .... _ PAR.TI_C.I£>~TED IN INTERVIEWS OF[cb)(6) (b)(7)(C) .. -. .m] 

(bl(6)ICb)(7)(C) .. mm _________ JtXECUTlVES AT SCBA. ~E .rEr2BiVBiIiL.WE~RS::~iicr~D WITH 

!.(b . .AUSAS.....J.(6l .. !b.l.(7). (.~ ... ,L LOOMIS-RIMON AND TIMOTHY LYNCH. BOT!L.n.mmmnnnnmn ... mn.nmmmm __ .m_~t{~Hll){?1(~~THAT !' AND THE OTHER MEMBERS OF SCBA'S EXECUTIVE COMMITTEE WOULD HAVE BEEN 

:. RESPONSIBLE FOR STATEMENTS REGARDING WARRANTIES IN SCBA I S CATALOGS AND OT'riER 

PROMOTIONAL MATERIAL. 

[ m.m ... mnlbX6),lbi(7)(C)iBY AUSA CRIMINAL CHIEF JOHN ROTH, DISTRICT OF 
12 -APR- 2007 I SA ....n ........ _i 

COLOMBIA THAT HIS OFFICE INTENDED TO DECLINE PROSECUTION BASED ON THE LACK OF INTENT 

NEEDED FOR A CRIMINAL PROSECUTION. 

Pagel 
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(b)(6l,(b)(7){C) 
II-NAY-2007, TASK FORCE MEMBER, I THAT AUSA STEVE LINIC OF 
THE DOJ'S FRAUD TASK FORCE WILL CONSIDER I06CHOOS FOR CRIMINAL PROSECUTION. AUSA 
LINIC WILL ADVISE TASK FORCE MEMBERS SHORTLY OF HIS OFFICE'S DECISION TO PROSECUTE. 

JULY 2007, RECEIVED INFORMATION THAT THE AUSA WILL END ITS CRIMINAL INVESTIGATION OF 
SCBA AND THE DEFFENDANTS FOR LACK OF PROSECUTIVE MERIT. 

AUGUST 1007. S CIEVED A LE'l"'l'ER FROM i(b)(6),(b)(l){C) -] FRAUD AND PUBLIC 

CORRUPTION SECTION AT THE UNITED STATES ATTORNEY DISTRICT OF COLUMBIA. THE LETTER, 
DATED JUNE 23, 2007, STATES THAT THE DISTRICT OF COLUMBIA DECLINES PROSECUTION FOR 
THE REASONS STATES IN THE APRIL 12, 2007 MEETING BETWEEN MEMBERS OF THE BC TASK 
FORCE AND USAO PERSONNBL. 

8-NOV-2007, SA BY AUSA LAUREL RUlON TO SEND APPROXIMATELY 20 

BOXES OF DOCUMENTS RELATED TO THE HEXCEL COMPANY TO [~=-- (~~~;m~T LABAT 'S 
LOCATED IN MCCLEAN, VA. 

(b)(6).(b)(7)(C} 
SENT HEXCEL DOCUMENTS TO OF LABAT'S AS 

INSTRUCTED BY THE AUSA AND PURSUANT TO CASE CLOJs'mm:------------' 

CASE DISPOSITION: CLOSE CASE 

Page 4 
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(b)(6).(b){7)(C) 

(b)(6). (b )(7){C) 

u.s. Department of Energy 
Office of Inspector General 

Office of Investigations 

Janaury 8, 2001 

MEMORANDUM FOR THE MANAGER OF THE IDAHO OPERATIONS OFFICE 
f(b)i6).(bj(7j(Cr···~---~·--·-··--·----··········-----·--..... --.--

FROM: 

SUBJECT: 

L .... -.- Region 6 Investigations ()ffiCe------j 

Investigation Involving Allegations of Questionable Instant Messages 
Originating from the Idaho National Laboratory (INL) (OIG Case No. 
I01W001) 

This report serves to inform you of the interim results of an investigation by the U.S. Department of 
Energy (Department), Office of Inspector General (OIG) that pertain to aJ"!~~ent employee 

In~iB!!~t.()nt!!~J?ePartrnent's Idaho Operations office. __ Th~_~!ll.PJQ~j~r (b)(6).(b~7)(~\ 

On October 3, 2006, the Department OIG initiated this investigation following the receipt of 
infonnation from a Battelle Energy Alliance (Battelle) SafeguardslPersonnel Security (Security) 
employee that a Department employee at INL was inappropriately exchanging instant messages 
(lMs) on the bannered INL computer network. Specifically, it was alleged tha~ (b)(6).(b)(7)(C), 
exchanged ~~~~4!!!1.g.JQ.f;l!L()JlltQ.mg Staj~.QJ Id~.bQ_~ttorney G(~) C '5 Offlce (AG) crmunal 

:jny§g1@.ti~L (b)(6),(b) ()I Security reported 
~(b)(7)(C) __ ~)lad exchanged IMs about how to avoid charges associated with the AG's criminal 

investigation with an individual and potentially obstructed the AG's investigation. The OrG opened 
the investigation and worked jointly with the AG to determine if['_~~-H:'-] was using the 
Department owned computer network to obstruct a criminal investigation. 

r(b)(6).(b){jfic)-------"~-· ,._, -""-- ~"-"-"··----------··-----l 

The investigation confirmed that' H' Hr . r~--J~ computer, several IMs that 
referenced the AG's investigation or! -.J·ana-USOOl~'H .. computer for activLt!.CE!.!I!~ ____ ._._ 
potentially violated laws pertaining to obstruction of justice. Evidence gathered from l__Hjll)J6)~(~>,(7)(9] 
IMs and interviews related t ... ed tOJ!JlP..P-Qrt.~rim.jIla1 ~.MrJleSjiled 

(b)(6).(b){7){C) andE){6),(b)(7)(C) "--l.--.---n--"'HHH.~ndl 
'ProsecUfors-afifriotanficIj)afUig-filing cnmma] charges agamst! 

(b)(6).(b)(7)(C) i (b){6).(b}(7)(C). 
.. ,(b)(6),(b)(1)(C) • 

Our investigation determined tha~ lfrequently ~eq the INL bannered c~mpter network 
for corresponding on topics that appear to be unrelated t~fficial dutiesduring'L]normal -

. business Qa~ This report makes two recommendations for corrective action pertaining to 
: (b}(6).(b)(7)(G)jmisuse of the INL computer network. 
,_,_ •• ____ •• ___ . _______ ,,:.J 

Please contact me at (509) 376: lor SA __ (b)(6HI1F)~9) t (208) 5261'"-~)hould you have any 
questions. 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7}(C) 

(b)(6).(b)(7}(C) 
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(bl(6).{b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6).(b)(T)(C) 

I. ALLEGATION 

On October 3, 2006, the U.S. Department of Energy (Department), Office of Inspector General 
(OIG), initiated an investigation following the receipt of infonnation from a Battelle Energy 
AUiance (Battelle) security employee that a Department employee at the Idaho National Laboratory 
(INL) was inappropriately exchanging instant messages (1M) on the bannered INL computer 
network. Specifically. the investigation was predicated on information received from Battelle 

ersonnel Security (Security). the INL mana~ contractor, that[=~~=_' __ ... ____ j 
~!(6).(~1~(~1_ ........ _ ...... _ .... _ .. _ ........•. ,.~_,_~. _____ . __ ~~ __ ~ Idaho Operations Office, exchanged 
!M~,~mi!l.&~~.Q!1.gQ!I1&S~~~Qnq~QA~Qrn~y.~eneral 's (AG) Office criminal investigation 

~--;-_--::-=-=----:-:-----:--::-:-:"'--:;--::_--:-___ -:-::-'~ Security reportedi--"" "-'--'bad 
excbanged IMs with an individual about how to avoid charges associated with the AG's criminal 
investigation and potentially obstructed the AG's investigation. The OIG opened an investigation to 
detennine if I iwas using the Department-owned computer network to obstruct a criminal 
investigation. 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATIONS 

This investigation focused on potential violations ofTitJe 18, United States Code (U.S.C.) § 371, 
Conspiracy to Commit an Offense and Title 18 U.S.C. § 1511, Obstruction of State or Local Law 
Enforcement 

III. INVESTIGATIVE FINDINGS 

The orG investigation confinned !hat l~~~~:':~~~~) . m ••••• "__ ___1~'y~!aIJMsQd=~'I~L~I11'p'uter that 
referenced the AG's investigation (b)(6).(b)(7){C) ~ The 
investigation also detennined that between November I, 2005, and November 30, 2006, 
frequently used the INL bannered computer network to exchange 1Ms that appeared unrelated J 

official duties during['Jl0nnal busines~ dI'!Y: __ T!t.~ OrG investigation did nQt(c us on the abuse~or 
labor hours or the appropriateness 0~(b)(6),(b)(7)(C) ~omputer use, but rath Ileged criminal 
obstruction of justice. Therefore, the OIG investigation did not attempt to q 
aJleged misuse of time andlor INL computer equipment. The OIG provided (b)(6) (b)(7)(C1 1Ms to the 
AG's Office and a joint investigation was initiated. 

The specific evidence gathered from[(b)(6f f
b
)(i)(CY---!IMs that relate to the AG investigation was 

(b){6).(b)(7){C) 

(b){6).(b)(7){C) 

(b}(6).(b)(7)(C) 

(b}(6).(b)(7){C) 

(b)(6).(b)(7)(C) 

(b){6).(b)(7){C) 

(b}(6).(b)(7)(C) 

~~r;~~ ~:~~?~~~. ~~~l~~~~_'~~~~~~"'it~~~~_"!~,,,...,~.~~~.!.~~~{~tQf~i.!!!!~~L~.~~jes that (b){6),(b)(7){C) 

(-----~".-l(b"!1)("!16):.\".(b~)(7~)(C~) The oro investigation identified numerous IM:s originating from 
, computer related to the AG's investi ation 0 (b){6~(b)(7){c)land subsequently 

I-------r: The OIG investigation continued that (b)(6).(b)(T)(C) senfllielMs vi assigned INL (b}(6),(b)(7){C) 
................................................ ...1 '.. .. ,., 
computer and over Internet Protocol (IP) addres~L __________ . ~ which is assigned to lJ'lL. A (b)(6),(b)(7)(C) 

review ,of the ~ntento. f.th ....... ~.!M~ conflrmed,tha( ~)(~Jll10JC!Jaut1io~~~M~~i~s.}n summ~ry. during 
the penod revlewedL jl:l~(~H~1Ql.t91 was assOCIated \V!1bJ 4,5 11 IMS'L:~\~~ ___ ]was the h1ghest 1M 
user at the INL during April 2006 and June 2006r---lwas the second highest user during March 
2006, September 2006, and October 2006; and th~rd highest user in August 2006 and November 

(b){6).(b){7)(C) 

OIG Case No. 107IFOOI 



(b)(6),(b)(T)(C) 
2rEOf~X:.~J authored the IMs Monday through FridaYr~~r..i.1.'1J .. -=]1.'1Q.rm

l 
al business day. None 

o 1 IMs appear to be w~.re1ate4. A review of INL Microsoft Outlook . 
electroruc message (e-mail) accountt . __ ' __ . __ ® iddoe.gov, identlfieaa1ar?~~~f.personal e
mails and e-mail foldersassociatedwithfirearms.ammunitionandknives.LIINL 
Internet firewall log was not reviewed (b)(6), (b)(7)(C) __ Jb)(6).(b)(7)(ct 

The OrG investigation did not address the other frequent 1M users at INL. Battelle Communications 
and Cyber Security Resources maintains this data and Battelle security has conducted multiple 
investigations concerning 1M use at INL. 

IV. COORDINATION 

This matter was coordinated with the foUowina Denartment staID I-----~)~~),(~~~~j 
I (b)(6).(b)(7)(C) ~ In addition, 
aU'pofenfiarcnmina[violifions"werc'coordinale(rwfffi'llieFeaeniTBureauofIrivestiganon. the U.S. 
Attorney's Office for the District ofIdaho and the State of Idaho AG's Office. 

V. RECOMMENDATIONS 

The OIG recommends that the Department, based on the findings in this report and other 
information that is available: 

r·········· .. ~ ...... ~ .. ~ .. ~· .. · .. ~· .... , . 

1 0 . . ,,(b)(6).(b)(7)(C) I dI th . 1M . I d INL l' . . etenmne III pm or 0 ers usmg S VIO ate computer use po lCles. 

2. Detennine if additional administrative reviews andlor corrective actions need to be taken 
with respect to 1M users at INL. 

VI. FOLLOW-UP REQUIREMENT 

Please provide the Office of Inspector General with a written response within 30 days concerning 
anyaction(s) taken or anticipated in response to this report. 

Vll. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

This report is the property of the Office of Inspector General and is for OFFICIAL USE ONLY. 
Appropriate safeguards should be provided for the report and access should be limited to 
Department of Energy officials who have a need-to-know. Any copies of the report should be 
uniquely numbered and should be appropriately controlled and maintained. Public disclosure is 
determined by the Freedom of Infonnation Act, Title 5, U.S.C. 552, and the Privacy Act, Title 5, 
U.S.C.552a. The report may not be disclosed outside the Department without prior written 
approval of the Office ofJnspector General, including distribution to contractors. 
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Case Number: I08AL002 Summary Date: 10-DEC-07 

TItle: 

SANDIA: VARIOUS ISSUESj SANDIA NATIONAL LABS 

Executive Brief: 1(b)(6),(b)(7)(C),(b)(7)(D) I [lbX6i:(b)(7)(C),(b)(7)(D) I 
ON SEPTEMBER 11, 2007, ~PROTECT IDENTITY).L ~ 
SANDIA SITE OFFICE (SSO). CONTACTED THE DEPARTMENT OF ENERGY (OOE) OFFICE OF 

INSPECTOR GENERAL (OIG) TO PROVIDE ALLEGATIONS OF WRONGDOING BY SANDIA NATIONAL 

LABORATORIES (SNL). SPECIFICALLY ,I (b)(8),(b)(7)(C),(b)(7)(l»! INFORMATION ON THREE ISSUES 
WHICH ARE AS FOLLOWS: 

ISSUE #1; AUGMENTATION OF APPROPRIATIONS 

----------- .. _--_ ... _----_ ...... _._._--_ ..................... _------, 

'--___ . ___ .. __ . _______ -If THE HSM PROJECT INVOLVES THE DECOMMISSION AND 

DEMOLITION (D&D) AND INSTALLATION OF NEW HEATING SYSTEMS TO 115 BUILDINGS WITHIN 

SANDIA NATIONAL LAl30RATORIES (SNL) TECHNICAL AREA (TA) 1. THB NEW HEATING SYSTEM 

WILL REPLACE THE STEAM-PLANT (PLANT). WHICH IN THE PAST PROVIDED HEATING TO 

BUILDINGS WITHIN TA-l. THE OLD PLANT OPERATES ON BOTH FUEL OIL AND NATURAL GAS AND 

THE NEW HEATING SYSTEM WILL OPERATE ON NATURAL GAS ONLY. THE FUEL OIL CURRENTLY 
REMAINING IS EXPECTED TO BE CONSUMED BY 2010 AT THE END OF THB HSM PROJECT. 

(b)(6).(b)(7)(C),(b)(7)(D) 

tbll6llbll7VC1,(b)(7)(D) 
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:-===-=-==-::-:---::-:::::---:::---=-____ --------------- OFPICE OF 
(bK6),(bftILD PINANCIAL MANAGEMENT, NNSA, FOR A FINAL DETERMINATION AS TO WHITHER THE USE OF 

+-.IJPP- FUNDS- -WAS. AOGMIRTATTOlf-. __ C=' .. ___ FFICE GAVE THEIR APP,ROVAL OF THE rapp. 
[ ________ . ______ . __ .~~ sso ~ (b)(6),(b)(7)(C) T FOR L (b)(6),(b)~ 

(bK6),(b~C) 

(AGENTS NOTE: THE DOE OrG REVIEWED THE PRINCIPLES OF FEDERAL APPROPRIATIONS LAW, 
THIRD EDITION, VOLUME II, SECTION 8(1) ENTITLED ,AUGMENTATION OF APPROPRIATIONSl· 

BASED ON THE INFORMATION REVIEWED THERE DOES NOT SEEM TO BE ANY CRIMINAL VIOLATIONS 

OF LAW RBLATED TO AUGMENTATION RBPORTID IN THIS COMPLAINT. 
(b)(8),(b)(7)(C).(b) 

. (7)(D} (b){8~(b)(7)(C},(bl(1)(D) 
ON SEPTEMBER 17, 2007, THE OOB -010 AGAIN MET THE DOE OIa INFORMED 

L ____ ~T THE INFORMATION THAT .. . DID NOT SEEM TO MEET THE ELEMENTS 
OF raE STATUTES RELATED TO AUGMENTATION OF APPROPRIATIONS (I.E. 31 USC 3302(B), 31 

(b~tbt (A) I AND 18 USC 209) .r---- I 
(7)(0) , L---.- (b)(6),(b)(7)(C).(b)(7)(0) 

ISSOB #2: SALE 0' FUEL OIL 

i 
(b)(6).(b)(7)(C),(b)(7)(O)i 

,------... ----..... --~ ._-------_ ... _--_ .. -_.-•. __ ....... .. 
I 

... ..-1 

----__ -.JI sso, TO LOOK INTO ~.i-USOE OF THE FUEL OIL SALE. (b)(8).(b)(7)(C)I 

REVID IS ONGOING. (bX6),(b}(7)(C) (b) 
(7)(0) r ... _.--, 

r 
.. DURING THE SEPTEMBER 17. 2007. I~.~r:-_-.. -------.-.. -----.-.---.! 

__ -----1 TO SNL'S SALE OF THE FUEL OIL.· 

Psge2 
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THE FUEL OIL APPROPR1ATELY.) 

ISSUE #3: FUNDS USED PRIOR TO IGPP APPROVAL 

ISSUE #4: RETALIATION/USE OF NAME 

Page 3 

(b)(6).(b)(7)(CMb)(7)(D) 

(b){6). (b)(1)(C), ihllntnl 
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[ib)(8J.(b)(7)(C),(b)(7)(D) l 
L... ----------__ ----.J INFORMATION ON THE WHISTLEBLOWER PROTECTION ACT 
AND THE OFFICE OF SPECIAL COUNSEL (OSC) ALONG WITH TELEPHONE NUMBERS AND A WEBSITB 

WITH INPORMATION ON FILING A WHISTLEBLOWRR COMPLAINT WITH THE OFFICE OF SPECIAL 
COUNSEL. 

DOE OIC AUDITS AND INSPECTIONS WERE BRIEFED ON THE ISSUES. 

IN APPROXIMATELY MARCH 2006, SNL CONDUCTED A FEASIBILITY STUDY TO USB A TEMPORARY 
PLANT TO HEAT SNL DURING mE DECOMMISSION AND DEMOLITION (0&0) OF THE HSM PROJECT. 

FOLLOWING THE FEASIBILITY STUDY IN 2006, SNL SUBMITTED A RBQUEST TO SSO TO FUND THE 
PURCHASE OF THE TEMPORARY PLANT AS A GENERAL PLANT PROJECT (GPP). SSO DENIED SNL 'S 

REQUEST BECAUSE IT DID NOT MEET THE CRITERIA OF A GPP. SNL THEN SUBMITTED A 
BASELINE CHANGE. SSO DENIED THE REQUBST DUE TO BUDGETARY CONCERNS. 

ON NOVEMBER 1, 2006, SNL REQUESTBD ANOTHER BASBLINE CHANGE TO THE HSM PROJECT WHICH 
INCLUDED THE PURCHASB AND RBLATID EXPBNSiS FOR THE TEMPORARY PLANT AS WELL AS D&D. 

IN APPROXIMATELY THE BEGINNING OF 2007, SHORTLY AFTRR SNL REQUESTED THE Bep, SMt 
NITHDRBW IT, BECAUSE THEY WERE CONCERNED ABOUT THE PERCEPTIONS RELATING TO KEEPING 
CONSTRUCTION PROJECTS WITHIN BUDGET AND HOW THAT WOULD AFFECT THBIR PERFORMANCE 

RATINGS. 

Page. 
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ON AUGUST 10 , 2007, BASED ON THE INFORMATION PROVIDED, i(b)(8).(b)(7)(C) ___ =<JA 
(br~J'O SSQ WHICH STA'rED :nmr I. ._------ . 

It' ~ L. ___ .m -------------------

r...n.w:u..Lf"U AT THIS CONCLUSION AFTER CAREFUL CONSIDERATION OF ARGUMBNTS PRESENTED TO 
(b)(8).(b)(7}(C) 

PageS 

(b)(8),(b)(1)(C),(b) 

ON AUGUST 14, 2007, SNL PROVIDED A MEMORANDUM TO SSO ENTITLED "COST SAVING.S (1)(0) 

r 
~~!~l~!~QN FOR THE SNL TBMPORARY BOIL~ .. ~!~~_::"J . --.-.--.----- f 

I 
I rSNL TtfvALIDATE THE FIGURES IN THE MEMORANDUM, HOWEVER, L _____ ~ __ ~~~.~~ ... rJ 

STEPPED IN AND INFORMED SNL THAT THEY DID NOT HAVE TO VALIDATE THE FIGURES. 

(bKI).(b)(1)(C).(b)(1)(O) 

L._. ____________________ ~ ___ m._..1 THE ABOVE TWO REPORTS CAN BE 
REQUESTED THROUGH SSO. (b)(8).(b)(7)(C),(b) 

COOl) -----------·---.. ----.. -.-----.-·l 
(b){8).(bI(7)(C) INTERVIEW 

(b)(8).(b)(7}(C) 
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(b)(8).(b)(7)(C) 

ABOVE ISSUES. IN RESPONSE TO QUESTIONS.[ 
---.-'--~-, 

. _________ ---liTHE FOLLOWING 
INFORMATION: 

lGPP FUNDING 

PER THE MANAGEMENT AND OPERATING (M&O) CONTRACT THAT SNL HAS WITH DOE, DOB ALLOCATES 
A CERTAIN DOLLAR AMOUNT TO SNL FOR OPERATING EXPENSBS, WHICH INCLUDES OFFICE SPACE 

FOR SHL. OPERATING EXPENSES ARE DISPERSED TO ALL ORGANIZATIONS THROUGHOUT &Nt.. A 

BURDBN/TAX RATE IS THEN ASSESSED TO SNLl.S OPERATING FUNDS. THOSE FUNDS WHICH COME 

FROM THE BURDEN/TAX ARB USED FOR IGPP' S • WHEN SHL WANTS TO USE IGPP FUNDING FOR A 

PROJECT, THEY MUST GET THE APPROVAL. OF SSO PRIOR TO BEGINNING THE PROJECT. 

TEMPORARY STEAM PLANT PROJECT 

r(b:=~:~~~~:~=-J::~:. THE SAME l---------·--~X6h(b)(7)(C).(b)(7)(D) REGARDING THE 

(b)(8).(b)(1)(C) 

ALLOW SNI. TO GO THROUGH THE PROCESS OF REQUESTING 
·--~----~---·------T-------··-··-----···· .. · .. -_L--___ --___ . __ .. _ ... m ... ______ • ____ ... ___ _ 

AS TO WHETHER IT SHOULD BE 

PageS 

!GPP FUNDS 
APPROVED. (b)(6),(b)(7)(C) 

(b)(6).t>t~~~p~~·L .. -· .. ·= ........ ~----·--.. --.. -- .... ~SNL-{GPP-··FUNDiNGiS LONG -MTKUS 1IAS-NO·-.. ··-·--~·-·--.J 
CONTROVERSY. L .' BRE iifAS COln'ROVBRSY1f1TH 
nus IGPP BECAUSE THE SPTBP WAS NOT A STAND ALONE PROJECT, THEREFORE 

(bl(6).~;m( • (b){6).(bl(7)(C) 

(7)(D:.I~L~_MEETINQ._.WHI.~H INC.J:.UD~ .. BOO PERSONNEL, r-·-·· .. -·-·-----·~-----·-

i 
~-~EliRimDTHi'il-

(b)(S).(b)(7){C) 
l__ -------

(b}(8),(b){7)(C) 

'--:-:::==-:=--=--::=-r============="£IA~MEMORANDUM WITH THE INFORMATION ON THE 
SPTBP AND I to MAKE A DETERMINATION AS TO "HETHgR 

ISSUING IGPP FUNDS WAS APPROPRIATE FOR ·1'HEIGPP. (b)(6).(b)(1)(C) 

(b)(6).(b){7)(C}.(b) 
(1)(0) 
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(b)(6).(b)(T)(C) 
(b)(8)'(b)(7)(C) 

r...:.::.:::....=:::..::..l~--:----____ ~:=-fL..A=T THE TIME THE IGPP WAS TO BE 

SSO WAS 
·~~~~~------------------------~~~-----'TH==E~AP=P=R~O~V~~~PO~R-TH~E IGPP, TO 

WHICH DID. i THE r PP BASED ON sm.. PROVIDING AN 

UPDATED SUBMISSION OF THE BUOOB'l' AND SCHEDULB FOR THE IGPP. 
(b)(6).(b)(7)(C) (b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) 
L .. ____ .~___ .~~ NE~R SUBMITTED AN UPDATED BUDGET AND SCHEDOLE

r
_. ____ ---. 

REQUBSTBD ____ •. ___ ~ __ ~ _____ . (b)(6).(b)0ijIN A MEETING WITH Sm.. AND SSO 
SNL THAT THEY DID NOT HAVE TO SUBMIT THE INFORMATION. L.. ____ • __ ._._ ..•• _ ••• J 

(b)(6).(b)(7)(C) 
FUNDS USED PRIOR TO IGPP APPROVAL 

PRIOR TO IGPP APPROVAL, IT WAS DISCOVERED THAT 8NI.. STARTBD DESIGN OF THB SPTBP 

WITHOUT THE AUTHORITY OP SSO. ACCORDING TOL_ .. __ . __ ~ ____ ~_ . _ I(REFER 

Page 7 

(b)(6),(b)(7)(C) 

(b)(6).~C~SSUS #3 ABOVB) [--.----.-:------.-1ACCORDING TO SSO POLI~~NL HAD THE A~ORIT! TO 

BEGIN DESIGN WORK AS LONG AS IT WAS UNDER $250,000. l _. ___ ~ ____ ~.____ !THAT (b)(e).(bX7)(C) 

1')(11~. =~~~O ,000 EXCEPTION ONLY APPLIES TO GPP AND NOT rom·IGPp:1~ _ - w •••• -l (b)(6~(b)(7)(C) 
. ~ THE EXCEPTION TO THE DOE OIG IN THE SSO MANUAL ENTITLEl)liGBNERAL ~ 

(b)(6). ECTS". C·· -] THE MANUAL SPECIFICALLY STATES THAT THE $250, 000 

EXCEPTION DOES -'NoT APPLY To IGPP. 1(b)(6)·(b)(7)(C) I WAS 

AWARE OF THIS EXCEPTION BECAUSE L ___ . _______ J ON A PREVIOUS OCCASION. 

r--·-~ (b)(6).(b)(7)(C) 

L-lbl!~9J INTERVIEW 
="-;;:-;=~~---, 

ON NOVEMBER 16, 2007, THE DOE 010 INTERVI REGARDING THE APPROVAL OF 

THE SPTBP. ACCORDING TO (b)(6),(b}(1)(C) A RESPONSE: . ... . .. ~SNL# 
IN REGARDS TO (b)(6).(b)(7)(C)' THE RESPONSE THAT I ] 

(b)(61·(b)(7)(C) IWAS A MEMORANDUM WITH AN UPDATED BUDGET AND SCHBDULE ~ THE SPTBp DATE 

OCTOBER 9, 2007 ENTITLBD "REVISED BASELINE CHANGE PROPOSAL FOR STEAM PLANT TEMPORARY 

~O!.~RS, .!~P-07-001-RBV B" _I (b)(8).(b)(7)(ClITHIS MEMORANDUM MBT THE CONDITIONS OF 

[ (b)(6).(b)(7)(C~-
f1bK8)·(b)(~WAS ASKED ABOUT A MEMORANDUM DATED AUGUST 14, 2007, ENTITLED "COST SAVINGS 

~--JusTiFlCATION FOR THE SNL TEMPORARY BOILER PROJ'ECT-. SPECIFlCALLy,G6),(b)(7)(C) 1 WAS 
ASKED IF THE INFORMATION IN THIS MEMORANDUM WAS INCORRECT, WOULD THAT HAVE CHANGED 

[~:~~-~·~~~~·~·~~~~~~~==.==~ __ .. ~J®JII)(7)(~JOF THE SPTBP. ACCORDING BBCAUSE THB PROJE~ 
WAS MOCH SMALLER 11IAN MANY OF SNL OTHER PROJECTS, IT "PROBABLY WOULDN'T OF MATTERBD" 

THAT THE MEMORANDUM DID NOT PROVIDE ACCURATE INFORMATION. I . Jnm S.PTBP 
WOULD HAVE "PROBABLY" STILL BEEN APPROVED BECAUSE IT WAS A SMALL PROJECT_ 

(b)(6),(b)(T)(C) 

(b)(8),(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7){C) 
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(b)(6).(b)(7)(Cj- ----------------------1 
ON NOVEMBER 28, 2007, THE DOE OIG MET WITH BRIEF THEM ON 
THE ABOVE ISSUES. THE OIa INFORMEO (b)(6),(b)(1)(C) T THB BASEO ON THE 

INFORMATION PROVIDED THERE DOES NOT APPEAR TO BE ANY VIOLATIONS OF LAW. THE OIG 
REFERRED THE MATTER TO SSO MANAGEMENT TO PROCEED AS THEY OEEM APPROPRIATE. 

FHEY WERE AWARE OF THE ABOVE ISSUES AND 
LS--E--L--IE--VE-O-TH=EY--HA-O-'-A-O-O""RE---:::-::S--::-SE=-n--AL-L-O-F-::---:::TH::-:-::-::iE ISSUES IN DEPTH AND IN THE PROPER MANNER. 

(b)(6).(b)(7)(C) 
1------···--·-----··-1 

WITH REGARDS TO SNL USING IGPP FUNDS PRIOR TO APPROVAL,I (b)(6),(b)(1)(C)~SO 
ADDRESSED THIS IN SNL'S END OF YEAR PERFORMANCE RATING. 

Page 8 
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Case Number: I06LV002 Summary Date: lS-NOV- 07 

Title: 

FALSE CLAIMS; MULTIPLE SUBJECTS; YUCCA PROJECT 

Executive Brief: 

PREDICATION; 

ON 2/16/06, THE OIG RECEIVED DOCUMENTATION, VIA MAIL, '-------.---_ ..... ______ ._. __ ..J 

DEPENSE CONTRACT AUDIT AGENCY, ALt..£GING FALSE CLAIMS BY SEVERAL EMPLOYEES OF IBEX 

ENGINEERING SERVICES, INC., A DEPARTMENT SUBCONTRACTOR. THE EMPLOYEES WERE 

AI..LEGEDLY ON LONG TERM ASSIGNMENTS TO LAS VEGAS, NEVADA, AND WERE BEING PAID PER 

DIEM ALLOWANCES FOR LODGING, MEALS, AND INCIDENTAL EXPENSES. THE ALLEGATION STATES 

THE EMPLOYEES PERMANENTLY RELOCATED TO LAS VEGAS, NV, AND CONTINUED TO CLAIM PER 

DIEM ALLOWANCES. THE CLAIMS WERE PAID BY THEIR EMPLOYER, IBEX ENGINEERING SERVICES, 

INC., WHO IN TIJRN CLAIMED THE EXPENSES THROUGH INVOI CINO TO THE PRIME CONTRACTORS; 

AND ULTIMATELY THE DEPARTMENT OF ENERGY. THE POTENTIAL LOSS OR IMPACT TO THE 

DEPARTMENT IS ALLEGED TO BE $421,433. THE SUSPECTED FALSE CLAIMS FOR PER DIEM 

RESULTS IN ESTIMATED LOSSES IS APPROXIMATELY $349,250. THERE ARE ALSO OTHER ALLEGED 

LOSSES TOTALING $72,183 FOR DIRECT AND INDIRECT EXPENSES PERTAINING TO EXECUTIVE 

COMPENSATION, INFLATED _LAOBOR COSTS AND EMPLOYEE BENEFITS. 

INVESTIGATION: 

CONTRACT DOCUMENTS HAVE BEEN RECEIVED BY THE OIG. A REVIEW OF THESE DOCUMENTS WAS 

COMPLETED WITH THE ASSISTANCE OF DCAA AUDITORS. THE OIG PARTICIPATED IN SEVERAL 

MEETINGS WITH esc AND DOE CONTRACTING OFFICIALS. IT WAS DETERMINED THAT BSC WOULD 

CONDUCT AN AUDIT AND REVIE" OF THE IBEX CONTRACT AND REVIEW EACH QUESTIONED ITEM 

OUTLINED IN THE DCAA AUDIT REPORT. BSC WOULD PROVIDE THE FINDINGS TO DOE. DOB WOULD 

THEN CONDUCT A REVIEW. BSC ALLOWED IBEX TO PROVIDE DOCUMENTATION REGARDING ALL 
QUESTIONED ITEMS OUTLINED IN THE INITIAL DCAA AUDIT REPORT. SETTLEMENT CONFERBNCES 

WERE HELD BETWEEN IBEX AND BSC. 

IBEX PROVIDED DOCUMENTS TO BSC TO SUBSTANTlATE SUBMITTED COSTS FOR LABOR, EXECUTIVE 

COMPESATION, PER DIEM REIMBURSEMENTS TO EMPLOYEES, AND BENEFITS PAID. BSC 

COORDINATED WITH DCAA TO REVIEW THE SUPPORTING DOCUMENTS PROVIDED BY IBEX. DOE ALSO 

REVIEWED THESE DOCUMENTS. COPIES WERE PROVIDED TO THE OIG. 

WITH THE ASSISTANCE OF DCAAE6),Ib)(7)(C) THE OIG COMPLETED A DETAILED 

REVIEW OF ARTICLE XXVI AND ARTICLE XXXV OF THE MASTER SUBSONTRACT NO. A06608CC8S, 

THE COST PLUS FIXED-FEB SUBCONTRACT BE'l'WEEN BECHTAL SAIC COMPANY, LLC (BSC) AND IBEX 

GROUP, INC. (IBEX). ARTICLE XXVI ADDRESSES SUBCONTRACTOR BUSINESS TRAVEL 
RBIMBURESM.E.NT AND STATES IN PART, ONLY TRJI,.VEL AUTHORIZED BY THE CONTRACTOR WILL BE 

REIMBURSED/ FEDERAL TRAVEL REGULATIONS (FTR) WILL APPLY FOR THE PERIOD OF 
PERFORMANCE COVERED BY THIS AGREEMENT, IF THE SUBCONTRACTOR EMPLOYEE OBTAINES 
LODGING FROM FRIENDS, WORK ACQOAINTENCBS OR RELATIVES (INCLUDING MEMBERS OF THE 
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IMMEDIATE FAMILY) WITH OR WITHOUT CHARGE, NO PART OF THE LODGING EXPENSE ALLOWANCE 

IS REIMBURSABLE; LODGING AND M&IE SHALL NOT BE PAID FOR ANY VACATION PERIODS, THE 

PERIOD COVERING RETURN TRIPS HOME TO THE POINT OF OR.IGIN ARE NOT REIMBURS!ABLE. 

ARTICLE XXXV ADDRESSES SUBCONTRATOR TEMPORARY ASSIGNMENTS OF MORE THAN ONE MONTH AND 

LESS THAN SIX MONTHS AND STATES IN PART; IN ORDER TO BE ENTITLBD FOR REIMBURSEMENT 

FOR SUBSISTENCE, THE TRAVELER MUST BB A NON-LOCAL SUBCONTRACT EMPLOYEE. ARTICI,E 

XXXV APPLIED THE FOLLOWING DEFINITIONS: PLACE OF ABODE - A HOMB. ADDRESS, DOMICILE, 

CONSIDERED BY AN INDIVIDUAL OR HIS OR HBR PERMANENT PALCR OF RESIDENCE: LOCAL 

EMPLOYEE - A SUBCONTRACTOR EMPLOYEE WHOSE PLACB OF ABODE IS IN THB LAS VEGAS AREA OR 

WITHIN A ONE HUNDRED (100) MILE RADIUS OF THE OFFICIAL DUTY STATION: NON-LOCAL 

EMPLOYEE - A SUBCONTRACT EMPLOYEE WHO PLACE OF ABODE IS OUTSIDE THE LAS VEGAS ARE OR 

MORE THAN A ONE HUNDRED (100) MILE RADIUS OF THE OFFICIAL DUTY STATION. 

RE: MAXUMUM DAILY PER DIEM RATES - THE CONTRACT FURTHER STATES AFTER A SETTLING-IN 

PERIOD, A DAILY FIXED PER DIEM TOTALING $87.75 WILL BE PROVIDED. THIS PER DIEM 

INCLUDES COSTS OF WHATEVER NATURE, INCLUDING BUT NOT LIMITED TO, LODGING, MEALS, 

TRANSPORTATION, FURNITURE AND APPLIANCE RENTAL COSTS, UTILITY HOOK-UP AND 

INSTALLATION, TELEPHONE HOOK-UP AND INSTALLATION, CABLE TELEVISION COSTS, LAUNDRY, 

TIPS, ETC. RECEIPTS ARE NOT REQUIRED FOR THE DAILY FIXED PER DIEM RATE. 

INVESTIGATIVE ISSUB 1: PER DIEM REIMBURSEMENTS - sse DETERMINED AND DOE CONCURRED, 

THAT THE AMOCNT QUESTIONED BY THE OCAA AUDIT 1$6G,466} FOR FY 2003 PBR DIEM 

REIMBURSEMENTS TO TWO IBEX EMPLOYEES WERE APPROPRIATE AND PAYABLE TO IBEX. IT WAS 

ALLEGED THAT-THE IBEX EMPLOYEES HAD PURCHASED HOMES AND RELOCATED TO THE LAS VEGAS 

AREA. REVIEW OP THE IBEX EMPLOYEE' S FEDERAL INCOME TAX RETURNS OTHER TAX DOCUMBNTS 

FOUND NO EVIDENCE THAT THE EMPLOYEES OUT-OF-STATE HOMES HAD BEEN SOLD OR RENTED. THE 

Page 2 

(b)(6).(b)(7}(C) 

INVESTIGATIVE ISSUE :2: LOSSES 

DETERMINED AND DOE CONCURRED THAT THERE WERE ERRORS IN THE DCAA AUDIT REPORT. DOE 
ADDRESSBD THESE ERRORS WITH CCAA AND HAC THEM CORRECTED. AS A RESULT. DOB VERIFIED 

AND CONCURRED WITH BCS THAT A TOTAL OF $435.949 IN QVESTIONBD COSTS WAS OWED AND 
PAYABLE TO IBEX AS FINAL SETTLEMENT. REGARDING EMPLOYEE BENEFITS AND SALAR.IES, 

IBEX FAILED TO SUBMIT PROPER SUPPORTING DOCUMENTATION FOR THESE COSTS AND DISALLOWED 
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$45,000 IN FY 2003 AND $34,342 IN FY 2004 IN G&A COSTS IBEX PAID TO RBLATIVES OF 

IBEX'S CEO. REGARDING EXECUTIVE COMPENSATION, BSC USED CURRENT MARKET CONDITIONS 

AND DETERMINED THAT $151,797 FOR FY2003 AND $87,710 FOR FY 2004 WAS REASONABLE AND 
PAYABLE TO IBEX. DOE CONCURRED. 

SUMMARY: 

£o'OI,LOWING THE DCAA AUDIT THAT QUESTIONED COSTS FOR PER DIEM REIMBURSEMENT AND LOSSES 

FOR DIRECT AND INDIRECT. COSTS, asc PREFORMED ITS OWN AUDIT OF THE IBEX CONTRACT; 

BSC ALLOWED IBEX TO PROVIDE ADDITIONAL DOCUMENTATION IN SUPPORT OP ALL SUBMITTED 

INVOICES AND COSTS CLAIMED. BSC DETERMINED, AND DOE CONCURRED, THAT THE AMOUNTS 

QUESTIONED BY THE DCAA AUDIT ($66,466) FOR FY 2003 PER DIEM REIMBURSEMENTS TO TWO 
IBEX EMPLOYEES WERE APPROPRIATE AND PAYABLE TO IBEX. 

IT WAS ALLEGED THAT IBEX EMPLOYEED HAD PURCHASBD KOMES AND RELOCATED TO THE LAS 

VEGAS AREA. BSC REVIEWED IBEX EMPLOYEE'S TAX RECORDS AND OTHER DOCOMENTS AND FOUND 

NO EVIDENCE THT THE EMPLOYERS OUT-OF -STATE HOMES HAD BEEN SOLD OR RENTED. THE IBEX 

EMPLOYEES MAINTAINED THBlR PERMANENT RESIDENCES, EVEN THOUGH THEY MAY HAVE PURCHASED 

REAL ESTATE IN THE LAS VEGAS AREA. 

THE IBEX SUBCONTRACT RELATED TO TRAVEL AND PER DIEM ISSUES CLEARLY STATES THAT PER 

DIEM EXPENSES INCLUDE THE COSTS OF SETTING UP TEMPORARY LODGING ACCOMMODATIONS SUCH 

AS FURNITURE AND APPLIANCE RENTALS, UTILITY HOOK-UPS AND CABLE TELEVISION COSTS. 

(b)(8).(b)(7)(C). IBEX MANAGEMENT 
TI=F-=-l CA:::-:l'E::::S:-r------r.HAD=:-:::NO=T=-:R::E=LOCA~~n:o~~TO~ THE LAS VEGAS 

~~;_=_:_...l...-_---,r_:::_::::_::_:~~:_::_=-=-=-::".,;(b~)(~8)~.(b~){7)(~C) PERMANENT I PRIMARY RESIDNBCE ADDRESS; C--] 
.J-:::-:-:;:;;,;;;:~--~ PERMANENT RESIDENTIAL ADDltBSS LOCATED IN [ (b)(8)~ 

(liKe (b)(7)(C) PERMANENT RBSIDENTIAL ADDRESS AS I b C ! BSC CONFIRMED 
THE RESIDENTIAL INPOMRATION. . ( )(6).(11)(7)( )j 

BSC ENTERED INTO A SETTLEMENT AGREEMENT WITH IBEX, WITH CONCURRENCE OF DOE, :ra PAY 

ALL SUBSTANTIATED AND ALLOWABLE COSTS TO IBEX TO CLOSE OUT THIS CONTRACT. 

THE OIG VERBALLY BRIEFED THE AUSA REGARD!NG THIS MATTER. NO PROSECUTIVE MBRRIT 

EXISTS. 

DISPOSITION: 

1) INVESTIGATION CLOSBD. 
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Case Number: 107HQ001 Summary Date: lS-JAN~08 

TItle: 

r-- (b)(6),(b)(7)(c)1 BLACKBIRD; DOE EARMARK; PUBLIC CORRUPTION 

Executive Brief: 
1(b)(6).(b)(7)(C)~ 

PREDICATION: ON 19-OCT-06, L -.JCENTRAL INTELLIGENCE AGENCY (CIA) OIG, 

f

,REOUESTED DOS OIG ASSISTANCE WITH AN ON-GOING INVESTIGATION RELATING TO THB [ 1-
'--. ____ (b'-')""(8"").(e.<b)(7)(=c;!J)i PUBLIC CORRUPTION CASE. 

BACKGROUND: 

r
-'-·-----------·-'-----------·-------------~ 

DURING AN OFFICIAL CIA INVESTIGATION OF 
r--- -' (b)(6).(b)(7)(C) 

L ___ .. _____ Ir(-NOT--F-U-RTH-E-R-I-D-ENT-I~F·IED) A GOVERNMENT CONTRACTOR. 

IN 1999, C~-'-------' -~X8l.(t,x1XC)! 
BLACKBIRD TECHNOLOGIES (BLACKBIRD). L !MR • .BOB WALL, (b)(6).(b)(7)(C) 

A FORMER DOE EMPLOYEE, WHO AT THE TIME WORKED IN THE DOE OFFICE OP INTELLIGENCE AND 

SPECIAL _nCJ!NOc!ADouoLllo!OG~I E!iit!9~'''--_..J::MmR,--,-, _WmALI:HoULoLJI""'SL.D:NO"',W"--'D ... E ... CEAS<IiOD ... E ... D..." ......... nAD ... D .... I .... TuI ... O ... IIT ... A ... LX .... 3.....,} 

(b)(6),(b)(1)(C) 1 

-------ibj(6i:(b~ (b)(6).(b)(7)(C) (b)(8).(b)(7)(C) 

______________ ._J 

APTER SEVERAL MEETINGS WITH DOE: PERSONNEL BETWEBN 1999 AND 2000 ~(b)(6).(b)(1)(C) . 

r~~~~-=~=-_-=-l~~~--~,- "CYBER SECURITY .C7c:~. "~:W~~=FR~: :a:~~x:~:o' I 

THE DOE CYBER SECURITY PROJECT, KNOWN AS THE -VICTOR,· PROGRAM, IN RETURN FOR SOMB 

OF THE PROFIT. i IBLACKBIRD TO MAKE CAMPAIGN DONATIONS TO 

CONGRESSIONAL OFFICIALS, NAMELy.I(b)(8)·(b)(7)(C) lAND [ (b)(8).(b)(7)(C)I 

[ . . I SAT ON THE APPROPRIATIONS COMMITTEE FOR ENERGY i BLACKBIRD~TBD 
$1,000 TO THE CAMPAIGNS OF l (b)(8).(b)(1;)iAT A FUNDRAISER HELD' 6. C i 

(b)(6).(lI)(7)(C)----------______ ,r.!!9J __ ~(b)( I (b)(7)(...1 

r(bXij:(bj{1XC)--~RESEARCH REVEALED THAT A MARCH 14, 2000, APPROPRIATIONS COMMITTEE 

REPORT (106-521), SHOWED THE DOE WAS APPROPRIATED $49 MILLION FOR CYBER SECURITY, 

"A.~ INCREASE OF $45 MILLION OVER THE ADMINISTRATION'S REQUEST OF $4 MILLION." 

ADDITIONALLY, CONFERENCE COMMITTEE REPORT (106-710) SHOWED THE DOE WAS APPROPRIATBD 

$25 MILLION FOR CYBER SECURITY INCLUDINpaHILLION TO THE OPFICE OF IIITTELLIGENCE 

AND SPECIAL TECHNOLOGIES. ACCORDING TO~b)(6).(b)(7)(c)1 PUBLIC LAW REPORT (106-246) 
SHOWS THE DOE "ENDED UP" RECEIVING $38 MILLtO~-

(b)(6).(b)(7)(C) (b){8).(b){1)(C) 

r;;::1~,;;;~6"').(b;U!p;:;~:u;C.-) -L""~ WITH __ . (b)(6).(b)(1)(C) HAD LO~IEP FOR THE FUNDING. I (b)(6).(b)(7)(C) 

WAS .. SURE _, THE MONEY"f~JUST NEEDED ENSURE THAT "THE CONTACT 

._J.N~!P~_J~E· WAS GOING TO ALLOW THE H CONTRACT TO GO THROUGH." ACCORDING TO[ __ .".:::J (b)(6).(b)(7)(C) 
(b)('~)(7)(C) I IT APPEARS THAT DOE OFFICIALS ·DID THE RIGHT THING," ~SUBSEQt.1ENTLY . 

_"OROPPE? THE EARMARKS. II AND DID NOT "FUND THB CONTRACT." WHICH I (b)(6) (b)(1)(c)i 
~b)(6),(b)(7)(C) I ..... __ .. · __ m !, '! 

LI: __ ---1, AND CAUSED (b)(6),(b)(1)(C)i 
AND BLACKBIRD," 

(b)(8).(b)(1)(C) 

(b)(6).(b)(7)(C) 
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ELIEVES THE OTHER DOE EMPLOYEES INVOLVED WITH THE PROCESS, SPECIFICALLY, 

~~~~~mrn~~~~p'; ... ________________ ~(b~K~6~~(b~)(7)(~~ Y HAVE IMPORTANT INFORMATION 
REGARDING THE ALLEGATlONS. 

~~~~~icr----~QUBSTED DOE OIG ASSISTANCB IN: 

1) DETERMINING WHETHER BLACKBIRD TECHNOLOGIES EVER HAD ANY CONTRACTS WITH THB DOE: 
2) DETERMINING WHETHE~)(6)·(b)(1){C) __________ .__ _ ___ J ETC. EVER 

HAD CONTRACTS WITH DOE; I 6 
3) LOCATlNG DOE EMPLOYEBS (h)( ).(b)(7)(C) J 

(bX6).~~~)_~~"_"_~ POSSIBLY ASSISTING WITH INTERVIEWS OF THESB INDIVIDUALS; AND, 
4) DETERMINING IF THE DOE ACTUALLY RECEIVED THE QUESTIONED APPROPRIATIONS ($38 
MTl.LION) AND IF SO WERE THE MONEYS USED FOR THE INTENDED PURPOSES. 

INVESTIGATIVE ACTIVITY 

A PROCUREMENT AUTOMATED DATA SYSTBMS (PADS) SEARCH REVEALED THAT THERE WERE NO 

CURRENT, PAST AND/OR PENDING CONTRACTS FOR COMPANIES ALLEGEDLY OWNED 
SPECIFICALLY. THER2 WAS NO INFORMATION CONTAINED IN PADS FOR: ADCS ;,;,---;;n;;ru;;;;;;-----3 

DEFENSE, ARCHER LOGISTICS, LIBERTY DEFENSE, JC INDUSTRIES (NOT FURTHER IDENTIPIED), 

THE WILKES CORPORATION, GROUP W ADVISORS. GROUP W TRANSPORTATION, GROUP W 

PBRFECT WAVE, AND HST (NOT FURTHER IDENTIFIED). ADDITIONALLY, 

(b)(:6).(b~[7)(C) 
DID NOT APPEAR IN PADS. 

-~';;lB. o:::.::r'£ AND DOE INFO REND"""D NO INFORMATION ONL""~1""" 
CONTACTED[(b)(6).(b)(7)(C) ---"---.-.. "-""-" _"------~"]HUMAN CllPITAL MANAGEMENT, 

OPERATIONAL IMPLEMENTATION. DOE. _______ ~~. __ , (b)(6).(b)(7)(~1 WAS 
NOT A DOE EMPLOYEE I INST (b)(6).(b)(7)(C) I DOE FROM THE CIA OR FBI. 
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ADDITIONALLY ,1 (b)(6).(b)(7)(C) WAS IDBNtIFIED AS"ANl --~b)(6_ 
fFR6M RATELLB. -------.-.. " -

L_---.:(bc:!.)(""6)::!:.(b.!.!C){1)(:.!!C=) I 

AN IPA AGREEMENT BETWEEN THB DOE AND UT-BATTBLLE. 

THE REVIEW REVEALED THAT (b)(6),(b)(7)(C) FROM 0'1'-

BA~L LLC, TO DOB FOR A PERIOD OF ONE YEAR, BEGINNING JULY 4, 2005. . 
[_~6).(bX;~ASSIGNED POSITION r--------------------;X6l.;)(7Xc)iFOR crBER SBCURITY WITHIN 

THE OFFICS OF THE ASSOCIATE CIO FOR CYBER SECURITY, IM-lO, 1000 INDEPENDENCE AVENUE, 
f----------------·-----·-····--··-----···-·-----·~-"-·-.----""--.-.--:=1 

SW, WASHINGTON, D. C. j (b)(6).(b)(1)(9J UNDER THE 
SUPERVISION 014'1'--" - ITO THE CONFLICT OF 

L (b)(6),(b)(1){C) I 

(b){6).(b)(7}(C) 

(b)(6).(b )(1)(C) 

(b)(6).(b)(7)(C) 
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INTEREST RESTRICTIONS APPLICABLE TO DOB EMPLOYEES DUR! PLOYMENT. SERVING AS 
r'~-'~~~'~-'-'----'-'-~-'-"-'---------'-------

THEI ~)(II).(bl(1)(C)i LY WITH AND DIRECTLY 
(b)(II)·(blt'Jlf) _. _ '" --ON ALL ASPECTS OF THE DEPARTMENT'S 

EXISTING CYBBR SECURITY PROGRAM, ESTABLISHING NEN POLICIES, ALLOCATION OF BUDGET, 

AND COORDINATING AND ENHANCING THE COMPUTER LINKS BETWEEN DOE AND OTHER FEDERAL 
AGENCIES. 

ON FEBRUARY 6. 2007 I~DICTED FOR FRAUD AND OTHER 
L~~" _____ , __ " _____ ~ ________ ~ _____ ._J 

_QF.F.EHSES prmSIJANT TO. THE mRRlJPTIDN TNVRSTIGATTON THAT RESULTED IN IMPRISONMENT OF 

[---"PM! (b)(6).(b){7)(C)iCHARGED IN A SEPARATE INDICTMENT 

(b)(6),(bJQBI CONSPI~ ... !2.L _" ___________ I IN RETURN FOR GOVERNMENT 
CONTRACTS. L ...... (bX6),(b)(7)(C) I 2005 

PLEA AGREEMENT, WAS ALSO CHARGED. - (ASAC'S NOTEf; THIS" JUDICIAL ACTION NOT BEING 

CLAIMBD IN SIGPT AT PRESENT AS THE NEXUS TO DOE HAS NOT YET BEEN ESTABLISHED] • 

THE CIA OIG, ON THE RECOMMENDATION OF THE AUSA. ASKED THE DOE OIG TO STAND DONN 

UNTlL AFTER THE INDICTMENT WAS ISSUBD. 

THE CIA OIG CASE AGENT ADVISED THAT THE CIA OIG IS NO LONGER INTERESTED IN PURSING 

TdE DOE LEAD AS PER INSTRUCTIONS FROM THE AUSA ASSIGNED TO THE INVESTIGATION. 

ON 9-JAN-2008. '---________________ ....J AGENCY WAS NOT MiLE TO OBTAIN 

THE INFORMATION FROM CONGRESS NEEDED TO EXPLORE THE DOE ISSUE AND THE STATUTE OF 

LIMITATIONS HAS EXPIRED. 

PlANNED INVESTIGATIVE ACTIVITY: 

CLOSE CASE 
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Department of Energy 
Washington. DC 20685 

July 12, 2007 

MEMORANDUM FOR ~~ARY 

FROM; ~ Friedman 
Inspector 0enera.I 

SUBJECT: 

INTRODUctION 

SUMMARY: Investiption of Alleged False Certifications 
Relatina to Testins of the Contingency Protective Force at the Pantex 
Plant (010 Case No. I07ALOl1) 

In a letter dated April 27, 2007. the United States Office of Special Counsel informed the 
Department of Energy of al1cgatiODS regarding potential security weaknesses at the National 
Nuclear Security AdminisIJation's (NNSA) Pantex Plant. SpecificalIy, it was alleged that 
Department of Energy and NNSA officials failed to provide properly trained and experienced 
contingency security forces to guard the Pantex Plant duriDa a stD;kc by security pcrsoDDCI of 
BWX Technologies, Inc. (BWX1). BWXT manages and operates the Pantex Plant under 
contract to the Department. RespoDSibiIity for reviewing the general safety and security issues 
raised in the Special Counsel letter was assigned to the Deparunent's Office of1ndependent 
Oversight. 

The Office of Inspector GeneraJ initiated a separate crimin.aJ investigation to examine the facts 
and circumstances surroundina a specific allegation regarding the administration of written tests 
for training of the contingency protective force. Speeific:aUy. it was alleged that BWXT officials 
knowingly pused individuals who failed a written exam or failed to change their incorrect 
answers. Additionally. during the course of tile criminal investigation, the Office ofJnspector 
0eneraJ received an additional allegation raising the possibility that BWXT instructors tolerated 
student chcatioa durina written examinations. 

OVERVIEW 

The Office of Inspector Oe:neral interviewed numerous Federal and con1ractor officia1s. including 
contingency protective fon:e members and BWXT instructors. We also examined related 
documentation. Tho factual record developed during the investigation with respect to possible 
criminal violations was discussed with the United States Attorney's Office for the Northern 
District of Texas. That Office indicated that the matter lacked piosecutive merit. 

Our investiption focused on alleged criminal misconduct re1atina to specific events and 
activities. We were infonned that general concerns regardins the adequacy of contingency force 

-_ .. - -- -_ .. _---------- "--""- .. - -.-.. ------.. --
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readiness--en issue of sisoiftcance at a filcillty as sensitive as Pantex-are being addressed as 
part oCtile Office of Independent Oversight review. 

INVESTIGATION ,QBTAILS 

The Office of Inspector General sought to detennine ifBWXT instructors passed individuals 
who failed to achieve required passing scores on written exams and, in tum, improperly certified 
to the Department that all students had passed. Instructors allegedly provided corm:t answers to 
individuals or allowed them to change their answers after they bad fiWed. an exam. In addition to 
interviewing both instructors aDd contingency Coree members, we interviewed Federal officials 
familiar with contractor training requirements and BWXT's involvement in preparing the 
contingency protective force. 

The contingency force population consisted mainJy of security police officers and Office of 
Sewn: Transportation couriers detailed from other Departmental sites who, we were told, had 
completed basic training as part of their regular assigmnents. Thus, the training consisted. of nine 
days of refresher and site-specific training. As part of the ttaining. BWXT administered both 
perfoJ1DllllCe-based (practical exercises) and written examinations to contingent protective foroc 
members. Performance-based training involved both the instructor and the student in a direct 
dialogue or interaction, 80 that the instructor could assess the perfonDance of the student on the 
material covered. One example of perfol'IlUlllCe-based training involved the handling of 
weapons. Following the instn1ctor's assessment of the student's performance, the instructor 
certified as to the student's competence by placing a check mark in a box(s) on a form indicating 
the student had passed or failed. Written examinations were also used to gauge competency. 
Relevant topics l1lIl,Ied nom deadly force and general employee radiological training to facility 
ingress/egress. The questions were multiple choice and the students were asked to identify only 
one best or correct answer. Each e:mnination had an established passing rate that had been set 
by BWXT to assist in determining the competency of protective force members. For instance. 
the deadly force component required a passing score of 100 pcrce.ot. . 

The Office of Inspector General was informed by a BWXT safeguards and security official. that a 
determination of "competency" could be established. and judged through various means 
including, but not limited to. class instruction, self instructio~ performance-based and written 
examinatiOD!J, and n:m.cdiation. Instructors had the latitude to administer oJas" instruction and 
remediation based upon their trainins and experience to ensure that students were competent. 
We were told that reniediation pursuant to the failure of a written examination could take wrious 
forms, including a discussion of material covered at the immec:lilde conclusion of an examination. 
A Pantex Plant Federal safeguards and security manager confirmed the information provided by 
BWXT. 

Two students advised the Office of Inspector General that BWXT instructors·provided correct 
answers to studeuts who failed to achieve 100 percent on the deadly force examination. Other 
students interviewed stated that instructors provided clarification and guidance but did not offer 
the adual correct answers. . 
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The Office of Inspector General confirmed that initially a number of students did no« achieve the 
required 100 percent passing seale on the deadly force exam. Certain students provided incorrect 
answers to questions, while other students circled more than one multiple.-cboice option for 
qucsUons. According to BWXT officials, individuals who did not achieve a 100 percent score 
received remediation, which consisted of immediate follow-up discussion and tutoring. Once the 
students demonstrated an acceptable Jevel of subject knowledge and competence, they WCIe 

considen::d to have passed the examination. 

BWXT instIuctors denied providing answers to students who failed the deadly foree exam. They 
denied that any student who received less than 100 percent was arbitrarily passed witbout further 
instnlCtion and a positive determination of competence. We were unable to reconcile the 
conflicting statements between the two witnesses who reported that instructors provided answers 
to students and the instructors and students who stated that answers had not been shared. 

The NNSA's Amarillo Site Office requested that BWXT officials provide written ooDfinnation 
as to the capability of the contingency protective force foUowiDg the training. On April 13, 2007, 
the Safeguards BDd Security Division of BWXT certified via internal memorandum that the 
Phase J Contingency Protective Force was trained. to achieve acceptable protection levels and 
that the fon:e was qualified to protect the Dational security assets at the Pantcx Plant. Relevant to 
our criminal investigation, we found that this certification did not assert a position with regard to 
speCific test scores. 

Alleged Cheating AI/owed by BWXT 

During the course of our investigation, we separateJy received information that BWXT 
instructors aUowed cheating duriDs certam seJf-taught courses. Such courses involved students 
reviewing printed materials lit their own pace and completing the course with a written 
examination in the same room. We were told that instructors were in and out of the classroom as 
the students proceeded through the course. 

The facts developed dur.ina the investigation did not support that BWXT allowed cheating. 
However, seJected students Jnterviewed by the Office of Inspector Geneml reported that during 
certain exams, self-initiated group discussiOdS occmred among the test-takers. They 
cha.rIwterizcd their actions not as cheating but as a group effort to ensure everyone understood the 

. materials. One BWXT instructor confirmed that open discussion among the students had 
occurred. The Instructor stated that this activity was unacceptable under the circumstances and 
had. counseled the students not to do so. 1'he instructors interviewed denied beins aW8J'e of 
cheating through classmate discussiOllS. 

Additional /rIfo1'1'lf(ltion 

The Office of Inspector Generalleamed about two individuals who separately acknowledged that 
they had cheated on a particular exam. They reported that, cootral'y to instructio~ they used 
written 1rainina materials while completing a test. 1'he individuals stated that they did this on 
their own, without the knowledge ofBWXT. We have provided this infonnation to appropriate 
Department officials. 

-------" 
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OBSERVATIONS 

TIle Pantex Plant is a critical part of the NNSA and. as such. one of tile Department's most 
secure and sensitive faciJities. Its missions-assembly and disassembly of weapons, surveillance 
of nuclear weapons in the weapons stockpile and storage of DUClear weapons parts-require 
significant attention to protective force readiness and all of its ramifications. The aUegations 
about Pantex security readiness were directly associated with the transition from the regular 
contractor protective force 10 the contingency force. In this context, heightened awareness and 
concern about the ability of the contingency force to protect the Pantex facility were 
understandable. Should a similar situation arise in the future. the Department should ensure that 
testing and certification procCdures are executed in an environment where the highest security 
perfonnance standards are in effect and one which precludes even the appearance of irregularity 
or wrongdoing. We noted as questionable, for instance, the practice of allowing test-takers and 
students who are reviewing course materials to be in tbe same room during self -paced courses. 

I would be pleased to discuss this report in detail at your convenience. 

00: Chief of Staff 
Acting Administrator, National Nuclear 

Security Administration 
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Case Number: I06AL008 Summary Date: 29-JAN-08 

TItle: 

SANDIA NATIONAL LABORATORIES; QUI TAM; SNL 
(b)(8),(b}{1)(C) 

Executive Brier: (b)(S).(b)(7)(C) 

PREDICATION: 

ON AUGUST 4, 2006, THE OIG RECEIVED BY MAIL A QUI TAM COMPLAINT, UNDER SEAL, 

ALLEGING LABOR AND BQOIPMENT MISCHARGING, A REVIEW OF THE DI.SCLOSURE STATEMENT AND 

COMPLAINT RBVBALBD THAT TIlE RELATOR.L -=:JTERMlIlATBD FROM SANDIA rl """""] 
NATIONAL LABORATORIES (SNL) ON JANUARY 23, 2006.C_~_J THAT PRIOR TO 

TERMINATION, DEPARTMENT BASIC ENERGY SCIENCES (BES) FUNDS THAT WERB_ PLACBD INTO 

PROJECT ACCOtmT ~RE._.!!l:;.!!1~L'-QR PURPOSES THAT WERE NOT DEFINED UNDERDBES FIBLD~- -

WORK PROPOS~(S). ~ (b)(6),(b)(7)(C)~T LABOR AND EQUIPMENT WERE INAPPROPRIATELY 
(b)(8)·(b)~GEn TO CCOUNTS AND THAT THIS MISCHARGING HAS BEEN GOING ON FOR 10 YEARS. 
(b)(6).(b (7)(C) T S WERE DIVERTED TO THE CENTER FOR INTEGRATED 

NANOTECHNOLOGIES. ) ,TIMESHBETS AND UPON REVIEW, APPEAR TO BE TO 

DIFFERENT PROJECT CODES YET UNDER THE SAME BUDGET AND REPORTING (B&R) CODE. 

INVESTIGATIVE FINDINGS: (b)(6),(b}{1)(C) 

ON AUGUST 31 2006,E(8).(b)(7)(C) . iWAS INTERVIEWED. 

~)(6),(b)(7)(C) ~ GBtiER.AL DEPARTMENT ACCOUNTING PROCBDURES -1 AND STATED THAT SNL WORKS 

UNDER 5,900 DIFFERENCT B&R CODES. RESEARCHERS CAN CHARGE TO 

DIFFBRENT PROGAM CODES UNDER THE SAME B&R AS LONG AS THE WORK BEING DONE FALLS 

WITHIN THAT PROGRAM CODE I g DESCRIPTION. ADDITIONALLY, RESEARCHERS CAN CHARGE TO 

DIFFERENT B&R CODES SHOOLD THEY BE A MULTI-DISCIPLINE RESEARCHER. FOR OVERSIGHT OF 

THE B&R CODES AND ASSOCIATED PROGRAM CODES, TO THE DOE 

PROGRAM MANAGERS AND/OR SANDIA SITE OFFICE. 
(b)(EI),(b}{1)(C) (b)(8),(b)(7)(C) . _ ... __ 

(b)(6),(b)(7)(C) ~wn._ AUSA 
ON SEPTEMBER 18, 2006 RELATOR WAS INTERVIBlfBD...BY. ~~ 
S'njVE SALTIEL. WAS PRBSENT, 1(b}(6),(b)(7)(C) THAT THE PROGRAMS 

L. __ .JIS CONCB~p WITH FALL UNDER THE SAME B6<R CODE. WAS UNCLEAR AS TO THE 
REASOUr---'IRED • (b)(6),(b}{1)(C) .,._,._!l'.!EI)!.~!!!lJ~l. 

(b)(6),(b}{1)(C~ ---------1 
RELATOR PROVIDED VARIOUS DOCUMENTS WHICH, ELS PROVIDE -PROOF" OF (b)(8),(b)(7)(C) i 

I,._., ...... --.. ----~ 

ALLEGATIONS. THE DOCUMENTS WERE REVIEWED AND PROVIDED TO AUSA SALTIEL, 

RELATOR PROVIDED ADDITIONAL OOCUMBNTATION VIA E-MAIL. THE DOCUMENTS WERE REVIEWED 

AND INCLUDED IN THE OCF. MOIAS WERE PROVIDED TO AUSA SALTIEL • 

. ..THE DOE BJ(b)(Il),(b)(7)(C) I,.-oR THE PROJECTS WORKED ON BY THE RELATOR ARE !(b)(6),(b)(~ 
~~~~:~~~~:~ ..... ____ .. _ .......... __ ......... _. j~)(61 (b)(7)fli'EPHI ICALLY INTERVIEWED BY SA[~)(6).~~~~jAND AUSA 

SALTIEL ON FEBRUARY 21,2007.' T THE DEPARTMENT HAS A RESEARCH 
MISCONDUCT POLICY AND THAT WITHIN THE LAST YEAR AN INQUIRY WAS CONDUCTED CONCERNING 

[~~~:~~=.=-___ (b)(~~l1~~~AN SNL PROGRAM MANAGER [~~~~~~·~=·~~~~~:~;~;~~;;)rFFICE THA~ __ ~-·;;;-~;~~ 

(bX6).(b)(7)(C) 

(bX6),(b)(7)(C) 
(bX6),(b)(7)(C) 
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HAD BEEN TERMINATED BUT DID NOT ISCUSS SPE~ REASONS OTHER THAN TO SAY THE 
TERMINATED CONTAINED NO SCIENTIFIC ISSUES. (bj{eW)){1)(C) lnu.Tc=J.wFICE IS PRIMARILY 

CONCERNED WITH THE QUALITY OF SCIENCE AND WILL REVIEW THE SCOPE OF A PARTICULAR 

PROJECT AND DETERMINE HOW SNL IS SPBNDING THE FUNDING PROVIDED BY DEPARTMENT BBS. 
[(b)(8)~~~(C_) _!THAT INDIVIDUAL LABAOR CHARGES ARE NOT REVIEWED BYc=JoFFIClLBUT_ 

DETERMINES IF THE PROJECT I S PRODUCTIVITY EQUALS THE AMOUNT OF MONEY BEING SPENT. 
DEPARTMENT BES FUNDED SNL PROJECTS ARE PIER REVIEWED EVERY THREE YEARS. 1-----------1 
STATBD THAT SNL IS ABLE TO CONSOLIDATE PROJECTS AND MAkE PRIORITIZED CHANGES TO MAKE 

THE MOST OF THEIR FUNDING OPPORTUNITIES •• ~FFICE EXPECTS ADJtJSTMEN'l'S WHEN 
FUNDING IS DECREASING OR OTHER COST CONSTRAlm'S ARISE. C"]AnDm THAT ALL CHANGES 
ARE OVRSEEN AND APPROVED BY DEPARTMENT BES., [ ITO PROVIDE !FILES 

RNING r-:---------lpROJECTS. (b)(6),(b)(1}(CJ L-._-I 
(b)(6~"~1 .L~ ________ --l ,(b)(81.(b)(7)(CI 

ON MARCH 6. 2 007, WAS 
(b)(6),(blfMIhRVIBWED. PERSON THAT 

COULD PROVIDE BUDGET REPORTS THAT WOULD SHOW THE MISCHARGING 0 PROJECTS. WHEN 
(b)(8)·(blMERVIEWEO ~:~ij(Cf----=--=:JTHAT LJwl DI IONS WITH i RIOR TO AND 
(b)(6)·(blilitEDIATBLY .AFTER f jTERMINATION REGARDING ROJECTS. I-~-- jl'HAT NO 
(b)(6)·(b>lIl8BLEMS .!fE~_~ENTIFtBD roD KNOWLEDGE. ADDITIomu.LY, I I THAT L . J 
(b)(6),~)(7)(C) JrNDIV D LABOR CHARGES ON PROJECTS AND THAT I 1 

THIS RESPONSIBILITY. (b)(6).(b)(7)(C) WAS NOT AWARE OF A LASER ' 

BEING PURCHASED OUT OF (b)(7)(C) IOPERATING BUDGET. ! DBD THAT SNL SES HAS A 

SEPARATE CAPITAL EQUIPMENT BUDGET FOR PURCHASES OF LARGE ITEMS. 

riiii6),(b)(7)(cr-'1 
23-MAR-07 - CASS REASSIGNED TO ~ I 

30-MAR-07: CALLED SAr
X

8),(b)(7)(CI}ato BRIEFED ON CASE STATUS, LETTER OF NON-INTERVENTION, 

AND ONE POSSIBLB FINAL INTERVIEW. 

25-APR-07: CALLED AUSA STEVB SAt,TIEL TO DISCUSS STATUS OF CASE. LEFT MSG. ADVISING 

CASE TRANSFER. RECEIVED RETURN CALL AND VOICE MSG. WHILE OUT OF OFFICE. 

31 .. MAY-07: CALLED AUSA SALTIBL TO DISCUSS CASE. PER VOICE MSG., AUSA SAI,TIEL IS OUT 

OF THE OFFICE UNTIL JUNE 4TH. 

31-JUL- 07: INTERVIEWED I~~(~~:(_~~~~!. ______ .. _ .. _ .. ___ .. _ .. ___________ , _______ .. _ .... ______ .. , ___ "',-.1 SNL, ABOUT 

r_Ql.lISTI ONABLB c.:1Q\S9~.~_._.:ro PROGRAM 5828 ,I _ ,_", (b)(6).(b)(7)!Clf 
L ___ .. __ ... _. ______ ._,_~ ___ ~_~A--LAsER SYSTEM PURCHASEP~~~QUSLY DISCUSSED 

=EDA i:~~~J~R=CT~:.:::G°:...~J~J~iORANn-ad:: :v:. 
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(b)(61,(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6).(b)(1}(C) 

(b)(6).(b)(1)(C) 

(b)(8).(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6~(b)(7)(C) 

(b)(l).(b)(1)(O) 

(b)(6).(b)(7)(C) 

(b)(8).(b)(7)(C) 
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f(bX6).(b)(7}{C) J 
BUDGET " REPORTING CODE FOR CAPITAL EQUIPMENT. L ___ . ___ .___ OrG WITH COPY OF 

THE FY04-FY-6 SNL CAPITAL EQUIPMENT PURCHASE LIST THAT CONTAINS THE LASER PURCHASE 
FOR $37,500. 

[<ii}iS):(bX7XC)'-------.. - 1(b)(6}.(b)(7)(C) J 
rtb~6t~~fJl71-- RVIEWED. ___ ... ____ .... __ . __ .. _JDOE PROGRAM MaR. FOR h::;::::=""":;;-.::::::::::::::::~~~~~~_:. __ _ 

i THAT ..THE~~_~ WERE NOT ISSUES DURING THE TIME [ _______ ._____ (b)(~~)1 

(b)~:~~~.g:r. .. ~~~ .. _=~=~~~~~lTHAT -=~A ~~Y~~~:F~~:~!!\:E=GBS ~RE 
MADE. I ~T BEFORB • 06 SANDIA REQUBSTED TO' RESTRUCTURE AND CONSOLIDATE 
THEIR PROGRAMS. SANDIA'S GOAL WAS TO ~VE FEWER FWP'S. (b){6),(b)(7)(C) 

(b)(6).(b)(7}{C) f/j;(b;\i)(6A1)"fi(bill'717 """' ______ -, 
02-AUO-07: REC'D REQUEST FROM DOE .)( l(c) A COPY OF CIVIL COMPLAINT 

" DISCLOSURB STATEMENT FOR U. S. EX REL __ . ___ JI~l~C) VS . 

• (b)(6).(b)(7}{C) I 
03-AUG-07: BRIBFEDLFEDBRAL LITIGATION, DOS-
DGC, ON OrG INVESTIGATIVE PINDINGS, AS WELL AS AUSA SALTI'EL'S POSITION OF NON 
INTERVENTION. PROVIDEDI~WITH COpy OF' COMPLAINT. 

(b)(6).(b)(7)(C) L---..J 
AGENTS NOTE: AUSA SALTIEL HAS RESIGNED HIS POSITION WITH THE U.S. ATTORNEY'S OFFICE. 

13-NOV-07: CONTACTED AUSA SARA WINSLOW, TELEPHONE 415-436-6925, TO DETERMINE: 
1) WHICH AUSA WAS ASSIGNED THE CASE AND, 2) IF A LETTER OF NON-INTERVENTION WAS 

ISSUED. 

14-NOV-07: AUSA PROVIDED COPIES OF THE FOLLOWING DOCUMENTS: 
1) NOTICE OF ELECTION TO DBCLINE INTERVENTION FILED 9/10/07. 
2) RELATOR'S REQUEST FOR DISMISSAL WITHOUT PREJUDICE FILED 9/6/07. 
3) COURT DOCKET SHOWING THE COURT I S SIGNING OF THE RELATORS PROPOSED ORDER 

DATED 10/3/07. 

CASE CLOSBD 
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PRBDICATION: 

r(b)(6).(b)(7)(C) -----. --~ 

; DEPARTMENT OF FSERGY, RICHLAND OPERATIONS OFFICE (DOE/RL) 
ADVISBD THB LOCAL OIG/INVESTlGATIONS OFFICE THAT ON l1-JUL-O~;,j .. -. -~ 
UNDATED, ANONYMOUS LETTE. R. TWO ISSUES ARE RAISED IN THE LET'liR~--·-~-. ·-··~-·-·l -e) j ~-(b)(6)' - - : WITH A SUBCONTRACTOR WAS RECENTLY UNFAIRLY TREATED BY FLUOR 

. toRD-~EMBNTI jlREPORTEDLY TRIED TO HELP AN EMPLOYEE WITH A LOCAL 

(b)(6),(b8UitNESS,c= __ --== THE EMPLOYBE WAS REPORTEDLY EXPOSED TO PCB WHILB WORKING 
ON SOME_'!'RA!.!S~~ERS FROM THE HANFORD SITE THAT WE THE 

(b)(6)·(bK~R,1 ---------1 WITH FLOUR HANFORD (FIt) (b)(S).(b)(7)(C) 

TERMINATi~ • i,THE LETTER ALso L 1ST STATEMENTS THA:Jn(bili)(ID6).1ii(bii()(7)ni('CiC)I-----r:-:, PH:c:-----.J 

l~)(~~~~~~ ____ J AND ANOTHER FH (b)(6),!b)(7)(C) E MANIPULATING AND 

COERCING THE SAFETY GROUP TO MANIPULATE THE ADVANCED MBD HANFORD (SITE OCCUPATIONAL 

HEALTH CONTRACTOR) PHYSICIANS TO MAKE SURE MOST IF NOT ALL CASES ARE RECLASSIFIED AS 

NON RECORDABLE INJURIES OR ILLNESSES. THB LBTTER DID NOT GIVE ANY SPECIFIC 
EXAMPLES. 

INVESTIGATIVE FINDINGS: 

~fI),(b)(7. )(C) : 
L ___ ---'I THAT OOE/RL HAS INITIATED AN INTERNAL INQUIRY TO LOOK INTO THE PCB 

EXPOSURE ISSUE.. THBY ARE WORKING CLOSELY WITH THE WASHINGTON STA'I'B DEPARTMENT OF 

ECOLOGY AND THE FEDERAL ENVIRONMENTAL PROTECTION AGENCY. IT SHOULD BE NOTED THAT 

THE PCB ISSUB NAS PREVIOUSLY BRIEFED TO OIG HEADQUAR'I'BRS BASED ON PREVIOUS NEWS 

ARTICLES. THAT INFORMATION WAS PROVIDED TO OIG HEADQUARTERSI ... _ .. ... 10IG 
(b1l6),(b~~ AUDITl ..... IALSO COORDINATED WTTH THE ENVIRONMENTAL . 

PROTECTION AGENCY (EPA) CRIMINAL INVESTIGATIONS DIVISION. THEY SAID, BASED ON THE 

INFORMATION PROVIDED TO THEM, THERE WOULD BE NO CRIMINAL VIOLATION, AND TREY WOULD 

RECOMMEND THAT EPA LOOK AT ADMINISTRATIVE OPTIONS. 

~~~)~~~_~~==J THAT 1~)(6),(Ii)(~~_=~~ ___ .__ _ ___ JOFFICE OF ENVIRONMENT, SAFBT'f 

AND HEALTH (SP-44), DOE HQS WOUL!) BE AT~HANiWm~[j1!E WEEK OF AUGUST 7TH CONDUCTING A 

REVIEW OF VARIOUS ISSUES, ANDUULD REQUEST 

THB ANONYMOUS LETTBR. (b){6),(b)(7)(C) 
(b)(8),(b)(7)(C) 

ISSUES RAISED IN 

1

(b)(fI),(b)(7)(C) I 

__ .___ ---.lCOORDINATED W~,!_H AIG:!_ ~~, AND IT WAS AGREED THAT WE WOULD OPEN AN 

INVESTIGATION TO MONlTORL ____ . ____ -:--_---:---"iREVIEW, SPECIFICALLY THE PCB 

EXPOSURE ISSUE. IT WAS AGREED THAT WE WOULD NOT LOOK AT THE ISSUE RAISED ABOUT THE 

RECORDABLBS. IT SHOULD BE NOTED THAT THESE SAME ISSUES WERE INVESTIGATED DURING OIG 
CASE I04RL003. ALSO, THE OFFICE OF AUDITS COMPLETED AN AUDIT OF THOSE ISSUES. THE 
DEPARTMENT WIDE AUDIT OF REPORTING INJURIES AND ILLNESSES WAS AOJIF037 (REPORT NO. 

(b)(fI),(b)(7)(C) 

(b)(S).(b)(7)(C) 

(b)(6).(b)(7)(C) 
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IG-0648)'AND THE HANFORD TANK VAPORS WAS A04IF03S, REPORT NUMBER OAS-L-04-14). 

FH CONTRACTED WITH AN INDEPENDENT COMPANY, PARALLAX, ALBUQUERQUE, NM TO CONDUCT AN 

ASSESSMENT OF THE TRANSFORMER SHIPMENT EVENT. THE TEAM BROKE THE EVENT INTO TWO 

AREAS: THE FIRST COVERING THE ACTIVITIES UP TO THE TIME OF THE SHIPMENT; AND THE 
SECOND AFTER THE TRANSFORMER WAS SHIPPED. 

THE TEAM IDENTlFED NINE VULNBRABLITIES AND HUMAN PERFORMANCE ISSUES THAT CAUSED THE 

INADVERTENT SHIPPING OF TRANSFORMER C4174L FROM THE HANFORD SITE ON MAY 30, 2006. 

THE NI.NE VULNBRABILITIES ARE: 

1. A LACK OF A WRITTEN PROCEDURE TO CONTROL THE DISPOSITION OF TRANSFORMERS 
2. INEFFECTIVE CERTIFICATION FOR RELEASE OF POTENTIALLY HAZARDOUS OR TOXIC MATERIALS 
3. INEFFECTIVE NORK CONTROL FOR TRANSFORMRR OPERATIONS 

4. LACK OF LABELING FOR DESIGNATED STORAGE AREAS IN THE 2101M LAY-DOWN YARD 
5. LACK OF JOB-RELATED TRAINING DEALING WITH PCBS 

6. INEFFECTIVE INTERFACE WITH EXTERNAL ORGANIZATIONS 

1. WEAK CHANGE RISK-RECOGNITION AND CHANGE MANAGEMENT 

B. ABSENCE OF SELF-ASSESSMENT AND OVERSIGHT 

9. LACK OF CONTROLS STEMMING FROM INEFFECTIVE HAZARDS ANALYSIS OF THE CONTRACT FOR 

RECYCLING WITH TWIN CITY METALS. 

REGARDING THIS FIRST PHASE, THE TEAM MADE THE FOLLOWING FIV'B RECOMMENDATIONS: 

1. TAKE IMMEDIATE ACTIONS G ASSIGN A SENIOR MANAGER THE RESPONSIBILITY OF 
DETBRMINING ALL ASSET DISPOSITION, HASTE, AND RECYCLING STREAMS LEAVING THE SITE. 
STOP THE RECYCLING AND ASSET DISPOSITION ACTIVITIES UNTIL THEIR PROCESSES ARB 

EVALUATED AGAINST THB VULNERABILITIES PRESENTED ABOVE. DEVELOP COMPENSATORY MEASURES 
UTILIZING THE CORRECTIVE ACTION MANAGBNENT SYSTEM (CAMS) PROCESS. PERFORM A FORMAL 

MANAGEMENT ASSESSMENT OF THE ASSET DISPOSITION PROCESS, USING AN INDEPENDENT 

ASSESSMENT TEAM LEAD. 
:2. PREPARE A RESPONSE PLAN i. DEVELOP A PLAN FOR REACTING TO UNEXPBCTED EVENTS. 

INCLUDE A CALL LIST, AND SPECIFY KHAT INFORMATION IS NEEDED, AND WHAT FIRST ACTIONS 
SHOULD BE TAKEN. BE SURE THAT ALL GROUPS TRANSFERRING MATERIALS OR WASTE OFF SITE 
AND HAVING INTERFACE RESPONSIBILITIES WITH EXTERNAL ORGANIZATIONS KNOW WHAT THEY 

NEED TO DO FOR THE NEXT EVENT. 

3. ENCOURAGE THE ORGANIZATION TO LEARN FROM THIS EVENT - UTILIZE THE LESSONS LEARNED 

PROCESS TO PROMOTE ORGANIZATIONAL LEARNING. DIRBC't THAT THIS READING BE FOLLOWED-UP 

WITH GROUP DISCUSSIONS. 

4. PERFORM AN EXTENT OF CONDITIONS REVIBW - CONDUCT AN EXTENT OF CONDITION REVIEW 
FOR ALL ASSET DISPOSITION, WASTE AND RECYCLING STREAMS AGAINST THE NINE IDENTIFIED 
VULNERABILITIES. ENTER ISSUE IDENTIFICATION FORMS INTO CAMS FOR ANY NEEDED 
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5. DEVELOP CORRECTIVE ACTIONS - DELIVER THIS REPORT TO CAMS TO DEVELOP A DETAILED 
OPERATIONS FOCUSED CORRECTIVE ACTION PLAN. REQUIRE THAT PLAN BE R.EVIEWBD BY THE TEAM 

THAT PERFORMED THIS INVESTIGATION AND ANALYSIS, WITH A MANDATE OF MAKING SURE THAT 

ALL VULNERABILITIES WERE UNDERSTOOD AND THE PLMNED ACTIONS ARB DESIGNED TO BE 

EFFECTIVE. FURTHER, REQUIRE THAT ALL COMPLETED CORRECTIVE ACTIONS UNDERGO 
BFFECTIVENESS REVIEWS BEFORE THEY ARE CLOSED IN CAMS. 

REGARDING THE SECOND I.>fiASE OF THE ASSESSMENT t THE TEAM IDENTIFIED SEVEN 

VULNERABILITIES. THEY INCLUDED THE FOLLOWING: 

1. THERE WAS NO EARLY DEFINITION OF ROLES, RESPONSIBILITIES, AUTHORITIES AND 
ACCOUNTABILITIES, AND WHEN THE RESULTING DISARRAY WAS RECOGNIZED ON JUNE 20. THE 

ATTEMPT TO FIX THE PROBLEM WAS UNSUCCESSFUL. 

2. CONTROLLING EXPOSURR WAS NOT PART OF THE IMMEDIATE RESPONSE. THE RESPONSE \lfAS 

DETERMINED BY ENVIRONMENTAL EXPERTS RESPONDING TO MEET REGULATORY REQUIREMENTS. 

THERE WAS NO INDEI?ENDBNT PERSPECTIVE DURING THE EARLY RESPONSE PERIOD, THEREBY 

PBRMITTING ,TUNNEL VISION. i. !(b)(8),(bV7VC) 
3. COMPANY RBSPONSIBILITIES BETWEEN PH AND ~.~ ~ERE NOT CLEAR. 

4. FH RESPONSE ACTIONS PLACED WORKERS IN POTENTIAL RISK SITUATIONS WITHOUT ADEQUATE 

CONTROLS OR OVERSIGHT. 

5. EARLY COMMUNICATIONS BBTWEEN PH STAFF AND THE ENVIRONMENTAL PROTECTION AGENCY 
(EPA) WERE INFORMAL AND UNCOORDINATED, INDICATING A LACK OF ORGANIZATIONAL FORMALITY 

AND CONTROL. 
6. THERE WAS A LACK OF RIGOR IN ESTABLISHINO THE CONTRACTUAL RELATIONSHIP FOR THIS 

SCRAP-METAL ACTIVITY. 
7. PH PROCUREMENT4S DUE DILIGENCE PRIOR TO CONTRACT AWARD WAS NOT THOROUGH. 

THE ASSESSMENT TW\M RECOMMENDED THE FOLLOWING FOUR ACTIONS BE TAKEN: 

1. DEVELOP CORRECTIVE ACTIONS - DELIVER THIS REPORT TO THE CORRECTIVE ACTION 

MANAGEMENT SYSTEM (CAMS) TO DEVELOP A DETAILED OPERATIONS CORRECTIVB ACTION PLAN. TO 

FACILITATE THIS PROCESS, SUGGESTED CAMS CAUSE CODES ARE INCLUDED IN SECTION II. 

2. DOCUMENT AN EXTRAORDINARY CONDITION RESPONSE PLAN, OR REVISE THE EMERGENCY PLAN, 

TO BE ABLE TO ACTIVATE THE EMERGENCY OPERATIONS CENTER FOR EVENTS SUCH AS THESE. 
3. PROCUREMENT MANAGEMENT SHOULD REINFORCE THE CONTRACTmG PROCESS WITH THBIR STAFF. 

IF THE WRITTEN PROCESS -IS UNDERSTOOD AND FOLLOWED, THERE WILL BE FEWER AND LESS 

SEVERE SIMILAR EVENTS. 
4. WRITE A LESSONS-TO-BE-LEARNED FOR THIS EVENT. 

A COPY OF THE "INSPECTION OF ENVIRONMENT, SAFETY AND HEALTH AND EMERGENCY MANAGEMENT 
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PROGRAMS AT THE HANFORD SITE WASTE STABALIZATION AND DISPOSITION PROJECT" WAS 

PROVIDED TO THE OIG/RICHLAND OI OFFICE. THIS REVIEW WAS CONDUCTED BY THB DOE OFFICE 

OF INDEPENDENT OVERSIGHT, OFFICE OF HEALTH, SAFETI AND SECURITY. AN OIG REVIEW OF 
THIS REPORT DSTERMINBD THAT WEAKNESSES IN ACTIVITY-LEVEL HAZARDS ANALYSIS AND 

CONTROL PROCESSES AT THE DOE HANFORD SITa: WASTE STABLIZATION AND DISPOSITION PROJECT 
(WSD) ACTIVITIES HAVE NOT BEEN ADEQUATELY ADDRESSED. UNDER THE RATINGS SECTION, IN 

THE WORK PLANNING AND CONTROL SECTION, THE OFFICE OF INDEPENDENT OVERSIGHT GAVE A 

"NEEDS'IMPROVBMBNT" RATING IN THE CORE FUNCTION, RANALY2:E THE HAZARDS. U AS NO'I'ED 

ABOVE, PARALLAX IN THEIR FINDING NO. NINE ABOVE, "LACK OF CONTROLS STEMMING FROM 

INEFFECTIVE HAZARDS ANALYSIS OF THE CONTRACT FOR RECYCLING WITH TWIN METALS. II 

ON 29-DEC-OG, DOE-RL ISSUED A LETTER TO FHI REQUESTING A STATUS OF ALL EXPENDITURES 

TO DATE AND AN ESTIMATE OF COSTS TO BRING THE RECOVERY EFFORTS TO CLOSURE. DOB-RL 

INTENDS TO DISALLOW THESE COSTS. FHI RESPONDED ON lS-MAR-07. THE TOTAL COSTS AS OF 

FEBRUARY 2007 FOR THIS INCID~ IS $1,322,600. FHI PROPOSBD TO RL THAT $917,SOO OF 

THIS AMOUNT NOT BE CHARGED AGAINST THE DOE CONTRACT; AND THAT $405,100 WOULD BE 

CHARGED AGAINST THE DOE CONTRACT. PHI' S POSITION IS THIS $405,100 WOULD BE AN .AMOUNT 
THEY WOULD BE ALLOWED FOR CORRECTIVE ACTIONS/OVERSIGHT. 

ON 12-APR-07, OOE-RL PROVIDED THE OIG ,A COpy OF THE "FINAL CORRECTI'VE ACTION PLAN 

FOR INDEPENDENT OVERSIGHT OF THE ES&H REVIEW OF THE HANFORD SITE WSD. ACCORDING TO 

THE CAP, WSD WILL REVISE THE JOB HAZARD ANALYSIS PROCESS GUIDE, UPDATE THE WSD 

DOCUMENT CHANGE FORM AND WILL REVISE THE WSD TECHNICAL PROCEDURE WRITER'S GUIDE. 

THE OIG OBTAINED A COpy OF THE LETTER DATED OS-FEa-O?, FROM PHI TO EPA, REGION X 

TRANSMITl'ING PHI'S CLEANUP PLAN FOR THE PCB SPILL. THE PLAN lfAS APPROVED BY EPA ON 
lS-SEP-06. PHI COMPLETED THE ACTIONS REQUIRED BY THE CLEANUP PLAN ON 06-DEC-06. 

THE OIG REVIEWED THE PHI ROOT CAUSE ANALYSIS REPORTS FOR THIS INCIDENT. THE REPORTS 
STATED, THERE WERE NO HAZARDS OR CONTROLS FOR THOSE HAZARDS IDENTIFIED IN THE 

STATEMENT OF WORK. SPECIFIC PCB HAZARDS AND ASSOCIATED CONTROLS FOR ,THE TRANSFER OF 
POTENTIALLY PCB CONTAMINATED TRANSFORMERS OFF THE SITE WERE NOT ADDRESSED IN THE 

CONTRACT. TilE REPORT FURTHE R STATES, "LACK OF HAZARDS ANALYSIS AND LACK OF 

PROCEDURE DEVELOPMENT PRVENTED ESTABLISHMENT OF A BARRIER - NO HAZARD CONTROLS 

ESTABLISHED, THBREFORE, NO PROCEDURAL CAUTIONS - NO INSPECTION REQUIRBMENTS.-

ONE OF THE ROOT CAUSE I S WAS THAT "MANAGEMENT POLICY GUIDANCE/EXPECTATIONS WERE NOT 
WELL-DEFINED, UNDERSTOOD OR ENFORCED. ANOTHER ROOT CAUSE WAS "LACK OF AN ADEQUATE 
IMPELEMENTING MECHANISM TO PROVIDE ASSURANCE THAT HAZARDOUS CONSTITUENTS ARE NOT 

RELEASED FROM THE SITE." 
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THROUGH A LETTER DATED 22-MAY-07, 008-RL INFORMED FHI THAT o.tiCE A COMPLETION OF 
SEGREGATION AND ALLOCATION REVIEW (BY DCAA) I RL WILL MAKE A DETERMINATION OF FINAL 
ALLOCATION OF COSTS 'mAT WILL BE UNALLOWABLE. 

ON 20-SBP-07, OIG RECEIVED A COPY OF DCAA AUDIT REPORT, 4411-2007017900001. 
AUDIT EXAMINED FHIIS SUBMISSION OF THE COST ALLOCATION FOR THE PCB SPILL. 

THE 

THE AUDIT 
DISCLOSED THAT OF THE $1,322,625 COST ALLOCATION SUBMISSION, $10,753 OF THE 
CORRBCTIVE ACTION/OVERSIGHT COSTS SHOULD HAVE BEEN CLASSlFED AS RECOVERY EFFORT. 
THE QUESTIONED COSTS DEALT WITH LABOR COSTS AND THE OVERHEAD AND ADDERS FOR THAT 

LABOR. AFTER THE ADJUSTMENT RECOMMENDED BY DCAA, $929.057 WILL BE CHARGBD TO 

RECOVERY AND $393,568 WILL BE CHARGED TO OVERSIGHT/CORRECTIVE ACTION. 

ON 7-NOV-07, THE OOE-RL CONTRACTING OFFICER ADVISED THB OIG THAT RL PLANS TO INFORM 

FHI THAT THEY CONCUR WITH THE DCAA FINDINGS AND WILL DIRECT FHI TO MAKE THE 
APPROPRIATE ADJUSTMENTS. THEY WILL PROVIDE A COPY OF THIS LETTBR TO THE OIG. 

THROUGH A LETTER DATED, 11-J~-08, THE DOB-RL CONTRACTING NOTIFIED PHI THAT DOB-RL 
CONCURRED WITH THE DCAA AUDIT FINDINGS THAT $10,753 OF CORRECTIVE ACTION/OVERSIGHT 
COSTS SHOULD BE CLASSIFIED AS RECOVERY EFFORT. DOE-RL FURTHER INFORMED FBI THAT THEY 

SHOULD MAKE THE APPROPRIATE ADUJUSTMENTS. 

PLANNBD ACTIVITIES: 

DISPOSITION: ALL ACTIONS TAKEN BY OOE-RL ARE APPROPRIATE. NO FURHTER INVESTIGATIVE 

ACTIVTY WARRANTED. CASE CLOSED. 
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ntle: 

WMD TERROR THREAT; SAVANNAH RIVER SITE; AIKEN, SC 

Executive Brief: 

PREDICATION 

ON JULY 28. 2005. THE FBI AUGUSTA, G.A. RESIDENT AGENCY REQUESTBD OIG INVESTIGATIVE 

ASSISTANCE RELATING TO 2 ANTHRAX/DEATH TIIREAT LETTERS RECEIVED ON JUl.Y 19. 2005 VIA 

~~~~T:I~A~~:T!~:~U~!C:=D R~=I ~fP~!---~!!~~~------~~)~;~)~;~;,. ~D 
RESULTS OF INVESTIGATION 

ON THE AFTERNOON OF JULY 
SAS l(b)(6).(b)(7)(C) 

I DOE OIa 

CONTACTED (b)(6).(b)(7)(C) INVESTIGATION (~'BI) , ATLANTA GEORGIA 
DIVISION. ~orn~~---~~~olAG~~~LDas~~~Ea~~ON PROVIDED EARLIER THAT 
MORNING BY THE (b)(6).(b)(7)(C) OUNTERINTELLIGENCE OFFII=ERS. 

_!)FIUCE Q£ COJINTER TNTEI.l.IG-EN~CE~C-O-N-C-E-RN~I-N-G~T-H-E-AN~TH~RAX-----'AND DEATH THREATS AGAINSTi i 

[
(b)(S) (b)(7)(C) j r------------ ----- ·---l . .- ----- -- ----- t 
_.....____ (DESCRIBED BELOW) .__(~>'<S.~~~l(!>'<~~JTHE FBI WOULD ACCKPT ANY 
INVESTIGATIVE SUPPORT THE orG COULD PROVIDE TO THEIR INVESTIGATION. 

EARLIER ON JULY 28. 2005,l~:~:)'~)(:(~)_ 
INFORMATION: 

(b)(6).(b)(7)(C) 

jPROVIDED THE FOLLOWING 

Q~L-,!UL Y 1 9 L£QQ~L AN _~~LOPE _~AS _~ECE I YED [------------------ ------------- ·--·------(bii6)~bjf7j(~ 

[(b)(6).(b)(1)(C) lPLACED THEIR PERSONAL MAIL ON HOLD THROUGH 

THEIR LOCAL POST OFFICE WHILE ON VACATION. AFTER RETRIEVING THE MAIL.[------~ 
NOTICED A LETTER ADDRESSED TOI [THAT HAD A RETURN ADDRESS OEl',! 

I ITHE -~LOP.EANIl-r..F.ARNED, THAT THE ENVELOPE CONTAlNE~O--=TW=O::--7:( 2~)-----' 
(b)(6)(b)(~tcrDED PIECES OF PAPER. (b)(6).(b)(7)(C) : AND READ ONE (1) OF THE FOLDER PIECES OF 

f(b~~~Ml~-JU-S~QYJ:MtL.J'M1'-TI!j-u-~:E S:~~~ I PIECE OF PAPBR FROM THE ~i6~~b)~)1 
DISCOVERED THE PIECE OF PAPER CONTAINED A WHITE POWDER LIKE SUBSTANCE. 

AT THE SAVANNAH RIVER SITE (SRS). TO REPORT . INOINGS AFTER OPENING THE ENVELOPE. 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) . 

(b)(6).(b)(1)(C) 

1·)(·'~f<7XC)n~~]BOTH ,-u ..... GENCY i 1·,;·)(n~I~===-:==n~].AS WORKING 

COLUMBIA COUNTY. GEORGIA. SHERIFFS DEPARTMENT---WAS DISPATCHED TO THEl-_-~j (b)(6),(b)(7)(C) 

RESIDENCE. THE COLUMBIA COUNTY SHERIFFS OFFICE NOTIFIED THE FBI RESIDENT AGENCY IN 
AUGUSTA. GA CONCERNING RECEIVED ANTHRAX ENVELOPE. (b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 
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NOT OPEN THE ENVELOPE AND IMMEDIATELY CONTACTED THE FBI AND COLUMBIA COUNTY SHERIFFS 

DEPARTMENT. 

THE LAB RESOURCE NETWORK (LRN) ANALYZED BOTH ENVELOPES AND THEIR CONTENTS FOR 

ANTHRAX, AND BOTH WERE POUND TO BE NEGATIVE. 

ON JULY 21, 2005 THE SRS CRIME STOPPERS RELEASED A BULLETIN VIA EMAIL REQUESTING 

INFORMATION CONCERNING THE AFOREMENTIONED ANTHRAX/THREAT LETTERS. 

ON JULY 26, 2005, OFFICE OF SAFEGUARDS AND 
EMERGENCY SERVICES, DOE RECEIVED AN ANONYMOUS TIP VIA FACSIMILE RELATING TO THE WSRC 

CRIME STOPPERS BULLETIN. THE ANONYMOUS SOURCE ALLEGED IN THE FACSIMILE THAT THEY 

~:~~~~, A B~~ER ~~~~:CE °:r.~:!E~~~~:C=E~F ~AS-ADjjRis-S-ED-Tor---------liND-_1 
(b)(6),(blfilOOr THE LETTER RELATED iDISPLEASURE ABOUT THE SAVANNAH ~iVER-SfTE: J r" __ CC_c_;CC; __ ; __ . __ . _________ '1 

ADDITIONALLY I THE SOURCE ALLEGED THAT THE LETTER WAS SIGNED AT THE BOTTOM " ____ ----1 

A.""D THAT SINCE THE SOURCE OBSERVED THE r .. ETTER.[ m IHAD BEGAN ACTING IN A 

NERVOUS AND UNUSUAL MANNER. --- (b)(6).'ib)(7)(C) 

_01i,~~L1_7.J __ ~QJUj ,[{b)(~.(~):(~)~c~:··-~·~·~_.~:=---=J RE.~1!_~~.P A TELEPHONE CALL FRO~(C} l 
::~:::~=GNED··DESK···~;S~M=E~":~:(6)~:~:. ----------·J!~!~~~·~·l~=:~R: w~~~~~~~~-TH~~~--.. --J 

HARD DRIVE BASED ON THE INFORMATION PROVIDED IN THE ANONYMOUS TIP FACSIMILE. 

ON JULY 29, 2005, WSRC REPORTED TO !(b)(6),(b)(7)(C)·-·- .. ·-·-.... - .. -.. -.. --n--.. --]HARD DRIVE DATA 

CONTAINED TWO (2) FILES THAT APPEARED TO RELATE TO THE ANTHRAX DEATH THREAT LETTERS, 
(b}(6).(~)(1i<C) --.... -=~= .. ~~~.---] THA'r THE PRELIMINARY REVIEW OF THE DATA FOUND ONS LBTTER THAT 

(b}(6)·(b~ED, [==:.~~~~.~.~~=~===== .. ==~===~-==_~ THE OTHER LETTER CONTAINED A 
STATEMENT RELATING TO PAY rNG MONEY TO AN tJNICNOWN SOURCE FOR DELIVERING THE ANTHRAX 

(b)(6).~j(ffiC)m lAND A.'9OTHER STATEMENT CONCERNING AN ADDITIONAL PAYMENT FOR[m .. - .. ·~~;(~~.~~x;i~)l 
r . - ·····1 
L ...(b}(~~(b}(lX~)J 

ON AUGUST 1, 2005, THB OIG WITH COPIES OF VARIOUS OFFICE OF 

COUNTERINTELLIGENCE (OCI) INVES1'lGATIVE REPORTS, THE WSRC CRIME STOPPERS BULLETIN. 

:~=~~~':'=!~~~~~;;;::!..:R~REA~ L~~"::~= VE NOTES_
1 

_,, __ , ___ ,___ . (bK~J,{b}17K(;).. . _____________________ .. ............ ... __ • __ J 

ON AUGUST 4, 2005, (b)(6),(b}(7)(C) ITOLD 
.. " ... "" .... ,,." ..... " .... J 

THE FBI INTERVIEWED L_ .. ____ ... 
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(bj(6),1b)(7)(C) 

r~~6fibRR(kIHl\TLTHi--Frx~~:vs:V: ~~~: r~ __ ~~DEA __ T_H __ TH_~~!~~.::~~.:.._~~!~:~~=r' 
._. l:-:-:-==:-_____ -LTHA_-,T THE FBI SEARCHED I (b){6).(b)(7)(C) ADDITIONALLY, 

(b 7)(C) TO TAKE A FBI POLYGRAPH EXAMINATION. 

ON AUGUST 18, 2005, ~!.~!.:~~~~~!~_~=~==_~=~=]THE FOLLOWING INFORMATION: ~i:~~~l~~(=~:: 
DIFFICULTIES ~~SWERING ONE OF THE POLYGRAPH QUESTIONS DURING A POLYGRAPH 

ADMINISTERED BY THE FBI ON AUGUST 4, 2005. IN PARTICULAR, THE QUESTION CONCERNED 
WHETHER i·-------------------hF THE DEATH THREAT LETTERS THAT WEREi·--------··-l 

[

.-.--.. --.- .... ···-e.".--------------.------t' . (b)(6).(b)(7)(C) I 
! (b)(6) (b )(7)(C)···· ... _., 

(b)(~):(b)f.')(~)J . 

DIFFICULTIES WITH THE FBI POLYGRAPH QUESTION DUE TO A 
mv~~~~~mM·~A~F~="==~~~ ---. 

BSRI. !JURING THE CONVERSATION WITH 
CONTACT Rb)(6).(b)(7)(C) I TO EX PRESS DIS PLEALS···UR-······E .. ···--W··-·I··-.. TH···········THB 

L .......•..... _._ .. ' 
EMPLOYEE REDUCTION !N FORCE. (b)(6).(b)(7)(C)· 

THAT WSRC IS MANAGING THE SRS 
(b)(6).(b)/7)(C) 

[
iil)(6)./b)(7)(C-) --------------1 (b)(6).(b)(7)(C)----: 

i AND IHAD OCCASIONALLY WORKED TOGETHER ON SRS WORK 
(b)(6) TIi:llZII'r.t.:' .... · .. , .... · .. , .. ··",---------'-===-'----,..·-.. --::I(b)(6) (b)(7)(C) ! 

·'-PRI.XJECTS. THAT i . iDUE TO COMMENTS 

~~ i"'RELATING TO A WORK PROJECT PACKAGE THAT - .. ----(b-){6-).ibH7-)(C~)i ToI !REVIEW AND APPROVA:.. ---------~=== 
(bi(6) (bR1)(C) . (b)(6Mb)(7)(C) 

DUE TO ~HE .INPORf".AT!ON PROVIDED ~,/bj(i)(Cj lDURING THE POLYGRAPH, WSRC IMAGED 

[ (b)(6).(b)(7)(c)ICOMPUTER HARD DRIVE. DURING THE REVIEW OF THE IMAGED HARD DRIVE, _,=:-::-...J 

-DISCOVERED THATI (b)C6).(b)(7)cc)IATTEMPTED TO OBTAIN INFORMATION CONCERNING HOW THE 

U.S. POSTAL SERVICE (USPS) HANDLED SUSPICIOUS PACKAGES VIA THE WHITE HOUSE AND 
HOMELAND SECURITY INTERNET WEBSITES. (b)(6).(b)(7)(c)iACCESSED THESE WEBSITES ON 

JULY 19 2005 TrlE Sl\ME DAY THATf.. ....... ..... .(b)(6)._(b)(.1)(.C)j'rHE FIRST M"THRAX DFATH 
THREAT ~ETTER: L .. _._ .... _ .. _. - .. -- ------

THE ANTHRAX DEATH THREAT ENVEI.oPES ARE BEING It'.AINTAINED BY THE USPS LABORATORY FOR 

FURTHER REVIEW. THE FBI HAS LEARNED THAT THE STAMPS USED ON THE ENVELOPES WERE NOT 
SELF ADHESIVE AND THAT THE STAMPS WERE MOISTENED PRIOR TO PLACEMENT ON THE LETTERS. 

ADDITIONALLY, THE WHITE POWDER CONTAINED IN THE ENVELOPE RECEIVED 

VERIFIED TO BE TALCUM POWDER. 

ON AUGUST 10, 2005, THE FBI INTERVIEWED , ____ . ___ . ________ . _____ . __ _ 

I--------~---·)NOT COOPERATING WITl!Tl:l?f~:rI?l1gI~TJI.r~~;rNTERVIEW AND REFUSBD ';.'0 TAKE 
I A' POL'YGl'tKl?ll'EXAMINATION. HOWEVER~. _______________________________________ JTO PROVTDE THE FB! It. 

DEOXYRIBO~~CLBIC ACID (DNA) SAMPLE ~~ F!NGERPRINTS ON AUGUST 18, 2005. 

(b)(II).(b)(7)(C) (b)(6).(b)(7)(C) 
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(b)(6).(b)(7)(C) 
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(b)(6).(b)(7)(C) 

ON AUGUST 17, 2005 FBI, AND SAID THAT[--lNO 

,J,.P!l§EILlliHWL..TQ. VOLUNTARILY PROVIDE r_:rH~ PBI WITH A DNA SAMPLE OR FINGERPRINTS, CJ 
" .. ... I THAT I!"DOULD NOT CONSENT TO PROVIDING THESE ITEMS, • 

1.....mmJ~ULD OBTAIN A COURT ORDER TO OBTAIN THESE ITEMS I (b)(Il).(b)(7}(c)i 

L ... _._. i AGAIN REFUSED TO PROVIDE THESlt ITEMS AND SAID THA'l' ~AS NOT CONVINCED OF 
---jNEED'To ~OOPERATE WITH THE FBI ON THIS MATTER. L-J . (b)(6).(b)(7)(C) 
~)C6),(b)(7)(C' (b)(6).(b)(7)(C) ., 

Page 4 

ON OCTOBER 12, 2005, r-.. -----.. ·-~ .. --~~m~_=~-~~---(b)(6),(b)(ij(C~HAD 
RETURNED TO WORK AT rHESRs.fNAODITfON:E~~(~~~~~~~. __ .. m .. ____ ~THAT--THBU:S:'POSTAL ,-........ -................ , 
SERVICE LABORATORY SAID THERE WERE NO FINGERPRINTS DISCOVERED ON THE ENVELOPES. 

I ITHATnIS STILL AWAITING THE DNA ANALYSIS FROM THE STAMP ATTACHED TO 

'fHE ENVELOPE. (bmn;lblC7)(C) 
(b)(6).(b)(7)(C) 

ON OCTOBER 25, 2005, 1(~)(~)~)(~~(~~ ..... =:}HAT A WSRC EMP~I:)~I:lQ~l:l<;9YERED A ~ETTER, 
SIMILAR TO THE ORIGINAL ANTHRAX DEATH THREAT LETTER,l._ .. _._ ............. JORIGINAL 
CUBICLE/POD. THE LETTER WAS TAKEN INTO EVIDENCE BY THE FBI AND ADDITIONAL DETAILS 

CONCERNING THE CONTENTS OF THE LETTER WILL BE PROVIDED AT A LATER DATE. 

ON DECEMBER 21, :?005~ .. _.TI:!.~ __ 9):CLCONTACTED j(b)(6).(b)(7)(C) ~OR AN UPDATE ON INVESTIGATIVE 

FINDINGS THUS FAR. [(b)(6).(b)(7XC) lTHAT NO NEW DEVELOPMENTS OR LEADS HAD TAKEN 

PLACB SINCE THE EVENT ON OCTOBER 25, 2005. 

ON JULY 13, 2006, THE FBI AUGUSTA RA SAID THAT THE CASE IS STILL BEING INVESTIGATED 
AS A DOMESTIC TERRORISM THREAT AND THAT THERE HAVE BEEN NO RECENT MAJOR 

DEVELOPMENTS. 

ON NOVEMBER 27, 2007, THE OCI ADVISED THAT THERE HAVE BEEN NO NEW DEVELOPMENTS WITH 

TIiIS INVESTIGATION. 

ON FEBRUARY 21, 2008, THE 010 DETERMINED THAT ALL PRUDF..NT INVESTIGATIVE STEPS HAVE 

BEEN ACCOMPLISHED TO DATE AND THAT THE FBI NO LONGER REQUIRES OIG SUPPORT WITH TH!S 

FBI INVESTIGATION. THE FBI CASE AGENT WAS NOTIFIED THAT THE OIG WAS CLOSING THIS 

CASE. 

Pl.ANNED ACTIVITY 

-CLOSE CASE 

DISPOSITION 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b){6).(b)(7)(C) 
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Case Number: I07TCOIO Summary Date: 13-MAR-oa 

Title: 
i(b){6},(b)(7){C) 

CLASSIFIED DOCS) SANDIA;: 

Executive Brief: 

PR.EDlCATION: 

ON JULY 12, 2007. DEPARTMENT OF ENERGY (DEPARTMENT). OFFIC~ __ 9~!.~_~P-.!~R GENERAL 

~1(6),~>.~~~r:.'.~·~~=.~:~_~~-~:~.~~~~.~.~~~=~~~~~:=-.~~~~~-t~~:~~~~~.=~~ilF~lBERMONiT~G C=ACTED 

ANALYS!S DEPARTMENT, SANDIA NATIONAL LABORATORY, ALBUQUERQUE, NEW MEXICO REGARDING A 

RECENTLY RELEASED TIME MAGAZINE ARTICLE RELATING TO CYBER SECURITY AT SANDIA AND 

OTHER GOVERNMENT SITES. l~)(6)·(bl(7)(C) THE ARTICLE MADE ALLEGATIONS THAT A TOP 
___ "' __ "H ___ ~ __ "' _"_ •• __ " __ •• _____ •••• _._". _____ ......, 

iFROM A SANDIA FILE 

[WAS---WAwARlt OF ANY INSTANCE IN 

WHICH CLASSIFIED DOCUMENTS WO ~POSTED TO~P.J SITE AND STATED THAT 

APPROXIMATELY TWO MEEKS AGO SANDIA HAD SHUT DOWN ALL FTP SITES AS A GENERAL 
PRECAUTION. (b)(6),(b)(7)(C) 

BECAUSE OF THE SERIOUS NATURE OF THE ALLEGATION, {b)(6),{b)(7)(CI 

ASS ISTANCE OF THE DEPARTMENT OIG TCS IN INVEST!G~A=T=IN:-.:-G=-=TH:=:-I-=S-MA=-=-=T=T::-::E=-=R-.-r-........ "'"---~ 
FORWARDED SA (b}(6),(b)(7) COpy OF THE TIME MAGAZINE ARTICLE RELATING 

(C) 

INVESTIGATIVE F!NDINGS; 

ON JULY 16, 2007, DEPARTMENT OF ENERGY (DEPARTMENT), OFFICE OF INSPECTOR GENERAL 

~~~~~O~;=~~N~:~:~.l~~~~~-.... ~-~=~~'·-~=~~!M!·-~~~~·····(§.!!jr=·~====~.,. __ ~~6),~~)!Cn ......... ·····-1 

r(::~~::l~~ [~~·=:)~~ciJRiTY.'-O'F-.WH-icHCJl~N~R~~~~~:!:-issoc'iiTED--PiES9--ARTiELE 
(b)(6).(b)(7)(C) -

:lORING THE PHONE CONVERSATION WITI{===~ .. -_=_=-~~----~;~!;~~;~;J LEARNED THB FOLI.OWING: 

libl(6):(ilRn(c)------.... -...... _-.. - .. _--j FOR THE CITY .(b)(7){Cj----------·--· ____m .. m! 

(b){(t,(b)(7)(C) .... '_mmm~ __ ~-~~=~=~] PROFESSIONAL :-sHORTLYAFTER SmEP-TEMBER -i 1, 
2001, i !BEGAN LQQKI1fG AT FILE TRANSFER PROTOCOL (FTPI SITES FOR SECURITY 
VULNERA~:-::B:-::I=L-=!=Tt:=::E=-=S:-.--!liI(b:;()(68i').fb(bll1)(7iuil(CGlI~FOUND THAT A LOT OF INFORMATION HAD BEEN POSTED ON 

VARIOUS FTP SIT!S THAT COULD POSSIBLY COMPROMISE NATIONAL SECURITY OR PROVIDE A 

CONDUIT FOR BNEMIES OF THE UNITED STATES TO COLLECT INTELLIGENCE. 
(b)(6).(b)(7)(C) 

SHORTLY AFTER DISCOVERING MANY AGENCIES WERE ALLOWING ANONYMOUS LOGINS TO FTP 
SERVERSj(b)(6).(b)(7)(C) ITHE UNITED STATES COMPUTER EMERGENCY READINESS TEAM 

(tJS-CER'f> ABOUT THE PROB!.EM. ~~6),(b)(1)(C) !AFTER NOTIFYING US-CERT ABOUT TriE 

PROBLEM,~EVER RECEIVED A CALL BACK FROM THEM FOR MORE INFORMATION. 

(b)(6).(b) 
(7}(C) 

(b)(6),~)(7)(C) 
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WHILE CONDUCTING RESEARCH POR PART Opj(b)(6).(b)(7)(C) iAT 

I (b)(6),(b)(7)(C)fCAME ACROSS-SMRAL~ DEPARTMENT OF ENERGY FTP 

~!!~~TO:~S~S:~~~~[M'~Q~ ~lWt9$_~rI9~'T~o~~:; ~~~~ ~4 S~~A F::~O:~ 
I .•. $)ffl~RED THE WLFTP SITE CONTAINING A DOCUMENT MARKED TSjSCI, 

1

-- -~.- .. - .-----] (b)(6) (b)(1){C) (b)(6).(b)(7)(C) 
(b)(6),(b)(7)(C) . '. 

______ WAS ABLE TO ACCESS THE LANL FTP SITE AS AN ANONYMOUS USER AND ~....1~ 

_mE FIL~ FOLDERS STOR_~~._THERE. WHILE LOOKING AT SOME OF THE FILE FOLDERS,; .. J 
r(b)(6)~(b)~~(~~JNOTICED WHAT[ .... PELIEVED TO BE A GHOST IMAGE FILE. AGEN"tS NOTE: A-OHOST 

IMAGE FILE IS USUALLY AN IMAGE OF A COMPUTER OPERATING SYSTEM THAT IS MADE r'OR 

(b)(S).(b)(;N:~~~~i _ ~E OPERAI!:~ :~T::E~N C=~~:~:D ~~~N:~~J~~~:~;~~~'''APPROXiMATErvE 6~~LE 
MEGABYTES. L. ___ ._._. ______ . __ .. _ ....... ...l DOWNLOADED AND UNCOMPRESSED THE GHOST IMAGE FILE WHICH 

__ RESULTEq IN APPROXIMATELY 2. S GIGABYTES OF DATA. AFTER OPENING THE FILE, 

[(b)(~t(~).(~(:) __ jI'OOKED TH'ROUGHP:!J? lMAc.:!~_~ COULDNlT FIND WHAT WAS ACCOUNTING FOR ~t1~_~ 
LARGE AM0ON"f..()~ DATA. L,.__ ___ .. JTHEN LOOKED INSIDE THE RECYCLE BI~.!}iER~~~:-====L_~ 
FOUND! NKAT.! DESCRIBES A.!:IL_~!XlCUMENT MARKED TS/SCI WITH THE NAME [ ___ .J.~I.\~lL(b)(7)(C).: 

~:lTHE.CLASSfIFi'CATfON:-ib.).(~!:(.t:)<?lic::J.j r~)(:~~~ ON THE NAME OF THE PROJECT BUT IS POSITIVE 

(b)(6),(b)(7)(C) (b)(6).(b)(7)(C) ... . ................ ,......... ... , .. "1 
(b)(6).(b}(1)(C) 1 

AFTER OBSERVING THIS DOCUMENT .. J COMPUTER 

HARD DRIVE TO DEPARTMENT OF DEFENSE SPECIFICATIONS, CONTACTED 

Page 2 

(b)(6),(b)(7){C) 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7){C) 

SECRETARY OF ENERGY, SPENCER ABRAHAM VIA BMAIl, ABOl.i'T WHAT FOUND ON THE LANL FTP (b)(6).(b)(7)(C) 
SITE, I (b)(6).(b)(7)(C) IWAS CONTACTED A WHILE LATER (b)(S).(b)(7)(C) 

INFORMATION SECURITY AT LAWRENCE LIVERMORE LAB (LLL) , [ii)XSUb}{7j(Cj-'---j:::lESCRIBBD THe: 

SITUATION WITH THE FTP SERVER Tol (b)(6).(b)(7)(C)iANo NKAT I !HAD FOUND. 
_~~ _____ tiJ l~~._) , (b)(6),(b)(7)(C) 

TN OR AROUND JUNE OP 2005tl~W6)lt~i~(Cf --IACCESSED THE FTP SITE AT SAND!A NATIONAL 

LABORATORY. WAS ABLE TO ACCESS THE SANDIA FTP SITE 

.. A..'iQID::H.QUSLX_AND VIEW THE FILES STORED THERE. WHILE SEARCHING THE SANDIA FTP SITE, 

I (b)(tl).(b)(~~~ FOUND Atn'OCAD FILES WITH . DXF EXTENSIONS. [~~~-;K;):i~x;)(~il R~~~!Z_~I?_!fi~E 
F:LE'S'Jis- NO AOTOCAD FILES AND WAS ABLE TO DOWNLOAD AND VIEW THEM. ! I (b)(6),(b)(7)(C) 

DESCRIBED WHAT[.-'~~_]BELIEVE.D '1'.0 BE A DRAWING FOR A mrCLEAQ CONTAINMENT VESSEL-:iND<Mn.~ 

a s FOR MISSILE SYSTE. J'1~. AFTER FINDING THESE l (b)(6),(b)(7)(C)i 
I AT LLL ABOUT MHAT. . iHAD FOUND. 

. (bj(6).(b)(7)(C) l_i (b)(8).(b)(7){C) 

WHE.\1 ASKED IF rTlUB.. .. liAS ... THE. .. TQP .. SE.CRET SANDIA DOCUMENT MENTIONED IN THE ASSOCIATED 

PRESS ARTICLE .[(b)(6),(b}(1)(C) 1....ir!:!E.ARTJCLgWASJ~C'0R.R.ECT IN ATTRIBUTING THE TOP 
SECRET DOCTJMENTWITHSANbtiC- (b)(6).(b)(7)(C) iTHE TOP SECRET DOCUMENT 

•• ".,<." ••• " .......................... _ ........... ___ ........... __ ............... ~ .............. .J 
MENTIONED IN THE ARTICLE SHOULD HAVE BEEN ATTRIBUTED TO LANL. 
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Fils),(bjm{Cy,--,,···_,nnnnnnnnn,nn_nnnn"']AS AN ABOVE AVERAGE COMPUTBR USER, THAT CAREFULLY 

(b)(6),(b~ii~RVBD THE LAW TO MAKE. SURE! 1HON,T rENGAGE,IN.ANY.ClUM~AL ACTIVITY WHILE DOING 

(b)(6),t)(1)(e) ~ESEARCH O'Y GOVERNMEN.,L}PSERVERS. L~~~~>,~~b~~)~C!._.,. __ .,.,..J A NOVICE COMPUTER USER 

(b)(6)·(bl€(StiLO DO THE SAME lliINGS 1 ID IN ACCESSING GOVERNMENT FTP SITES. 
i 

.:~~C;~~;~;~~~;I'---"J~~~~T~:~V~~~~~NG TO .,~L:J:s~r:1~ T<?';;;':;::)~~~~~n 
r~ff~lnfC~j~:E~~::~~ ::R::V~:~D B~~~E:F~S A~:rg~nEI~~~~~~~~·:········J·--""·'---l 
. MASSACHusETTs, 617 -!(b){6i:(b)(7)(C)} l __ .. __ ~~ __ n. __ n_~(!:l.)(6).(b)t~ 

(b)(6),(b)(7) '1 
SA (e) iCOORDINATED THIS CASE WITH THE FEDERAL BUREAU OF INVESTIGATION AND THE 

••.••.••••.• ,",.1 

D2PARTMENT. NO EVIDENCE OF CLASSIFIED TRANSFER WAS FOUND. AS NO EVIOENCE HAS FOUND 
1'0 SUPPORT THE ALLEGATION. THIS CASE HI!.L BE CLOSED. 

PLANNED ACTION: 

-NONE 

DISPOSITION 

-CLOSED 
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Case Number: I06LV005 
Summary Date: 27-MAR-OB 

Title: 

1

(b)(6),(b)(1) 
SUSPICIOUS MONBY TRANSACTIONS; ~ __ ... YUCCA SITE 

Executive Brief: 

PREDICATION: 

ON APRIL 3, 2006, INTERNAL REVENUE SERVICE (IRS), 
CRIMINAL INVESTIGATIONS DIVISION (CID) , FROM THE IRS-CID LAS VEGAS, NEVADA, FIELD 

OFFICE ADVISED THE DEPARTMENT OF ENERGY (DOE), OFFICB OF INSPECTOR GENERAL (OIG), 

(b)(6l'(1)(1j(C)·~--~=.-~~~==-·-···~_~~.=~··_- .. :=~=====~_~==.=~:=J OFFICE OF INFORMATION MANAGEM£NT, DOE YUCCA 
SITE OFFICB, ENGAGED IN SUSPICIOUS GAMBLING TRANSACTIONS TOTALING $303,500. 

[
·--·-··--'---".,------···"'-{b)(6).(b)(7)(C)i 

THE .... 1NP.CRMATION_,WAS .... OlUGlNALL:L,REFERRED ..... m .... THE. .. lRS M _ •••••• _. __ .,} •• ' I AT 
[ . (b)(6),(b)(1)(C) __ , _____________ -·fJi.s--VEGAS-:·-NEVADA~· J 

-·i91j'4m.--T~}(6).~!.~:~~ ___ ,_. ____ .. JTO THE IRS FOR MAKING MULTIPLE LARGE CASH 
DEPOSITS AND OUTBOUND WIRE TRANSFERS. 

INVESTIGATIVE ACTIVITY: 

A REVIEW OF CREDITS SHOWS CASH DEPOSITS AND TWO 

LARGE TRANSFERS FROM A LINE OF ON 11/14/2005 FOR $80,000 AND ON 11/16/2005 

FOR $10,000. UPON FURTHER REVIEW o~~==~~=~.~~.~.~~.~.==·~-~~=:~:(~~~~~!~i9.ilACCOUNT OF DEBITS 
SHOWS CASH WITHDRAWALS AND OUTBOUND WIRE TRANSFERS ON 11/14/2005 FOR $80,000 AND ON 
11/17/2005 FOR $33,000. THE RECIPIENT OF THESE TRANSACTIONS WAS! 
LOCATED IN PLANTATION, FLORIDA AND BANK OF AMERICA, NEW YORK, NEW'--.. Y,..,O"'R""'K;-.-O ... N;-;------' 

12/12/2005, A TRANSFER WAS MADEr --~~~~~FOR $75,000 TO HER WASHINGTON MUTUAL 
BANK, LOCATED AT BEVERLY HILLS, CALIFORNIA. 

(b)(6):{il)(1)(C) . ............ ... ....................] 
A REV!EW OF ONLINE BANK RECORDS SHO iSHARB AN ACCOUNT 

~~~~--,,------------------~ 
THAT WAS OE:'ENED ON 12/30/2003. l(b)(6).(b}(1)(C) IS LISTED AS THE PRIMARY JOINT OWNER AND 

1 ...... m ;)(8;.(~)(1~~)~ S LISTED AS THE SECONDARY JOINT OWNER. 

THE DOE OrG REVIEWEDr(bj{6j:Tb)(ij(C~=~·.~~~]LlNE OF CREDI'l' ACCOUNT l'm~Q!.$H~!~Ll'!!~_.A9COONTIS 

~:~= :;~ W:R~~~~/=~r-~-~;!~~;~!~~: ~~O=~~:JY"JOINiBORRowER~j ~E ~T 
REVIEW SHOWED A WAN BALANCE OF$(LOO, AN APPR LINE AMOtJNT OF $90,000, AN AVAILABLE 

BALANCE OF $0.00 AND THE LAST TRANSACTION WAS IN THE AMOUNT OF $90,000. RECENT CASH 

TRANSACTIONS FOR THIS ACCOUNT INCLUDB: 1) A CHECK AND CASH WITHDRAWAL ON 11/09/2005 
FOR $1,000, 2) A CHECK AND CASH WITHDRAWAL ON 11/10/2005 FOR $6,000, 3) A CHECK AND 

CASH WITHDRAWAL ON 11/14/2005 FOR $3,000, 4) A CHECK AND CASH WITHDRAWAI. ON 

11/14/2005 FOR $13,000, 5) A CASH DEPOSIT ON 11/14/2005 FOR $80,000, 6) AN OUTBOUND 

WIRE TRANSFER ON 11/14/2005 FOR $80,000, 7) A CAS ... DEPOSIT ON 11/16/2005 FOR 
$10,000, O} A CASH DEPOSIT ON 11/17/2005 FOR $8,000, 9) AN OUTBOUND WIRB TRANSFER ON 

11/17/2005 FOR $33,000, 10) A CHECK AND CASH WITHDRAWAL ON 11/23/2005 FOR $7,500, 

(b)(6).(b)(1)(C) 

(b)(6).(b}(l}(C) 
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11) A CHECK AND CASH WITHDRAWAL ON 11/28/200S FOR $8,000, 12) A CASH DEPOSIT ON 

12/12/2005 FOR $9,000, 13)A CASH DEPOSIT ON 12/12/2005 FOR $10,000, 14)A CASH 

DEPOSIT ON 12/12/2005 FOR $50,000, AND 15) AN OUTBOUND WIRE TRANSFER ON 12/12/2005 

FOR $75,000. TOTAL CASHP~-'?9l:;:r:r.~ .. ~i.~--·---~~)(~;~(;VX·~; INE OF CREDl T ACCOUNT FOR THIS 

T!ME PERIOD WAS $38,500. (b)(6),(b){1)(C) TOTA-t CHECK AND CASH WITHDRAWALS WERE 

$188,000 AND THE TOTAL OUTBOUND WIRE TRANSFERS WAS $303,500. 

i(b)(6)(b)(1)(C) --j 
ON 05/17/2006, CONSULTED CASE PRIORITIES WITH LAS VEGAS DOE OIG AUDITS L ____________ J 

(b)(6),(r)(7j(~j~···:-~~~:~·] EXPRESSED INTEREST IN THE INVESTIGATION AND WILL PROVIDE 

SUPPORT AND ASSISTANCE IN THE INVESTIGATION . 

..• )~)~X7Xc) :~!~::S~~:RNCAS~:I:~~:S ~~:H~~~~LD~~~~~~:~:::':=~=J 
WOULD BE INTERESTED IN DETERMINING IF THERE IS A CORRELATION BETWEEN DOE CONTRACT 
AWARDS AND DEPOSITS AND GAMBLING TRANSACTIONS. r···········IEXPRESSED A POSSIBLE INTEREST IN 

THE INVESTIGATION UPON FURTHER EXAMINATION. (b)(6),~)(7)(C) 

ON 8/16/2006, THE OIG MET WITH IRS-CID[(~).(:)~(~~~~~~~_ .... _ ....... _._ .... _ ......... _ ..... JWAS ABLE TO 
CONF'lRM THE SA-R' S RECEIVED FROM THE BANK AND SAID THE IRS-ClD WOULD BE ABLE TO 

Page 2 

A-SSIST THE OIG IN ITS INVESTIGATION. (b)(6), (b)(7)(C) OFFICE WOULD BE ABLE TO (b)(6).(b)(1)(C) 
(b)(6),(b)~!Lr------·---·l2004 .Am> 2005 IRS 1040' S TO IDENTIFY IF CLAIMED [ ___ .~ 

WINNINGS AND LOSSES ONDFEDRAL INCOME TAX REPORTING FORMS. IF I ID NOT THE 

IRS-eID WOULD OPE.~ AN ACTIVE CASE WITH THE OIG. 
(b)(6),(b){1)(C) 

ON 8/17/2006, THE OIG MET WITH LAS VEGAS MAJOR CRIMES CHIEF, ... KURl'._,CHULKE. 

AUSA SCHULKE EXPRESSED INTEREST IN THE OIG INVESTIGATION INTO (b){6),(b)(7){C). AUSA 

SCHULKE SAID HIS OFFICE WOULD KEEP '!'HE INVESTIGATION CONFIDENTIAL AND THE HIGH 

(b)(6),(b)~ITIONC IHOLDS WITHIN THE DOE AND THE YMP. AUSA SCHULKE SAID HIS OFFICE 

WOULD BE ABLE TO PROVIDE THE OIG WITH SUBPOENAS FOR FINANCIAL RECORDS AND WOULD 

COORDINATE THE INVESTIGATION WITH THE FBI'S PUBLIC CORRUPTION TASK FORCE IN LAS 

VEGAS UPON REQUEST OF THE OIG. 

ON 8/29/2006, IRS-CID (b)(6)(b)(7)(C) 

(b)(6),(b)f1@o~TION THE DOE HAD GIVEN THEM. 

INVESTIGATIVE EFFORT. 

IC1NTACTED THE DOE OIG AND ADVISED BASED ON THE 

OFFICE WOULD OPEN A CASE IN A JOINT 

OlL.~1l.lJ.20..o.6~_00E RECEl VED INFORMATION FROM A LEAD REQUEST FROM REGION I DOE OIG SA 

l~)~~):~~~(=)HH ...... HH .... H.HI. __ THE.-IN~TION OBTAINED BY SA [ (b)(6),(b~~:r.ND SENT TO REGION V DOE 

OIG WAS COPIES OF: (b){6).(b)(7)(c)i PERSONNEL FILE. 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 
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ON 11/15/2006. THE DOE-OIG ASSISTED THE IRS-CID WITH A MAIL-COVER APPLICATION OF ALL 

SUBJECTS 

ON 11/24/2006, THB DOB-OIG RECEIVED A FIN-CEN REPORT ON ALL SUBJECTS. 

'[( .. i))!. 6).~{b)(7f(Cf---···----· 
ON 12/06/2006, ........ _ .......... _ ..... _-i.7-~-,=., .. , .. -THE,~-~=== .... ~Nc'-B~lVADA STATE GAMING BOARD SENT THE DOE-OIG 
CASINO TRANSACTION REPORTS FOR R THE TIME PERIOD IN QUESTION. 

1{b)(6),{bl(7)(C) I 
ON 12/14/2006, THE DOE OIG MET WITH IRS-CID l_ _ _ _ _ _ _ _______ JAND NEVADA STATE GAMING 

BOARD! (bX6),{b)(7)(C)'POR CASE COORDINATION, 
_.~_"~~~ .. ~~ __ .,._,..,~.,_.~_ .. _._J 

ON 02/12/2007, !RS_CIO~~~~6= .. ~:7.~~>.~~.~~~~-_.-... _-.. _.-._ .. -_._-... ~.JCOORDINATED WITH THE DOE OIG FOR THE 

IMPLEMENTATION OF GRANO JURy FINANCIAL SUBPOENAS AND FOR OFFICIAL INCLUSION INTO THE 

ONGOING DOE OIG INVESTIGATION WITH THE DISTRICT OF NEVADA AUSA MAJOR CRIMES CHIEF 

KURT SCHULKE. 

'ruE OIG MET WITH IRS/CID NEVADA GAMING COMMISSION ON 

SEVERAL OCCASIONS IN CONTINUED COORDINATION OF I~~STIGATIVE EFFORTS. IRS/CIO 

CONDuCTED REVIEWS OP'~~~~!.£7!~:> ______ .. _JFBDERAL INCOME TAX RETURNS AND FINANCIAL AND BANK 

.ACComfr..RECOBDS. THE NEVADA GAMING COMMISION PROVIDED PARTIAL INFORMATION REGARDING 
[(b)(Il),(b)(7)(C) GAMING ACTIVITIES. THE OIG OBTAINED COt>IES OF 

CONFIDENTIAL FINANCIAL DISCLOSURE REPORTS (OGE FORM 450) . 

DOE/OIG, IRS/CID AND NEVADA GAMING CONTROL AGENTS MET WITH AUSA VASQUEZ, WHO WAS 
ASSIGNED TO REVIEW THIS ISSUE AS HE ALSO PARTICIPATED WITH THE SUSPICIOUS ACTIVITY 

REPORT TASK FORCE. PRELIMINARY INVESTIGATIVE FINDINGS WERE REVIEWED. ACCORDING TO 
THE IRS/CID, THE SOURCE OF THE FUNDS USED INI(b)(6).(b){1)(Cr------~ING ACTIVIITES WERE 

FROM THE PROCEEDS OP INVESTMENT INCOME AND A HOME EQUITY J,INE OF CREOIT. THE LARGE 

AMOUNTS OP THE TRANSACTIONS FROM NOV. 2005 THROUGH DEC. 2005 GENERATED THE ISSUANCE 

~~uu...,SUSPICIOUS ACTIVITY REpORT TO THB IRS. THE OGE PORM 450 SUBMITTED BY[_~~-"=] 
PPROPRIATELY ADDRESSED ALL RE~RTABLE SOURCES OF INCOME. ACCORDING TO THE 

'···..-r"""o·nii,···JGAMING COMMISION, l(~~~'.:~!.(~_(~2...._~JGAMING ACTIVITIES WERE NOT lNAPPRORIATE FOR 

THE TYPES AND AMOUNTS OF WAGERS PLACED. BOTH IRS AND NEVADA GAMING CONTROL BOARD 

ARE AWAITING THE RECEIPT OF ADDITIONAL DOCUMENTS. 

THE OIG CONTINUED REGULAR COORDINATION AND PARTICIPATION WITH THE IRS, NEVADA GAMING 
CONTROL BOARD AND UNITED STATES ATTORNEY'S OFFICE JOINT SUSPICIOUS ACTIVITY REVIEW 
(SAR) TASK FORCE. 

Page 3 
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AT THE REQUEST OF THE AUSA AND IRS/CID, DUE TO THE COVERT NATURE OF THE SAR TASK 

{b)(8).(b)PlttcE, SUBJECT NOT TO BE INTERVIEWED UNTIL SUCH TIME AS THE INVESTIGATION 

Rh'VEALED EVIDENCE OF CRIMINAL ACTIVITY. 

COORDINATION WAS CONTINUED WITH THE IRS-CID, AND NEVADA GAMING CONTROL BOARD TO 

OBTAIN AND/OR REVIBW FINANCIAL AND GAMING DOCUMENTS. COORDINATION WAS CONTINUED 

WITH THE U.S ATTORNEY'S OFFICE. OIG ACCESS TO REVIEW DOCUMENTS SECURED VIA IRS 

SUBPOENAS (BANK RECORDS AND MAIL-COVER INFORMATION AS RECEIVED BY IRS-CID) WAS 

APPROVED BY THE AUSA. THE OIG RECIEVED AND/OR REVIEWED ALL OUTSTANDING DOCUMENTS 

AND HAS COORDINATED CASE CLOSURES WITH IRS/CtD AND THE U.S. ATTORNEY'S OFFICE. 

PLANNED ACTIVITY: 

NONE 

DISPOSITION: 

!NVESTIGATION COMPLETB 

Page .. 
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Case Number: IO~OROll Summary Date: 2S-MAR-08 

Title: 

SRC; ENVIRONMENTAL V!OLATIONS; ORNL 

Executive Brief: 

PREDICATION: 

ON 23-JUNE-04, THE Ole REVIEWED A BECHTEL JACOBS COMPANY, DEPARTMENT CONTRACTOR, 

REPORT RELATED TO THE SPILL OF RADIOACTIVE WASTE ON STATE ROUTE 95 ON MAY 14, 2004. 

THE WASTE ORIGINATED FROM THE NEW HYDROFRACTURE FACILITY (NHF) AT THE OAK RIDGE 

NATIONAL LABORATORY. 

FBI COORDINATION: THE REPORT WAS COORDINATED WITH r~~~'.~~~~~~~~~H_H:~~~~~~~H __ =H~]ON 24 -JUNE- 04. 

A JOlNT INVESTIGATION WITH THE FBI AND EAST TENNESSEE ENVIRONMENTAL CRIMES TASK 

~ORCE HAS BEEN INITIATED. 

INVESTIGATIVE FINDINGS: 

SEC CORPORAT!ON WAS SUBCONTRACTED TO BECHTEL JACOBS COMPANY FOR THE DEMOLITION AND 

DECONTAMINATION OF THE NHF AT ORNL. ON APRIL 20, 2004, THE T-12 TANK WAS WRAPPED IN 

PLASTIC AND REMOVED FROM THE MIXIlNG CELL AND PLACED IN THE T-ll ANNEX AT THB NHF. 

ON MAY 12, 2004, THE TANK WAS REMOVED FROM THE T-13 ANNEX AND PLACED IN A DUMP TRUCK 

OWNED BY Ht.TBBARD TRUCK!NG. DURING THIS PROCESS A SEC RADIOLOGICAL CONTROL 

TECHNICIAN (RCT) NOTICED LIQUID ON THE TARP WHICH REACHED THE GROUND. A READING 

WAS DONE AND IDENTIFIED THE AREA TO BE CONTAMINATED. CONTAMINATION WAS ALSO 

IDENTIFIED ON THE TRUCK TIRE AND TAILGATE OF THE DUMP TRUCK. A DIAPER WAS PLACED ON 

THE TRUCK TO CONTAIN ANY FURTER LEAKS. ON MAY 13, 2004 A VISUAL INSPECTION WAS DONE 

AND NO LIQUID WAS IDENTIFIBD IN THE TRUCK BED HOWEVER APPROXI~~TELY A QUART WAS IN 

THE DIAPF.R. 

ON MAY 14, 2004, THE TRUCK WAS INSPBCTED AND RELEASED ~R SHIPMENT TO THE 

ENVIRONMENTAL MANAGEMENT WASTE MANAGEMENT FACILITY (SMWMFI AT Y-12. UPON ARRIVAL AT 

THE EMWMF CONTAMINATION WAS FOUND ON THE DUMP TRUCK TAILGATE AND LIQUID WAS DRIPPING 

FROM THE TAILGATE. CONTAMINATION WAS IDENTIFIED ON THE GRAVEL ROAD AT THE EMWMF AS 

WELL. AS A RESULT SURVEYS OF THE AREA WHERE THE DUMP TRUCK WAS STAGED AT ORN!. AND 

IT ROUTE FROM ORNL TO THE EMWMF WERE SURVEYED. THE SURVEYS IDENTIFIED CONTAMINATION 

LEVELS OF 30,000 DPM/I00 CM2 (SQUARE CENTIMETERS) ON THE DUMP TRUCK AND STATE ROUTE 

95 AS WELL AS MELTON VALLEY ACCESS ROAD. LEVELS AS HIGH AS 2,600,000 DPM/IOOCM2 

WERE LOCATED WHERE THE DUMP TRUCK FIRST STOPPED AT THE EMWMF. 

A FORMER WORKER OF SEC WAS INTEVIEWED, **NOTE THE WORKER WAS INTERVIEWED WHILE IN 

CUSTODY OF THE ROANE COUNTY DISTRICT ATTORNEY". THE WORKER CLAIMED THAT THE WASTE 

S'l'REAMS WERE NOT SAMPLED PRIOR TO SHIPMENT. HOWEVER, INTERVIBWS OF OTHER WITNESSES 

AND DOCUMENTATION ['_H~] DOT COMPLIANCB ANAl,YSIS) INDICATE THAT THE WASTE STREAMS 

WERB SAMPLED BBFORE SHIPMENT. 

(b)(6).(b)(7)(C) 
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IN AUGUST 2005, THE U.S. DEPARTMENT OF TRANSPORTATION'S FEDERAL MOTOR CARRIERS 
DIVISION ISSUED A CIVIL PENALTY IN THE AMOUNT OF $32,500 WHICH SEC PAID. IN AUGUST 
2005, DOE FINED BJC $247,500 FOR VIOLATIONS OF DOE'S NUCLEAR SAFETY REQUIREMENTS. 

THE ASSISTANT U. S. A'TTORNEY ASSIGNED TO THIS MATl'ER DECIDED HE MOULD NOT PURSUE ANY 

FORTHBR INVESTIGATIVE ACTIVITY BASED ON THE RBFBRENCED FINES AND BECAUSE SSC AGRBBD 

TO PAY FOR ALL REPAIRS AND DAMANAGES TO STATB ROAD 95. 

PLANNED ACTIVITY: 

CLOSE CASE 

Page 2 
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Case Number: r080ROOS 
Summary Date: t2-MAV-08 

Title: 

ANNUAL OREPA PROTEST OF Y -12 NUCLEAR FACll,ITY 

Executive Brief: 

PREDICATION: 

(b)(6),(b)(7)(C) 
ON 12-MAR-oa, SAFEGUARDS AND SECURITY, NATIONAL 
fIltJ~_~_s~iTY-ADMINiSTRATiON~--Y:-i2 FACILITY, OAK RIDGE, TENNESSEE, CONTACTED r'--------'] 

(b)(6).~)(~C)_______,_l THE PURPOSE OF THE CONTACT WAS TO REQUEST ASSISTANCE AND SUPPORT AT 
THE SUNDAY, I3-APR-08, ANNUAL ANTI-NUCLEAR PROTEST/DEMONSTRATION BY MEMBERS OF THE 
OAK RIDGE ENVIRONMENTAL PEACE ALLlCANCE, AN ANTI-NUCLEAR ACTIVIST GROuP.r----~--~--1 

~. ____ ._~"._J 

REQUESTED THE ASSISTANCE IN THE EVENT THAT ONE OR MORE OF THE PROTESTORS TRESPASSES 
ON GOVERNMENT PROPERTY RgSULTING IN A NEED FOR THE OIG TO CONDUCT INTERVIEWS AND TO 
COORDINATE POSSIBLE PROSECUTION BY THE UNITED STATES ATTORNEYS OFFICE, (USAOI 
EASTERN DISTRICT OF TENNESSEE. THE OIG HAS INITIATED CONTACTED WITH THE USAO TO 
DETERMINE IF THE OIG ASSISTANCE WILL BE REQUESTED. 

THIS Ml\TTER WAS ALSO COORDINATED WITH THE FBI WHO ADVISED IT WOULD PROVIDB THE 
INFORMATION TO ITS JOINT TERRORISM TASK FORCE WHO WILL THEN MAKE A DETERMINATION ON 
WHETHBR OR NOT TO JOIN THE OIG AND ASSIST DURING THE PROTEST. 

ON 14-MAR-OB, AUSA ATCHLBY REQUESTED THAT THE OIG BS PRESENT DURING THE PROTEST IN 
THE EVENT THAT ANY PROTESTORS BREACHED SECURITY AND GAINED ACCESS TO Y-12. AUSA 
ATCHLEY WILL PROVIDE THE OIG WITH A POINT OF CONTACT FOR THE AUSA WHO WILL BE ON 
CALL FOR THAT DAY. 

ON 24-MAR-08, ifAKENHtn' SECURITY SERVICES, THE SECURITY CONTRACTOR FOR THE OAK RIDGE 
RESERVATION, HELD 1 OF 3 BRIEFINGS REGARDING THE PEACE DEMONSTRATION. IN ATTENDANCE 
WAS LOCAL I.AW ENFORCEMENT; WAKENHUT, B&W, AND Y-12 SITE OFFICE MANAGEMENTl AND THE 
US MARSHAl,I, SERVICE. A PROJECT TASK LIST WAS DISTRIBUTED AND DISCUSSED. 

ON 2S-MAR-08, FBI COORDINATION LETTER MAILED. 

ON 31-MAR-08, WAKENHUT SECURITY SERVICES HELD A SECOND BRIE~ING TO DISCUSS 
PREPARATION FOR THE PEACE DEMONSTRATION. B&W AND THE Y-12 SITE OPFICE HAS APPROVED 
WAKENHUT'S OPERATIONAL PLANS FOR THE DEMONSTRATION. 

ON 7-APR-OB, WAKENHUT SECURITY SERVICES HELD A THIRD AND FINAL BRIEFING TO DISCUSS 
PREPARATION FOR THE PEACE DEMONSTRATION. GENERAL CONCEPTS OF OPERATIONS FOR 
POTENTIAL DEMONSTRATION ISSUES WERE DISCUSSED. 

ON 13-APR-08, THE ANNUAL STOP THE BOMBS MARCH WAS HELD IN OAK RIDGE, TN. THE MARCH 
BEGAN AT A.K. BISSELL PARK AND ENDED AT THE ENTRANCE OF THE Y-12 NATIONAL SECURITY 
COMPLEX (Y-12>. THE EVENT WAS SPONSORED BY THB OAK RIDGE ENVIRONMENTAL PEACE 

(bX6).(b)f1}{C) 

(bX6),(b)(7XC) 
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ALLIANCE AND HAD APPROXIMATELY 120 A'I"l'ENDEES. NO FFERAL ARRESTS WERE MADE 

HOWEVER, THE OAK RIDGE POLICE DEPARTMENT DID ARREST (b)(6),(b)(~ 
I (b)(6).(b)(7)(C)I FOR REFUSING TO LEAVE THB ROAD IN FRONT OF Y-12. 

PLANNED ACTION: 
CLOSE CASE FILE 

Page 2 
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Case Number: 1028Q021 Summary Date: lO-JUN-08 

TItle: 

TEMPERFORM USA; IMPROPERLY TREATED AWMTNUM ALLOY 

Executive Brief: 

PREDICATION: 

ON 22-JUL-02, [(b)(6):(b)(7)(C) . um •• u' ······'1 NATIONAL NUCLEAR 

SECURITY ADMINISTRATION (NNSA), PROVIDED INFORMATION THAT TBMPERFORM USA, A 

GOVERNMENT CONTRACTOR, ALLEGEDLY SOLD lMPROPERLY HEAT TREATED ALUMINUM ALLOY WITH 

~ALSE CERTIFICATIONS TO VARIOUS GOVERNMENT AGENCIBS. OBTAINED THE INFORMATION (b)(6).(b)(7)(B) 

FROM A REPORT ISSUED BY THE DEFENSE CRIMINAL INVESTIGATIVE S~RVICE IDCIS) WHO WAS 

INVESTIGATING TEMPER FORM USA FOR THIS ON DEPARTMENT OF DEFENSE 100D) ACTIVITIES. AN 

OIG It.'VESTlGATION WAS INITIATED TO TRACK DOE I S EFFORTS TO DETERMINE IF DOE WAS A 

VICTIM AGENCY, AND THEN TO GATHER EVIDENCE IF DOE WAS A VICTIM. DCIS, THE LEAD 

INVESTIGATIVE AGENCY, WAS BEING ASSISTED BY THE DEPARTMENT OF TRANSPORTATION 

(D01')/OIG, AND THE NATIONAL AERONAUTICS AND SPACE ADMINISTRATION (NASA)/OIG. 

ON a-MAR-OJ, CIVIL QUI TAM CASE (I03HQ009) OPENED TO HANDLE CIVH. SIDE. 

CASE REASSIGNED . FROM SA [<b)(6).(b)(7)1 TO 

l(b)(6)~(~~{~)(~lF SA[=: .. ~~]6/2 2 ja~···-·.1 
(b){6),(b)(7)(C) 

INVESTIGATIVE ACTIVITY; 

CASE REASSIGNED FROM SA, 

IN SUMMARY, THE JOINT INVESTIGATION FOUND THAT TEMPERFORM IMPROPERLY HEAT TREATED 

ALUMINUM ON ROUGHLY 5,000 DIFFERENT PARTS THAT IT PROVIDED TO OVER 40 DOD, DOT, NASA 

AND DOE PROJECTS. 

SPECIFIC TO DOE, 'l'HB INVESTIGATION DETERMINED THAT ONLY PANTEX AND LOS ALA..~OS 

NATIONAL LABORATORY (LOS ALAMOS) WERE USING MATERIAL TREATED BY TEMPERl?ORM OR 

SUPPLIED BY ONE OF TEMPERFORM'S LISTED VENDORS. AT PANTEX, THE AFFECTED ALUMINUM 

BAR STOCKS, SUPPl.IED BY RELIANCE METAL CENTER Ah~ USED IN SPECIAL TOOLING, WERE 

EITHER REMOVED FROM SERVICE OR TECHNICALLY JUSTIFIED FOR USB. LOS Al~S F.AD 16 
ALUMINUM CONTAINERS MADE FROM TEMPER FORM TREATED MATERIAL. LOS ALAMOS TBSTS 

REVEALED THAT TUE ALUMINUM IN THE CONTAINERS THAT WAS SUPPOSED TO BE HEAT TREATED TO 

'f .. 6 WAS ACTUALLY CLOSER TO '1'-0. THE MATERIAL HAD BEEN OBTAINED BY LOS AlAMOS FROM 

RELIANCE METAL CENTER, WHO RELATED THAT TEMPERFORM HAD DONE THE HEAT TREATMENT ON 

THAT ALUMINUM. 

1{~(~1.b)~~~~~~:f:ANTEX PLANT, REVEAL 

PANT EX HAP BEEN UTILIZBD AND WAS NO LONGER IDENTIFIABLB. 

6061 T-6 BAR STOCK WAS FOUND WHICH HAD BEEN OBTAINED FROM 

HOWEVER, A S-POOT PIECE OF 

RELIANCE METAL CENTER, SO 

I':' WAS DESTROYED. IT HAD NOT BEEN TESTED TO DETF.RMINE ITS ACTUAL HARDNESS. NO ONE 

(b)(6).(b)(7J(C) 
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CONTACTED RELIANCE METAL CENTER TO DETERMINB IF RELIANCE HAD OBTAINBD THE BAR STOCK 
PROM TEMPERPORM. TN ESSENCR, PANTEX HAD NO IDENTIFIABLE TEMPER FORM MATERIAL. 

OIG INTERVIEWS AT LOS ALAMOS REVEALED THAT 41 ITEMS HAD BEEN OBTAINED FROM RELIANCE 
METALS FROM 1999 THRU 2003 BUT THE ONLY ONES OF CONCERN WERE THE PURCHASES OF 13-
INCH AND 14-!NCH DIAMETER ROD STOCK THAT LOS ALAMOS MACHI~~ INTO 16 CANNISTERS THAT 
WERE USED AS TOOLING FOR T:-fE MANUFACTURING PROCESS OF "PITS" FOR NUCLEAR WEAPONS. 
LOS ALAMOS CONFIRMED THEY CONTACTED RELIANCE WHO SAID THAT THE RODS WERE HEAT 
TREATED BY TEMPERFORM. THE ACQUISITION VALUE OF THE ROD MATERIAL WAS NOT KNOWN AS 
LOS ALAMOS WAS STII,L GATHERING THE PURCHASE RECORDS FROM ARCHIVES. IT WAS NOTED 
'fHAT LOS ALAMOS HAD NOT INCLUDED THE 1J-INCH RODS IN ITS LOSS ESTIMATES DUE TO 
OVERSIGHT. AN ADDITIONAL $11,500 WAS THEREFORE IDENTIFIED AS REPLACEMENT COSTS FOR 
THE FIVE 13-INCH ROO CONTAINERS TAKEN OFF THE PIT PRODUCTION LINE. 

RELIANCE METALWORKS SUBSEQUENTLY PROVIDED RECORDS THAT REFLECTED THE 13- AND 14-INCH 
RODS SOLO TO LOS ALAMOS HAD BEEN HEAT TREATED BY TEMPERFORM. RECORDS ALSO REVEALED 
'l'HA'f THB SAME RODS WERE SOLD TO SANDIA NATIONAL LABORATORY (SANDIA). HOWEVER, 
S~~IA HAD CONSUMED ALL OF THE STOCK PURCHASED AND THEREFORE HAD NO PHYSICAL 
EVIDENCE THAT THE PRODUCT WAS IMl>ROPERLY HEAT TREATED. 

OOE'S LOSS COST ESTIMATE HAS $240,737.77, WITH ONLY LOS ALAMOS HAVING TO REPLACE 
ITEMS. 'l'HE OIG ALSO DETERMINED THAT LOS ALAMOS HAD NOT COMPUTED ADDITIONAL COSTS 
FOR THE SCRAPING OF THE CONTAINERS, WlIICH WORKED OUT TO AN ADDITIONAL $6,307.20, 
THAT, WITH THE INITIAL COST ESTIMATB AND THB ADDITIONAL $11,500 REPLACEMENT COSTS 
FOR THE 13·INCH RODS, MADE DOE'S TOTAL LOSS AMOUNT TO $258,544.97. THE TOTAL LOSS 
OF $258,844.97 WAS BROKEN DOWN INTO $195,337.77 FOR IDENTlr~ING/LOCATING PARTS; 
34.407.20 FOR REMOVING/SCRAPPING/RETROFITTING PARTS; $3,600 FOR TESTING PARTS; AND 
$25,200 FOR EVALUATING PARTS. 

·*·STAT: ON 3-JUL-03, TEMPERFORM, ITS SUBSIDIARY CORPORATION, AND COMPANY MANGERS 
WERE INDICTED ON 34 COUNTS OF IMPROPERLY PROCESSING AND THEN FALSELY CERTIFYING THE 
HEAT TREAT QUALITY OF AIRCRAFT AND AEROSPACE PARTS USED IN OVER 60 MAJOR 000, NASA, 
AND COMMERCIAL AEROSPACE PROGRAMS. IN ADDITION TO TEMPERFORM, THOSE INDICTED 

~ :~~~~:R:r~QQF.:Q~·!!§~~~:r.~~~g~~fQi¥.'1'~i ~=:~::~: ~~~I~::~~lil.~L." .. ~ ........ ~ ... ~~~-~·~==] .. . 
l~,"~,.~_~_,,,_,"~,_,, __ .. _. __ ,_,",-__ .. _______ ._~_ L~"_~."""".".,, .. -'._.".~. __ ~ ___ •. ~_~ __ ~,~~. ,._._" .... ~_ .............. _ ••. ~.~ ... ~_ .. _ ....... . 

(T8MPERFORM~'~~-: [ASAC NOTE: FOR BAR PURPOSES, CASE REFERRAL, CASE ACCEPTANCE, 
L ... ~~.~~ ......... h.J (b)(6).(b)(7)(C) 

AND INDICTMENT CAPTURED(AS)(QE)(.D3-JUL-OJ.J 
(b)(6),(b)(7)(C) bJ(~ ,1l){7 G) 

ON OCTOBER I, 2003, DEFENDANTS WERE SUSPENDED FROM GOVERNMENT CONTRACTING BY THE 
U.S. AIR FORCE'S OFFICE OF GBNERAL COUNSEL. 

Page 2 
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···STAT: ON 27-SEP-04, TBMPERFO~~ ENTERBD INTO PLEA AGREEMENT AND PLED GUILTY IN 
CRIMINAL COURT TO 7 COUNTS OF V!OI.ATIONS OF 18 USC 1001 (A) (2) FOR FALSE STATEMENTS. 

AS PART OF THE GLOBAL CRIMINAL AND CIVIL SETTLEMENT AGREEMENT WITH TiMPERFORM AND 

HYRDOFORM, TEMPERFORM PLED GUILTY TO THE CRIMINAL CHARGES AND HYROFORM ENTERED INTO 
A PRETRIAL DIVERSION WITH RESPECT TO THE CRIMINAL CHARGES. HOWEVER, HYDROFORM WILL 
PAY ALL OF THE FINES AND PENALTIES FOR TEMPERFORM'S CRIMINAL PLEA A.~ THE SETTLEMENT 
FOR BOTH COMP","UES ON THE crVII, SIDE . 

.... STAT: ON 3-NOV-04, TEMPERFORM WAS SENTENCED TO 2 YEARS PROBATION, $200. 000 
CRIMINAL FINE, AND A $2,800 SPECIAL ASSESSMENT FEE. TEMPERFORM WAS ALSO ORDERED TO 

Page 3 

PAY $100,000 IN RESTITUTION TO THE NAVAL AIR SYSTEMS COMMAND. THE JUDGE ALSO (b)(6),(b}(7)(C) 

APPROVED THE DISMISSAL OF CRIMINAL CHARGES AGAINST HYDROFORM AND f""U"'-]AS PART OF" 

THE PLEA AGREEMBNT WITH TEMPERFORM. [NOTE: THE CHARGES AGAINS~unuuu_uuJWERE (b}(6J.(b)(1)(C) 

DISMISSBD ON 8-MAR-04 (STAT CREDIT TAKEN 3-NOV-04 WHEN TEMPERFORM SENTENCED).J 

[~~,~~~~"~~~.'~~~,~:~.~_~~~~~:~~jD ~~~ ::THO: :~::O~T C::G:s:E W~~S~~::~~S:~INST 
BECAUSB THE ACTUAL PURCHASE ORDERS WERE NOT LOCATED WHICH WERE TO BE USED TO SHOW 
THE FALSE STATEMENTS AND THAT KEY WITNESSES GAVE CONFLICTING STATEMENTS. 

IT IS RECOMMENDED THAT THIS CASE BE CLOSED DUE '~ NO FURTHER PROSECUTORY INTEREST. 

CASE CLOSED 
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Case Number: 1038Q009 Summary Date: 10-JUN-Oa 

TItle: 

QUI T.AM;TEMPERFORM; FALSE CLAIMS 

Executive Brief: 

PREDICATION: 

ON 07-MAR-03, THE OIG HOTLINS RECEIVED A LETTER ADDRESSED TO THE DOS GENERAL COUNSEL 
ADVISING OF A QUI TAM FILED (UNDER SEAL) 1(b){6),(b)(7){C) ---lAGAINST TEMPERFORM USA AND 
HYDROFORM USA. (SEE I02HQ021 FOR ON-GOING CRIMINAL CASE ON TEMPERFORM) . 

(bl(6),(b)(7)(C) 
REASSIGNED FROM SA TO SA EFFECTIVE 

SA rl ----:~~=i TO SA (b)~6.~(;;IEFFECTIVE 6/22/06. 
_JEX6),(b)(7J!.2!j __,J91 

12/1/05. CASE REASSIGNED CASE 
FROM 

INVESTIGATIVE ACTIVITY: 

DOE/OIG INVESTIGATIVE ACTIVITY ON CRIMINAL CASE REVEALED DOE WAS A VICTIM AGENCY 
BECAUSE OF PURCHASES MADE BY LOS ALAMOS NATIONAL LABORATORY AND SANDIA NATIONAL 
!.A150RATORY. BOTH LABS PURCHASED ALUMINUM RODS FROM RELIANCE METAL CENTER IN 
AI,BUQUEROUE THAT HAD BEEN HEAT TREATED BY TEMPERFORM. AT LOS ALAMOS, TESTING OF THB 
ALUMINUM REVEALED IT RAn NOT BEEN HEAT TREATED. 

ON 27-SEP-04, TEMPERFORM EWfEREO INTO PLEA AGREEMENT AND PLED GUILTY IN CRIMINAL 
COURT TO 7 COUNTS OF VIOLATIONS OF 18 USC lOOl(A} (2) FOR FALSE STATEMENTS. AS PART 
OF THE GLOBAL CRIMINAL AND CIVIL SETTLEMENT AGREEMENT WITH TEMPBRFORM AND HYRDOFORM. 
TEMPERFORM PLED GUILTY TO THE CRIMINAL CHARGES AND HYROFORM ENTERED INTO A PRETRIAL 
DIVERSION WITH RESPECT TO THE CRIMINAL CHARGES. HOWEVER. HYDRO FORM WILL PAY ALL OF 
TH8 FINES AND PENALTIES FOR TEMPERFORM'S CRIMINAL PLEA AND THE SBTTLEMENT FOR BOTH 
COMPANIES ON THE CIVIL SIDE. ON 3-NOV-04, TEMPSRFORM WAS SENTENCED TO 2 YEARS 
PROBATION, $200.000 CRIMINAL FINE. AND A $2,800 SPECIAL ASSESSMENT FEE. TEMPERFORM 
WAS ALSO ORDERED TO PAY $100.000 IN RESTITUTION TO THE NAVAL AIR SYS1'EMS COMMAND. 
THE JUDGE ALSO APPROVED THE DISMISSAL OF CRIMINAL CHARGES AGAINST HYDRO FORM AND 
/lAS PART OF THE PLEA AGREEMENT WITH TEMPBRFQRM. 

cIme,:(Il1{7)(C)J . 
BY E-MAIL DATED 6-DEC-04 FROM THE CIVIL AUSA, THE TOTAL CIVIL SETTLEMENT IS 
$600,000; AND WOULD BE DIVIDIBO AS FOLLOWS: AIR FORCE-$lSO.OOO; NAVAL AIR-$250,OOOi 
OOE··$100,OOO; NASA-$100,OOO (BUT AGENCIES WILL PROBABLY RECEIVE ONLY 75' OF THE 
OOLLARS DUE TO DOJ AND RELATOR PORTIONS). NAVAL AIR ALRBADY RECEIVED $100,000 OF 
THEIR PORTION OF THE RESTITUTION AS A RESULT OF THB CRIMINAL SENTENCING (FOR STAT 
PURPOSES IT WAS CLAIMED UNDER 102H0021 AS PART OF THE CRIMINAL CASE) . 

ON 31-0CT-05, DOE ACCOUNTING OFFICE NOTIFIED THE orG THAT DOE HAD RECEIVED $75,000 
FROM THE CIVIL AUSA ON l-SEP-OS. OF THB $100,000 ALLOCATED TO OOE, ONLY $75,000 WAS 
ACTUALLY RETURNED TO DOE IN RESTITUTION. [ASAC NOTE: FOR STAT PURPOSES, THE DATE OF 
31-0CT-OS WILL BE USED TO CAPTURE THE CIVIL PROS8CUTORIAL REFERRAL/ACCEPTANCE 
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STEMMING FROM THE 27-SEP-04 GLOBAL SET'I'LEMENT. AT THE TIME OF THE SBTTLEMENT, THE 
CIVIL CASE WAS STILL UNDER SEAL PENDING THE DISPOSITION OF ALL CRIMINAL MATTERS. 
ADDITIONALLY, THE CIVIL SETTLEMENT WAS NOT FINALIZED AS OF THE 06-DEC-04 B-MAIL FROM 
THE AUSA. AS SUCH, WE WILL USE 31-0CT-OS AS THB SETTLEMENT DATE FOR THE ENTIRE 
OUTSTANDING $100,000 RECOVERY WITH $75,000 RETURNED TO noE, ALSO TAKING CREDIT FOR 
THB CIVIL SETTLEMENT AGREEMSNT THAT WAS PART OF THE GLOBAL SETTLEMENT ENTERED INTO 
ON 3 -NOV - 04 AS PART OF THE CRIMINAL CASE. 1 

(b)(6).(b)(7){C)J 
ON AUGUST 10, 2007, _ PLBD GUILTY TO ONE COUNT IN VIOLATION OF TITLE 18 U.S.C. 
1001, "FALSE STATEMENTS." PURSUANT TO THE PLEA AGREEMENT, (b)(6).(b)(l'K9WAS SENTENCED ON 
AUGUST 10, 2007, TO 3 MONTHS HOME DBTENTION, 3 YEARS PROBATION, AND. 2 YEARS 
SUPERVISED RELEASE, AND WAS ORDERED TO PAY $200,000 RESTITUTION AND A $100 SPECIAL 
ASSESSMENT FEE.*** 

THB CIVIL CASE IS STILL BEING HELD UNDER SEAL PENDING THE DISPOSTION OF ALL CRIMINAL 
MA'M'ERS. 

ON MAY 19. 2008 nelS AnvTS~O THAT THE DOJ RECOMMENDED CHARGES BE DISMISSED AGAINST 

[(~~~~~~~>'"._""."."."""""""".""".__ ... " ... " .. ""I DeIS FURTHER ADVISED THAT mE CASE WAS DISMISSED 
BECAUSE THE ACTUAL PURCHASE ORDERS WERE NOT LOCATED WHICH WERE TO BE USED TO SHOW 
THE FALSE STATEMENTS AND mAT KEY WITNESSES GAVE CONFLICTING STATEMENTS. 

IT IS RECOMMENDED THAT THIS CASE BE CLOSED DUB TO NO FURTHER PROSECUTORY INTEREST. 

CASE CLOSED 

Page 2 
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(b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(6).(b)(7)(C) 

(b)(6).(b)(7)(C) 

U.S. Department of Energy 
Office ofInspector General 

Office oflnvestigations 

May 23, 2008 

MEMORANDUM FOR,l'HE~t\GE1~~;L~~~~!iY~IE OFFICE 
(b)(6), (b)(7)(C) i 

FROM: 

SUBJECT: Investigation ofTIleft of Government Property/Conflict of Interest by an 
Employee of the Lawrence Berkeley National Laboratory (010 Case 
No. I04LLOO4) 

This report serves to infutm you oftlle results ofa U.S. Department of Energy (Department). 
Office ofInspector General (OIG) investigation. The investigation was initiated base4 on an 
~g.ti.9p received by the Federal Bureau ofInvestigation. Allegedly.l'b)(6).(b)(7)(C) I 

[ ....... ~ __ .Jemployed bytbe UniversityofCalifomia at the Lawrence &rkeleYNatlonafL860ratory' 
(LBNL) utilized Government funds to devek>p a patent for a water disinfection system without 
assigning GOV<3llI1lC1ltri~ts to the patent. The OIG initiated this investigation and fucused on 
two issues; 1 t)(6).(b)(7)(C) !al1ljgedly developed patents that' ifuiled to report to the Depart~t (b)(6).(b)(7)(C) 

and LBNL.I-.~,reqUil'Cd byLLBNL Employment Agreement and LBNL regulations; and, 
2)F(6),(b)(7)(C) ~ed1y engag~J~ a conflict of interest (COl) as an officer ofa fur-profit 
corporatio1iW1we also holding! lLBNL position. 

1
=(bI=W~.(b=)(7=XC=}---------~--~! 

In summary, the 010 investigation determined and~.~._ . .-Jinterview that 
i ,id not comply with Department and LBNI. rules ~ing patents and COl. The 
investigation did not identifY evidence thatl jimproperly profited from these actions. 

i (b)(6).(b)(7)(C)! 

,nThe,investi2 ion a1so identified a number of actio LBNL management that mitigated 
1(b)(6),(b)(7)(C} actions. Foremost, LBNL amended (b)(6},(b}(7)(C) standard Empk>yment Agreement 

, s uently grantedl,nnn~permission to engage m ou s e employment with a fur-profit 
,. .... conxu:atiQn.while holdin8l..ILBNL position. Furthermore, LBNL management approved 
!(b)(6) (b)(7)(C) Request fur Outside EnmlQ~t. with the fur-profit corporation in 2000. 
, coo mg 0 the LBNL approval, [~~~~):~!~~~).n.nJ outside employment should have eXPiredln~n~Q02] . 

However, the OIG did not find any evidence that LBNL officially amended or extended . (b)(6),(b)(7)(C) 

request fur outside employment. . .. . 

These investigative results did not meet the criminal or civil thresholds established by the U.S. 
Attorney's Office fur the Northern District of California This report makes fuur 
recommendations for corrective actions. 
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I. PREDICATION 

Based on allegations initially provided by the Federal Bureau ofInvestigation, the U.S. Department 

=~~~:=~:;;r~~~5=~~ 
assj .QQyemment rights to the patent. The OIG investigation focused. on two issues: 
1) l........._.~).Jallegedly develo~_.~atents related to a water disinfection system that ____ "faiJed to 
~mJJ'3NL, as required bYlmJEmployment Agreement and LBNL regulations, and, 
2)1(~I.~~~,~)(~(C) .... JallegedJy engu{age:t:J.i.!I" a conflict of interest (COl) as an officer ofa for-profit 
corporation while also hold' ~BNL position. 

---'(b)(6).(b){7)(C) 

II. POTENTIAL STATUTORY OR REGULATORY VIOLATIONS 

The investigation focused on potential violations of Title 18 U.S.C. § 641, Theft ofGovermnent 
Property; Title 42 U.S.C § 5908, Patents and Inventions; and, Title 35 U.S.C. Chapter 18, Patent 
Rights in Inventions made with Federal Assistance. The latter two statutes are the foundation of the 
patent reporting requirements for LBNL employees as outlined in the contract between the 
Department and the University of California (U.C.), and promulgated in LBNL policies. 

The investigation also focused on violations ofLBNL's Regulations and Procedures Manual (RPM). 
The following RPM chapters address these matters: Chapter 5.03. which governs employee's 
obligations to report patents; and, Chapter 10.02, which deals with COl and Technology Transfer. 

m. BACKGROUND 

='"'""'= ___ --,. (b)(6)'(b)(7)(C) 

~(7){C) ~he OIGDbecame interested in water disinfection in 1993 as a result of an 
outbreak of a mutant strain of cholera, which killed thousands of people in India. In collaboration 
with Unnenus Corporation (Urmenus), an Indian watCfi treatment£f)mpany (b)(6),(b)(7)(ClJiield tested 
and invented a water disinfection device. According t~(b)(8),(b)(7}(C) I the invention provea to be both 
practically and economically feasible. LBNL signed a oonttaCtWtth Unnenus to share the royalties 
fi:om any future sales of the invention in AUgust 1995. 

On July 14, 1998, the United Statl Patmt and Trademark ~ce (USPTO) approved a patent for 
he d· . -'l • d . lis' (b)(6).(b}(7)(C) h U C ~ LBNL th . t water lS101ectton evICe t10 t e . . lor as e asSlgIlee, 

and a note that the U.S. GovernmeiifhiS'-an"mterest in thePatent. Two dozen companies expressed 
interest in conunercially producing the device. The LBNL Technology T selected 
WaterHea1th Incorporated (WHI) to produce the device in the same year. did oot 
participate in the negotiations or selection of the licensees. 

O(G Case No. I04LLOO4 1 
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(b)(6).(b)(7)(C) 

(b)(6),(b)(7)(C) 

(bl(6) (b)(7)(C) 

(b)(6),(b)(7)(C) 

~bj(6).(b)(1)(C) J 
On July 18, 1998,L~_~~~, __ ~_ a Request for Outside Employment (Request) with WHI. 
LBNL manailement anDfQved the Reauest on November 30, 1998. The approval expired on July 31, 
2000. t~.~... ___ ~~ .... _._ ... j and submitted a second Request fur Outside Employment 
with WHI on October 16, 2000. LBNL management approved the Request and established an 
expiration date of November 1, 2002. 

IV. INVESTIGATIVE FINDINGS 

Unreported Patentl' 
(b)(6).(b)(7)(C) 

(b)(6).(b)(1)(C) i[J 
The investigation determined and . admitted that i did not comply with the pertinent 
requirements and regulations to report a patents to LBNL and the Department as outlined in the 
contract between the Department and U.C., and promulgated in LBNL policies, 

During the investigatio~ t~.Q!G ~ti1ic:c1 tl1r~ ~ents, approved by the USPTO in 2004, 2005 
and 2007, which ShoW~)(7~~. _________ ._~ WHI as the assignee with no mention of 
LBNL or U.S. Government interests. The Berkeley Site Office (880) Patent Office conducted a 
review of these patents and concluded that these patents are derivatives ofthe 1998 patent that was 
funded, in part, by the Department. 

r' ... , .. ". . .... _ ........................ , i-i (b}(6) (b)(7)(C) 

Durine(b}(7)(C) ,the OIG that althoughi reported severalpatents to . 
LBNL,I ~ not report these three patents to the LBNL Patent Office. '(b)(6).(b)(7)(C) , did not report 
these p8tents because they were made "at an arms ~h" from LBNL ai\d 00 pUbHc funds paid fur 

[~=~~~L'tlf~::rt!~:~~:t~e::[. ~=~;":':C~jjNtresJ;:~,,!,!.seek guiIIance 
(b)(6).(b)(7)(C) ." 

US. Government Palent Rights (b)(6).(b)(7)(C) 

On March 16, 2006t)(6).(b)(7)(C) ! BSO. wrote a letter toL~~~(7)(Cr=--=~=j 
;(b)(6),(b)(1~~atent Department, LBNL. ~ ... Ithat "the patents filed by 

(b)(6).{b)(1}(C) iand approved in 2004, 2005 and 2007 appear to be subject to the standard Patent 
Agreement between LBNL and its employees. Therefbre, the patents should have been reported to 
~;P~l.dllllf.:[]tLaJlP the Department may have decided that they own interest in the patents:' 

Jthe OIG that these patents are derivatives, and claimed to have only minor 
mo lca.tlo=ns"',-"D'O~m the invention funded, in part, with Department fimds. Therefure. the U.S. 
Government may have partial ownership rights in these patents. 

_::~~·~~~~~~DQelO)Yes,:·:~:l:·~:llie": 0:.:: 
(b)(6).(b)(7)(C) ithe patents were not S~~,!Q.~J .. BNL Patent A cement since the patents were 
not JSCQver using LBNL resources. (b)(6), (b)(7)(C) l.di4J12tgefend (b)(6).(b)(1)(C) ~ failure to report 
the patents and stated that personally mstruct (b)(6).(b)(7)(C) 0 disc ose a patents to LBNL in 
August 2004. -'--

(b)(6).(b)(7)(C) 
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(b)(6),(b)(7)(C) 

LBNVWHI Patent Agreement Conflict 

On September 14, 1999, LBNL Counsel signed and approved a special Patent Agreement between 
~~~""",,-,(b)"-i(6l:(b)t7)(Cr"1 The tenns oftbis special agreement potentially mitigated and vitiated 

~)(6!:~~),(~>'~~~mmm"m' jaCk~~~~5!~[~:]~~ents to LBNL or t,he ~~t. The Patent .Agreement 
between WH!~L,,' ,jexplicrtly states that any mventKln, unprovement or dIScovery 
conceived b~(b)(6),(b)(7)(C) friUSt be reported to LBNL and the Department. However, the WHI Patent 
Agreement also states that if''fifty percent" of the "work" or "funds" that led to the invention, 
improvement or discovery are from sources other than the LBNL, Department, or V.C., the WHI 

..... ."J~es any LBNL Patent Agreement. Given the Wldefined nature of"fifty percene' 
2, ~X~):(~}(7){C) !"work," the WHI Agreement, which continues in force today. may absolve WHI and 

1(b)(6I,(b)(7)(C) Ifrom officially reporting WHI related patents. 
I.._,~ " _____ ~ ___ ,_" __ " __ ~l 

The WHI Agreement appears to contradict the fullowing requirements relating to patents in the 
DepartmentJU.C. contract and the LBNL RPM: 

• Chapter 5.03 explicitly states tbat the DepartmentJU.C. contract requires each LBNL 
employee to report inventions to LBNL and fur LBNL to report potential subject inventions 
to tbe Department. In addition, all employees are required to sign a Patent Agreement 
requiring that the employee report each invention to LBNL when it is conceived. 

• Chapter 10.02, Paragraph H requires that any approval include a clause infurming the 
employee and outside employer that they are required to report all inventions, without 
exception, to U.C. and Department so that a determination can be made as to if the invention 
is subject to the LBNL Patent Agreement. 

Conflict of Interest 

The WHI Agreement also appears to contradict the following requirements relating to COl in the 
DepartmentIU .C. contract and the LBNL RPM: 

• Chapter 10.02, Paragraph C explicitly mandates that each employee docwnent and receive 
approval betbre and during any acceptance of any consulting job or other tbnn of short tenn 
employment. 

• Chapter 10.02, Paragraph G requires LBNL employees who seek either an ownership or 
management position obtain specific permission from LBNL fur the position. The chapter 
requires that the LBNL employee execute an LBNL fOrm, Request fur Outside Employment 
Ownership or Management Interest. in order to certifY that he does or does not bave any 
operational or policy making role in the company. 

On October 18, 2000.rl(6},(b)(7)(C) ~'~_m .. ~ __ ~ __ .,,__ .... ,,----Environmental 

Energy Technologies mViStOn,' wrote 1l (b 6 bV'n/C)I.a memo requestiiii1 : to solve the COl 
.. )( ).( IV" ' i j ISsue. _,, __ ,~.~ ... CJ! (b)(6),(b)(7)(C)! 

Firstly, [{b)(6),(b){7)(C}.. ... ...... .. ".. Jto complete a Request. On October 24, 2000, L ,,~,,(~~II},~b~~~)(~)~ 
submittC(faRequest~wfiichw8s approved by LBNL management on November 1,2000. The 
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approval has a written caveat that the Request expired 2 years from the date of approval. However. 
the "tenn of ~lo.rmentn OD the approved Request w~J9~@D--"-lrn1efinit.e" period. This Request is 
not currently id lpersormel file. On January 2, 2008" .submitted a new Request. 

(b)(6).(b)(1)(C) ...L ....... .... .... . ! (b)(6}.(b}(7}(C)! 
secondlytl(6i.(b)(1)(C~_nn ____ ~_Jto removei~(6).(b){7) 'from the WHI website andlo!~~~1 (b)(61.(~(7}(C) 

(.,,,.)("~ :.:: •.... '~;lif<Cl ~=t:: :'~:I3~.~~==r.==.=~I~:~'~l_~~~-~~~~~-rW:~~~~~)(1}(C) 
r~)(6).(b){7)(CI .....J~uest~O-be a "request" and not an o~~.tl (b)(6).(b}{7}(C) WHI listedr-'" (b)(6).(b}(7)(C)I 
L._______.Jo add pt:~l~e to the company, However{. jutlderstood the appearance of a COl caused 

(b)(6).(b)(1)(C) by the job title ~--]i;,tended to find a resolution to tfie issue. (1))(6).(b)(1){C) 

(b)(6).(b)(7}(C) LJ' (b)(6).(b)(7)(C) 
. f(b)(6).(b)(7)(C-) _.----1 i---' (ilj(6'.(il)(7i{C) .... j '·_(bXS1j)(7){C) 

On April 10 200~L __ ._ .. _ ... ______ . ! the 01G that! !eliminated the title of fro~' 
job title.i(b)(6)'(b)(7)(C) yurrent job titleL

• (b~~~~)(7){C) ___ ' __ ' ____ "_4 . ..---

~~~.eJrIthI·~entrea that the WHI website has been changed and no loneer lists las the 
'(ii)(6).(b)(1)(C) • , C·· __ ·_·--- i ' (b)(6).(b)(1){CI[ 

The websIte lists r. 
(b)(6).(b)(1)(C) : 

Loss to the Government 

rd
· i(b)(6).(b)(1)(C) ... -! uld n d' .. th ed 

Acoo mg toi ! co not se any eVlce contanung e unrepOlL~~at~ 
without a li~ftOm'U:t:fur-LBNL, the assignee of the parent patent. Therefur~_(~~~>,~!(7)(C)ldid_ 

. __ not.be1ieJle.there was a foreseeable loss to LBNL or the Department. Neverthelessj (b)(6).(bl(~ 
Ilb)(6).(b)(7){c) I should have reported the patents anc:fjpresent WHI Patent Agreementshoutd~ 

rescirided. (b)(6).(b)(1)(C) l_·J)(6),(b)(7)(C) 

Tb)<"6)]:;1(7)~C) 
The OIG fuund no evidence during its @y~tigation that att~t~JQjmpmperly,profit 

(b)(6) (b)(7)(C) :: ~~O:!::~~~:!.-.=1:r:::!a7=~~SUbiWtteAJtL]SY~~ ~:~"(:~~~~:C) 
(b)(6).(b)(1)(C) [_Jhas accept~ a number .o,f aw~s ~Jatil'lgJ~Ork with J¥HJ..!_ .. f9..!'.~~amn1eI~2(6!:~~(~C)___. L, 
(b)(6),(b)(7) work dealing with waterdlSUlfectlOnl I 
(t;,(6),(b)(7) : .... ............................... ......... .....,. ··rm-acqumgsatedi1nkiDg water. . .... -

(C) . \D)(6J.(b}(IJ(C) (b)(6)16)(7)(C) , (b)(6).(b}(1)(C) 

V. COORDINATION 

The investigative results did not meet the criminal or civil thresholds established by the U.S. 
Attorney's Office fur the Northern District ofCalifurnia. 

This investigation was coordinated with you and 1(b)(6}.(b)(7)(C)1. You requested that a report be provided 
L~ ... _._ 

to your office in order to consider taking appropriate administrative action regarding this 
investigation. 

VI. RECOMMENDATIONS 

Based on the findings in this report and other information which may be available to the Department, 
the OIG recommends that the Berkeley Site Office: 
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· [(il)(6).(b)(ifiCf--i . 
1. Determme whether the patents filed[ I but not reported to LBNL, are subject 

to the LBNL Patent Agreement and if a Govermnent Rights Notice needs to be added to 
the patents; 

2. Detennine ifV.C. should be directed to consider taking administrative action against 
~~13b~)(~~==~~fai1ure to properly disclose! lp~~ts and failure to properly file a (b){6),(bl(7)(C) 
Request fur OUtside Employment, as require(f6~ .Employment Agreement; (b)(6).(b)(7}(C) 

l _____ .J 

3. Detennine if the V.C. should be directed to review~~~):(b)~7!~==~]current Request for 
~ts~e E[ mPJpYll!ent:~:"~';l"e this request ~S~l~U9.J·esolve any COl issues, 
mcJudmg (b){6).(b)(7){C) j"""' .. .16 listed as a WHI (b)(6).(bl(7)(C) . and, 

4. Determine whether the patent agreement between WHI WldLJ!>_~lJb)(7)(cJand authorized 
by LBNL management, needs to be rescinded. 

VII. FOLWW-UP REQUIREMENTS 

Please provide the Office of Inspector General with a written response within 30 days concerning any 
action taken or anticipated in response to thie; report. 

VII. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE 

This report is the property of the Office ofInspector General and is FOR OFFICIAL USE ONLY. 
Appropriate safeguards should be provided fur the report and access should be limited to 
Department officials who have a need-to-know. Any copies of the report should be uniquely 
numbered and should be appropriately contro ned and maintained. Public disclosure is determined by 
the Freedom ofinfonnation Act, Title 5, U.S.C. 552, and the Privacy Act, Title 5, U.S.C. 5528. The 
report may not be disclosed outside the Department without prior written approval by the Office of 
Inspector General, including distnbution to contractors. 
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Case Number: l:08TC007 Summary Date: 03-0CT-08 

Title: 

INAPPROPRIATE USE OF EMAIL BY EIA EMPLOYEE [EXEC SEC] 

Executive BrIef: 

ALLEGATION 

ON 21-JUL-2008. THE HOTLINE RECEIVED A COpy OF AN EMAIL [EXEC SEC 200s J a FROM (b)(6),(b)(7){C) 

[F~~;'~:~=iy:~A:K:El~' 1':~~'~o T:'kSAGESPART~M~'L FROII A (bXMl[1XCl 

INVESTIGATIVE ACTIVITY 

I T1:II:;INVi.SnGl(rIQ~~E.-"~§P THE IND~V:rPY~z.:.,_:r.:;~:~j W~~: ~P:~~R~:~:G~~~~~~TION 
ADMINISTRATION (EIA). 

ANALYSIS OF THE EMAILS REVEALED MESSAGES THAT WERE SEXUALLY PROVOCATIVE IN NATURE TO 

INCLUDE IYAGES OF CLOTHED WOMEN. THE IMAGES ARE NOT IN VIOLATION OF FEDERAL 

CRIMINAL. CODE. 

ON JULY 31, 2008, THE OFFICE OF INSPECTOR GENERAL WAS NOTIFIED 1ibX6).(b)(7j(C)H_'''''' ";WAS 

TERMINATED ON JUNE 5, 2008 DUE TO ['---jINAPPROPRIATE USE OF EMAfI;;---H"""",,,,_,,1 

PLANNED ACTIVIT'! 
(b)(6),(b)(1)(C) 

NONE 

DISPOSITION 

CLOSE 





In addition, the OIG has completed its review ofthe responsive document and a 
determination concerning its release has been made pursuant to the FOIA, 5 U.S.c. 552. 
The material has been withheld pursuant to subsections (b)(l), (b)(6), and (b)(7)(C) of the 
FOIA or Exemptions I, 6, and 7(C), respectively. 

Exemption I provides that an agency may exempt from disclosure matters that are "(A) 
specifically authorized under criteria established by an Executive order to be kept secret 
in the interest of national defense or foreign policy and (B) are in fact properly classified 
pursuant to such Executive order .... " The portions deleted pursuant to Exemption I 
contain information about intelligence activities (including special activities), intelligence 
sources or methods, or cryptology and are classified under section L4(c) of Executive 
Order 12958 (E.O. 12958), as amended. HSS has determined that release of the 
information could reasonably be expected to cause damage to the national security. 

Exemption 6 protects from disclosure ''personnel and medical and similar files the 
disclosure ofwhich would constitute a clearly unwarranted invasion ofpersonal privacy 
.... " Exemption 7(C) provides that "records or information compiled for law 
enforcement purposes" may be withheld from disclosure, but only to the extent that the 
production of such documents "could reasonably be expected to constitute an 
unwarranted invasion of personal privacy .... " 

Names and information that would tend to disclose the identity of certain individuals 
have been withheld pursuant to Exemptions 6 and 7(C). Individuals involved in OIG 
investigations, which in this case include witnesses, sources of information, and other 
individuals, are entitled to privacy protections so that they will be free from harassment, 
intimidation, and other personal intrusions. 

In invoking Exemptions 6 and 7(C), we have determined that it is not in the public 
interest to release the withheld material. In this request, we have determined that the 
public interest in the identity of individuals whose names appear in investigative files 
does not outweigh these individuals' privacy interests. Those interests include being free 
from intrusions into their professional and private lives. 

To the extent permitted by law, the DOE, in accordance with 10 C.F.R. 1004. I, will make 
available records it is authorized to withhold pursuant to the FOIA whenever it 
determines that such disclosure is in the public interest. With respect to the information 
withheld from disclosure pursuant to Exemption I, HSS has determined that DOE has no 
further discretion under the FOIA or DOE regulations to release information currently 
and properly classified pursuant to the E.O. 12958, amended. 

As required, all releasable information has been segregated from the material that is 
withheld and is provided to you. See 10 C.F.R. lOO4.7(b)(3). 

Pursuant to 10 C.F.R. 1004.6(d), Dr. Andrew P. Weston-Dawkes, Director, Office of 
Classification, Office of Health, Safety and Security, is the official responsible for the 
denial of DOE classified information. 
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Pursuant to 10 C.F.R. 1 004.6( d), I am the official responsible for the denial of 
infonnation withheld under Exemptions 6 and 7(C). 

This decision may be appealed within 30 calendar days from your receipt of this letter 
pursuant to 10 C.F.R. 1004.8. Appeals should be addressed to the Director, Office of 
Hearings and Appeals, HGlIL'Enfant Plaza Building, U.S. Department of Energy, 1000 
Independence Avenue, S.W., Washington, DC 20585-1615. 

Thereafter, judicial review will be available to you in the federal district court either 
(1) in the district where you reside, (2) where you have your principal place of business, 
(3) where the Department's records are situated, or (4) in the District of Columbia. 

Enclosure 

Sincerely, 

qJfv-)~ 
John Hartman 
Assistant Inspector General 

for Investigations 
Office ofInspector General 
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MEMORANDUMFORTH1fEC~~, 

FROM: cfre~~ 

StJBJECT: 

Inspector General 

REPORT: Transmittal of a Special Inquiry Repon Relating to the 
Department of Energy's Response to a Compromise of Personnel Data 
(OIG Case No. I06IGOOl) (U) 

(U) On June 9, 2006, you requested that the Office ofInspector General examine the actions of the 
Department of Energy in response to the discovery of a computer attack at the National Nuclear 
Security Administration. Testimony at a congressional hearing revealed that: (1) senior 
Department officials, including you and the Deputy Secretary, were not fully apprised of the 
Albuquerque attack until the week of June 5,2006, even though the attack had been detected in 
mid-200S; and, (2) employees had not been informed that their personnel data may have been 
compromised. 

(0) The Office ofInspector General initiated a Special Inquiry to examine the facts and 
circumstances regarding these matters. We also reviewed issues concerning a possible delay by the 
Department in completing an assessment of the impact of the intrusion, including the compromise 
of personnel data. The enclosed classified Special mquiry report outlines our findings and six 
recommendations. 
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I. INTRODUCTION (U) 

(U) During a June 9,2006, congressional hearing, Department of Energy (Department) officials 
publicly disclosed that a hacker had successfully intruded into an unclassified computer system at the 
National Nuclear Security Administration's (NNSA) Service Center in Albuquerque, NM, and 
e:diltrated a file containing the names and social security numbers of 1,502 individuals working for 
NNSA. At the hearing, there was testimony that: (1) senior Department officials, including the 
Secretary and the Deputy Secretary, were not fully apprised of the Albuquerque attack until the week of 
June 5, 2006, even though it had been detected in mid-200S; and (2) employees had not been infonned 
that their personnel data may have been compromised. On June 9, 2006, the Secretary requested that 
the Office of Inspector General examine aspects of Departmental actions in response [0 the discovery 
of the clandestine attack. 

II. BACKGROUND (U) 

(U) The NNSA, a semi-autonomous agency within the Department. has stewardship over the Nation's 
nuclear weapons stOCkpile. This includes management and oversight oflaboratories and facilities 
throughout the country that maintain the safety, security and reliability of nuclear weapons. The NNSA 
Service Center coordinates certain NNSA efforts in the field. 

"-=~~-----------"",--"",--------------~"",--------"",,,,,,----,,,,,--------""'--..... ----I 
~TlNOFOAIW 



III. SCOPE AND METHODOLOGY (U) 

(U) On June 12,2006. the Office of Inspector General initiated a Special enquiry to examine the facts 
and circumstances surrounding the followmg: 

(1) Timing and content of briefings and alerts to the Secretary and Deputy Secretary; 
(2) Decisions and actions relating to notifying individuals whose personnel information was 

compromised: and I 
(3) Delays in completing the Depanment's Impact Assessment reJating to the 

compromised data. 

(U) As pan of the inquiry, the Office of Inspector General interviewed 46 current and former Federal 
and contractor employees of the Department and other Federal agencies. We also analyzed thousands 
of classified and unclassified documents, including reports, electronic messages, notes and related 
records. 

IV. SUMMARY RESULTS OF INQUIRY (U) 

I 
t h(\ j 

--------------=-=-----~ I 
(U) Witnesses provided their rationale for the actions taken in this matter. However, we concluded that 
the Department's handling of this matter was largely dysfunctional and that the operational and 
procedural breakdowns were caused by questionable managerial judgments; significant confusion by 
key decision-makers as to lines of authority, responsibility and accountability; poor internal 
communications, including a lack of coordination and the failure to share essential information among 
key officials; and, insufficient follow-up on critically important issues and decisions. Additionally, we 
found that the Department lacked clear guidance on the process for notifying employees when 
personnel data is compromised. The bifurcated organizational structure ofNNSA within the 
Department further complicated these problems. 

~OUO) During an interview with the Office of Inspector General, Ambassador Linton Brooks, NNSA 
Administrator, stated that he took full responsibility for not ensuring the Secretary and the Deputy 
Secretary were fully briefed. In addition, he stated that he was the senior official responsible for not 
following-up to ensure that the employees and contractors were appropriately notified ofthe theft of 
their personnel information. Ambassador Brooks' statements notwithstanding, we identified seven 
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other senior officials who share with him responsibility for the way in which the matter was handled. 
Alphabetically they are: 

Department 

• tb)(6},(b}(7)(C) the Office of Counterintelligence; 

• '---~-... -~--.................. ___ ---.J of the Office of Counterintelligence; 

NNSA 

• ii(6l:Ij,;>;)('?7)("ir<C') -- '··1'.fNSA Service Center Manager; 

: I fGen~.2c~:~::: Counsel; 
• ,--"~ of Management and Administration; and, 
./ iOfthe Office of Defense Nuclear Counterintelligence. 

L. •...... -.--... . .....•• __ ........ -_.-----1 

(OUO) We detennined that these particular senior officials became aware of the cyber attack and the 
compromise of personnel information in the September - October 2005 timeframe. At the time, 
Ambassador Brooks andl-l reported directly to the Office of the Secretary of Energy. 

(b)(8),(b)( )(C) 

v. BRIEFINGS TO SENIOR DEPARTMENT OFFICIALS (U) 

• 
(U) According to witness interviews, NNSA management's initial emphasis on the intrusion focused 
on the sophistication and nature of the attack and how to contain it. We were told that this 
overshadowed the fact that personnel files were exfiltrated. and for that reason, may not have risen to 
the level of a Deputy Secretary briefing. 
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(U) The current Chief Information Officer and the Director of the Office of Intelligence and 
Counterintelligence, both of whom began working at the Depanment in November 2005, infonned us 
that they were not advised of the specifics of the data compromise until June 2006. 

VI. EMPLOYEE NOTIFICATION (U) 

r-----------------------------------------------------------------'---

A. Employee Notification Decision (U) 

I-- _. "-'-'-'--' ,-,,--.-----~---------...-----------

I 

I i 
-,-------,---------------.J 
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C. Foilow-up Activities (U) 

..------ .- ",". , ....... _..,..._-,,-_. __ . .. -.-~ .<.- . 
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Vll. IMPACT ASSESSMENT (tl) 
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. VIII. RECOMMENDA nONS (U) 
.' .- .; . 

(U) The Department an~ in particular. the over 1,500 
compromised were not well served 
events. Based on our review. we . 
preclude a recurrence of this or ::UUJcuaa ~~ti'C)J1 

whose personnel data may have been 
out their duties during these 

.... .. ~f .. UU. .... take the following steps to 

l. Ensure that the Department has a clear, unambiguous policy on notifying employees affected by 
the loss of personnel data from Departmental systems; 

2. Redefine and clarify roles and responsibilities for program managers, counterintelligence 
officials, cyberlinfonnation technology personnel, security managers, and others to ensure that 
the Secretary and Deputy Secretary are fully and timely briefed on cyber intrusions, security 
incidents and similar matters of significance to Departmental operations; 

3. Clarify internal communication protocols to ensure that infonnation critical to on-going 
Department operations is shared among responsible program officials; 

4. Clarify external conummication protocols to ensure that decisions made by other 
agencies/authorities which may impact Departmental operations are fully understood and 
considered by Department decision-makers; 

S. Appoint a task force of senior Departmental officials, including NNSA, to address situational 
complications resulting from the bifurcation of Department and NNSA functions; and 

6. Review the facts in the Special Inquiry report and detennine if personnel action is warranted. 

IX. PRIVACY ACT AND FREEDOM OF INFORMATION ACT NOTICE (U) 

(U) This report is the property of the Office of Inspector General. Appropriate safeguards should be 
provided for the report and access should be limited to officials who have an appropriate clearance and 
a need-to-know. Any copies of the report should be appropriately controlled and maintained. Apart 
from the classified infonnation contained in this report, public disclosure is detennined by the Freedom 
ofInfonnation Act, Title 5, U.S.C. 552, and the Privacy Act, Title 5, U.S.C. 552a. The report may not 
be disclosed outside the Department without prior written approval of the Office of Inspector General, 
including distribution to contractors. 
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