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Overview

WebSphere Optimized Local Adapters, or WOLA for short, is a component of IBM's WebSphere
Application Server for z/OS product. It provides a very efficient and very low-latency mechanism for
exchanging information between WAS on z/OS and external address spaces such as CICS, IMS or
batch programs. The WP101490 Techdoc has much more overview information.

WOLA is unique to the WAS z/OS product because only the z/OS operating system has the
capability to exchange memory buffers between running programs.

Objective of this document

The objective of this guide is to provide you with a step-by-step process to enable and use
some of the basics of WOLA.

Assumptions and prerequisites to using this guide
To use this guide the following is assumed:

WAS z/OS 8.0.0.1 or higher This provides a baseline from which this document may then provided
detailed instructions on how to enable and use.

WAS z/OS operational runtime | This guide assumes you have an operational WAS z/OS runtime
available to you, and that you have the authority to make changes to

the runtime.
Target server in 64-bit mode For a server to use WOLA it must operate in 64-bit mode.
Knowledge and skills Though this guide will provide relatively detailed step-by-step

instructions, a certain level of familiarity is assumed:

* General knowledge of the WAS Admin Console

» General knowledge of Java application concepts

* General knowledge of z/OS (ISPF, allocate, copy, etc.)

» General knowledge of navigating within a UNIX environment
* General knowledge of compiling COBOL programs

* General knowledge of CICS system programming tasks

WOLA and Version 7

The process of enabling WOLA in WAS z/OS is slightly different for V7 than V8 or V8.5. If you
are using V7, see "Appendix A: Enabling WOLA in WAS z/OS Version 7" starting on page 62.

Note: If you on WAS z/OS V7, make sure you are at fixpack 7.0.0.21 or above. This is particularly
important if you plan to use WOLA with CICS TS 4.2, but the recommendation applies
regardless of the level of CICS you're at.

Sources of information referred to by this guide
WebSphere Application Server for z/OS Information Center
The InfoCenter provides the official product documentation.

The URLs for the InfoCenter are:
V8  nhttp://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp
V8.5 http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp

Throughout this guide when an InfoCenter article is referenced, we will provide the unique
search string to narrow to the specific article.

IBM Advanced Technical Skills Techdocs Site
The WP101490 document on Techdocs is where ATS stores its documents on WOLA:
http://www.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP101490
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Preparing to Use WOLA - Preliminary Setup
Before using WOLA there are a few housekeeping steps to be done ahead of time.
FYI: Overview of the process
Enabling WOLA in WAS z/OS is relatively simple with V8 and above'. It involves a few simple
steps:
* Running a supplied shell script to copy the WOLA samples and the WOLA modules out
to z/OS data sets
* Creating a few cell-level environment variables in the WAS z/OS runtime
» Installing a supplied JCA resource adapter (ola.rar) into the runtime and creating a JCA
connection factory (all done through the Admin Console)

Success is achieved when the WAS z/OS runtime is started with messages indicating the
WOLA adapter has been enabled.

Capture the version and fixpack level of WAS installation

Overview:

Having knowledge of the version and fixpack level of the WAS installation is a good thing to have.
Here you will capture it and use it as part of the zZ/OS data set qualifier for WOLA samples and
modules.

Do the following:
O Open a Telnet or OMVS session into UNIX Systems Services on the z/OS system

O Change directories to the /profiles/default/bin directory? of the cell environment
you intend to use for this WOLA test.

O Issue the command:
./versionInfo.sh
O In the output, find the following:
Name IBM WebSphere Application Server for z/0S
Version X.X.X.X
Where x. x. x. x is the version and fixpack level for the WAS installation.
O Write that value here:
Copy WOLA samples to a sample data set

Overview:

WOLA ships with a set of JCL samples that are needed to enable WOLA. They first need to be
copied out from the file system to a FB 80 PDS.

Do the following:
O Issue command pwd and make sure you're still in the /profiles/default/bin
directory.
O Issue the following command:
./copyZ0S.sh OLASAMPS 'hlqg.version.WOLA.SAMPLES'
Where:
hlg Is your desired data set high-level qualifier

version |s the version and fixpack level of the WAS installation with the dots removed, for
example: 8001 or 8500°.

1 With WAS z/OS Version 7 there was a bit more involved because WOLA first came available as part of the maintenance stream, which
meant the new function had to be deliberately enabled by the administrator. See "Appendix A: Enabling WOLA in WAS z/OS Version 7"
on page 62 for more on V7 enablement.

2 Either /AppServer or /DeploymentManager ... both will work equally well.
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Note:

The copyz0S. sh shell script will create the data set if it does not already exist.

However, depending on the authority of the ID used to issue the shell script, the allocate
of the data set may fail. The symptom you will see for a failed allocate will be:

RC(12)

cp: FSUM8979 target "//'hlg.version.WOLA.SAMPLES'" must exist

If that happens, then pre-allocate the samples data set with the following attributes and
re-issue the copyz0Ss.sh command.

Space units .
Primary quantity
Secondary quantity
Directory blocks
Record format .
Record length .
Block size

Data set name type

. TRACK
. 10

2

. 10
. FB
. 80
. 27920

PDS

Copy WOLA modules to a load library data set

Overview:

The WOLA native modules are shipped as part of the WAS z/OS file system. For external address
spaces such as CICS to use them they need to be in a LIBRARY data set. This step simply copies
the modules from the file system to the data set.

Do the following:

O Issue command pwd and make sure you're still in the /profiles/default/bin

directory.

O Issue the following command:
./copyZ0S.sh OLAMODS 'hlg.version.WOLA.MODULES'

Where:
hlg Is your desired data set high-level qualifier
version |Is the version and fixpack level of the WAS installation with the dots removed, for
example: 8001 or 8500%.
Note: The copyz0s. sh shell script will create the data set if it does not already exist.

However, depending on the authority of the ID used to issue the shell script, the allocate
of the data set may fail. The symptom you will see for a failed allocate will be:

RC (12)

cp: FSUM8979 target "//'hlg.version.WOLA.MODULES'" must exist

If that happens, then pre-allocate the samples data set with the following attributes and
re-issue the copyz0S.sh command.

Space units .
Primary quantity
Secondary quantity
Directory blocks
Record format .
Record length .
Block size

Data set name type

. TRACK
o 3B

2

. 10

. U

. 0

. 32760

LIBRARY

Check contents of sample and module data sets

Overview:

This is a simple visual check to insure files copied out properly.

3 Having the samples data set qualified with the version number is not as important as having the module library. But we have you do it for

consistency.

4 There is a requirement that the WOLA modules used by external address spaces like CICS be at a level compatible with the level of WAS
used by the target server. Having the version number as part of the qualifier will help if compatibility is suspected as a problem. See
"Requirements to match module library with WAS z/OS level in use" on page 73 for more on this topic.
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Do the following:

O Browsethe hig.version.WOLA.SAMPLES data set. You should see a member called
@QRREADME as well as a many more members in the data set.

O Browse the hig.version.WOLA.MODULES data set. You should see a long list of
members, some starting with BBG* and some with BBO*.

Create cell-level WOLA "enable adapter” environment variable
Overview:

The WAS z/0OS cell® requires a cell-level variable to enable WOLA. Think of this variable as a kind of

"switch" you turn on for those cells you wish to use WOLA, and you leave off for those you do not
wish to use WOLA.

Do the following:
O Log onto the Administrative Console for the cell.
O Begin the process of creating a cell-scoped environment variable:

= Environment
Virtual hosts

Updat: obal Web server plug-in
configur i

= Scopa: Call=zfcall

Shared libranes S [ show scope selection drop-down list with the all scopes option
Si pp or ars ‘ - . - S : ; -
1P application rout s Scope spacifies the lavel at which the resource definition is visible. For detailed information on

Replication domains A what scope is and how it warks, see the scope ssthings help

URI Groups

Cell==9cel bl
2 Maming S - Set the scope
3 Prafengficas level to "Cell”
----- ¥,
)| New... I Delete |

O Create a variable called WAS_DAEMON ONLY enable adapter with a value of true:

General Properties

* Nama 4| WAS_DAEMON ONLY enable adapter

WAS_DAEMON_ONLY _enable_

value

brus -‘—______________-_

Description

true

Click "OK"

-

s
1w
Appr;' Ok :Rese‘. tanoell
%

o

O Save and synchronize the change.
Create cell-level WOLA "identity propagate"” environment variable
Overview:

One more cell-level environment variable is needed. This allows the CICS task user ID to be

propagated into the WAS environment. This is not needed if you do not plan to use WOLA with
CICS® 7.

5 Either Network Deployment or Standalone Server.

6 If you think you might use CICS in the future, then add this. It does no harm. It is not a security exposure as access to the WAS z/OS
server is controlled not by this environment variable but by the SAF CBIND profile you will create later.

7 Using WOLA with CICS will work without this variable only if the registration is done with SEC=N set. If SEC=Y set then a RC=8/RSN=21
error is thrown. The InfoCenter RC/RSN article (search: olaapis) states: "If you set the reg_flag_C2Woprop bit (bit 29) to 1 [equivalent to
BBOC START SRVR Wwith SEC=Y], ensure that the WebSphere environment variable, ola_cicsuser_identity_propagate, is set to 1.
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Do the following:

O Using the same process you used for WAS _Daemon_ONLY_enable adapter, create
another cell-level environment variable. This one should be defined as:

Variable Name |ola_cicsuser_ identity propagate

Variable Value |1

O Save and synchronize your change.
Stop and restart the entire cell

Overview:

The cell-scoped environment variable you created earlier will not take effect until you stop and restart
the entire cell, including the Daemon server(s).

Do the following:
O Stop all the application servers, Node Agents and Deployment Manager for the cell.
O Stop the Daemon servers (this is a very important step).
O Restart the servers in the cell.
O In the held output for the Daemon, check to make sure the following message is present:
enable adapter: 1.

If you see that message, then the WOLA support is enabled in the cell.

Important! Do not proceed if you can't find this message. No further work can be
accomplished until you successfully enable WOLA in the cell and see that
"enable_adapter: 1" message.

If you do not see it, go back and carefully check the spelling of the variable:
WAS DAEMON ONLY enable adapter

Check also that it is scoped at the cell level, and that the changes have been
successfully saved and synchronized out to all the nodes.

O If yousetthe ola cicsuser identity propagate variable, then in the the held
output for the target server controller region, check for the following message?®:

BBOMO0O01I ola cicsuser identity propagate: 1.
O Finally, if you are running at WAS z/OS Version 8.0.0.1 or above, check for the following
messages in the target server controller region®:

BBOO0393I OLA API VECTOR ADDR/LEN: <two 16 byte hex strings>
BBOO0394I OLA API VECTOR VERSION/LEVEL: <two 16 byte hex strings>
BBOO0395I OLA API VECTOR CREATE DATE/TIME: <date and time stamp>

Install the ola. rar resource adapter and create a connection factory

Overview:

WOLA provides a JCA resource adapter that is used by Java applications seeking to use WOLA to
communicate with external address spaces.

Do the following:

O Locate the /installableApps directory', either under /DeploymentManager or
/Appserver. Note the presence of the file ola. rar in that directory.

8 This is a way of validating that synchronization of the earlier changes made their way out to the server. Failure to synchronize (for
whatever reason) will prevent WOLA from working properly. You should make certain synchronization completed successfully.

9 This is a way of validating that WOLA is active in the application server you wish to use for WOLA testing. But this is only valid for 8.0.0.1
and above. Below that level check for proper synchronization, then continue with validation testing.

10 For V7,V8 orV8.5.
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O Inthe Admin Console, do the following:

= Resources
Schedulers pm======== P [loda=zinodes Set the scope level to
Object pool managers, rd your AppServer node
# IMS E ¥ Preferences’
+ IDBC ' V| Install RAR |*Hew... || Delete || Update RAR |
= Resource Adapters _:_I . -
i = Resource adapters | i b
3 Connection TSCiones | Seiect| Mame & —
Mona
Total O
O Then:
Path

G' Local fila systam

/<your path>/installablefpps/ola.rar

® Remote file system  *

Full path
| » [Ea]

O Then:

Gameral Properties
# Scops

3 ERE| pdesiznodes

HEma
OptimizsdLocsladapter

Dmacripkion

Optirmized Loal Adepiers Tor WebSohare Apolcation
Sarvar for EF0S

Asthiva path
[stcoMmECTOR_INSTALL ROGT)
Clags path

Mative library path

Click "OK" =

[ tachal
.‘f \%‘:ﬂeset Cancel

O You should then see the Resource Adapter created:

St

Sele-ct| Name 2

You can administer the following resources:

|:| OptimizedLocalfAdapter

Total 1
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O Click on that link and then do the following:

y | New.. | iDalats | Manage state...
—-_———— =t
doded | |4
Aol
-
. -
Additional Properties ; Salect| Name 2 INDI nama 2:
-
P ---‘t-- Hnnq
0 12C connaction '=rh:|r|a==
lcsscsss e === Total O

Custom properties

View Deployment Descriptor

O And then:
Name may be
* J—
|::ﬁE - whatever you like

JHDI name

eis/ols <. | SetJNDIto eisfolasoitmatches
.................... default in sample app you'll install
2 )
apptw | |0K| wReset | | cance

-

Click "OK"

O Save and synchronize your changes.
O Go and review "Update of ola.rar file" on page 73. With new maintenance you may need
to update the installed RAR file''. A useful WSADMIN script file is supplied to do that.
Install sample EAR file
Overview:

To use WOLA you will need an application in the WAS z/OS server. The WOLA function ships with a
sample application that may be used for validation. Two EAR files are supplied; which you should
use is a function of what level of WAS z/OS you're at:

V7.0.0.4 to V7.0.0.11"?2 |OLASamplel.ear
V7.0.0.12 or above OLASample2.ear

V8 or V8.5 (any fixpack) |OLASampleZ.ear

Further, where those sample EAR files are located is a function of the WAS z/OS version level:
Version 7 /<product file system mount>/mso/OLA/samples

Version 8 or 8.5 |/<product file system mount>/util/zos/OLASamples/

However, once located the act of deployment is relatively simple.
Do the following:

O From the information in the "Overview" section just above, determine the location and
file name of the EAR file appropriate for your level of WAS z/OS.

11 Or may not. The fixpack release notes will indicate this. It depends on whether the contents of the ola. rar file have been updated as
part of the maintenance included in the fixpack.

12 If you're running WAS z/OS at a level between 7.0.0.4 and 7.0.0.11, you should give serious consideration to updating your level of WAS
z/OS to the most recent fixpack for Version 7. That is particularly important if you're running with CICS TS 4.2 and wish to use WOLA.
WOLA and CICS TS 4.2 requires a minimum of WAS z/OS V7.0.0.21.
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O Using the WAS z/OS Administrative Console, deploy the application as you would any
EAR file ... with the following two notes:

Resource References

The application has several "resource references" that will need to be mapped to the
WOLA JCA resource adapter connection factory JNDI you created earlier:

Resource Target Resource JNDI

Salect Module Besn URI Raference | Hame Login configurstion
Resource authonzabon:
Container
aizfala & 5 .
0 oL oY OLA_Samplaz.janMETA- . | Authentication method:
Sampla2 INFS ajb-jan sl M CiefaultPrincipalMapping
Authentication dats
antbry:
aigfola fo mie g
O ow | rn i | OLA SamplaZ jan META: - l=i Resource authorization:
Samplez | T 2FIMPIELIPOUNTNR | InFfaib-jar cml e ey Browse... | Per application
\ Resource authorization:
i |
=2 oLa SamplaZ_Wak, war, WEE- . |e|s.-’a 2 Container
O Samplaz INFfweb, wml eisfala Browse.., T
Wab b Authentication method:

Mone

Problem in 8.5.0.0 OLASample2.ear

The 0LASample2.ear file shipped with 8.5.0.0 contained a minor definition
problem, but that problem has a relatively easy workaround.

Note: If you're at V7, V8.0 (any fixpack), or 8.5.0.1 or above you do not need to concern
yourself with this step.

The "problem" shows itself like this:

Stap 31 Map Set Multiple JHD1 Hames = || Modify Resource Authentication Mathod... Extandad Propartias...
resource references
o FesOUrTeS | 1]
Step 4 Summary Resource Target Resource JNDT
Select Moduls  EJB URI prple] [ Login configuration
Resource authorization:
Container
O |ew OLA_Samplez.jarMETA- ol eis/als Authentication method:
- samplez | ™ 2522 TNFY ejb-jar, xeml SRR e e o] DefaultPrincipalMapping
Authentication data entry:

P | 18M-1BFOBNIKTCON0de04/z0salias

On "Step 3" of the application deployment, that "Authentication data entry" value of

IBM-1BFOBNIKTCONode/zosalias should not be there. If you see that with the

OLASample?2.ear you're deploying, then you should perform the next few steps to
override that alias. If you don't see that alias, then you can skip the next few bullets
and complete the application deployment as usual.

* Deploy the application. Save and synchronize the changes.

* Navigate to the list of deployed applications and click on the link for the
OLASample?2 application.

* Click on the "Resource References" link:
References

Resource references h

EJB refersnces

Shared library references

Shared library relationships

© 2013, IBM Corporation -12- WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills Version Date: Friday, August 16, 2013



WP101490 - WOLA Quick Start Guide

* Check the box next to the "Was2Cics" bean, then click on the "Modify
Resource Authentication Method" button:

Set Multiple JNDI Names ™ | Modify Resource Authentication Methad... Extended Properties... |
P
Select Module Besn URI Resource Target Resaurce JMD

Referance | Mame

MOLA BLA G e e, ais/ola
) _Sample2.jar, P )
Samnplez | MasZCics IMF/ 2jb-jar < eisfola Browse..,

» Select the "None" radio button and click the "Apply" button (important but
easily overlooked step)

Swt Muleipls JNDT MHamad = I Miedily Regourcs Authastication Methed... | Extanded Propartisd..

specify authentication method

L Hone sif—

L Uie default mathed (many-to-ane mapping)

autherntication data entry

! Ure tusted connedions [one-ta-one maspping)
Authantication data antry

Swlectk. .. -

L} Use custom login configuration

Application login configuration
Seled., .

[ Roply | e

* Then check the "Login Configuration" column for the "Was2Cics" bean row in
the Admin Console to make sure "None" shows for the "Authentication

method":
Resource autherization:
S . _ sizfola Container
0 OLA | Was2Cics I OL&aarn.JIez.ljar.'nETA alsiola
Eample2 ¥ Browie.., Authentication methoed:

Mone

* Click the "OK" button, then save and synchronize the changes.
O Save and synchronize any changes not yet saved and synchronized.
O From the Admin Console, start the application and insure it goes active.
Status checkpoint

At this point you've enabled WOLA in the WAS z/OS cell, and installed the WOLA JCA resource
adapter with a defined connection factory (CF) and deployed the sample application.

Now you're ready to have an external address space register into the WAS server using WOLA
and validate basic operations.

* If you wish to use CICS with WOLA, go to page 14.
* If you wish to use WOLA with batch programs, go to page 58.
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Enabling WOLA in CICS Region and Initial Validation

There is a handful of steps needed to enable the WOLA support in a CICS region. This section will
focus on those steps and include the initial validation up through starting the CICS Link Server Task
and registering into the WAS server.

"WOLA and CICS Usage Scenarios" starting on page 20 will cover exercises that illustrate Java and
CICS programs communicating with WOLA.

FYI: Overview of the process
At a very high level the process of enabling WOLA in the CICS region involves:

*  Customizing the WOLA sample jobs to update the CSD and install the WOLA programs
and tasks

* Adding the WOLA module library to the DFHRPL DD in the CICS start procedure
* Performing a few security tasks

Success with this process is achieved when the CICS region starts with WOLA and you are able
to start the WOLA link server task and register into the WAS z/OS server.

Customize sample CSDUPDAT member and submit

Overview:

The cSDUPDAT job will update the CSD of the CICS region and install the WOLA programs, tasks and
transactions.

Do the following:

O Locate the CSDUPDAT job within your hiqg.version.WOLA.SAMPLES data set.
Customize the JOB card to match your local requirements.
Customize the STEPLIB DD and DFHCSD DD cards to match your CICS installation.

OO0

Customize the two ADD GROUP () LIST () statements so LIST matches your CICS
installation.

O Submit and look for RC=0.
Customize sample DFHPLTOL member and submit

Overview:

The DFHPLTOL job compiles a few programs that assist in the starting of the WOLA components in
the CICS region. BBOACPLT starts the Task Related User Exit (TRUE); BBOACPL2 provides a means
of passing commands to the BBOC control program through INITPARM!.

Do the following:
O Locate the DFHPLTOL job within your hlg.version.WOLA.SAMPLES data set.
Customize the JOB card to match your local requirements.
Customize the C.SYSLIB DD lines to match your CICS installation.
Customize the L. SYSLIB DD lines to match your CICS installation.

O0O0oao

Customize the .. SYSLMOD DD line so it points to your hlqg.version.WOLA.MODULES
data set (the compiled DFHPLTOL module will go there).

O

Submit and look for RC=0.

13 Depending on what level of WAS z/OS you have and when you're reading this, a third program (BBOACPL3) may be present in the
sample. That provides a way to start pass commands and parameters to the BBOC control program without having to live within the
length limitations of INITPARM.
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Customize sample OLAMAP and OLAUTIL members and submit

Overview:

The OLAUTIL sample is a 3270 program. The OLAMAP job compiles the screen map for OLAUTIL.
The OLAUTIL job compiles the COBOL used when functions keys of the 3270 screen are pressed.

Do the following:

O

Oo0Oo

OO0O0O0Oa0o

O

Locate the OLAMAP job within your hlqg.version.WOLA.SAMPLES data set.
Customize the JOB card to match your local requirements.
Customize the KIXPROC line to match your CICS installation.

Customize the MAP1 statement:
O Update INDEX= to match your CICS installation

O Update MAPLIB= to point to your hlqg.version.WOLA.MODULES data set

O Update DSCTLIB=to match your CICS installation. Or, if you wish, allocate a small FB 80
PDS and name that data set on DSCTLIB=.

Submit and look for RC=0.

Locate the OLAUTIL job within your hig.version.WOLA.SAMPLES data set.
Customize the JOB card to match your local requirements.

Customize the MYPROCS line to match your CICS installation.

Customize the CMP EXEC DFHYITVL section:
O Update INDEX= to match your CICS installation

O Update PROGLIB= to point to your hiqg.version.WOLA.MODULES data set

O Update DSCTLIB= to point to the data set you used for the OLAMAP job

O Update AD370HLQ= to match your Enterprise COBOL installation.

O Update LE370HLQ= to match your Language Environment (LE) installation.
Go to the bottom and update the LXED. SYSLIB section"

O Point to your CICS installation SDFHLOAD data set

O Point to your Language Environment SCEELKED data set

O Pointto your hiqg.version.WOLA.MODULES data set.

Submit and look for RC=0.

Customize sample OLACB01 member and submit

Overview:

The OLACBO01 job compiles a simple COBOL echo program. It won't be used in this section of the
document. We have you compile it here simply because you're customizing and compiling the other
jobs. It seemed a good place to fit this in.

Do the following:

O

Oo0oo

O

© 2013, IBM Corporation

Locate the OLACRBO1 job within your hlg.version.WOLA.SAMPLES data set.
Customize the JOB card to match your local requirements.
Customize the MYPROCS line to match your CICS installation.

Customize the CMP EXEC DFHYITVL section to match what you did for the OLAUTIL
job (both jobs are compiling COBOL so they both point to the same things).

Submit and look for RC=0.
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Update CICS region SIP member

Overview:

This step involves updating the CICS region system initialization parameter (SIP) member to include
a pointer to the PLT compiled by the DFHPLTOL job. That job provided two PLT programs: one to
initialize the Task Related User Exit (TRUE), and the other to allow starting the Link Server Task with
INITPARM. In this section we will have the TRUE started with this PLT, but the Link Server Task will
be started manually with a BBOC command.

Do the following:
O Locate the CICS region's data set in which the SIP member is included.
O Update the member to include the following line:
PLTPI=OL

O Save the member.
Update the CICS region JCL and concatenate to the DFHRPL DD
Overview:
The WOLA modules in your h1qg.version.WOLA.MODULES data set is made available to the CICS
region by concatenating that data set to the DFHRPL DD statement.
Do the following:
O Locate the CICS region JCL start procedure.
O Concatenate the following to DFHRPL DD:
// DD DSN=hlqg.version.WOLA.MODULES,DISP=SHR
Where h1g.version matches what you used earlier in this process.
O Save the member.
Review the WAS z/0OS server CBIND profile for CICS region ID access

Overview:

The SAF CBIND profile -- specifically, the CB.BIND. <your environment value> profile™ -- will
control the ability of an outside address space such as CICS being being able to register into the
WAS z/OS server®™. If the CBIND for your WAS z/OS server does not allow at least READ for the ID
trying to register, the WOLA register from CICS will fail with a RC=12, RSN=14.

Therefore, you must insure the CICS region ID has READ to the profile.
Do the following:

O Check with your security administrator to see what format of CBIND was created for your
WAS z/OS environment.

Note: The SAF class will be CBIND and the profile will be CB.BIND. <some value> What
the value for <some value> in your environment is what your security administrator
must determine.

The format will one of the following, depending on how your cell was built:

(1) CB.BIND.<server cluster transition>.**

(2) CB.BIND.<saf prefix>.**

(3) CB.BIND.<cell identifier>*

The first is the format used if the generated "BRAK" job was used and no SAF prefix

was specified; the second is the format if the generated BRAK job was used and a SAF
prefix was provided; and the third is if you used a job that created "generic" profiles.

Determine what is used for your environment, then issue the command to update the
access list for that CBIND profile as illustrated next.

14 There is also a CB. <your environment> CBIND profile, but that is different and does not apply to this specific topic.
15 Register in either with the BBOC START SRVR command or with the BBOAIREG API.
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O Check the Universal Access (UACC) setting for that profile. If UACC=READ, then no
further action is needed as the CICS region ID will have READ via UACC=READ.

O However, if UACC=NONE, then update the access list for the CBIND profile with a
command’® like what's shown here. Modify according to your specific CBIND profile:

PERMIT <your CBIND profile> CLASS (CBIND) ID(<CICS ID>) ACCESS (READ)
SETROPTS RACLIST (CBIND) REFRESH

Stop and restart the CICS region and verify WOLA components

Overview:

The changes made to the CICS definitions require a stop and restart of the CICS region. Validation
of the WOLA updates can be seen in the CICS region output.

Do the following:
O Stop the CICS region.
O Restart the CICS region.
O Look in the MSGUSR output of the region for the following™’:
Install for group BBOACSD has completed successfully.

Install for group BBOASAMP has completed successfully.
O Then look in the BBOOUT output of the region for the following':

Enabling BBOATRUE exit.
Return Code: 0 Reason Code: O

Log into CICS region and use BBOC" to start the Link Server Task and register into server

Overview:

The BBOC control transaction is one installed with the CSDUPDAT job. One BBOC command is
START SRVR, which starts the Link Server Task and registers into the named WAS z/OS server.

Note: At this point we are illustrating the simplest means of starting the Link Server Task.
However, it is possible to have the Link Server Task started at CICS startup. See "Appendix
B: Starting Link Server Task at CICS Startup" starting on page 66 for details on the different
ways this may be accomplished.

Do the following:
O Make sure the intended WAS z/OS target server is started
O Log into the CICS region

O Clear the screen, then enter the following command as one command line:
BBOC START SRVR RGN=CICSREG DGN=aaaaaa NDN=bbbbbb SVN=cccccc SVC=*
MNC=1 MXC=10 TXN=N SEC=N REU=Y

Where:
* aaaaaa is your cell SHORT name
*  Dbbbbbb is the node SHORT name

e cccccc is the server SHORT name

16
17

18

19
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For a security product other than IBM RACF, modify the command to meet the equivalent command for the security product you use.
These messages indicate the CSDUPDAT job effectively updated the CICS CSD and the CICS region was able to read the program
modules from the concatenation to DFHRPL.

These messages indicate the DFHPLTOL job effectively updated the PLT, the addition of PLTPI=0L to the region SIP has taken effect,
and the WOLA Task Related User Exit (TRUE) has successfully started.

In the InfoCenter, search on the string rdat_cics. That article provides parameters and syntax for the BBOC command.
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O The following message is positive confirmation the Link Server Task was started and a
registration into the target WAS z/OS was successful:

BBOA8000OI Start server completed successfully.

If you do not see that message, then the InfoCenter article located by searching for
cdat_olaapis provides a reference for return code / reason code pairs.

Look for the BBOA1REG return code section:
Return and reason codes

Table 2| BEOATREG lzr'.d BBGA1TREG APIs refurn and reason codes. The following table also recommends appropriate actions.

Return  Reason Description Action
Code Code
Success
4 - Warning - see reason code
4 The transactional register flag was set This setting is ignored and processing continues.

to 1in an environment where the
adapter does not support global
transactions.

8 - Error - see reason code

8 The registration name token already You must unregister this name before calling the Register AP for it.
exists.

Some common errors you might encounter at this point in your validation:

RC=8, RSN=8 You tried to issue the command again after it was successful the first time.
The error is "registration name token already exists."

RC=12, RSN=10 | The DGN= value of the command did not match the cell short name, or the
Daemon for the cell is not started.

RC=12,RSN=16 | The NDN= value and / or the sSvN= value of the command did not properly
match the node and server short names.

RC=12,RSN=24 | The svN= value of the command is correctly spelled, but the server itself is
not started.

Make whatever corrections necessary and re-issue the command until you get the
message indicating success.

O Now go to the z/OS operator console and issue the following z/OS MODIFY command to
display the registrations into your server:

F aaaaaa,DISPLAY,ADAPTER, DAEMONRGES
Where aaaaaa is the JOBNAME for the target WAS z/OS application server.

You should see something like this:
BBOAO0O7I: SHOWING REGISTRATIONS FOR DAEMON GROUP:

BBOAOOO3I: Name Jobname SWT TL Min Max Act State
BBOAOO04I: CICSREG CICS 000 00 0001 0010 0001 0O
BBOAOO04I: SWASDEFAULTS CICS 000 00 0000 0001 0000 0O

BBOO0188I END OF OUTPUT FOR COMMAND DISPLAY, ADAPTER, DAEMONRGES

Where the highlighted "CICSREG" is the registration you created with the BBOC
command. This is another validation of the successful registration into WAS z/OS.

Other BBOC commands? issued in CICS terminal session

Overview:
The objective of this section is to show some other BBOC commands and how they operate

Do the following:
O From the CICS terminal session, clear the screen and then enter the following:
BBOC STOP_SRVR RGN=CICSREG

20 Inthe InfoCenter, search on the string rdat_cics. That article provides parameters and syntax for the BBOC command.
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You should first see a message indicating an unregister command is underway, then a
message indicating the server was stopped successfully.

O Clear the screen and enter the following command:

BBOC STOP_TRUE

You should see a message indicating "Exit disabled Successfully."
O Clear the screen and enter the following command?':

BBOC START TRUE

You should see a message indicating "Exit enabled Successfully.."
O Clear the screen and enter the following command:

OLAUTIL

You should see a 3270 application screen? that looks like this:

‘olasamglel  echoHome

O Press F3 to exit that screen.
Status checkpoint

By making it this far you have validated the installation of the WOLA components into the CICS
region and the successful start of the Link Server Task and registration into the WAS server.

The essential structure is now in place. In the next section you will begin to exercise the WOLA
connection using the supplied sample programs.

21 This is the way the TRUE may be started manually. Recall that earlier you enabled the automatic start of the TRUE with a PLT.
22 The OLAUTIL application will be used in the next section to demonstrate WOLA operations.
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WOLA and CICS Usage Scenarios

At this point in the document WOLA should be enabled in your WAS z/OS environment as well as
the CICS region. You have validated the ability to register into the WAS z/OS server. Now you're
ready to start using WOLA.

Issue BBOC START_SRVR to start the link server task and register into WAS z/0S

Overview:

At the conclusion of the previous section the Task Related User Exit (TRUE) was operating but the
Link Server Task and registration into the WAS z/OS server was not. The first test will be outbound
from WAS into CICS, and for that the Link Server Task will be used.

Do the following:
O Make sure the intended WAS z/OS target server is started
O Log into the CICS region

O Clear the screen, then enter the following command as one command line:
BBOC START SRVR RGN=CICSREG DGN=aaaaaa NDN=bbbbbb SVN=cccccc SVC=*
MNC=1 MXC=10 TXN=N SEC=N REU=Y

Where:
* aaaaaa is your cell SHORT name
*  bbbbbb is the node SHORT name
* ccccccis the server SHORT name

O The following message is positive confirmation the Link Server Task was started and a
registration into the target WAS z/OS was successful:

BBOA8000I Start server completed successfully.

Outbound WAS into CICS with OLACBO01 as target service

Overview:

This test will involve a browser session into the deployed WAS sample application, which will drive a
message over WOLA into CICS. The target CICS program will be the 0L.ACB01 echo program
compiled earlier.

Do the following:
O From a browser, issue the following URL:

If OLASamplel.ear |http://<host>:<port>/OLA Samplel Web/

If OLASample2.ear |http://<host>:<port>/OLA Sample2 Web/

Where <host> and <port> are the what's appropriate for the WAS z/OS server in
which the sample application is deployed.
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O In the browser screen enter the following information?*:

Diata to send to external address space : [ Conwert to ebeodic
Test data to external a/'s

Eesponse back from external address space : [ Conwvert to ascit

DOLA Eegister Mame (max 12 chars)
CICSREG 4‘__

LA Service Mame (max 226 chars)
QLACEM 1__

Leave all the other fields at their default values.
O Click on the "Run WAS - External address space test" button:

[ Fun W S->External address space test

O The following in the browser screen is a sign of success:

Chtput: Test data to external afs
Test Executed

OLACBO01 will simply echo back what it was sent.
However, if you see this:

Mo output recetved
Test Executed

Then there is a problem. Make sure the registration is in place (the MODIFY command

shown earlier), and make sure you spelled the registration name and service name
correctly.

Inbound CICS into WAS using OLAUTIL 3270 application in CICS
Overview:

The previous test was "outbound" ... that is, the Java program in WAS invoked the COBOL program
in CICS. Itis "outbound" from the perspective of WAS z/0OS.

This test will show "inbound" ... that is, a program in CICS will invoke the Java program in WAS. ltis
"inbound" from the perspective of WAS z/OS.

The sample EAR file you deployed will work for this test. No additional EAR file deployments are
required®. In CICS you will will the 0LAUTIL 3270 program compiled earlier in this document.

Do the following:
O Open a 3270 terminal session and log onto your CICS region.
O Issue the command OLAUTIL

23 The "Register Name" is what was specified on the BBOC START SRVR command RGN= parameter. The "Service Name" is the CICS
program that will be invoked. In this case, OLACBO1 ... the echo program compiled earlier.

24 Because OLASamplel.ear (or OLASample?2.ear) were written to include Java that called outbound over the JCA resource adapter as
well as providing a stateless EJB that would serve as the inbound target. In other words, this sample application was written to support
both inbound and outbound. Please do not assume all WOLA applications support both inbound and outbound. The programming model
is different for inbound compared to outbound, and it all depends on how the developer designed and constructed the application.

© 2013, IBM Corporation

-21- WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills

Version Date: Friday, August 16, 2013



WP101490 - WOLA Quick Start Guide

O In the resulting 3270 screen, follow the instructions as indicated by the numbered blocks:

Send message data
==> : Message from CICS Hl
Received message data

==>

Register first? (Y/N) : N E

Register name : CICSREG {g

Service name : ejb/com/ibm/ola/olasamplel echoHome 4]

WAS server short name

WAS node short name

WAS cell short name (DG name)

Number of Tests to run : 00001 E
Number of Tests Completed

PF03=Exit -- PF04=Invoke Srv -- PF05=Host Srv -- PF06=Send Reply
Notes:
1. Provide whatever message string you wish to send

2. Specify "N" for register first. You created the registration with the BBOC START SRVR
command earlier.

3. Specify the registration name. You registered earlier with the BBOC START SRVR command,
and on that we suggested a value of RGN=CICSREG. Use that value here.

4. Leave the "Service Name" field unchanged. The default value is the correct value for
OLASamplel.ear or OLASample2.ear®.

5. This field determines how many loops to execute. For the first test leave this at "1".

6. PFO04 is what "invokes the service" in WAS by driving the request over WOLA to the target
Java program®. Press the PF04 key.

O Look for the indication of success at the bottom of the CICS 3270 screen:

—

O Change the "Number of tests to run" field to something like 100 and press PF04 again.
You should see the "DONE Count" show 100 successfully done.

Outbound WAS into CICS using ATS Java application

Overview:

The OLASample1 and 2 applications are good validation samples, but they are limited by a single
invocation per click of the invoke button. The "ATS Java application" is simply another EAR file that
uses WOLA, but has the additional capability of invoking the target CICS service multiple times.

Do the following:

O Go to the WP101490 document
http://www-03.1ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP101490

25 When going inbound to WAS z/OS, the "Service Name" is the JNDI name assigned to the application module that serves as the target for
the WOLA call. If you're curious, you can go into the Admin Console under the deployed application and click on "EJB JNDI Names."
You'll find this "service name" value assigned to the olasamplel echo bean.

26 |If you look in the 0LAUTIL sample you'll see it uses the BBOA1INV API. You'll see that API in use in the "WOLA and Batch Usage
Scenarios" section starting on page 58.
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O Scroll down to the sub-section titled "Native API| Primer" and locate the ZIP file that is
part of that section:

Native API Primer

Ready to start coding to the native APIs? This primer offers a quided
walkthrough of the &PIs, from simple to increasingly sophisticated.,

=
O Download that ZIP file and extract from it the ATSSamplel-new.ear file?.

O Deploy that application into the same server as the OLASample2.ear®. Map the
resource reference to the ola.rar connection factory JNDI ... eis/ola if you took the
default.

O Save and synchronize the changes, then start the application.
O In a browser, issue the following URL:
http://<host>:<port>/ATSSamplelWeb/

Where <host> and <port> are the what's appropriate for the WAS z/OS server in
which the sample application is deployed.

O Fill in the fields of the application:

Data to zend to external address space:
bessage to send to CICS

OLA Register Marme (max 12 chars):
CICSREG

OLA Sernce Name (max 256 chars):
QOLACEMN

Mumber of times to call external address space:
10
Where:
» "Data to send" may be whatever string you wish

* "OLA Register Name" is the registration created by the BBOC START SRVR
command earlier (CICSREG is what we illustrated)

* "OLA Service Name" is the target program in CICS. In this exercise that target is
the OLACBO1 program.

*  "Number of times to call" is loop count indicator.
O Click the "Run WAS - External Address space test" button:

‘Fun WaAS->External address space test:

You should see the results come back to the browser. It will look something like this:

27 OrATSSamplel.ear if you are using WAS z/OS V7.
28 OroLASamplel.ear, if that is what you deployed.
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Cutput from batch # 0 Message to send to CICS
Cutput from batch # 1: Message to send to CICS
Cutput from batch # 2 Message to send to CICS
Cutput from batch # 3 Message to send to CICS
Cutput from batch # 4 Message to send to CICS
Cutput from batch # 5 Message to send to CICS
Cutput from batch # 6 Message to send to CICS
Cutput from batch # 7 Message to send to CTCS
Cutput from batch # 8 Message to send to CICE
Cutput from batch # 9 Message to send to CTCS

Optional - Propagation of Userid from WAS into CICS

Overview:

Up to this point the BBOC START SRVR command was issued with SEC=N, which meant no identity
was asserted from WAS over to CICS. The BBO# invocation task ran under the ID associated with
the BBOS link server task. However, you may wish BBO# to run under the ID of the user thread in
WAS. If so, that requires that ID be propagated across WOLA into CICS.

The following picture summarizes what's involved with making this happen. Step-by-step instructions
will follow the picture.

El: sec=ves

t HUSER=YES
WAS 205 Server [0 [ T | ————

Application BBOS | BBOZ OLACBO1

WOLA WOLA TRUE

SN

FDEFINE SURROGAT *.DFHSTART UACC(NCHE) OWMER (<owner ID>)
PERMIT *.DFHSTART CLASS (SURROGAT) ID(<BBOSID:)
SETROPTS RACLIST (SURROGAT) REFRESH

s smemms

Notes:

1. The BBOC START SRVR command is started with SEC=Y. That allows security assertion. This
requires the WAS cell to have the ola cicsuser identity propagate = 1 variable setas
we spelled out under "Create cell-level WOLA "identity propagate" environment variable" starting
on page 8.

2. The application authenticates the users so an ID can be asserted. The default OLASample
application does not authenticate, but we can force an ID by coding an alias on the connection
factory resource reference®.

3. The CICS region has security enabled (SEC=YES) and EXEC CICS START checking enabled
(XUSER=YES).

4. SAF profiles exist to allow the BBOS task ID to start BBO# with the asserted ID%.

29 Unless you're running WAS z/OS V7, then you'll need an application that authenticates. See "WAS z/OS Version 7 and application with
Basic Auth enabled" on page 29.

30 Then BBO#, operating under the asserted ID, will invoke the target service. The sample OLACBO01 has no security enabled against it, so
any ID will be allowed. In a real-world setting with security enabled for the target program, the asserted ID's call of the program would also
be checked to see if it had the authority.
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Do the following:

O Take a moment and confirm where the BBOC START SRVR command is being issued®.
It may be manually (from CICS console), through PLT sample and INITPARM= (),
through PLT sample 3, or from sequential terminal.

Note: Up to this point we've shown issuing the BBOC START SRVR manually from the CICS
terminal session.
However, if you read ahead you would have seen we demonstrate other ways to issue
the BBOC command:
* Using a PLT program and INITPARM () on page 35
* Using a PLT program for longer BBOC commands on page 35
* Using a sequential terminal input on page 36

The point here is simply this: determine where the BBOC is being issued so you can
modify that command and know you're changing the command that will take effect.

O Determine if the CICS region security is on (SEC=YES in SIP). If not, arrange for CICS
security to be enabled.

O Determine if XUSER=YES is specified in the SIP for the region. If not, arrange for it to be
added.

O Modify the BBOC START SRVR command (in what method you're using to issue that
command) so SEC=Y, REU=N and TRC=1 is set® %,

O Start the Link Server -- manually with BBOC START SRVR, or using one of the other
methods. If you get RC=8/RSN=21 then check to make sure your cell has
ola cicsuser identity propagate = 1 coded and in effect.

O Now issue the command:
F aaaaaa,DISPLAY,ADAPTER, DAEMONRGES

Where aaaaaa is the JOBNAME for the target WAS z/OS application server.

You should see something like this:
BBOAQOO7I: SHOWING REGISTRATIONS FOR DAEMON GROUP:

BBOAOOO3I: Name Jobname SWT TL Min Max Act State
BBOAOO0O4I: CICSREG CICS 100 00 0001 0010 0001 0O
BBOAOO0O4I: SWASDEFAULTS CICS 000 00 0000 0001 0000 0O

BBOO0188I END OF OUTPUT FOR COMMAND DISPLAY,ADAPTER, DAEMONRGES
Where the highlighted "CICSREG" is the RGN= value you specified on the BBOC
START SRVR command, and the highlighted "S" and "1" indicate that the SEC=Y value
has taken effect.

O From a CICS region terminal, issue the command:
CEMT INQ TAS (BBOS)

You should see something like this:

INQ TAS (BBOS)
STATUS : RESULTS - OVERTYPE TO MODIFY
Tas (0000043) Tra (BBOS) Run Tas Pri( 001 )

31 For this exercise two parameters will change. Knowing where the command is being issued will help make certain any changes are made
in the right place.

32 Tracing (TRC=1) is not required to do security assertion. We're using it here because it's a great way to confirm the ID has been asserted.
the trace will indicate what ID was asserted and what ID the BBO# transaction task was started under. Default tracing (nothing specified,
which resolves to TRC=0, doesn't show that level of detail.

33 You may find the addition of TRC=1 bumps you past limits of INITPARM if that's the method you're using. If so, remove INITPARM from
your SIP and restart the CICS region. You'll get an error messaging indicating INITPARM not present, which causes no harm. Then issue
BBOC START_ SRVR from a CICS region terminal.
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Sta (SD) Use (uuuuuuuu) Uow (CB107F0340C3EBF2)

Where uuuuuuuu is the userid under which the BBOS link server task is running. You'll
need that for the SAF SURROGAT profile step coming up.

O For the ID associated with the BBOS link server task to start BBO# under the asserted ID,
a SAF SURROGAT profile update may be needed. Work with your security administrator
to verify, create or update the following:

RDEFINE SURROGAT *.DFHSTART UACC (NONE) OWNER (<owner_ID>)
PERMIT *.DFHSTART CLASS (SURROGAT) ID(<BBO$_ ID>)
SETROPTS RACLIST (SURROGAT) REFRESH
Where:
* <owner ID>is whatever ID your security administrator chooses to use when creating
the profile

* <BBOs ID>is the ID under which the BBOS link server task runs

Note: The specific SURROGAT profile that will be sought is:
<asserted ID>.DFHSTART
We show * . DFHSTART as a way of having one profile apply to many IDs that may come
across. Use whatever security conventions are appropriate for your installation.

The important thing is to make sure no other SURROGAT profile matches before the one
you intend.

Failure to have the SURROGAT set up properly will result in the following error in the
BBOOUT held output:

BBOA8600E An error occurred with CICS START TRANSID: BBO# RESP: 70 RESP2: 9.

The next step involves updates to get an ID to flow over to CICS3*. How you accomplish
that is dependent upon the level of WAS z/OS you're using:

If v7 You will need to use a copy of the OLASample?2.ear application where Basic
Authentication is enabled. See "WAS z/OS Version 7 and application with Basic
Auth enabled" on page 29, then when installed, come back to this place in the
document and proceed at the point after the alias is configured.

If V8 or V8.5 You may code an alias on the application module that performs the call, or you
may use an application that authenticates. Coding an alias is fairly simple so
that's what we'll illustrate here®.

O Create an alias for the ID you intend to assert across WOLA into CICS:
O In the Admin Console, go to Resources = Resource Adapters = J2C connection factories
O Click on the link for the "ola" connection factory created earlier

O Over to the right, click on the link for "JAAS - J2C authentication data":
Related Items

JAAS - 12C authentication data

O Click on the "New" button

34 If you use the sample applications as delivered, then no ID will flow. That will result in a RESP=69, RESP2=8 error in CICS BBOOUT.

35 Although if you wish, you may use the copy of OLASample2.ear with Basic Auth we show being used for WAS z/OS V7 (page 29). It
works with Version 8 or V8.5 as well. However, please review the steps specified for V7 starting on page 29. You will need to turn on
application security and create an EJBROLE to make Basic Auth work, whether V7, V8 or V8.5.
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O Provide a name for the Alias (whatever name you wish), and then provide the ID and
password for the ID:

General Properties

# Alias

# User ID

% Password

Cescription

Apply | Qb | Feset | Cancel |
When completed, click the "OK" button.
O Save and synchronize your changes.

O With the alias created, now you can go into the application and provide that alias to the
Java module that makes the WOLA call. Do the following:

O In the Admin Console, go to Applications = Application Types = WebSphere enterprise
applications

O Click on the link for the "OLASample2" application

O Click on the link for "Resource References":
References

Fezource references ,i_

EJB refersnces

O Select the check box next to the "Was2Cics" EJB and then click on the "Modify Resource
Authentication Method" button:

Sat Multiple JHDI Hames = || Madify Ressures Sutheneic atien Mathad. ., Extendad Droperied... |
Rerource
Selact Module {41 [1]. ] Fararacon Target Resowce JHDL Hame

oLa - OLA_Sarmplal.janMETA- aisfola

9 Sampled INFY e sl siefels Browse...
oLa . LA Samplal.)anMETA- aisfola

_—l $amplaz olaiamplel_roundirip THRY af~ ar; ol aiifala r—
—l 2;":‘_' laz LA _Sample? _Web, wan, WEB- aisfola LI

: i THFf wab. xrod ! BrORES...
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O Select the "Use default method" radio button, then select your alias:
Specify authentication method:

O Mane

Llse default method (rany-to-one mapping)

Authentication data entry
| Seled... bl

Selec...
O z3dmnode/USERL F [one-to-one rmapping)

Authentication data entry
| Seledt... W |

O Use custom login configuration

Application login configuration
| Select... w

Apply | d——

Then click the "Apply" button to place your alias on the EJB module resource reference.

O Make sure your alias appears on the module:

Resource authorization:

Container
Was?Cics OLA_Sarnple2.jarnMETA- sisiola |Eis.l’ola Authentication method:
D ello-germemnl Browse. .. DefaultPrincipalMapping
Authentication data entry:
E— z3dmnode/USERL
O Click "OK"

O Save and synchronize your changes

If you are using V7 and deployed the Basic Auth copy of the application, start back up from here

O Stop and restart WAS and CICS. This may not be strictly necessary at this point, but it's
a good way to insure all the changes are properly enabled and any caching is cleared.

O Make sure the registration into WAS z/OS is in place with SEC=Y and TRC=1°°.
O Run application from browser just as you did before®.
O Check the BBoOUT of your CICS region. You should see something like the following:

BBOA8501I Calling Get Context API ... connhdl: 0000020009729bb000000001
BBOA8501I Get context req. completed. connhdl: 0000020009729bb000000001
BBOA8501I Userid propagated: <your asserted ID>

BBOA8501I Link transaction id propagated:

BBOA8501I Link request container id prop.: WAS BBOA REQ

BBOA8501I Link request container type: 0

BBOA8501I Link response container id prop.: WAS BBOA REQ

BBOA8501I Link response container type: 0

BBOAB8501I Link tx/cmt/rb: 0/0/0

BBOA8501I Var len ctxt area: 16315524

BBOA8501I Num var ctxts: 1

BBOA8501I Extended TX context: 0

BBOA8501I Correlator context: 163155B4

BBOA8501I WAS correlator id: ID=WebSphere Application Server for z/0S

36 You can validate this with the MODIFY command shown on page 25.
37 And if using the V7 Basic Auth copy of the application, provide the ID and password you wish to assert across WOLA into CICS.
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BBOA8501I WAS correlator data 2: INSTANCE=

BBOA8501I Instance data: 1478b863000000d40000000

BBOA8501I WAS correlator data 3:

BBOA8501I WAS application is NOT IN a Global Transaction.
BBOA8501I Security propagation ON. Userid requested: <your asserted ID>
BBOA8501I Container interface NOT requested. Use COMMAREA.
BBOA8501I Starting WAS adapters Link task

BBOA8501I Link transaction id: BBO#

BBOA8501I linkparms.aclnk connhdl: 0000020009729bb000000001
BBOA8501I Starting with USERID <your asserted ID>

BBOA8501I Start server completed successfully.

BBOA8501I Calling Receive request Any API for '*'

BBOA8701I <++++++++++ ADAPTERS CICS LINK TASK START +++ Thu Mar 14
18:41:03 AFaE>

BBOA8701I Initiated by server task number: 0000043

BBOA8701I Connected to WAS server Z9CELL/Z9NODEA/Z9SRO1A
BBOA8701I Initiated with register name: CICSREG

BBOA8701I Initiated for service name: OLACBO1

BBOA8701I Initiated with tsgname:

BBOA8701I Initiated with connection handle: 0000020009729bb000000001
BBOA8701I Initiated with trace level setting: 1

BBOA8701I Initiated with trace TDQ name: BBOQ

BBOA8701I Initiated under userid: <your asserted ID>

Data to be passed in a COMMAREA

Calling Get Data API with connhdl: 0000020009729bb000000001
Get data request completed

Copied linkparms to tsg: BBO0O051C

EXEC CICS LINK to PROGRAM: OLACBO1

EXEC CICS LINK to OLACBOl1l with Commarea Successful!

Calling Send Response API. connhdl: 0000020009729bb000000001
Calling Send Response, sending 25 bytes...

Send Response completed.

Releasing conn back to pool. connhdl: 00000200097290b000000001
Release connection back to pool completed.

Return Code: 0 rsn Code: 0

Elapsed time: 0.000000 seconds

Elapsed CPU time: 0.000403 seconds

O Troubleshooting: if your test fails and in the BBOOUT you see:
BBOA8600E An error occurred with CICS START TRANSID: BBO# RESP: xx RESP2: y.

RESP | RESP2 Cause and Correction

69 8 Then the ID was not asserted across. If you look higher in the TRC=1 output
you should see the "Security propagation ON. Userid requested:" message
with no ID following. The probable cause is the alias was not present. Go
back and check the alias is properly defined and all changes have been
synchronized.

70 9 The SURROGAT update to * . DFHSTART was not in effect for the ID under
which the BBOS link server task is running. Verify the ID for BBOS, verify it is
provided READ to * . DFHSTART, and verify a SETROPTS REFRESH was
issued.

WAS z/0OS Version 7 and application with Basic Auth enabled
Overview:

During testing we discovered that WAS z/OS Version 7 did not assert the alias ID across the
WOLA link to CICS. However, an application that performed authentication did. Demonstrating
identity assertion with an authenticated ID is more "real world" than using an alias. We used an
alias for the V8 and V8.5 exercise above simply because it's the easiest to set up.
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To show identity assertion with WAS z/OS V7 we took the 0LASample?.ear that comes with V7

and added Basic Authentication to it. Using that application you can validate identity assertion
from WAS z/OS V7 over WOLA into CICS.

Note: If your level of WAS z/OS is Version 7.0.0.11 or below, then this OLASample2.ear
application is not applicable. You really should update the level of maintenance for your
copy of WAS z/OS to the most current, or at a minimum 7.0.0.21%.

The overview picture is similar to before, but with two other components:
RDEFINE EJBROLE <prefix> Clerk UACC (NONE) OWNEER (<owner ID>)

PERMIT <prefix>.Clerk CLASS (EJEROLE) ID(<logon ID:)
SETROPTS RACLIST (EJEROLE) REFRESH

Application security

[l
I
]
i
]
i
]
i
]
1
i
]
i
]
Il
1
i
i
-

SIP
REC=YER

HUBER=YES2
WAS /0S8 Server CICS Region feeeeeeeee e oo

Application n BBOY BB O OLACBO1

WOLA WOLA TRUE

N 5

EDEFINE SURROGZAT *.DFHETART UACC (NCONE) OWMNER (<owner ID>)
PERMIT *.DFHSTART CLASS (SURROGAT) ID(<BEBOSID>)
SETROPTS RACLIST (SURROGAT) REFRESH

ﬂ Enabla application seousdty

Notes:

1. The BBOC START SRVR command is started with SEC=Y. That allows security assertion.
This requires the WAS cell to have the ola cicsuser identity propagate = 1
variable set as we spelled out under "Create cell-level WOLA "identity propagate”
environment variable" starting on page 8.

2. The cell has "Application security" enabled and that value synchronized out to the servers.
3. A SAF EJBROLE profile to check if the ID used to log on has access to the role.

4. The CICS region has security enabled (SEC=YES) and EXEC CICS START checking enabled
(XUSER=YES).

5. SAF profiles exist to allow the BBOS task ID to start BBO# with the asserted ID*°.
Do the following:

O In the Admin Console, go to Security = Global Security

O Check the box "Enable application security":

Application security

Enable application security

O Click "Apply," then save and synchronize the changes.

38 7.0.0.21 or higher is particularly important if you are using CICS TS 4.2. Fixpack 21 had significant fixes to allow the WOLA components
to operate properly inside of CICS TS 4.2.
39 In this case the asserted ID is the logon ID.
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The application is going to check authorization based on an EJBROLE called "Clerk."
Therefore, you need to create an EJBROLE profile in your SAF product. For RACF
the commands would be:

RDEFINE EJBROLE <prefix>.Clerk UACC (NONE)
PERMIT <prefix>.Clerk CLASS (EJBROLE) ID(aaaaa) ACCESS (READ)
SETROPTS RACLIST (EJBROLE) REFRESH

Where:
e <prefix>is the SAF profile prefix used for your cell*°
* aaaaais the ID you will use when logging on to the application

Note: EJBROLE definitions are case sensitive. The application is looking to match against
Clerk with that exact mixed-case. Be sure to create the EJBROLE with a name that
exactly matches the case for Clerk.

Go to the WP101490 Techdocs website*' and scroll down to the section titled
"WOLA Quick Start Guide." There you will find a file named:

OLASampleZ2.BasicAuth.v7.ear
Save that file to your workstation.

In the Admin Console, uninstall any copy of OLASample?2.ear you may have
deployed.

Deploy this "BasicAuth" copy of the EAR file into your server used for WOLA. It
deploys in exactly the same way the non-authentication copies of the application
deployed.

Save and synchronize the changes.

Start the application.

Close all the browser instances and re-open fresh*2.
From a browser, issue the following URL.:
http://<host>:<port>/OLA Sample2 Web/

Where <host> and <port> are the what's appropriate for the WAS z/OS server in
which the sample application is deployed.

You should see an authentication challenge:

Authentication Required

A username and password are being requested by http:ffivg31.washington.ibm.com: 30067, The
site savs: "null"

User Mame: | |

Password:

Ok ] [ Cancel

40 You can determine this in the Admin Console: go to Security = Global Security, then in the lower-right of that panel click on Custom

41
42

Properties. Look for the custom property com. ibm.security.SAF.profilePrefix. The value assigned to that property is the prefix
we are referring to here. If no prefix is specified, then your cell is operating without a prefix. In that case the EJBROLE would simply be

URL: http://www-03.1ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP101490

The purpose of this is to clear any authentication cookies you may have; for example: the ID for your WAS Admin Console. The objective
here is to have the application challenge you for authentication. If the application receives an authentication cookie from your browser, it
will assume that's the ID to use and it won't challenge you.
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O Provide the ID and password of the ID you wish to assert across WOLA into CICS.

O If the ID was accepted® then close the browser* and return to page 28 where you
will pick back up where indicated on that page.

Optional - Use the CICS Channels and Containers sample OLACB02

Overview:

CICS "Channels and Containers" is a mechanism used to pass information to and from CICS. It first
became available in CICS TS 3.1. Among other benefits, it overcomes the 32K size barrier of
COMMAREA.

WOLA supports the use of Channels and Containers, but the degree of support is a function of the
level of WAS z/OS you have:

Ve TS e 2here Limited to a single fixed channel name
VERER LU0 Uinregn S0/ Limited to a single container of type BIT or CHAR OLACEOZ
Version 8.5.0.0 through 8.5.0.1 9 yP
. . OLACB02%
Version 8.0.0.5 or later gz: ﬁn;m:: Pan;i;'ii'n%:wﬁggdmrgﬁggd OLACB10
Version 8.5.0.2 or later ype using supp OLACB11
One or more containers using mapped records OLACB12

In short, starting with 8.0.0.5 or 8.5.0.2 the support for channels and containers was improved
considerably. The original support was effective but limited.

In this section we'll show the usage of channels and containers assuming the limited function and

using the OLASample?2.ear application and the OLACB02 sample COBOL program for CICS*.
Do the following:

O Locate the 0LACB02 sample source code:

O If V7, then if you followed the instructions under "Copy the WOLA samples to your samples
data set" starting on page 64 then the 0LACB02 source deck should be in your samples data
set.

O 1If V8 or V8.5 the OLACB02 source deck should be in your sample data set. The
copyZ0S. sh shell script copied out all the supplied samples.

O Customize the 0L.ACB02 JCL to match your COBOL compiler environment and compile the
OLACBO02 program into your hlq. version.WOLA.MODULES library data set*.

O Start your CICS region, then log into the CICS region, clear the screen and then enter
the following command as one command line:
BBOC START SRVR RGN=CICSREG DGN=aaaaaa NDN=bbbbbb SVN=cccccc SVC=*
MNC=1 MXC=10 TXN=N SEC=N REU=Y
Where:
* aaaaaa is your cell SHORT name

* bbbbbb is the node SHORT name
* cccccc is the server SHORT name
Note: That BBOC command is essentially the same as used before. In other words, the use of

channel/containers does not require anything new or different on the command to start
the Link Server or to register into the WAS server.

43
44
45
46
47

© 2013, IBM Corporation

A browser "403" error would indicate the ID you provided did not have READ to the "Clerk" EJBROLE.

Don't actually drive the application into CICS at this point because a few other things are needed.

Using OLACBO02 with the newer level of support is possible. See "8.0.0.5/8.5.0.2 (or higher) and OLACB02 sample" on page 78.
If you have 8.0.0.5 or 8.5.0.2 then see "Improved Channels and Containers using 8.0.0.5 or 8.5.0.2" on page 75.

The CSDUPDAT job included a reference for OLACB02, so you should not need to update your CICS CSD.
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O From a browser, issue the following URL:
http://<host>:<port>/OLA Sample2 Web/

Where <host> and <port> are the what's appropriate for the WAS z/OS server in which the
sample application is deployed*®.

O On the browser screen, see the notes that follow the diagram and correspond to the numbered
blocks*:

Diata to send to external address space - [ Convert to ebedic
Test dalato external a/s

Response back from external address space - [ Convert to ascii

OLA Eegster Mame {max 12 chars)

CICSTEST n

OLA Service Name {max 256 chars)

s ens H

CICS Link Server-spectfic data: L[ Use Contamers
CICS-Link Eequest Container Id (max 16 chars) [ BIT Container
WiAS_BEOA_RECQ

CICS-Link R:spon% Id {maxx 16 chars) | IR

Wias_BBEOA_REC
CICS-Lnk Transachon 1d (mase 4 chars) | BBO#

OLA over IMS OTMA data: [ Use OLA over OTMA [ Print debug data?
IS OThA KCF Group Name IS OThA Server Mame

[ Fun WaS-»External address space test |n

Notes:

1. Supply the registration name used on the BBOC command (which was CICSREG)

2. The service name in this case will be OLACB02

3. Check the "Use Containers" check box®.

4. For the request container and the response container, override the default seen on the
browser screen and use the same value of BBOA-WAS-CONTID for both®'.
Do not check the "BIT Container" check boxes.

6. Click the button to send the message over to CICS using channels and containers.

48 |If you're using the copy of OLASample2 that we updated to perform Basic Authentication, then supply the ID and password you used
earlier for the identity assertion exercises.

49 This is showing the browser screen for OLASample2 pre-8.0.0.5/8.5.0.2. If you're using 8.0.0.5/ 8.5.0.2 or higher, see "Improved
Channels and Containers using 8.0.0.5 or 8.5.0.2" starting on page 75.

50 This tells the Java code to use the ConnectionSpecImpl class setUseCICSContainer () method.

51 The OLACBO2 program is hard-coded to expected that string for both the request and response container. Any other value will result in
the message "OLACBO02 sending string BBOA-WAS-CONTID container was not passed to the program" in the CICS region CEEMSG DD
and with your input text echoed back to the browser, which is not correct. What you are expecting to see as success is "OLACB02 Read
from BBOA-WAS-CONTID container successfully" on the browser screen.
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O Success and troubleshooting:
Successful execution:
Browser:

Cutput: OLACEQZ Eead from BEOA-WAS-CONTID contaner successfully
Test Executed

CEEMSG DD:

OLACB02 sending string OLACB02 Read from BBOA-WAS-CONTID container
successfully

Unsuccessful execution:
Browser:

Mo output recerved €—————
Test Executed

CEEMSG DD:

OLACB0Z2 entered with channel <no channel name appears>

CEE3250C The system or user abend ERCH was issued.
From compile unit OLACB0Z2 at entry point OLACB02 at compile unit
offset 16210800.

Cause: The "Use Containers" check box was not checked.

Unsuccessful execution:
Browser:

Mo output recerved €————
Test Executed

CEEMSG DD:

CEE3250C The system or user abend ECBl was issued.
From compile unit OLACBO0l at entry point OLACB0l1 at compile unit
offset 16212800.

CEE3DMP V1 R13.0: Condition processing resulted in the unhandled
condition.

Cause: The "Use Containers" check box was checked, but the "Service Name" used was
the OLACBO1 (not OLACB02) program.
Unsuccessful execution:
Browser:

Ctput: Test data to external afs
Test Executed

(The text message you sent appears to be echoed back, just like with OLACB01)
CEEMSG DD:
OLACB02 sending string BBOA-WAS-CONTID container was not passed
to the program

Cause: Something other than BBOA-WAS-CONTID was used for the request container ID.
Check to make sure that exact string is used for the request container ID.
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Unsuccessful execution:
Browser:

Mo output recetved €————
Test Executed
CEEMSG DD:

OLACB(0Z2 sending string OLACB0Z2 Read from BBOA-WAS-CONTID container
successfully

Cause: The value BBOA-WAS-CONTID was used for the request container ID, but
something other than BBOA-WAS-CONTID was used for the response value.
Optional - Link Server start with BBOACPL2 PLT and INITPARM
Overview:

Up to this point in the exercises you have started the Link Server Task using the BBOC transaction
through a CICS terminal session. The manual method works, but a more common approach is to
have the TRUE and the Link Server Task started at CICS initialization.

The section titled "Appendix B: Starting Link Server Task at CICS Startup" starting on page 66 covers
the different means by which this may be accomplished.

In this section the first of three methods will be covered -- using INITPARM= () and the BRBOACPL2
sample program compiled with the DFHPLTOL job.

Do the following:

O Go to "BBOACPL2 and INITPARM=()" starting on page 66 and follow the instructions
there. Return to this spot when you've completed the steps outlined there.

O Exercise any or all of the tests you've done to this point in the document:

O Outbound WAS = CICS using OLASample1 or OLASample2 application
O Inbound CICS = WAS using OLAUTIL 3270 application in CICS
O Outbound WAS = CICS using ATSSample1-new application
Optional - Link Server start with BBOACPL3 PLT
Overview:

One of the limitations of BBOACPL2 and INITPARM= () is the length limitation CICS imposes on the
use of INITPARM. There is only so much that can be done to reduce the length of the parameters.

When the Link Server Task start string is simply too long, then another means of starting it at CICS
initialization is needed.

Do the following:

O Go to "BBOACPL3 and longer BBOC commands" starting on page 67 and follow the
instructions there. Return to this spot when you've completed the steps outlined there.

O Exercise any or all of the tests you've done to this point in the document:
O Outbound WAS = CICS using OLASample1 or OLASample2 application
O Inbound CICS = WAS using OLAUTIL 3270 application in CICS
O Outbound WAS = CICS using ATSSample1-new application

© 2013, IBM Corporation .35. WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills Version Date: Friday, August 16, 2013



WP101490 - WOLA Quick Start Guide

Optional - Link Server start with Sequential Terminal

Overview:

CICS has long supported the use of a "sequential terminal” to input commands. That sequential
terminal may be a data set containing the BBOC START SRVR command. This is another way to get
around the length limitation on INITPARM.

Do the following:

O Go to "Sequential Terminal" starting on page 71 and following the instructions there.
Return to this spot when you've completed the steps outlined there.

O Exercise any or all of the tests you've done to this point in the document:

O Outbound WAS = CICS using OLASample1 or OLASample2 application
O Inbound CICS = WAS using OLAUTIL 3270 application in CICS
O Outbound WAS = CICS using ATSSample1-new application

Optional - "Development Mode" ... Distributed WAS using Proxy EJB into CICS*

This is function made available in WAS 8.0.0.1 or WAS 8.5.0.1%. It enables a Java developer
using a distributed WAS server (for example, on their development Windows or Linux machine)
to test their Java code without having to deploy the application on z/OS.

In the WP101490 Techdoc there is a PDF titled "WOLA History of Updates Timeline," and in
that PDF is an overview picture of what this section is related to:

'
Someocne is talking
Connection it to me over WOLA!
- Fadlun_,r \ _
{ provides T
I'm talking details of O
woLA! Distributed WAS mainframe CICS, IMS, Batch, etc. l
N . - Proxy: host, =] o
T, — CF port, JNDI, etc H External 1:
H I OLA L@ X .. q ]
flfp_ 7| RAR ---m Program
— OLA resource LU
adapter uses
OLA application Application uses RMINIOR to Proxy EAR uses OLA Cross-memory OLA
in development OLA resource contact OLA CClinterfaces to connection fo external
or test adapter CCI _P“:"I(!" communicate across address space
interfaces application on OLA to target service
mainframe

Overview
Refer to the picture above when reading these bullets:

*  The model we're exploring here is "outbound" from WAS to CICS (or IMS). It's just that the
instance of WAS is on a distributed platform and not z/OS.

*  True WOLA is limited to same-LPAR cross memory, so there's no way to do cross memory from
the distributed WAS to CICS. Instead, a "proxy" function is placed between the distributed WAS
instance and z/OS WAS. That proxy function involves communication over a standard IP
network.

* The application on distributed WAS communicates with the WOLA JCA resource adapter. You
can download that ola. rar file and install it into WAS on distributed in the exact same way you
install it into WAS on z/OS.

* The connection factory on distributed is updated with a few custom properties to tell it what z/OS
system to talk to. We'll cover those custom properties a bit later.

* On z/OS a supplied "Proxy EJB" is installed to serve as "catcher" for the WOLA proxy calls
coming up from WAS distributed. The Proxy EJB then turns and drives across the ola.rar JCA
resource adapter to do "true WOLA" into CICS (or IMS).

52 Special thanks to Mike Kearney for his help and support on configuring the CSIv2 security settings for this.
53 In the InfoCenter, search on the string tdat develop config localmode.
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This model still requires WAS on z/OS, and WAS on z/OS still needs to be configured to
support WOLA. So all the earlier steps to enable and validate WOLA communications into
CICS apply. But the Java application doing the WOLA calls runs on a distributed WAS
instance. That allows the developer to start and stop the WAS instance as much as they
want without having to get involved with z/OS operations.

Determine security settings for WAS z/0S

This "Development Mode" function involves RMI/IIOP calls from the distributed WAS server
up to WAS on z/OS. When global security is enabled on the target WAS z/OS then it means
global security must be enabled on the distributed WAS instance as well.

For this document we will assume global security is enabled for the WAS z/OS server®.

Assuming security is on for WAS z/OS implies making sure global security is on for the
distributed WAS as well. That's next.

Determine security settings for distributed WAS, and enable if necessary
Do the following:

O Start your distributed WAS server and log onto the Admin Console. Does it prompt
for a password?

O Yes -- then security is already enabled. Skip to "Assumed starting point for WAS z/OS
environment" on page 39.

O No -- Security is not enabled. Proceed to the next step in this section.

O Determine if your distributed environment is a "Standalone" or "Network Deployment”
configuration®. In the Admin Console, go to System Administration:

Standalone Server: Network Deployment:
=l System administration —| System administration
Extended Repasitory Service Cell
Sawve changes to master repositary Job manager

Console Preferances
Jab scheduler

Extended Repository Service
Save changes to master repository

Canzole Identity Deployment manager ‘1_
Modes
Middleware nodes
Mode agents
Middleware descriptars

Mode groups

O If Network Deployment®, then click on "Node Agents." Make sure all the Node
Agents listed show a status of "started":

Selact| Marme Status ¢

St

ou can adrinister the fol

D nodeagent @

Total 1

Start any Node Agents that are not already started. Verify "green arrow" for each.

54 That's easily determined by logging onto the Admin Console. If it prompts for an ID and password, then global security is enabled.

55 If Network Deployment, then turning on security requires synchronization to all the nodes. Failure to synchronize the security change
could create problems later. Knowing the environment now means we can be extra careful about synchronizing.

56 If Standalone, then skip this step.
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Go to Security = Global Security. You should find the "Enable administrative
security" checkbox unchecked:

Administrative security

D Enable administrative security Adrninistrative user roles

Adrninistrative group roles

Adrninistrative authentication

Click on the "Security Configuration Wizard" button:

Security Configuration */izard | Security Configuration Report |
Administrative securitﬁ\
O enable adrministrative security Administrative uzer roles

Adrninistrative group roles

Adrninistrative authentication

On the "Step 1: Specify extent of protection" panel it will ask you if you want
application security and Java 2 security. The default will be:

Enable application security

D Usze lawa 2 security to restrict application access to local rezaurces
If you're not sure what to provide here, turn both off*’. Since you had security off
before, you were operating with no security. Go with minimal here.

The next panel will ask you what user repository you wish to use for authentication.
The easiest would be "Local operating system." That tells WAS to check against the
local OS when a userid and password is provided:

Select user repository

The usar account repository stores L
authorization, The default repositor
one or more extarnal Lightwaight Di
standalone external repository

O Federated repositaries
O Standalone LDAP ragistry
G} Local aperating systern

O Standalone custorn registey

Next, provide the "Primary adminstrative user name." This will be ID you use to log
into the Admin Console. For example, on Windows you would supply the ID you use
to log onto Windows. Then when you log into the Admin Console you would use
your Windows ID and password.

Configure local operating system

The user account repository stores users an
autharization, The default repositary iz built
one or more external Lightweight Directary ¢
standalone external repositary,

4 Prirmary adrinistrative usar name

O Click next to the summary, then "Finish." Then Save and synchronize the change to

all the nodes. (If Standalone, then a simple save is sufficient.)

57 The default with "Enable application security" box checked is acceptable for using the WOLA proxy function.
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O If Network Deployment®®, now go to System Administration - Nodes and make sure
the changes have been synchronized:
Add Mode || Remave Mode || Force Delete || Synchronize || Full Resynchronize || Stop
BE P

Select Mame 2 Host Name & Warsion 5 Discovery Protocol 73 Status &)

“fou can adrninister the following resources:

z9dmnode wg31.washington.ibm.com ND 8.5.0.2 TCR &
[]  z2nodea wg31.washington.ibm.com ND 8.5.0.2 TCR —p (@

Total 2

The little green circle indicates synchronized. A little red circle with a broken line
through it means not synchronized. If not synchronized, then click the check box
next to the node and then click the Synchronize button.

Important: Make sure all the nodes are showing synchronized before you move on. If a
node is showing a question mark for the status that means the Node Agent is
not started. Start the node agent and synchronize.

O Log off the Admin Console and stop all the servers in the cell. If Standalone, that
means just the one server. If Network Deployment, then it means the Deployment
Manager, Node Agents and Servers.

O Restart the servers and attempt to log into the Admin Console. You should be
prompted for an ID and a password. Enter the password for the primary ID you
entered earlier. You should then be taken into the Admin Console.

Assumed starting point for WAS z/OS environment
At this point in the step-by-step instructions we have to set a baseline on what we assume is
configured at this point. The following picture illustrates the assumed starting point:

WAS distributed WAS z'0S Environment CICS Region

OLACBO1

ola.rar
BBO /BB O

E
_,,._ TRUE

*+  WOLA s enabled in the WAS cell
» The WOLA JCA resource adapter (ola.rar) is installed with a configured connection factory
* The OLASample2 application is installed

»  WOLA s enabled in the CICS region, with the Task Related User Exit, the Link Server Task
and the sample OLACBO01 program installed.

You would have all this if you worked through the earlier parts of this Quick Start guide up to
and including "Outbound WAS into CICS with OLACBO01 as target service" on page 20. Those
steps took you though enabling WOLA in WAS and CICS and validating using the supplied
samples.

If you don't have this as part of your WAS z/OS environment, then return to the earlier parts of
this document and step through the instructions until this is constructed.

58 If Standalone, then skip this step.
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Install Proxy EJB in WAS 2/0S

The Proxy EJB is a supplied application that serves as the "catcher" for RMI/IIOP calls
coming up from the distributed WAS. You install it into the application server you intend to

use for WOLA:
WAS distributed WAS z/0S Environment CICS Region
' samplez | OLACBO1
e P . olarar
R uEiﬁ“"-ifﬁ;;;;;g;g‘; BBO$/BBO#
"""" | — = TRUE

The Proxy EJB application is supplied™ at the following location:

/<node mount point>/AppServer/installableApps/ola proxy.ear

It's a relatively simple installation, very much like any other application.

Do the following:
O In your WAS z/OS configuration node directory, locate the ola proxy.ear file.
O Begin a new application installation as you would any EAR installation.

O For the "Path to the new application," use "Remote file system" and point to the path
and file name for the EAR file:

Path to the new application

O Local file system

@ Rermuote file systemn
Full path
|1odea.l"AppSeruer.l"instaIIableAppstIa_pmxy.ear Browse...

Mext Cancel

O For "Step 3," map the "Target Resource JNDI Name" field to the JNDI of the WOLA
JCA connection factory®.

Zelect | Module Bean URT Rezsource | Target Resource JMDI Login

Reference | Hame configuration
| ieral Resource
zisiola RortRama

. OLAProxyEIR.janMETA- | . authorization:
I:‘ OLAProxyEIR jar | ProxyEIR INFf ajb-jar xml eizfala Browse,.. Per

application

Note: Pause a moment and think about that. The WOLA JCA resource adapter
connection factory is how Java applications gain access to outbound WOLA. We
saw that earlier with the OLASample2 application.

Here we have another application -- the "proxy" application -- doing the exact same
thing. The proxy serves as the "catcher" for RMI/IIOP calls coming up from the
distributed WAS. It then turns and drives the WOLA JCA just like the OLASample2
application did. The difference is the proxy EJB is driving WOLA on behalf of the
Java application on the distributed WAS.

O Complete the application installation, then save and synchronize.

59 Atlevels 8.0.0.1 or 8.5.0.0 or later. Earlier levels of WAS z/OS did not have this development mode support and thus no proxy EJB.
60 We had you set this to eis/ola back on page 11.
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O Go to Applications > Application types - WebSphere enterprise applications and
start the proxy application:

Start | Stop | Install | Uninstall | Update | Rollaut Update | Fermaove Fila | Expart |

Application Status Q

e

ola prox

The proxy is installed and ready to accept calls from the distributed WAS instance. The next
step is to configure the distributed WAS instance to be able to make the calls.

Download and install ola. rar in distributed WAS environment

Back under "Install the ola.rar resource adapter and create a connection factory" on page 9
we had you install ola. rar into your WAS z/OS node. This is essentially the same
process, except the installation target is your distributed WAS node:

WAS distributed WAS z/0S Environment CICS Region
- sample2 | OLACBO1
T olarar
J— N BBO$BBO#
-3+ Proxy EJB | r
e - CF
| - TRUE

The application in the distributed WAS instance will use the ola.rar JCA resource adapter
just like the application on WAS z/OS did. The difference will be in the Connection Factory
("CF"), which will be configured with custom properties to indicate where the Proxy EJB is
located.

Note: During testing it was discovered the 8.5.0.2 copy of ola.rar had problems. The symptom
was a FFDC event emitted on the distributed WAS instance that started with:

Exception:com.ibm.ISecurityLocalObjectCSIv2UtilityImpl.GSSEncodeDecodeException

This document was written with the 8.5.5.0 copy of ola. rar installed in an instance of
WAS distributed running at 8.5.5.0 as well. That worked well.
If you're running at the 8.5.0.2 level of WAS z/OS, consider updating the distributed WAS

server to 8.5.5.0 and pulling the 8.5.5.0 WAS z/OS copy of ola.rar.
Do the following:
O Locate the ola. rar file in your WAS z/OS configuration. It should be found at:
/<node mount point>/AppServer/installableApps/ola.rar
O Download that file in binary to your distributed workstation or server.

O Follow the procedures®' documented under "Install the ola.rar resource adapter and
create a connection factory" starting on page 9. The steps are identical on a
distributed WAS instance as they were on WAS z/OS.

O Once the RAR has been installed and the connection factory created, make sure to
save (and if necessary, synchronize) the changes.

61 Taking into account the RAR file will be located on your /ocal file system in this case rather than remote as was done earlier.
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Download and install the OLASample2 sample application

The same OLASample?2.ear file deployed on WAS z/OS earlier may be used to test and
validate this "development mode" function using the Proxy EJB.

Do the following:

O

O
O

O

Locate the OLASample2.ear file on your WAS z/OS system. It should be located at:
/<node mount point>/AppServer/util/zos/OLASamples/OLASample2.ear
Download that file in binary to your distributed workstation or server.

Follow the procedures® documented under "Install sample EAR file" starting on page
11. The steps are identical on a distributed WAS instance as they were on WAS
z/OS.

Once the RAR has been installed and the connection factory created, make sure to
save (and if necessary, synchronize) the changes.

Configure custom properties on JCA connection factory

This is where things change from what was done earlier on z/OS. Custom properties on the
connection factory on distributed WAS provide a way to define where the Proxy EJB
resides.

Do the following:

O

O

In your distributed WAS instance Admin Console, go to Resources > Resource
Adapters - J2C connection factories

Set the scope to "All scopes" and then click on the link that represents the WOLA
connection factory you created in the previous section.

On the right side of the resulting panel, click on "Custom properties:"

Additional Properties

Connection pool properties

Advanced connedtion factory properties
Custorn properties .‘

Expand "Preferences," then set the row value to 30% and click apply:
-] Preferences ‘_

Maxinnum rows

|30h

l:l Retain filker criteria

Show iterns at the following authorization group level:
All Roles w

Apply Reset

Scroll down and locate "RemoteHostname". That's the first of six custom properties
to be set.

Set the following custom properties according to the this table:

Custom Property Description of value to provide

RemoteHostname Set this to the host name where the WAS z/OS server running the
Proxy EJB can be located. A DNS host name or dotted-decimal
IP address may be used.

62 Taking into account the EAR file will be located on your local file system in this case rather than remote as was done earlier.
63 Why? Because there are 24 WOLA custom properties and setting the rows to 30 allows all to be displayed at once.
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Custom Property Description of value to provide

RemoteJNDIName This is the JNDI name of the deployed Proxy EJB. By default it
will be: com.ibm.ws390.0la. jca.ProxyEJBRemote

Note: this assumes the port you specify for the RemotePort
property is hosted by the application server where the Proxy EJB

is deployed. If you specify the Node Agent ORB port then the
syntax of the JNDI name changes:

cell/nodes/aaaa/servers/bbbb/cccc

Where aaaa is the node long name, bbbb is the server short
name, and cccc is the JNDI name of the Proxy EJB.

RemoteJNDIPassword | The password for the ID specified for the RemoteJNDIUsername
property, which appears two rows lower in this table. There we
recommend coding the WAS Admin ID. So provide the WAS
Admin ID password here. The value you supply with be encoded
when saved into the XML. See note at end of table.

RemoteJNDIRealm In most cases this will be the configured host name for the
Daemon associated with the Deployment Manager on z/OS. If
the target server on z/OS is a standalone server then it's the
hostname for the Dameon associated with the standalone server.

RemoteJNDIUsername | The ID to be used to log in and authenticate as part of the JNDI
lookup of the Proxy EJB. Provide the WAS Admin ID®. See note
at end of table.

RemotePort The ORB_LISTENER ADDRESS port configured for the WAS z/OS
server where the Proxy EJB is installed.

Note: another way to authenticate into the WAS z/OS system is to use client certificates.
That requires no coding of ID or password. See "Alternative authentication - client
certificate" on page 49 for more on that process.

For example, during testing used to write this section of the document, our custom
properties looked like this:

RermoteHostnamme 9.82.31.213

EermotelMDIName cor.ibm,ws390,0la.jca. ProxyEJBRemote
RemotelNDIPassward R

RermotelMDIRealm wg3l.washington.ibm. com
RermoteNDIUsernare Z9ADMIN

RermotePort 10063

Example of J2C connection factory custom properties filled out. Your values may differ.
O Save and synchronize the changes.

64 Other IDs can be made to work. The WAS Admin ID is recommended here simply because it's most likely to already exist, and during
testing we validated that ID's authority is sufficient.
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Configure security settings on both distributed and z/0S
This will involve changes on both the distributed WAS instance and the WAS z/OS instance.
Do the following on the WAS z/0OS side:
O Inthe Admin Console, go to Security > Global security

O On the right side of the screen, expand "RMI/IIOP security," then click on "CSIv2
inbound communications":

o RMI/IIOP security df—

CEIw? inbound communications ,1—

C5Iw2 outbound communications

7 Java Authentication and Authorization Service

O Then set the "CSIv2 Transport Layer" to "SSL-supported™:

C5IvZ Transport Layer

Client certificate authentication

— :
Supported | %)

Transport " "
[ssi-supported [v]] | Set "Transport™ to

SSL-supported

O Click "OK" to commit that change. You'll return to the Global Security panel.
O Now click on the "CSIv2 outbound communications" link:

o RMI/IIOP security df—

CEIw2 inbound communications
C5Iw2 outbound cormmunications ,‘—

7 Java Authentication and Authorization Service

O Setthe "CSlv2 Transport Layer" to "SSL-supported" just as you did for inbound.
O Click "OK" and then save and synchronize the changes.

Do the following on the distributed WAS side:
O Inthe Admin Console, go to Security > Global security

O Setthe "CSlv2 Transport Layer" to "SSL-supported" for both inbound and outbound,
just like you did for WAS z/OS in the previous section.

O Save and synchronize changes.

O From the main Global Security panel, click the "CSlv2 outbound communications”
link.

© 2013, IBM Corporation .44 - WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills Version Date: Friday, August 16, 2013



WP101490 - WOLA Quick Start Guide

O Click on the "Trusted authentication realms - outbound" link:

Liluk Mmssage Layer

Facsage | i awsthendd crtian

Alcs dink by genssr sothardertian sihi

Cibwi At

5] Rropagats ety stibate
1 Usa dantty assution
Huebiwrar
= LTeR
# wric stheniication
higabian raad e - gntbaund :

0" Tousted

Cilvd Tranaport Layes
Clhark cactificata suthantication
Bl eatetal sasssir

Hevar |
1 Cnabla CEIZ ransian cacha b

Tearapest
SEL uppoebad [%
HEL seltings
= Canviradby man s i
P v i 11 S U ol

Unw rpeecific SEL abar
Al ol abrar

OF || Peiel || Conael

ook
O Now supply the trusted realm name, which will be the same value you provided on
the connection factory custom property back on page 43. Do the following:

Click on "Add External Realm"

Realms
Add External Realm... | Trusted | Mot Trusted |
Select | Mame 2
Mane Global securty > C51vZ outhound communications
Total O Usze this panel to trust a
# External realm name Type the realm name yﬂu
-«—— supplied on the Connection
| Apply | Factory custom property
0k || Cancel |
Click OK  [|-.__
.
.
1]
]
I
*
Add External Realm... | Trusted | Mot Trugted |
-~ i

Select | Marme 2
-
You can adrinister the following resao st

O

Total 1

Apply Click Apply

O Save and synchronize all changes.
O The next step involves importing the Certificate Authority (CA) certificate from your

z/OS system into your distributed WAS trust store. This can be done through the
Admin Console. Go to Security > SSL certificate and key management.

wg3l.washington.ibm. com
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O Click on "Key stores and certificates":

Related Items

55L configurations

Dyunaric authound
endpoint SSL
confiqurations

Eey stores and

certificates “_
Eey sets

Eey st groups

Kew mmanagers

Trust mmanagers

Certificate Authority
CAl clisnt
configurations

O Then click on the TrustStore link:

Select| Name £ Description £

“fou can administer the following resources:

|:| ModeDefaultkeyStare Default key store for
IBM-CO0BS4466E0Node0l

O ModeDefaultTrustStore Default trust store for

\ IBM-CO0B94466E0Nodenl

O Click on the "Signer certificates" link:

Additional Properties

Signer certificates ‘

Ferzonal certificates

Ferzonal certificate requests

Custormn properties
O Then click on the "Retrieve from port" button:
Add | Deleta | Extract | Fetrieve from port | ‘*_

"
a2
Select| Alias 2 Issued to 3 Fingerprint (SHA Digest)

You can administer the following resources:

D root CH=IBM-COOB94465EQ, SraSEeT 4B FD 33 SFBCE
Ol=Root Certificate,
QOU=IEM-
CO0B94466E0Maden1Cell,
OU=IBM-
CO0B94466E0Madenl,
O=IBM, C=U5
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O Now do the following:

Provide the host name or IP
address of the WAS z/0S system

Eeneral Properies Provide the port number that
*I Host corresponds to the
ORB_SSL_LISTENER ADDRESS
*lpc"t Y = value for the WAS z/0S server
that runs the Proxy EJB
SEL configuration for outbound connd

[ ModebefaultssiLsettings (]|

# Alias Provide an alias name for the certificate ...
| <4——  such as WebsSphere CA. xxxxxx, where
P
Fetrieve signer information | XXHXXX IS your WAS Z/0S cell short name

Apply | Ok | Reset | Cancel |

\ Click on "Retrieve signer information”

Click OK

Important: You must specify the ORB SSL port, not the other ORB port. And you must
click the "Retrieve signer information" before clicking OK.

O You should then see your WAS z/OS CA certificate® in the list:

“fou can adrminister the following resources:

D root CH=IBM-CO0B94456ED, 80865 4EIFD: 33T
OU=Root Certificate,
oU=IBM-
COOB94466EO0MadenlCell,
CU=IBM-
COOB94466E0Nodenl,
o=IBM, C=US
D webspheraca. z9cell CH=WAS Cerbtuth far e2:D9:58:4F:140: 3111

Security Daomain,
OU=Z3CELL

O Save and synchronize your changes
Restart WAS on both distributed and z/0S
You've made a lot of security changes on both sides, so it's best to start fresh and restart
everything.
Do the following on the z/OS side:
O Check to see if you have any WOLA registrations into your server. Issue the
command:
F <server JOBNAME>,DISPLAY,ADAPTER, DAEMONRGES

If you see something like this:

F Z9SRO1A,DISPLAY,ADAPTER, DAEMONRGES

BBOAOOO7I: SHOWING REGISTRATIONS FOR DAEMON GROUP:

BBOAOOO3I: Name Jobname SWT TL Min Max Act State
BBOAOO04I: CICSXREG CICSX 000 00 0001 0010 0003 00
BBOAO004I: SWASDEFAULTS$ CICSX 000 00 0000 0001 0000 0O
BBOO0188I END OF OUTPUT FOR COMMAND DISPLAY,ADAPTER, DAEMONRGES

Then your server has a registration from CICS from earlier. Close the registration®
from the CICS region with:

BBOC STOP_SRVR RGN=CICSXREG

65 It will lower-case the alias value you provide.

66 Strictly speaking this is not necessary. You could simply stop the WAS server. The registration will break (because the WAS server goes
away) and when it comes back the TRUE in CICS will re-establish the registration. That reconnect function has been improved since the
early days of WOLA, and with V8.5 it works very well. Still, a clean shutdown and a clean restart is good practice.

© 2013, IBM Corporation .47 - WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills Version Date: Friday, August 16, 2013



WP101490 - WOLA Quick Start Guide

O Stop all the servers in the cell, including the Daemon, and then restart them®’.

O From the CICS region re-establish the WOLA registration into the server. For an
example of the BBOC command to do that, see page 17.

Do the following on the distributed WAS side:
O Stop your servers and restart them.
Validate proxy function up to WAS z/OS and into CICS
You're ready to test the proxy function. Here's what will take place:

WAS distributed WAS z/OS Environment CICS Region
|_sample2 | Sample2 OLACBO1
J IO A e ensemenenes ; A
Browser - ola.rar | ola.rar N
X BBO${BBO#
' ___________ o | Proxy EJB | :
1 RminOP B S L -~ TRUE

The browser is pointed at the OLASample2 application deployed on the distributed WAS. The
WOLA registration name and service name are specified.

*  The Sample2 application in distributed WAS does a JNDI lookup of the JCA connection factory

The JCA connection factory has custom properties that specify a remote call to the Proxy EJB

deployed on WAS z/OS. The lookup and call is made, and the WOLA registration and service
names are passed over.

The Proxy EJB on WAS z/OS performs a lookup of the local WOLA JCA connection factory.
The call is made over the WOLA registration passed over from the distributed WAS instance

The service name that was passed over from the distributed WAS instance is used to invoke the
target program in CICS

Do the following:
O Open a browser and issue the following URL:
http://<host>:<port>/OLA Sample2 Web/

Where <host> and <port> correspond to the WAS instance on your distributed
workstation or server.

O Provide some text to send over:

Data to send to external address space (Part 10 [ Cotvert to ebedic
Hello Prox

O Provide the WOLA registration and service name:

OLA Register Mame (max 12 chars)
CICSXREG

OLA Serwice Natne (maz 256 chars)
QLACEDT

O Click the button to execute the WOLA call:

[ Run WaAS-»External address space test l

Note: The first invocation may take a moment as the bootstrap and JNDI lookup takes
place. Once that's established, subsequent calls go much more quickly.

67 You could restart just the application server. But you've made a change to global security (the CSIv2 changes) and it's best to have that
apply to everything so there's no confusion.
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O Look for success:

Cutput: Hello Proay!
Test Executed

Look in the CICS region CEEMSG held output for proof the call made it over to CICS.
It may look garbled since by default the text was sent in ASCII, and CICS is going to
display ASCIl as EBCDIC.

O If you see this:

Mo output received  eff—
Test Executed

Then you have a problem. Check the distributed WAS SystemOut.log and
SystemErr. log first to see what it says about the processing. Problems are likely
to fall into three categories:

SSL Errors When global security is on, SSL will be required for the connections. That
means attempting to do a lookup of the Proxy EJB will require SSL. That
requires the WAS z/OS CA certificate be part of the distributed WAS Trust
file. Earlier we showed how that is done. Make sure the CA certificate is
present.

Look for "SSL Handshake" or other references to "SSL" in the distributed
WAS SystemOut. log file.

Realm Errors Look for JSAS1479W: The target realm [value] does not
match the current realm [value] in the distributed WAS
SystemOut. log file.

There are two places where the realm name is specified: as a custom
property on the JCA resource adapter connection factory, and as a "trusted
realm" under the "CSIv2 outbound communications" link.

The key is the realm you specify must match the realm for the target WAS
z/0S system. By default that will be the host name for the Daemon, but it
may be something different. If you think you have the value properly coded
but you continue to get the JSAS1479W message, then check with your
WAS security administrator to find out what the target WAS z/OS CSIv2
security realm name really is.

Typo Errors  These are simple errors in values such as host names, ports, userids or
passwords, the JNDI name of the proxy EJB, or WOLA registration name
and service name passed in.

Rule out SSL and Realm problems first. Then review carefully the settings
on the connection factory custom properties to be sure you have everything
typed correctly.

Alternative authentication - client certificate

The authentication mechanism we illustrated earlier involved the coding of an ID and
password in the distributed WAS system. That information becomes encoded in the
configuration XML, and is passed up to WAS z/OS over the SSL link.

Client certificate authentication avoids the coding of ID and password. The client server
certificate is asserted up to WAS z/OS, where the certificate is associated with an ID. That
provides the authentication. This involves some SAF work on the mainframe.

Most everything else is the same as just discussed. In this section we will outline the tasks
needed, and where a task is the same as shown above we will simply point to that location.
Where a task is different we will provide details.
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Do the following:

O Check to see if security is enabled for WAS z/OS (it likely is), and if so, then enable
security on the distributed WAS environment. See page 37.

O Install the ola proxy.ear file into the WAS z/OS environment. See page 40.

O Install ola.rar into the distributed WAS environment and create a JCA connection
factory. See page 41.

O Install 0LASample2.ear into the distributed WAS environment. See page 42.

O Configure the custom properties on the ola.rar connection factory (see page 42),
except leave blank the RemoteJNDIUserName and RemoteJNDIPassword
properties®. Code the other properties as indicated starting on page 42.

O See page 45 and look for the checkbox to-do item that starts with "The next step
involves importing the Certificate Authority (CA) certificate from your z/OS system
into your distributed WAS trust store." Follow the steps indicated there.

Your environment up to this point should look something like this:

WAS distributed WAS 2/0S Environment CICS Region
 samplez | oLACEO1
. ola.rar ) ola.rar
o ) ﬂ o BEOLBBO:
[\ ‘Proxy EJB | r
CF e CF ‘ TRUE

ﬂ CA Certificate
from WAS /038

Where [] represents all the WOLA setup work in WAS z/OS server and CICS as provided earlier
in this document; ¢ represents the installation of the Proxy EJB into the WAS z/OS server;
represents the installation of the ola.rar resource adapter into your distributed WAS environment,
along with a JCA connection factory with the custom properties updated to specify the location of
the Proxy EJB; & represents the installation of the sample application that will drive CICS across
the Proxy connection; and [§ represents the import of the CA certificate from WAS z/OS into the
distributed trust store.

The next step in this process is to get the CA certificate and the root certificate from the
WAS distributed environment up into z/OS SAF. That involves some mainframe SAF
work, so you may wish to work with your security administrator.

Continue by doing the following:

O Log into your distributed WAS Admin Console and go to Security - SSL certificate
and key management, then click on the link for Key stores and certificates

O Click on the link for "NodeDefaultTrustStore":

You can administer the following resources:

D ModeDefaultkeyStore Default key store for
IBEM-COOBI44E66EO0Nadenl

D ModeDefaultTrustStore ‘_ Default trust stare for
IEM-COOB94455E0Nodedl

68 The point of this client certificate authentication is to avoid coding a userid and password on the distributed WAS server.
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O Click on the link for "Signer certificates":

Additional Properties

Signer certificates *

Personal certificates

Parzaonal cerificate requests

Customn properties

O Check the box next to the "root" certificate and then click on the "Extact" button:

Add | Delete | Extract | Retrizve from port |

El=lEE

Select| Ali Issued ta

st

root CH=IBM-CO0BI4456EQD,
ClU=Root Certificate,
QU=IBM-
CO0B944&8E0Nade01Cell,
QU=IBM-
CO0B94465E0Node0l,
Q=IBM, C=US

O Next, specify a path and file name for the certificate, set the "Data type" value and
click "OK":

General Properties

# File name

|C Mcertshwinca. ot "1_—

Crata type
| Basedd-encoded ASCII data _V_| ‘4—

.ﬁ.pply*vEIK || Reset | Cancel |

Note: the file name may be whatever you wish, and on Windows if the path does not
exist it will create it. The "Data type" should be "Base64-encoded ASCII data" as
shown.

O Go back to Security > SSL certificate and key management, then click on the link for
Key stores and certificates. Then click on the link for "NodeDefaultKeyStore":

“fou can adrminister the follawing resources:

HodeDefsultKeyStars -‘— Default key stare for
D IBM-CO0B94466E0Nadenl

D ModeDefsultTrustStare Default trust stare for
IBM-CO0B94466E0Nade0l

O Click on the link for "Personal certificates":

Additonal Propertes

Signer certificates

Perzonal certificates *

Personal cerificate requests

Custorn properies
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n n H H n n .
O Check the box next to the "default” certificate and then click on the "Export" button:
create * || Delete || Receive from a certificate authority... || Replace... || Extract.. || Import.. || Export.. || Revoke.. || Renew |
Select Alias Issued Tao Issued By Serial Murnber Expiration
You ca f=aaiins T =13
(= default CN=IBM-COOB94466E0, CN=IBM-COOBI4466ED, 1451077790510805 | Walid fram
OU=IBM- OU=Root Certificate, Aug 11,
COOB94466E0Nade01Cell, OU=IBM- 2013 to Aug
OU=IBM- COOB94466E0Node01Cell, 11, 2014,
CODB94466E0NadeD], OU=IBM-
O=IBM, C=US COOB94466E0Node0d,
O=IBM, C=U$

O Then do the following and click OK:

Ganaral Properties

Cartifi

defa

cate alias to export

# Kay

store password

[T T

Alias

Managed kay stors

®=

3

Key store file

Key file name
Cil e\ winsarian ot u

Typs
| PECS12 H Vl

#

kay file password

|1nnivnwl- n

Appiy

0K || Reset Cancel

Notes:

5.

The "Key store password" refers to the password for your distributed WAS server key
store. By default that is "WebAS" but it may be different on your workstation.

Provide a path and file name for the exported certificate. We're showing it being
exported to the same folder as the CA cert (C: \certs) and with a file name of
winserver.crt.

The "Type" must be "PKCS12"

The "Key file password" refers to the password that will be used for the file that is
created when you click "OK". You will need that password when processing the SAF
commands in z/OS, so type carefully and note the value of the password.

The OK button processes the request.

O Go to your output location and verify the certificate files are present:

Mame

winn:a.n:rt
winserver.crt
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O The next step is to create the data sets on z/OS that will receive the certificate files
FTP'd up from your workstation. Both are very small and have the same allocation
values. Using ISPF Option 3.2, allocate two data sets:

O Name: WIN.CA.CRT

Allocation:

Data class ...
Space units . . . . . TRACK

Average record unit U
Primary quantity . . 2
Secondary quantity 2
Directory blocks . 0
Record format . . . . VB

Record length . . . . 84
Block size . . . . . 27998

Data set name type

O Name: WIN.SERVER.CRT

Allocation:

Data class ... .
Space units . . . . . TRACK

Average record unit U
Primary quantity . . 2
Secondary quantity 2
Directory blocks . 0
Record format . . . . VB

Record length . . . . 84
Block size . . . . 27998

Data set name type

O FTP the CA certificate in ASCII mode up to the WIN.CA.CRT data set:

ftp> ascii

200 Representation type is Ascii NonPrint

ftp> put winca.crt 'WIN.CA.CRT'

200 Port request OK.

125 Storing data set WIN.CA.CRT

250 Transfer completed successfully.

ftp: 1500 bytes sent in 0.00Seconds 1500000.00Kbytes/sec.
ftp>

O FTP the server certificate in binary mode up to the WIN.SERVER.CRT data set:

ftp> binary

200 Representation type is Image

ftp> put winserver.crt 'WIN.SERVER.CRT'

200 Port request OK.

125 Storing data set WIN.SERVER.CRT

250 Transfer completed successfully.

ftp: 3770 bytes sent in 0.00Seconds 3770000.00Kbytes/sec.
ftp>
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O InTSO, browse the WIN.CA.CRT data set. It should be semi-readable, and look
something like this:

BROWSE WIN.CA.CRT

Command === _

R kKRR KRR KRk Rk kkkkkkkkkkkkkkkkkkkk Top o
BEGIN CERTIFICATE

MITEHDCCAwSgAwIBAgIHBSetuwAy?=ANBgkghk i

BgNV¥BAoTAOLCTTEeMBWGALUECxMYSUJNLUMWMET |

F2xIRaO‘XCTathv gmuOSngngSﬁBZ?qugaQ

hMPCgO0a=zPZ jbV¥3o05cd9VDai j+Tc/C=zKQLsqySvx
END CERTIFICATE

HEEEK K KKK KRR KRR KRR KRRk Rk kkkxkk*x Bottom

Note the BEGIN CERTIFICATE and END CERTIFICATE lines. Those are important and
should be in the data set.

O Now browse the WIN.SERVER.CRT data set. This is less readable:

BROWSE WIN.SERVER.CRT
Command ===> _
dokok ok ok ok ok ok ok okokokok ok okok ok kkkkokkkkkkkkokokkk Top
.b.0. ... .'...fgf? ...pb.A.b.
a “1w...0b.
-2GYCae@3s L:@?' aQu J!Ia

0w
. UL WUAEW ” & . g
.nﬁH%.ﬂOEﬂr VE - .

Thisis a password protected binary file.

O Go to TSO Option 6 and issue the following RACF command® to verify the validity of
the CA certificate you uploaded:

RACDCERT CHECKCERT ('WIN.CA.CRT"'")

You should see something like this:

Digital certificate information for CERTAUTH:

Label: WindowsWASCA

Certificate ID: 2Q0iJmZmDhZmjgeaJlYSWpgLmweLDwUBA

Status: TRUST

Start Date: 2013/08/11 15:19:08

End Date: 2028/08/07 15:19:08

Serial Number:
>0527BEBBO032EF<

Issuer's Name:
>CN=IBM-C00B94466E0.OU=Root Certificate.OU=IBM-C00B94466E0Node01Cell.O<
>U=IBM-C00B94466E0Node01.0=IBM.C=US<

Subject's Name:
>CN=IBM-CO00B94466E0.0OU=Root Certificate.OU=IBM-CO00B94466E0ONode01Cell.O<
>U=IBM-C00B94466E0Node0l.0=IBM.C=US<

Subject's AltNames:

EMail: ProfileUUID:myServer-BASE-6a40bba0-461le-415f-b7b7-2e0b754ea7a3

Key Type: RSA

Key Size: 2048

Private Key: NO

That is RACF telling you it was able to read the certificate. The export and upload
was successful. If you don't get this result, go back through the steps carefully until
you achieve this indication from RACF that the certificate is good.

69 For other SAF vendor products, consult their documentation for the comparable command.
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O Do the same thing for the server certificate. This will require an additional parameter
since the certificate is password protected:

RACDCERT CHECKCERT ('WIN.SERVER.CRT') PASSWORD ('aaaaa')

Where aaaaa is the password you used when you exported the server certificate
from your distributed WAS environment (see page 52). You should see something
like this:

Digital certificate information for user Z9ASRU:

Label: windowscrt

Certificate ID: 2Qbp+cHi2eSmiZWElgaigbmj

Status: TRUST

Start Date: 2013/08/11 15:19:10

End Date: 2014/08/11 15:19:10

Serial Number:
>0527BF603EAEDS<

Issuer's Name:
>CN=IBM-CO00B94466E0.0OU=Root Certificate.OU=IBM-CO00B94466E0ONode01Cell.O<
>U=IBM-C00B94466E0Node01.0=IBM.C=US<

Subject's Name:
>CN=IBM-CO00B94466E0.0U=IBM-C00B94466E0Node01Cell.OU=IBM-C00B94466E0Nod<
>e(01.0=IBM.C=US<

Subject's AltNames:

EMail: ProfileUUID:myServer-BASE-6a40bbal0-46le-415f-b7b7-2e0b754ea7a3

Key Type: RSA

Key Size: 2048

Private Key: YES

Again, that is RACF telling you it was able to read the certificate. The export and
upload was successful. If you don't get this result, go back through the steps

carefully until you achieve this indication from RACF that the certificate is good.

O Now issue the following RACF command to add the uploaded CA certificate to the
RACF database:

RACDCERT ADD ('WIN.CA.CRT') CERTAUTH TRUST WITHLABEL ('WindowsWASCA')
O Next, connect that CA certificate to the Controller Region ID keyring:
RACDCERT CONNECT (CERTAUTH LABEL ('WindowsWASCA') RING (aaaa)) ID (bbbb)
Where:
* aaaais the name of the WAS z/OS keyring that is connected to the
Controller Region ID where the Proxy EJB is deployed
* bbbbis the Controller Region ID
* The LABREL () value matches what you used on the RACDCERT ADD
command. Case matters for these label values.

O The final RACF step is to add the distributed WAS server certificate to the RACF
database. This is issued as one command’:

RACDCERT ADD('WIN.SERVER.CRT') ID (cececc)
WITHLABEL ('windowscrt') PASSWORD ('dddd')

Where:
* ccccis the ID of the Servant Region where the Proxy EJB runs

* ddddis the password file used when you exported the server certificate on
your distributed WAS server (see page 52)

70 It's broken across two lines here simply to keep it readable. One line required a font size of 7 points and that's getting a bit too small.
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O In your distributed WAS server Admin Console, go to Security > Global security,
then expand the "RMI/IIOP security" section and click on "CSlv2 outbound
communications":

Web and SIP security

=] RMI/IIOP security ,‘_

CETw? inbowund cormmiunications
CEIw? outbound commnunications “_

Java Authentication and Authorization Service

O Then set the outbound values like this:

C5Iw2 Athibute Layer C5Iv2 Message Layer

| Propagate security attributes Mezzage layer authentication
UNehecked “— Never

D Use identity assertion

Allow client to zerver authentication with:

Trusted suthentication realms - outbound

Additional Properties

C5Iv2 Transport Layer Lagin configuration

[RMI_ouTBOUND

Client certificate authentication

__Re uired [w] “— i
. — Requ".ed Stateful sessions
Transpott
S5L-required v [0 Enable ¢51u2 session cachs limit

S5L settings 100

@Centrally rmanaged 200

Manage endpoint security configurations

D Custom outbound mapping
OUse specific S5L alias

| | g5l configurations

O Click "OK" and save and synchronize the changes.
In your ZZOS WAS server Admin Console, go to Security - Global security, then

O expand the "RMI/IIOP security" section and click on "CSIv2 inbound
communications":

O

web and SIP security

[ RMLIICP security .‘_
C5IvZ inbound communications ‘*_

CSIv2 outbound cormmunications

Java Authentication and Authorization Service
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O Then set the inbound values like this:

O

C5Iw2 Attribute Layer L5Iv2 Message Layer
O Prapagate security attributes Message laver authentication
Unchecked s Never
D Use identity assertion
Allow client to server authentication with:

Trusted identities
CSIv2 Transport Layer Additional Properties

Client certificate authentication Login configuration

supperted [v]| —— Supported [RMI_THEOUND

Transport Stateful sessions

Related Ttems

D Map certificate using SAF distributed identity rmapping

Trusted authentication realms - inbound

S55L settings

@ Centrally managed

Manage endpaint security confiqurations

O Use specific 5L alias

| | S5L configurations

Note: If "Client certificate authentication" is set to "Required" the Proxy function will work,
but "real" WOLA inbound from, say, CICS or batch will start throwing messages in
the servant region about security mismatch. But with "Supported" the Proxy function
works and no security mismatch messages appear.

Click "OK" and save and synchronize the changes.

Stop and restart the WAS z/OS application server that hosts the Proxy EJB.

Use the following command to make sure the WOLA registration from CICS is in
place:

F <server>,DISPLAY,ADAPTER, DAEMONRGES

If not™", then issue BBOC command from the CICS terminal to re-establish the
registration. See page 17 for our earlier illustration of that command.

Stop and restart the distributed WAS server.

At this point everything should be in place to drive the OLASample2 application on
your distributed WAS workstation and have it Proxy up to WAS z/OS and into CICS.
The authentication should be with the assertion of the client certificate. No ID or PW
was needed.

The steps to drive the request over the proxy connection is the same as we showed
under "Validate proxy function up to WAS z/OS and into CICS" on page 48.

Status checkpoint
You have exercised the fundamentals of WOLA and CICS:
Outbound from WAS into CICS using the Link Server Task
Inbound from CICS into WAS using the OLAUTIL sample
Several ways of starting the Link Server Task at CICS region initialization
Allowing a userid from WAS to propagate over to CICS for BBO# to run under
Used the "Development Mode" proxy support.
The environment is ready for you to begin testing the applications with WOLA.

71 If the WOLA Link Server Task in the CICS region is active, it should recognize the WAS server as having returned and automatically
rebuild the registration into WAS z/OS. Earlier in V7 there were issues with this. In V8 and V8.5 it works very well.
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WOLA and Batch Usage Scenarios

WOLA can be used to provide batch jobs’ low-latency” access to EJB assets deployed in WAS
z/OS™. More and more solutions are being developed and provided as EJB assets, and WOLA
provides an excellent mechanism to access to those assets from batch jobs.

Pull COBOL samples from WP101490 Techdoc

Overview:
The WP101490 Techdoc has a "Native API Primer" guide with a supplied set of sample COBOL
programs. That will serve as the basis for this section's exercises.

Do the following:

O Go to the WP101490 Techdoc:
http://www-03.1ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP101490

O Scroll down to the sub-section titled "Native APIl Primer" and locate the ZIP file that is
part of that section:

Mative API Primer

Ready to start coding to the native AFIs? This primer offers a quided
walkthrough of the APIs, from simple to increasingly sophisticated,

U —

O Download that ZIP file and extract from it exer2b. txt, exer2f. txt and
runprog. txt.

O Upload those files to your hig.version.WOLA.SAMPLES data set as members
EXER2B, EXER2F and RUNPROG respectively. Transfer in such a way that the files are
converted and stored as EBCDIC in the data set.

Review the SAF CBIND profile for batch job ID access

Overview:

The SAF CcBIND profile -- specifically, the CB.BIND. <your environment value> profile’ -- will
control the ability of an outside address space such as your batch job from being being able to
register into the WAS z/OS server. If the CBIND for your WAS z/OS server does not allow at least
READ for the ID of the region trying to register, the register will fail with a RC=12, RSN=14.

Do the following:

O Check with your security administrator to see what format of CBIND was created for your
WAS z/0OS environment.

Note: The SAF class will be CBIND and the profile will be CB.BIND. <some value> What
the value for <some value>in your environment is what your security administrator
must determine.

The format will one of the following, depending on how your cell was built:
(1) CB.BIND.<server cluster transition>.**

(2) CB.BIND.<saf prefix>.**

(3) CB.BIND.<cell identifier>*

72 Supported languages: COBOL, C/C++, High Level Assembler and PL/I.

73 For repetitive batch jobs the issue of per-record latency plays an important role in job completion times. Per-record latency is additive,
which means the objective should be to reduce per-record latency as much as possible. That is what WOLA does exceptionally well.

74 That's the "inbound" model -- Batch inbound to WAS z/OS. It is also possible to do "outbound" WAS z/OS into a batch program, but that
implies the batch program is started and waiting for the outbound call from WAS z/OS. That is possible, but less common. The more
common use case would be outbound from WAS z/OS to a program running in CICS. If you are interested in outbound to a batch
program, see WP101490 at ibm. com/support/techdocs and consult the WOLA "Primer" document, which provides examples as well
as sample COBOL programs that "host a service" for outbound calls from WAS z/OS.

75 Thereis also a CB. <your environment>CBIND profile, but that is different and does not apply to this specific topic.
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The first is the format used if the generated "BRAK" job was used and no SAF prefix
was specified; the second is the format if the generated BRAK job was used and a SAF
prefix was provided; and the third is if you used a job that created "generic" profiles.

Determine what is used for your environment, then issue the command to update the
access list for that CBIND profile as illustrated next.

O Check the Universal Access (UACC) setting for that profile. If UACC=READ, then no
further action is needed as the CICS region ID will have READ via UACC=READ.

O However, if UACC=NONE, then update the access list for the CBIND profile with a
command’® like what's shown here. Modify according to your specific CBIND profile:

PERMIT <your CBIND profile> CLASS(CBIND) ID(<batch ID>) ACCESS (READ)
SETROPTS RACLIST (CBIND) REFRESH

Review contents of EXER2B job
Overview:

The EXER2B job is a relatively simple batch job that uses just three WOLA APIs -- BBOAIREG to
register; BBOA1INV to invoke the target EJB; and BBOA1URG to unregister. A loop is built around the
use of BBOA1INV to loop and invoke as many times as you indicate.

Do the following:

O Browse the EXER2B member and locate the following section (line 58):
MAINLINE SECTION.

MOVE 'EXER2B' TO register-name.
MOVE 'ceccccecce' TO daemongroup.
MOVE 'nnnnnnn' TO node-name.
MOVE 'sssssss' TO server-name.

*
MOVE 10 TO loop-limit.

*
MOVE 'This is a test message' TO text-msg.

MOVE 'ejb/com/ibm/ola/olasamplel echoHome'
TO service-name.

Note the following aspects of that portion of code:

* Placeholders are in the sample code that will be changed to match your cell,
node and server short names (lines 60 - 62).

These values are used on the BBOA1REG API to process the registration into the WAS
z/OS server. You can see the BBOA1REG API in use starting on line 74 of the supplied
sample.

If you recall the BBOC START SRVR also asked for the cell, node and server short
names. The BBOC transaction was starting the Link Server Task and registering into
the server; the BBOA1REG API performs just the registration’”.

* The loop-limit value is setto 10 (line 64). If you wished to loop more you
would simply change this value and recompile.

* The service-name value (line 67) is set to the same JNDI name as used in the
CICS exercises for inbound calls to the OLASample?2.ear file.
As explained earlier, when calling inbound to a WAS application over WOLA, the

service name used by the external application is the JNDI name for the EJB module in
the deployed application.

76 For a security product other than IBM RACF, modify the command to meet the equivalent command for the security product you use.
77 In fact the Link Server Task is completely out of the picture for this set of exercises. CICS is completely out of the picture as well. This is
COBOL batch into WAS z/OS over WOLA. There is no CICS involved at all.
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If you have OLASamplel.ear or OLASample?2.ear deployed then you do not need to
change this value in the COBOL sample.

Scroll down to line 74 and you'll see CALL BBOAI1REG, which shows that API being
called with the various API parameters supplied as variables’. No changes are needed
to any of this code.

On line 94 you will see PERFORM UNTIL, which is the start of the loop.

On line 114 you will see CALL BBOA1INV, which shows the invoke of the target EJB
with the parameters passed.

Line 136 shows the end of the PERFORM loop.
Line 140 shows CALL BBOA1URG, which will unregister from the WAS server.

Customize, Compile and run EXER2B

Overview:

The EXER2B sample has JCL to compile, but it requires customizing to your environment. Plus, the
cell, node and server short names need to be supplied to the code so the BBOA1IREG API succeeds in
registering into your environment.

Do the following:

O

Ooagd

O O

O

Determine what load library data set you will compile the COBOL into.
Customize the sample JCL's JOB card to match your environment's requirements.
Customize the JCL to match your environment's COBOL compiler environment.

Update the three placeholders -- cececce, nnnnnnn and sssssss -- to match your WAS
z/OS environment's cell, node and server SHORT names.

Compile the code and look for RC=0.
Customize the RUNPROG JCL so that the newly-compiled EXER2B program can be run.

Make sure the WAS z/OS target server is up and running, along with the
OLASamplel.ear (or OLASample2.ear, depending on which you installed) is started.

Submit RUNPROG and review the output when it completes.

Review contents of EXER2F job

Overview:

The EXER2F sample is like EXER2B, except it uses some of the "advanced" APls. Specifically, it
illustrates how to overcome one of the assumptions made by BBOA1 INV, which is its synchronous
nature -- it calls and waits for the Java program in WAS z/OS to return.

The "advanced" APIs allow you to call and set an "async flag," returning program control to your

batch job so it can do other work. But that implies your program going back and seeing if a response
has returned. More work for the COBOL programmer, but more efficient operations.

Do the following:

O

Browse the EXER2D sample and note the following:

O It has the same placeholder values for cell, node and server short name as EXER2B had
(starting on line 62)

O It uses BBOA1REG in the same way that EXER2B did (line 74)

O It sets a variable SRQasync=1 (line 94) so the BBOA1SRQ (send request) APl may operate
in asynchronous mode. That means program control will return immediately after issuing
BBOA1SRQ to send the request over to Java in WAS z/OS.

78 The InfoCenter has an excellent article outlining all the APIs and their parameters. Search on olaapis.
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O It then sets another variable -- RCLasync=0 (line 95) that indicates the BBOA1RCL API
operates synchronously. BBOA1RCL is used to determine if a response has been received.
It may operate asynchronously as well, but in this example it operates synchronously for
the sake of simplicity in this sample. Sample EXER2G shows asynchronous for both SRQ
and RCL, but EXER2F is asynchronous for just BBOA1SRQ.

O The BBOA1CNG (get connection) APl is called (line 97). This is another "advanced" feature:
the reuse of the same connection over and over. BBOA1INV (EXER2B sample) returned
the connection to the pool after each invocation.

@)

Line 109 is the start of the PERFORM loop up to the limit set by 1oop-1imit of 10.

@)

Line 129 shows BBOA1SRQ being called. Remember, the async flag is on for that call.

O Line 146 shows a call to "other work" to illustrate the asynchronous nature of the SrQ call.
The "other work" is really nothing more than DISPLAY statement, but it shows how
program control returns immediately after issuing SRQ.

O Line 151 shows BBOA1RCL being called. This will return the length of the response. In this
example the call is synchronous, which means program control is held under the response
is returned. But asynchronous is possible and is illustrated in the EXER2G sample.

O Line 163 shows the BBOA1GET API being called to get the response.
O Line 179 is the end of the PERFORM loop.

O When the loop is completed the BBOA1CNR API is called to return the connection to the
pool (line 181).

O Line 193 shows BBOA1URG called to unregister and the program ends.

Customize, Compile and run EXER2F

Overview:

Just like EXER2B, the EXER2F sample has JCL to compile, but it requires customizing to your
environment. Plus, the cell, node and server short names need to be supplied to the code so the
BBOA1REG API succeeds in registering into your environment.

Do the following:

O Determine what load library data set you will compile the COBOL into.
Customize the sample JCL's JOB card to match your environment's requirements.
Customize the JCL to match your environment's COBOL compiler environment.

OoO0oao

Update the three placeholders -- cccece, nnnnnnn and sssssss -- to match your WAS
z/OS environment's cell, node and server SHORT names.

Compile the code and look for RC=0.

O O

Customize the RUNPROG JCL so that the newly-compiled EXER2F program can be run.

O Make sure the WAS z/OS target server is up and running, along with the
OLASamplel.ear (or OLASample?2.ear, depending on which you installed) is started.

O Submit RUNPROG and review the output when it completes.
Status checkpoint

You have exercised the fundamentals of WOLA and inbound work from batch. The samples
illustrated some essential points about the WOLA APIs. The WP101490 "Primer" document
covers the APIs in much greater detail.
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Appendix A: Enabling WOLA in WAS z/OS Version 7

The mechanism used to enable WOLA in a Version 7 runtime environment is different from that for
Version 8 and Version 8.5. The concepts are similar; the shell script and syntax is different.
WebSphere Application Server for z/0OS Version 7 Information Center

The URL for the V7 InfoCenter is:

http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/index.jsp

Determine the Fixpack level of WAS z/0S V7

Overview:

Knowing the fixpack level of the WAS z/OS runtime you have is always a good thing, but with WOLA
and WAS z/OS V7 it's particularly important. In this section you will simply capture that information.

Do the following:
O Open a Telnet or OMVS session into UNIX Systems Services on the z/OS system

O Change directories to the /profiles/default/bin directory” of the cell environment
you intend to use for this WOLA test.

O Issue the command:

./versionInfo.sh

O In the output, find the following:

Name IBM WebSphere Application Server for z/0S
Version X.X.X.X

Where x. x. x. x is the version and fixpack level for the WAS installation.
O Write that value here®:

Note: Make sure you are at fixpack 7.0.0.21 or above. This is particularly important if you plan
to use WOLA with CICS TS 4.2, but the recommendation applies regardless of the level
of CICS you're at.

Pre-allocate a LIBRARY and SAMPLES data sets

Overview:

In V8 and 8.5 the copyz0s. sh shell script had the ability to allocate the target data sets, but the V7
olalInstall.sh shell script does not. Therefore, you must pre-allocate it.

Do the following:
O Allocate a MODULES data set?":

Name: hlg.version.WOLA.MODULES

Where h1gis a qualifier of your choosing, and version is the fixpack version

level with the dots removed; for example: 70027.
Allocation: Space units . . . . . TRACK

Primary quantity . . 40

Secondary quantity 2

Directory blocks . . 10

Record format . . . . U

Record length . . . . 0

Block size . . . . . 32760

Data set name type LIBRARY

79 Either /AppServer or /DeploymentManager ... both will work equally well.

80 If your fixpack level is 7.0.0.3 or lower, then the WOLA support will not be present. WOLA came into being with 7.0.0.4. 7.0.0.12 or higher
would be a better level to be at. The latest fixpack for V7 would be better still.

81 Version 7 InfoCenter search: tdat enableconnector
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O Allocate a SAMPLES data set®:

Name: hlg.version.WOLA.SAMPLES

Where hlgis a qualifier of your choosing, and version is the fixpack version

level with the dots removed; for example: 70027.
Allocation: Space units . . . . . TRACK

Primary quantity . . 40

Secondary quantity 2

Directory blocks . . 10

Record format . . . . FB

Record length . . . . 80

Block size . . . . . 9040

Data set name type PDS

Run olalnstall.sh shell script with INIT

Overview:

The V7 shell script o1laInstall. sh will do two things: one, it will build symlinks from the node's
configuration file system to the product file system where the WOLA files and modules exist; and
second, it will copy the modules to your hiqg.version.WOLA.MODULES data set.

Do the following:

O Ina Telnet or OMVS session issue the following command from the application server
node's /profiles/default/bin directory:

./olaInstall.sh INIT 'hlg.version.WOLA.MODULES'
Where hlg.version is the value you provided when you allocated the data set earlier.

You should see many messages come out indicating symlinks being built, then you
should be returned to your UNIX command prompt.

Note: If you see the following message:
olaModules already exists
Then the node has already been initialized. If you would like to copy out just the
modules, then the command would be:
./olaInstall.sh OLAMODS 'hlg.version.WOLA.MODULES'

O Browse the hig.version.WOLA.MODULES data set and verify it has been populated
with BBO* modules.

O Change directories to the Deployment Manager's /profiles/default/bin directory
and run the same command again®::

./olaInstall.sh INIT 'hlqg.version.WOLA.MODULES'

Why? We have you do this just in case you deploy an application that uses WOLA classes that
requires the imbedded tooling workbench of the Admin function to compile the project.
In that case it'll need access to the WOLA files. Running INIT against the Deployment
Manager gives it access.

82 Version 7 InfoCenter search: cdat olasamples
83 This will result in the modules in the LIBRARY data set being overwritten. That's okay. They'll be the same modules.
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Copy the WOLA samples to your samples data set

Overview:

The V7 shell script olaInstall.sh has no facility for copying out the samples®. Copying the
samples from the file system to your FB 80 PDS is a manual process.

The samples are located in the product file system (not the node's file system) at the following
location:

/<mount>/mso/OLA/samples
Do the following:
O Locate the /mso/0LA/samples directory and copy the path information.
O From TSO Option 6, issue the following command:
OGET '/<path>/CSDUPDAT.jclsamp' 'hlqg.version.WOLA.SAMPLES (CSDUPDAT) '

Where <path>is the full path to the directory in which the WOLA samples are located,
and hlg.versionis the qualifier on the SAMPLES data set allocated before.

O Browse the hlqg.version.WOLA.SAMPLES (CSDUPDAT) member and make sure it
looks readable®.

O Repeat the same OGET command, modifying the command appropriately, for the
following files:

M |CSDUPDAT. jclsamp

DFHPLTOL. jclsamp

OLAMAP. jclsamp

OLAUTIL. jclsamp

OLACBO1.jclsamp

Oo0oono

OLACBO02.jclsamp

Note: There are other samples beyond those shown here. These are the samples we
illustrated in this document. Read the @RREADME file to get a sense for what each
sample provides. If others are of interest to you, copy those as well.

Create two cell-level environment variables

Overview:

Two cell-level environment variables must be created to allow WOLA to work. The variables and the
process are very much like what's done for V8 and V8.5%.

The variables must be created at the cell level.
Do the following:
O Create a cell-level variable with the following name and value:

Name: |WAS DAEMON ONLY enable adapter

Value: |true

O Save your changes.
O Create a second cell-level variable with the following name and value:

Name: |ola cicsuser identity propagate

Value: |1

84 The V8/V8.5 shell script copyz0S. sh does, however.

85 Just a quick test to insure there were no code page conversion issues.

86 See "Create cell-level WOLA "enable adapter" environment variable" starting on page 8 for an illustration of how to create the variables.
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O Save and synchronize all changes.
Install the ola.rar JCA resource adapter

Overview:
For WOLA outbound communications from Java in WAS to an external address space a supplied
JCA resource adapter is used. Enabling this function involves installing the JCA adapter (very
simple) and configuring a Connection Factory (also very simple).

The process is just like it is with WAS z/OS V8 or V8.5.

Do the following:
O Follow the instructions as provided under "Install the ola.rar resource adapter and create

a connection factory" starting on page 9.

Review CBIND Profile

Overview:
The CBIND profile is what allows or rejects outside access to the WAS z/OS server controller region.
This is how you control what external address spaces are allowed to register into the server.

The process for V7 is very much like the process for V8 and V8.5.

Do the following:
O See "Review the WAS z/OS server CBIND profile for CICS region ID access" starting on
page 16.
O Perform the update to your CBIND profile based on the known external address space
IDs you intend to use when registering into the WAS z/OS server.

Stop and restart the entire cell environment

Overview:
The two cell-level environment variables you created earlier require a restart of the entire cell
(including the Daemon) to take effect. Once restarted a simple check of the Daemon output will

validate the WOLA enablement.

Do the following:
O See "Stop and restart the entire cell" starting on page 9. The messages you look for to
validate WOLA enablement are the same in V7 as they are in V8 and V8.5.
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Appendix B: Starting Link Server Task at CICS Startup

Earlier we showed the starting of the Link Server Task using the BBOC control transaction entered

through a CICS terminal session. That was done because it was simple and achieved the objective
of validating the basic setup.

In this section we will illustrate three other means of initializing the Link Server task at CICS
initialization:

1. Using the BBOACPL2 sample PLT program and INITPARM= () in the SIP

2. Using the BBOACPL3 sample PLT program

3. Using a Sequential Terminal to input the BBOC START SRVR command
In this section we will describe in detail how each is accomplished.

Comparing the capabilities of the approaches (unfinished)

3270 PLT PLT PLT Sequential

BBOC BBOACPLT BBOACPL2 BBOACPL3 Terminal
Start the TRUE Yes Yes No Yes*? Yes®
Stop the TRUE Yes No' No' No' Yes®
Start Link Server Task Yes No Yes? Yes* Yes
Start Link Server Long String Yes No No? Yes* Yes
Stop the Link Server Task Yes No No' No' Yes®

Notes:

1-A TYPE=FINAL PLT program can be written, but it is not a supplied sample.

2 - BBOACPL? is used with INITPARM, which has length limitations. If the INITPARM string can be contained
within the limits imposed by CICS, then BBOACPL2 may be used to start the Link Server Task.

3 - Again, if the limits imposed by INITPARM are an issue, then BBOACPL? is not the solution.

4 - The BBOACPL3 sample PLT may or may not be included with your level of WAS z/OS, depending on the
version and fixpack. See "BBOACPL3 and longer BBOC commands" on page 67 for more.

5 - If you use BBPACPL3 or Sequential Terminal to start the TRUE, then you would not use BBOACPLT. Said

another way, if you use BBOACPLT to start the TRUE, then do not use BBOACPL3 or Sequential Terminal to do the
same thing of you'll encounter an error because the TRUE is already started.

6 - Using sequential terminal to stop the TRUE and link server is possible, but in this document we do not show an

example of it. Many WOLA users use system automation tasks to stop the link server prior to terminating the
CICS region.

BBOACPL2 and INITPARM=()
Overview:

The BBOACPL2 program accepts commands from a CICS INITPARM= () string and passes them to
the BBOC control program to start the Link Server Task.

However, the limitation of this approach is that CICS imposes a 60-character limit on the
INITPARM= () string, which may or may not accommodate your BBOC START SRVR command,
depending on the parameters you include?®.

Do the following:
O Verify that you ran the DFHPLTOL sample job

O Verify that PLTPI=0L has been added to your CICS region Session Initialization
Parameters (SIP) member

O Provide an INITPARM= () line in the SIP member with the following syntax:
INITPARM= (BBOACPL2='STA RGN=aaaa DGN=bbbb NDN=cccc SVN=dddd SVC=*')

87 There are two approaches to fitting the command into INITPARM= () ... (1) use the command and parameter abbreviations rather than the
full values; and (2) omit parameters where the default value is acceptable. But that may not prove sufficient and you may need to use
something other than INITPARM to start the Link Server Task, such as BBOACPL3 or the Sequential Terminal.
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Where:

aaaa = the WOLA registration name you wish to use
bbbb = the cell SHORT name

cccc = the node SHORT name

dddd = the server SHORT name

Additional parameters may be added as needed, but keep in mind the 60 character limit
imposed by CICS for the contents of INITPARM= ().

O Stop and restart your CICS region.

O Look in the CICS region BROOUT held output for messages indicating both the TRUE
and the Link Server Task having started.

O From the z/OS operator console issue the following z/OS MODIFY command to display
the registrations into your server:

F aaaaaa,DISPLAY,ADAPTER, DAEMONRGES
Where aaaaaa is the JOBNAME for the target WAS z/OS application server.
BBOACPL3 and longer BBOC commands

Overview:

The BBOACPL3 program provides the ability to code complete BBOC commands and have them
executed at CICS initialization as part of PLT processing.

Note: The BBOACPL3 program is one you may or may not have as part of the supplied samples,
depending on the level of WAS z/OS you have. The instructions below will be structured for both
cases -- where your copy of WAS z/OS has BBOACPL3 supplied, and where it does not.

Do the following:

O Lookinyour hlqg.version.WOLA.SAMPLES data set and see if a copy of BBOACPL3
exists. If yes, then continue; if not, then go to "If BBOACPLS3 not part of your copy of
samples" on page 68.

O If BBPACPL3 is present in the samples, then locate the section of the code labeled,
"Constants/Literals/Variables/Data definitions." This is where you provide your
customized command to start the Link Server task®. Customize according to your
requirements.

O Customize the JCL so the the assemble and link edit operates properly in your
environment, with the LKED. SYST.MOD link edit statement pointing to your
hlg.version.WOLA.MODULES data set.

O Submit the job and look for RC=0.

O Look in the DFHPLTOL job and add or uncomment the following line under C. SYSIN:
DFHPLT TYPE=ENTRY, PROGRAM=BBOACPL3

O Submit DFHPLTOL again and look for RC=0.

O Look in the CSDUPDAT job for the following:

DEFINE PROGRAM (BBOACPL3) GROUP (BBOACSD) LANGUAGE (ASSEMBLER)
DATALOCATION (ANY) EXECKEY (CICS)
CONCURRENCY (THREADSAFE) API (OPENAPT)

If it's not present, then add it and run the job again. Ifit's there and you've already run
CSDUPDAT earlier, then there's nothing more to do.

88 The sample contains code for two commands. If you only wish to issue one command, then either (a) code the same STA command
twice, which will result in a RC=8/RSN=8 (registration token already exists) for the second issuance; or (b) modify the sample code so only
one command is issued.
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If you run the job again you'll get RC=8 because many of the DEFINE statements will
reference programs already added to the CSD. If you look at the output carefully you'll
see the add of BBOACPL3 completed successfully.

O Stop and restart the CICS region.

O Check the CICS region BBOOUT held output for messages indicating the Link Server
Task has been started.

O From the z/OS operator console issue the following z/OS MODIFY command to display
the registrations into your server:

F aaaaaa,DISPLAY,ADAPTER, DAEMONRGES
Where aaaaaa is the JOBNAME for the target WAS z/OS application server.
If BBOACPL3 not part of your copy of samples

The following is the source for the BBOACPL3 sample. Place this in your
hlg.version.WOLA.SAMPLES data set, then go back and follow the steps provided above
for the case where BBOACPL3 was supplied as part of the samples.

//OLAPL3 JOB (), 'ME',

// MSGCLASS=H, NOTIFY=&SYSUID

/1%

//* BUILD SAMPLE PLTPI MODULE FOR TESTING OLA

/1%

//KIXPROC JCLLIB ORDER=MVSBUILD.CICSTS32.CICS.SDFHPROC
/1%

//CMP1 EXEC DFHEITAL, INDEX='MVSBUILD.CICSTS32.CICS',
// DSCTLIB='BOSS.OLA.JCL'

//TRN.SYSIN DD *
*ASM XOPTS (CICS, SP,NOPROLOG, NOEPILOG)

TITLE 'BBOACPL3 - WAS Optimized Local Adapters CICS PLTPI 3'
*/*START OF SPECIFICATIONS kA kA khhhkhkkhhhkhkkhhkhkhkkhhkhkhkkhkhkhkhkkhkhkhkhkkhhkhkhkkhkhkrkhkhhhkkhx*k

DESCRIPTIVE-NAME: WAS z/0S Optimized Adapters CICS PLT Init program
Support Start Server and Register requests

CSECT NAME: BBOACPL3

COMPONENT: boss adaptor

EYE-CATCHER: none

PROPRIETARY STATEMENT=

IBM Confidential

OCO Source Materials

5655-I35 (C) Copyright IBM Corp. 2008

The source code for this program is not published or otherwise
divested of its trade secrets, irrespective of what has been

deposited with the U.S. Copyright Office.
Status = H28W700

FUNCTION: Run as CICS PLTPI program and complete BBOC requests -
to do Start Server or Register requests

METHOD-OF-ACCESS:

SIZE:

SERIALIZATION: None

DEPENDENCIES: None

EE S S R S S T S S I S S S

EXTERNAL CLASSIFICATION: NONE

© 2013, IBM Corporation .68 - WP101490 at ibm.com/support/techdocs
Americas Advanced Technical Skills Version Date: Friday, August 16, 2013



*
*
*
*
*
*
*
*
*

WP101490 - WOLA Quick Start Guide
END OF EXTERNAL CLASSIFICATION:

CHANGE-ACTIVITY:

Flag Reason Release YYYYMMDD Origin Description

FXXXKXXX HBBO800O 20120502 JTM Created for sample to
# issue BBOC calls at

# startup of CICS

*END OF SPECIFICATIONS ***********************************************/

*

DFHREGS ,

BBOACPL3 AMODE 31

B

BOACPL3 RMODE ANY

BBOACPL3 CSECT

*

DFHEIENT CODEREG=11,EIBREG=10

WTO 'BBOA9940I WAS z/0OS OLA CICS PLT init 3 start.'

* Address the EIB.
This is needed, because EIBREG above is giving us the USER EIB

*

but we are compiled to use the SYSTEM EIB.

EXEC CICS ADDRESS EIB (DFHEIBR)

EXEC CICS INQUIRE SYSTEM RELEASE (CICS Release)

CLC CICS Release,=CL4'0640"'

BE CICS REL OK
CLC CICS Release,=CL4'0650"'

BE CICS REL OK

CLC CICS Release,=CL4'0660"'

BE CICS REL OK

CLC CICS Release,=CL4'0670"'

BE CICS REL OK

WTO 'BBOA9930W Invalid CICS release. Requires CICS TS 3.1+'

CICS _REL OK DS 0H

*
*

*

* % X of

*

Move Command 1 into BBOC_ Parms

MVC BBOC_ TX,=CL5'BBOC '
MVC BBOC_PCMD,BBOC_Cmdl
LA R2,250

STH R2,BBOC Parms L

Issue command 1
EXEC CICS LINK PROGRAM ('BBOACNTL'")
COMMAREA (BBOC Parms)

LENGTH (BBOC Parms L) NOHANDLE

CLC EIBRESP,=F'0Q"

BE BBOC Req CkNext
WTO 'BBOA9951E Error in OLA BBOC request.
B Return

BBOC_Req_CkNext DS 0H
*

*

*
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BBOC TX,=CL5'BBOC '
BBOC_ PCMD, BBOC Cmd2
R2,250

R2,BBOC_ Parms L

Issue command 2

CICS LINK PROGRAM ('BBOACNTL')
COMMAREA (BBOC Parms)
LENGTH (BBOC Parms L) NOHANDLE

EIBRESP,=F'0"’
BBOC_Req_OK

'BBOA9951E Error in OLA BBOC request.

Return

BBOC Req CkNext2 DS OH

* % X o

*

BBOC_Req Ok DS

*

an error.

WTO

CLI
BNE
WTO
B

WTO

'BBOA9941I WAS z/0OS OLA CICS Request

Look for a BBOAxxxxXE error message back from BBOC.
Indicate this and return.

BBOC Parms+8,C'E’
BBOC Reqg Ok

"BBOA9951E Error in OLA BBOC request.

Return

OH
'"BBOA9941I WAS z/0OS OLA CICS Request

Check BBOQ.'

Successful.'

If yes there was

Check BBOQ.'

Successful.'

W o e e e e e e e e e e e e e e e e e e 5 e e 5 e ) e e 5 5 e ) e 5 e £ 5 e ) e 5 5 5 e 5 e ) e e 5 5 5 5 e 5 e ey e e e e

Return:

Exit program

Return OK DS

REG_ON
SRVR_ON

Clear50

WTO

DS

OH

'BBOA9945I WAS z/0OS OLA CICS PLT init 3 ending.'

DFHEIRET

EQU X'80'
EQU X'40'
DS OF
DC CL50'

BBOC Cmdl DS 0CL250
DC CL50'STA RGN=OUTTRAN1 DGN=WASOO NDN=NDN1l SVN=BBOS001l !
DC CL50'TXN=Y SEC=N SVC=* TRC=2 MXC=10 MNC=1 !
DC CL50'
DC CL50'
DC CL50'

Cmdla
Cmdlb
Cmdlc
Cmdld
Cmdle

*

BBOC Cmd2 DS 0CL250
DC CL50'STA RGN=OUTTRANZ2 DGN=WASOO0 NDN=NDN1l SVN=BBOS001l !
DC CL50'TXN=Y SEC=N SVC=* TRC=2 MXC=10 MNC=1 !
DC CL50'
DC CL50"
DC CL50'

Cmd2a
Cmd2b
Cmd2c
Cmd2d
Cmd2e
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Movedata MVC 0(*=*,R6),0(R7)

*

DFHEISTG DSECT

DS OF
DFHEISTG EXTENDED SAVE AREA FOR CICS
BBOC Parms DS 0D
BBOC TX DS CL5
BBOC _PCMD DS 0CL250
BBOC P1 DS CL50
BBOC P2 DS CL50
BBOC P3 DS CL50
BBOC P4 DS CL50
BBOC P5 DS CL50
DS OF
BBOC Parms L DS H
CICS Release DS CL4
DS OF
BBOC data DS CL60
DS OF
BBOC datalLen DS H
DS OF
Request flags DS X
DS OF

*

EISTGLEN EQU *-DFHEISTG

*

DFHEIEND

*

END BBOACPL3

//LKED.SYSLMOD DD DSN=MSTONE1.LATEST.SBBOLOAD, DISP=SHR
//LKED.SYSIN DD *

MODE AMODE (31) , RMODE (ANY)

NAME BBOACPL3 (R)

Sequential Terminal

CICS has for some time now supported the use of sequential terminals to input commands and
parameters at time of region initialization.

That support can be taken advantage of for WOLA by starting the TRUE and Link Server Task
using sequential terminal input from a data set. That provides a way to avoid manual Link
Server starts as well as get around the length limitations of INITPARM= when used with the
BBOACPL2 PLT program sample.

There's nothing special about using the sequential terminal support of CICS for WOLA ... in
other words, the setup of the sequential terminal for the CICS region is no different for WOLA
than it would be for any other use.

Once the sequential terminal is properly defined to CICS, then you may use it to enter the
BBOC commands to start the Task Related User Exit (TRUE) as well as the Link Server Task.

Note: A common pattern is to use the supplied PLT sample BBOACPLT to start the TRUE, and use
sequential terminal to start the Link Server Task. That sample PLT is part of the DFHPLTOL job
discussed under "Customize sample DFHPLTOL member and submit" on page 14.

Do the following:

O Work with your CICS systems programmer to see if a sequential terminal has already
been defined for the region. If yes, then go to the next step. Otherwise, enable
sequential terminal support for the region.

O In the sequential terminal input data set, code the BBOC START SRVR command as you
would if entering it from the CICS terminal session.
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O When the region completes initialization, validate the registration into the WAS z/OS
server with the F aaaaaa, DISPLAY, ADAPTER, DAEMONRGES command, where
aaaaaa is the JOBNAME of the z/OS server into which the registration was made.

Example of sequential terminal definitions in our test environment
The following examples are offered only as a guide. Your definitions should be tailored to

your environment.

DFHTCTSQ
TCTSQ TITLE 'DFHTCTSQ - CICS TERMINAL CONTROL TABLE - CRLP'
*  <comment section removed to save space in this document>
DFHTCT TYPE=INITIAL, X
ACCMETH= (NONVTAM, VTAM) , X

SUFFIX=SQ
COPY DFHS$TCTS
DFHTCT TYPE=FINAL
END

DFH$TCTS

- SEQUENTIAL

DEFS.

TITLE 'DFHSTCTS - COPYBOOK OF TCT ENTRIES FOR SEQUENTIAL (CRLPX

) TERMINAL'
*  <comment section removed to save space in this document>
DFHTCT TYPE=SDSCI,
DEVICE=DASD,
DSCNAME=CARDIN,
MACRF=R

DFHTCT TYPE=SDSCI,
DEVICE=DASD,
DSCNAME=PRINTER,
MACRFE=W

DFHTCT TYPE=LINE,
ACCMETH=BSAM,
TRMTYPE=DASD,
INAREAL=132,
ISADSCN=CARDIN,
OSADSCN=PRINTER

DFHTCT TYPE=TERMINAL,
TRMIDNT=SAMA,
TRMPRTY=255,
TRMTYPE=DASD,
TRMSTAT=TRANSCEIVE,
TIOAL=132,
TCTUAL=255

Part of the CICS region JCL start procedure

J0%

//CARDIN DD DISP=SHR,

// DSN=USER1.WAS8.WOLA.TCTIN132,
// LRECL=132,BLKSIZE=132, RECFM=F
//*

//PRINTER DD SYSOUT=%*, DCB=BLKSIZE=121

Input data set

U/R, CRLP, DASD, TAPE

>

XX

XXX X X

XXX X XX

Organization
Record format .
Record length .
Block size

: PS
g

132
132

Bt et e Bt e L - et B B

KKK KKAKKAKA KA KA AKA R AFA KA K AKA R AF KA KKK KK KK Top of Data ***xxxxdkkkkhhhhhkhhkhhhhkhhhhkhrhrrrrddhhhhhhhhhhkhhhkhkhhhhkrkrrkrrxxx

CWTO BBOC START TRUE IS DONE IN PLTPI\
CWTO ISSUING BBOC START SRVR COMMAND\

BBOC START SRVR RGN=CICSREG DGN=Z9CELL NDN=Z9NODEA SVN=Z9SRO1A SVC=* MNC=1 MXC=10 TXN=N SEC=N REU=Y\

CESF GOODNIGHT\

FrArxx Ak kkkhkhhkkkkkkkkhkkhkrrkrxrxxxxxx Bottom of Data *xxxkkrkkkkkkkkkkkkk ko ok ok ok ok ok ok ok ok ok ok ok ok k ok ko ok ok ok & & ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
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Appendix C: Miscellaneous Information
Requirements to match module library with WAS z/OS level in use

As you have seen, part of using WOLA from an external address space such as CICS or batch
requires the WOLA modules be copied out to a LIBRARY data set. That data set if then
concatenated to the CICS DFHRPL or added to a batch job's STEPLIB®,

When that external address space seeks to register into the WAS z/OS server, there's some
interaction that takes place between the WOLA modules in that LIBRARY data set and the
WOLA support that's included with the WAS z/OS server.

Key Point: In an ideal world the level of the modules in the LIBRARY data set would exactly match
the level of support in the WAS z/OS server. That's one of the reasons why we had you
qualify the data set with a WAS z/OS version and fixpack value ... to help you insure that
match.

But the requirement is not that strict. Once again, the general answer "It depends" comes
up, with our full agreement that "It depends" is never very satisfying.

What follows is a high-level explanation of a few key things to help set a framework of
understanding of how the WAS z/OS level and the external module LIBRARY relate.

Is there a way to tell what level the modules in the LIBRARY are?
At this time not easily. The ability to do so is a known requirement.
What's the rule ... update modules with every fixpack?

Ideally, yes. Every time a fixpack is applied to your WAS z/OS environment and WOLA is in
use, a recopy® of the modules out to a LIBRARY data set is the best policy. If a new data
set name is used, then an update to the DFHRPL and STEPLIB references.

But that is not a hard-and-fast requirement. Just a good practice to reduce potential issues.
What symptom would is seen if there's a mismatch?
If you see RC=12, RSN=88 or 90 then a mismatch should be suspected.

The big change occurred with the 8.0.0.1 fixpack, when a "stubs vector" was added. Trying
to use a newer (that is, 8.0.0.1 or later) level of the modules with an older (that is, 8.0.0.0 or
V7) level of WAS z/OS will result in those RC/RSN errors.

This is why we started the doc with "Capture the version and fixpack level of WAS
installation" on page 6. It was a way to draw your attention to the precise version and
fixpack you were using as we next took you into copying the modules out to the LIBRARY

data set. Itis also why we encouraged you to include the fixpack level as part of the data
set qualifier.

If in doubt, copy the modules out again® and make those modules available to your CICS
region or batch job, then retest.

Update of ola.rar file

The ola. rar file you installed earlier is what implements the Java Connector Architecture
(JCA) interfaces for WOLA. For example, if the Java program is using the
ConnectionSpecImpl class orthe InteractionSpecImpl class®, those class are part of
the ola.rar file.

The classes in ola.rar are sometimes part of maintenance released for WAS z/OS. That
means the ola.rar resource adapter needs to be updated in those nodes that use ola.rar.

89 Or added to Link List.

90 IfV7,then olaInstall.sh OLAMODS '<data-set>'. If V8 or V8.5 then copyz0S.sh OLAMODS '<data-set>'.

91 If V7, then olaInstall.sh OLAMODS '<data-set>'. IfV8or V8.5 then copyz0S.sh OLAMODS '<data-set>'.

92 If your Java program using WOLA is going outbound -- that is, the call is WAS outbound to CICS or IMS -- then it is using those classes.
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The release information for the fixpack will indicate whether the resource adapter needs
updating®.
There are two ways you can accomplish the update of the ola. rar resource adapter:
1. By manually uninstalling and re-installing the ola. rar resource adapter
2. By using the supplied olaRarUpdate.py WSADMIN script
The following table summarizes the pros and cons of each approach:

Pros Cons

Deleting the ola. rar resource adapter
in preparation for re-installing will result
in all the Connection Factories defined
under the adapter being lost. You will
need to recreate them®.

Relatively simple process as illustrated
under "Install the ola.rar resource
adapter and create a connection

factory" starting on page 9.

Manual update

Updates the adapter and preserves all | Involves using WSADMIN, which while

laR .
olaRarlpdate.py the defined Connection Factories. not difficult may be unfamiliar to some.

We'll discuss the use of the o1aRarUpdate.py script here. The manual update process

involves deleting the resource adapter, then re-installing using the same instructions provided
on page 9.

Location of the olaRarUpdate.py script file

The Jython script file is located in the installation file system, not the runtime configuration
file system. The location is different depending on V7 or V8.x:

Version 7 /<install mount point>/mso/OLA/bin/olaRarUpdate.py

Version 8

. /<install mount point>/util/zos/OLASamples/olaRarUpdate.
Version 8.5 P P P by

Invoking the script file to update the RAR file
The syntax required for the script file is relatively simple:
-f <path>/olaRarUpdate.py <cell long name> <node long name>

The script will take inventory of the adapter and connection factories and update the RAR
file to the level found in the install file system from which the script was run. It preserves the
defined connection factories.

Here is an example of the commands to update the RAR in a Network Deployment cell.
Notes related to the numbered blocks follow:

Note: The WSADMIN command is shown as three lines here (because the page is not wide

enough to show it all on one line), but in actual practice that command is entered as one
long command.

> cd /wasviconfig/z3cell/z3dmnode/DeploymentManager/profiles/default/bin

2
> wsadmin.sh -lang jython -conntype SOAP -host wg3l.washington.ibm.com
-port 30002 -user z3admin -password ******

-f /shared/zWebSphere/V7R0/mso/OLA/bin/olaRarUpdate.py z3cell z3nodea

93 If you're moving from one version to another then it's a different matter. Moving from version to version implies migration of the cell
environment. The migration utility is designed to make the necessary updates, including the installed resource adapter. An alternative
approach is to build a new cell at the newer version parallel to the existing cell, and manually create all the customizations needed. This
document won't go into the pros and cons of each. Rather, we'll simply state that the update of the ola. rar we're speaking of in this
section of the document relates to fixpacks within the same version.

94 If you only have the one or a small few CFs then this is a relatively simple thing to do.
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Notes:

1. In a network deployment configuration it's best to run WSADMIN from the DMGR's /bin
directory and run against the DMGR.

2. The olaRarUpdate.py scriptis written in Jython, so it's necessary to tell WSADMIN the
language to expect.

3. This example is showing using SOAP to connect to the running DMGR.
4. The host name of this DMGR. You would specify the host appropriate to your environment.

5. The configured SOAP port for this DMGR. You would specify the port appropriate to your
environment.

6. |If security is enabled for the cell, then you must pass in a userid and password with Admin
authority. This example is showing the use of the Admin ID.

The - £ switch points to the full path and file name of the olaRarUpdate.py file
The cell long name is specified
9. The node long name where the RAR file is to be updated is specified

The script will save the configuration changes but not synchronize them to the nodes. You
may wish to manually synchronize the node.

This script is run against each node that has a RAR installed you wish to update. Here we
showed one node being updated. If you had more you would re-run the script for each
node.

Improved Channels and Containers using 8.0.0.5 or 8.5.0.2

As mentioned back under "Optional - Use the CICS Channels and Containers sample
OLACBO02" starting on page 32, the channels and containers support was improved
considerably starting with 8.0.0.5 and 8.5.0.2.

To use the new channels and containers support several pieces of the puzzle need to be in
place. The following picture illustrates this, with notes following that correspond to the
numbered blocks:

WAS 0SS VE.0L0.5 or 8.5.0.2 or ahove clcs

BBOS EBO# OLACBXX

3 | OLASample2.ear

ola.rar

WOLA TRUE

n {/ {DFHRPL DD @ WOLA native library

Notes:

1. The level of the WOLA modules concatenated to the CICS region's DFHRPL must be at a level that
contains the updated channels and containers support. This is what will allow the BBOS Link Server
Task and BBO# invocation task to support the enhanced function. So if you're recently updated your
level of WAS z/OS then don't forget to update the WOLA module library as well.

2. The ola.rar resource adapter was updated as part of this improved support of channels and
containers. To use multiple containers and MappedRecordImpl () you'll need the updated RAR.

Again, if you've recently updated your level of WAS z/OS then see "Update of ola.rar file" on page 73
for information on updating your copy of the RAR file.
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3. The oLASample?.ear file supplied with 8.0.0.5/8.5.0.2 was updated to illustrate the use of named
channels and multiple containers. If you have an earlier copy of the application in your WAS server
you'll need to re-install using the newer copy.

4. The sample target COBOL program you use makes a difference. The OLACB02 program used was
not written to recognize a named channel nor multiple containers. However, the samples supplied
with 8.0.0.5/ 8.5.0.2 were updated. From the @RRREADME. jclsamp file:

OLACE1D - JCL/source for CICS sample Cobol program that uses multiple
containers to pass data to CICS from an EJE. This iz a sample
target program when using the QLA CICS Link Serwver.

OLACE1l - JCL/source for CICS sample Cobol program that uses multiple
containers to pass data to CICS from an EJE. This iz a sample

target program when using the QLA CICS Link Serwver. The data
iz modified inside the target program.

OLACE1Z - JCL/source for CICS sample Cobol program that uses multiple
containers to pass data to CICS from an EJE. This iz a sample
target program when using the QLA CICS Link Serwver. The data
iz deleted in=side the target program.

If you wish to use the improved channels and container support, then do the following:
O Make sure your level of WAS z/OS is at 8.0.0.5 or higher, or 8.5.0.2 or higher.
O If you're recently updated maintenance to one of those levels®, then:

O Copy the newer samples to a FB 80 data set so you can access the new COBOL programs
that use the enhanced channels and container support. See "Copy WOLA samples to a
sample data set" on page 6.

O Copy the newer modules to a LIBRARY data set so you may supply the newer modules to
your CICS region. See "Copy WOLA modules to a load library data set" on page 7.

O Update your ola.rar file. See "Update of ola.rar file" on page 73.

O Delete and re-install the 0LASample?2 . ear file using the newest copy of the EAR.

O Customize and compile the 0OLACB10, OLACB11 and OLACB12 samples.

O Modify the cSDUPDAT sample job to include references for OLACB10, OLACB11 and
OLACB12 and submit.

O Start your CICS region, and start the Link Server Task so the region is registered into
the WAS z/OS server.

O From a browser, issue the following URL:
http://<host>:<port>/OLA Sample2 Web/

Where <host>and <port> are the what's appropriate for the WAS z/OS server in which the
sample application is deployed.

95 As opposed to a fresh new install and cell creation. Then you'll have everything in place from the start and updates won't be needed.
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O Access the OLASample2 program with the same URL as before. You will notice that
application page has fields for the channel name and multiple containers:

OLA Regster Mame (max 12 chars)

OLA Sernce Name (max 256 chars)

CICS Link Server-specific data - [®] Use Containers H
CICE Link Server-specific data - [8] Tse Channel
CICS-Link Request Container Id (masx 16 chars) [ BIT Container
BECAWAS-CONTID
CICS-Link Eequest Contaner Id 2 {max 16 chars)
BEOAAWAS-CONTIDZ
CICS-Link Response Contamer Id (max 16 chars) [ BIT Contamer
n BECAWAS-CONTID
CICS-Link Fesponse Contamner Id 2 (mast 16 chars)
BEOAAWAS-RESP?
CICS-Link Charnel Id (mast 16 chars) L] BIT Channel
BEOAMAS-CHANMNEL
CICE-Link Transaction id (mazx 4 chars) BEO#

| Fun'WAS->Extemnal address space test ] H

Do the following:

1. Provide a "Register Name" to match what you used when starting the Link Server
Task into WAS z/0OS.

Provide a service name of OLACB10

Check both "Use Containers" and "Use Channel"

Leave the container ID and channel name default. You'll change those in a bit.
Click the "Run" button

O In response, you should see the following in your browser screen:

Eecetved output for container: BBOA-WAS-CONTID2 with Container Data: Test data to external afs part 2
Fecetved output for container: BBOA-WAS-COMNTID with Container Data: Test data to external afs part 1
Test Executed

o s~ 0N

O In the CICS region CEEMSG output you should see:

OLACB10 entered with channel BBOA-WAS-CHANNEL
Data Length 00000032

Data in BBOA-WAS-CONTID2:

Test data to external a/s part 2

Data Length 00000032

Data in BBOA-WAS-CONTID :

Test data to external a/s part 1

Pause and think about what took place. On the application input panel a channel was named
(BBOA-WAS-CHANNEL). This was not fixed like it was prior to 8.0.0.5 or 8.5.0.2. This was a
channel name passed in by the application. Two containers were used, and their names were
passed in as well. The data passed in was echoed back.
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O Go back to the application input panel and change the input data to something short and
trivial, such as:

Data to send to external address space (Part 1) [ Cenvert to ebedic
Ay

Data to send to external address space (Part 2):
ZZ

Then change the container and channel names to different values, such as the letters A
through E as shown here®:

CICS Link Server-specific data Tse Contaners

CICE Link Server-specific data Tse Channel

CICS-Link Request Container Id (mazx 16 chars) [] BIT Container
A

CICE-Link Fequest Container Id 2 (max 16 chars)
B

CICS-Link Response Container Id {mazx 16 chars) [ BIT Container
c

CICE-Link Fesponse Container Id 2 (max 16 chars)
D

CICE-Link Channel Id (mazx 16 chars) [ BIT Channel
E

CICE-Link Transaction id {max 4 chars) BBO#
Then click the button to send. You should see the following on the browser:

Eecerred output for contatner: & with Contatner Data: A4
Eecewed sutput for contamer: B wath Contaner Data: Z2
Test Executed

And the following in CEEMSG:

Test data to external a/s part 1
OLACB10 entered with channel E
Data Length 00000002

Data in B

ZZ

Data Length 00000002

Data in A

AA

O Read the comment section of OLACB10, OLACB11 and OLACB12 to see what each does.
Browse the COBOL and see how the processing works. Experiment with samples
OLACB11 and OLACB12 and see what results you get.

8.0.0.5/8.5.0.2 (or higher) and OLACBO02 sample

The newer level of channels and container support will still work with the OLACBO02 sample.
The OLACBO02 sample isn't as useful as OLACB10, 11 and 12 because OLACB02 assumes
a single container, and it doesn't do much with the data sent in. Still, it is possible to use it
with the newer support.

96 There's nothing special about those values ... we're just trying to provide names that clearly aren't default values to show the interaction
between the Java program and the CICS program is passing your values back and forth.
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The key is to not select "Use Channel" checkbox, and to select "Use Containers." That
emulates the pre-8.0.0.5/ 8.5.0.2 behavior:

DLA Service Mame (max 256 chars)
OLACEDZ

CICE Link Server-specific data Tze Contatners
CICS Link Server-specific data ;| [l Use Channel
CICS-Link Eecuest Container Id (max 16 chars) [ BIT Container
BEOAMAS-COMNTID

CICE-Link Eecuest Contatner Id 2 (mas 16 chars)
BBEOAAAS-COMNTIDZ

CICS-Link Eesponse Container Id (mazx 16 chars) [ BIT Container
BEOAAAAS-CONTID

CICE-Link Eesponse Container Id 2 {max 16 chars)
BEOAAMAS-RESP?

CICS-Link Channel Id (mas 16 chars) [ BIT Channel
BBOAAAS-CHAMNMEL

CICE-Link Transaction 1d {max 4 chars) BEBO#

The request container ID name matches what's hard-coded in the OLACB02 sample
program and with that the result you get back is as expected:

Cutput: OLACEDZ Eead from BEOA-WAS-COINTID container successfilly
Test Executed

While that works, the OLACB10 - 12 samples are much better at showing the effective use
of the enhanced channels and containers function provided with 8.0.0.5/8.5.0.2 or higher.
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Document Change History

Check the date in the footer of the document for the version of the document.

March 6, 2013

Original document

March 26, 2013

Miscellaneous updates: check for proper synchronization after setting cell-level
variables; additional detail for sequential terminal; use of SEC=Y and assertion of
thread identity from WAS into CICS.

April 17, 2013

Added section on use of OLACB02 sample for CICS channels/containers; added
section on use of OLACB10, 11 and 12 samples for enhanced channels and containers
support; added section on using olaRarUpdate.py to update WOLA RAR file when
maintenance calls for update.

August 13, 2013

Added information on using the "Development Mode" function using the Proxy EJB.
This allows Java developers on their distributed WAS workstations to test their Java
code against a local copy of the ola.rar JCA resource adapter and have the request
sent to the mainframe over a network connection. The Proxy EJB "catches" the
request and then drives "real WOLA" into CICS.

August 16, 2013

Updated the "Development Mode" section on Client Certificate Authentication to show
the value "Supported” set in the WAS z/OS CSIv2 security panel rather than
"Required." A value of "Required" resulted in "Security Mismatch" messages when
using "real WOLA" from CICS into WAS z/OS. "Supported" allowed the development
mode proxy to work as well as "real" WOLA with no security mismatch messages.
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