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In 2001 In 2001 ICPICP--BrasilBrasil was created by Law, a federal law, indeed. was created by Law, a federal law, indeed. 
S itS it ´́ t i ti idt i ti idSo it So it ´́s empowerment is nationwide.s empowerment is nationwide.

The law was mainly concerned about the infrastructure itself, but one very 
important article (10) has established the legal validity for ICP‐Brasil certificates 
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based digital signatures.



So, with the law MP 2.200-2/2001 
we have got

PKI DIGITAL

SIGNATURE
Technical Properties

I. AUTHENTICITY. U N C

II. INTEGRITY + LEGAL

VALIDITY
III. NON REPUDIATION

IV. SECRECY

VALIDITY
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2001 to 2003 2001 to 2003 –– Period marked by a significant juridical Period marked by a significant juridical 
debate about the ICPdebate about the ICP--BrasilBrasil model and properties. It was an model and properties. It was an p pp p

affirmative period, however.affirmative period, however.
FUNDAMENTAL PRINCIPLES:

Physical Identification required

Private Key Custody exclusively by thePrivate Key Custody exclusively by the 
owner

Auditing and monitoring by specialized and 
accredited entities

Standardization commitment

Interoperability commitment
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Interoperability commitment



The ICP-Brasil’s Model:

A niq e Root Certification A thorit (ITI a federalA unique Root Certification Authority (ITI, a federal
agency under the Presidency of Brazil), responsible for
managing the root certificates life cicles and for themanaging the root certificates life cicles and for the
accreditation, auditing and issuance of subsequent CAs
and its certificates;a d ts ce t cates;

A Steering Committee formed by federal government
and civil society representatives responsible for theand civil society representatives, responsible for the
regulation of the whole infrastructure and for auditing of
the Root CA;the Root CA;

CAs and RAs from private and public sectors.
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ICP-Brasil Digital Certificates BenefitsICP Brasil Digital Certificates Benefits
Assurance of security and legality for electronic transactions and 
documentsdocuments

The “path” to the popularization of electronic documents and 
processes usagep g

Lesser processing time

Lesser costsLesser costs

Lesser bureaucracy

A i iAn opportunity to increase e‐commerce

Support for the implementation of e‐government programs
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Many applications nowadays make use of 
ICP‐Brasil certificates. Receita Federal (IRS) 
was one of the first hour implementors of p
services benefitting from ICP‐Brasil 
certificates.

e‐CPF and e‐CNPJ are eIDs based on ICP‐Brasil 
certificates to brazilian tax payers (people 
and companies) 
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e‐CAC is a virtual portal for tax 
payers using e‐CPF and/or e‐
CNPJ
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NF‐e – an e‐invoice project that uses ICP‐Brasil certificates
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SPED – e‐accountability using ICP‐Brasil certificates
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The Judicial Branch

I 2005 t d th i CA d th ICPIn 2005 created their own CA under the ICP‐
Brasil Root

Two very important federal laws edited in 
2006, 11.280 e 11.419

Electronic Official Publications

− Paperless

S l ti f l i ti bl− Solution for logistics problems

Electronic Petitioning and Electronic Judicial 
Processes

100% electronic processes− 100% electronic processes

− Faster distributions, judgments and final 
decisions

− Everywhere, anytime conceptEverywhere, anytime concept

− Much more efficiency
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And now, begging in december 2010...

RIC Civil Identity Registry The new civil identity of theRIC – Civil Identity Registry – The new civil identity of the 
brazilians

A two chips polycarbonate smart card:

- One ISO/IEC 14443, ICAO 9303 BAC

- Another ISO/IEC 7816, ICP-Brasil, MOC

-Pilot Project starting on Dec. 8th ,2010 with 100 
thousand cards

-150 million cards in 9 years

Sixth Symposium and Exhibition on ICAO MRTDs, Biometrics and Security Standards, 1 to 4 November 2010, Montréal  18



Also begging in december 2010...

The new Brazilian Passport ePassportThe new Brazilian Passport - ePassport

-With a chip in the  back cover

-ISO/IEC 14443, ICAO 9303 EAC (prepared)

- ICAO PKD joinning in 2011

- Start issuing date Dec. 5th ,2010
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Thank you very much!

MAURÍCIO AUGUSTO COELHO
Director for the Public Key Infrastructure Department

National Institute of Information Technology – ITI

Presidency of the Federative Republic of Brazil

e-mail: mauricio coelho@iti gov bre mail: mauricio.coelho@iti.gov.br
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