Lexis® Practical Guidance Data Protection Scenario:

TRANSFER OF DATA OUTSIDE OF HONG KONG

The company you work for would like to transfer data outside Hong Kong, and they are concerned
about the data privacy issues, and any potential impact on their reputation, should there be any
mishandling of the related data. They do not want to be involved in any legal proceedings if they fail
to comply with the relevant regulations. You need to quickly check the procedure and/or legal position
of transferring data outside Hong Kong. Lexis Practical Guidance Data Protection provides a number
of ways to find the information that you need quickly and easily.

— Lexis Practical Guidance Data Protection > View topics > Data usage > Data processing and transfer
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The Data processing and transfer landing page provides you with links to Practice Notes, Precedents,
Checklists and Flowcharts, Rules and Guidance.

Thereis a specific Practice Note on your client’s particular issue: International transfer of data outside and
into Hong Kong.

Intermational transfer of data outside and into Hong Kong
Thia Practice Nabe considars inbemnational tranafisr of dats oulsice and inba Hang Kong
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The Practice Note includes a table that shows worldwide data protection law depending on the data
place of origin and data destination. Relevant legislation is highlighted and hyperlinked, both within the
document itself and the references icons.

Data place Data Most relevant legal considerations
of origin destination

@
Hong Kong | Eurcpean POPO. £ 33 (even if not in force), PDPO, s 80B (to the extent that there iz a HK court order) and

Union Diata Privacy Principles (DPP) 3 and 4.
Hong Kong | United In interim, apply standard equivalent in stringency to previous safe Harbour rules to the extent
States they are needed in order to meet requirements of DPP 3 and 4. Position may change sherily as

other junisdictions (such as Israel and Switzerland) have since declared they will no longer follow
safe harbour given the shortcemings of the precedure as outlined in the Shrems case (below).
Uniil that time, Hong Kong enjoys a lower standard.

European Hong Kong Privacy Shield procedure (2016) would be advisable to be followed or equivalent protection

Uniion standards.
United Hong Kong Hong Kong Data Privacy laws, DPP of PDPO
States

Transfer of data into Hong Kong

We have largely discussed the situation of transfer of data out of Hong Kong. To the extent that data is transferrad
into Hong Kong from a jurisdiction which has less siringent data privacy laws, the scope of the PDPO will still apply
to that data as soon as it enters Hong Kong, and the above principles must be applied.

As discussed earlier we must also consider the European position, in the situation that data is fransferred into
Hong Kong from the European Union directly or even if it comes from a third country such as the United States but
originated in the European Union. This is a more stringent standard than the current Hong Kong law and is now
discussed in great detail.

There is a general prohibition in Directive (EC) 85/46, {Data Protection Directive) on data controllers transferring
personal data to any temitory outside the European Economic Area (EEA) unless an "adequate’ level of privacy
protection is ensured for the data transferred. ﬂ

In order to assist the user, related documents are highlighted and quick links provided, as well as related —
Practice Notes.

International transfer of data outside and into
Hong Kong

|2 Practice notes
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Produced in partnership with Dmitri M_A. Hubbard of Asia-Pacific Xerox Consuiting and Analytics & Fompin: Hon oo et Pt siion

Hong Kong data privacy law sits in an interim position in terms of both enforcement and strictness of provisions,

between European Union (EU) style data privacy regimes (which have very high levels of restriction) and the more Related documents
liberal US data protection regime. Accordingly, when data from Hong Kong is transferred, the object of and
destination for the transfer is a key part of the planning process. a m;g untg; T
Hong Kong law is governed by the Personal Data (Privacy) Ordinance (Cap 436) (PDPO). FOFC, s 33 entitles » Authority of data sharing
‘Prohibition against fransfer of personal data fo place outside Hong Kong except in specified circumstances’ » Data protection — applicability and
However, this provision has not been bought into operation although implementation has been discussed many scope
times since the late 1990s. It presents a best practice approach to data handling which originates from Hong Kong. e it e G e
outside and into Hong Kong
The below is a high level table which, while not covering every eventuality, considers the most relevant law that is .
likely to be most important in different data transfer scenarios. . T'E_“Sfe’ of data L Eum_pean
Union and the United Kingdom
Data place Data_ Most relevant legal considerations » Exceptions to the data export
ofongn’ | destinafion | restriction in the European Union
Hong Keong | European PDPO, = 33 {even if not in force), PDPO, s 60B (to the extent that there is a HK court order) and and United Kingdom
Uni Data Pril Principles (DPP) 3 and 4. 2
i i i d 13 » Binding Corporate Rules
Hong Kong | United In interim, apply standard equivalent in stringency to previous safe Harbour rules fo the extent o =
States they are needed in order to meet requirements of DPP 3 and 4. Position may change shortly as e :I'he _PIW_EI:)‘ Shield (Safe Harbour
other jurisdictions (such as lsrael and Switzerland) have since declared they will no longer follow invalidation)
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There is also a specific Precedent for transferring data within the company to its subsidiary group -
Intra-group data processing policy of parent company and its subsidiary group companies. This can also
be accessed from the Direct Marketing landing page.

Intra-group data processing policy of parent company
and its subsidiary group companies
This is a precedent intra-group data processing policy.

MAINTAINED

— Precedents contain drafting notes which give you guidance on how to draft the document, commercial
considerations to look out for etc. and contain links to relevant legislation and related documents.

Home ) Hong Kong Data Protection ) Dats usege: Data processing and transfer ) Intra-group data processing policy of parent company and its subsidiary group e...

Intra-group data processing policy of parent

company and its subsidiary group companies intra-group data processing policy
of parent company and its
Produced in partnership with Gallant V.7 Ho & Co & subsidiary group companies
@ (drafting notes)

1 Summary Q

\We, [insert name of parent company] (and our group companies, including [insert details (or details of
where these are iisted)]), hold personal data about individuals such as our employees and
representatives (‘staff), customers, suppliers and other individuals for a variety of business purposes.

implemented as a single intra-group

This policy shows how we seek to protect personal data where one group company processes personal processing policy by which each
data on behalf of one or more other group companies. \Where one group company processes persanal relevant group company would agree
data on behalf of another, the first company is referred to in this policy as the 'processor’ and the other to be bound. It is intended to address.
2 i o e . the i the data | i
is referred to as the 'data user’. This policy requires all staff to ensure, when processing personal data SR e e Lo

o . LR e principles (DPPs), in partcular DPP 2
as processor on behalf of other group companies. that they: (3) and DPP 4(2)

1.1 do s0 only in accordance with the relevant data user's instructions
Under the two DPPs, where a data

1.2 ensure that relevant data is subject to appropriate security user engages a data processor,
whether within or outside Hong Kong,
‘o process personal data on the data
2 Sco) L thed
i @ user's behalf, the data user must
This policy appiies to all staff [in the UK] [and [insert other couniries as appropriate]]. Each member of staff 1- .l.

R B B B e —————————

THIS IS NOT THE ONLY WAY TO FIND THE RELEVANT INFORMATION. From the homepage, you could use —
key search words to find the same material: transfer of data.

Refine results Claarafl SEﬁI’Ch I'ESLll‘-tS *  Subscribed practice areas
Selact ane ar more practica areas andior ong (403 results)
HETROE (M EDIRCTT A M (e JuT ol 4  Transfer of data in European Union and the United Kingdom
= f ] - Practice notes
Eechce ateas 1) el This Pracics Mote considers the tranefer of dats in the Europzan Unlon and the Uniied Kingdom.
Hong Kong Commereial (112} MAMNTAINED = Hong Kong Data Proteclion
Hong Kang Corperate 1535 |2 International transfer of data outside and into Hong Kong °
. s __+ Practice notes
Hong Kong Data Protection i This Practica Note considers intmational franafr af dats outside and Into Hong Kang.
Hong Kong Dispute Resolution (33) s IO Ay ks E e
Hong Kang Empl o (104) 3  The Privacy Shield |5afe Harbour invalidation)
o Practice notes
Hong Kong Financial Services (23] This Practica Note conslders the EU-US Privacy Shizid for franefer of personal data,
Hong Kong Tax (14) MAINTAINED - Hong Kong Dala Proteclion
Binding Corporate Rules
Hong Keng Wills, Probate an... (13 4 i
_» Practice notes
View more (1 This Practica Note conglders Sinding Corporate Rules, which are means by which organisations can franafsr

@ LexisNexis

LexisNexis, Lexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under licence.
Copyright 2017 LexisNexis, a division of Reed Elsevier Inc. All rights reserved.



— The search result can be narrowed down to be more specific and accurate by entering the country name.
For example if you were interested specifically in data transfer to the PRC: transfer data China

Refine results cewn S€AICh results -« suscived pracice areas

Select one or more practice areas andfor one (11 resuits)
or more document types to refine your search.

- Practice areas (1) Clear
Hong Kong Commercial (31
Hong Kong Corporate (23)| 2 International laws — overview
; 11 @@ Overviews
£ S o MRS R T “n _ laws — oveni ional laws It is i to recognise that data are inevitsbly held across barders. Since it
Hong Kong Dispute Resolution 9) MAINTAINED * Hong Kong Data Protection
Hong Kong Employment (10) | 3  Data protection audit questionnaire
Hong Kong Financial Service @) 0Pt
N BONES AN S This Precedent data privacy audit guestionnaire is for use as part of a data privacy compliance project seeking to
Hong Kong Tax (3) MAINTAINED = Hong Kong Data Protection
Hong Kong Wills, Probate an... (1)| 4 Getting the Deal Through — Singapore
iiiaer " |+ Practice notes
A guide to data protection and privacy in Singapore, published by Getting the Deal Through.

The correct Practice Note comes up at the top as the result.

Customers are able to narrow their results using the “Document types” box on the left hand side of the
page as well as the “Practice areas” box seen above:

MAINTAINED « Hong Kong Diata Protecsion
5 Transfer of undertaking
_ Practice notes
This Pracice Mote s2als with the mechanice of 3 franafer of employment ana the transfer documantatian in the
MAINTAINED -~ Found In Hong Kong Employment
Mayer Brown J 5M: How much is that data in the window? Individual convicted for trans....
*Ne'lls
Cn 30 Decambear 2013, an individual wae canvicted for breaching the direct markang provislons under tha Hong

ARCHIVE -02.02. 2018 - HKPG - COTPOrate News Anaiysls Found In Hong Kong Corporsts, Hong Kong Financlal
Zarvicen

Copyright (Data) assignment
=
Thils pracessant |s & copynight assignment 1o Tachitate tramafer of capyright subsisting In caginal dats in the form of
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Lexis® Practical Guidance Data Protection Scenario:

DIRECT MARKETING

You are in-house counselin a Hong Kong company. You have an enquiry regarding direct marketing from
the marketing team. The team is seeking your legal advice on whether there is a prohibition on the use of
email notifications (eDMs). The “New Guidance on Direct Marketing” issued by the Office of the Privacy
Commissioner for Personal Data is lengthy and you do not have time to read everything. You also need
to draft a consent notification for the marketing team. Lexis Practical Guidance Data Protection
provides a number of ways to find the information that you need quickly and easily.

— Lexis Practical Guidance Data Protection > View topics > Data usage > Direct marketing
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The Direct marketing landing page provides you with links to Practice Notes, Precedents, Checklists,
Legislation and Cases.

Direct marketing
Thereis an Overview on the landing page to guide you through the sub-topic.

@ Read Overview

In this Overview, under the section Prohibition of Prohibition of using personal data for direct marketing purposes
. . . der the PDPO
using personal data for direct marketing purposes HpCSDE

The new Part V1 A under the PDPO, which took effect on 1 April 2013, has introduced, among other changes,

under the PDPO, th ereisa | in k to a Practice Note tighter restrictions on direct marketing. Under the new provisions, the PDPG has moved from the previous ‘opt-out

regime (whereby data subjects’ personal data may be used for direct marketing uniess they have opted out) to an

N ’ 1 N . H . ‘opt-in’ mechanism, in which data subjects’ personal data may only be used after data subjects have consented to
onyour client’s particular issue: Direct marketing Gl
inH ang Ki ong. Subject to a limited exception referred as the ‘grandfathering’ arrangements, a data user is strictly prohibited from

using or providing personal ata to others for direct marketing purpose, unless:

« the data user has provided ceriain prescribed information and a response channel for the data subjects
to communicate their consent or indication of ‘no objection’ to the intended use or provision of the data

- the notification is easily understandable and readable; and

« the valid consent is made explicitly and voluntarily, otherwise data users must not use the data subjects’
personal data for direct marketing before the relevant data subjects’ consent or indication of ‘no objection”
have been obtained

Ifa data user intends to transfer data subjects’ personal data to another person for use by that other person for
direct marketing purposes, the data user must inform the data subjects in writing in @ manner preseribed under the
PDPO regarding that intention to use the data.

For details, please see Practice Note.%\re:t marketing in Hong Keng

For templates of marketing consent or indication of no objection and opt-out clauses, please see Precedents:
Direct marketing clause — notification and abtaining consent (selective), Direct marketing clause — notification
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— In order to assist the user, related Precedents and drafting notes are highlighted and quick links are
provided, as well as related Practice Notes.

Direct marketing — overview

@ Overviews

Produced in partnership with Woo Kwan Lee & Lo @@ MAINTAINED

Found in: Hong Kong Data Protection
There is no stand-alone legislation reguiating direct marketing activities in Hong Kong The most relevant pieces of

legislation are:

+ the Personal Data (Privacy) Ordinance (Cap 486) (PDPO) ‘Related documents

» the Unsolicited Electronic Messages Ordinance (Cap 593) (UEMO) i Practice Notes
In terms of adveriising and marketing activities in general, other legislation such as the Trade Description @ :recm:n&,dmlhm 4
Ordinance, the Misrepresentation Ordinance and the Control of Obscene and the Indecent Articles Ordinance etc : :
and certain industry-specific legislations may be relevant. This module will only focus on the reguirements under » Direct marketing clause —
the PDPO and the UEMO. notification and obtaining consent

@ (selective)
Prohibition of using personal data for direct marketing purposes £ kg E
notification and obtaining consent
under the PDPO (general)
. . . » Indication of no objection

The new Part VI A under the PDPO, which took effect on 1 April 2013, has introduced, among other changes,
tighter restrictions on direct markefing. Under the new provisions, the PDPO has moved from the previous ‘opt-out’ » ‘Opt-out’ clause

regime (whereby data subjects’ personal data may be used for direct marketing unless they have opted out) to an
‘opt-in’ mechanism, in which data subjects’ personal data may only be used after data subjecis have consented fo
such use.

One of these related documents is the Precedent you need - Direct marketing clause - notification and
obtaining consent (selective). This clause can be used as a template for drafting a selective consent clause
for direct marketing purposes.

Precedents contain drafting notes which give you guidance on how to draft the document, commercial —
considerations to look out for etc.

Direct marketing clause — notification and
obtaining consent (selective)

Produced in partnership with Woo Kwan Lee & Lo &
1 We intend to use your personal data for direct marketing.

2 We may not so use your personal data unless we have received your consent.

3 We shall use the following personal data for marketing our products and services mentioned in Re
paragraph 4:

o your name*

o your residential address®

o your mobile phone number*®

o your residential phone number*

o your email address®

*Please tick the box provided to indicate your consent to the item.
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THIS IS NOT THE ONLY WAY TO FIND THE RELEVANT INFORMATION. From the homepage, you could also
use key search words to find the same material: direct marketing

Home 3 Hong Kong Data Protection ) Search Results

R e ceww Search results  + subscribed practice areas

Select one or more practice areas andlor one (286 results)

or more document types to refine your search. L = i
typ 2 Direct marketing — overview

~ Practice areas (9) Clear @ Overviews

| ... Direct marketing — overview Produced in parinership with Woo Kwan Lee & Lo There is no stand-alone

Hong Kong Commercial (110 MAINTAINED * Hong Kong Data Protection
Hong Kong Corporate (62) | 2 PCPD: A watch company fined for using personal data obtained from public domains in...
Hong Kong Data Protection (75) W News

The Privacy Commissicner provides advice fo data user {individual or crganisation) not to use an individual's
Hong Kong Dispute Resolution (51) ARCHIVE *07.02.2017 » HKPG Data Protection News Analysis Hong Kong Data Protection
Hong Kong Employment (36) | 3  Direct marketing in Hong Kong
Hong Kong Financial Services (27) |- Practice notes

This Practice Mote summarizes the statutory and regulatory rules that apply to direct marketing activities under the
Hong Kong Tax &) MAINTAINED * Hong Kong Data Protection
Hong Kong Wills, Probate an... (26) | 4  Direct marketing clause — notification and obtaining consent (selective)
View more 1) 24 Precedents

This clause can be used as a template for drafting a selective consent clause for direct marketing purpose.

The correct Overview comes up as the first result. Customers are able to narrow their results using the
“Document types” box on the left hand side of the page as well as the “Practice areas” box seen above:

= Document types (2} Ciear |
A Cases & decisions (23] |

“ 2 Checklists, diagrams & flowe... (5]

& Legislation & guidance 14)
= Mews (17
& Overviews 15}
| & Practice notes 138)

. Precedents, drafting notes &...  [32)

Unclassified 4] |
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