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PART I - THE SCHEDULE

SECTION B - SUPPLIES OR SERVICES AND PRICE/COSTS

B.1 ALLOWABLE CONTRACT TYPES FOR EACH SOW SECTION

The contract types in this IDIQ contract are shown below.

Clauses designated with "$" to the left of the citation number are applicable to FIRM-FIXED-PRICE line items only.

Clauses designated with "&" to the left of the citation number are applicable to LABOR-HOUR line items only.

SOW
Reference

0.5.1
0.5.1.1
C.5.1 .2
0.5.1.3
C.5.1 .4
C.5.1 .5
C.5.1.6
0.5.1.7
C.5.1.8

0.6.2
C.6.3
0.6.4
0.6.4.1
C.6.4.2
0.6.4.3
0.6.4.3.1
C.6.4.3.2
0.6.4.3.3
C.6.4.4
C.6.5
C.6.5.1I
0.6.5.2
C.6.5.3
0.6.5.4
0.6.5.5
C.6.5.6
C.6.6
0.6.7
C.6.8
C.6.9
C.6.10
0.6.11
C.6.12
0.7

Catecqory/Item Contract Type

Basic Infrastructure Support Services
BlackBerry
Electronic Mail (Email) and Messaging
File and Print
Personal Computing and Related Software Licensing
Network Components
Remote Access
Integration
High Performance Computing
Service Delivery and Management Responsibilities
Computer Facilities Management
Operations Center Network Management
Data Center System Administration
Wireless Communications Services
Telecommunications Management and Oversight
Project Status Reports
Telecommunications Support Services"
Maintenance of Property Management Records
Wireless Hardware and services
Products and Services
Telecommunications Expense Management Services
Software License Management
Software Inventory
Planning and Design
Software License Management Tool
Enterprise License Vendor Management
Software Catalog
Usage Reporting and Auditing
Safeguards Local Area Network and Electronic Safe Services
Technology Assessment Center
ERDS Operations and Maintenance
Secure LAN and Electronic Safe
Development Facility
Microsoft SharePoint Support
Extraordinary Move Support
Transition

firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price
labor-hour
labor-hour
firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price

firm-fixed-price
firm-fixed-price

firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price

labor-hour
labor-hour
firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price
firm-fixed-price
labor-hour
labor-hour/firm-fixed-price
firm-fixed price
labor-hour/firm-fixed-price
labor-hour
firm-fixed-price
labor-hour/firm-fixed-price
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B.2 PROJECT TITLE

The title of this project is as follows:

Information Technology Infrastructure Services and Support (ITISS).

B.3 BRIEF DESCRIPTION OF WORK (MAR 1987)

The purpose of this procurement is to acquire the technical services of an information technology (IT) provider to
continue the support of the NRC IT Infrastructure (ITI). This new ITISS contract will continue to provide NRC
Headquarters, Regional Offices, Resident Inspector Sites, the T-I-C, the High Level Waste Management Office, and
mobile NRC users virtually anywhere in the world with the vast majority of needed IT services, including: desktop and
laptop computers, servers, office productivity software, e-mail, help desk, BlackBerry devices, network file storage,
network printers, network management, IT operational security, data back-up and recovery, and new technology
integration.

B.4 CONTRACT TYPE

This is an indefinite delivery, indefinite quantity contract, containing firm-fixed-price and labor-hour line items.

B.5 CONTRACT CONSIDERATION AND MAXIMUM CONTRACT VALUE

The Government is obligated to order a minimum of $5,000,000.00 worth of services during the first 12 months of the
base period of this contract. The maximum contract value is $270,000,000.00 should all three option periods be
exercised. As option years are exercised, the total estimated amount for the option year being exercised will be added
to the current contract value to calculate a new contract value as of that option year. The government may order up to
the maximum value/quantity over the course of the entire six year period of this contract.
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SECTION C - DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK

C.1 STATEMENT OF WORK

See Attachment A.
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SECTION D - PACKAGING AND MARKING

D.1 PACKAGING AND MARKING (MAR 1987)

The Contractor shall package material for shipment to the NRC in such a manner that will ensure acceptance by
common carrier and safe delivery at destination. Containers and closures shall comply with the Interstate Commerce
Commission Regulations, Uniform Freight Classification Rules, or regulations of other carriers as applicable to the
mode of transportation. On the front of the package, the Contractor shall clearly identify the contract number under
which the product is being provided.
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SECTION E - INSPECTION AND ACCEPTANCE

See clauses 52.212-4 and 52.212-4 Alternate I.

E.1 PLACE OF INSPECTION AND ACCEPTANCE

Inspection and acceptance of the deliverable items to be furnished hereunder shall be made as specified in each
order issued under this contract.
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SECTION F - DELIVERIES OR PERFORMANCE

F.I NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE

The following contract clauses pertinent to this section are hereby incorporated by reference (by Citation Number,

Title, and Date) in accordance with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" in
Section I of this contract. See www.acquisition.gov/far for electronic access to the full text of a clause.

NUMBER TITLE DATE
"FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)

52.242-15 STOP-WORK ORDER AUG 1989
52.247-34 F.O.B. DESTINATION NOV 1991
52.247-48 F.O.B. DESTINATION--EVIDENCE OF SHIPMENT FEB 1999

F.2 2052.211-70 PREPARATION OF TECHNICAL REPORTS (JAN 1993)

All technical reports required by Section C and all Technical Progress Reports required by Section F are to be
prepared in accordance with the attached Management Directive 3.8, "Unclassified Contractor and Grantee
Publications in the NUREG Series." Management Directive 3.8 is not applicable to any Contractor Spending Plan
(CSP) and any Financial Status Report that may be included in this contract. (See List of Attachments).

F.3 2052.211-71 TECHNICAL PROGRESS REPORT (JAN 1993)

The contractor shall provide a monthly Technical Progress Report to the project officer and the contracting officer.
The report is due within 15 calendar days after the end of the report period and must identify the title of the project, the
contract number, appropriate financial tracking code specified by the NRC Project Officer, project manager and/or
principal investigator, the contract period of performance, and the period covered by the report. Each report must
include the following for each discrete task/task order:

(a) A listing of the efforts completed during the period, and milestones reached or, if missed, an explanation
Drovided;

(b) Any problems or delays encountered or anticipated and recommendations for resolution. If the recommended
"esolution involves a contract modification, e.g., change in work requirements, level of effort (cost) or schedule delay•
:he contractor shall submit a separate letter to the contracting officer identifying the required change and estimated
,ost impact.

(c) A summary of progress to date; and

(d) Plans for the next reporting period.

F.4 DELIVERY SCHEDULE

The .delivery schedule will be specified in each order issued under this contract.
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F.5 PLACE OF DELIVERY--REPORTS (JUN 1988)

The items to be furnished hereunder shall be delivered, with all charges paid by the Contractor, to:

(a) Project Officer (1 copy - via email)

See name and address in Section G.1

(b) Contracting Officer (1 copy - via email)

Jordan Pulaski

Email to: Jordan.Pulaski(~nrc..qov

F.7 DURATION OF CONTRACT PERIOD (MAR 1987) ALTERNATE 2 (MAR 1987)

This contract shall commence on award date and will expire at the end of the Base Period. The term of this contract
may be extended at the option of the Government in accordance with FAR clause 52.217-9, as follows:

Option Period 1 - one year, beginning the day after expiration of the Base Period
Option Period 2 - one year, beginning the day after expiration of Option Period 1
Option Period 3 - one year, beginning the day after expiration of Option Period 2
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SECTION G - CONTRACT ADMINISTRATION DATA

G.1 2052.215-71 PROJECT OFFICER AUTHORITY (NOVEMBER 2006)

(a) The contracting officer's authorized representative hereinafter referred to as the project officer for this contract is:

PRIMARY

Name: Eric Brusoe

Address: U.S. Nuclear Regulatory Commission
Office of Information Services
11555 Rockville Pike, M/S T-5D14
Rockville, MD 20852

Telephone Number: 301-415-5053
Email Address: Eric.Brusoe(~nrc..QOV

ALTERNATE

Name: David Curtis

Address: U.S. Nuclear Regulatory Commission
Office of Information Services
11555 Rockville Pike, M/S T-5D14
Rockville, MD 20852

Telephone Number: 301-415-6012
Email Address: David. Curtis(,nrc..qov

(b) Performance of the work under this contract is subject to the technical direction of the NRC Project Officer
identified above or, in their absence, their alternate designated above. The term "technical direction" is defined to
include the following:

(1) Technical direction to the Contractor which shifts work emphasis between areas of work or tasks, authorizes
travel which was unanticipated in the Schedule (i.e., travel not contemplated in the Statement of Work (SOW) or
changes to specific travel identified in the SOW), fills in details, or otherwise serves to accomplish the contractual
SOW.

(2) Provide advice and guidance to the Contractor in the preparation of drawings, specifications, or technical
portions of the work description.

(3) Review and, where required by the contract, approval of technical reports, drawings, specifications, and
technical information to be delivered by the Contractor to the Government under the contract.

(c) Technical direction must be within the general Statement of Work stated in the contract. The project officer does

mot have the authority to and may not issue any technical direction which:

(1) Constitutes an assignment of work outside the general scope of the contract.

(2) Constitutes a change as defined in the "Changes" clause of this contract.
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(3) In any way causes an increase or decrease in the total estimated contract cost, the fixed fee, if any, or the time
required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, settles any claim or dispute arising under the contract, or issues any unilateral directive

whatever.

(d) All technical directions must be issued in writing by the project officer or must be confirmed by the project officer
in writing within ten (10) working days after verbal issuance. A copy of the written direction must be furnished to the
contracting officer. A copy of NRC Form 445, Request for Approval of Official Foreign Travel, which has received final
approval from the NRC must be furnished to the contracting officer.

(e) The Contractor shall proceed promptly with the performance of technical directions duly issued by the project
officer in the manner prescribed by this clause and within the project officer's authority under the provisions of this
clause.

(f) If, in the opinion of the Contractor, any instruction or direction issued by the project officer is within one of the

categories as defined in paragraph (c) of this Section, the Contractor may not proceed but shall notify the contracting
officer in writing within five (5) working days after the receipt of any instruction or direction and shall request the
contracting officer to modify the contract accordingly. Upon receiving the notification from the Contractor, the
contracting officer shall issue an appropriate contract modification or advise the Contractor in writing that, in the
contracting officer's opinion, the technical direction is within the scope of this article and does not constitute a change
under the "Changes" clause.

(g) Any unauthorized commitment or direction issued by the project officer may result in an unnecessary delay in the
Contractor's performance and may even result in the Contractor expending funds for unallowable costs under the
contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the contract action to be

taken with respect thereto is subject to 52.233-1 -Disputes.

(i) In addition to providing technical direction as defined in paragraph (b) of the Section, the project officer, shall:

(1) Monitor the Contractor's technical progress, including surveillance and assessment of performance, and
-ecommend to the contracting officer changes in requirements.

(2) Assist the Contractor in the resolution of technical problems encountered during performance.

(3) Review all costs requested for reimbursement by the Contractor and submit to the contracting officer
• ecommendations for approval, disapproval, or suspension of payment for supplies and services required under this
"ontract.

(4) Assist the Contractor in obtaining the badges for the Contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a
)ontractor employee no longer requires access authorization and return of any NRC issued badge to SB/DFS within
hree days after their termination.

(6) Ensure that all Contractor employees that require access to classified Restricted Data or National Security
iformation or matter, access to sensitive unclassified information (Safeguards, Official Use Only, and Proprietary
iformation) access to sensitive IT systems or data, unescorted access to NRC controlled buildings/space, or
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unescorted access to protected and vital areas of nuclear power plants receive approval of SB/DES prior to access inaccordance with Management Directive and Handbook 12.3.

(7) For contracts for the design, development, maintenance or operation of Privacy Act Systems of Records, obtain
from the Contractor as part of closeout procedures, written certification that the Contractor has returned to NRC,
transferred to the successor Contractor, or destroyed at the end of the contract in accordance with instructions
provided by the NRC Systems Manager for Privacy Act Systems of Records, all records (electronic or paper) which
were created, compiled, obtained or maintained under the contract.
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•SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.1 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (JUN 2010)

(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that conform to the
requirements of this contract. The Government reserves the right to inspect or test any supplies or services that have

•been tendered for acceptance. The Government may require repair or replacement of nonconforming supplies or
reperformance of nonconforming services at no increase in contract price. If repair/replacement or reperformance will
not correct the defects or is not possible, the government may seek an equitable price reduction or adequate
consideration for acceptance of nonconforming supplies or services. The Government must exercise its post-
acceptance rights --

(1) Within a reasonable time after the defect was discovered or should have been discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is due to the

defect in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal lending•.
agency in accordance with the Assignment of Claims Act (31 U.S.C.3727). However, when a third party makes
payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may not assign its rights to
receive payment under this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of the
parties.

(d) Disputes. This contract is subject to the Contract Disputes Act of 1978, as amended (41 U.S.C. 601-613). Failure
of the parties to this contract to reach agreement on any request for equitable adjustment, claim, appeal or action
arising under or relating to this contract shall be a dispute to be resolved in accordance with the clause at FAR 52.233-
1, Disputes, which is incorporated herein by reference. The Contractor shall proceed diligently with performance of this
contract, pending final resolution of any dispute arising under the contract.

(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.

(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an occurrence
beyond the reasonable control of the Contractor and without its fault or negligence such as, acts of God or the public
enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods, epidemics, quarantine
restrictions, strikes, unusually severe weather, and delays of common carriers. The Contractor shall notify the
Contracting Officer in writing as soon as it is reasonably possible after the commencement of any excusable delay,
setting forth the full particulars in connection therewith, shall remedy such occurrence with all reasonable dispatch,
and shall promptly give written notice to the Contracting Officer of the cessation of such occurrence.

'g) Invoice.

(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if authorized)
to the address designated in the contract to receive invoices. An invoice must include --

(i) Name and address of the Contractor;

(ii) Invoice date and number;

(iii) Contract number, contract line~item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;
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(v) Shipping number and date of shipment, including the bill of lading number and weight of
shipment if shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;

(vii) Name and address of official to whom payment is to be sent;

(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice
only if required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice only if required
elsewhere in this contract.

(B) If EFT banking information is not required to be on the invoice, in order for the
invoice to be a proper invoice, the Contractor shall have submitted correct EFT banking
information in accordance with the applicable solicitation provision, contract clause (e.g.,
52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration, or.
52.232-34, Payment by Electronic Funds Transfer-Other Than Central Contractor
Registration), or applicable agency procedures.

(C) EFT banking information is not required if the Government waived the requirement to
pay by EFT.

(2) Invoices will be handled in accordance with 'the Prompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (0MB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its Officers, employees and agents against
liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to infringe, any
United States or foreign patent, trademark or copyright, arising out of the performance of this contract, provided the
Contractor is reasonably notified of such claims and proceedings.

(i) Payment.

(1) Items accepted. Payment shall be made for items accepted by the Government that have been
delivered to the delivery destinations set forth in this contract.

(2) Prompt Payment. The Government will make payment in accordance with the Prompt Payment Act
(31 U.S.C. 3903) and prompt payment regulations at 5 CFR Part 1315.

(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) for
the appropriate EFT clause.

(4) Discount. In connection with any discount offered for early payment, time shall be computed from
the date of the invoice. For the purpose .of computing the discount earned, payment shall be considered
to have been made on the date which appears on the payment check or the specified payment date if
anelectronic funds transfer payment is made.

(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice
payment or that the Government has otherwise overpaid on a contract financing or invoice payment,
the Contractor shall-

(i) Remit the overpayment amount to the payment office cited in the contract along with a
description of the overpayment including the-

H-2



N RC-33-1 1-325SctnH Section H

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment,
liquidation errors, date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;

(C) Affected contract line item or subline item, if applicable; and

(D) Contractor point of contact.

(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer.

(6) Interest.

(i) All amounts that become payable by the Contractor to the Government under this contract
shall bear simple interest from the date due until paid unless paid within 30 days of becoming
due. The interest rate shall be the interest rate established by the Secretary of the Treasury as
provided in Section 611 of the Contract Disputes Act of 1978 (Public Law 95-563), which is
applicable to the period in which the amount becomes due, as provided in (i)(6)(v) of this clause,
and then at the rate applicable for each six-month period at fixed by the Secretary until the
amount is paid.

(ii) The Government may issue a demand for payment to the Contractor upon finding a debt is

due under the contract.

(iii) Final decisions. The Contracting Officer will issue a final decision as required by 33.211 if-

(A) The Contracting Officer and the Contractor are unable to reach agreement on the
existence or amount of a debt within 30 days;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting
Officer within the timeline specified in the demand for payment unless the amounts were
not repaid because the Contractor has requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by
the Contracting Officer (see 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment
included in the final decision shall identify the same due date as the original demand for
payment.

(v) Amounts shall be due at the earliest of the following dates:

(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment
resulting from a default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved
beginning on the due date and ending on-

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an
amount otherwise payable has been withheld as a credit against the contract debt; Or

(C) The date on which an amount withheld and applied to the contract debt would
Otherwise have become payable to the Contractor.
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(Vii) The interest charge made under this clause may be reduced under the procedures
prescribed in 32.608-2 of the Federal Acquisition Regulation in effect on the date of this
contract.

(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies provided
under this contract shall remain with the Contractor until, and shall pass to the Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.o.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if

transportation is f.o.b, destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(I) Termination for the Government's convenience. The Government reserves the right to terminate this contract, or
any part hereof, for its sole convenience. In the event of such termination, the Contractor shall immediately stop all
work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease work. Subject to
the terms of this contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage of
the work performed prior to the notice of termination, plus reasonable charges the Contractor can demonstrate to the
satisfaction of the Government using its standard record keeping system, have resulted from the termination. The
Contractor shall not be required to comply with the cost accounting standards or contract cost principles for this
purpose. This paragraph does not give the Government any right to audit the Contractor's records. The Contractor
shall not be paid for any work performed or costs incurred which reasonably could have been avoided.

(in) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the event of
any default by the Contractor, or if the Contractor fails to comply with any contract terms and conditions, or fails to
provide the Government, upon request; with adequate assurances of future performance. In the event of termination
for cause, the Government shall not be liable to the Contractor for any amount for supplies or services not accepted,
•and the Contractor shall be liable to the Government for. any and all rights and remedies provided by law. If it is
determined that the Government improperly terminated this contract for default, such termination shall be deemed a
termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to the
Government upon acceptance, regardless of when or where the Government takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and fit for use
for the particular purpose described in this contract.

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor will not be liable to the
Government for consequential damages resulting from any defect or deficiencies in accepted items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, executive orders,
rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 U.S.C. 1352
relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C. 431 r'elating to
officials not to benefit; 40 U.S.C. 3701, et seq., Contract Work Hours and Safety Standards Act; 41 U.S.C. 51-58, Anti-
Kickback Act of 1986; 41 U.S.C. 265 and 10 U.S.C. 2409 relating to whistleblower protections; 49 U.S.C. 40118, Fly
American; and 41 U.S.C. 423 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving precedence in
•he following order:

(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, and Compliance with Laws
Unique to Government Contracts paragraphs of this clause.
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(3) The clause at 52.21 2-5.
(4) Addenda to this solicitation or contract, including .any license agreements for computer software.

(5) Solicitation provisions if this is a solicitation.

(6) Other paragraphs~of this clause.

(7) The Standard Form 1449.

(8) Other documents, exhibits; and attachments.

(9) The specification.

(t) Central Contractor Registration (CCR).

(1) Unless exempted by an addendum to this contract, the Contractor is responsible during
performance and through final payment of any contract for the accuracy and completeness of the data
within the CCR database, and for any liability resulting from the Government's reliance on inaccurate or
incomplete data. To remain registered in the CCR database after the initial registration, the Contractor
is required to review and update on an annual basis from the date of initial registration or subsequent
updates its information in the CCR database to ensure it is current, accurate and complete. Updating
information in the CCR does not alter the terms and conditions of this contract and is not a substitute
for a properly executed contractual document.

(2)

(i) If a Contractor has legally changed its business name, "doing business as" name, or division
name (whichever is shown on the contract), or has transferred the assets used in performing the
contract, but has not completed the necessary requirements regarding novation and change-of-
name agreements in Subpart 42.12, the Contractor shall provide the responsible Contracting
Officer a minimum of one business day's written notification of its intention to:

(A) Change the name in the CCR database;

(B) Comply with the requirements of Subpart 42.12 of the FAR;

(C) Agree in writing to the timeline and procedures specified by the responsible
Contracting Officer. The Contractor must provide with the notification sufficient
documentation to support the legally changed name.

(ii) If the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this clause, or
fails to perform the agreement at paragraph (t)(2)(i)(C) of this clause, and, in the absence of a
properly executed novation or change-of-name agreement, the CCR information that shows the
Contractor to be other than the Contractor indicated in the contract will be considered to be
incorrect information within the meaning of the "Suspension of Payment" paragraph of the
electronic funds transfer (EFT) clause of this contract.

(3) The Contractor shall not change the name or address for EFT payments or manual payments, as
appropriate, in the CCR record to reflect an assignee for the purpose of assignment of claims (see FAR
Subpart 32.8, Assignment of Claims). Assignees shall be separately registered in the CCR database.
Information provided to the Contractor's CCR record that indicates payments, including those made by
EFT, to an ultimate recipient other than that Contractor will be considered to be incorrect information
within the meaning of the "Suspension of payment" paragraph of the EFT clause of this contract.

(4) Offerors and Contractors may obtain information on registration and annual confirmation
requirements via the Internet at http://www.ccr.qov or by calling 1-888-227-2423, or 269-961-5757.
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H.2 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (MAR 2009) ALTERNATE
I (OCT 2008)

(Applies to all Labor-Hour CLINs in Section B.1.)

(a) Inspection/Acceptance.

(1) The Government has the right to inspect and test all materials furnished and services performed under this
contract, to the extent practicable at all places and times, including the period of performance, and in any event before
acceptance. The Government may also inspect the plant or plants of the Contractor or any subcontractor engaged in
contract performance. The Government will perform inspections and tests in a manner that will not unduly delay the
work.

(2) If the Government performs inspection or tests on the premises of the Contractor or a subcontractor, the
Contractor shall furnish and shall require subcontractors to furnish all reasonable facilities and assistance for the safe
and convenient performance of these duties.

(3) Unless otherwise specified in the contract, the Government will accept or reject services and materials at the
place of delivery as promptly as practicable after delivery, and they will be presumed accepted 60 days after the date
of delivery, unless accepted earlier.

(4) At any time during contract performance, but not later than 6 months (or such other time as may be specified in
the contract) after acceptance of the services or materials last delivered under this contract, the Government may
require the Contractor to replace or correct services or materials that at time of delivery failed to meet contract
requirements. Except as otherwise specified in paragraph (a)(6) of this clause, the cost of replacement or correction
shall be determined under paragraph (i) of this clause, but the "hourly rate" for labor hours incurred in the replacement
or correction shall be reduced to exclude that portion of the rate attributable to profit. Unless otherwise specified
below, the portion of the "hourly rate" attributable to profit shall be 10 percent. The Contractor shall not tender for
acceptance materials and services required to be replaced or corrected without disclosing the former requirement for
replacement or correction, and, when required, shall disclose the corrective action taken. [Insert portion of labor rate
attributable to profit.]

(5)(i) If the Contractor fails to proceed with reasonable promptness to perform required replacement or correction,
and if the replacement or correction can be performed within the ceiling price (or the ceiling price as increased by the
Government), the Government may--

(A) By contract or otherwise, perform the replacement or correction, charge to the Contractor any increased cost,

or deduct such increased cost from any amounts paid or due under this contract; or

(B) Terminate this contract for cause.

(ii) Failure to agree to the amount of increased cost to be charged to the Contractor shall be a dispute under the
Jisputes clause of the contract.

(6) Notwithstanding paragraphs (a)(4) and (5) above, the Government may at any time require the Contractor to
"emedy by correction or replacement, without cost to the Government, any failure by the Contractor to comply with the
• equirements of this contract, if the failure is due to-'-

(i) Fraud, lack of good faith, or willful misconduct on the part of the Contractor's managerial personnel; or
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(ii) The conduct of one or. more of the Contractor's employees selected or retained by the Contractor after any of
the Contractor's managerial personnel has reasonable grounds to believe that the employee is habitually careless or
unqualified.

(7) This clause applies in the same manner and to the same extent to corrected or replacement materials or
services as to materials and services originally delivered under this contract.

(8) The Contractor has no obligation or liability under this contract to correct or replace materials and services that
at time of delivery do not meet contract requirements, except as provided in this clause or as may be otherwise
specified in the contract.

(9) Unless otherwise specified in the contract, the Contractor's obligation to correct or replace Government-
furnished property shall be governed by the clause pertaining to Government property.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal lending
agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). However, when a third party makes
payment (e.g., use of the Government wide commercial purchase card), the Contractor may not assign its rights to
receive payment under this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of the
parties.

(d) Disputes. This contract is subject to the Contract Disputes Act of 1978, as amended (41 U.S.C. 601-61 3). Failure
of the parties to this contract to reach agreement on any request for equitable adjustment, claim, appeal or action
arising under or relating to this contract shall be a dispute to be resolved in accordance with the clause at FAR 52.233-
1, Disputes, which is incorporated herein by reference. The Contractor shall proceed diligently with performance of this
contract, pending final resolution of any dispute arising under the contract.

(e) Definitions.

(1) The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. As used in this clause--

(i) Direct materials means those materials that enter directly into the end product, or that are used or consumed

itirectly in connection with the furnishing of the end product or service.

(ii) Hourly rate means the rate(s) prescribed in the contract for payment for labor that meets the labor category

qualifications of a labor Category specified in the contract that are--

(A) Performed by the Contractor;

(B) Performed by the subcontractors; or

(C) Transferred between divisions, subsidiaries, or affiliates of the Contractor under a common control.

(iii) Materials means--

(A) Direct materials, including supplies transferred between divisions, subsidiaries, or affiliates of the Contractor
rnder a common control;

(B) Subcontracts for supplies and incidental services for which there is not a labor category specified in the
,ontract;
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(C) Other direct costs (e.g., incidental services for which there is not a labor category specified in the contract,
travel, computer usage charges, etc.);

(D) The following subcontracts for services which are specifically excluded from the hourly rate: [Insert any
subcontracts for services to be excluded from the hourly rates prescribed in the schedule.]; and

(E) Indirect costs specifically provided for in this clause.

(iv) Subcontract means any contract, as defined in FAR Subpart 2.1, entered into with a subcontractor to furnish
supplies or services for performance of the prime contract or a subcontract including transfers between divisions,
subsidiaries, or affiliates of a Contractor or subcontractor. It includes, but is not limited to, purchase orders, and
changes and modifications to purchase orders.

(f) Excusable delays. The Contractor shall be liable for default unless non performance is caused by an occurrence
beyond the reasonable control of the Contractor and without its fault or negligence such as, acts of God or the public
enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods, epidemics, quarantine
restrictions, strikes, unusually severe weather, and delays of common carriers. The Contractor shall notify the
Contracting Officer in writing as soon as it is reasonably possible after the commencement of any excusable delay,
setting forth the full particulars in connection therewith, shall remedy such occurrence with all reasonable dispatch,
and shall promptly give written notice to the Contracting Officer of the cessation of such occurrence.

(g) Invoice.

(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if authorized) to the
address designated in the contract to receive invoices. An invoice must include-

(i) Name and address of the Contractor;

(ii) Invoice date and number;

(iii) Contract number, contract line item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;

(v) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped

on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;

(vii) Name and address of official to whom payment is to be sent;

(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice only if required
3=lsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice only if required elsewhere in this

:ontract.

(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a proper invoice,

he Contractor shall have submitted correct EFT banking information in accordance with the applicable solicitation.
•rovisiorn, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer-- Central Contractor Registration, or
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52.232-34, Payment by Electronic Funds Transfer--Other Than Central Contractor Registration), or applicable agency
procedures.

(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (0MB) prompt payment regulations at 5 CFR part 1315.

•(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents against
liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to infringe, any
United States or foreign patent, trademark or copyright, arising out of the performance of this contract, provided the
Contractor is reasonably notified of such claims and proceedings.

(i) Payments.

(1) Services accepted. Payment shall be made for services accepted by the Government that have been delivered
to the delivery destination(s) set forth in this contract. The Government will pay the Contractor as follows upon the
submission of commercial invoices approved by the Contracting Officer:

(i) Hourly rate.

(A)The amounts shall be computed by multiplying the appropriate hourly rates prescribed in the contract by the
number of direct labor hours performed. Fractional parts of an hour shall be payable on a prorated basis.

(B) The rates shall be paid for all labor performed on the contract that meets the labor qualifications specified in
the contract. Labor hours incurred to perform tasks for which labor qualifications were specified in the contract will not
be paid to the extent the work is performed by individuals that do not meet the qualifications specified in the contract,
unless specifically authorized by the Contracting Officer.

(C) Invoices may be submitted once each month (or at more frequent intervals, if approved by the Contracting
Officer) to the Contracting Officer or the authorized representative.

(D) When requested by the Contracting Officer or the authorized representative, the Contractor shall
substantiate invoices (including any subcontractor hours reimbursed at the hourly rate in the schedule) by evidence of
actual payment, individual daily job timecards, records that verify the employees meet the qualifications for the labor
categories specified in the contract, or other substantiation specified in the contract.

(E) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not be varied by virtue of
the Contractor having performed work on an overtime basis.

(1) If no overtime rates are provided in the Schedule and the Contracting Officer approves overtime work in
advance, overtime rates shall be negotiated.

(2) Failure to agree upon these overtime rates shall be treated as a dispute under the Disputes clause of this
contract..

(3) If the Schedule provides rates for overtime, the premium portion of those rates will be reimbursable only to
:he extent the overtime is approved by the Contracting Officer.

(ii) Materials.

(A) If the Contractor furnishes materials that meet the definition of a commercial item at FAR 2.101, the price to
3e paid for such materials shall be the Contractor's established catalog or market price, adjusted to reflect the--
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(1) Quantities being acquired; and

(2) Any modifications necessary because of contract requirements.

(B) Except as provided for in paragraph (i)(1)(ii)(A) and (D)(2) of this clause, the Government will reimburse the
Contractor the actual cost of materials (less any rebates, refunds, or discounts received by the Contractor that are
identifiable to the contract) provided the Contractor--

(1) Has made payments for materials in accordance with the terms and conditions of the agreement or invoice;
or

(2) Makes these payments within 30 days of the submission of the Contractor's payment request to the
Government and such payment is in accordance with the terms and conditions of the agreement or invoice.

(C) To the extent able, the Contractor shall--

(1) Obtain materials at the most advantageous prices available with due regard to securing prompt delivery of
satisfactory materials; and

(2) Give credit to the Government for cash and trade discounts, rebates, scrap, commissions, and other
amounts that are identifiable to the contract.

(D) Other Costs. Unless listed below, other direct and indirect costs will not be reimbursed.

(1) Other Direct Costs. The Government will reimburse the Contractor on the basis Of actual cost for the

following, provided such costs comply with the requirements in paragraph (i)(1)(ii)(B) of this clause: [Insert each
element of other direct costs (e.g., travel, computer usage charges, etc. Insert "None" if no reimbursement for other
direct costs will be provided. If this is an indefinite delivery contract, the Contracting Officer may insert "Each order
must list separately the elements of other direct charge(s) for that order or, if no reimbursement for other direct costs
'will be provided, insert 'None".']

(2) Indirect Costs (Material Handling, Subcontract Administration, etc.). The Government will reimburse the
Contractor for indirect costs on a pro-rata basis over the period of contract performance at the following fixed price:
[Insert a fixed amount for the indirect costs and payment schedule. Insert "$0" if no fixed price reimbursement for
indirect costs will be provided. (If this is an indefinite delivery contract, the Contracting Officer may insert "Each order
must list separately the fixed amount for the indirect costs and payment schedule or, if no reimbursement for indirect
costs, insert 'None')."]

(2) Total cost. It is estimated that the total cost to the Government for the performance of this contract shall not
exceed the ceiling price set forth in the Schedule and the Contractor agrees to use its best efforts to perform the work
specified in the Schedule and all obligations under this contract within such ceiling price. If at any time the Contractor
has reason to believe that the hourly rate payments and material costs that will accrue in performing this contract in
the next succeeding 30 days, if added to all other payments and costs previously accrued, will exceed 85 percent of
the ceiling price in the Schedule, the Contractor shall notify the Contracting Officer giving a revised estimate of the
total price to the Government for performing t~his contract with supporting reasons and documentation. If at any time
during the performance of this contract, the Contractor has reason to believe that the total price to the Government for
performing this contract will be substantially greater or less than the then stated ceiling price, the Contractor shall so
notify the Contracting Officer, giving a revised estimate of the total price for performing this contract, with supporting
"easons and documentation. If at any time during performance of this contract, the Government has reason to believe
:hat the work to be required in performing this contract will be substantially greater or less than the stated ceiling price,
:he Contracting Officer will so advise the Contractor, giving the then revised estimate of the total amount of effort to be
"equired under the contract.
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(3) Ceiling price. The Government will not be obligated to pay the Contractor any amount in excess of the ceiling
price in the Schedule, and the Contractor shall not be obligated to continue performance if to do so would exceed the
ceiling price set forth in the Schedule, unless and until the Contracting Officer notifies the Contractor in writing that the
ceiling price has been increased and specifies in the notice a revised ceiling that shall constitute the ceiling price for
performance under this contract. When and to the extent that the ceiling price set forth in the Schedule has been
increased, any hours expended and material costs incurred by the Contractor in excess of the ceiling price before the
increase shall be allowable to the same extent as if the hours expended and material costs had been incurred after
the increase in the ceiling price.

(4) Access to records. At any time before final payment under this contract, the Contracting Officer (or authorized
representative) will have access to the following (access shall be limited to the listing below unless otherwise agreed
to by the Contractor and the Contracting Officer):

(i) Records that verify that the employees whose time has been included in any invoice meet the qualifications for
the labor categories specified in the contract;

(ii) For labor hours (including any subcontractor hours reimbursed at the hourly rate in the schedule), when
timecards are required as substantiation for payment--

(A) The original timecards (paper-based or electronic);

(B) The Contractor's timekeeping procedures;

(C) Contractor records that show the distribution of labor between jobs or contracts; and

(D) Employees whose time has been included in any invoice for the purpose of verifying that these employees
have worked the hours shown on the invoices.

(iii) For material and subcontract costs that are reimbursed on the basis of actual cost--

(A) Any invoices or subcontract agreements substantiating material costs; and

(B) Any documents supporting payment of those invoices.

(5) Overpayments/Underpayments. Each payment previously made shall be subject to reduction to the extent of
amounts, on preceding invoices, that are found by the Contracting Officer not to have been properly payable and shall
also be subject to reduction for overpayments or to increase for underpayments. The Contractor shall promptly pay
any such reduction within 30 days unless the parties agree otherwise. The Government• within 30 days will pay any
such increases, unless the parties agree otherwise. The Contractor's payment will be made by check. If the Contractor
3ecomes aware of a duplicate invoice payment or that the Government has otherwise overpaid on an invoice
D•ayment, the Contractor shall--

(i) •Remit the overpayment amount to the payment office cited in the contract along with a description of the
•verpayment including the--

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment, liquidation errors, date(s)

)f overpayment);

(B) Affected contract number and delivery order number, if applicable;

(C) Affected contract line item or subline item, if applicable; and

(D) Contractor point of contact.
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(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer.

(6)(i) All amounts that become payable by the Contractor to the Government under this contract shall bear simple
interest from the date due until paid unless paid within 30 days of becoming due. The interest rate shall be the interest
rate established by the Secretary of the Treasury, as provided in Section 611 of the Contract Disputes Act of 1978
(Public Law 95-563), which is applicable to the period in which the amount becomes due, and then at the rate
applicable for each six month period as established by the Secretary until the amount is paid.

(ii) The Government may issue a demand for payment to the Contractor upon finding a debt is due under the
contract.

(iii) Final Decisions. The Contracting Officer will issue a •final decision as required by 33.211. if--

(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence or amount of a.
debt in a timely manner;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the timeline
specified in the demand for payment unless the amounts were not repaid because the Contractor has requested an
installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting Officer
(see FAR 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final
decision shall identify the same due date as the original demand for payment.

(v) Amounts shall be due at the earliest of the following dates:

(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resulting from a default

•termination.

•(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on the due

date and ending on--

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount otherwise payable has
been withheld as a credit against the contract debt; or

(C) The date on which an amount withheld and applied to the contract debt would otherwise have become
payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures prescribed in 32.608-2 of
the Federal Acquisition Regulation in effect on the date of this contract.

(viii) Upon receipt and approval of the invoice designated by the Contractor as the "completion invoice" and
supporting documentation, and upon compliance by the Contractor with all terms of this contract, any outstanding
3alances will be paid within 30 days unless the parties agree otherwise. The completion invoice, and supporting
jlocumentation, shall be submitted by the Contractor as promptly as practicable following completion of the work under
:his contract, but in no event later than 1 year (or such longer Period as the Contracting Officer may approve in writing)
• rom the date of completion.
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(7) Release of claims. The Contractor, and each assignee under an assignment entered into under this contract
and in effect at the time of final payment under this contract, shall execute and deliver, at the time of and as a
condition precedent to final payment under this contract, a release discharging the Government, its officers, agents,
and employees of and from all liabilities, obligations, and claims arising out of or under this contract, subject only to
the following exceptions.

(i) Specified claims in stated amounts, or in estimated amounts if the amounts are not susceptible to exact
statement by the Contractor.

(ii) Claims, together with reasonable incidental expenses, based upon the liabilities of the Contractor to third
parties arising out of performing this contract, that are not known to the Contractor on the date of the execution of the
release, and of which the Contractor gives notice in writing to the Contracting Officer not more than 6 years after the
date of the release or the date of any notice to the Contractor that the Government is prepared to make final payment,
whichever is earlier.

(iii) Claims for reimbursement of costs (other than expenses of the Contractor by reason of its indemnification of
the Government against patent liability), including reasonable incidental expenses, incurred by the Contractor under
the terms of this contract relating to patents.

(8) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31 U.S.C.
3903) and prompt payment regulations at 5 CFR part 1315.

(9) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.

(10) Discount. In connection with any discount offered for early payment, time shall be computed from the date of
the invoice. For the purpose of computing the discount earned, payment shall be considered to have been made on
the date that appears on the payment check or the specified payment date if an electronic funds transfer payment is
made.

(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies provided

under this contract shall remain with the Contractor until, and shall pass to the Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.o.b, origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if transportation is f.o.b.
destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(I) Termination for the Government's convenience. The Government reserves the right to terminate this contract, or
any part hereof, for its sole convenience. In the event of such termination, the Contractor shall immediately stop all
work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease work. Subject to
:he terms of this contract, the Contractor shall be Paid an amount for direct labor hours (as defined in the Schedule of
:he contract) determined by multiplying the number of direct labor hours expended before the effective date of
:ermination by the hourly rate(s).in the contract, less any hourly rate-payments already made to the Contractor plus
•easonable charges the Contractor can demonstrate to the satisfaction of the Government using its standard record
ceeping system that have resulted from the termination. The Contractor shall not be required to comply with the cost
accounting standards or contract cost principles for this purpose. This paragraph does not give the Government any.
*ight to audit the Contractor's records. The Contractor shall not be paid for any work performed or costs incurred that
•easonably could have been avoided.

(in) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the event of

any default by the Contractor, or if the Contractor fails to comply with any contract terms and conditions, or fails to
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provide the Government, upon request, with adequate assurances of future performance. In the event of termination
for cause, the Government will not be liable to the Contractor for any amount for supplies or services not accepted,
and the Contractor shall be liable to the Government for any and all rights and remedies provided by law. If it is
determined that the Government improperly terminated this contract for default, such termination shall be deemed a
termination for convenience.

•(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to the
Government upon acceptance, regardless of when or where the Government takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and fit for
use for the particular purpose described in this contract.-

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor shall not be liable to
the Government for consequential damages resulting from any defect or deficiencies in accepted items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, executive
orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 U.S.C. 1352
relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C. 431 relating to
officials not to benefit; 40 U.S.C. 3701, et seq., Contract Work Hours and Safety Standards Act; 41 U.S.C. 51-58, Anti-
Kickback Act of 1986; 41 U.S.C. 265 and 10 U.S.C. 2409 relating to whistleblower protections; Section 1553 of the
American Recovery and Reinvestment Act of 2009 relating to whistleblower protections for contracts funded under
that Act; 49 U.S.C. 40118, Fly American; and 41 U.S.C. 423 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving precedence in
the following order:

(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, and Compliance with Laws Unique to
Government Contracts paragraphs of this clause.

(3) The clause at 52.212-5.

(4) Addenda to this solicitation or contract, including any license agreements for computer software.

(5) Solicitation provisions if this is a solicitation.

(6) Other paragraphs of this clause.

(7) The Standard Form 1449.

(8) Other documents, exhibits, and attachments

(9) The specification.

(t) Central Contractor Registration (CCR).

(1) Unless exempted by an addendum to this contract, the Contractor is responsible during performance and
hrough final payment of any contract for the accuracy and completeness of the data within the CCR database, and for
mny liability resulting from the Government's reliance on inaccurate or incomplete data. To remain registered in the
.3CR database after the initial registration, the Contractor is required to review and update on an annual basis from the
late of initial registration or subsequent updates its information in the CCR database to ensure it is current, accurate
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and complete. Updating information in the OCR does not alter the terms and conditions of this contract and is not a
substitute for a properly executed contractual document.

(2)(i) If a Contractor has legally changed its business name, "doing business as" name, or division name
(whichever is shown on the contract), or has transferred the assets used in performing the contract, but has not
completed the necessary requirements regarding novation and change-of-name agreements in FAR subpart 42.12,
the Contractor shall provide the responsible Contracting Officer a minimum of one business day's written notification of
its intention to (A) change the name in the OCR database; (B) comply with the requirements of subpart 42.12; and (C)
agree in writing to the timeline and procedures specified by the responsible Contracting Officer. The Contractor must
provide with the notification sufficient documentation to support the legally changed name.

(ii) If the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this clause, or fails to perform the
agreement at paragraph (t)(2)(i)(C) of this clause, and, in the absence of a properly executed novation or change-of-
name agreement, the CCR information that shows the Contractor to be other than the Contractor indicated in the
contract will be considered to be incorrect information within the meaning of the "Suspension of Payment" paragraph
of the electronic funds transfer (EFT) clause of this contract.

(3) The Contractor shall not change the name or address for EFT payments or manual payments, as appropriate,
in the CCR record to reflect an assignee for the purpose of assignment of claims (see Subpart 32.8, Assignment of
Claims). Assignees shall be separately registered in the CCR database. Information provided to the Contractor's CCR
record that indicates payments, including those made by EFT, to an ultimate recipient other than that Contractor shall
be considered to be incorrect information within the meaning of the "Suspension of payment" paragraph of the EFT
clause of this contract.

(4) Offerors and Contractors may obtain information on registration and annual confirmation requirements via the
internet at http://www.ccr.gov or by calling 1-888-227-2423 or 269-961-5757.

H.3 ADDENDUM to FAR 52.21 2-4 Contract Terms and Conditions-- Commercial Items

Clauses that are incorporated by reference (by Citation Number, Title, and Date), have the same force and effect as
if they were given in full text. Upon request, the Contracting Officer will make their full text available.

The following clauses are incorporated as an addendum to this contract:

H.4 2052.215-77 TRAVEL APPROVALS AND REIMBURSEMENT (Oct 1999)

(a) All foreign travel must be approved in advance by the NRC on NRC Form 445, Request for Approval of Official
Foreign Travel, and must be in compliance with FAR 52.247-63 Preference for U.S. Flag Air Carriers. The contractor
shall submit NRC Form 445 to the NRC no later than 30 days before beginning travel.

(b) The contractor must receive written approval from the NRC Project Officer before taking travel that was
unanticipated in the Schedule (i.e., travel not contemplated in the Statement of Work, or changes to specific travel
identified in the Statement of Work).

(c) The contractor will be reimbursed only for travel costs incurred that are directly related to this contract and are
allowable subject to the limitations prescribed in FAR 31.205-46.

(d) It is the responsibility of the contractor to notify the contracting officer in accordance with the Limitations of Cost
.clause of this contract when, at any time, the contractor learns that travel expenses will cause the contractor to exceed
Lhe estimated costs specified in the Schedule.

'e) Reasonable travel costs for research and related activities performed at State and nonprofit institutions, in
accordance with Section 12 of Pub. L. 100-679, must be charged in accordance with the contractor's institutional
3olicy to the degree that the limitations of Office of Management and Budget (0MB) guidance are not exceeded..
&pplicable guidance documents include 0MB Circular A-87, Cost Principles for State and Local Governments; 0MB
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Circular A-122, Cost Principles for Nonprofit Organizations; and 0MB Circular A-21, Cost Principles for Educational
Institutions.

H.5 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)

During the life of this contract, the rights of ingress and egress for Contractor personnel must be made available, as
required, provided that the individual has been approved for unescorted access after a favorable adjudication from the
Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all Contractor personnel whose duties under this contract require their presence on site shall be
clearly identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the Contractor in
obtaining badges for the Contractor personnel. All Contractor personnel must present two forms of Identity Source
Documents (I-9). One of the documents must be a valid p~icture ID issued by a state or by the Federal Government.
Originall'-9 documents must be presented in person for certification,. A list of acceptable documents can be found at
http://www.usdoj.gov/crt/recruit~employ/i9form.pdf. It is the sole responsibility of the Contractor to ensure that each
employee has a proper NRC-issued identification/badge at all times. All photo-identification badges must be
immediately (no later than three days) delivered to SB/DES for cancellation or disposition upon the termination of
employment of any Contractor personnel. Contractor personnel must display any NRC issued badge in clear view at
all times during on site performance under this contract. It is the Contractor's duty to assure that Contractor personnel
enter only those work areas necessary for performance of contract work, and to assure the protection of any
Government records or data that Contractor personnel may come into contact with.

H.6 2052.215-70 KEY PERSONNEL (JAN 1993)

(a) The following individuals are considered to be essential to the successful performance of the work hereunder:

Core Services (PSOW Section C.5)

Project Manager: Floret Ikome

Integration Manager/ITI Architect: Kenneth Griffin

Operations Manager: Vince Longus

IT Security Operations & Compliance Manager: Christopher Carter

Configuration/Asset Manager: Santosh Vishwanathan

Transition and Quality Assurance Manager: Philip Taylor

Service Desk Manager: Al Mohning

Additional Services (PSOW Sections C.6.1, C.6.2. C.6.3, C.6.5, C.6.8, C3.6.9)

Data Center Operations Manager: Glenn Meyers

Incident Response Manager: Ihsan UI Haq

Software License Project Lead: Eric Smith

Document Management Lead: Kathleen Hornyak

The Contractor agrees that personnel may not be removed from the contract work or replaced without compliance
with paragraphs (b) and (c) of this Section.

(b) If one or more of the key personnel, for whatever reason, becomes, or is expected to become, unavailable for

work under this contract for a continuous period exceeding 30 work days, or is expected to devote substantially less
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effort to the work than indicated in the proposal or initially anticipated, the Contractor shall immediately notify thecontracting officer and shall, subject to the concurrence of the contracting officer, promptly replace the personnel with
personnel of at least substantially equal ability and qualifications.

(c) Each request for approval of substitutions must be in writing and contain a detailed explanation of the
circumstances necessitating the proposed substitutions. The request must also contain a complete resume for the
proposed substitute and other information requested or needed by the contracting officer to evaluate the proposed
substitution. The contracting officer and the project officer" shall evaluate the Contr-actor's request and the contracting
officer shall promptly notify the Contractor of his or her decision in writing.

(d) If the contracting officer determines that suitable and timely replacement of key personnel who have been
reassigned, terminated, or have otherwise become unavailable for the contract work is not reasonably forthcoming, or
that the resultant reduction of productive effort would be so substantial as to impair the successful completion of the
contract or the service order, the contract may be terminated by the contracting officer for default or for the
convenience of the Government, as appropriate. If the contracting officer finds the Contractor at fault for the condition,
the contract price or fixed fee may be equitably adjusted downward to compensate the Government for any resultant
delay, loss, or damage.

H.7 COMPENSATION FOR ON-SITE CONTRACTOR PERSONNEL

a. NRC facilities may not be available due to (1) designated Federal holiday, any other day designated by Federal
Statute, Executive Order, or by President's Proclamation; (2) early dismissal of NRC employees during working hours
(e.g., special holidays, water emergency); or (3) occurrence of emergency conditions during nonworking hours (e.g.,
inclement weather).

b. When NRC facilities are unavailable, the Contractor's compensation and deduction policy (date), incorporated
herein by reference, shall be followed for Contractor employees performing work on-site at the NRC facility. The
Contractor shall promptly submit any revisions to this policy to the Contracting Officer for review before they are
incorporated into the contract.

c. The Contractor shall not charge the NRC for work performed by on- site Contractor employees who were
reassigned to perform other duties off site during the time the NRC facility was closed.

d. On-site Contractor staff shall be guided by the instructions given by a third party (e.g., Montgomery County
personnel in situations which pose an immediate health or safety threat to employees (e.g., water emergency).

e. The Contractor's Project Director shall first consult the NRC Project Officer before authorizing leave for on-site
personnel in situations which do not impose an immediate safety or health threat to employees (e.g., special holidays).
That same day, the Contractor must then alert the Contracting Officer of the NRC Project Officer's direction. The
Contractor shall continue to provide sufficient personnel to perform the requirements of essential tasks as defined in
the Statement of Work which already are in operation or are scheduled.

H.8 SECURITY REQUIREMENTS FOR BUILDING ACCESS APPROVAL (JUL 2007)

The Contractor shall ensure that all its employees, subcontractor employees or consultants who are assigned to
perform the work herein for contract performance for periods of more than 30 calendar days at NRC facilities, are
approved by the NRC for unescorted NRC building access.

The Contractor shall conduct a preliminary federal facilities security screening interview or review for each of its
3=mployee, subcontractor employee, and consultants and submit to the NRC only the names of candidates for contract
Derformance that have a reasonable probability of obtaining approval necessary for access to NRC's federal facilities.
Vhe Contractor shall pre- screen its applicants for the following:
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(a) felony arrest in the iast seven years; (b) alcohol related arrest within the last five years; (c) record of any military
courts-martial convictions in the past 10 years; (d) illegal use of narcotics or other controlled substances possession in
the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled substances in the
last seven years; (e) delinquency on any federal debts or bankruptcy in the last seven years.

The Contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or review,
sign and date it. Two copies of the. pre-•creening signed record or review shall be supplied to FSB/DFS with the
Contractor employee's completed building access application package.

The Contractor shall further ensure that its employees, any subcontractor employees and consultants complete all
building access security applications required by this clause within ten business days of notification by FSB/DFS of
initiation of the application process. Timely receipt of properly completed records of the Contractor's signed pre-
screening record or review and building access security applications (submitted for candidates that have a reasonable
probability of obtaining the level of security clearance necessary for access to NRC's facilities) is a contract
requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis to
cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the NRC's
incurred costs or delays as a result of inadequate pre-screening by the Contractor. In the event of cancellation or
termination, the NRC may select another firm for contract award.

A Contractor, subcontractor employee or consultant shall not have access to NRC facilities until he/she is approved
by FSB/DFS. Temporary access may be approved based on a favorable NRC review and discretionary determination
of their building access security forms. Final building access will be approved based on favorably adjudicated checks
by the Government. However, temporary access approval will be revoked and the Contractor's employee may
subsequently be denied access in the event the employee's investigation cannot be favorably determined by the NRC.
Such employee will not be authorized to work under any NRC contract requiring building access without the approval
of FSI3/DFS. When an individual receives final access, the individual will be subject to a review or reinvestigation
every five years.

The Government will have and exercise full and complete control and discretion over granting, denying, withholding,
or terminating building access approvals for individuals performing work under this contract. Individuals performing
work under this contract at NRC facilities for a period of more than 30 calendar days shall be required to complete and
submit to the Contractor representative an acceptable OPM Form 85P (Questionnaire for Public Trust Positions), and
two FD 258 (Fingerprint Charts). Non-U.S. citizens must provide official documentation to the FSB/DFS, as proof of
their legal residency. This documentation can be a Permanent Resident Card, Temporary Work Visa, Employment
Authorization Card, or other official documentation issued by the U. S. Citizenship and Immigration Services. Any
applicant with less than two years residency in the U. S. will not be approved for building access. The Contractor shall
submit the documents to the NRC Project Officer (P0) who will give them to FSB/DFS.

FSB/DFS may, among other things, grant or deny temporary unescorted building access approval to an individual
eased upon its review of the information contained in the OPM Form 85P and the Contractor's pre-screening record.
•,lso, in the exercise of its authority, the Government may, among other things, grant or deny permanent building
access approval based on the results of its review or investigation. This submittal requirement also applies to the
3fficers of the firm who, for any reason, may visit the NRC work sites for an extended period of time during the term of
*he contract. In the event that FSB/DFS are unable to grant a temporary or permanent building access approval, to
•ny individual performing work under this contract, the Contractor is responsible for assigning another individual to
)erform the necessary function without any delay in the contract's performance schedule, or without adverse impact to
•ny other terms or conditions of the contract. The Contractor is responsible for informing those affected by this
)rocedure of the required building access approval process (i.e., temporary and permanent determinations), and the
)ossibility that individuals may be required to wait until permanent building access approvals are granted before
•eginning work in NRC's buildings.

CANCELLATION OR TERMINATION OF BUILDING ACCESS!/REQUEST
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The Contractor shall immediately notify the PO when a Contractor or su bContractor employee or consultant's needfor NRC building access approval is withdrawn or the need by the Contractor employee's for building access
terminates. The P0 will immediately notify FSB/DFS (via e-mail) when a Contractor employee no longer requires
building access. The Contractor shall be required to return any NRC issued badges to the Project Officer for return to
FSB/DFS within three days after their termination.

H.9 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL I OR LEVEL II ACCESS
APPROVAL (JUL 2007)

The proposer/Contractor must identify all individuals and propose the level of Information Technology (IT) approval
for each, using the following guidance. The NRC sponsoring Office shall make the fina~l determination of the level, if
any, of IT approval required for all individuals working under this contract. The Government shall have and exercise
full and complete control and discretion over granting, denying, withholding, or terminating IT access approvals for
individuals performing work under this contract.

•The Contractor shall conduct a preliminary security interview or review for each IT level I or II access approval
Contractor applicant and submit to the Government only the names of candidates that have a reasonable probability
of obtaining the level of IT security access for which the candidate has been proposed. The Contractor shall pre-
screen its applicants for the following:

(a) felony arrest in the last seven years; (b) alcohol related arrest within the last five years; (c) record of any
military courts-martial convictions in the past ten years; (d) illegal use of narcotics or other controlled substances
possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven years; (e) delinquency on any federal debts or bankruptcy in the last seven years.

The Contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or review,
sign and date it. Two copies of the signed Contractor's pre-screening record or review will be supplied to FSB/DFS
with the Contractor employee's completed building access application package.

The Contractor shall further ensure that its employees, any subcontractor employees and consultants complete all IT
access security applications required by this clause within ten business days of notification by FSB/DFS of initiation of
the application process. Timely receipt of properly completed records of the pre-screening record and IT access
security applications (submitted for candidates that have a reasonable probability of obtaining the level of security
assurance necessary for access to NRC's facilities) is a contract requirement. Failure of the Contractor to comply with
this contract administration requirement may be a basis to cancel the award, or terminate the contract for default, or
offset from the contract's invoiced cost or price the NRC's incurred costs or delays as a result of inadequate pre-
screening by the Contractor. In the event of cancellation or termination, the NRC may select another firm for contract
award.

SECURITY REQUIREMENTS FOR IT LEVEL I

Performance under this contract will involve prime Contractor personnel, subcontractors or others who perform
Services requiring direct access to or operate agency sensitive information technology systems or data (IT. Level I).
The IT Level I involves responsibility for the planning, direction, and implementation of a computer security program;
major responsibility for the direction, planning, and design of a computer system, including hardware and software; or
the capability to access a computer system during its operation or maintenance in such a way that could cause or that
has a relatively high risk of causing grave damage; or the capability to realize a significant personal gain from
computer access.

A Contractor employee shall not have access to sensitive information technology systems or data until he/she is
approved by FSB/DFS. Temporary IT access may be approved based on a favorable review or adjudication of their
security forms and checks. Final IT access may be approved based on a favorably review or adjudication. However,
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temporary access authorization approval will be revoked and the employee may subsequently be denied IT access in
the event the employee's investigation cannot be favorably adjudicated. Such an employee will not be authorized to
work under any NRC contract requiring IT access without the approval of FSB/DFS. Where temporary access
authorization has been revoked or denied, the Contractor is responsible for assigning another individual to perform the
necessary work under this contract without delay to the contract's performance schedule, or without adverse impact to
any other terms or conditions of the contract. When an individual receives final IT access, the individual will be subject
to a reinvestigation every ten years.

The Contractor shall submit a cornPleted security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two FD 258
fingerprint charts, through the P0 to FSB/DFS for review and favorable adjudication, prior to the individual performing
work under this contract. The Contractor shall assure that all forms are accurate, complete, and legible. Based on
FSB/DFS review of the Contractor applicant's security forms and/or the receipt of adverse information by NRC, the
individual may be denied access to NRC facilities, sensitive information technology systems or data until a final
determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security," IT Level I Contractors shall be subject to the attached NRC
Form 187 (See Section J for List of Attachments) and SF- 85P which furnishes the basis for providing security
requirements to prime Contractors, subcontractors or others (e.g., bidders) who have or may have an NRC contractual
relationship which requires access to or operation of agency sensitive information technology systems or remote
development and/or analysis of sensitive information technology systems or data or other access to such systems and
data; access on a continuing basis (in excess more than 30 calendar days) to NRC buildings; or otherwise requires
issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL II

Performance under this contract will involve Contractor personnel that develop and/or analyze sensitive information

technology systems or data or otherwise have access to such systems or data (IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a computer system and

all other computer or IT positions.

A Contractor employee shall not have access to sensitive information technology systems or data until he/she is
approved by FSB/DFS. Temporary access may be approved based on a favorable review of their security forms and
checks. Final IT access may be approved based on a favorably adjudication. However, temporary access
authorization appr'oval will be revoked and the employee may subsequently be denied IT access in the event the
employee's investigation cannot be favorably adjudicated. Such an employee will not be authorized to work under any
NRC contract requiring IT access without the approval of FSB/DFS. Where temporary access authorization has been
revoked or denied, the Contractor is responsible for assigning another individual to perform the necessary work under
this contract without delay to the contract's performance schedule, or without adverse impact to any other terms or
conditions of the contract. When an individual receives final IT access, the individual will be subject to a review or
reinvestigation every ten years.

The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
'•Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two FD 258
Fingerprint charts, through the P0 to FSB/DFS for review and favorable adjudication, prior to the individual performing
Nork under this contract. The Contractor shall assure that all forms are accurate, complete, and legible. Based on
-SB/DFS review of the Contractor applicant's security forms and/or the receipt of adverse information by NRC, the
ndividual may be denied access to NRC facilities, sensitive information technology systems or data until a final
:jetermination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security," IT Level II Contractors shall be subject to the attached NRC
-orm 187 (See Section J for List of Attachments), SF- 85P, and Contractor's record of the pre-screening which
*urnishes the basis for providing security requirements to prime Contractors, subcontractors or others (e.g. bidders)
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who have or may have an NRC contractual relationship which requires access to or operation of agency sensitive
information technology systems or remote development and/or analysis of sensitive information technology systems or
data or other access to such systems or data; access on a continuing basis (in excess of more than 30 calendar days)
to NRC buildings; or otherwise requires issuance of an unescorted NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for IT access is to be withdrawn or canceled, the Contractor shall immediately notify the P0 by
telephone in order that he/she will immediately contact FSB/DFS so that the access review may be promptly
discontinued. The notification shall contain the full name of the individual, and the date of the request. Telephone
notifications must be promptly confirmed by the Contractor in writing to the P0 who will forward the confirmation via
email to FSB/DFS. Additionally, FSB/DFS must be immediately notified in writing when an individual no longer
requires access to NRC sensitive automated information technology systems or data, including the voluntary or
involuntary separation of employment of an individual who has been approved for or is being processed for IT access.

H.10 SEAT BELTS

Contractors, subcontractors, and grantees, are encouraged to adopt and enforce on-the-job seat belt policies and
programs for their employees when operating company-owned, rented, or personally owned vehicles.

H.11 APPROPRIATE USE OF GOVERNMENT FURNISHED INFORMATION TECHNOLOGY (IT)
EQUIPMENT AND!/OR IT SERVICES!/ACCESS (MARCH 2002)

As part of contract performance the NRC may provide the Contractor with information technology (IT) equipment
and IT services or IT access as identified in the solicitation or subsequently as identified in the contract or delivery
order. Government furnished IT equipment, or IT services, or IT access may include but is not limited to computers,
copiers, facsimile machines, printers, pagers, software, phones, Internet access and use, and email access and use.
The Contractor (including the Contractor's employees, consultants and subcontractors) shall use the Government
furnished IT equipment, and / or IT provided services, and/ or IT access solely to perform the necessary efforts
required under the contract. The Contractor (including the Contractor's employees, consultants and subcontractors)
are prohibited from engaging or using the Government IT equipment and Government provided IT services or IT
access for any personal use, misuse, abuses or any other unauthorized usage.

The Contractor is responsible for monitoring its employees, consultants and subcontractors to ensure that
Government furnished IT equipment and/ or IT services, and/ or IT access are not being used for personal use,
misused or abused. The Government reserves the right to withdraw or suspend the use of its Government furnished
IT equipment, IT services and/ or IT access arising from Contractor personal usage, or misuse or abuse; and/ or to
disallow any payments associated with Contractor (including the Contractor's employees, consultants and
subcontractors) personal usage, misuses or abuses of IT equipment, IT services and/ or IT access; and/ or to
terminate for cause the contract or delivery order arising from violation of this provision.

H.12 COMPLIANCE WITH US IMMIGRATION LAWS AND REGULATIONS

NRC Contractors are responsible to ensure that their alien personnel are not in violation of United States
Fmmigration and Naturalization (INS) laws and regulations, including employment authorization documents and visa
"equirements. Each alien employee of the Contractor must be lawfully admitted for permanent residence as
e=videnced by Alien Registration Receipt Card Form 1-151 or must present other evidence from the Immigration and
Niaturalization Services that employment will not affect his/her immigration status. The INS Office of Business Liaison
'OBL) provides information to Contractors to help them understand the employment eligibility verification process for
ion-US citizens. This information can be found on the INS website,
ittp://www. ins. usdoj.gov/graphics/services/employerinfo/index. htm#obl.
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The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its equipment/services,and/or take any number of contract administrative actions (e.g., disallow costs, terminate for cause) should the
Contractor violate the Contractor's responsibility under this clause.

H.13 SAFETY ON-SITE CONTRACTOR PERSONNEL

Ensuring the safety of occupants of Federal buildings is a responsibility shared by the professionals implementing our
security and safety programs and the persons being protected. The NRC's Office of Administration (ADM) Division of
Facilities and Security (DFS) has coordinated an Occupant Emergency Plan (OEP) for NRC Headquarters buildings
with local authorities. The OEP has been approved by the Montgomery County Fire and Rescue Service. It is
designed to improve building occupants' chances of survival, minimize damage to property, and promptly account for
building occupants when necessary.

The Contractor's Project Director shall ensure that all personnel working full time on-site at NRC Headquarters read
the NRC's OEP, provided electronically on the NRC Intranet at http://www.internal.nrc.gov/ADM/OEP.pdf The
Contractor's Project Director also shall emphasize to each staffmember that they are to be familiar with and guided by
the OEP, as well as by instructions given by emergency response personnel in situations which pose an immediate
health or safety threat to building occupants.

The NRC Project Officer shall ensure that the Contractor's Project Director has communicated the requirement for on-
site Contractor staff to follow the guidance in the QEP. The NRC Project Officer also will assist in accounting for on-
site contract persons in the event of a major emergency (e.g., explosion occurs and casualties or injuries are
suspected) during which a full evacuation will be required, including the assembly and accountability of occupants.
The NRC DFS will conduct drills periodically to train occupants and assess these procedures.

H.14 NRC INFORMATION TECHNOLOGY SECURITY TRAINING (AUG 2003)

NRc Contractors shall ensure that their employees, consultants, and subcontractors with access to the agency's
information technology (IT) equipment and/or IT services complete NRC's online initial and refresher IT security
training requirements to ensure that their knowledge of IT threats, vulnerabilities, and associated countermeasures
remains current. Both the initial and refresher IT security training courses generally last an hour or less and can be
taken during the employee's regularly scheduled work day.

Contractor employees, consultants, and subcontractors shall complete~the NRC's online, "Computer Security
Awareness" course on the same day that they receive access to the agency's IT equipment and/or services, as their
first action using the equipment/service. For those Contractor employees, consultants, and subcontractors who are
already working under this contract, the on-line training must be completed in accordance with agency Network
Announcements issued throughout the year 2003 within three weeks of issuance of this modification.

Contractor employees, consultants, and subcontractors who have been granted access to NRC information
technology equipment and/or IT services must continue to take IT security refresher training offered online by the NRC
throughout the term of the contract. Contractor employees will receive notice of NRC's online IT security refresher
training requirements through agency-wide notices.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC IT equipment and/or services,
and/or take other appropriate contract administrative actions (e.g., disallow costs, terminate for cause) should the
Contractor violate the Contractor's responsibility under this clause.

H.15 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (JULY 2006)

(a) The U.S. Nuclear Regulatory Commission (NRC) Contractor and its subcontractor are subject to the
WNhistleblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC Contractor(s) and
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subcontractor(s) shall comply with the requirements of this Whistleblower Employee Protection law, and the
implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures on
Handling Complaints at 29 C.F.R. Part 24 concerning the employer obligations, prohibited acts, DOL procedures and
the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24.

(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC Contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blacklisting or other
employment discrimination practices with respect to compensation, terms, conditions or privileges of their employment
because the Contractor or subcontractor employee(s) has provided notice to the employer, refused to engage in
unlawful practices, assisted in proceedings or testified on activities concerning alleged violations of the Atomic Energy
Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as amended).

(c) The Contractor shall insert this or the substance of this clause in any subcontracts involving work performed
under this contract.

H.16 FOREIGN OWNERSHIP, CONTROL, OR INFLUENCE OVER CONTRACTOR

(a) For purposes of this clause, a foreign interest is defined as any of the following:

(1) A foreign Government or foreign Government agency;

(2) Any form of business enterprise organized under the laws of any country other than the United States or its
possessions;

(3) Any form of business enterprise organized or incorporated under the laws of the U.S., or a State or other
jurisdiction within the U.S., which is owned, controlled, or influenced by a foreign Government, agency, firm,
corporation or person; or

(4) Any person who is not a U.S. citizen.

(b) Foreign ownership, control, or influence (FOCI) may be present where the degree of ownership, control, or
influence over a Contractor by a foreign interest is such that a reasonable basis exists for concluding that the
compromise or unauthorized disclosure of classified information may occur.

(c) For purposes of this clause, subcontractor means any subcontractor at any tier and the term "contracting officer"
shall mean NRC contracting officer. When this clause is included in a subcontract, the term "Contractor" shall mean
subcontractor and the term "contract" shall mean subcontract.

(d) The Contractor shall immediately provide the contracting officer written notice of any changes in the extent and
nature of FOCI over the Contractor which would affect the answers to the questions presented in DD Form 441S,
"Certificate Pertaining to Foreign Interest". Further, notice of changes in ownership or control which are required to be
reported to the Securities and Exchange Commission, the Federal Trade Commission, or the Department of Justice
shall also be furnished concurrently to the contracting officer.

(e) In those cases where a Contractor has changes involving FOCI, the NRC must determine whether the Changes
will pose an undue risk to the common defense and security. In making this determination, the contracting officer shall
consider proposals made by the Contractor to avoid or mitigate foreign influences.

(f) The Contractor agrees to insert terms that conform substantially to the language of this clause including this
paragraph (g) in all subcontracts under this contract that will require access to classified information. Additionally, the
Contractor shall require such subcontractors to submit completed information required on the DD Form 441 form prior
to award of a subcontract. Information to be provided by a subcontractor pursuant to this clause may be submitted
directly to the contracting officer.
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(g) Information submitted by the Contractor or any affected subcontractor as required pursuant to this clause shall be
treated by NRC to the extent permitted by law, as business or financial information submitted in confidence to be used
solely for purposes of evaluating. FOCI.

(h) The requirements of this clause are in addition to the requirement that a Contractor obtain and retain the security
clearances required by the contract. This clause shall not operate as a limitation on NRC's rights, including its rights to
terminate this contract.

(i) The contracting officer may terminate this contract for default either if the Contractor fails to meet obligations
imposed by this clause, e.g., provide the information required by this clause, comply with the contracting officer's
instructions about safeguarding classified information, or make this clause applicable to subcontractors, or if, in the
contracting officer's judgment, the Contractor creates a FOCI situation in order to avoid performance or a termination
for default. The contracting officer may terminate this contract for convenience if the Contractor becomes subject to
FOCI and for reasons other than avoidance of performance of the contract, cannot, or chooses not to, avoid or
mitigate the FOCI problem.

H.17 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and criteria of
the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility Security
Program;" MD 12.2, "NRC Classified Information Security Program;" MD 12.3, "NRC Personnel Security Program;"
MD 12.4, "NRC Telecommunications Systems Security Program;" MD 12.5, "NRC Automated Information Systems
Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information Security Program"), apply to performance
of this contract, subcontract or other activity. This MD is incorporated into this contract by reference as though fully
set forth herein. The attached NRC Form 187 (See List of Attachments) furnishes the basis for providing security and
classification requirements to prime Contractors, subcontractors, or others (e.g., bidders) who have or may have an
NRC contractual relationship that requires access to classified Restricted Data or National Security Information or
matter, access to sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT)
systems or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) It is the Contractor's duty to protect National Security Information, Restricted Data, and Formerly Restricted Data.
The Contractor shall, in accordance with the Commission's security regulations and requirements, be responsible for
protecting National Security Information, Restricted Data, and Formerly Restricted Data, and for protecting against
sabotage, espionage, loss, and theft, the classified documents and material in the Contractor's possession in
connection with the performance of work under this contract. Except as otherwise expressly provided in this contract,
the Contractor shall, upon completion or termination of this contract, transmit to the Commission any classified matter
in the possession of the Contractor or any person under the Contractor's control in connection with performance of this
contract. If retention by the Contractor of any classified matter is required after the completion or termination of the
contract and the retention is approved by the contracting officer, the Contractor shall complete a certificate of
possession to be furnished to the Commission specifying the classified matter to be retained. The certification must
identify the items and types or categories of matter retained, the conditions governing the retention of the matter and
their period of retention, if known. If the retention is approved by the contracting officer, the security provisions of the
contract continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the Contractor may be furnished, or may
ilevelop or acquire, safeguards information, or confidential or privileged technical, business, or financial information,
ncluding Commission plans, policies, reports, financial plans, internal data protected by the Privacy Act of 1974 (Pub.
_. 93.579), or other information which has not been released to the public or has been determined by the Commission
:o be otherwise exempt from disclosure to the public. The Contractor shall ensure that information protected from
•ublic disclosure is maintained as required by NRC regulations and policies, as cited in this contract or as otherwise
•rovided by the NRC. The Contractor shall not directly or indirectly duplicate, disseminate, or disclose the information
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in whole or in part to any other person Or organization except as may be necessary to perform the work under this
contract. The Contractor agrees to return the information to the Commission or otherwise dispose of it at the direction
of the contracting officer. Failure to comply with this clause is grounds for termination of this contract.

(d) Regulations. The Contractor agrees to conform to all security regulations and requirements of the Commission
which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and the Contracting
Officer. These changes will be under the authority of the FAR Changes clause referenced in this document.

The Contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1, NRC
Facility Security Program which is incorporated into this contract by reference as though fully set forth herein.
Attention is directed specifically to the Section titled "Infractions and Violations," including "Administrative Actions" and
"Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used in this clause, means
information that has been determined pursuant to Executive Order 12958 or any predecessor order to require
protection against unauthorized disclosure and that is so designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data concerning design,
manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of special nuclear
material in the production of energy, but does not include data declassified or removed from the Restricted Data
category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means all data
removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the detailed
security measures of a licensee or an applicant for the physical protection of special nuclear material; or security
measures for the physical protection and location of certain plant equipment vital to the safety of production of
utilization facilities. Protection of this information is required pursuant to Section 147 of the Atomic Energy Act of
1954, as amended.

(i) Security Clearance. The Contractor may not permit any individual to have access to Restricted Data, Formerly
Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of 1954, as
amended, and the Commission's regulations or requirements applicable to the particular type or category of classified
information to which access is required. The Contractor shall also execute a Standard Form 312, Classified
Information Nondisclosure Agreement, when access to classified information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and Formerly
Restricted Data relating to the work or services ordered hereunder to any person not entitled to receive it, or failure to
safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter that may come to the
Contractor or any person under the Contractor's control in connection with work under this contract, may subject the
Contractor, its agents, employees, or subcontractors to criminal liability under the laws of the United States. (See the
Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; and Executive Order
12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer, the
Contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this contract'.

In performing the contract work, the Contractor shall classify all documents, material, and equipment originated or
generated by the Contractor in accordance with guidance issued by the Commission. Every subcontract and
purchase order issued hereunder involving the origination or generation of classified documents, material, and
equipment must provide that the subcontractor or supplier assign classification to all documents, material, and
equipment in accordance with guidance furnished by the Contractor.
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H.18 PROJECT SUPPORT CONTRACTORS
The Government may either award or have awarded management, engineering, technical, and other professional
support service contracts (hereafter referred to as Project Support Contractors). Project Support Contractors may
require access to proprietary and other data relating to technical matters (including cost and schedule) concerning this
contract to the same degree such access is accorded Government personnel.

.The Contractor shall cooperate with Project Support Contractors by engaging in technical discussions with Project
Support Contractors' personnel, and permitting such personnel access to information and data relating to technical
matters (including cost and schedule) concerning this contract to the same degree such access is accorded
Government personnel.

Project Support Contractors shall agree to protect proprietary information of the Contractor in accordance with Federal
Acquisition Regulation (FAR) 9.505-4, to not engage in the production of products (including software), and to
otherwise abide by FAR Subpart 9.5, entitled "Organizational Conflicts of Interest." Project Support Contractors shall
be required to directly execute nondisclosure, non-use agreements with the Contractor and subcontractors if so
requested by the Contractor.

H.19 NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE

The following contract clauses pertinent to this Section are hereby incorporated by reference (by Citation Number,
Title, and Date) in accordance with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" in
Section I of this contract. See www.acquisition.gov/far for electronic access to the full text of a clause.

TITLE
NUMBER FEDERAL ACQUISITION REGULATION DATE

52.249-14 EXCUSABLE DELAYS APR 1984
52.227-17 RIGHTS IN DATA -SPECIAL WORKS DEC 2007

H.20 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS--COMMERCIAL ITEMS (MAY 2009)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions
of commercial items:

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).

(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 1995)
'41 U.S.C. 253g and 10 U.S.C. 2402).
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[X] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (DEC 2008)(Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note)).

[] (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (MAR
2009) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act
of 2009.)

[] (4) 52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (MAR 2009) (Pub. L. 111-5).

[] (5) 52.219-3, Notice of Total HUBZone Set-Aside (Jan 1999) (15 U.S.C. 657a).

[11(6) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (July 2005) (if the
Offeror elects to waive the preference, itshall so indicate in its offer) (15 U.S.C. 657a)...

[i] (7) [Reserved]

[] (8)(i) 52.219-6, Notice of Total Small Business Set-Aside (June 2003) (15 U.S.C. 644).

[] (ii) Alternate I (Oct 1995) of 52.219-6.

*[] (iii) Alternate II (Mar 2004) of 52.219-6.

[] (9)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

[] (ii) Alternate I (Oct 1995) of 52.219-7.

[] (iii) Alternate II (Mar 2004) of 52.219-7.

[X] (10) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.S.C. 637(d)(2) and (3)).

[] (11)(i) 52.219-9, Small Business Subcontracting Plan (APR 2008) (15 U.S.C. 637(d)(4)).

[] (ii) Alternate I (Oct 2001) of 52.219-9.

[X] (iii) Alternate II (Oct 2001) of 52.219-9.

[] (12) 52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(14)).

[X] (13) 52.219-1 6, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

[] (14)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns (OCT
2008) (10 U.S.C. 2323) (if the Offeror elects to waive the adjustment, it shall so indicate in its offer.)

[] (ii) Alternate I (June 2003) of 52.219-23.

[] (15) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and Reporting
APR 2008) (Pub. L. 103-355, Section 7102, and 10 U.S.C. 2323).

[] (16) 52.219-26, Small Disadvantaged Business Participation Program--Incentive Subcontracting (Oct 2000)
Pub. L. 103-355, Section 7102, and 10 U.S.C. 2323).

[] (17) 52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Business Set-Aside (May 2004) (15

J.S.C. 657 f).
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[] (18) 52.219-28, Post Award Small Business Program Representation (APR 2009) (15 U.S.C 632(a)(2)).

[X] (19) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[] (20) 52.222-1 9, Child Labor--Cooperation with Authorities and Remedies (FEB 2008) (EQO. 13126).

[X] (21) 52.222-21, Prohibition of Segregated Facilities (Feb 1999).

[X] (22) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

[X] (23) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (24) 52.222-36, Affirmative Action for Workers with Disabilities (Jun 1998) (29 U.S.C. 793).

[X] (25) 52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (26) 52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (Dec 2004) (E.O.
13201). _

[X] (27) 52.222-54, Employment Eligibility Verification (Jan 2009). (Executive Order 12989). (Not applicable to the
acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in
22.1803.)

[] (28)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 2008)
(42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

[] (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[X] (29) 52.223-1 5, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b).

[X] (30)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products

(DEC 2007) (E.O. 13423).

[] (ii) Alternate I (DEC 2007) of 52.223-1 6.

[] (31) 52.225-1, Buy American Act--Supplies (FEB 2009) (41 U.S.C. 10a-10d).

[] (32)(i) 52.225-3, Buy American Act--Free Trade Agreements-- Israeli Trade Act (FEB 2009) (41 U.S.C. 10a-10d,
19 U.S.C. 3301 note, 19 U.S.C. 2112 note, Pub. L 108-77, 108-78, 108-286, 109-53~and 109-169).

[] (ii) Alternate I (Jan 2004) of 52.225-3.

[] (iii) Alternate II (Jan 2004) of 52.225-3.

[X] (33) 52.225-5, Trade Agreements (MAR 2009) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

[X] (34) 52.225-1 3, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

[] (35) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).
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[] (36) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C.
5150).

[] (37) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f), 10 U.S.C.
2307(f)).

[] (38) 52.232-30,. Installment Payments for Commerciai items (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f)).

[X] (39) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (Oct 2003) (31 U.S.C.
3332).

[] (40) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May 1999)
(31 U.S.C. 3332).

[3 (41) 52.232-36, Payment by Third Party (May 1999) (31 U.S.C. 3332).

[] (42) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C..552a).

[I] (43)(i) 52.247-64, Preference for Privately Owned U.s.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx.
1241(b) and 10 U.S.C. 2631).

[] (ii) Alternate I (Apr 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law
or Executive orders applicable to acquisitions of commercial items:

[] (1) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

[] (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41 U.S.C. 351,
et seq.).

[] (3) 52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Year and Option
Contracts) (Nov 2006) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

[3 (4) 52.222-44, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Feb 2002) (29 U.S.C. 206

and 41 U.S.C. 351, et seq.).

[] (5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).

[] (6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--
Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

[] (7) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247)

[] (8) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and
does not contain the clause at 52.215-2, Audit and Records--Negotiation.
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(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,. shallhave access to and right to examine any of the Contractor's directly pertinent records involving transactions related to
this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter
period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this
contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3
years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to
litigation or the settlement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for
commercial items. Unless otherwise indicated below; the extent of the flow down shall be as required by the clause--

(i) 52.203-1 3, Contractor Code of Business Ethics and Conduct (DEC 2008) (Pub. L. 110-252, Title VI, Chapter 1
(41 U.S.C. 251 note)).

(ii) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns)
exceeds $550,000 ($1,000,000 for construction of any public facility), the subcontractor must include 52.219-8 in lower
tier subcontracts that offer subcontracting opportunities.

(iii) [Reserved]

(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible
Veterans (Sept 2006) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (June 1998) (29 U.S.C. 793).

(vii) 52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (Dec 2004) (E.O.
13201).

(viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration,
or Repair of Certain Equipment--Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.). ,

(xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-
Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xii) 52.222-54, Employee Eligibility Verification (JAN 2009)
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(xiii) 52.226-6, Promoting Excess Food Donataion to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247). Flow
down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx.
1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number of
additional clauses necessary to satisfy its contractual obligations.

H.21 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days of
expiration of the then-current term; provided that the Government gives the Contractor a preliminary written notice of
its intent to extend at least 30 days before the contract expires. The preliminary notice does not commit the
Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed six (6)

years.

H.22 2052.209-72 CONTRACTOR ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 1993)

(a) Purpose. The primary purpose of this clause is to aid in ensuring that the Contractor:

(1) Is not placed in a conflicting role because of current or planned interests (financial, contractual, organizational,
or otherwise) which relate to the work under this contract; and

(2) Does not obtain an unfair competitive advantage over other parties by virtue of its performance of this contract.

(b) Scope. The restrictions described apply to performance or participation by the Contractor, as defin~ed in 48 CFR
2009.570-2 in the activities covered by this clause.

(c) Work for others.

(1) Notwithstanding any other provision of this contract, during the term of this contract, the Contractor agrees to
forego entering into consulting or other contractual arrangements with any firm or organization the result of which may
give rise to a conflict of interest with respect to the work being performed under this contract. The Contractor shall
ensure that all employees under this contract abide by the provision of this clause. If the Contractor has reason to
believe, With respect to itself or any employee, that any proposed consultant or other contractual arrangement with any
firm or organization may involve a potential conflict of interest, the Contractor shall obtain the written approval of the
contracting officer before the execution of such contractual arrangement.

(2) The Contractor may not represent, assist, or otherwise support an NRC licensee or applicant undergoing an
NRC audit, inspection, or review where the activities that are the subject of the audit, inspection, or review are the
same as or substantially similar to the services within the scope of this contract (or task order as appropriate) except
where the NRC licensee or applicant requires the Contractor's support to explain or defend the Contractor's prior work
for the utility or other entity which NRC questions.

(3) When the Contractor performs work for the NRC under this contract at any NRC licensee or applicant site, the
Contractor shall neither solicit nor perform work in the same or similar technical area for that licensee or applicant
organization for a period commencing with the award of the task order or beginning of work on the site (if not a task
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order contract) and ending one year. after completion of all work under the associated task order, or last time at the
site (if not a task order contract).

(4) When the Contractor performs work for the NRC under this contract at any NR(C licensee or applicant site,

(i) The Contractor may not solicit work at that site for that licensee or applicant during the period of performance•

of the task order or the contract, as appropriate.

(ii) The Contractor may not perform work at that site for that licensee or applicant during the period of

performance of the task order or the contract, as appropriate, and for one year thereafter.

(iii) Notwithstanding the foregoing, the contracting officer may authorize the Contractor to solicit or perform this
type of work (except work in the same or similar technical area) if the contracting officer determines that the situation
will not pose a potential for technical bias or unfair competitive advantage.

(d) Disclosure after award.

(1) The Contractor warrants that to the best of its knowledge and belief, and except as otherwise set forth in this
contract, that it does not have any organizational conflicts of interest as defined in 48 CFR 2009.570-2.

(2) The Contractor agrees that if, after award, it discovers organizational conflicts of interest with respect to this
contract, it shall make an immediate and full disclosure in writing to the contracting officer. This statement must
include a description of the action which the contractor has taken or proposes to take to avoid or mitigate such
conflicts. The NRC may, however, terminate the contract if termination is in the best interest of the Government.

(3) It is recognized that the scope of work of a task-order-type contract necessarily encompasses a broad
spectrum of activities. Consequently, if this is a task-order-type contract, the Contractor agrees that it will disclose all
proposed new work involving NRC licensees or applicants which comes within the scope of work of the underlying
contract. Further, if this contract involves work at a licensee or applicant site, the Contractor agrees to exercise
diligence to discover and disclose any new work at that licensee or applicant site. This disclosure must be made
before the submission of a bid or proposal to the utility or other regulated entity and must be received by the NRC at
least 15 days before the proposed award date in any event, unless a written justification demonstrating Urgency and
due diligence to discover and disclose is provided by the Contractor and approved by the contracting officer. The
disclosure must include the Statement of Work, the dollar value of the proposed contract, and any other documents
that are needed to fully describe the proposed work for the regulated utility or other regulated entity. NRC may deny
approval of the disclosed work only when the NRC has issued a task order which includes the technical area and, if
site-specific, the site, or has plans to issue a task order which includes the technical area and, if site-specific, the site,
or when the work violates paragraphs (c)(2), (c)(3) or (c)(4) of this Section.

(e) Access to and use of information.

(1) If in the performance of this contract, the Contractor obtains access to information, such as NRC plans,.
policies, reports, studies, financial plans, internal data protected by the Privacy Act of 1974 (5 U.S.C. Section 552a
(1988)), or the Freedom of Information Act (5 U.S.C. Section 552 (1986)), the Contractor agrees not to:

(i) Use this information for any private purpose until the information has been released to the public;

(ii) Compete for work for the Commission based on the information for a period of six months after either the
completion of this contract or the release of the information to the public, whichever is first;

(iii) Submit an unsolicited proposal to the Government based on the information until one year after the release of
•he information to the public; or
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(iv) Reiease the information without prior written approval by the contracting officer unless the information has
previously been released to the public by the NRC.

(2) In addition, the Contractor agrees that, to the extent it receives or is given access to proprietary data, data
protected by the Privacy Act of 1974 (5 U.S.C. Section 552a (1988)), or the Freedom of Information Act (5 U.S.C.
Section 552 (1986)), or other confidential or privileged technical, business, or financial information under this contract,
the Contractor shall treat the information in accordance with restrictions placed on use of the information.

(3) Subject to patent and security provisions of this contract, the Contractor shall have the right to use technical
data it produces under this contract for private purposes provided that all requirements of this contract have been met.

(f) Subcontracts. Except as provided in 48 CFR 2009.570-2, the Contractor shall include this clause, including this
paragraph, in subcontracts of any tier. The terms contract, Contractor, and contracting officer, must be appropriately
modified to preserve the Government's rights.

(g) Remedies. For breach of any of the above restrictions, or for intentional nondisclosure or misrepresentation of
any relevant interest required to be disclosed concerning this contract or for such erroneous representations that
necessarily imply bad faith, the Government may terminate the contract for default, disqualify the Contractor from
subsequent contractual efforts, and pursue other remedies permitted by law or this contract.

(h) Waiver. A request for waiver under this clause must be directed in writing to the contracting officer in
accordance with the procedures outlined in 48 CFR 2009.570-9.

(i) Follow-on effort. The contractor shall be ineligible to participate in NRC contracts, subcontracts, or proposals
therefore (solicited or unsolicited), which stem directly from the Contractor's performance of work under this contract.
Furthermore, unless so directed in writing by the contracting officer, the Contractor may not perform any technical
consulting or management support services work or evaluation activities under this contract on any of its products or
services or the products or services of another firm if the Contractor has been substantially involved in the
development or marketing of the products or services.

(1) If the Contractor, under this contract, prepares a complete or essentially complete Statement of Work or
specifications, the Contractor is not eligible to perform or participate in the initial contractual effort which is based on
the Statement of Work or specifications. The Contractor may not incorporate its products or services in the Statement
of Work or specifications unless so directed in writing by the contracting, officer, in which case the restrictions in this
paragraph do not apply.

(2) Nothing in this paragraph precludes the Contractor from offering or selling its standard commercial items to the
Government.

H.23 DRUG FREE WORKPLACE TESTING: UNESCORTED ACCESS TO NUCLEAR FACILITIES,
ACCESS TO CLASSIFIED INFORMATION OR SAFEGUARDS INFORMATION OR PERFORMING
IN ESPECIALLY SENSITIVE POSITIONS

\lRC's Headquarters Assistant Drug Program Coordinator (ADPC) shall be responsible for implementing and
"nanaging the collecting and testing portions of the NRC Contractor Drug Testing Program. The Headquarters ADPC
• unction is carried out by the Drug Program Manager in the Division of Facilities and Security, Office of Administration.
\11 sample collection, testing, and review of test results shall be conducted by the NRC "drug testing Contractor." The
JIRC will reimburse the NRC "drug testing Contractor" for these services.

•11 Contractor employees, subcontractor employees, and consultants proposed for performance or performing under
his contract shall be subject to the requirements of the clause if they meet one of the following criteria stated in the
=lan: (1) individuals who require unescorted access to nuclear power plants, (2) individuals who have access to
;lassified or safeguards information, (3) individuals who are required to carry firearms in performing security services
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for the NRC, (4) individuals who are required to operate Government vehicles or transport passengers for the NRC,
(5) individuals who are required to operate hazardous equipment at NRC facilities, or (6) individuals who admit to
recent illegal drug use or those who are found through other means
to be using drugs illegally. The Plan includes pre-assignment, random, reasonable suspicion, and post-accident drug
testing. The due process procedures applicable, to NRC employees under NRC=s Drug Testing Program are not
applicable to Contractors, consultants, subcontractors and their employees. Rather, a Contractor's employees and
their subcontractors are subject to the procedures and terms of their employment agreements with their employer.

The NRC Drug Program Manager will schedule the drug testing for all Contractor employees, subcontractor
employees, and consultants who are subject~to testing under this clause in accordance with the Plan. The NRC will
reimburse the NRC "drug testing Contractor" for collecting, testing, and reviewing test results. Any NRC Contractor
found to be using, selling, or possessing illegal drugs, or any Contractor with a verified positive drug test result under
this program while in a duty status will immediately be removed from working under the NRC contract. The
Contractor's employer will be notified of the denial or revocation of the individual's authorization to have access to
information and ability to perform under the contract. The individual may not work on any NRC contract for a period of
not less than one year from the date of the failed drug test and will not be considered for reinstatement unless
evidence of rehabilitation, as determined by the NRC "drug testing Contractor's" Medical Review Officer, is provided.

Contractor drug testing records are protected under the NRC Privacy Act Systems of Records,
System 35, "Drug Testing Program Records - NRC" (copy enclosed).

H.24 52.216-18 ORDERING (OCT 1995)

(a) Any supplies and services to be furnished under this contract Shall be ordered by issuance of delivery orders or
task orders by a warranted NRC Contracting Officer. Such orders may be issued for thirty-six months from the date of
award specified in Section C.5., and for three additional twelve month option periods (if options are exercised)

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of conflict
between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order in the
mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in the Schedule.

H.25 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of
less than $50,000.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those
supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor:

(1) Any order for a Single item in excess of $30,000,000.00.

(2) Any order for a combination of items in excess of $30,000,000.00.

(3) A series of orders from the same ordering office within 30 days that together call for quantities exceeding the
imitation in paragraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal
\cquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from the
•,ontractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section.
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(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding themaximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within days
after issuance, with written notice stating the Contractor's intent not to ship the item (or items) called for and the
reasons. Upon receiving this notice, the Government may acquire the supplies or services from another source.

H.26 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified and effective for the period stated, in
the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are not
purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering
clause. The Contractor shall furnish to the Governm~ent, when and if ordered, the supplies or services specified in the
Schedule up to and including the quantity designated in the Schedule as the ''maximum."' The Government shall order
at least the quantity of supplies or services designated in the Schedule as the "Iminimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on the
number of orders that may be issued. The Government may issue orders requiring delivery to multiple destinations or
performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be
completed by the Contractor within the time specified in the order. The contract shall govern the Contractor's and
Government's rights and obligations with respect to that order to the same extent as if the order were completed
during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries under
this contract beyond 180 days after the end of the contract.

H.27 52.237-3 CONTINUITY OF SERVICES (Jan 1991)

(a) The Contractor recognizes that the services under this contract are vital to the Government and must be continued
without interruption and that, upon contract expiration, a successor, either the Government or another contractor, may
continue them. The Contractor agrees to -

(1) Furnish phase-in training; and

(2) Exercise its best efforts and cooperation to effect an orderly and efficient transition to a successor.

(b) The Contractor shall, upon the Contracting Officer's written notice,

(1) furnish phase-in, phase-out services for up to 90 days after this contract expires and

[2) negotiate in good faith a plan with a successor to determine the nature and extent of phase-in, phase-out services

°equired.

Vhe plan shall specify a training program and a date for transferring responsibilities for each division of work described
n the plan, and shall be subject to the Contracting Officer's approval. The Contractor shall provide sufficient
e=xperienced personnel during the phase-in, phase-out period to ensure that the services called for by this contract are
naintained at the required level of proficiency.

c) The Contractor shall allow as many personnel as practicable to remain on the job to help the successor maintain
he continuity and consistency of the services required by this contract. The Contractor also shall disclose necessary
)ersonnel records and allow the successor to conduct on-site interviews with these employees. If selected employees
are agreeable to the change, the Contractor shall release them at a mutually agreeable date and negotiate transfer of
heir earned fringe benefits to the successor.
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(d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs incurred within theagreed period after contract expiration that result from phase-in, phase-out operations) and a fee (profit) not to exceed
a pro rata portion of the fee (profit) under this contract.
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PART II - CONTRACT CLAUSES

SECTION I - CONTRACT CLAUSES

1.1 NOTICE OF ALLOWABLE CONTRACT TYPES

This is an IDIQ contract. See the listing below for applicable contract types for requirements:

FFP = Firm-Fixed-Price
LH = Labor-Hour

When applicable, the following symbols will appear next to the applicable clauses and provisions throughout this

document.

$ = applicable to FIRM-FIXED-PRICE line items only.

& =applicable to LABOR-HOUR line items only.

1.2 52.223-2 AFFIRMATIVE PROCUREMENT OF BIOBASED PRODUCTS UNDER SERVICE AND
CONSTRUCTION CONTRACTS (DEC 2007)

(a) In the performance of this contract, the contractor shall make maximum use of biobased products that are United

States Department of Agriculture (USDA)-designated items unless--

(1) The product cannot be acquired--

(i) Competitively within a time frame providing for compliance with the contract performance schedule;

(ii) Meeting contract performance requirements; or

(iii) At a reasonable price.

(2) The product is to be used in an application covered by a USDA categorical exemption (see 7 CFR 2902.10 et
seq.). For example, some USDA-designated items such as mobile equipment hydraulic fluids, diesel fuel additives,
and penetrating lubricants are excluded from the preferred procurement requirement for the application of the USDA-
ilesignated item to one or both of the following:

(i) Spacecraft system and launch support equipment.

(ii) Military equipment, i.e., a product or system designed or procured for combat or combat-related missions.

(b) Information about this requirement and these products is available at http://www.usda.gov/biopreferred.

1.3 52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (APR 1984)

Funds are not presently available for performance under this contract beyond those specified in individual orders.
I-he Government's obligation for performance of this contract beyond that date is contingent upon the availability of
ippropriated funds from which payment for contract purposes can be made. No legal liability on the part of the
3overnment for any payment may arise for performance under this contract beyond limitations specified in individual
)rders, until funds are made available to the Contracting Officer for performance and until the Contractor receives
iotice of availability, to be confirmed in writing by the Contracting Officer.
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PART Iil - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS

SECTION J - LIST OF ATTACHMENTS

ATTACHMENT

A

B

C

D

E

F

G

TITLE

STATEMENT OF WORK/SPECIFICATION

BILLING INSTRUCTIONS LABOR HOUR

BILLING INSTRUCTIONS FIXED PRICE

PRICE SCHEDULE

NRC 187

OCOI Guidelines

NRC-Approved Small Business Subcontracting Plan



ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

General: During performance and through final payment of this contract, the contractor is
responsible for the accuracy and completeness of data within the Central Contractor
Registration (CCR) database and for any liability resulting from the Government's reliance on
inaccurate or incomplete CCR data.

The contractor shall prepare vouchers/invoices as prescribed herein. FAILURE TO SUBMIT
VOUCHERS/INVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL RESULT IN
REJECTION OF THE VOUCHER/INVOICE AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/invoice, or on the
Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal--
Continuation Sheet."

Number of Coloies: A signed original shall be submitted. If the voucher/invoice includes the
purchase of any property with an initial acquisition cost of $50,000 or more, a copy of the signed
original is also required.

Designated Agency Billing Office: The preferred method of submitting vouchers/invoices is
electronically to the Department of the Interior at NRCPayments~nbc..qov

If the voucher/invoice includes the purchase of any property with an initial acquisition cost of
$50,000 or more, a copy of the signed original shall be electronically sent to: Property~nrc..qov

However, if you submit a hard-copy of the voucher/invoice, it shall be submitted to the following
address:

Department of the Interior'
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

If you submit a hard-copy of the voucher/invoice and it includes the purchase of any property
with an initial acquisition cost of $50,000 or more, a copy of the signed original shall be mailed to
the following address:

U.S. Nuclear Regulatory Commission
NRC Property Management Officer
Mail Stop: O-4D15
Washington, DC 20555-0001

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED

Agency Payment Office: Payment will continue to be made by the office designated in the
contract in Block 12 of Standard Form 26, Block 25 of Standard Form 33, or Block 1 8a. of
Standard Form 1449, whichever is applicable.
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

Frequency: The contractor shall submit claims for reimbursement once each month, unless
otherwise authorized by the Contracting Officer.

Format: Claims shall be submitted in the format depicted on the attached sample form entitled
"Voucher/Invoice for Purchases and Services Other than Personal" (see Attachment 1). The
sample format is provided for guidance only. The format is not required for submission of a
voucher/invoice. Alternate formats are permissible provided all requirements of the billing
instructions are addressed.

Billing of Cost after Expiration of Contract: If costs are incurred during the contract period
and claimed after the contract has expired, you must cite the period during which these costs
were incurred. To be considered a proper expiration voucher/invoice, the contractor shall clearly
mark it "EXPIRATION VOUCHER" or "EXPIRATION INVOICE".

Final vouchers/invoices shall be marked "FINAL VOUCHER" or "FINAL INVOICE".

Currency: Billings may be expressed in the currency normally used by the contractor in
maintaining his accounting records and payments will be made in that currency. However, the
U.S. dollar equivalent for all vouchers/invoices paid under the contract may not exceed the total
U.S. dollars authorized in the contract.

Supersession: These instructions supersede any previous billing instructions.

R:txtselden\billing instructions LH or TM revised 2008
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

INVOICE/VOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
,(SAMPLE FORMAT - COVER SHEET)

.1. Official Agency Billing Office

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2. Voucher Information

a. Payee's DUNS Number or DUNS+4. The Payee shall include the Payee's Data Universal
Number (DUNS) or DUNS+4 number that identifies the Payee's name and address. The
DUNS+4 number is the DUNS number plus a 4-character suffix that may be assigned at the
discretion of the Payee to identify alternative Electronic Funds Transfer (EFT) accounts for the
same parent concern.

b. Payee's Name and Address. Show the name of the Payee as it appears in the contract and
its correct address. If the Payee assigns the proceeds of this contract as provided for in the
assignment of claims terms of this contract, the Payee shall require as a condition of any such
assignment, that the assignee shall register separately in the Central Contractor Registration
(CCR) database at http://www.ccr.gov and shall be paid by EFT in accordance with the terms of
this contract. See Federal Acquisition Regulation 52.232-33(g) Payment by Electronic Funds
Transfer - Central Contractor Registration (October 2003).

c. Contract Number. Insert the NRC contract number.

cd. Voucher/Invoice. The appropriate sequential number of the voucher/invoice, beginning with
001 should be designated. Contractors may also include an individual internal accounting
number, if desired, in addition to the 3-digit sequential number.

e. Date of Voucher/Invoice. Insert the date the voucher/invoice is prepared.

'f. Billing period. Insert the beginning and ending dates (day, month, and year) of the period
during which costs were incurred and for which reimbursement is claimed.

g. Required Attachments (Supporting Documentation). Direct Costs. The contractor shall
submit as an attachment to its invoice/voucher cover sheet a listing of labor categories, hours
billed, fixed hourly rates, total dollars, and cumulative hours billed to date under each labor
category authorized under the contract/purchase order for each of the activities to be .performed
under the contract/purchase order. The contractor shall include incurred costs for: (1) travel, (2)
materials, including non-capitalized equipment and supplies, (3) capitalized nonexpendable
equipment, (4) materials handling fee, (5) consultants (supporting information must include the
name, hourly or daily rate of the consultant, and reference the NRC approval), and (6)
subcontracts (include separate detailed breakdown of all costs paid to approved subcontractors
during the billing period) with the required supporting documentation, as well as the cumulative
total of each cost, billed to date by activity.
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

3. Definitions

a. Non-capitalized Equipment, Materials, and Supplies. These are equipment other than
that described in number (4) below, plus consumable materials, supplies. List by
category. List items valued at $1,000 or more separately. Provide the item number for
each piece of equipment valued at $1,000 or more.

b. Capitalized Non Expendable Equipment. List each item costing $50,000 or more and
having a life expectancy of more than one year. List only those items of equipment for
which reimbursement is requested. For each such item, list the following (as applicable):
(a) the item number for the specific piece of equipment listed in the property schedule of
the contract; or (b) the Contracting Officer's approval letter if the equipment is not
covered by the property schedule.

c. Material handling costs. When included as part of material costs, material handling costs
shall include only costs clearly excluded from the labor-hour rate. Material handling costs
may include all appropriate indirect costs allocated to direct materials in accordance with
the contractor's usual accounting procedures.

Sample Voucher Information (Supporting Documentation must be attached)

This voucher/invoice represents reimbursable costs for the billing period
from through____

Amount Billed
Current Period Cumulative

(f) Direct Costs:

(1) Direct Labor

(2) Travel

(3) Materials

(4) Equipment

$

$.

$

$

$

$

$,

$.

,

$,

$,

$.

$.

$.

$

$

(5) Materials Handling Fee

(6) Consultants

(7) Subcontracts

Total Direct Costs:
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

General: During performance and through final payment of this contract, the contractor is
responsible for the accuracy and completeness of data within the Central C•ontractor
Registration (CCR) database and for any liability resulting from the Government's reliance on
inaccurate or incomplete CCR data.

The contractor shall prepare vouchers/invoices as prescribed herein. FAILURE TO SUBMIT
VOUCHERS/INVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL RESULT IN
REJECTION OF THE VOUCHER/INVOICE AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/invoice, or on the
Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal--
Continuation Sheet."

Number of Copies: A signed original shall be submitted. If the voucher/invoice includes the
purchase of any property with an initial acquisition cost of $50,000 or more, a copy of the signed
original is also required.

Designated Agency Billing Office: .The preferred method of submitting vouchers/invoices is
electronically to the Department of the Interior at NRCPayments~nbc..qov

If the voucher/invoice includes the purchase of any property with an initial acquisition cost of
$50,000 or more, a copy of the signed original shall be electronically sent to: Property~nrc..qov

However, if you submit a hard-copy of the voucher/invoice, it shall be submitted to the following
.address:

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

If you submit a hard-copy of the voucher/invoice and it includes the purchase of any property
with an initial acquisition cost of $50,000 or more, a copy of the signed original shall be mailed to
the following address:

U.S. Nuclear Regulatory Commission
NRC Property Management Officer
Mail Stop: O-4D15
Washington, DC 20555-0001

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED

Agency Payment Office: Payment will continue to be made by the office designated in the*
contract in Block 12 of Standard Form 26, Block 25 of Standard Form 33, or Block 18a. of
Standard Form 1449, whichever is applicable.
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOURITIME AND MATERIALS.TYPE CONTRACTS (JUNE 2008)

Freqiuency: The contractor shall submit claims for reimbursement once each month, unless
otherwise authorized by the Contracting Officer.

Format: Claims shall be submitted in the format depicted on the attached sample form entitled
"Voucher/Invoice for Purchases and Services Other than Personal" (see Attachment 1). The
sample format is provided for guidance only. The format is not required for submission of a
voucher/invoice. Alternate formats are permissible provided all requirements of the billing
instructions are addressed.

Billing of Cost after Expiration of Contract: If costs are incurred during the contract period
and claimed after the contract has expired, you must cite the period during which •these costs
•were incurred. To be considered a proper expiration voucher/invoice, the contractor shall clearly
mark it "EXPIRATION VOUCHER" or "EXPIRATION INVOICE".

Final vouchers/invoices shall be marked "FINAL VOUCHER" or "FINAL INVOICE".

Currency: Billings may be expressed in ,the currency normally Used by the contractor in
maintaining his accounting records and payments will be made in that currency. However, the
U.S. dollar equivalent for all vouchers/invoices paid under the contract may not exceed the total
U.S. dollars authorized in the contract.

Supersession: These instructions supersede any previous billing instructions.

R:txtselden\billing instructions LH or TM revised 2008
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

INVOICENOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
(SAMPLE FORMAT - COVER SHEET)

1. Official Agency Billing Office

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2. Voucher Information

a. Payee's DUNS Number or DUNS+4. The Payee shall include the Payee's Data Universal
Number (DUNS) or DUNS+4 number that identifies the Payee's name and address. The
DUNS+4 number is the DUNS number plus a 4-character suffix that may be assigned at the
discretion of the Payee to identify alternative Electronic Funds Transfer (EFT) accounts for the
same parent concern.

b. Payee's Name and Address. Show the name of the Payee as it appears in the contract and
its correct address. If the Payee assigns the proceeds of this contract as provided for in the
assignment of claims terms of this contract, the Payee shall require as a condition of any such
assignment, that the assignee shall register separately in the Central Contractor Registration
(OCR) database at http://www.ccr.gov and shall be paid by EFT in accordance with the terms of
this contract. See Federal Acquisition Regulation 52.232-33(g) Payment by Electronic Funds
Transfer - Central Contractor Registration (October 2003).

c. Contract Number. Insert the NRC contract number.

d. Voucher/Invoice. The appropriate sequential number of the voucher/invoice, beginning with
001 should be designated. Contractors may also include an individual internal accounting
number, if desired, in addition to the 3-digit sequential number.

e. Date of Voucher/Invoice. Insert the date the voucher/invoice is prepared.

f. Billing period. Insert the beginning and ending dates (day, month, and year) of the period
during which costs were incurred and for which reimbursement is claimed.

g. Required Attachments (Supporting Documentation). Direct Costs. The contractor shall
submit as an attachment to its invoice/voucher cover sheet a listing of labor categories, hours
billed, fixed hourly rates, total dollars, and cumulative hours billed to date under each labor
category authorized under the contract/purchase order for each of the activities to be performed
under the contract/purchase order. The contractor shall include incurred costs for: (1) travel, (2)
materials, including non-capitalized equipment and supplies, (3) capitalized nonexpendable
equipment, (4) materials handling fee, (5) consultants (supporting information must include the
name, hourly or daily rate of the consultant, and reference the NRC approval), and (6)
subcontracts (include separate detailed breakdown of all costs paid to approved subcontractors
during the billing period) with the required supporting documentation, as well as the cumulative
total of each cost, billed to date by activity.
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ATTACHMENT B

BILLING INSTRUCTIONS FOR
LABOR HOURITIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

3. Definitions

a. Non-capitalized Equipment, Materials, and Supplies. These are equipment other than
that described in number (4) below, plus consumable materials, supplies. List by
.category. List items valued at $1,000 or more separately. Provide the item number for
each piece of equipment valued at $1,000 or more.

b. Capitalized Non Expendable Equipment. List each item costing $50,000 or more and
having a life expectancy of more than one year. List only those items of equipment for
which reimbursement is requested. For each such item, list the following (as applicable):
(a) the item number for the specific piece of equipment listed in the property schedule of
the contract; or (b) the Contracting Officer's approval letter if the equipment is not
covered by the property schedule.

c. Material handling costs. When included as part of material costs, material handling costs
shall include only costs clearly excluded from the labor-hour rate. Material handling costs
may include all appropriate indirect costs allocated to direct materials in accordance with
the contractor's usual accounting procedures.

Sample Voucher Information (Supportin~q Documentation must be attached)

This voucher/invoice represents reimbursable costs for the billing period
from through____

Amount Billed
Current Period Cumulative

(f) Direct Costs:

(1) Direct Labor

(2) Travel

(3) Materials

(4) Equipment

$

$

$

$

$

$,

$,

$.

$

$

$,

$,

$.

$.

$

$.

(5) Materials Handling Fee

(6) Consultants

(7) Subcontracts

Total Direct Costs:
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ATTACHMENT C

BILLING INSTRUCTIONS FOR
FIXED PRICE CONTRACTS (JUNE 2008)

General: During performance and through final payment of this contract, the contractor is
responsible for the accuracy and completeness of data within the Central Contractor Registration
(CCR) database and for any liability resulting from the Government's reliance on inaccurate or
incomplete CCR data.

The contractor shall prepare vouchers/invoices as prescribed herein. FAILURE TO SUBMIT
VOUCHERSIINVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL RESULT IN
REJECTION OF THE VOUCHER/INVOICE AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/invoice, or on the
Government's Standard Form 1034, "Public Voucher for Purchases and Services Other than
Personal," and Standard Form 1035, "Public Voucher for Purchases Other than Personal--
Continuation Sheet."

Number of Copies: A signed original shall be submitted. If the voucher/invoice includes the
purchase of any property with an initial acquisition cost of $50,000 or more, a copy of the signed
original is also required.

Designated A~encv Billing Office: The preferred method of submitting vouchers/invoices is
electronically to the Department of the Interior at NRCPaymentsc.nbc.gov

If the voucherlinvoice includes the purchase of any property with an initial acquisition cost of
$50,000 or more, a copy of the signed original shall be electronically sent to: Pronertv(Wnrc.gov

However, if you submit a hard-copy of the voucherlinvoice, it shall be submitted to the following
address:

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

If you submit a hard-copy of the voucherlinvoice and it includes the purchase of any property with
an initial acquisition cost of $50,000 or more, a copy of the signed original shall be mailed to the
following address:

U.S. Nuclear Regulatory Commission
NRC Property Management Officer
Mail Stop: O-4D15
Washington, DC 20555-0001

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED
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ATTACHMENT C

BILLING INSTRUCTIONS FOR
FIXED PRICE CONTRACTS (JUNE 2008)

Agency Payment Office: Payment will continue to be made by the office designated in the
contract in Block 12 of the Standard Form 26, Block 25 of the Standard Form 33, or Block 18a. of
the Standard Form 1449, whichever is applicable.

Frequency: The contractor shall submit a voucher/invoice only after the NRC's final acceptance
of services rendered or products delivered in performance of the contract unless otherwise
specified in the contract.

Preparation and Itemization of the Voucher/Invoice: The voucher/invoice shall be prepared in ink
or by typewriter (without strike-overs). Corrections or erasures must be initialed. To be
considered a proper voucherlinvoice, all of the following elements must be included:

1. Contractor's Data Universal Number (DUNS) or DUNS+4 number that identifies the
contractor's name and address. The DUNS+4 number is the DUNS number plus a 4-
character suffix that may be assigned at the discretion of the contractor to identify
alternative Electronic Funds Transfer (EFT) accounts for the same parent concern.

2. Contract number.

3. Sequential voucherlinvoice number.

4. Date of voucherlinvoice.

5. Payee's name and address. Show the name of the Payee as it appears in the contract and
its correct address. If the Payee assigns the proceeds of this contract as provided for in
the assignment of claims terms of this contract, the Payee shall require as a condition of
any such assignment, that the assignee shall register separately in the Central Contractor
Registration (CCR) database at http:l/www.ccr.gov and shall be paid by EFT in accordance
with the terms of this contract. See Federal Acquisition Regulation 52.232-33(g) Payment
by Electronic Funds Transfer - Central Contractor Registration (October 2003).

6. A description of articles or services, quantity, unit price, and total amount.

7. For contractor acquired property, list each item with an initial acquisition cost of $50,000
or more and provide: (1) an item description, (2) manufacturer, (3) model number,
(4) serial number, (5) acquisition cost, (6) date of purchase, and (7) a copy of the
purchasing document.

8. Weight and zone of shipment, if shipped by parcel post.

9. Charges for freight or express shipments. Attach prepaid bill if shipped by freight or
express.

10. Instructions to consignee to notify the Contracting Officer of receipt of shipment.
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ATTACHMENT C

BILLING INSTRUCTIONS FOR
FIXED PRICE CONTRACTS (JUNE 2008)

11. For Indefinite Delivery contracts or contracts under which progress payments are
authorized, the final voucher/invoice shall be marked "FINAL VOUCHER" OR "FINAL
INVOICE."

Currency: Billings may be expressed in the currency normally used by the contractor in
maintaining his accounting records and payments will be made in that currency. However, the
U.S. dollar equivalent for all vouchers/invoices paid under the contract may not exceed the total
U.S. dollars authorized in the contract.

Supersession: These instructions supersede any previous billing instructions.
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Attachment G

NRCAR Subpart 2009.5 Organizational Conflicts of Interest

§2009.500 Scope of subpart.

In accordance with 42 U.S.C. 22.10a., N RC acquisitions are-processed in accordance with
§2009.570, which takes precedence over FAR 9.5 with respect to organizational conflicts of
interest. Where non-conlflicting guidance appears in FAR 9.5, that guidance must be followed.

§2009.570 NRC organizational conflicts~of interest.

§2009.570-1 Scope of policy.

(a) It is the policy of NRC to avoid, eliminate, or neutralize contractor organizational conflicts of
interest. The NRC achieves this objective by requiring all prospective contractors to submit
information describing relationships, if any, with organizations or persons (including those
regulated by the NRC) which may give rise to actual or potential conflicts of interest in the event
of contract award.

(b) Contractor conflict of interest determinations cannot be made automatically or routinely. The
application of sound judgment on virtually a case-by-case basis is necessary if the policy is to
be applied to satisfy the overall public interest. It is not possible to prescribe in advance a
specific method or set of criteria which would serve to identify and resolve all of the contractor
conflict of interest situations that might arise. However, examples are provided in these
r'egulations to guide application of this policy guidance. The ultimate test is as follows: Might the
contractor, if awarded the contract, be placed in a position where its judgment may be biased, or
where it may have an unfair competitive advantage?

(c) The conflict of interest rule contained in this subpart applies to contractors and offerors only.
Individuals or firms' who have other relationships with the NRC (e.g., parties to a licensing
proceeding), are not covered by this regulation. This rule does not apply to the acquisition of-
consulting services through the personnel appointment process, NRC agreements with other-
Government agencies, international-organizationsor state•-local, or foreign Governments.
Separate procedures for avoiding conflicts of interest will be employed in these, agreements, as
appropriate.

§2009.570-2 Definitions.

Affiliates means business concerns which are. affiliates•of each other when either directly or:
indirectly one concern or individual controls or has the power-to control another,. or when, a third&,-
party controls or has the power to control both;

Contract means any contractual -agreement'or-other-•arrangement with the NRC except as ::
provided in §2009.570-1(c).



Contractor means any person, firm, unincorporated association, joint venture, co-sponsor,partnership, corporation, affiliates thereof; or their successors in interest, including their chief
executives, directors, key personnel (identified in the contract), proposed consultants or
subcontractors, which-are a party to a contract with the NRC.

Evaluation activities, means any effort involving the appraisal of a ;technology, process, product,
or policy.

Offeroror prospective contractor means anyperson, firm, unincorporated association, joint.
venture, co-sponsor,-partnership, corporation, 'or their affiliates or successors in interest,
including their- chief executives, directors, key•,persennel,• proposed consultants, or
subcontractors, submitting a bid or proposal,-solicited or unsolicited, to the NRC to obtain a
contract.

Organizational conflicts of interest means that a relationship exists whereby a contractor or
prospective contractor has present or planned interests related to the work to be performed
under an NRC contract which:

(1) May diminish its capacity to give impartial, technically sound, objective assistance and

advice, or may otherwise result in a biased work product; or

(2) May result in its being given an unfair competitive advantage.

Potential conflict of interest means that a factual situation exists that suggests that an actual
conflict of interest may arise from award of a proposed contract. The term potential conflict of
interest is used to signify those situations that

(1) Merit investigation before contract award to ascertain whether award would give rise to an
actual conflict; or

(2) Must be reported to the contracting officer for investigation if they arise during contract
performance.

Research means any scientific or technical work involving theoretical analysis, exploration, or
experimentation.

Subcontractor means any subcontractor of any tier who performs work under a contract with-the
NRC except subcontracts for supplies and subcontracts in amounts not exceeding .$10,000..

Technical .consulting and management support:services~ means internal assistance to a :
component of the NRC in the formulation or..administr~ation-of its programs, projects:-or policies•..
which-normally require that the contractor be~given .access to proprietary, information or to-
information that has not been made available to ,the public: -;Th~se-services typically include-::
assistance in the preparation of program plans,, preliminary designs,- specifications, .or -
statements of work.

§2009.570-3 Criteria for recognizing contractor organizational conflicts .of interest.

(a) General.



(1) Two questions will be asked in determining whether actual or potential organizational
conflicts of interest exist:

(i) Are there conflicting roles which might bias an offeror's or contractor's judgment in relation to
its work for the NRC?

(ii).May the offeror-or contractor be given an unfair competitive advantage based on the
performance of the contract?

(2) NRC's ultimate determination that organizational conflicts of interest exist will be made in
light of common sense-and good business judgment based upon the relevant facts. While-it is
difficult to identify and to prescribe in advance a specific method for avoiding all of the various
situations or relationships that might-involve potential organizational conflicts of interest, NRC
personnel will pay particular attention to proposed contractual requirements that call for the
rendering of advice, consultation or evaluation activities, or similar activities that directly lay the
groundwork for the NRC's decisions on regulatory activities, future procurements, and research
programs. Any work performed at an applicant or licensee site will also be closely scrutinized by
.the NRC staff.

(b) Situations or relationships. The following situations or relationships may give rise to
organizational conflicts of interest:

(1) The offeror or contractor shall disclose information that may give rise to organizational
conflicts of interest under the following circumstances. The information may include the scope of
work or specification for the requirement being performed, the period of performance, and the
name and telephone number for a point of contact at the organization knowledgeable about the
commercial contract.

(i) Where the offeror or contractor provides advice and recommendations to the NRC in the
same technical area where it is also providing consulting assistance to any organization
regulated by the NRC.

(ii) Where the offeror or contractor provides advice to the NRC on the same or similar matter on
which it is also providing assistance to any organization regulated by the NRC.

(iii) Where the offeror, or contractor evaluates its own products or services, or has been
substantially involved in the development or marketing of the products or services .of another
entity.

(iv) Where the award of a contract would result in placing the-offeror or contractor' in a conflicting
role in which-its judgment may be biased in relation to its work for the NR.C, or would result in an.:
unfair-competitive advantage for the offeror or contractor::

(v) Where the offeror or contractor solicits or performs work at an-applicant or licensee-site while
performing work in the same technical area for the NRC at the-same site.,

(2) The Contracting officer may request specific information from an offeror or contractor or may
require special contract clauses such as provided in §2009.570-5(b) in the-following
circumstances:



(i) Where the offeror or contractor prepares-specifications that are to be used in competitive.
procurements of products or services covered by the specifications.

(i i) Where the offeror or contractor prepares plans' for specific approaches or methodologies that
are to be incorporated into competitive procurements using the approaches-or methodologies.

(iii) Where the- offeror~or contractor is granted access-to information not available to ~the public
concerning NRC plans, policies,, or programs that could form the basis for a later procurement
action.

(iv) Where the offeror~or-contractor is granted~access-to proprietary information of its
competitors.-

(v) Where the award of a contract might result in placing the offeror or contractor in a conflicting
role-in which its judgment may be biased in relation to its work for the NRC or might result in an-
unfair competitive advantage for the offeror or contractor.

(c) Policy application guidance. The-following.examples are illustrative only and are not intended
to identify and resolve all contractor organizational conflict of interest situations.

(1)(i) Example. The ABC Corp., in response to a Request For Proposal (RFP), proposes to
undertake certain analyses of a reactor component as called for in the RFP. The ABC Corp. is
one of several companies considered to be technically well qualified. In response to the inquiry
in the RFP, the ABC Corp. advises that it is currently performing similar analyses for the reactor
manufacturer.

(ii) Guidance. An NRC contract for that particular work normally would not be awarded to the
ABC Corp. because the company would be placed in a position in which its judgment could be
biased in relationship to its work for the NRC. Because there are other well-qualified companies
available, there would be no reason for considering a waiver of the policy.

(2)(i) Example. The ABC Corp., in response to an REP, proposes to perform certain analyses of
a reactor component that is unique to one type of advanced reactor. As is the case with other
technically qualified companies responding to the RFP, the ABC Corp. is performing various
projects for. several different utility clients. None of the ABC Corp. projects •have any relationship
to the~work called for~in the RFP.:Based•:on the NRC: evaluation,- the ABC Corp:-is considered to
be the best qualified company to perform the work- outlined in the RFP:,

(ii) Guidance.. An NRC contract normally could be awarded~to theABC Corp:-because no:.
conflict of interestexists which could motivate bias-,with respe-ct to the work. An. appr;opriate--:
clause would:be -included in the contract to preclude'the ABC Corp. from subsequently
contracting fpr:.work with the private sector that could create a confli•'t during:.the performance of -

the NRC contract?:Fdr example, ABC Corp. would be precluded from-the per~formance~of similar•;•
work for the company~developing the advanced reactor mentioned in the-example.- ....

(3)(i) Example. .The-ABC Corp., in response to a competitive RFP."submits:a-,proposal,-to assistP-:
the NRC in revising NRC's guidance documents on the respiratory protection requirements-.of :
10 CFR Part-2)0. ABCCorp. is the only firm determined to be technically acceptable.:ABC Corp:..
has performed substantial work for regulated utilities in the past and is-expected to continue._



similar efforts in the future. The work has and will cover the writing, implementation, and
administration of compliance respiratory protection programs for nuclear power plants.

(ii)*Guidance. This situation would place the firm in a role where its judgment could be biased in
relationship to its work for the NRC. Because the nature of the required work is vitally important
in terms of the. NRC's responsibilities-and no reasonable alternative exists,, a waiver, of the.
policy, in accordance with §2009.570-9-may be warranted. Any waiver must be fully
documented in accordance with the waiver provisions of this policy with particular attention to
the establishment of protective mechanisms toguard against bias.

(4)(i) Example..Th'e ABC Corp. submits a proposal for~a new system to evaluate-a specific
reactor component's performance for the purpose of developing standards that are important to
the NRC program. The ABC Corp. has advised the NRC that it intends to sell the new system to
industry, once its practicability has been demonstrated. Other companies in this business are
using older systems for evaluation of the specific reactor component.

(ii) Guidances A contract could be.-awarded to the ABC Corp. if the contract stipulates that no
information produced under the contract will be used in the contractor's private activities unless:
this information has been reported to the NRC. Data on how the reactor component performs,
which is reported to the NRC by contractors, will normally be disseminated by the NRC to others
to preclude an unfair competitive advantage. When the NRC furnishes information about the
reactor component to the contractor for the performance of contracted work, the information
may not be used in the contractor's private activities unless the information is generally
available to others. Further, the contract will stipulate that the contractor will inform the NRC
contracting officer of all situations in which the information, developed about the performance of
the reactor component under the contract, is proposed to be used.

(5)(i) Example. The ABC Corp., in response to a RFP, proposes to assemble a map showing
certain seismological features of the Appalachian fold belt. In accordance with the
representation in the REP and §2009.570-3(b)(1)(i), ABC Corp. informs the NRC that it is
presently doing seismological studies for several utilities in the eastern United States, but none
of the sites are within the geographic area contemplated by the NRC study.

(ii) Guidance. The contracting officer would normally conclude that award of a contract would
not place ABC Corp. in a conflicting role where its judgment might be biased. Section -2052.209-
72(c).Work for. Others,- would preclude ABC Corp.Lfrom accepting work which could create a
conflict of interest-during the term- of the NRC contract.

(6)(i). Example.-AD Division- of ABC Corp,; in response to a REP,- submits-a proposal to assist
the-NRC in the safety and environmental-review of applications for licenses-:for the construction;
operation, and decommissioning ,of fuel: cycle facilities. ABC0Corp.. is divided-into two separate,-
and distinct divisions, AD and BC. The BC Divsion: performs the-same orsimilar~serices~for ...
industry. The BC Division is currently providing the same or similar services :requiredwunder-the.•-
NRC's contract for an applicant or licensee.

(ii) Guidance. An NRC contract for that particular work would not be awarded. to theABC. Corp,:-
The AD Division could be placed in a position to pass judgment on work perform-ed bythe BC,_-
Division, which could bias its work for NRC. Further, the-Conflict of.-Interest-provisions apply to.,
ABC Corp. and not to separate or distinct divisions-within the-company. If no reasonable .-
alternative exists, a waiver of the policy could be sought in accordance with §2009.570-9.



(7)(i) Example. The ABC Corp. completes an analysis for NRC of steam generator tube leaks at
one of a utility's six sites: Three months later, ABC Corp. is asked by this utility to perform the
same analysis at another of its sites.

(ii) Guidance. Section 2052.290-72(c)(3) would prohibit the contractor from beginning this work
for the utility until one year after completion. of the NRC work at the first site.

(8)(i) Example. ABC Corp. is assisting NRC in a major on-site analysis of a utility's redesign of
the~common areas~between its twin reactors.zTh-e contract is~for two-years~with an estimated
value of $5 million. Near the completion of the NRC work, ABC Corp. requests authority to
solicit for a-$100K contract with the same utility to transportspent fuel to a disposal site. ABC
Corp. is performing no other work for the utility.

(ii) Guidance. The Contracting Officer would allow the contractor to proceed with the solicitation
because it is not in the same technical area as the NRC work; and the potential for technical
bias by the contractor because of financial ties to the utility is slight due to the relative value of
the two contracts.

(9)(i) Example. The ABC Corp. is constructing a turbine building and installing new turbines at a
reactor site. The contract with the utility is for five years and has a total value of $100 million..
ABC Corp. has responded to an NRC Request For Proposal requiring the contractor to
participate in a major team inspection unrelated to the turbine work at the same site. The
estimated value of the contract is $75K.

(ii) Guidance. An NRC contract would not normally be awarded to ABC Corp. because these
factors create the potential for financial loyalty to the utility that may bias the technical judgment
of the contractor.

(d) Other considerations.

(1) The fact that the NRC can identify and later avoid, eliminate, or neutralize any potential
organizational conflicts arising from the performance of a contract is not relevant to a
determination of the existence of conflicts prior to the award of a contract.

(2) It is not relevant that the contractor has the professional reputation of being able to resist
temptations which arise from organizational conflicts of interest, or that a follow-on procurement
is not involved, or that a contract is awarded on a competitive or a sole source basis..

§2009.570-4, Representation.

(a)-The following procedures are designed to-assist the NRC.contracting officer in determining :
whether situations or relationships exist which maytconstitute organizational-conflicts of interest--
with-respect to'a particular offeror or contractor. Thb' procedures-;apply to small- purchases-.
meeting the criteria stated in the following paragraph'(b) of.thissection:-

(b) The' organizational conflicts of interest representation provision at-§2052.209--7- must be -

included~in solicitations and contracts resulting from -unsolicited proposals. The contracting
officer-must also include this provision for task orders and contract modifications for new work
for:



(1) Evaluation services or activities;

(2) Technical consulting and management support services;

(3) Research; and

(4) Other contractual situations where special organizational conflicts of interest provisions are
noted in the solicitation and would be included in the resulting contract. This representation
requirement also applies to all modifications for additional effort under the contract except those
issued under the "Changes" clause. Where, however, a statement of the type required by the
organizational conflicts of interest representation~provisions has previously been submitted with
regard to the contract being modified, only an updating of the statement is required.

(c) The offeror may, because of actual or potential organizational conflicts of interest, propose to
exclude specific kinds of work contained in a REP unless the RFP specifically prohibits the
exclusion. Any such proposed exclusion by an offeror will be considered by the NRC in the
evaluation of proposals. If the NRC considers the proposed excluded work to be an essential or
integral part of the required work and its exclusion would be to the detriment of the competitive
posture of the other offerors, the NRC shall reject the proposal as unacceptable.

(d) The offeror's failure to execute the representation required by paragraph (b) of this section
with respect to an invitation for bids is considered to be a minor informality. The offeror will be
permitted to correct the omission.

§2009.570-5 Contract clauses.

(a) General contract clause. All contracts and simplified acquisitions of the types set forth in
§2009.570-4(b) must include the clause entitled, "Contractor Organizational Conflicts of
Interest," set forth in §2052.209-72.

(b) Other special contract clauses. If it is determined from the nature of the proposed contract
that an organizational conflict of interest exists, the contracting officer may determine that the
conflict can be avoided, or, after obtaining a waiver in accordance with §2009.570-9, neutralized
through the use of an appropriate special contract clause. If appropriate, the offeror may
negotiate the terms and conditions of these clauses-, including the extent and time period of any
restriction. These clauses include but are not limited to:

(1) Hardware exclusion clauses which prohibit the acceptance of production contracts following
a related non-production contract previously performedby the contractor;

(2) Softwiare-exclusion clauses;

(3) _Clauses-which require the contractor (and certain- of its key~personnel-):to :avoid certain

organizational .conflicts of interest; and

(4) Clauses~which provide for protection of confidentiaI~data~and guard against its unauthorized
use.

§2009.570-6 Evaluation, findings, and contract award.



The contracting officer shall evaluate all relevant facts submitted by an offeror and other
relevant information. After evaluating this information against the criteria of §2009.570-3, the
contracting officer shall make a finding of whether organizational conflicts of interest exist with
respect to a particular offeror. If it has been determined that real or potential conflicts of interest
exist, the contracting officer shall:

(a) Disqualify the offeror from award;

(b) Avoid or eliminate such conflicts~by appropriate measures; or

(c) Award the contract under the waiver provision of §2009.570-9.

§2009.570-7 Conflicts identified after award.

If potential organizational conflicts of interest are identified after award with respect to a
particular contractor and the contracting officer determines that conflicts do exist and that it
would not be in the best interest of the Government to terminate the contract, as provided in the
clauses required by §2009.570-5, the contracting officer shall take every reasonable action to
avoid, eliminate, or, after obtaining a waiver in accordance with §2009.570-9, neutralize the
effects of the identified conflict.

§2009.570-8 Subcontracts.

The contracting officer shall require offerors and contractors to submit a representation
statement from all subcontractors (other than a supply subcontractor) and consultants
performing services in excess of $10,000 in accordance with §2009.570-4(b). The contracting
officer shall require the contractor t5~ include contract clauses in accordance with §2009.570-5 in
consultant agreements or subcontracts involving performance of work under a prime contract.

§2009.570-9 Waiver.

(a) The contracting officer determines the need to seek a waiver for specific contract awards
with the advice and concurrence of the program office director and legal counsel. Upon the
recommendation of the Senior Procurement Executive, and after consultation with legal
counsel, the Executive Director for Operations may waive the policy in specific cases if he
determines that it is in the best interest of~the United States to do so.

(b) Waiver action is strictly limited to those~situations in which:

(1) The work to be performed Under:contract is vital to .the NRC program;

(2) The work cannot be satisfactorily performed except by a contractor whose:•interestsgive rise:
to ;a-question of conflict :of interest.

(3) Contractual and/or technical review and surveillance methods can~be employed, by the NRC
to neutralize the conflict.

(c) The justification and approval documents for any waivers must be placed in the NRC Public...
Document Room.



§2009.570-10 Remedies.

In addition to other remedies permitted by law or contract for a breach of the restrictions in this
subpart or for any intentional misrepresentation or intentional nondisclosure of any relevant
interest required to be provided for this section, the NRC may debar the contractor from
subsequent NRC contracts.
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C. DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK

0.1 OVERVIEW

The U.S. Nuclear Regulatory Commission (NRC) is seeking an offeror that has proven
experience in developing and maintaining a comprehensive Configuration Management
(CM) strategy to provide ongoing agency-wide information technology infrastructure and
support services. The new contract is expected to provide the wide range of IT infrastructure
services that are included in the current NRC Infrastructure Services and Support Contract
(ISSC) (see Section C.5.1 Basic Infrastructure Support Services), and also those services
currently provided by the N RC wireless telecommunications contract, data center contracts,
programmatic IT infrastructure contracts, and additional services to meet the evolving
business requirements of the agency.

0.2 INTRODUCTION

The NRC was created as an independent Agency by Congress in 1974 to enable the nation
to safely use radioactive materials for beneficial civilian purposes while ensuring that people
and the environment are protected. It regulates commercial nuclear power plants and other
uses of nuclear materials, such as in nuclear medicine, through licensing, inspection and
enforcement of its requirements. The NRC's headquarters are in Rockville, Maryland, and it
has a number of other offices around the United States. The NRC currently uses a U.S.
General Services Administration (GSA) Seat Management services contract task order to
provide agency-wide Information Technology (IT) infrastructure and support services. The
final option year for the order ends on September 27, 2010 (with the potential of being
extended until December 27, 2010).
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0.3 STATEMENT OF INTENT

It is the intention of the NRC to award this contract, in its entirety, to a single prime vendor.
This prime vendor will be responsible for the management of all deliverables under the
contract.

The period of performance for the new ITISS contract is expected to be:

Base Period:
Option Year 1:

Option Year 2:

Option Year 3:

February 18, 2011 - February 17, 2014
February 18, 2014- February 17, 2015

February 18, 2015 - February 17, 2016

February 18, 2016 - February 17, 2017

C.3. 1 Core Services and Optional Services
This Statement of Work (SOW) includes descriptions of core services and optional services.
The NRC's infrastructure is currently managed under a series of contracts. The first of these,
the ISSC, is primarily used for seat management, some server support for shared
administrative applications, and IT infrastructure research, development, and testing. Other
contracts currently providing ITISS services which are also described in this Statement of
Work can be found in Table 1, below.

Data Center Facilities Operations, FY 2009 FY 2012 2 (1 Year
03 Q3 Each)

Data Center System Administration; FY 2010 FY 2011 4 (1 Year
Q2 Q2 Each)

Wireless Telephone Services FY 2009 FY 2010 4 (1 Year
Management; 03 Q3 Each)

Nuclear Security and Incident Response FY 2010 FY 2011 4 (1 Year
(NSIR) Operations Center Network 01 01 Each)
Management.

Safeguards Wireless Local Area FY 2009 FY 2018 10 (1 Year
Network 01 04 Each)

Emergency Response Data System FY 2011 FY 2012 4 (1 Year
01 01 Each)

Table 1 - Current Contracts providing ITISS Services at the NRC

It is the intention of the NRC to consolidate all of these services into the Information
Technology Infrastructure and Support Services (ITISS) contract. Some of the optional tasks
describe activities that are not currently being performed at the NRC. It is the NRC's
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expectation that some-optional tasks will be awarded within months of initial contract award.
Assuming the offeror demonstrates a high-level of performance in delivering the core tasks
and initial optionai tasks, the NRC intends to awa~rd the remaining optional tasks at the
earliest expiration of the base or option year for an existing contract.

Offerors intending to propose solutions thatwill be hosted external to. NRC-owned facilities-
for either, core or optional services must. clearly demonstrate that-they have experience
providing such solutions adhering to all of the .security and performance requirements of the-
Federal Government and the NRC.

In order to provide, an accurate account regarding thecurrent state .at the NRC, the SOW
provides significant-detail, on current-inventory and corresponding management practices.
While this level of detail may appear to dictate specific technologies or solutions in many
places, the NRC is very open to the proposal .of innovative technologies and/or solutions
that would provide greater efficiencies (including "green improvements" which would
decrease the environmental impact of NRC work practices) and/or better service. In
proposing innovative improvements, the NRC is also interested in timeframes and roadmaps
to migrate from-"as is" to the proposed "to be." The NRC is not flexible about IT security
requirements .or performance requirements; all. innovative proposals must adhere to security
and performance requirements of the Federal Government and the NRC.

The offeror shall provide hardware and software used by the offeror in the performance of
work under this contract (e.g. personal computers for the off eror's staff, network
management software tools, etc.) and incorporated into the price for the proposed services.

The NRC also expects the offeror to comply with all requirements set forth in NRC
Management Directives (MD) (see http://www.nrc..qov/readincq-rm/doc-
coltections/manaqement-directives). MDs may be periodically updated during the course of
this contract, and the offeror shall comply with updated versions. It is also expected that
prospective vendors consider the agency's goals and objectives, which include identifying
and implementing green improvements, when planning for innovative solutions.

C.3.2 Intent for Mutual Cooperation between Offeror and NRC Staff

The NRC wishes for the chosen offeror to mutually cooperate with NRC staff. Such
cooperation would meet the needs and desires of both the offeror and the NRC in a cost-
effective way. For example:

1. The NRC .desires an off eror that will leverage technology in their, proposal to provide,
excellent service at a reasonable cost to both the off erorand to the NRC;

2. Throughout the course of the contract, the NRC intends to actively solicit suggested
changes ,in behaviors or the environment that will result in cost savings-,that can be -
reinvested- in improved service or additional services;

3. The NRC- is interested in continual improvement of service delivery using .an-.
lnformation:TeChnology Infrastructure Library version 3 (ITIL v3)•based, service ...
delivery model. The offeror shall provide service delivery .using appropriate ITIL v3
best. practices'and assist the NRC in maturing its overall~service delivery;

4. Within this document, occasional reference is made to the offeror-providing their
"best, effort" to accomplish a service that is difficult to~predict-(e.g. support of printers ..
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that are not owned by the off eror, but rather are owned by the NRC). For the
purposes of this document, "best effort" will include such activities as:

* Installation of software/hardware/drivers

* Testing to verify software/hardware works

* Limited troubleshooting

When problems are identified, a "best effort" service support would include using the
following resources to try and resolve the problem:

• Internal resources - technicians, developers

* Internet

* Manufacturer Support

* Attempt work around

If none of these attempts are successful, the problem shall be returned to the NRC
for resolution. The off eror shall not apply Service Level Requirements (SLRs) to
"best effort" service provisioning, other than to issue a ticket that will be logged into
the service desk system for the Agency's use in tracking whether or not the problem
has been resolved. Open "best effort" tickets are not to be included in calculating any
performance-based SLRs.

All offerors will be required to provide references on their past performance with previous
clients.

C.3.3 Progqram Objectives

The NRC intends to establish a performance based contract to provide the full scope of IT
infrastructure support to its customers. The programmatic objectives for this acquisition
include:

1. Consistent. provision of IT infrastructure support services at the required levels of
service for the most reasonable cost;

2. Maintaining a robust, secure computing environment that protects the information
and users that the IT infrastructure supports;

3. Adaptability of the IT infrastructure to changes in requirements and priorities;

4. Creation and promotion of collaboration between the NRC staff and the offeror to
support all services under this contract; and,

5. Innovation in the use of information technology to increase the productivity of agency
users, improve the agency's security posture, and reduce the cost of services
provided while maintaining customer service expectations

C.3.4 Specific Service Objectives

Through this acquisition, the objectives of the NRC are to:
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1. Allow NRC staff to effectively work securely from anywhere at any time;

2. Provide a highly consistent user support environment that meets or exceeds agreed
upon performance standards;

3. Establish and maintain an effective-security posture for NRC information and
inf ormation-systems to reasonably prevent thecompromise of NRC resources that
are interconnected with the NRC network and complies with appropriate Federal and
agency-policy and regulations;.

4. Establish and maintain a rigorous framework for the management of Information
Technology. Infrastructure (ITI) services (i.e. ITIL version 3 (ITIL v3), ISO 20000);

5. Provide centralized support for agency users that they can obtain at any time from
anywhere through a variety of mechanisms;

6. Proactively review ITI incidents to recognize patterns, establish baselines, implement
improvements, provide training and solve problems to improve users' experiences;

7. Proactively monitor the infrastructure and implement mitigations for recognized
problems and issues;

8. Plan for and ensure that disruptions to ITI resources have a minimal downtime and
impact on NRC users;

9. Understand business requirements of Agency users and how they impact the
services within the ITI to enhance its effectiveness in support of the NRC mission;

10. Manage provisioned and Government furnished ITI related assets and the
configuration of those assets to ensure an accurate, reliable, and complete inventory;

t11. Establish an effective quality assurance program that ensures continuous
improvement in support of the business needs of the NRC users;

12. Leverage technology to increase availability of critical business services as well as
remote access; and

13. Participate in the creation and maintenance of local operating and quality assurance
procedures and establish and maintain a virtual library for all documentation
available through the NRC Intranet.

C.3.5 NRC Reserved Riqhts:j_

The. NRC- reserves the right to. make final decisions on all. solutions-proposed by the vendor.
and to inspect any part~of-the ITI at. any time. Th~ere shall-be no components of the NRC
environment that~are not accessible .to designated NRC employees-without having to-
request access. Specifically:

1. NRC will perform-periodic-.reviews to_'ensure that.the systemsproduce.audit records.
that contain sufficient-information to,-~at a minimum, establishwhat type of event`.

•occurred, when' (date and:time) the event occurred, where the event occurred~the
source of the event, the outcome (success or failure) of the event and .the. identify of.
any user/subject associated-with the event;
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2. NRC will have unrestricted access to IT system audit tools and generated audit log
information; and,

3. NRC will monitor and independently validate the implementation of NIST 800-53
security controls.

NRC will be able to monitor data flow and will be able to investigate through the use of NRC
approved tools any instance or areas where suspicious or abnormal activity occurs.

C.3.6 Additional Contextual Readingq

The following links provide reading that may aid prospective offerors in better understanding
the NRC's goals and history:

1. NRC Strategic Plan: Part V. Management, Strategies and Means to Support-
Management Strategies, D. Expanded Electronic Government

http://www. nrc.qov/readinq-rm/doc-collections/nureqls/staff/srl 61 4/v3/

2. NRC Information Technology/Information Management (IT/IM) Strategic Plan

http://adamswebsearch.nrc.qov/idmws/ViewDocByAccession .asp?AccessionNumber
=ML081 150680

3. NRC - Office of Management and Budget Exhibit 300s: Infrastructure Services and
Support

http://www. n rc.qov/readinq- rm/doc-collections/om b-exhibit-300s/

4. NRC History .

htto://www. nrc. aov/about-n rc/historv.htmlI
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0.4 NRC ENVIRONMENT

This section provides detailed information on the current environment, the existing
hardware/software infrastructure, and the expected ITI user levels at the NRC. The staff
levels are approximate and may vary over time.-The environment and software/hardware
infrastructure are provided as guidelines to assist in creating an appropriate proposal. For
example, there is little server virtualization currently, but virtualization may be an appropriate
suggestion to make in proposals if the vendor can provide increased efficiency, reduced
cost, and adequate security.

C.4.1 Staff Levels

The current NRC level of 5,500 personal computer users (including both NRC employees
and NRC contractors) is expected to grow at a rate of 3% per annum. This growth is not
guaranteed but should be incorporated for planning purposes.

C.4.2 NRC Locations

Information on the NRC locations can be found on the website at http://www.nrc.qov/about-
nrc/Iocations.html. The NRC has its Headquarters in Rockville, Maryland, and a number of
other offices around the United States.

The six-building headquarters complex (http://www.nrc..qov/about-
nrc/locations/hq.html) in Bethesda and Rockville, Maryland, houses our headquarters
staff and our Public Document Room (http://www.nrc.qov/readinpq-rm/pdr.html).
There are approximately 4000 ITI users at these locations.

During the ITISS period of performance, four of these buildings will be consolidated
to a single new building that will be constructed (See paragraph below and section
C.6.12 Extraordinary Move Support). The offeror shall provide the services
described in this SOW both in the current headquarters buildings and the future
headquarters building. It is expected that there will be some reduction in cost for
some services once those buildings have been consolidated into a single building
adjacent to the White Flint headquarters complex.

* The Region I Office (httpJ://www.nrc.qiov/about-nrc/Iocations/reqiionl .html) in King of
Prussia, Pennsylvania, oversees our regulatory activities in the northeastern United
States. There are approximately 211 ITI users at this location.

* The Region II Office (http://www.nrc.qiov/about-nrc/locations/reqion2.html) in Atlanta,
Georgia, oversees our regulatory activities in the southeastern United States. There
are approximately 175 ITI users at this location.

* The Region Ill Office (http://www. nrc.qiov/about-nrc/Iocations/region3.html) in Lisle,
Illinois, oversees our regulatory activities in the northern midwestern United States.
There are approximately 189 ITI users at this location.

* The Region IV Office (http://www.nrc..qov/about-nrc/Iocations/reoion4.html). in
Arlington, Texas, oversees our regulatory activities in the western and southern mid-
western United States. There are approximately. 160 ITr users at .this location.

*The On-Site Representative High-Level Waste Management Office
(http://www. nrc.ciov/about-n rc/Iocations/hlw-office.html) in Las Vegas, Nevada,
maintains information associated~with the proposed-high-level waste repository
(httpj://www. nrc.qov/waste/hlw-disposal/req-initiatives/review-site-
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recommend.html).There are approximately 20 personal computers supported at this
location.

*The NRC Technical Training Center (http://www.nrc..qov/about-
nrc/Iocations/traininc~.qhtml) in Chattanooga, Tennessee, provides training for the staff
in various technical disciplines associated with the regulation of nuclear materials
and facilities. There are approximately 28 ITI users at this location.

*The NRC also has onsite inspectors permanently stationed at each reactor licensee
that it regulates (http://www.nrc.Qov/inf o-f inder/reactor/). These Resident Inspectors
require broadband access to the NRC network and use applications that are hosted
at NRC Headquarters, the Regional Offices, and on the internet. There are currently
over 100 locations that must be supported.

*The NRC ITI is extended to an application support facility. This facility is provided by
an application development support contractor. The work performed under that
contract is outside the scope of ITISS. The application support contractor supplies
the Wide Area Network (WAN) connection from this facility to NRC Headquarters
and provides the network router at the application facility end of that connection. The
application support contractor manages that router. A domain controller and
personal computers shall be supplied by the ITISS offeror. In addition, the ITISS
off eror shall supply help desk support, desk-side support, and network monitoring for
the equipment provided and the network at the application support facility. There are
approximately 75 ITI users at this location.

From Fiscal Years (FY) 2013 -2015, the NRC will centralize all headquarters staff not
currently located in One White Flint North or Two White Flint North into a new building in
Rockville, Maryland. The NRC anticipates 1500 staff moves in FY 2013, and 6000 extra staff
moves in each of FY 2014 and FY 2015 to achieve consolidation (some people will be
moved more than once). These moves are in addition to the current average annual moves
of 1000. Appendix C provides square footage and descriptions of the space that will be
available to the ITISS offeror's staff.

While the primary computing and support facilities are located at the Headquarters campus,
each regional office also maintains local computing and support capabilities, including some
local email functions (Exchange satellite servers) which are provided by the incumbent 1SS0
contractor. The off eror shall provide dedicated system administration support at the
Regional Offices to maintain network components and servers. The offeror's staff will be
primarily responsible for the management Of the Regional Local Area Networks (LANs) and
Wide Area Network (WAN) interfaces. In addition, they will provide Tier 2 Help Desk support
as well as desk-side support as requested by a Regional Contracting Officer Technical
Representative (COTR). Currently, user support is primarily provided by NRC Regional staff
or non ITISS contractors.

During the ITISS period of performance, there will be additional remote sites that will be
added to the ITI due to the construction of new nuclear power facilities. The offeror shall
provide network devices (local router, etc.), personal computer equipment for the site, and
network management for that segment of the network as if it were a Resident Inspector site.
It is unknown precisely w~hen each new power plant will be constructed, but there is
information available about the locations of the proposed sites
(http :/Iwww. nrc.qov/reactors/new-reactors/col/new-reactor-map .html) and the current
licensing schedule (http,://www. nrc.qiov/reactors/new-reactors/new-licensinq-files/new-rx-
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licensin~q-app-le~Qend.p~df). However, only the licensee will determine if and when

construction will begin.

C.4.3 NRC Business Hours

Currently normal working hours are 6am-9pm Eastern Standard Time/Eastern Daylight Time
(EST) Monday thru Friday excluding Federal Holidays. Maintenance and production
changes• typically shall not be made during normal working hours. However, it should be
noted that new organizational changes allow users to report to work as early as 5am. As
such, through resultsfrom trending and analysis, it may be necessary to adjust.these hours
either way throughout.the life of the contract.

Some specific functions require 24 x 7 x 365 support - these are noted within the SOW.

C.4.4 Existing In formation Technology Infrastructure

The following _diagram provides an overview of the existing technology inf rastructure _for the.
Core functionality and the two Data Center optional tasks. All information provided in this
section of the-document is intended for informational purposes only and should not be
construed to dictate preference.

I |•l• lli iP| lolll !-' i iollat kllIi 7:]I•!11I4ii •, I4 l•]lt [•7]1 • •

a -- a . t U

E•

I I

.l°Lt f,

[Im,1"I1 ",

•RC Boundar~

I I

Bo~ ~'A~L.

ti-n

~~*r~-n~ a

rh:

r~I
EE'M ~

Figure 1 - NRC In formation Technology Infrastructure - Core Services
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C.4.4. 1 Personal Comp utingq Environment (Desktop./Laptop Computers)•

C.4.4. 1.1 Hardware

For the current base of approximately 5,500 personal computer users the NRC currently
has:

* 5,450 desktop computers furnished by the incumbent ISSC Contractor;

* 310 laptop computers that are managed under the current IT infrastructure and
furnished by the incumbent 1SSC contractor;

*Approximately 1000 Government-furnished laptop computers that are not managed
by the current incumbent ISSC contractor. These Government Furnished Equipment
(GFE) laptop computers are in the process of moving from non-managed to
managed under the current ITI contract; and,

* 100 High-performance computing workstations furnished by the Government.

All computers provided under the current contract are supported on a 3-year refresh cycle.
These personal computers are distributed in approximate proportion to the number of NRC
staff located in our Regional Offices and satellite offices as outlined in section C.4.2 NRC
Locations.

C.4.4. 1.2 Software

.The following (Table 2) are a sample of the typical software found on current NRC personal
computers (PCs) (Desktops/Laptops). In some cases a mix of previous generation products
and newer generation products exist (e.g. Microsoft Office). Under the new contract the
NRC expects to license current generation products. Note, the Agency-wide Documents
Access and Management System (ADAMS) is a Government-owned system. ADAMS 'is a
document management system written in Visual Basic, based on IBM FileNet and includes a
client-based software component.

ADAMS Desktop (NRC Custom) 4.8 NRC Supplied
ADAMS for MSOff ice (NRC Custom) 1 NRC Supplied
ADAMSOutlooklntegration (NRC Custom) 1.1 NRC Supplied
Adobe Acrobat Reader 8 Incumbent Supplied
Adobe Flash Player 10.0 Incumbent Supplied
Adobe SVG Viewer 3 Incumbent Supplied
Apple QuickTime 7.6 Incumbent Supplied
Autodesk Design Review 2008 4.1 Incumbent Supplied
Delphi NRC Telephone Directory 1.0 NRC Supplied
Diskeeper Professional Edition 8.0 Incumbent Supplied
FileNet Content Services Client Libraries 5.4 NRC Supplied
FileNet IDMDT 3.2 NRCSuplie

FileNET Panagon IDM Desktop 3.2 NRC Supplied
ETI Microshield 5 NCSple
FTP Software OnNet32 3 Unsupported
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• -•,Workstation ,Cornonent ... ',VerioSin -;.,, Sou~rce.
HRMS (NRC Custom) 1 NRC Supplied
Inso Outside-In Viewer (ADAMS
cornponent) 8.0 NRC Supplied
Metastorm informs Filler 4.3 NRC Supplied
Microsoft .NET Framework 1.1 Incumbent Supplied
Microsoft .NET Framework 2.1 Incumbent Supplied
Microsoft .NET Framework 3.5 Incumbent Supplied
Microsoft Collaboration Data Objects 6.5 Incumbent Supplied
Microsoft Data Access Objects (DAO) 3.5 Incumbent Supplied

Microsoft Internet Explorer 6.0 Incumbent Supplied
Microsoft MDAC 2.8 Incumbent Supplied
Microsoft Office Professional Edition 2003 11.0 Incumbent Supplied
Microsoft Office Visio Viewer 2003 11.0 Incumbent Supplied
Microsoft Outlook 2007 12.0 Incumbent Supplied
Microsoft Windows Genuine Advantage 1 .3 Incumbent Supplied
Microsoft Windows Installer 3.1 Incumbent Supplied
Microsoft Windows Media Player 11.0 Incumbent Supplied
Microsoft XML 4.0 Incumbent Supplied
PkWare SecureZip 8.2 Incumbent Supplied.
PowerBuilder 8.0 NRC Supplied

Real Player Enterprise Player 2.1 NRC Supplied
SQL Drivers for NT 6.5 NRC Supplied
Sun Java 6.1 Incumbent Supplied
Sybase Adaptive Server Enterprise 12 NRC Supplied
Symantec Antivirus 11.0 Incumbent Supplied
Symantec LiveUpdate 3.1 Incumbent Supplied
Wang Imaging 5.0 Unsupported
Wang Watermark 3.1 Unsupported

Table 2 - Sample of typical personal computing software

Notes:

a) Software maintenance and development on ADAMS are not part of this SOW. Support
of the ADAMS server infrastructure is included in the optional tasks for Computer
Facilities Management and Data Center Administration. Installation and troubleshooting
of the configuration of the client component is part of the core Personal Computing
component of this SOW.

b) Any software listed as '"unsupported"' shall be supported on a best effort basis by the
offeror. Best effort is defined in section C.3.2 Intent for Mutual Cooperation between
Offeror and NRC Staff:
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c) PowerBuilder 8 supports specific legacy applications. This application is not part of the
standard image. Support requirements only include installation on an as needed basis
and minor troubleshooting.

d) The current operating system (OS) is Windows XP. The NRC has currently elected not
to upgrade to Windows Vista, but will upgrade to Windows 7. The NRC shall have the
option to upgrade to a new OS within 6 months of release, but may elect not to upgrade
if it is deemed unwise.

C.4.4.2 General Server Environment

The NRC general server environment consists of network servers, file servers, and those
servers used within the NRC which support the general network environment (shared
storage, electronic mail, network management). These servers are primarily owned by the
incumbent ISSC contractor.

C.4.4.2. 1 Hardware

The NRC general server environment currently consists of one-hundred seventy-five (175)
servers. These servers consist of machines with one to four central processing units (CPUs)
or in the case of dual-core or quad-core processors, one to four processing cores. None of
the current servers utilize more than four CPUs or a total of four processor cores. The
majority of servers in the general server environment run Windows; however, some run a
Linux kernel. Specifically, the current general server breakdown is as follows:

* Wintel Servers with 1-4 CPUs: One-hundred sixty-five (165) servers; and,

* Unix/Linux Servers with 1-4 CPUs: Ten (10) servers.

The off eror will propose a server refresh cycle. The NRC is flexible, but in general believes
no server should be allowed to forego support.

C.4.4.2.2 Software

The following is a sample of the typical software found on current NRC Servers in the
general server environment. The environment is evolving, and specific applications may vary
at the time of contract award. The intent of this list is to define the general types of software
currently in use.

* Active Directory;

* Asset Management System (WiseTrack);

* BlackBerry Enterprise Server;

* CiscoWorks;

• Citrix;

* Fin jan;

* Helpdesk Ticketing System (BMC Service Desk);

• IronPort;

* LANDesk Management Suite;

* Microsoft Exchange Enterprise;
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* Microsoft Exchange Standard;

* Patchlink;

* Structured Query Lanaguage (SQL) Server 2000/2005;

* Symantec Antivrus;

* Symantec BESR imaging tool;

* System Center Operations Manager;,

* Tivoli Storage Manager (TSM) Backup Client;.

* BrightStor ArcServ;

• Vulnerability Scanner (NCircle);

* What's Up Professional (monitoring); and,

* ZENworks.

C.-4.4.3 App~lication Hosting Server Environment (Optional Task)

The Application Hosting server environment (also referred to as NRC Data Center
Environment) consists of those servers that generally are used for hosting specialized
applications. These servers are currently primarily owned by the NRC. The NRC would
prefer that all components of the ITI eventually be offeror-supplied as the GEE reaches the
end of its useful life.

C.4.4.3. 1 Hardware

The NRC Data Center environment currently consists of 323 servers. As with the general
server environment hardware described in Section C.4.4.2.1 General Server Environment:
Hardware, all of the Data Center servers consist of machines with one to four CPUs or in the
case of dual-core or quad-core processors, one to four processing cores.

The agency also takes advantage of processor time on an NIH mainframe server for some
of its legacy applications. There are printers located within the NRC that are connected to
these NIH systems which the incumbent Data Center Facilities Operations contractor
maintains and manages both the printers and the printout sorting. In addition, the incumbent
Data Center Facilities Operations contractor occasionally works with NIH personnel and
contractors to troubleshoot connection. problems as directed by the NRC. PM.

C.4.4.3.2 Software
Other than custom software or applications developed specifically for the purpose of
meeting N RC requirements, the-software expected in-the -Data Center environment is similar
to that described for the general server environment in Section C.4.4.2.2 General Server
Environment: Software, with the addition of VMWare..

C. 4.4.4 Network ApplIiance. Printers, and Other Hardware

Appendix A provides a diagram of the basic topology and link speeds. of the NRC network.
The offeror is not responsible for providing the WAN links, but is responsible for. coordinating -

with the Provider to troubleshoot incidents .and determine root-cause. -The offeror is not:
responsible for the links between buildings or the cabling plant itself.
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In addition to the desktop/laptop, general server, and data center server environments, the
NRC has other hardware components and devices that serve as part of the IT Infrastructure.
This additional hardware consists of:

* Network appliances including routers, switches, gatewaYs;

* Network security appliances and firewalls;

* Tape back-up devices;

* Redundant Array of Independent Disk (RAID) devices and/or Storage Area Networks
(SAN);

• Network Printers (both color and black & white);

* Local printers; and,

* Scanners and plotters.

The following table (Table 3) provides a current list of hardware that falls in this category. It
is expected that an ITISS vendor will initially manage this existing hardware and then as
required, replace components with suitable current-day replacements. By "current-day" the
NRC means current as of the date of replacement.

Cisco 1700 Router 1
Cisco 2800 Router 74
Cisco 3700 Router 33
Cisco 3800 Router 14
Cisco 7200 Router 1
Cisco 2960 Series Switch 15
Cisco 3750 Series Switch 34
Cisco 4500 Series Switch 46
Cisco 6500 Series Switch 8
Host Intrusion Protection System 1
HP 4650 Color: Network Printer/+GFE 80/19
HP 4350/HP 4515x BAN Network Printer/+GFE 292/2
HP 9040 BAN Network Printer 38
XIOTech SAN 1
Fibre Switch (Silkworm 4100) 2
Tape Library (Spectra Logic T120Q) 2
Tape Drive (Spectra Logic T50) 7
Firewall (Base) 1___
Firewall Proxy/ZONE 14
48 Port 10/100 Ethernet Module 179
48 Port 10/1 000 Ethernet Module 25
Local Printers (Various Makes/Models), GFE 2,000
Plotters 10
Multif unction Printers 36
Scanners 211

Table 3 - Network Appliances, Printers, & Other Hardware
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C.4.4.5 Incumbent Contractor Staff Levels

Incumbent contractor staff levels are a combination of support for core functions charged as
part of the seat management fee and additional contractor or NRC staff members who
perform functions such as integration and test. These numbers are approximate and are
supplied to inform potential~offerors on the general level-of effort currently expended; they
are not meant to dictate future staffing levels. The estimates are as follows:

20 Integration;

3 Test Facility;

9 Headquarters (HO) Remote Building Dedicated Sys Administrators;

10 Regional and Technical Training Center Support;

9 Extended Hours Dedicated Support - Help Desk;

8.5 Extended Hours Dedicated Support - Network Operations;

2 Laptop Patching/Maintenance Support/Loaner Laptop Program administration;

1 Technical Writer;

10 Operational IT Security Support;

10 Network Operations;

10 Help Desk - Telephone/Remote Support;

10 Help Desk - Desk-side support;

4 High Performance Computing Support;

5 Management and Administration;

1 Technology Assessment Center;

4 HO Remote Building Dedicated System Administrators;

5 HQ Remote Building Dedicated Desk-side Support

5 Desktop Refresh

In addition, incumbent contractor staff levels• that are currently dedicated to optional tasks
are as follows:

6 Computer Facilities Management;

2 Nuclear Security and Incident Response (NSlR)•Operations Center Network;

18 Data Center System Administration;

15 Telecommunications;

4 Wireless Communications Services; and,

1 Safeguards Information (SGI) Wireless System Administration Services..
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0.5 CORE SERVICES

This section describes services to be provided under the Core ITISS contract. These
services consist of basic infrastructure support services (e.g. messaging, file and print) in
alphabetical order, followed by a further description of the NRC's and offeror's service
delivery and management responsibilities. The responsibilities are structured in terms of the
ITIL v3.

It should be noted that the offeror shall include a transition schedule and pricing in the
proposal which is described in Section C. 7 Transition Considerations.

Within this SOW, there is a description of the building space provided by the NRC to the
incumbent ISSC contractor's staff (See Appendix D: Space Currently Used by Contractors
Performing ITISS Core and Optional Tasks). The offeror shall be responsible for providing
staff to address all of the requirements described in this SOW, even if the number of staff
required to do that exceeds the office space allocated by the NRC for those offeror staff.
The off eror shall include in their proposal how they intend to use NRC provided space as
well as how they intend to use any additional office space (provided by the offeror) to fulfill
the SOW requirements. The offeror's proposal shall include any connectivity that a facility
will require to the NRC ITI, and how it addresses Federal and NRC requirements for
physical security, personnel security, and IT security. Any costs associated with an offeror-
supplied facility shall be incorporated into the offeror's cost proposal.

C.5.1I Basic Infrastructure Support Services

Each of the following subsections describes a core service to be provided under the base
contract. As a general rule, the services in this section are primarily describing "what will be
managed." Taken together with the ITIL-based services described in Section 0.5.2 Service
Delivery and Management Responsibilities, they should be considered the main body of
work to be included in the base (non-optional) tasks. Also, the Service Level Requirements
found in Appendix A were designed to correlate with technical requirements of the SOW and
should be referred to when the offeror is developing its proposal.

C.5. 1.1 BlackBerryr

The NRC currently furnishes approximately 1000 BlackBerrys. The current device and
service providers are Verizon, T-Mobile, and AT&T. Mobile access to email, the Web, and
mobile applications has become increasingly important as the mission of the Agency has
expanded, the Agency workforce has changed, and flexibility in the workplace has
increased. Many Agency users are regularly away from their offices but still have a need to
stay connected to their co-workers to meet mission objectives. Other users are required to
attend meetings and still respond rapidly to staff decision requests.

Some Agency users frequently travel outside of the country and need to maintain access to
the same functionality on their BlackBerry that they have locally. There are other users that
only travel oversees occasionally, but require that same continuity of service internationally.
Since NRC users are based all over the United States, it is also important that service plans
provide availability where the staff member is located.

In addition, the offeror shall:

1. Manage BlackBerry accounts and the interface with corresponding Microsoft (MS)
Exchange email accounts according to optimization standards recommended by
Research In Motion (RIM) Corporation;
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2. Maintain the high-availability BlackBerry infrastructure within the NRC so that a
BlackBerry Enterprise Server (BES) failure will not result in loss of availability to
BlackBerry users;

3. Monitor BlackBerry infrastructure for any events and manages capacity of the
"service;

4. Provide all BlackBerry capabilities available by the device and service plan providers
that meet Federal IT securitypolicy requirements and NRC-specific security
requirements as, requested and-approved by the NRC;

5. En-force secure access to BlackBerry devices through a strong device password
policy; Remotely erase data contained on BlackBerry devices that have been lost or
stolen at the request of the NRC.

6. Minimize the amount of time that a user is without a blackberry unit (due to either
provisioning or repair); and,

7. Minimize the length and frequency of service outages.

Currently BlackBerry support is;performed under two separate contracts. The desire is to
have all BlackBerry support under the ITISS contract; however support under the core
services is limited to:

1. BlackBerry Integration With Exchange

2. BlackBerry Enterprise Server(s) (BES) Management: Manage accounts for
BlackBerry users and links between e-mail device and BlackBerry devices.

3. BlackBerry Services Monitoring

4. User Support for account issues and minor device issues

5. BlackBerry Policy Management

6. BlackBerry Device Firmware Upgrades and Management

7. BlackBerry Device and Function Testing: Evaluate new BlackBerry devices and/or
functions and test them to ensure appropriate security and functionality.

Other BlackBerry support is included in the optional wireless services task in Section C.6.4
Wireless.Communications Services. The following services-are not included in the Core-
Services and are listed in this section only to provide clarity around.BlackBerry support. The
services included in the optional task are:

1. Inventory and reconciliation of the wireless, inventory of, services and hardware in the
Office-of Information:Services (OIS) Infrastructure and Computer Operations Division:
(ICOD) Computer Operations and Telecommunications Branch (COTB) NRC Space.
and Property Management System (SPMS) property account and the-
telecommunications expense management (TEM) tool;=

2. Property storage and control of on-hand wireless hardware;-

3. ser~vice request processing using both the Government provided service desk..ticket
request system and the TEM tool to process and fill .the appropriate orders to meet
the Government's approved requirements;
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4. Acquisition of BlackBerry devices;

5. Property distribution/return;

6. BlackBerry server support in the area of assisting the Government in identifying
service problems for the end users that may make their appearance known on the
server; such as a missing PIN, etc;

7. User device/service training to ensure that the user is familiar with the device they
are issued; to allow them to place and receive cellular calls; unlock their BlackBerry,
the procedures for charging and caring for the devices, etc;

8. Coordinating with the wireless carriers and the Government customer on the
movement of a cellular number from one device to another using the same carrier or
between carriers;

9. Pairing Bluetooth hardware (headsets, vehicle mount, vehicle charger,, and GPS
navigation utility, etc.) with cellular devices when requested; and

10. Preparing cellular phones and BlackBerry devices for issuance in the fulfillment of an
authorized work order.

Currently, the NRC is satisfied with BlackBerry devices and the interconnections with the
agency's email system. The NRC is open to other mobile computing devices over time (See
C.5. 1.4 Personal Computing and Related Software Licensinq). However, the NRC would like
to maintain a standard with a manageable set of devices and does not want to incur
significant costs or complexity associated with managing too many mobile platforms.

C.5. 1.2 Electronic Mail (Email) and Messaginci

The NRC currently uses Microsoft Exchange 2007 and Outlook 2007 for delivering its email
service. Generally users are allocated one (1) gigabyte (GB) of network storage space for
mail. Outlook Web Access is also available for users to access their email remotely.
Electronic mail services have been integrated with both NRC customized and commercial
off-the-shelf (COTS) software applications (i.e. Microsoft Office, Microsoft SharePoint,
ADAMS, etc.) to allow for collaboration and storage of official records.

The off eror shall evaluate the current use of e-mail storage at the NRC and make
recommendations about appropriate per user e-mail storage allocations. These
recommendations will include definitions of distinct user classes which may have different e-
mail storage allocation requirements. The offeror shall also recommend an appropriate
incremental increase in e-mail storage allocation per user/per year. The offeror shall provide
pricing for this incremental storage.

The offeror shall:

1. Manage, operate, maintain, administer and support NRC email services including
internal email as well as Internet email capability;

2. Define and maintain users, distribution groups and system profiles;

3. Develop and maintain workf low definitions for the mail system environment;

4. Monitor mail statistics such as inbound and outbound mail flow;
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5. Provide metrics on system-related incidents and events; utilize this dlata to detect
and resolve systemic problems;

6. Monitor email system utilization andl disk space usage and enforce Agency email
size limitations;

7. Track and remove messages at the request of the NRC operational security staff
when classified or Safeguards information spills occur or when data leakage occurs;

8. Review systems logs, email and performance data to ensure optimum system
operation;

9. Respond to and resolve all user issues related to internal email services or Internet
email service;

10. Provide software updates and security updates for the email desktop client as well as
•the back-end email applications, .following NRC Release and Deployment
Management Plans;

11. Perform nightly E-mail back-ups and maintain them in accordance with NRC
retention requirements;

12. Monitor electronic mail storage and provide increased caPacity (up to 10%) as
appropriate on an annual basis;

13. Provide, manage, operate, maintain, administer and support a secure instant-
messaging (IM) service between users within the NRC ITI (the NRC is currently
integrating Microsoft Office Communication Server into its production environment );

14. Provide, manage, operate, maintain, administer and- support a unified messaging
service that will provide NRC users with a computer-based interface for email, voice
mail, PBX, and messaging (the NRC does not currently use unified messaging);

15. Restore email from back-up as requested;

.16. Manage replication of e-mail from NRC headquarters data center to a designated
disaster recovery site to ensure continuity of e-mail once NRC initiates a Continuity
of Operations (COOP) event;

17. Manage the interface between Microsoft (MS) Exchange email accounts and their
corresponding BlackBerry accounts according to optimization standards
recommended by Microsoft.Corporation;

18. Minimize the amount of time that-a user is without an e-mail account/client (due to
either provisioning or repair).;

19..Minimize the length and frequency of~service outages;:

20. Minimize the time necessary .to periodically backup data, and to restore electronic
messaging data from backups;: and;.:

21. Minimize the time necessary to provision-increased storage capacity when requested

Thbe offeror shall provide upgrades to Outlook~and Ex-change. (e.g. Exchange. 2010)_as these_-
products become available and when-theyare approved by the NRC. The offeror shall_-
ensure thatno additional cost is incurred~by~the NRC for upgrades providing comparable
services; .When NRC determines-that it is appropriate-to upgrade to a newer version of the .-

Page 19 of 21.5



33-11-325
Attachment A: Statement of Work

software, the offeror will manage a complete upgrade of not only the software, but migration
of individual user data. As new releases become available, there may also be opportunities
for new features to be utilized by the NRC. The offeror shall make recommendations about
new feature sets and will work with the NRC to select the best features for the NRC
environment. Please see section 0.5.1.4.3 Software License Manaciement of this SOW for
more information about software license management and upgrades.

The offeror shall provide an e-mail encryption solution for the transmission of electronic mail
outside of the Agency. This encryption solution must meet all Federal Government and
NRC-specific requirements for security. For externally bound e-mail, the offeror shall provide
encryption at the e-mail gateway that will be decrypted at the recipient's desktop. For
internal e-mail, the offeror shall provide a solution that will utilize existing VeriSign electronic
certificates. The offeror shall also supply a mechanism to ensure non-repudiation of emails
sent from or to the NRC.

C.5; 1.3 File and Print

C.5. 1.3.1 File Management

Information is by far the most significant product that the NRC produces. As a result, the
Agency's data files and the ones provided to us by our stakeholders have a great deal of
value. Agency users require mechanisms to store and share large volumes of information
with each other and their stakeholders. There is also an ever increasing demand to
collaborate on electronic files.

The core storage consists of file servers at each of the regional offices as well as the NRC
Storage Area Networks (SAN). (Two other SANs exist in the data center and are part of the
optional tasks). Overall, there are approximately five terabytes of storage currently
supporting the core tasks, including storage allocated for email.

The off eror shall evaluate the current use of storage at the NRC and make
recommendations about appropriate per user network file storage allocations. These
recommendations will include definitions of distinct user classes which may have different
storage allocation requirements. The off eror shall also recommend an appropriate
incremental increase in network file storage allocation per user/per year. The offeror shall
provide pricing for this incremental storage. All storage services for the core bid shall be
proposed utilizing expandable solutions that will scale up cleanly should optional tasks be
exercised for the data center support.

The data management strategy must align with the Continuity of Operations Planning
(COOP) and Disaster Recovery (DR) strategy articulated in Section 0.5.2.2.5 IT Service
Continuity (and Backup and Recovery).

Data Storage Demand Management - A variety of multi-media requirements have emerged
that have increased the demand for shared network storage such as the use of digital
images for and video recording of inspections, and the need for video training-on-demand.
There is an expectation that the need for shared space will grow each and every year. The
off eror shall provide a storage solution that can be seamlessly expanded over time.

Data User Class Management - All NRC users do not require the same level of space
allocation for Network storage. The offeror shall recommend user storage levels based on
roles and responsibilities of the user and an analysis of current storage usage. Access to
network storage will be allocated based on user roles. Upon approval of the offeror's
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recommendations, the offeror shall provide the requested storage volume for each user
class and monitor and report on those allocations to ensure network storage needs are met.

Data File Availability Management - It is critical that-the files stored in both personal and
shared network storage are both protected and backed-up so. that they can be restored
when necessary. The offeror shall back-up data files with appropriate frequency to meet the
file restoration service level requirements outlined in Appendix A:.SM-SLA -03: File and Print
Management.-The offeror shall :maintain the back-ups for a minimum of four weeks. In
addition, as the Agency's users have become increasingly dispersed,..more mobile, and are
working more flexible work hours, there is a need to access files from-anywhere at-any time.-
The offeror shall::provide a storage solution that will allow users to access their files from
within the ITl and also from remote locations.

In addition, the offeror shall provideand operate data management tools with the ability to
scan for Personally Identifiable Information (PII). PII is information that can be used to
identify or~contact a person uniquely and reliably or can be traced back to a-specific
individual. That is, pII is a person's name; in combination with any of the following
information: relatives' names, postal address, email address, home or cellular telephone
number, personal characteristics, Social-Security number, date or place of birth, mother's
maiden name, driver's license number, bank account information, credit card information, or
other information that would make the individual's personal identity easily traceable. Note
that personal identity is distinct from an individual's professional identity; that is, an
-employee's name, title, work telephone number, official work location, and work email
address are not considered to be PII.

The offeror will provide a recommendation concerning best practice for file retirement and
will assist the NRC to develop a policy for retiring files after a recommended period of time.

C.5. 1.3.2 Print Management

The offeror shall provide and maintain ability to print electronic documents across the NRC
enterprise. The offeror's proposal shall include pricing based on NRC inventory information
provided and the offeror's prior experience. Upon award, the offeror shall provide an initial
assessment of printer use throughout the Agency and make recommendations for how and
what type of printer devices should be used. The offeror shall then make periodic
assessments to ensure that an appropriate ratio of printers to users is maintained to meet
the Agency's business objectives.

In addition, the offeror shall:

1. Provide all•,hardware and software -supporting the file and print services-;

2. Implement automation to allow pro-active, remote-monitoring of print devices;:

3. Implement-secure printing, requiring the physical -presence of-the user at.the printer.
for the print job-to continue;

4. Secure and dispose of all print devices, installed-with data-bearing drives-according:
to NRC IT security requirements and processes;-;

5. Maintain print queues;

6. Minimize the amount of time that a user_ is without~access to a given-print device (due
to either provisioning or repair);

7. Minimize the length and frequency of service outages, and, _-
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8. Minimize the time necessary to provision increased printing capacity when requested
by a specific user or when addressing agency-wide requests.

Personal Printer Support - The offeror shall provide best effort support to local printers that
are not provided by the offeror. See section 0.3.2 Intent for Mutual Cooperation between
Offeror and NRC Staff, Item # 5 for more information on best-effort.

Upon completion of their initial assessment, the offeror shall recommend which black &
white and color printers are most appropriate for the Agency's business requirements. The
off eror shall provide specification recommendations to the NRC Project Officer and a
determination will be made by the Agency about which recommendations will be accepted.
The offeror will be required to work with the NRC Project Officer and the Office of
Administration/Division for Space Planning and Consolidation to make final determinations
of printer locations as there are constraints based on power and physical space availability.

Printers must be supported on a three (3) year refresh cycle by the offeror. Offeror-supplied
printers will be capable of printing on 8 1/2 x 11 and 8 1/2 x 14 paper and provide double-sided
printing at a minimum. Additionally the offeror shall provide access to printers that are
capable of printing 11 x 17 no further than 100 feet from every end-user's on-site
workspace.

Printer supplies are provided by another (non-ITISS) contractor. To ensure that this non-
ITISS contractor has time to get supplies in stock, the ITISS offeror shall provide the first 90
days of printer ink/toner cartridges when new models are installed and shall not be required
for providing any consumables thereafter. Ninety day supplies shall be calculated as
sufficient supplies to handle three times the monthly printing capacity of the printer during
normal working hours.

C.5. 1.3.3 Network Attached Devices Management

Additional, approved, government-owned devices (copiers, digital senders, etc.) currently
exist in the environment and are likely to continue during all or part of the ITISS period of
performance. The off eror shall provide best-effort support for these devices and shall
troubleshoot interface issues between the device and the network. Maintenance of copiers
is maintained under a separate contract, and the ITISS offeror is not being required to
perform general copier maintenance. However, the offeror shall assist the NRC in identifying
and/or correcting problems if a user is unable to use an otherwise-functional, network-
attached copier for printing or scanning. Digital senders, or other similar devices will be
treated the same as personal printers; the offeror shall install these devices and make best-
effort attempt at repairs. See section 0.3.2 Intent for Mutual Cooperation between Offeror
and NRC Staff, Item # 5 for more information on best-effort.

C.5.1.4 Personal Computing and Related Software Licensing

C.5. 1.4.1 Personal Computing1

Personal computing devices are the way in which the vast majority of NRC users gain
access to the NRC ITI and all of the services that it provides. Due to the high level of
automation at the Agency and the fact that information is at the core of our business, these
personal computing devices are also the primary tools used to complete the mission of the
Agency. For the purposes of this document, "Personal Computer (PC)" refers to the industry
standard terminology for laptops and desktops and similar devices and not to equipment
owned personally by NRC employees for their own use. In other words, the P~s referred to
in this section are provided by either the offeror or the NRC for work purposes.
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Different users require different types of PC devices in order to access ITI and other
services. Some users are office-bound and a more traditional desktop computing device
with a monitor serves their needs. Another group of users spends most of their time
traveling, either performing inspections or meeting with global partners. This second group
requires a mobile computing solution, but still requires access to many of the services that•
are available to the office users. Yet another group of users may regularly work in an office,
but also works away from the office multiple days a week and requires all of the same
services in both locations.

Currently, some remote users access ITI services through the NRC's Remote Access
System, which isdescribed in more detail in Section 0.5.1.6 Remote-Access. In addition,
The incumbent ISSO contractor currently provisions and maintains an inventory of encrypted
MXI Stealth MXP Universal Serial Bus (USB) drives to users to transfer files from one
personal computing device to another, including foreign devices. These drives are currently
being procured by the NRC through a separate contract. The offeror shall include a
proposal to acquire and provide these drives or ones with similar specifications.

These personal computing devices provide a way for each NRC user to access all of the
Agency's enterprise services. However, especially when considering mobile computing,
these devices also pose several risks to the ITI which must be mitigated in order to protect
the Agency's data and infrastructure. Secure computing is of significant importance to the
Agency and will drive many decisions about the type of computing devices used and how
those devices can be implemented into the infrastructure. Security controls must also
include protections to prevent unauthorized computing devices connecting to the NRC ITI.
Additionally, as a Federal Government entity, the NRC is required to follow specific security
directives and legislation (i.e., Federal Information Security Management Act (FISMA),
Homeland Security Presidential Directive 12 (HSPD-12), Federal Information Processing
Standards, Committee on National Security systems issuances, Federal Desktop Core
Configuration (FDCC), etc.). Please see section C.5.2.2.6/Information Security Managiement
for additional information on operational IT security requirements.

The NRC also recognizes that personal computing evolves over time, causing at least two
significant impacts. The first impact is that the cost of existing computing functionality goes.
down over time. The second impact is that new personal computing functionality is
developed over time which can increase the efficiency and effectiveness of our users in
completing the Agency's mission.

It is expected that moving forward, the ratio of desktops and laptops will change as the NRC
supports a more mobile workforce. For laptops, an option must be provided with a suitable
port replicator, external~flat-panel monitor, mouse, and keyboard: The total number of mobile
computers versus stationary computers used by the NRC Will, in part, be dependent on what
is proposed by the off eror.

Prior to award-of the I-TISS Contract, the NRC is in the process .of standardizing-to a-
common laptop program, managed by the incumbent ISSC contractor. The goal of the
program is that all: personal computing devices in the agency will be, managed through the-
ITISS contract.-

Computers must be- supported on a three-year refresh cycle and when~new must be of -

sufficiently powerful specifications (CPU, random access memory, (RAM), hard drive space, -

etc.) such that they will be viable during their three-year service-life, handling typical•
corporate applications such as Microsoft Outlook mail, productivity applications (e.g. MS:
Office) as well as typical web-based applications. Multiple classes of computing devices-
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shall be supplied by the offeror, which will support each of the user types discussed in the
paragraphs above. These devices should be comparable to above-average computers that
are available at the time they are placed into service. Personal computing could encompass
a wide range of devices including desktops, laptops, thin clients, smart phones, and future
technologies that are not currently available on the market. For portable computing devices,
the offeror shall offer multiple form factors to meet differing business uses.

Currently, personal computers are provided by the incumbent ISSC contractor through
three-year leases. The inventory provided with this SOW provides data on personal
computers that are currently in the ITI and when they were last refreshed. The off eror shall
include in their proposal provisions for how they will accommodate the transfer of these
leases to the ITISS contract or how they intend to absorb the cost of lease termination as a
part of their proposed personal computing solution.

Users shall have a reasonable approach to:

1. Record data to portable media (compact discs (CDs), digital video discs (DVDs),
etc.)

2. Listen to sound (media files, conferencing, etc.)

3. Attach peripheral equipment (USB ports, etc.)

The offeror shall provide full lifecycle management of personal computing assets from
procurement, configuration, delivery, maintenance, refresh, and retirement. The NRC
reserves the right to select the ultimate software configurations to be provided.

In addition, the offeror shall:

1. Provide PC devices, including but not limited to desktops, laptops, thin clients, smart
phones, peripherals, and other devices requested by users, approved by the NRC
Project Officer, and connected to the NRC network;

2. Manage PC device leasing arrangements with third-party hardware vendors;
Maintain license agreements with third-party software vendors;

3. Provide on-site maintenance and replacement for all PC devices managed under the
contract;

4. Maintain and manage an inventory of all PC devices (both offeror-supplied and
Government furnished) managed under the contract; (Note: There are currently
Government furnished PC devices, including such things as laptops and monitors,
and it is expected that there will be new Government furnished computing devices
that will be purchased during the period of performance for this contract which the
offeror shall maintain and inventory)

5. Provide a standard environment for NRC employees through the creation,
deployment and maintenance of standard workstation images and standard
peripheral configurations;

6. Monitor to ensure conformance to the standard environment and report violations;

7. Provide anti-virus, anti-malware, anti-spain, Trojan, and worm detection and
prevention software on personal computers and keep virus signature lists up to date.
Copies of anti-virus/anti-malware software will be provided to NRC users for working
at home use;
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8. Provide firewall for PC devices;

9. Maintain patch levels for PC devices and software (all patches must be tested before
deployment);

10. Purge data from decommissioned PC devices; devices Will be disposed of in an
environmentally sound way and based- on the security, sensitivity, and associated
NRC computer security policies and guidance;

11. Provide PC refresh on a three-year~cycle;

12. Provide a pool of encrypted, loaner laptops configured for NRC mobile use per NRC
security policies. When the ITISS Contract is awarded, it is expected that there will be
100 loaner laptops at headquarters-and 80 in the Regions (mostly Region 1), with
rebalancing in the Regions over time from-current GEE equipment. Laptops with
docking stations will also be provided in plac~e of current desktops which will likely
impact the total number of loaner laptops to some extent. Alternative solutions
suggested by the off eror for managing-remote personal computing resource are
welcomed;

13. Provide new PC devices over time as needed based on new business requirements
and as technology advances to fulfill existing business requirements;

14. Provide global support for hardware maintenance and replacement for NRC users
who are traveling abroad with NRC computing devices;

15. Minimize the amount of time that a user is without access to a given hardware unit or
software (due to provisioning, repair, replacement, distribution of loaner equipment,
or moves - includes account-related incidents/problems). Note that this objective is
valid for both offeror-supplied equipment, and for government-furnished equipment
(G FE);

16. Minimize time to resolve software uninstalls, and other software-related issues; and,

17. Minimize the length and frequency of service outages.

C.5. 1.4.2 Office Productivity Software Deployment

The offeror shall provide full lifecycle management of office productivity software and other
personal computer software from procurement, configuration, delivery and retirement based
on NRC requirements and direction. Office Productivity software shall be licensed so that
NRC users can obtain a copy for installation on a home computer for business use.

C.5. 1.4.3 Software License Mlanagement -

The offeror shall provide software licenses for-office productivity software, and manage the
procurement and upgrades to that software. The off eror shall also verify that any software -

requested to be installed on offeror-supplied PC devices is properly licensed. The offeror
shall maintain an inventory of all software installed on offeror-provided PC- devices and the-
associated software license information.

The offeror shall report on the use and compliance of all software licenses as- requested:--
The current process (which is expected to continue upon award of this contract) for-
obtaining and installing user requested software on Agency personal computers is as
follows:
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1. A user identifies software that they require for meeting a business requirement.

2. The user's manager approves the software purchase.

3. The software is obtained.

4. The user's IT Coordinator makes a formal request to have the software installed.

5. A review is made to determine that the software will not harm the ITI.

6. If approved, the offeror installs the software on the user's workstation.

In addition, the offeror shall procure, supply and manage operating system licenses for all
personal computing devices, and keep them patched with current patches. The offeror shall
also upgrade to current versions when requested by the NRC. The option to upgrade will be
available to the NRC (tested against the NRC environment and ready for migration) within
six months of release of the upgrade. Once given approval to upgrade the OS or other
offeror-supplied software, the offeror shall manage the entire upgrade, including a clear
communications plan, training plan, and customer support. It is expected that the offeror will
incorporate the cost of these upgrades into their proposals.

The offeror shall be responsible for ensuring that the software on all offeror-supplied
computing devices (desktops, laptops, servers, BlackBerrys etc.) is fully licensed. The
offeror shall be financially responsible for any license non-compliance for offeror-supplied
software packages. Audits of software licensing will be performed on these devices by an
independent verification and validation contractor. The offeror shall bring licenses into
compliance for any discrepancies identified in those audits for offeror-supplied software
packages.

C.5. 1.4.4 Personal Comp~uter Risk Management

The offeror shall manage personal computer risk environment through virus and malware
scanning.

In addition, the offeror shall:-
1. Provide up-to-date patching for operating systems and productivity software;

2. Provide support of Card Readers for logical (and not physical) access to personal
computers in support of HSPD-12;

3. Provide a solution for recovery of lost or stolen hardware (such as Computrace
LoJack) to recover equipment that is missing from inventory; and,

4. Provide encryption for data at rest on personal computing devices.

C.5. 1.5 Network Components
Disruptions in the network infrastructure are costly, therefore reliable and manageable
network components are expected to ensure that enterprise services are available when
they are required. Requirements for training through video-on-demand, virtual meetings, and
other media-rich collaborations to reduce travel costs and increase productivity also
increase the demands on the network infrastructure. All network support functions are to be
provided 24 x 7 x 365, including holidays.

Unlike other tasks in the core services section, the network monitoring and asset
management tasks require the complete and unified management of all offeror-supplied and
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Government-furnished assets, attached to the network, including those initially managed
under existing contracts outside of the scope of the core ITISS contract. The off eror shall
clearly describe how such complete and unified management would be achieved through
coordination with other on-site vendors. This shall include the Trusted Intern et Connection
(TIC). See section C.5.2.3.3 Service Asset and Confiquration Manaqement of this SOW to
obtain a greater understanding of the NRC's requirements related to asset management.

The offeror shall propose a refresh cycle for the components which make up the network
backbone. This proposal shall ensure that all of the components are maintained at all times
and provide adequate network support. The offeror shall include pricing which is consistent
with this network backbone refresh approach.

All changes to the NRC production environment will go through the NRC-approved change
management process.

Network Devices - There are several-places in this section which refer to network devices.
There are many components of the existing NRC ITI which straddle the worlds of networking
and system administration. The intent of this wording is to encompass such appliances as
firewalls, network filters, load balancers, network accelerators, and devices introduced in the
future that are required to manage the NRC ITI. The offeror shall be responsible for
maintaining and patching these devices and all of the software running on these devices.

C.5. 1.5.1 Network Manaqement
The offeror shall maintain user ability to securely access the network components (including
WAN circuits) and services from both within the NRC ITI and remotely.

Encryption is employed on the Multiprotocol Label Switching (MPLS). The offeror shall
manage and maintain the related hardware that manages the end-to-end encryption for
each connection.

In addition, the off eror shall:

1. Manage, maintain, administer and support the services, network devices, and
components that comprise the Agency network infrastructure;

2. Manage; maintain, administer and support the NRC ITI address and Domain
Services to provide Internet Protocol (IP) Address management and domain services
(nrc.gov, nrc-gateway.gov, andl usnrc.gov);

3. Provide protocol management,- proxy service, and Public Key Infrastructure (PKI)
management;

4. Manage and tracks IP addresses. Support IP version 6 and version 4 addressing and
management across the entire NRC ITI (the current network is almost exclusively
lPv4, but most of the equipment is IPv6 capable. During the-period of performance of
the contract, the offeror shall include migration from lPv4 to lPv6);

5. Maintain the capability for all NRC staff-to consistently access-internal and external
multi-media resources;

6. Provide-support for Citrix MetaFrame servers. This includes-~troubleshooting issues
for remote users as well as MetaFrame server-support;
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7. Provide and maintain external access to NRC resources and information for the
public and other interested parties with load balancing as needed while maintaining
the security of the network infrastructure;

8. Perform account management functions for all infrastructure network devices that
require user accounts;

9. Conduct regular performance capacity testing using .industry-standard automated
tools;

10. Perform impact assessments on all new network technologies introduced in the NRC
ITI; and,

11. Interface with long distance and-local telecommunications vendors who provide the
circuits to troubleshoot incidents and determine root cause of network disruptions.

C.5. 1.5.2 Wireless Networking

The offeror shall propose a secure solution in line with Federal and NRC policy for secure
wireless networking. If approved, the offeror shall provide wireless networking services and
management for secure wireless access points as proposed. The NRC Computer Security
Office (0S0) currently has a wireless policy in draft and some of the references used to
develop the document are

* National Institute of Standards and Technology (NI1ST),

*Federal Information Processing Standards (FIPS) (copies of FIPS publications
available at the NIST Web site at http://csrc.nist.gov)
National Institute of Standards and Technology (NIST), Special Publications (SP)
(copies available at the NIST Web site at http://csrc.nist.qlov), including:

- SP 800-97, Establishing Wireless Robust Security Networks: A Guide to
IEEE 802.11li, February 2007
- SP 800-48 Revl, Guide to Securing Legacy IEEE 802.11 Wireless
Networks, July 2008 as well as other NRC policies and announcements.

In addition, the NRC Designated Approving Authorities (DAAs) have approved a wireless
network solution for the Safeguards LAN (See section C.6.6 Safequards Local Area Network
and Electronic Safe Services). This system includes a thin client approach which prevents
data compromise at the client computer and has been deemed an acceptable approach by
NRC computer security authorities.

The NRC is planning the re-consolidation of its headquarters into a third building at the main
headquarters campus, adjacent to the White Flint Metro station (See section C.6.12
Extraordinary Move Support). This new construction and associated moves (expected in FY
2013) provided an opportunity to introduce new technologies that would reduce long term
maintenance and increase ease-of-use for the users.

C.5. 1.5.3 Net work Asset Management

The offeror shall provide, track, and maintain offeror-supplied and Government Furnished
network components and devices which make up the NRC ITI.

C.5. 1.5.4 Network Device System Administration .

The offeror shall install, support, and maintain network devices, and plan for and respond to
service outages and other problems.
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In addition the offeror shall:

1. Ensure Pre-Production environment is consistent with the Production environment.
(The pre-production environment is a testing and staging environment. It is included
in the General Server Environment descriptions in Section C.4 NRC Environment.
This facility is also referred to in the Integration Task in Section C.5. 1. 7.5 Test);

2. Synchronize client files on remote servers and the failover system;

3. Inter-face with the helpdesk, network operation center to resolve problems;

4. Coordinate applicable activities with hardware and software maintenance contract~
personnel; and,

5. Make recommendations for :new hardware, software, or procedures that increase
performance or availability.

C.5. 1.5.5 Maintenance and Patchingq Managqement

The offeror shall ensure that network equipment is functioning within manufacturers'
operating specifications and current with NRC-approved patches and upgrades according to
NRC Change Management procedures. Patching must be maintained to the service levels
outlined in Appendix A: SM-SLA-O09: Service Design Lifecycle Support.

In addition, the offeror shall:

1. Provide software/firmware services including maintenance, deployment, and
upgrades for all network infrastructure components and network devices (operating
systems, network operating systems, network infrastructure component software,
etc.);

2. Provide hardware maintenance services for the Agency-wide NRC ITI;

3. Provide a proposed weekend maintenance schedule;

4. Test all patches before applying them to production;

5. Implement patches defined by the manufacturer/software vendor or the NRC as
critical and/or emergency within the timeframes described in the SLRs;

6. Schedule Agency wide infrastructure maintenance services to impact as few users
as possible and during the times-of least network usage, as much as is feasible not
during core hours of operation; and,:

7. Update network device and component documentation to reflect current
environment. Updates shall include changes to procedures, as-built guides and
network diagrams.

C.5. 1.5.6 Network Monitorincq

The NRC requires vendors to propose a robust, integrated monitoring SOlUtion that~includes
the network, servers, databases, and applications (in terms of.application running or not
running at least - most home-grown applications are notcurrently instrumented for more
detailed monitoring) and be integrated with the Service Desk~management software.

Tlhe offeror shall propose a plan for limiting access to the-network to only approved devices.
Once approved by the NRC, the offeror shall implement this plan..
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In addition, the offeror shall:

1. Provide, staff, and manage a Network Operations Center which continuously
monitors:

o The amount of network traffic on all non-secure Agency networks;

o Types and percentages of protocols traversing the NRC backbone;

o Types and percentages of services traversing the NRC internet connection;

o Processor, memory, disk usage percentage, disk write times, required OS
and application .services; and

o CPU utilization on all offeror- managed prodluction servers, and other servers
as requested by the NRC;

2. Monitor network device logs and review audit trails;

3. Identify and isolate network bottlenecks;

4. Monitor NRC ITI shared network storage for both usage and fragmentation; make
recommendations for remediation; and mitigate issues in consultation with the NRC;

5. Leverage technology to increase availability of.NRC ITI services;

6. Provide network monitoring, troubleshooting, problem tracking, and resolution for all
network components, network devices, and services, 24 x7 x 365;

7. Maintain print queues and solve other problems relative to keeping printers and
plotters in working condition;

8. Establish and maintain performance baselines for applications and services, end-
user and network response times, and other areas of the infrastructure as requested
by the NRC; Once established, the offeror shall alert the NRC whenever there is a
variance from these performance baselines;

9. Evaluate trends to determine opportunities for improved performance, provide
•"recommendations for improvements, and implement those changes as requested by

the. NRC;

10. Monitor for changes to security configurations, service pack applications, etc. that
could have security implications and report them to the security group for
investigation (See section C.5.2.2.6 In formation Security Management for additional
requirements related to security monitoring and incident response);

11. Provide capacity and performance monitoring and. trending reports on all the
infrastructure components, and monitor traffic on the Agency non-secured data
networks;

12. Ensure that all network events are recorded and filtered, and that the appropriate
staff members are notified of the event;

13. Minimize the length and frequency of service outages;

14. Minimize the time necessary to provision increased network bandwidth upon request;
and,
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15. Minimize the time between a change in ITI status and notification of appropriate NRC
personnel.

C,5. 1.6 Remote Access

Currently, remote users can access specific application resources from their home
computers through a Citrix gateway.

Going forward, the NRC anticipates an environment in which remote computing will be
achieved through a combination of the current Citrix gateway- and NRC-controlled laptops
tunneling into the network securely. The remote computer shall employ a suitable stand-
alone/personal firewall installed that supports NRC connection policies. Th-ereshall be-a
mechanism for a minimum critical update level and an associated quarantine area where
systems are patched before permitting connectivity. Third-party products are available~which
can automatically update computers to ensure compliance with a defined security policy
even when not connected to the NRC network and should be considered.

The connection between the remote computer and the NRC network must be made through
a secure, encrypted Virtual Private Network (VPN) tunnel. The tunnel must be consistent
with Federal IT security policy. The VPN shall be configured to require a hardware
authenticator (i.e. a hardware "token") which generates a unique key on a timed schedule
(approximately every sixty seconds). The remote computer user must enter the generated
key along with their password to gain access to the encrypted VPN tunnel.

Split-tunneling, which allows users to access both corporate and local resources
simultaneously (such as using the VPN to access the NRC network and in parallel using
home-office resources such as local internet access) will be disallowed to maximize security.
By tunneling all internet access through the NRC firewall, security standards related to
internet access will be enforced.

Access to some applications is also provided through Citrix to both NRC-owned and home-
owned computers. The offeror will not be required to physically visit or maintain home-
owned computers, but will be required for providing email and telephone support to allow
users working from home computers to access Citrix-based applications.

In addition, the offeror shall:

1. Minimize the amount of time that a user is without access to remote connectivity (due
to either provisioning or repair); and,

2. Minimize the length and frequency of service outages.•

C.5.1.7 Integ/ration

The NRC periodically needs to integrate new software into the ITI and also needs regular
updates for patching and updated~versions of standard software. Regular patching and
updates are part of the natural "seat management" function and shall be providedby the
offeror and included in the pricing of the basic seat management function. However as novel -

technologies emerge and prove to be of benefit to the NRC, the offeror shall work with-the -

NRC to introduce them into the ITI and manage them for the remainder;•of the contract:

C.5.1.7.1 Project Management -

As an Agency largely made up of engineers and scientists, it is vital- that:up to date IT
services are provided to the users to attract and retain the talent we need-to accomplish our
mission. Designing and implementing- new technologies requires thorough project
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management discipline. The NRC uses its own Project Management Methodology (PMM -

see MD 2.8 http://www.n rc.qov/readingq-rm/doc-collections/manaqement-
directives/volumes/vol-2.html). The offeror shall use the NRC PMM for projects performed
throughout the life of this contract.

In addition the offeror shall:

1. Track project status using NRC Enterprise Project Management (Microsoft Project
Enterprise);

2. Follow a proven and documented standard systems Change Management
methodology, approved by the NRC for all changes to be made to the NRC ITI;

3. Attend regular NRC meetings to review project schedules, status and resource
allocations;

4. Coordinate closely with the other teams (NRC, vendors, contractors, etc.) on projects
to ensure, smooth transitions;

5. Implement and coordinate the use of NRC Project Management Methodology (PMM)
for all IT infrastructure programs and efforts;

6. Minimize time between when a given project update occurs, and the time in which
their status in MS Projects is updated; and,

7. Minimize the discrepancy between the milestones defined in MS projects, and the
actual delivery of these project milestones.

C.5. 1.7.2 Research

Emerging technologies being implemented into existing infrastructure environments requires
extensive and thorough research development and testing. The offeror shall perform as the
IT systems engineer for the NRC ITI and will provide recommendations, planning,
coordination, design and engineering for the IT infrastructure as required for current and
future NRC programs, systems, and services.

In addition the offeror shall:

1. Be responsible for providing assessments of the IT infrastructure and making
recommendations for new and enhanced systems;

2. Provide short and long range infrastructure strategies for the development, selection,
integration, and implementation of infrastructure hardware and software systems,

3. Provide network modeling capabilities to assess the impact of new requirements on
,network performance;

4. Provide. systems architecture, engineering and integration, short and long term
planning, research, design, development, performance/capacity planning and
modeling/simulation;

5. Analyze, design, and provide recommendations, written reports and white papers on
"state of the art" IT technologies applicable to the NRC IT environment as requested
by NRC;

6. Perform analyses of commercial off the shelf (COTS) software packages and
customized applications for infrastructure use;
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7. Provide recommendations to the NRC for testing and integrating new technologies
and updates to existing and new systems;

8. Provide guidance and management analysis capabilities to resolve processing and
office system operation problems. The areas of expertise will include, but are not
limited to: network, server, workstation; portable/mobile, Remote Access System
(RAS) and security;

9., Perform research and development, product testing, and evaluations;

10. Conduct performance capacity testing using industry-standard automated tools.
Activities~shall include, but not be limited to, performing impact assessments on all
new technologies introduced in the NRC IT infrastructure. The offeror shall also
serve as technical experts in the area of measurement and analysis of LAN,
Metropolitan Area Network (MAN), WAN, and Office Automation systems, hardware
and software; •

11. Perform modeling and simulation using industry-standard automated tools and
perform impact assessments on all new technologies introduced in the NRC IT
infrastructure; and,

12. Provide IT infrastructure growth and capacity planning recommendations.

C.5. 1.7.3 Development

Information technology changes are regularly mandated by federal policy and regulations.
The NRC is regularly expected to show progress on a wide variety of IT infrastructure
initiatives. New systems and changes must be developed to meet all federally mandated
security requirements. The offeror shall provide IT infrastructure development and
integration services for the NRC ITI as it evolves over the period of the contract.

In addition the offeror shall:

1. Develop and integrate the IT Infrastructure (network infrastructure, server,
workstation, and security) required for current and future NRC projects, systems, and
services;

2. Provide technical support for major moves, adds and changes of NRC IT
infrastructure and coordination and technical guidance to the NRC's Professional
Development Center (PDC) in their preparation of courses related to new and
enhanced 'IT technologyas well as other engineering and development requirements
as needed;

3. Develop new hardware and software capabilities based upon NRC priorities by
integrating and customizing standard off-the-shelf products;

4. Design.IT infrastructure systems-usingthe NRC PMM;

5. Develop server hardware standards;. design various server/desktop system platforms•:
which adhere to those standards;:::

6. Develop and maintain an infrastructure forecast, which documents the planned:
changes to the N RC Infrastructure (desktop/server/network) for the next 36 months;-,.

7. Be aware of and incorporate recommendations for supporting Federal Government
IT regulations (Section 508 of the Rehabilitation Act, Paperwork Reduction Act of
1995, etc. ) and related requirements;
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8. Incorporate engineering and planning techniques to deliver systems that are reliable,
flexible, supportable, and expandable;

9. Ensure an effective design, adequate and thorough testing, operational support
documentation and the integration of software and hardware that pass production
testing for all development activities;

10. Analyze and when appropriate, leverage new network technologies such as:
wireless, optical, Gigabit Ethernet, etc;

11. Work with telecommunication vendors/contractors,- as necessary, for providing new
design, enhancements, and development level support for LAN, MAN, WAN, RAS,
and Internet services;

12. Develop and upgrade infrastructure security policies (router passwords, filters,
configurations, etc.) as necessary, in coordination with the operational support group;

13. Evaluate and integrate new infrastructure management tools;

14. Develop voice/data/video support and convergence, including media streaming;

15. Develop expert network performance monitoring and analysis;

16. Develop standard file and print server configurations;

17. Develop standard email and application server configurations;

18. Develop Network Operating System (NOS), applications, and utilities as required;

19. Develop standards for supporting network printing and integrated copier services;

20. Provide input to the CSO for the development of server level and user access
security policies;

21. Develop standard workstation (desktop/portable/mobile) configurations including
hardware, OS, and applications;

22. Develop peripheral hardware standards;

23. Develop monthly desktop update packages (Headquarters [HQ]/Region & Regional
Offices and Resident Inspector Sites [RISE]) incorporating updates of desktop
software tools;

24. Develop quarterly consolidated desktop images. There are currently four
configurations:

a. Standard - The vast majority of P~s

b. Standalone - P~s not attached to ITI

c. Mobile (External) -Laptops which require additional security

d. RISE - standard + add-on;

25. Develop standards for supporting printing services;

26. Provide software developers with expert knowledge of Microsoft C#.NET expertise
and/or java expertise (or similar skills which match the current PC OS) to support the
development of workstation upgrades/patches. These software developers shall
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have significant experience with Hypertext Markup Language (HTML), Active Server
Pages (ASP) and javascript programming. This skill is required to ensure that NRC
users have the least amount of disruption when patches and upgrades are being
applied to their system; and,

27. Provide expert database developers who can design, develop and administer
standard relational database management systems (RDBMS), (i.e. Microsoft SQL
Server, Sybase, etc.).

C.5. 1.7.4 Implementation

After appropriate and thorough research and development, systems and applications must
be implemented into the NRC ITI without causing major disruptions to Agency users. The
offeror shall follow ITIL v3 Change, Configuration, Release and Deployment Management
best practices and all Federal and NRC policy.

In addition, the Contactor shall:

1. Follow best practice transition techniques that allow for a smooth turnover to the
operations teams for operational management;

2. Ensure-integration into production without adverse impact on the ITI or NRC ITI

users;
3. Ensure performance meets designed standards;

4. Utilize the NRC's Release Management (RM) process or follow a proven and
documented methodology, approved by the NRC for all changes to be made to the
NRC ITI;

5. For changes so required by the RM process, submit proposed ITI enhancements or
modifications to the Operations Change Advisory Board (CAB) for approval prior to
implementation;

6. Develop and provide support documentation to the NRC for new and enhanced ITI
features for submission to the CAB, which has overall responsibility for evaluating
and approving change requests;

7. Review, as necessary, Environmental Configuration Control Board (ECCB)
submissions to assess impacts on the infrastructure;

8. Update all configuration information within 24 hours of implementing into the NRC
ITI;

9. Minimize the discrepancy between Request for Change (RFC) records and-actual
change requests;

10.Minimize the number of failed RFCs (including both normal and emergency
changes); and,-

11. Minimize the-number of changes that are not associated with an, approved RFC.

C.5.1.7.5. Testr•

Th~e NRC regularly adds and changes technologies in the NRC ITI. However, as existing IT
services are vital to the day-to-day productivity of NRC users, it is-essential that the -
introduction of these changes does not disrupt normal Agency operations.
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Therefore, all modifications to the NRC ITI must be thoroughly tested in the Agency's test
environment and appropriate precautions must be taken to mitigate any disruptions that they
might introduce. The offeror shall provide a 'best value" test environment that replicates the
production environment so that tests can be as accurate as possible and real problems can
be identified and corrected. Although individual IT system owners must take the
responsibility to move their systems through this process, the offeror shall help them to
succeed in this endeavor by providing expertise in testing and resolving common issues.

The test facility currently operates on a separate network not accessible to the production
environment. It is not currently accessible from all locations.

Testing Management - The offeror shall provide the technical environment for and maintain
the ability to test all new applications and hardware to ensure a smooth transition into the
NRC ITI.

In addition, the offeror shall:

1. Maintain the test environment network including infrastructure, servers and
applications with up-to-date patching at the same level as the NRC ITI;

2. Ensure that the test environment is segregated from the production environment;

3. Operate and manage the test environment to support testing, network performance
impact analysis, network modeling and simulation, load testing, application testing,
Rehabilitation Act Section 508 testing, integration, demonstration, product briefings,
evaluation and orientation/training for all COTS and custom services and
applications to be integrated into the infrastructure;

4. Ensure application and hardware integration into production without adverse impact
on the infrastructure;

5. Provide non-production data sets for testing systems. No production data shall be
used in the test environment;

6. Provide recommendations for a solution that allows users to test applications from
anywhere within the ITI by accessing a virtual desktop within the test environment
without any risk to the ITI production environment. The NRC reserves the right to
decline the recommended solution; therefore, the vendor will provide this capability
upon request and approval by the NRC. The recommendation will also need to be
approved by the NRC prior to production implementation;

7. Manage a schedule of test environment availability, publish that schedule, and work
with customers in scheduling the use of the environment;

8. Minimize the number of incidents associated with any change to the live
environment;

9. Maximize the availability of the test environment; and,

10. Minimize the incidents/problems/errors that are discovered found in the live
environment, after release

C.5. 1.8 Higqh Performance Com~utinq

The NRC performs both independent and collaborative modeling to examine different
approaches to the management of radioactive materials. The ultimate objective of the
studies is to ensure that materials are securely managed and pose low or no risk to the
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population at large. High performance computing has made it possible to create simulations
which mimic real-life situations without the risk of endangering anyone.

Because Federal agencies and universities are often involved in this same pursuit, the NRC
must be able to collaborate with these partners and their foreign networks. This creates risks
for the primary ITI which must be mitigated through appropriate security controls. Currently,
this is being accomplished with the high performance computing, zone, a virtual LAN). The
offeror shall manage the high performance computing zone and data center.

In addition, the Offeror shall:

1. Provide system administration and operational support of the high performance
computing zones and data center. Due to their nature, some programs may require a
longer execution time, and all system maintenance activities such as virus scanning,
server backups, patches, troubleshooting, rebooting, data file backup and
restoration, etc. shall follow procedures separately established specifically for each
of the systems in the high performance computing zones and data center upon ...
request by designated NRC staff;

2. Provide assistance-in the planning, development, design, and implementation of the
effort to consolidate high performance computing, at the agency;

3. Provide end user support by responding to requests concerning the system software,
hardware, network, and information security of the high performance computing
zones and data center;

4. When reques~ted by end users, provide application software support of installation,
setup, configuration and other services to coordinate with third-party vendors and
providers;

5. Provide telecommunication and network support that may include, but is not limited
to, performanlce throughput, large data file transfers, information security to protect
certain proprietary data files, interfaces/access to the NRC Production Operating
Environment (POE) and the Internet, etc.;

6. Provide assistance and Support in the development and maintenance of all system
security related documentation of the high performance computing zones and data
center. This may includes, but is not limited to, responding to audit, information
security compliance, and other data call requests in accordance with Agency
requirements; and,

7. Minimize the length and frequency of service outages.

C.5.2 Service Deli very and Management Responsibilities.

This section describes~-responsibilities of the NRC and the offerer, within the framework-of
ITIL V3 best practices. All responsibilities described herein apply to the basic infrastructure
support services described in C.5.1 Basic Infrastructure Support Services and any optional-;
services described in C.6 Optional Services that are exercised. The off eror shall describe.
their ITIL v3 experience in the context of each of these sections and shall also describe :how•
they will assist the NRC in maturing our service delivery. The off eror-shallzalso describe their-
efforts in achieving ISO 20000 certifications,, as appropriate.
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All service delivery for core and optional tasks shall be in accordance with the NRC
Enterprise Architecture and Security Architecture guidelines. The offeror shall seek out
these guidelines prior to proposal of new technologies.

C.5.2. 1 Service Strategyf

Service Strategy describes how the service provider will efficiently fulfill the needs of the
stakeholders, both purchasers and users of the services. It is the provider's approach to
delivering value and fulfilling their strategic purpose in the organization. All service strategy
discussions shall be in the context of business needs. Most Service Strategy work will be
performed by the NRC.

C.5.2. 1.1 Strateqy Generation

C.5.2. 1.1.1 NRC Responsibilities

The NRC will retain all responsibility for strategy generation tasks other than those listed in
the next section.
C.5.2. 1.1.2 Offeror Responsibilities

Initially, the NRC will meet with the offeror quarterly to discuss changes to the service
strategy. The offeror will provide a quarterly report to the NRC detailing recommendations
for changes and updates to the Service Strategy based on observations and requests for
recommendations from the NRC. Requests shall be furnished to the offeror by the NRC no
later than the second week of the quarter. This can also be used as the forum in which the
offeror can request changes in behavior and/or the environment that would provide them
cost savings. When appropriate, probably during the second year of the base period of the
contract, these strategy recommendations will be reduced to twice annually, and may be
further reduced based on direction from the NRC Project Manager.

C.5.2. 1.2 Financial Management

C.5.2. 1.2.1 NRC Responsibilities

The NRC~is ultimately responsible for Financial Management.

C.5.2. 1.2.2 Offeror Responsibilities

The offeror shall provide cost-effective financial IT stewardship safeguarding against waste,

fraud and abuse of IT resources and assets.

In addition, the offeror shall:

1. Provide detailed cost reports to use in the budgeting and reconciliation processes;
and,

2. Report monthly progress and financial performance for all activities under the
contract in the Monthly Technical and Financial Status Report.

C.5.2. 1.3 Service Portfolio Management

C.5.2. 1.3.1 NRC Responsibilities

The NRC is responsible for Service Portfolio Management except as noted in the next
section.
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C.5.2. 1.3.2 Offeror Responsibilities

The offeror will recommend more cost-effective approaches to service provisioning and the
service portfolio as they are identified.

C.5.2. 1.4 Demand Management

C.5.2. 1.4.1 NRC Responsibilities~

The NRC is primarily responsible for Demand Management, supported by the off eror.

C.5.2. 1.4.2 Offeror Responsibilities

Thie offeror will report on usage and Specifically highlight-areas where savings can be
realized or capacity extended by influencing the users' demand for resources.

C.5.2.2 Service Desigqn

C.5.2.2. 1 ,Service Catalog Managqement

C.5.2.2. 1.1 NRC Responsibilities

The NRC is responsible for determining what. will be in the service Catalog, as a subset of
the Service Portfolio identified as part of the Service Strategy lifecycle activities. The NRC is
also responsible for defining the business rules associated with workf low for automated
management of catalog requests.

C.5.2.2. 1.2 Offeror Responsibilities

NRC users need a comprehensive list of all IT services that are available to them. This list
will include information about the service including a comprehensive description, the agreed
upon service levels, how to obtain the service, who is authorized to obtain the service,
service contacts and associated costs and/or chargeback.

The offeror shall provide and implement software to manage the service Catalog which will
provide direct links into their service request fulfillment system to provide seamless
capabilities to NRC requestors. The offeror shall be responsible for providing role based
authorization for the adjustment of NRC defined business workf lows into the Service
Catalog.

The offeror shall provide software to allow users a self service mechanism to request
services found in the service Catalog, and to track the status of their requests. The software
will provide workf low for the management of the requests.

The offeror shall update, and-maintain the-information in the service Catalog at the direction
of the NRC.

The offeror shall be specific about the software that will be. used to provide the service
Catalog and their experience utilizing that software -with other~customers..

The offeror is responsible for maintaining, updating, and-ensuring the on-line availability of:
the catalog.
Access to the service Catalog shall be :made-available through the NRC intranet and shall
be formatted consistently with NRC Web-standards and formats.

When there is a change to any process or procedure supporting an ITI service, the•--
procedural documentation within the Service Catalog will be updated within 3 businessidays -
of the change.
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In addition, the offeror shall:

1. Maximize the availability of the service catalog; and,

2. Minimize the discrepancy between the information contained in the service catalog
and actual services provided.

C.5.2.2.2 Service Level Managqement

C.5.2.2.2. 1 NRC Responsibilities

The NRC is ultimately responsible for Service Level Management. Appendix A provides all
SLRs related to the ITISS contract.

C.5.2.2.2.2 Offeror Responsibilities

The offeror shall support the NRC to adjust performance measures as appropriate to ensure
customer satisfaction and to ensure that NRC user requirements are being met. There will
be semi-annual meetings at which Service Levels will be reviewed, discussed, negotiated,
and potentially modified.

The offeror shall also be responsible for providing all detailed data, reports, and other
information used to develop the service levels reported for each reporting period and for
providing their analysis of their performance against the Service Level Requirements.

C.5.2.2.3 capacity Management

C.5.2.2.3. 1 NRC Responsibilities

The NRC is responsible for setting performance and availabiliy targets and for reviewing the
capacity plan and capacity models with the offeror. The NRC is responsible for concurring
with these planned items and the decisions to furnish further capacity. The NRC is also
responsible for providing the offeror with estimates on the size of the NRC staff and
notification of unusual circumstances that may impact capacity. The NRC is also responsible
for enforcing the non-technical components of rules around disk space limitations, etc.
(ensuring staff abide by policy). However, the offeror is primarily responsible for capacity
management to ensure the targets are met and that proactive planning and modeling are
done.

C.5.2.2.3.2 Of feror Responsibilities

Quarterly, the off eror will update a capacity plan and capacity models to forecast current and
future (to one year out) technical capacity needs (space, computing power, bandwidth, etc)
to include human resource capacity on the service desk and Tier 1 support. The off eror will
ensure that performance and availability targets are met, and lead the diagnosis and
resolution of incidents and problems related to capacity.

The offeror will recommend the most cost-effective capacity plan for the NRC. As such, the
offeror shall be cautious about not providing more capacity than is appropriate for underlying
NRC business requirements.

C.5.2.2.4 Availability Managqement

C.5.2.2.4. 1 NRC Responsibilities

See Capacity Management.
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C.5.2.2.4.2 Offeror Responsibilities
The offeror shall sustain availability of NRC ITI to ensure Users can access network services
and applications and complete their work.

In addition, the off eror shall:

1. Identify and recommend measures to optimize network or server performance, and
provide network expansion, reconfiguration or redesign based on historical network
trends and future business requirements;

2. Review network infrastructure configurations and perform routine configuration audits
on a continual basis to ensure consistency and standards of the NRC ITI are
maintained;

3. Work cooperatively with NRC staffand other NRC Contractor support staff to resolve
network problems;

4. Provide input for communications to ITI users about system impacts and outages.
and to keep them informed about updates;

5. Provide web accessible network health and performance information to specific NRC
staff desktops on a real time basis for all network infrastructure components,
services and systems;

6. Schedule and provide routine preventive maintenance to assure the highest quality
output, and to prolong the useful life of equipment as required by the manufacturer;

7. Provide reports showing any ITI component downtime. This report includes duration,
cause, resolution impediment factors, and the names and the offices of the affected
users;

8. Provide any external trouble ticket information that is obtained when an outside
vendor (e.g. Verizon) is contacted due to a circuit issue. This shall include the
date/time the ticket was opened, the ticket number, and the expected resolution time.
For any service impacting outages, a Situation Report will be required to provide 30-
minute status updates to select individuals such as the Office of Information Services
(OIS) Director and Infrastructure & Computer Operations Division (ICOD) Director;
and,

9. Maintain activity, problem, equipment failure, or other logs to record irregularities in
normal facility operations.

10. Provide lessons learned input and documentation to the NRC to ensure that.
preventable incidents and outages are avoided;

Network Traffic Management - The offeror shall monitor and evaluate the amount and type
of traffic on the NRC ITI and develop solutions to reducetraffic-_caused delays. See section
C.5. 1.5.1 Network Manaqement of this SOW for moredetails-of NRC's requirements for
Network Management.

Page :41 of 215



33-11-325
Attachment A: Statement of Work

Network Tomography 1 -.The offeror shall Monitor the health of NRC ITI links in real-time for

congestion and delays.

C.5..2.2.5 IT Service Continuity (and Backup and Recovery)

The NRC is engaged in ongoing activities in enhancing and expanding disaster recovery
capabilities for the Agency's portfolio of "business critical" IT assets and data systems.
Development of the NRC Disaster Recovery Plan (DR Plan) was completed in July 2009
which outlines the Agency's requirements and provides a roadmap supporting a phased
approach to full disaster recovery implementation. As implementation of the plan
progresses, the offeror shall assist in the planning, deployment, and maintenance and
support of the various IT systems outlined in the DR Plan.

C.5.2.2.5. 1 NRC Responsibilities

The Agency maintains continuity plans to continue critical operations in the event that the
primary systems in support of those critical operations are unavailable. The Agency has also
been evaluating another tier of business processes (or Vital Business Functions) that
include significant mission functions and supporting functions that need to be in place in
order to carry out the Agency's mission. The Agency must be able to recover these mission
support areas within a reasonable timeframe.

IT Service Continuity (ITSCM) supports NRC Business Continuity Planning by ensuring that
the required IT technical services, infrastructure, and telecommunication services can be
resumed within the agreed upon timeframes, Technical services include the related
technology components such as networks, computer systems, data repositories, and
telecommunications as well as technical staff and the service desk. Periodic testing of the
ITSCM shall be conducted to ensure the completeness of the ITSCM Plans. The NRC is
responsible for driving that testing and for providing appropriate business support to the
testing effort.

The Agency will ensure that the guidance, assets, and resources are documented and
available to support all Agency-wide disaster recovery requirements. The Agency will be
responsible for establishing and maintaining contractual relationships with alternate site
service providers; establishment and maintenance of Service Level Agreements (SLAs) with
other Government Agency's hosting applications and systems used by NRC; and monitoring
SLA status of offeror performance of disaster recovery tasks.

C.5.2.2.5.2 Offeror Responsibilities

The offeror shall assist the NRC in the management of the overall plan including risk
assessments, development of .appropriate countermeasures, and recovery strategies.

1 Network tomography is the study of a network's internal characteristics using information derived from end

point data. The word tomography is used to link the field, in concept, to other processes that infer the internal

-characteristics-of-an, objec~tfrom~external~observationas_is_done in magnetic~reso~nanceirnaging~orp~o~sjt rora. _
emission tomography (even though the term tomography strictly refers to imaging by slicing). The field is a recent
development in electrical engineering and computer science, founded in 1996. Network tomography advocates
believe that it is possible to map the path data takes through the Internet by examining information from "edge
nodes," the computers where data is originated and requested from. - Yardi, Y. (1996). "Network Tomography:
estimating source-destination traffic intensities from link data". J. Am. Statistics Association 91: 365-377.
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IT Service Continuity Operational Management - The offeror shall execute operational
activities for ITSCM including user and technician training and education, preparation of
plans, periodic testing of the ITSCM recovery plans, and periodic audit and review of the
plan, testing, and documented results.

In addition, the offeror shall:

1. Provide metrics on the status of testing of each service continuity plan to ensure the
viability of the plans;

2. Provide metrics on the accuracy of the offeror's contact information list, including the
sampling date, number-sampled and the number of correct contacts;

3. Provide a testing and auditing schedule for all Services indentified in the ITSCM
plan;

4. Incorporate an indicator of the Vital Services covered by the ITSCM into the service
Catalog;

5. Design and implement system backup, restore and recovery plans and procedures
that include encryption of backup data;

6. Enhance and/or modify backup, and recovery programs as needed;

7. Perform daily backups of all file servers and application servers (for all systems);

8. Provide routine removal and retention of backup media to off-site storage at a remote
location other than NRC headquarters or the Regional Office;

9. Prevent loss of information during all operations and maintenance activities by taking
steps to protect and, at the NRC's direction, restore, as necessary, any information
residing in the equipment being maintained;

10. Provide restoration services with no significant impact to NRC ITI or end-user
performance from backup copies;.

11. Manage, support, maintain and execute the NRC's Network Continuity of Operations
(COOP) plans and COOP sites;

12. Maintain and perform specified disaster recovery-and failover procedures;

13. Provide support for failing over the production environment to the warm standby
environment located in another NRC facility;

14. Perform daily replication to the warm standby environment, and ensures data
synchronization to backup site was successful;

15. Update internal-DNS to enable internal routing, and the fail-.over process to backup
units when changes occur;

16. Update failover documentation as necessary to reflect current-operational-
configurations;

17. Encrypt back-up-data based on federal government encryption compliance..
requirements (e.g., FIPS 140-1); and,

18. Minimize the time between the planning and testing of IT Service Continuity Plans:-
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Specific to the systems identified in the DR Plan, the offeror shall provide ongoing
maintenance and support of applications, systems, communications and infrastructure
components, security, training, and documentation for systems identified in the DR Plan.
The support is intended to assist NRC with implementing and maintaining systems included
in the DR environment. Tasks shall include but not be limited to:

1. Assisting with detailed preparation, configuration, testing, and deployment of
systems/applications identified in the NRC DR Plan not "DR-enabled" Prior to
contract award;

2. Ongoing operation and support of systems/applications that have been DR-enabled
prior to contract award;

3. Designing and implementing of system backup, restore and recovery plans and
procedures;

4. Maintaining and modifying backup and recovery documentation and procedures as
technical and procedural changes occur;

5. Performing daily backups of all file servers and application servers specified in the
DR Plan; -

6. Providing routine removal and retention of backup media (providing media to the
offsite storage vendor) a remote location other than NRC headquarters or the
Regional Office;

7. Participating in scheduled disaster recovery testing to ensure proper failover and
recovery of systems/applications;

8. Performing daily replication to the warm standby environment, and ensuring data
synchronization to backup site was successful as specified in the DR Plan;

9. Providing updates to the internal DNS to enable internal routing, and the fail-over
process to backup units when changes occur; and,

10. Assisting in site visits to alternate site locations to ensure that both the production
and alternate sites are properly configured and aligned at all times.

C.5.2.2.6 In formation Security Management

C.5.2.2.6.1I NRC Responsibilities

At the core of the Agency's mission is to ensure the safe and secure handling of radioactive
materials. Since its creation, the NRC has always sought to appropriately protect its
information resources. The increase in computerization has caused the majority of that
information to exist in electronic form as data records and files. The sophistication and
frequency of malicious activity targeting the Agency has also increased.

These forces combined with the need for Agency users to stay connected with our
stakeholders and partners through the Internet pose a significant risk to the Agency if left
unmitigated. A thorough, aggressive strategy must be instituted to protect the Agency's
information resources. It is expected that this strategy will need to be adjusted and
enhanced over time as the sophistication of malicious activity increases.

The NRC is ultimately responsible for Information Security Management, but the offeror will
play a vital role in helping to achieve the NRC's goals.
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C.5.2.2.6.2 Offeror Resp~onsibilities

IT Security Program Manaqement

The •offeror shall advise on, deliver and manage a wide-ranging IT security program to
prevent, detect,'and respond to IT security incidents.

In addition, the offeror shall:

1. Maintain adequate physical and logical security measures for network infrastructure
components, devices, systems and services in conjunction with the Office of
Administration (ADM) and the Computer Security Office_(CSO). The Office of
Administration maintains building security at headquarters and coordinates physical
security throughout the Agency. They maintain the policy. However, certain physical
security requirements (as mandated by FISMA and NRC IT security policy) exceed
building security.

The offeror must provide these additional security controls, but work with NRC Office
of-Administration. For example, certain areas maintained by the offeror (i.e.• Data
Center, SLES server room) require logging of personnel as they enter and exit the
space, for which the offeror shall be responsible. Another possible example is that
the offeror may propose an external facility to NRC headquarters to manage some
segment of the ITISS contract. In this case, the offeror shall be responsible for
meeting all Federal and NRC physical security control requirements;

2. Provide industry best practice security architecture recommendations to the NRC;

3. Implement, maintain, and administer appropriate security measures for all data
network infrastructure components, devices, systems and services;

4.. Perform account management functions for all infrastructure systems that require
user accounts; Maintain a tiered account access model;

5. Perform patch management, including:

a. subscription to the vendor hardware/software notification sites for the latest patch
notifications.

b. consideration of the severity of the vulnerability during determination of the
timeliness of applying the patch

•c.. a schedule for applying patches-•

d. testing of patches before applying to production

e. verification that patches were applied.

Patching must be maintained to the service levels outlined inAppendixA: SM-SLA-
009: Service Design Lifecycle Support.

6. Maintain, verify and monitor baseline configuration for~all components;

7. Perform vulnerability management containing regularly scheduled internal
vulnerability audits and a process in place to regularly correct discovered
vulnerabilities and configuration discrepancies;i•

8. Participate in the development of system packages used to obtain an authority to
operate and assist in independent evaluation-of security requirements;
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9. Understand, support, and implement the IT security requirements for certification and
accreditation (C&A) of Federal Government systems;

10. Ensure offeror employees complete initial and annual security awareness training;

11. Provide privileged users with additional security training specific to their duties;

12. Manage mitigating controls such as anti-virus, anti-malware, and anti-spain to reduce
user exposure to malicious attacks. Provide anti-virus software on Agency personal
computing devices and network infrastructure devices, servers, and systems to
prevent data file damage and corruption; Maintain currency of virus definitions;
Provide automated distribution of updated virus definitions to Agency desktop
computers and infrastructure devices; Perform daily virus scans on high performance
computing .servers. All virus scan activities shall follow the procedures separately
established specifically for each of the systems in the high performance zones and
data center;

13. Gather and analyze statistical security information and provides recommendations to
improve and enhance network security;

14. Perform periodic security assessment to ensure compliance with security procedures
and processes and make report available to NRC IT security oversight bodies;

15. Minimize the time between the vendor release of, and installation of,
service/secu rity/antivirus/spyware patches/updates; and,

16. Minimize the time to update computers that are not in antivirus/spyware compliance.

Performance criteria for security operations, security management, and vulnerability testing
by the offeror shall be aligned with the National Institute of Standards and Technology
(NIST) Special Publications (SP) found at http://csrc.nist..qov/publications/PubsSPs.html and
NRC Management Directives, Computer Security Officer Security Policies, Procedures,
Standards, and Guidance.

See sections C.5.2.5. 1 Centralized Reportingi and Appendix E: Reporting Requirements for
a greater understanding of NRC's general reporting requirements.

Network Security Center Manaqement

The offeror shall staff and operate a facility to proactively monitor, avoid, report, mitigate,
and respond to IT security incidents.

In addition, the off eror shall:

1. Manage, maintain, administerand support the NRC Internet firewall as a system
including a set of router filters that provide the first line of defense from the Internet;

2. Manage, maintain and administer other security systems, including log management,
proxy, vulnerability scanning, traffic analysis devices to provide reporting, analysis
and alerting of emerging security issues, as well as the ability to implement mitigating
controls;

3. Provide, manage, maintain, and operate an automated tool to audit NRC ITI system
logs; evaluate and report on security events monitored in those logs as determined
by NRC policy and IT security oversight bodies;
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4. Manage, maintain, and operate an automated tool to monitor changes to system
baseline configuration settings and report on events as determined by NRC policy
and IT security oversight bodies;

5. Provide notification of IT security incidents to the NRC and assist the NRC in all
activities: related .to those incidents;

6. Operate and manage the demilitarized zone (DMZ), an essential part of the NRC
firewall design, to provide the isolation of foreign networks that are interconnected
with the NRC from the internal NRC network;

7. Develop and upgrade inf rastructure security procedures (router passwords, filters,
configurations, etc.) as necessary, in coordination with the operational suppOrt group
in accordance with security policies;,

8. When security incidents occur, provide information on the likely-risk, severity, and
impact (i.e. which systems or applications effected, which users effected, etc.) of
each. security incident; and,

9. Maximize the value of the information provided by the offeror to the NRC by
correlating related incidents

1T Security Monitorinq

Review and evaluate logs, events, and specialized tools to identify significant security
incidents and develop and implement appropriate responses to those security incidents.

In addition, the offeror shall:

1. Develop and maintain auditing systems and take the necessary actions to prevent
and stop unauthorized access and/or suspicious activity;

2. Perform verification of perimeter router policies; configure firewall or network sensor
to alert for. unauthorized access attempts and privilege escalation; and perform
routine review of Host Intrusion Detection system (HIDs), Network Intrusion
Detection systems (NIDs), and firewall rules for accuracy, efficiency and their ability
to withstand new attacks;

3. Maintain systems that automatically examine network access logs for signs of
unauthorized access, intrusion or suspicious activties;

4,. Logall access attempts by NRC Users, offeror~users, and administrators;

5; Sthare all relevant threats, vulnerabilities, or incidents immediately with designated
NRC personnel;

6. Provide the Government access to security-related~ audit trails/logs;:_

7. Spot trends, identify problem areas, andensurethat-policies~andadministrative
actions are handled in a consistent manner;

8. Provide reports such as system audit':logs, password control:lists,-user access logs--
and reports, reports on periodic securityaudits, and reports onunauthorized. access
attempts;

9. Routinlely check that no new ports, protocols, or services are activated without
approval by a configuration management board (See-section C.5.2.3.3 Service Asset<
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and Configuration Management of this SOW to obtain a greater understanding of the
NRC's requirements related to asset management.);

10. Develop and maintain strong two-factor authentication for management and
administrator access of NRC systems. Least privilege for these accounts are to be
provided such that these individuals have a user and a management / administrative
account with the higher privileged account used only for management and or
administrative functions with all privileged access logged and reviewed by the NRC
security officials and make these reports available when requested by the NRC;

11. Identify and prevent any non-ITI devices (including computers, USB drive,
peripherals, etc.) attempting to attach to the ITI;

12. Minimize the time to escalate and investigate security incidents once identified; and

13. Ensure the offeror's compliance with the NRC formal change and configuration
management processes; the offeror shall not make changes without using this
process.

Security Compliance Planninq and Manaqement

The offeror agrees to insert terms that conform substantially to the language of the IT
security requirements, excluding any reference to the Changes clause of this contract, all
subcontracts under this contact.

For unclassified information used for the effort, the offeror shall provide an information
security categorization document indicating the sensitivity of the information processed as
part of this contract if the information security categorization was not provided in the
statement of work. The determination shall be made using NIST SP 800-60 and must be
approved by CSO. The NRC contracting officer and project officer shall be notified
immediately if the offeror begins to process information at a higher sensitivity level.

If the effort includes use or processing of classified information, the NRC contracting officer
and project officer shall be notified immediately if the offeror begins to process information at
a more restrictive classification level.

All work under this contract shall comply with the latest version of all applicable guidance
and standards. Individual task orders will reference applicable versions of standards or
exceptions as necessary. These standards include, but are not limited to, NRC Management
Directive 12.5 Automated Information Security Program, and National Institute of Standards
and Technology (NIST) guidance and Federal Information Processing Standards (FIPS),
and Committee on National Security Systems (CNSS) policy, policy, directives, instructions,
and guidance. This information is available at the following links:

NRC Policies, Procedures and Standards (CSO internal website):

http://www.internal.nrc.gov/CSO/policies.html

All NRC Management Directives (public website):

http ://www.nrc.qov/readinq-rm/doc-collections/manaqement-directives/

NIST SP and FIPS documentation is located at:

http://csrc .nist.qgov/

CNSS documents are located at:
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httpo://www.cnss.cQov/

When e-mail is used, the offeror shall only use NRC provided e-mail accounts to send and
receive sensitive information (information that:is not releasable to the public) or mechanisms
to protect the information during transmission to NRC that have been approved by CSO.

All offeror employees must sign the NRC Agency Rules of Behavior for Secure Computer
Use prior to being granted access to NRC computing resources.

The offeror shall adhere to NRC policies; including but not limited to:

* Management Directive 12.5, AutomatedlInformation Security Program-

* Computer Security Policy for Encryption of Data at Rest When Outside of Agency
Facilities

* Policy for Copying, Scanning, Printing, and Faxing SGI & Classified Information

* Computer Security Information Protection Policy

* Remote Access Policy

* Use of Commercial Wireless Devices, Services and Technologies Policy

* Laptop Security Policy

• Computer Security Incident Response Policy

The offeror will adhere to NRC's prohibition of use of personal devices to process and store
NRC sensitive information.
All work performed at non-NRC facilities shall be in facilities, networks, and computers that
have been accredited by NRC for processing information at the sensitivity level of the
information being processed.

The offeror shall ensure that the NRC data processed during the performance of this
contract shall be purged from all data storage components of the offeror's computer facility,
and the off eror will retain no NRC data within 30 calendar days after contract is completion.
Until all data is purged, the offeror shall ensure that any NRC data remaining in any storage
component will be protected to prevent unauthorized disclosure.

When off eror's employees no longer-require access to an-NRC system, the. offeror shall
notify the project officer within 24 hours.

Upon contract completion, the offeror shall provide a status~list of all NRC system users-and
shall note if any users still require access to the system to perform work if a follow-on.
contract~or task order has been approved by NRC.

The-off eror shall not publish or disclose in any manner, without the contracting officer.'s-
written consent, the details of any security controls or countermeasures-either, designed or :
developed by the offeror under this contract or otherwise- provided~by-the- NRC.

Any.IT system used to process NRC sensitive information:shall"

* Include a mechanism to require users to uniquely identify themselves to the system
before beginning to perform any other actions that the system is expected-to provide..
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* Be able to authenticate data that includes information for verifying the claimed identity of
individual users (e.g., passwords)

* Protect authentication data so that it cannot be accessed by any unauthorized user

* Be able to enforce individual accountability by providing the capability to uniquely identify
each individual computer system user

*Report to appropriate security personnel when attempts are made to guess the
authentication data weather inadvertently or deliberately

Any offeror system being used to process NRC data shall be able to define and enforce
access privileges for individual users. The discretionary access controls mechanisms shall
be configurable to protect objects (e.g., files, folders) from unauthorized access.

Any offeror system being used to process NRC data shall provide only essential capabilities
and specifically prohibit and/or restrict the use of specified functions, ports, protocols, and/or
services.

The offeror shall only use NRC approved methods to send and receive information
considered sensitive or classified. Specifically,

* Classified Information - All NRC Classified data being transmitted over a network
shall use NSA approved encryption and adhere to guidance in MD 12.2 NRC
Classified Information Security Program, MD 12.5 NRC Automated Information
Security Program and Committee on National Security Systems. Classified
processing shall be only within facilities, computers, and spaces that have been
specifically approved for classified processing.

• SGI information - All SGI being transmitted over a network shall adhere to
guidance in MD 12.7 NRC Safeguards Information Security Program and MD 12.5
NRC Automated Information Security Program. SGI processing shall be only within
facilities, computers, and spaces that have been specifically approved for SGI
processing. Cryptographic modules provided as part of the system shall be validated

• under the Cryptographic Module Validation Program to conform to NIST FIPS 140-2
overall level 2 and must be operated in FIPS mode. The off eror shall provide the
FIPS 140-2 cryptographic module certificate number and a brief description of the
encryption module that includes the encryption algorithm(s) used, the key length, and
the vendor of the product.

The most restrictive set of rights/privileges or accesses needed by users (or processes
acting on behalf of users) for the performance of specified tasks must be enforced by the
system through assigned access authorizations.

Separation of duties for offeror systems used to process NRC information must be enforced
by the system through assigned access authorizations.

The mechanisms within the offeror system or application that enforces access control and
other security features shall be continuously protected against tampering and/or
unauthorized changes.

Page 50 of 215



33-1 1-325
Attachment A: Statement of Work

The offeror shall not hardcode any passwords into the software unless the password only
appears on the server side (e.g. using server-side technology such as ASP, PHP, or JSP).

The offeror shall ensure that the software does not contain undocumented functions and
undocumented methods for gaining access to the software or to the computer system on
which it is installed. This includes, but is not limited to, master access keys, back doors, or
trapdoors.

All systems used to process NRC sensitive information shall meet NRC configuration
standards available at: http:/www. internal. nrc.qov/CSO/standards.html.

All media used by the offeror to store or process NRC information shall be controlled in
accordance to the sensitivity level.

The offeror shall not perform sanitization or destruction of media approved for processing
NRC information designated as SGI or Classified. The offeror must provide the media to
NRC for destruction.

The offeror must adhere to NRC patch management processes for all systems used to
process NRC information. Patch Management reports will made available to the NRC upon
request for following security categorizations and reporting timeframes:

* 5 calendar days after being requested for a high sensitivity system

* 10 calendar days after being requested for a moderate sensitivity system

* 15 calendar days after being requested for a low sensitivity system

For any offeror system used to process NRC information, the offeror must ensure that
information loaded into the system is scanned for viruses prior to posting; servers are
scanned for viruses, adware, and spyware on a regular basis; and virus signatures are
updated at the following frequency:

* 1 calendar day for a high sensitivity system

* 3 calendar days for a moderate sensitivity system

* 7 calendar days for a low sensitivity system

All system modifications to classified systems must comply with NRC security policies and
procedures for classified systems, as well as federal laws, guidance, and standards to
ensure Federal Information Security Management Act (FISMA) compliance.

The offeror shall correct errors in offeror developed software and applicable documentation
that are not commercial off-the-shelf which are discovered by the NRC or the offeror.
Inability of the parties to determine the cause of software errors shall be resolved in
accordance with the Disputes clause in Section I, FAR 52.233-1, incorporated by reference
in the contract.

The offeror shall adhere to the guidance outlined in NIST SP 800-53, FIPS 200 and NRC
guidance for the identification and documentation of minimum security controls._

The offeror shall provide the system requirements traceability matrix at the end of the
initiation phase, development/acquisition phase, implementation/assessment phase,
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operation & maintenance phase and disposal phase that provides the security requirements
in a separate section so that they can be traced through the development life cycle. The
offeror shall also provide the software and hardware designs and test plan documentation,
and source code upon request to the NRC for review.

All development and testing of the systems shall be protected at their assigned system
sensitivity level and shall be performed on a network separate and isolated from the NRC
operational network.

All system computers must be properly configured and hardened according to NRC policies,
guidance, and standards and comply with all NRC security policies and procedures as
commensurate with the system security categorization.

All offeror provided deliverables identified in the project plan will be subject to the review and
approval of NRC Management. The offeror will make the necessary modifications to project
deliverables to resolve any identified issues. Project deliverables include but are not limited
to: requirements, architectures, design documents, test plans, and test reports.

Cryptographic modules provided as part of the system shall be validated under the
Cryptographic Module Validation Program to conform to NIST FIPS 140-2 and must be
operated in FIPS mode. The offeror shall provide the FIPS 140-2 cryptographic module
certificate number and a brief description of the encryption module that includes the
encryption algorithm(s) used, the key length, and the vendor of the product.

The offeror must ensure that the system will be divided into configuration items (CIs). CI s
are parts of a system that can be individually managed and versioned. The system shall be
managed at the CI level.
The offeror must have a configuration management plan that includes all hardware and
software that is part of the system and contains at minimum the following sections:-

Introduction
Purpose & Scope
Definitions
References

Configuration Management
Organization
Responsibilities
Tools and Infrastructure

Configuration Management Activities
Specification Identification
Change control form identification
Project baselines

Configuration and Change Control
Change Request Processing and Approval
Change Control Board

Milestones
Define baselines, reviews, audits

Training and. Resources

The Information System Security Officer's (1SSO's) role in the change management process
must be described. The ISSO is responsible for the security posture of the system. Any
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changes to the system security posture must be approved by the ISSO. The offeror should
not have the ability to make changes to the system's security posture without the
appropriate involvement and approval of the ISSO.

The offeror shall track and record information specific to proposed and approved changes
that minimally include: .

Identified configuration change
Testing of the configuration change
Scheduled implementation the configuration change
Track system impact of the configuration change
Track the implementation of the configuration change
Recording & reporting of configuration change to the appropriate party
Back out/Fall back plan
Weekly Change Reports and meeting minutes
Emergency change procedures
List of team members from key functional areas

The offeror shall provide a list of software and hardware Changes in advance of placing

them into operation within the following timeframes:

* 30 calendar days for a classified, SGI, or high sensitivity system

• 20 calendar days for a moderate sensitivity system

* 10 calendar days for a low sensitivity system

The offeror must maintain all system documentation that is current to within:

* 10 calendar days for a classified, SGI, or high sensitivity system

* 20 calendar days for a moderate sensitivity system

* 30 calendar days for a low sensitivity system

Modified code, tests performed and test results, issue resolution documentation, and
updated system documentation shall be deliverables on the contract.

Any proposed changes to the system must have written approval from the NRC project
officer.

The offeror shall maintain a list of hardware, firmware and software changes that is current
to within:

* 15 calendar days for a classified, SGI or high sensitivity system

* 20 calendar days for a moderate sensitivity system

* 30.calendar-days for a low sensitivity system

Thfe offeror shall analyze proposed hardware and~software configurations and modification
as well as~addressed security vulnerabilities in advance of. NRC accepted~operational
deployment dates within:

* 15 calendar days for a classified, SGI, or high sensitivity system.
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* 20 calendar days for a moderate sensitivity system

* 30 calendar days for a low sensitivity system

The offeror shall provide the above analysis with the proposed hardware and software for
NRC testing in advance of NRC accepted operational deployment dates within:
* " 15 calendar days for a classified, SGI, or high sensitivity system

* 20 calendar days for a moderate sensitivity system

* 30 calendar days for a low sensitivity system
The offeror shall demonstrate that all hardware and software meet security requirements
prior to being placed into the NRC production environment.

The offeror shall ensure that the development environment is separated from the operational
environment using NRC CSO approved controls.

The offeror shall only use licensed software and in-house developed authorized software
(including NRC and offeror developed) on the system and for processing NRC information.
Public domain, shareware, or freeware shall only be installed after prior written approval is
obtained from the NRC Chief Information Security Officer (CISO).

•The offeror shall provide proof of valid software licensing upon request of the Contracting
Officer, the NRC Project Officer, a Senior information Technology Security Officer (SITSO),
or the Designated Approving Authorities (DAAs).

The offeror shall ensure that its employees, in performance of the contract, receive
information Technology (IT) security training in their role at the off eror's expense. The
offeror must provide the NRC written certification that training is complete, along with the
title of the course and dates of training as a prerequisite to start of work on the contract.

The offeror must ensure that required refresher training is accomplished in accordance with
the required frequency specifically associated with the IT security role.

Offerors shall ensure that their employees, consultants, and subcontractors that have
significant IT responsibilities (e.g. IT administrators, developers, project leads) receive in-
depth IT security training in their area of responsibility. This training is at the employer's
expense.
The system shall be able to create, maintain and protect from modification or unauthorized
access or destruction an audit trail of accesses to the objects it protects. The audit data shall
be protected so that read access to it is limited to those who are authorized.

The system shall be able to record the following types of events: use of identification and
authentication mechanisms, introduction of objects into a user's address space (e.g., file
open, program initiation), deletion of objects, and actions taken by computer operators and
system administrators or system security officers and other security relevant events. The

*system shall be able to audit any override of security controls.

The offeror shall ensure auditing is implemented on the following:

* Operating System

* Application
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* Web Server-

• Web Services

* Network Devices-

* Database

* Wireless.
The offeror shall: perform audit log reviews daily-using automated .analysis tools.

The offeror must-log at-least the following events on systems that. process NRC information:

-a. Audit all failures
b. Successful. Iogon attempt
c. Failure of logon attempt
d. Permission Changes
e. Unsuccessful File -Access,
f. Creating users-& objects
g. Deletion &.modification of system files
h. Registry Key/Kernel changes
i.' Startup & shutdown
j. Authentication-
k. Authorization/permission granting
I. Actions by trusted users
m. Process invocation
n. Controlled access to data by individually authenticated user
o.. Unsuccessful data access attempt
p. Data deletion
q. Data transfer
r. Application configuration change
s. Application of confidentiality or integrity labels to data
t. Override or modification of data labels or markings
u. Output to removable media
v. Output to a printer

The offeror shall ensure that. backup media, is created, encrypted (in accordance with
information sensitivity) and verified to ensure that data can be retrieved and is restorable to
NRC systems based-on information sensitivity levels. Backups shall be. executed to create
readable media to which allows successful file/data restoration at the following frequencies':

.. At-least every-rcalendar day for a high sensitivity system

*. At least every 1calendar day for a moderate sensitivity system

• At-lease~every 7 calendar days for a low sensitivity system-

The offerer must employ perimeter protection mechanisms, such:as:firewalls andtrouters, to
deny all.-communications unless explicitly allowed by. exception.

The offerOr must deploy and monitor intrusion detection capability and have an always
deployed and actively engaged security monitoring capability in place for systems placed in -
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operation for the NRC. Intrusion detection and monitoring reports will made available to the
NRC upon request for following security categorizations and reporting timeframes:

* 5 calendar days after being requested for a high sensitivity system

* 10 calendar days after being requested for a moderate sensitivity system

* 15 calendar days after being requested for a low sensitivity system
The offeror shall work with the NRC project officer in performing Risk Assessment activities
according to NRC policy, standards, and guidance. The offeror shall perform Risk
Assessment activities that include analyzing how the architecture implements the NRC
documented security policy for the system, assessing how management, operational, and
technical security control features are planned or implemented and how the system
interconnects to other systems or networks while maintaining security.

The offeror shall develop the system security plan (SSP) according to NRC policy,
standards, and guidance to define the implementation of IT security controls necessary to
meet both the functional assurance and security requirements. The offeror will ensure that
all controls required to be implemented are documented in the SSP.

The offeror shall follow NRC policy, standards, and guidance for execution of the test
procedures. These procedures shall be supplemented and augmented by tailored test
procedures based on the control objective as it applies to NRC. The offeror shall include
verification and validation to ensure that appropriate corrective action was taken on
identified security weaknesses.

The offeror shall perform ST&E activities, including but not limited to, coordinating the ST&E
and developing the ST&E Plan, execution ST&E test cases and documentation of test
results.

The offeror shall prepare the Plan of Action and Milestones (POA&M) based on the ST&E
results.

The offeror shall provide a determination, in a written form agreed to by the NRC project
officer and Computer Security Office, on whether the implemented corrective action was
adequate to resolve the identified information security weaknesses and provide the reasons
for any exceptions or risked-based decisions. The offeror shall document any vulnerabilities
indicating which portions of the security control have not been implemented or applied.

The off eror shall develop and implement solutions that provide a means of planning and
monitoring corrective actions; define roles and responsibilities for risk mitigation; assist in
identifying security funding requirements; track and prioritize resources; and inform decision-
makers of progress of open POA&M items.

The off eror shall perform verification of IT security weaknesses to ensure that all
weaknesses identified through third party (e.g., OIG) audits are included in the POA&Ms
that the quarterly reporting to 0MB is accurate, and the reasons for any exceptions or
risked-based decisions are reasonable and clearly documented. This verification process
will be done in conjunction with the continuous monitoring activities.

The off eror shall create, update maintain all Certification and Accreditation (C&A)
documentation in accordance with the following NRC Certification and Accreditation
procedures and guidance:

* C&A Non-SGI Unclassified Systems
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* C&A SGI Unclassified Systems "

* C&A Classified Systems
Contract must develop contingency-plan and ensure annual contingency testing is
completed within one year of previous test and provide-an updated security plan and test-
report according to NRC's policy, and procedure.

The offeror must-conduct annual-security control-testing according to NRC's policy and
procedure and update POA&M, SSP, etc. to reflect any findings or changes to management,
operational and technical controls..

C.5.2.2. 7 Supplier Manaqement

C.5.2.2. 7.1 NRC Responsibilities

The NRC is responsible for relationships with suppliers other than those engaged by the
off eror.
C.5.2.2. 7.2 Offeror Responsibilities

The offeror shall develop and maintain excellent relationships with all sub-Contractors,
suppliers and vendors so that the NRC can obtain high-quality services and equipment.
In addition, the offeror shall establish operating agreements with other service providers
outside of their direct control.-

C.5.2.3 Service Transition

Service transition relates to the delivery of services required by the business into
live/operational use, and often encompasses the 'project" side of IT rather than "BAU"
(Business As Usual). This area also covers topics such as managing changes to the "BAU"
environment.

Service Transition includes (among others) the topics of. Asset and Configuration
Management, Release and Deployment Management, and Change Management. Within the
Service Transition area, the topics of Service Validation and Testing and Service Evaluation
have been deliberately omitted. These topics deal with testing services carefully before they
are provided and evaluating whether to proceed with a service. The processes are both
somewhat simply descriptions of good business practices and do not warrant detailed
description.

C.5.2.3. 1 Transition Planningq and Support -

C.5.2.3. 1.1 NRC Responsibilities

The N RC is responsible for approving .service design packages, transition-plans, and
associated~communications-to the community of stakeholders.: The .NRC is alsoresponsible -

for formulating reasonable release policies in collaboration with the offeror.

C.5.2.3. 1.2 Offeror Responsibilities

The offeror-is responsible for executing all other tasks and processes associated with
Service Transition Planning and Support. Upon award of the ITISS contract, the offeror will
describe a Transition Planning and Support approach that is substantially in alignment withy
the processes, and procedures described in Section 4.1 of the ITIL v3 Service.Zransition -

publication.
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C.5.2.3.2 Changqe Managqement

C.5.2.3.2. 1 NRC Responsibilities

The NRC is responsible for formulating reasonable change policies in collaboration with the
offeror; for chairing and appropriately staffing the Change Advisory Board; for furnishing
appropriate rules for authorities to approve change to the offeror; and, for providing timely
approval/rejection of changes. The NRC is also responsible for working with the offeror to
keep the Change Calendar up to date with any impactful planned events that are initiated by
the NRC.

C.5.2.3.2.2 Offeror Responsibilities

The offeror is responsible for executing all other tasks and processes associated with
Change Management. Upon award of the ITISS contract, the off eror will describe a Change
Management approach that is substantially in alignment with the processes and procedures
described in Section 4.2 of the ITIL V.3 Service Transition publication. It is acceptable to
describe that approach in a combined response to several of the Service Transition
requirements in the SOW.

C.5.2.3.3 Service Asset and Configquration Managqement

C. 5.2.3.3.1 NRC Responsibilities

The NRC has an obligation to its licensees and stakeholders for providing sound resource
management. The Agency needs to have clear understanding of all of the IT assets in the
infrastructure, in order to provide an appropriate level of transparency to those customers.
Good configuration management, along with the knowledge of where each IT asset is and
how it interacts with other IT assets in the infrastructure is also at the core of a good IT
security strategy.

The NRC is responsible for furnishing the asset and configuration information that currently
exists to the off eror for the purposes of the initial setup of the Configuration Management
Database (CMDB). The offeror and the NRC must jointly agree on what the Configuration
Items (CIs) will be and what relationships among CIs will be maintained in the CMDB.
Primary responsibility for setup and maintenance of the CMDB and its integration into
Change Management, Incident Management, Information Security Management, Problem
Management as well as license management and other processes/functions resides with the
off eror.

C.5.2.3.3.2 Offeror Responsibilities

The off eror shall identify, control, report, audit and verify configuration items supporting NRC
services. The offeror shall account for configuration items throughout their lifecycle. For the
purposes of this contract, a configuration item includes at least all versions of any authorized
device or component that is managed by the ITI contract or that is attached to the network,
and includes Government-furnished standalone laptop computers. This also includes, but is
not limited to: firewalls, routers, hubs, switches, servers, printers, and all personal computing
devices as well as software licenses residing on those devices. Secure and unsecure assets
shall be combined in the CMDB.

The NRC recognizes that there is a great deal of complexity associated with this task. The
agency seeks an offeror that has proven experience in developing and maintaining a
comprehensive Configuration Management (CM) strategy. The NRC is focused more on the
quality of the CM approach than on how rapidly it can be implemented.
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The offeror shall provide, configure, populate, and manage a Configuration Management
Database (CMDB) providing the foundation for many services and IT support processes
associated with this contract. The CMDB will, at a minimum, identify all assets supporting
NRC services with an appropriate level of starting detail. Initial detail shall include, at a
minimum, unique identifiers, location, and description of the hardware or software with
appropriate level of completeness. Appropriate linkages between key components and
services need to be identified and implemented by the offeror. The offeror shall establish
and enforce standard configurations (and images) that fulfill the business needs of NRC
personnel and conform to security policies while recognizing that the workforce of the future
expects a certain minimum level of technological sophistication:-Verification and reporting
shall be enforced by~the off eror - automated:discovery tools are quite mature and shall be
utilized by the offeror to generate and ensure the accuracy of the basic asset list. The offeror
shall utilize discovery tools to scan desktops weekly and report unapproved software on a
monthly basis. The off eror shall provide a simple, cost effective process by which legitimate
software can be considered for the approved list.

In addition, the off eror shall:

1. Protect the integrity of NRC assets per NRC security policies;

2. Be responsible for conducting a wall-to-wall or virtual inventory of applicable IT
assets (both offeror-supplied and Government furnished), to be itemized for the NRC
in an asset inventory; and,

3. Maintain the technical currency of hardware per original equipment manufacturer
(OEM) standards, agreed-upon refresh schedules and NRC configuration standards.

4. Provide all adopted hardware standards to the NRC Enterprise Architect for
incorporation into the NRC's Technical Reference Model (TRM).

5. Minimize the discrepancy between assets/inventory recorded in the CMDB and
actual NRC assets/inventory. This includes ensuring minimally the following
information for each unit:

o Asset Tag

o Serial Number

o User Location (PCs and related peripherals only)

o Configuration (OS, loaded~software, etc)

o Asset Status

o Responsible Owner

o Host Name (Servers only)

o IP Address (Servers only)

o Business Function/Application:(Servers only)

o Business Owner (Servers only)

o Make/Model

o Physical Location (Non-mobile units)
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o Warranty Info / Maintenance Certificate Number (Servers only)

Software License Management - The offeror shall manage workstation, server, and network
component operating systems and software licenses and license keys. The off eror shall
ensure that NRC hardware and software components are within license requirements.

In addition, the offeror shall:

1. Create and maintain a database of workstation software, server software, server
operating systems and patch level, and operating Systems;

2. Provide metrics on license usage including number of licenses owned but not in use,
and products not adequately licensed. There will be monthly reviews of these reports
with the NRC to help define problems or needs for software removal or license
purchases;

3. Verify assets on a periodic basis for the purposes of asset management and license
management; -and,

4. Provides all management, hardware and software supporting the above mentioned
databases and the management processes for those databases.

5. Provide all adopted software standards to the NRC Enterprise Architect for
incorporation into the NRC's Technical Reference Model (TRM).

Vendors shall describe a "best value" CMDB approach that balances complexity and cost of
maintenance with utility to the NRC and the offeror.

C.5.2.3.4 Release and Deployment Management
C.5.2.3.4. 1 NRC Responsibilities -

The NRC is responsible for approving deployments and approving the associated
communications to stakeholders. The NRC is also responsible for providing appropriate
authorized personnel throughout the release and deployment process to make go/no go and
back-out decisions promptly.

C.5.2.3.4.2 Offeror Responsibilities
The offeror is responsible for executing all other tasks and processes associated with
Release and Deployment Management. Upon award of the ITISS contract, the offeror will
describe a Release and Deployment Management approach that is substantially in
alignment with the processes and procedures described in Section 4.4 of the ITIL v3 Service
Transition publication. The offeror shall provide and manage appropriate tools to manage
the overall transition process.

C.5.2.3.5 Knowledqe Manaqement

C.5.2.3.5. 1 NRC Responsibilities

The NRC is responsible for furnishing existing knowledge to the offeror in bulk at the
beginning of the contract and as requested thereafter. The NRC is also responsible for
attending quarterly meetings led by the off eror to analyze data, synthesize information
based on that data, identify any knowledge gaps that exist, and help to fill those gaps.
Furthermore, the NRC is responsible for identifying rules concerning what functional roles
should have access to what knowledge.
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C.5.2.3.5.2 Offeror Responsibilities

The offeror shall provide and maintain a document repository accessible by all support Staff
and select NRC staff of processes, procedures, and technical manuals. A subset of
information shall be available for users to search and resolve minor incidents. In addition to
this document repository, there is a need for a knowledge management and dissemination
approach that balances reasonability and ease of maintenance with the obvious benefits of
having the right training, communications, and historical knowledge in the hands of offeror
and NRC staff when they are needed. The NRC is aware that over-engineered Knowledge
Management efforts frequently sacrifice the "good enough" to the quest for perfection and
can become costly failures as a result. Vendors shall suggest reasonable knowledge
management processes, procedures, and technologies that have been proven to work at
other clients. Information already included in the service desk description need not be
repeated in response to this section.

The offeror will be responsible for maintaining the original Versions of documents.

In addition, the offeror shall maximize the availability of the document repository (containing
processes, procedures, technical manuals, and other relevant documentation in support of
NRC services)

C.5.2.4 Service Operation

Service Operation is the business of achieving the delivery of agreed levels of services both
to end-users and the customers (where "customers" refer to those individuals who pay for
the service and negotiate the SLAs). Service Operation is the part of the lifecycle where the
services and value are directly delivered. Service Operation also includes monitoring
problems and considers the balance between service reliability and cost. Topics include
balancing conflicting goals (e.g. reliability vs. cost, etc.). This section also includes a
discussion of the service desk Function, which spans a great deal of the Service Operation
topics.

C.5.2.4. 1 The Service Desk Function

The current service desk implementation includes multiple service desks at headquarters
(Agency-wide Documents Access and Management System - ADAMS, Time and Labor,
Enterprise Project Management - EPM, etc.) as well as Local service desks within the
regions. There is also not a central shared ticketing system, although Magic (now a BMC
tool) is utilized by some desks. The user experience today is primarily as follows:

* The user dials "1234" on their telephone and reaches an automated voice system
*asking if their topic is ADAMS, HRMS, EPM, etc.;

* Once the user selects their choice, a recorded message concerning any known
problems is played if appropriate. The User is then put through to support personnel
who begin a ticket;

* If the user unwittingly picked the wrong choice, -they are transferred to another*
individual;

* If the Help Desk Level 1 support cannot answer the question, the user's ticket is
recorded and forwarded to Level 2 support for resolution; and,.

*Escalation is not always done according to crisp rules.
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In general, service desk support utilizes a modified 15 x 7 dedicated support plus on-call
hours of operation model, with 15 x 5 Monday through Friday and 12 x 2 on weekends. All
other hours are on call for Chairman and Commission staff (approximately 40 users). A
predominant number of the Local service desk staff are budgeted by, and paid for by the
regions and are not managed by or coordinated through the Centralized service desk.

IT Coordinators serve as the liaisons between each NRC Office and the Network Operations
and Customer Service Branch (NOCSB). IT Coordinators must approve requests for
network access and access to server-based applications, remote access, software
installation, moves or removals of desktops, software or peripherals acquisitions, and
desktop upgrades. IT Coordinator responsibilities include:

1. Email and coordinate user requests to the Customer Support Team;

2. Approve and submit Electronic Move Requests for all microcomputer equipment
moves and network account moves;

3. In some cases, procure non-infrastructure hardware and software using the NRC
Bankcard program if a Bankcard holder;

4. Communicate changes in IT Coordinator personnel to the Office of Information
Services;

5. Attend OIS briefings on IT issues Serve as Office liaison between office staff and the
OIS to coordinate Agency-wide software upgrades; and,

6. Inform the OIS about any changes to the office computing environment.

To the extent possible, the NRC would like to consolidate service desk functions at
headquarters into a single centralized service desk with Shared ticketing, procedures, and
specialized support at Tier 2 (one of the service desks is currently outsourced to a third-
party vendor and may not lend itself to consolidation). The NRC wishes to share resources,
tools, and procedures between the Central and Regional service desks. Because of the
sensitive nature of some of the information handled by the NRC, off-shoring this function is
not a viable solution. There is not a requirement for service desk staff to be co-located with
NRC staff beyond the need to maintain sufficient staff at local sites for providing deskside
support. Local staff may report to and be dispatched by the centralized service desk. If the
off eror proposes an off-site Help Desk, they must also propose a viable, federally-approved,
secure mechanism for remote access to user workstations for providing support.

The offeror shall balance the staff skills and levels of staffing to address the service level
requirements found in Appendix A: SM-SLA-1 1: Service Desk. The off eror shall manage and
enforce policies and procedures across all service desk staff. Dedicated offeror Staff shall be
available business weekdays 6:00 a.m. to 9:00 p.m., weekends 9:00 a.m. to 9:00 p.m. EST,
and on•-call services available at all other times, including all holidays. Procedures and tools
shall be established by the off eror to increase resolution of incidents and fulfillment of
request at Level 1.

The offeror shall collect, review, and provide metrics to validate appropriate staffing levels
and adjust as needed. Procedures and SLRs for on-call response times need to be
documented by the offeror and agreed upon by the NRC, including "special circumstances
processes" to invoke immediate response when required. Clear communications of current
known incidents and known problems and workarounds shall also be provided by the
offeror. A knowledge database with "known fixes" shall be implemented by the offeror.
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The offeror shall make self-help tools, including password reset, available to NRC users. It is
essential that these self-help tools address all NRC and Federal security policy.

The offeror shall provide standard industry software to accept, manage, and resolve user
incidents. The offeror shall provide access to this software'to appropriate NRC staff
members. The tool shall have the capability to provide self-service submission of incidents
as well as the ability for the user to check status .on any open ticket. Technology should be
leveraged to allow service, desk staff, to take control of a remote computer to
troubleshoot/repair issues..

The offeror shall recommend an approach for NRC-approval in each of the following areas:

1. Three-tier incident severity ratings shall be established with clear criteria;.

2. Escalation proceduressand criteria shaillbe established;

3. Training programs for new service desk personnel shall be described; and

4.• Knowledge Base for continuous improvement shall be established.

SThe offeror shall describe a cost-effective approach to providing an integrated, highly-
effective service desk function that receives acceptable customer service ratings. The
offeror shall provide real examples from existing .customers including customer service
ratings and customer contact information.

In addition, the offeror shall:

1. Report all verified or suspected computer security and/or unauthorized PII release
S incidents immediately to the NRC CSIRT;

2. Minimize the time from when a phone call enters the service Desk queue to when a
live agent takes the call and works with the user;

3. Maximize the number of calls/contacts that are reasonably resolved upon "first
contact" (i.e. resolved without warranting additional calls to the Service Desk)

4. Minimize the number of Service Desk calls that are disconnected (abandoned)
before reaching a live agent;

5. Minimize the time in which a user is on hold, prior to either reaching a live agent or
abandonment;

6. Minimize the percentage~of tickets thatneedlto be reopened to complete resolution;

7. Minimize~the time from when an e-mailed request for assistance is sent to when the.
service desk responds to the request;

8.. Minimize the time from when request for assistance is sent through the web:portal~to
when the service desk responds to the request;.

9;. Maximize the number of incidents that are correctly escalated;:.

10. Maximize the availability of live agents and of customer-facing applications (e.g.
Customer Service Portal); and,

11. Maximize customer satisfaction.
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C.5.2.4.2 Event Management

C.5.2.4.2. 1 NRC Responsibilities

The NRC is responsible for setting thresholds with the offeror defining what constitutes an
event and for revisiting these thresholds periodically.

C.5.2.4.2.2 Offeror Responsibilities
In addition to responsibilities described, in Section C.5.2.4. 1 The Service Desk Function, the
offeror will be responsible for Event Correlation and for integration of the monitoring
software into the Incident Management software as described in Section C.5 .2.4.3lIncident
Management.

In addition, the offeror shall:

1. Provide all tools associated with managing and responding-to NRC ITI events.

2.. Maximize availability of ITI service

3. Minimize the time from the identification of any failure, to the notification of the
appropriate Agency personnel

C.5.2.4.3 Incident Manaqement

C.5.2.4.3. 1 NRC Responsibilities.

The NRC is responsible for setting the escalation and incident severity rating scales with the
offeror, and for the review of incidents to identify problems with the offeror. The NRC is also
responsible for providing Level 2 support for the resolution incidents for certain applications:

Large Scale Applications - Applications which effect a large number of users. (including
users external to the NRC and/or applications which are critical to the agency's mission:

Administrative Services Web portal which gives access to NRC administrative
Request System services (Visitor Access, Maintenance Fixes, etc.) - Opens

links to other Web-based applications

Digital Data Management Adjudication hearing management support system, including
System management and storage of all documents (in electronic

form) used to manage cases

Financial Accounting and Integrated financial management tool that incorporates
Integrated Management billing, cost accounting, budget execution, and capital
Information System property management
(FAI MIS)

Time and Labor Timekeeping tool for NRC employees to report and track
their time.

General License Tracking Tracks transfers and disposition of devices containing
System potentially hazardous nuclear materials.
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National Source Tracking Tracks nuclear devices and sources from their manufacture,
System. through their "life-cycle" of transfer to and ownership by

licensees, including their eventual disposal at authorized
facilities

Web Based Licensing Tracks material licensee applications for use of byproduct,
source, and special nuclear materials

License Tracking System•

High-Level Waste Repository of publicly collected documents extracted from
Collection System ADAMS pertaining to the High Level Waste Facility at Yucca

Mountain

Electronic Hearing Docket Enables authorized participants to submit and retrieve
System documents electronically and supports public access to

publicly available documents online

Enterprise Project Scheduling, collaboration and workload management tool
Management using Microsoft Enterprise-Project and Microsoft SharePoint

Emergency Response Data Provides plant condition data from nuclear plants to allow
System the NRC to monitoring licensees during an incident and

assure that appropriate recommendations are being made

Agencywide Document Document and records management tool to store agency
Access and Management Official Records
System

Electronic Information Web-based portal that allows external entities to transmit
Exchange System data and files electronically to the NRC

Moderate Scale Applications - Applications that effect external entities but are utilized by
only a small group of NRC users and/or applications that have high internal political interest
but are not mission-critical:

EDO~Document and Action Agencywide system to track assignments that are made
Tracking System (EDATS) across offices or from the Commission to offices
Reciprocity Tracking Track Agreement State licensee requests for reciprocity

Terminated License Tracks NRC terminated material license sites
Tracking System
Strategic Workforce Tracks NRC employee core competencies and skills, and"
Planning allows compares with skill requirements
Protected WEB Server Used for sharing non-safeguards but sensitive information

with licensees
Individual Action Tracking Tracks enforcement actions against individuals
System __________________________

_ FOIAXpress Tracks EOIA requests and responses
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Public Meeting Notice Supplies NRC public meeting information to the public
System
Funds ExecUtion System Tracking and monitoring the use of contract, travel, and

____________________ training funds at the project level
NRC Knowledge Collection of expert knowledge based on lessons learned
Management Center and best practices
Electronic Library Collection of electronic documents used to assist Incident

____________________Response teams providing detailed up-to-date information

Small Scale Applications - Applications that only effect a small group of users and are not
mission-critical:

Commission EDO/IG Tracks program support, travel, awards, and change of
Budget Tracking System station
Nuclear Regulatory Document generation program that formats NRC regulations
Commission Report
Processing System____________________________
Space Property Archibus and Autocad system used to plan and manage
Management System NRC building and office space
EDO Label System Office efficiency system used by EDO to produce

sequentially numbered labels which identify and track
written communications with the EDO office

SES Succession Planning Web application for SES succession planning
System
OGC Legal Memoranda Provides access to working copies of legal reference.
File documents by OGC staff
Office of the Inspector Manages audits and investigations conducted by OIG
General Management
Information System
OIG Travel System Office tracking system used by OIG to track travel

____________________authorizations, advances, obligations and expenditures
Voyager Integrated Library Used for acquisitions and funds management, cataloging,
System circulation, series control, and an online public access

catalog in the NRC Technical Library
Archival Facility Activity Contains all records transfer and accountability information
System for NRC's official records retired to the NRC Archival Facility

and the National Archives and Records Administration
SECY Tracking Reporting Tracks Commissioners' documents, votes, and meetings
System
Record Classification Tracks classification and declassification of NRC records,
Actions System which relate to national security information & material.

Currently, there are not clear procedures in existence for how incidents are escalated from
the help desk to the NRC, especially for unexpected incidents. In their proposal, the offeror
shall make general recommendations for incident escalation procedures. Upon award, the
off eror shall perform an assessment of NRC incident escalation and make recommendations
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for when and how incidents will be escalated. Once approved by the NRC, these procedures
shall be followed by the off eror when incidents need to be escalated to the NRC.

C.5.2.4.3.2 Offeror Responsibilities

The offeror is required to:

1. Troubleshoot and resolve, incidents and problems from a total systems
perspective including desktop, software, networking incidents, etc.;

2. Document and track all incoming incidents and provide analysis for those
incidents;

3. Support end-users at the NRC headquarters, by responding directly to end-users
requests for help and responding to calls from designated NRC staff and
technical support staff;

4. Support remote and mobile users by responding, directly to end-users requests
for help and responding to calls from designated Regional IT staff and
Headquarters IT staff;

5. Provide a single, integrated service desk for all NRC ITI incidents and service
requests;

6. Delineate and manage customer needs and expectations;

7. Prioritize service requests according to severity;

8. Prioritize incidents according to severity;

9. Provide service desk support for Agency office productivity suite (Currently MS
Office 2003) and also provide support for other specific software that is not part
of the standard image;

10. Provide application support services for infrastructure systems such as MS
SharePoint and MS Outlook;

11. Provide custom reports when requested by the NRC using information from the
.ticket tracking system;

12. Document the steps that were taken to resolve incidents;

1 3.. Resolve incidents on the first call where possible, or dispatch staff to correct
problems, .in person, as necessary;

14. Recommend an escalation procedure for handling bursts of incidents and
implement that procedure when requested~by the .NRC;.

15. Provide workstation virus removal, resolve connectivity issues, and resolve other
typesof failures that result in the inability of-one or more end users -to utilize the
computer to perform job functions;"

16.'Prbvide support and on-site maintenance for~offices-(Office~of-the Cdmmission'
[0CM], Office of the Inspector General [OIG]) where desktop-systems must
remain with the office unless directed~otherwise by the NRC;_

17. Minimize the time from the initiation of a Service Desk~incident, to the time in
which the service is restored; and,.
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18. Minimize the discrepancy between recorded incidents and actual incidents.

C.5.2.4.4 Problem Management

C.5.2. 4.4. 1 NRC Responsibilities

The NRC will advise on the priority in which problems should be addressed and provide
policy as to the definition and management of problems.

C.5.2. 4. 4.2 Offeror Responsibilities

The offeror is responsible for problem management. The otferor shall propose a problem
management approach and implement that approach when approved and requested by the
NRC. The offeror shall establish a Known Error Database (KEDB) to record known errors,
their resolution and workarounds. Views of the KEDB shall be made available by the off eror
to end user for the purposes of self service.

In addition, the offeror shall minimize the time between the identification of a problem and
the resolution of that problem by identifying a suitable workaround and/or permanent
solution.

The offeror is responsible for the identification of the root cause of problems and the
development of an implementation plan. Upon approval of the NRC, the off eror shall
remediate the underlying problem based on established release and change management
processes and procedures.

C.5.2.4.5 Reqguest Fulfillment

C.5.2.4.5. 1 NRC Responsibilities

The offeror is primarily responsible for Request Fulfillment. The NRC is responsible for
determining what requests would trigger the development of new services.

C.5.2.4.5.2 Offeror Responsibilities

The offeror shall resolve all service requests placed to the service desk.

In addition, the offeror shall:

1. Assist in the development of procedures for the consistent handling of service
Catalog offerings;

2. Identify service requests that are not currently covered by the service Catalog, and
present them to the NRC for consideration in the development of new services;

3. Provide for self-service password reset that meets NRC IT security requirements;

4. To the greatest extent possible, provide other automated request fulfillment
capabilities; and,

5. Minimize the time between the initiation and fulfillment of a service request.

C.5.2.4.6 Access Managqement (and the Directory)

C.5.2.4.6. 1 NRC Responsibilities

The NRC currently has an Active Directory implementation. By the time the new ITISS
contract is let, it is anticipated that Novell Directory Server (NDS) will have been removed
from the environment. Going forward, the NRC would like a more robust directory
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implementation. The- NRC is responsible to furnish-the information required to develop and
maintain the directory.

C.5.2.4.6.2 Offeror Responsibilities

The NRC requires a directory service for locating, managing, administering, and organizing -

common items such as network resources, folders, files, .printers, users, groups, devices,
telephone numbers and other objects:

The offeror shall plan, develop., manage-and improve upon an accurate, current, .and
automated organizational hierarchy of users, devices, domains and other resources. The
offeror shall also propose ways to leverage the directory to automatically produce
organization charts and other useful artifacts.

In addition, the off eror shall manage, maintain, administer, and support the NRC's Address-
and Domain Services to provide IP address management and domain services including but
not limited to the Windows Domain and Domain Name Services (nrc.gov, usnrc.gov, nrc-
gateway.gov and sub-domains).

The offeror shall utilize the Directory to-help identify users, ensure-appropriate access to-
services, and assign policies.

In addition, the offeror Shall:

1. Provide a central directory for which access rights are granted based on roles;

2. Provide management and maintenance of user access controls for data files,
directories, and volume access;

3. Manage user and group profiles to manage roles containing one to multiple users;

4. Support, revise, and implement system safeguards such as directory structures,
access controls, and procedures;

5. Provide a report of the resources to which any user has access;

6. Provide a report of all users that have access to any given resource;

7. Support and manage Personal Identity Verification (PIV)-2 compatible equipment on
personal computing devices;

8. Support PIV-2 logical access to NRC ITI resources;

9. Make.the=Di~ectory available to any existing or future business applications that wish:
to use it for authentication;

10. Support the-integration of the Directory with Agency applications to reduce the
number of-passwords users need while maintaining or improving the level of.
operational IT security. This would include reduced sign-on via PKI or PIV card;-

11. Authenticate users to all resources under the control of the-offeror; ...

12. Ensure that-,any new applications introduced by the offeror as~part of maintaining the•
infrastructure use the Directory for access and authentication;-

13. Provide an -automated self-help password reset function based-on'security questions
to be determined in accordance with the NRC security requirements;.

14. Maximize the availability of the LDAP service;
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15. Minimize the time between the request for, and delivery of, an access management
request (e.g., requests to create, update, maintain, or disable accounts; requests to
alter the security profile rights for control groups or distribution lists; etc.); and,

16. Minimize the time between the request for, and fulfillment of, valid password reset
requests.

C.5.2.4. 7 Other Service Op~eration Considerations

The NRC regularly adds and changes technologies in the NRC ITI. However, as existing IT
services are vital to the day-to-day productivity of NRC users, it is essential that the
introduction of these changes does not disrupt normal Agency operations.

Therefore, all modifications to the NRC ITI must be thoroughly tested in the Agency's test
environment and appropriate precautions must be taken to mitigate any disruptions that they
might introduce. This test environment must appropriately replicate the actual production
environment so that the tests can be as accurate as possible and real problems can be
identified and corrected. Although individual IT system owners must take the responsibility
to move their systems through this process, the offeror shall help them to succeed in this
endeavor.

The off eror shall propose a risk management approach that includes a set of Key Risk
Indicators and a risk management and measurement plan. Examples of Key Risk Indicators
might include (the NRC is providing these as examples, not guidance or requirement):

* Turnover rate of personnel managing critical systems

* Critical system downtime due to environmental disruption

* Critical system downtime due to IT security breaches

* Critical System downtime due to IT change

* Number of planned IT changes at different levels of severity

* Time between gap closures

* Risk of maintaining the status quo

The offeror shall also perform all database activities described in the optional task in Section
C.6.3.4.2 Database Support for all databases related to the Core and any Optional Services.

C.5.2.5 Continual Service Imp~rovement (CSI)

All NRC employees require timely, reliable, and accurate information in order to make
decisions. Shared information about the NRC ITI, ongoing project schedules, security
incidents, emerging trends, external suppliers, incident status, and accomplishments help to
build trust and allow for a shared ownership in successes and failures alike.

In addition to the reporting described below, the offeror and the NRC will meet quarterly to
review at least one new area selected by the NRC for Service Improvement to develop a
plan for improvement and to review results in ongoing improvement plans. The NRC will
agree with the offeror on the area for improvement no later than the third week of the
quarter.
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The offeror shall review solutions and improvements that they have implemented for other
customers and make recommendations for how similar improvements could be made at the
NRC. If approved by the NRC, the offeror shall implement these improvements.

Vendors are free to propose other programs for Continual Service. Improvement (CSI).

C.5.2.5. 1 Centralized Reportin~q ,

The offeror shall provide a dashboard which provides the ability to review a high level status
of all report deliverables under this contract. The dashboard shall provide the capability to
"drill down" to underlying data. All NRC U~sers will be-provided access to the dashboard and
some of the underlying data. Select NRC users will have access to all underlying data.

C.5.2.5.2 "Proactive Reporting.,
The offeror shall notify ITI users well• in advance of scheduled outages..

In addition, the offeror shall provide daily status reports describing any insufficiencies,
expected or unexpected outages, or unusual incidents by 7:00 a.m. (Eastern) for the past 30
hours, including .weekends.

C.5.2o5.3 General Reportinci
The offeror shall generate and deliver standard as well as custom-designed and ad hoc
reports at both a summary level and various detail levels about the NRC ITI. The off eror
shall develop and deliver technical and managerial oversight status presentations to NRC
management. See section Appendix E: Reportinq Requirements for a greater understanding
of NRC's general reporting requirements.

In addition, the. off eror shall:

1. Provide a Monthly Status Report covering all contract activity of the previous month;

2. Provide user access reports defining who accessed resources and when;

3. Provide user access reports defining who has been granted access to resources;

4. Provide network management reports as requested by the NRC Project Officer, such
as Network Performance and Availability reports, System Utilization reports,
application response and utilization, Network device Identity, IP address and
Network Growth reports;

5. Provide monthly disk space and capacity reports;:

6.- Provide.a bi-weekly report on mailbox capsand exceptions;

7. Recommend, and provide reports based on industry best practices~in service- desk
management;

8. Report the number of calls closed on initial contact;

9. Report the average speed of answer, the abandon rate, the number-of:.incidents.:
reopened, and the number, of calls handed offzto a second tier-;

10. Reports the number-•of requests for repair/maintenance of trouble calls processed
and their currentdisposition;

11. Provide periodic inventory reports and various organizational or inventory account
reports;
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12. Report the number of requests for propertyand property control forms processed;

13. Report of equipment totals with the following status information: number received,
number distributed, number excessed, and the number in stock;

14. Report notification for procurement of equipment to refresh stock or renewal of
maintenance, the status of existing on-hand hardware and or service plans;

15. Provide monthly software usage and compliance reports, identifying any
discrepancies;

16. Provide a monthly Security Summary Report;

17. Provide and maintain an updated list of project deliverables with completed or
scheduled delivery dates;

18. Provide reporting that shows all desktop, peripheral, and or infrastructure component
failures during a specific time period; and,

19. Provide outage reporting that shows the duration of any downtime and the services
impacted.
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0.6 OPTIONAL SERVICES

C.6. 1 Computer Facilities Manaqement

This section describes the specific requirements, using the NRC ITISS contract vehicle, for
managing the Agency's computer facilities and computer application server hardware and
software in support of the Agency's mission.

C.6. 1.1 Program M~anagement

The offeror's Program Manager shall meet with the NRC Project Officer to review the status
of ongoing efforts and to discuss other-work projects planned or proposed. The offeror shall
be responsible for maintaining day-to-day operations-of each computer facility and shall
provide coverage for the NRC computer facilities 24 hours a day, 365 days per year. The
offeror shall perform all required day-to-day operational activities including system
operations and maintenance of the hardware, software and application systems and perform
backup'and recovery of systems as well as monitor all systems and the computer facilities
environment.

In addition, the offerorshall:,

1. Provide on-cal! support in addition to the support required during the scheduled
hours; and,

2. On-call personnel shall arrive at the appropriate computer facility within one hour
after notification by the Project Officer. On call personnel will be able to perform or
contact someone to perform any task that can be performed during regular hours. If
the offeror's designated personnel are unable to arrive at the NRC site within one
hour, they shall notify the Project Officer and request approval for the delay.

C.6. 1.2 Monitorinc,,

The offeror shall monitor the computer facility environment including air conditioning,
humidity, and power distribution. All system activities shall be monitored on a continuous
basis with appropriate documentation of activities, problems, equipment failure, and other
logging to record irregularities in normal facility operations.

Additionally, the offeror shall:

1. Ensure all processes are running and all remote communication links are up;

2. Conduct systems checks in all computer-facilities on agreed upon schedule;

3. Check for and properly distribute printed output (The NRC~utilizes the DOL personnel
system and mainframe computers at the NIH.-Periodically, printouts are sent directly
to NRC printers. The off eror will be provided with-a distribution list to determine~how
to properly distribute these printouts based on their, type), and,

4. Through continuous monitoring, ensure system availability for all-systems; if
unavailable, notify system owners or specified points~of contact to return-systems to
operational state.

C.6. 1.3 Quality Assurance

The offeror shall develop, write and maintain quality assurance procedures for all computer-
facilities activities. The offeror shall also maintain and~document production installation•
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information, troubleshooting techniques, problems encountered, configuration information
and default settings. Systems and procedural documentation shall feed the Configuration
management system and be updated within 24 hours of any change.

The offeror shall also implement a risk management strategy as described in the Service
Operation section of this document.

The NRC will review these procedures and strategies and recommend any modifications
prior to approval. Once approved, the offeror shall comply with these procedures.

C.6. 1.4 Backup, and Recovery

The offeror shall perform backup and recovery services for all systems in the computer
facility with the backup level of service. Backup shall be performed on established
schedules.

In addition, the off eror shall:

1. Provide backup data as required;

2. Performs systems backup following established schedules;

3. Maintain clean, quality backups that are encrypted;

4. Replace backup information for HRMS as needed and notify HRMS systems staff
regarding problems;

5. Prepare backup data for off-site delivery;

6. Enter backup data from off-site delivery into library database;

7. Perform backup data library tasks as required including entering information into the
library database;

8. If using tapes, prepare scratch tapes, clean and degauss tapes;

9. Label and retain backup of real event data until all investigations are completed and
data is released for distribution or reuse;

10. Ensure that all data is in a state of readiness. If using tape, only clean, certified tapes
shall be issued to users. Any tapes not meeting the Governments minimum
certification requirements shall be degaussed and discarded;

11. If using tapes, maintain a log that indicates reasons for all tapes discarded as well as
a count of the tapes provided to the Project Officer in a weekly report;

12. Perform incremental and full backups based on established guidelines;

13. Facilitate the flow of backup data to and from other contract services and prepare all
data shipping forms; and,

14. Assist the Project Officer in conducting a semi-annual verification of backup data
logs.

C.6. 1.5 Computer Operations

The offeror shall operate all computers, remote job entry stations, related support equipment
and communications equipment in the computer facilities. The offeror shall also perform
regular operations and preventive maintenance on equipment.
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In addition, the offeror shall:

1. Manage periodic equipment replacement and the development of new server
configurations;

2. Maintain activity, problem, equipment failure, or other logs to record irregularities in
normal facility operations;

3. Provide user support or contacts for related problems;

4. Maintain communications with hardware vendors, regarding problems or
maintenance;

5. Interface with the customer support center, systems administration staff and
specified ADAMS .points of contact regarding ADAMS availability;

6. Assist users with job procedures and standards, resolution of operations related
problems and delivery of computer facilities products;

7. Inform individuals contacted of the system problem, causes and estimated .time of
recovery, if known;

8. Report all system hardware and software problems, air conditioning malfunctions,
power supply failures, and humidity control problems immediately to the Project
Officers of the maintenance Contractor or designee; and,

9. Maintain logs; enter detailed information into the appropriate log on a daily basis.

C.6. 1.6 Physical Facility'

The offeror shall maintain the physical facility in relation to security, and general
housekeeping. This includes putting trash in trash cans, discarding paper in recycling bins,
discarding sensitive printouts in burn bags and other generalized house keeping.

The offeror shall control physical access to each computer facility, admitting only those
persons for whom access has been approved by the computer facilities information security
officer. The offeror shall report security related events to the computer facilities information
systems security officer in accordance with the NRC incident response policy upon
discovery of the incident.

In addition, the offeror shall:

1. Remain in the computer facilities during pre-scheduled preventive maintenance,
emergency maintenance, and workers other than access, approved staff, is
performing any services in the computer facilities;, and,.

2. Ensure the appropriate level of security controls are implemented and/or maintained,.

C.6. 1.7 Specialized Systems

C.6.17.7.1 Agency-wide Documents Access Management System '(ADAMS)•

ADAMS iis a computer- based document storage and retrieval-application that~serves asthe
NRC.'s official: record-keeping system. This application permits the NRC staff to search for.•
letters and memoranda and other types of correspondence-:issued by the NRC and events--
dealing with any NRC licensed users of nuclear energy. This system is critical to the
operation of the Agency and shall be updated daily with the latest records. This system is
based around IBM FileNet software with an NRC custom application. However, this system -
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is currently being migrated to IBM Panagon P8 and will rely much more on commercial off-
the-shelf software with many fewer NRC customizations. All requirements for ADAMS apply
also to the successor system (referred to as Enterprise Content Management).

In addition, the offeror shall:

1. Monitor ADAMS to maximize the availability of the application to the users. In the
event there is a problem, the offeror Shall notify the appropriate support staff;

2. Post the daily transactions, full text data (when necessary), perform daily backups,
and ensure data synchronization to backup site was successful;

3. Assist in the verification process by providing reports, record counts, or other
information to the support staff; and,

4. Be responsible for the generation of scheduled reports and backup data and facilitate
the transmittal of backup data to off-site storage facility.

C.6.1.7.2 Human Resource Management System

The HRMS application provides a single application for the processing of the NRC's time
and labor records. The offeror shall ensure that the system is running and assist with any
troubleshooting activities if a problem is encountered during the bi-weekly processing of this
application in support of the NRC's Task Managers.

In addition, the offeror shall:

1. Submit and monitor various production jobs according to the processing schedule;

2. Generate and provide to other contractors data for various off-site processing. If
using tapes, these tapes shall be labeled and tracked in the tape management
system;

3. Incorporate any modification to the payroll processing schedule into the monthly
work schedule as notified by the NRC task managers;

4. Assist users with job procedures and standards, resolution of operations related
problems and delivery of computer facilities products;

5. Attend meetings to assist in the development of implementation plans for proposed
changes in the operations of applications (assume 2 meetings annually);

6. Maximize the availability of the resources within the NRC Data Center;

7. Minimize the discrepancy between date of scheduled system backup and date on
which the system backup occurs; and,

8. Maximize the availability of agency-specific applications, including

a. Emergency Response Data System (ERDS)

b. Agencywide Documents Access and Management System (ADAMS)

c. Enterprise Project Management (EPM)

d. Time and Labor
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C.6.2 Operations Center Network Manaqement

This section describes the specific requirements, using the NRC ITISS contract Vehicle, for
managing the Agency's Headquarters Operations Center network and information
management system in order for the operations center staff to continuously receive and
document notifications from licensees .and others to ensure that the public is adequately
protected.

Personnel supporting-the Operations Center must possess an "L'" security clearance that
allows access to Secret and ConfidentialtNational Security Information and/or Confidential
Restricted Data.--.

C.6.2. 1 Operations

The Headquarters Operations Center is responsible for managing information pertaining to
the daily operational status of nuclear facilities and nuclear events. The primary system for
managing the information is the Operations Center Information Management System
(OCIMS). OCIMS supports NRC's vital role of providing leadership focus for national and
international~information distribution and decision support. OCIMS is composed of several
information systems which include the operations center network infrastructure, personal
computers and servers, systems that support response operations (WebEOC which is a
crisis information management system) and the Headquarters Operations Officer System
(HOO), Private Branch Exchange (PBX) and associated telephones, teleconferencing

•system, voice recording system, other communications hardware, audio video display
system, and personal computer peripheral equipment. The offeror shall provide all labor
supervision, tools, materials, parts equipment and transportation necessary to manage and
administer the Operation Center information management system network and hardware
and software maintenance of the OCIMS.

In addition, the offeror shall:

1. Be responsible for the operation of the systems, providing LAN administration,
hardware and software maintenance services on-site during the principal period of
maintenance (PPM). During the PPM, there will be two offeror employees on-site in
the Operations Center and will be required to maintain an L level security clearance.
The PPM is defined as 7:30 a.m. to 6:00 p.m. (EST), Monday -Friday excluding
Government holidays;

2. Provide the same services on an on-call basis at times outside the PPM and
response-times are as follows: telephonewithin 1 hour; onsite within 2 hours;

3. Respond to the Operations center whenever NRC activates its incident response
function to keep all. of the OCIMS systems operating as.well as providing
hardware/software troubleshooting when failures arise, and have the capability to

provide one staff: person on-site 24 hours per day for. up to 30:days after notification
by the NRC Project Officer;

4. PerformWebEOC event archives and event clean up-after each-use;.

5. Administer the OCIMS local area network (LAN) including network switches, server
connectivity, user administration, network security, etc;.

6. Maintain and update/revise the OCIMS documentation in both hard copy and
electronic formats including the standard operating procedures (SOP), hardware and
software lists, and other documentation as required by the NRC Project Manager;
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7. Maintain and update/revise the other documentation in both hard copy and electronic
formats: Onsite Maintenance Logs, 3 rd party manuals, as-is documentation, and
Federal Information Security Management Act (FISMA) documentation;

8. Maintain the OCIMS hardware and software inventories. Shall use the Agency's
property inventory system (read only rights) to maintain the hardware in conjunction
with the NSIR Operations Center IT Coordinator.

9. Follow all guidance provided in NRC Management Directive 2.1 as it concerns the
documentation of all information technology;

10. Make routine and ad hoc preventive and correct changes to the OCIMS databases
as requested or approved by the NRC Project Officer;

11. Coordinate with NRC staff and other contractors to resolve issues that may arise
related to Government provided resources that support OCIMS;

12. Maintain maintenance agreements with vendors who support the following
equipment: PBX, conferencing system, voice recording system, audio/visual display
system, UPS, satellite and dish network, software maintenance agreements (ESRI,
Impact Weather, Web EOC, etc.), printers and scanners;

13. The offeror shall implement system backup and restore procedures to ensure that
OCIMS is maintained with complete backup and have the ability to be restored.

o In addition the offeror shall:

* Perform a daily, weekly and monthly backups of OCIMS as specified
in the SOP for the backup system;

* Enhance and/or modify the backup and recovery programs as needed
(with prior approval of NRC Project Officer);

* Maintain up to date backup data inventory, per the SOP.

o Maintain continuity of operations (COOP) capabilities.

14. Maintain required certification and accreditation for the OCIMS system (perform
quarteriy scans, maintain patch levels and other Computer Security Officer (CSO)
requirements;

15. Maximize the availability of the NSIR Operations Center (i.e. minimize the length and
frequency of service outages); and,

16. Minimize the time between the notification of, and response to, an incident.

:C.6.2.2 Hardware Maintenance

The offeror shall perform day to day operations and maintenance and on-site technical
support of OCIMS as well as provide preventive maintenance on various OCIMS equipment
and keep the equipment in operating condition consistent with best practices. Currently,
most of this hardware is owned by the NRC. The offeror shall recommend a strategy for the
replacement of OCIMS hardware with offeror-supplied hardware over a period of time as the
current hardware comes to the end of its refresh cycle. The offeror shall also be required to
update the OCIMS asset inventory list when additions and/or deletions are made in the
OCIMS environment.
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C.6.2.3 Software Maintenance

The offeror shall provide software maintenance to include upgrades of non-Agency standard
software. The off eror shall also be required to update the OCIMS software list when
additions-and/or deletions are made the OCIMS-environment.

In addition, the offeror shall:
1. Maintain the operating system, currently MS Server, and user database (Active

Directory). Maintain primary and'backup domain servers, print servers, and DNS
servers.-

2. Maintain the database management software (currently Sybase ASEvi12 and MS
SQL) for both WebEOC, HOOs,.and GIS, which includes backup, restoration, and
table maintenance;

3. Maintain WebEOC and HO~s software and review applications once per month and
prepare user comments and concerns to determine if changes are needed to support
the incident response function;

4. Work with other contractors who provide additional Operations Center software (e.g.,
ERDS, RASCAL, etc.)

5. Provide on-site support during the PPM and telephone support at other times; and,

6. Respond to special orders for services outside of the PPM for providing
troubleshooting assistance via telephone to the on-site Government staff so as to
facilitate repairs upon arrival.

- -C.6.2.4 Reporting

The off eror shall provide a weekly status report and a monthly technical report. The weekly
report will include, at a minimum, daily offeror activities, remedial maintenance performed
and the upcoming week's activities. The monthly technical report shall include a summary of
the month's activities, a status of all subsystems covered under the contract, items requiring
NRC action or support and the offeror's major tasks for the upcoming month, including
preventive maintenance plans. The offeror shall provide sample reports to the NRC for
adjustment or approval at the award of this task or as requested by the NRC throughout the
period of performance.

See sections C.5.2.5. 1 Centralized Repjortinaq and Appendix E: ReportinQ Requirements for
a greater understanding of NRC's general reporting requirements.:

C.6.3 Data Center System Administration

C.6.3. 1 Prolect Managqement
Th~e offeror's Program Manager shal[ meet with the NRC Project Officer to review the status
of ongoing efforts zand to discuss other work projects planned or proposed. ~Meetings will
take place-monthly or more frequently if desired by either- party. Monthly summary reports-
will be provided by the 10th of each month for the preceding month. Detailed daily progress.
notes will be maintained for use in the monthly report, and for future reference. All work
preformed off-site shall be identified in the monthly report to include at a minimum system
worked on, tasks performedF and number of hours worked.

Page :79 of 215



33-11-325
Attachment A: Statement of Work

C6.o3.2 ADAMS and HL W Meta Systems

ADAMS (Agency-wide Document Access and Management System) is an electronic
document and records management system that maintains the N RC's unclassified official
program and administrative records in a centralized electronic document repository. The
HLW (High Level Waste) Meta Systems utilizes ADAMS components as well as other
Agency applications to support electronic adjudicatory hearing processes managed by the
Agency. The major component of ADAMS and the HLW Meta Systems is FileNet's
integrated document management software, which runs under Windows NT and Win2K,
using MS SQL Server as the underlying RDBMS. The initial software FileNet suite includes
Panagon Content Services, Foremost, and Panagon Web Publishing. Additional products
from FileNet may be added during the life of this contract. The system also includes the
custom coded Official Records Processor (ORP), and Convera Retriev/alWare.

The offeror shall perform, at the minimum, all tasks required to ensure daily production
support for all applications residing on current or future servers. This includes the COTS
software packages and any tasks required to ensure operability as well as the application
running under it. The following are the minimum support tasks required for this application.
The support of ADAMS includes the production systems, test and development
environments.

C.6.3.2. 1 Document Storage Supp~ort

The offeror shall create new libraries/repositories andl categories; maintain storage, archive
and property repositories; monitor Property Manager, Storage Manager, Content Index
Manager, transaction logs, index files, stop words files and other document associated files;
and, develop, write and maintain quality assurance procedures for library integrity.

C.6.3.2.2 Database Support ..
The offeror shall perform all work necessary to maintain operability and integrity of
production databases on ADAMS production servers.

In addition, the offeror shall:

1. Participate in database design processes and recommend new technologies;

2. Install all upgrades and patches;

3. Maintain ADAMS databases at the vendor supportable release level;

4. Recommend patches to the application support staff, discuss the implementation of
all upgrades and patches to the ADAMS database servers and its impact on current
production systems;

5. Write and/or modify scripts that will be used to maintain and monitor the production
database activities. This includes scripts that monitor blocking processes, space
usage, database backup and database consistency checker;

6. Monitor production disk space for both usage and fragmentation and notify
application support personnel;

7. Coordinate with operating system staff in scheduling backup and restore of ADAMS
database server and related file systems;

8. Write and maintain scripts and ensure that all COTS backup software correctly
backup and restore all databases and associated files;
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9. Notify and coordinate all restores with application support personnel;

10. Manage and support all production replication servers;

11. Perform-trouble shooting of-the ADAMS database server and it database issues._
related to hardware or Software;.

12. Develop and maintain procedures ,for the .ADAMS database servers and their
disaster recovery; and,

13. Maintain and perform specified disaster recovery and failover procedures.

C.6.3..2.3 Backup and Recovery

The offeror shall ensure that backup/recovery of server-installed application software, user
files and datasets are done correctly; Write backup/restore scripts as needed; ensure that
Mezzanine files-are restored using Mezzanine procedures.

In addition, the offeror shall:

1. Write and monitor procedure/scripts to archive data from archive repositories; and,

2. Move old files to Archive Repository, delete files in Archive repository and reclaim
files from archive backup (this will include interfacing with the Tivoli TSM COTS
backup software and StorageTek Tape Library systems to restore files and ensure
correct backup/recovery of files). Management and support of the NRC's
implementation of TSM which includes multiple rotating copy pools.

C.6.3.2.4 Security Administration
The offeror shall set least privilege based default access controls for directory, library and
categorieS; system defaults for user and group profiles; default access rights for users,
groups; and set-up and manage the Administrator group, which includes adding and
deleting users to the group. The offeror shall also load all OS security patches as needed.

C.6.3.2.5 Disaster Recovery

The offeror shall set up process and oversee the implementation of Long- and short-term
disaster.-recovery. The offeror shall serve as-a liaison for the NRC with a third party offsite
DR vendor and document and test recovery procedures, as well as ensure that the third
party vendor is aware of any changes to the configuration, or procedures..

C.6.3.2.6 Performance and System Monitorin,.
The offeror shall monitor and analyze system parameters and interpret-performance reports..
to identify bottlenecks, predicate response-time and throughput changes.;The offeror shall;-
check for aborted sessions and delete sessions;

In addition, the offeror shall:

1. Re-map storage managers;

2. Monitor system utilization, space management, disk usage;

3. Monitor the number of users added andthe impact on system performance;.-
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4. Check disk space and redirect libraries when need for disk performance; Redistribute
categories to other repositories when needed;

5. Monitor System messages sent to Administrator group message area;

6. Maintain the custom properties and set up new ones as directed;

7. Monitor Stopword files; and,

8. Provide recommendation to application developers and users to enhance application

performance._

C.6.3.2.7 ,Systems Administration"

The offeror shall install software such as Mezzanine, FileShare, and Foremost including new
releases and patches as well as any new products associated with ADAMS that reside on
the Server. The offeror will also install and provide production .control of all new releases of
the application software residing on the Server. This includes changes to the files structure,-
and default setting of Mezzanine..

In addition, the offeror shall: - •,

1. Diagnose and resolve problems related to the server, network, Mezzanine! . . .:::•!
FileShare, Microsoft SQL server, including interface with client, application - -
developer, and NT systems administrator to resolve bugs and error messages;

2. Integrate and test ADAMS related software with other packages on the server;

3. Write and implement server scripts if needed for such things as backup, AT jobs,
product outputs or any other function as related to the Mezzanine software including
Microsoft SQL Server;

4. Define printers needed for output as related to server and the Mezzanine. software;

5. Insure the production test environment is compatible with production; ""-

6. Release changes to production as approved by the ADAMS administrator; . -
7. Interface with the helpdesk, network operation center, support groups, et al; i;.!-

coordinate applicable activities with hardware and software maintenance contract .•.i.
personnel;

8. Make recommendations for new hardware, software, or procedures that increase
performance or availability;

9. Ensure that the operating system and FileNet server software in production is at a
supportable release;

10. Assist with testing of new releases of operation systems software with the application
and operating systems personnel to insure that FileNet software is compatible;

11. Allocate disk space and reformat disk space as need to ensure optimum
performance of the application;

12. Provide operator training and/or documentation for any production scripts, and
establish/maintain a CD/ROM library of installed software;
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13. Maintain and document installation information, trouble shooting techniques,
problems encountered, configuration information and default settings; and,

14. Set up and maintain clustered-servers.

C.6;.3 " Mainframe Administration-

The. NRC u~tilizes the Department of the Interior National Business.Center for payroll
services and the National Institutes of Health (NIH) mainframe for avariety of support"
systems.. Offeror personnel shall perform, at the minimum; the following tasks in order-to
ensure-optimum system support and availability of the Department of.-.Interior(DOI) and
National Institutes-of Health (NIH) IBM mainframe systems:

C.6.3.3. 1 ApplIication Support

The offeror shall respond to user. inquiries on technical matters such as: resolving_-
programming .anomalies, access to-and use-of equipment,- systems software;-and support
for vendor or third-party proprietary software: Th-e offeror shall work with the
telecommunications staff to facilitate communication setup and problem resolutions.

In addition, the offeror shall:

1. Rectify problems with communication setup as appropriate;

2. Allocate disk space for system file, users, and databases and their associated tables;

3. Interface with the NIH on behalf of the NRC as requested. These duties are
performed in accordance with the guidelines set forth by NRC;

4. Run the monthly timesharing cost reports and monitor account Usage and resource
usage;

5. Support Agency remote job entry (RJE) and IP print services, write and maintain
scripts to assist with print distribution and redirection;

6. Support file transfer to other agencies using various transfer protocols, such as
Systems Network Architecture (SNA), and TCP/IP;

7. Troubleshoot problems to determine if they are communications, hardware,
application, or system related. Discuss findings~with NRC Project Officer and
recommend corrective action;

8. Implement resolution and/or facilitate activities-of-_telecommunications-personnel or.
hardware/software vendor engineers, as appropriate;-•-

9.:: Perform impact analyses of proprietary and-systems• software upgrades to existing
applications as well as on new software and hardware;o:-

10. Develop and maintain data dictionaries as required;-...

11. Support, revise, and develop standards for database structures,' table and field
names, table relationships, and security protection:schemes;•-and, ..

12. Advise application developers on matters of database-.efficiency::and integration.7
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C. 6.3.3.2 Systems Administration

The offeror shall perform system administration duties to include disk pack formatting,
system generation, and device configuration as necessary. The offeror is also responsible
for allocating disk space for system file, users, and databases and their associated tables.
At award of this task, and when the NRC believes that changes are appropriate, the offeror
shall make recommendations on standards and procedures for performing system
administration and device configuration. The NRC will review, make recommendations for
adjustment and approve these recommendations for use. The offeror shall then use these
standards throughout the period of performance.

ln addition, the offeror shall:

1. Develop and maintain systems software, computer and telecommunications
hardware documentation, as required;

2. Load and test system software and system software upgrades as necessary;

3. Maintain operator proficiencies in the use of software, procedures and macros;

4. Facilitate the hardware maintenance vendor's diagnosis and repair of equipment by
running specific operating system software until repairs are completed;

5. Support, revise, and implement system safeguards such as directory structures,
access controls, and procedures;

6. Maintain user pro)files, support, revise, and implement standards for assignment of
privileges;

7. Develop a schedule to install and test proprietary and executive system software and
utilities that will ensure that all software revisions fall within vendor support windows,
provide the latest/most needed functionality, and at the most current patch levels;

8. Coordinate installation with programmers and end users after obtaining approval
from the NRC Project Officer;

9. Provide systems support to contract and in-house users of vendor or third party
related proprietary software;

10. Monitor system performance and identify system changes/modifications needed to
assure, systems are running efficiently and effectively. This is to include monitoring
disk usage and performance. Discuss findings with NRC Project Officer, recommend
corrective action, and implement resolution; and,

11. Develop hardware and software test plan and upon approval by the NRC, perform
hardware and software integration and testing.

C.6.3.3.3 Backup and Recovery

The offeror shall design and implement system backup and restore procedures to ensure
that the NRC systems are maintained with complete backup and have the ability to be
restored.

In addition, the off eror shall:

Page 84 of 215



33-11-325
Attachment A: Statement of Work

1. Perform a daily backup of NRC'S private Direct Access Storage Devices (DASD),
and/or as specified in NRC Backup and Recovery System documentation for the
backup system;

2. Enhance and/or~modify the backup and recovery programs as needed (with prior
approval of NRC Project Officer);

3. Maintain the inventory of backup data used by NRC ~at the ~NIH timeshare facility;
and,

4.. Maintain up to date backup data inventory, per the NRC Backup and Recovery
System documentation.

C. 6.3.3.4 Training

The offeror shall provide training to on-site personnel on the uses of new software,
procedures, and macros as implemented. The offeror shall be responsible for providing
system-support to NRC Computer Operations staff as needed to facilitate the successful
operation of NRC computer systems. The offeror shall provide any needed assistance to
NRC or other contractors in the transition of any of the listed applications to a new computer
environment.

C.6.3.4 HRMS

The HRMS systems currently consists of PeopleSoft, Human Resources (HR) and Time &
Labor and Benefits modules which interfaces with the HR/Payroll system running at DOI.
The current implementation runs on 3 Sun Enterprise 5500 servers using PeopleSoft 7.5,
Sybase ASE V12, Sybase Replication Server and Tivoli Workload Scheduler. The system is
currently undergoing an upgrade. The scope of effort includes the production, failover and
pre-production environments. Server Administration task information will be provided when
the new system is implemented.

C.6.3.4. 1 PeopleSoft ApplIication supp~ort

The offeror shall monitor the performance and availability of the application server and
process scheduler; review output files; perform migrations and debugging migration
problems. Run SysAudit reports; apply custom code updates and fixes as required; and,
document all PeopleSoft production procedures for the systems and data center teams.

C.6.3.4.2. Database Support

The offeror-shall perform all work necessary to maintain operability and integrity of
production databases~on HRMS production servers.

In addition, the offeror shall:

1. Par'ticipate in database design processes and recommend new-technologies; .

2. Install all upgrades and patches;

3. Maintain HRMS databases at the vendor supportable release level;•
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4. Recommend patches to the application support staff, discuss the implementation of
all upgrades and patches to the HRMS database servers and its impact on current
production systems;

5. Write and/or modify scripts that will be used to maintain and monitor the production
database activities. This includes scripts that monitor blocking processes, space
usage, database backup and database consistency checker;

6. Monitor production disk space for both usage and fragmentation and notify
application support personnel;

7. Coordinate with operating system staff in scheduling backup and restore of HRMS
database server and related file systems;

8. Write and maintain scripts and ensure that all COTS backup software correctly
backup and restore all databases and associated files;

9. Notify and coordinate all restores with application support personnel;

10. Manager and support all production replication servers;

11. Perform trouble shooting of the HRMS database server and it database issues
related to hardware or software;

12. Develop and maintain procedures for the HRMS database servers and their disaster
recovery; and,

13. Maintain and perform specified disaster recovery and failover procedures.

C.6.3.4.3 Disaster Recovery

The offeror shall provide support for failing over the production environment to the warm
standby environment located in a specific NRC facility or a primary disaster recovery site as
designated by the NRC. The offeror is also responsible for updating the failover
documentation as necessary to reflect current operational configurations.

C.6.3.4.4 Performance System Monitorinq,

The off eror shall work in concert with'the UNIX support team to isolate client, server and
database issues in a timely manner. The off eror also reviews system logs, emails and
performance data daily to ensure optimum system operation.

C..6.3.4.5 System Administration

The offeror shall install OS upgrades and security patches including new releases of Tivoli
Workload Scheduler. The offeror provides training to other systems staff and data center
operators as needed.

In addition, the offeror shall:

1. Create an automated mechanism (e.g. UNIX shell scripts) to monitor system and
application health that alerts systems and data center staff in the event of an error
condition;

2. Perform periodic refreshes of the Pre-Production environment as requested;
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3. Synchronize client files on remote servers and the failover system. Interface with the
helpdesk, network operation center to resolve problems;

4. Coordinate applicable activities with hardware and software maintenance contract
personnel;

5. Make recommendations for new hardware, software, or procedures that increase
performance or availability; and,

6. Maintain backup jobs and schedules. Add new jobs, or modify existing jobs as
needed

C.6.3.5 Production Database Management

The offeror's personnel shall perform all work necessary to maintain the operability and
integrity of production databases on all production servers. The following tasks are
associated with this function. This administration will be required for current and future NRC
production databases.

C.6.3.5. 1 ApplIication patchinq~

The offeror shall install upgrades and patches to the production environment. All databases
will be maintained at a vendor supportable release level. Patching must be maintained to the
service levels outlined in Appendix A: SM-SLA-O09: Service Design Lifecycle Support.

In addition, the offeror shall:

1. Recommend patches to the application support staff, discuss the implementation of
all upgrades and patches to RDBMS servers and its impact on current production
systems; and,

2. Assist in the check out process to insure that new releases do not impact the overall
production system or operating system.

C.6.3.5.2 Production Scripts

The offeror shall write or modify scripts that will be used to maintain, and monitor the
production activities. This includes scripts that monitor blocking processes, space usage,
database backup and database consistency checker.

In addition, the offeror shall:

1. Place into production and maintain any application specific scripts developed by the
applications support staff that are required to maintain the production application;

2. Automate error reporting to notify systems and data center staff;

3. Provide training for the data center operators to respond to the error messages by
facilitating escalation during off hours; and,

4. Maintain any scripts that are run on a regular basis that modify the data.
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C.6.3.5.3 Disk Space allocation

The offeror shall monitor the production disk space for both usage and fragmentation and
notify the application support personnel when either more space needs to be allocated or
when the existing space has become fragmented then increase or reallocate the space as
agreed upon with support personnel.

C.6.3.5.4 Database Desigqn

The offeror shall provide comments and information about the current productions system
and infrastructure to ensure that the new database integrates correctly into the current
env'ironment. The offeror shall also provide guidance and support to application developers
to improve application performance, debug application problems and provide guidance on
database security.

in addition, the offeror shall:

1. Make recommendations for new server and hardware to existing servers that will
increase performance and uptime;

2. Recommend new solutions and hardware as it becomes available; and,

3. Evaluate solutions with respect to the production environment and the infrastructure.

C.6.3.5.5 Backup and Recovery'

The offeror shall coordinate with Operating System staff in scheduling backup/restore of
RDBMS server related file systems. The offeror shall also write and/or maintain scripts or
insure that all COTS backup software correctly backup and restores all databases and
associated files.

in addition, the offeror shall:

1. Notify and coordinate all restores with application support personnel;

2. Manage Replication Server; and,

3. Maintain and support all production replication servers.

C.6.3.5.6 Troubleshootinq,

The off eror shall perform trouble shooting of the RDBMS Servers and its database issues
related to hardware/software. Problems on the production systems shall have trouble
shooting conducted with the assistance of Application support personnel when needed. All
problem resolutions will be discussed with support personnel to determine that the fix will
have minimally adverse impact on the application. The off eror shall also inform application
support personnel, the Production Environment Manager, and the Help Desk if any
problems occur and consult with them about the resolution of such problems.

C. 6.3.5.7 Documentation

The offeror shall develop and maintain procedures for the RDBMS servers and their
database disaster recovery. The offeror shall also maintain and perform specified disaster
recovery and failover procedures as well as maintain and document production installation
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information, trouble shooting techniques, problems encountered, configuration information,
and default settings.

C.6.3.6 NRC Web Servers and Three Tier Environments

The NRC Internal and External Web Sites reside on Sun. Unix platforms. Each web
environment consists:of a reverse proxy, a web server that also runs an application server,
two database servers and-an authentication server. The external web platform also includes
Cisco load: balancers. There are production;-test and development environments. The-
software currently consists of Solaris OS, Win2k, Sun iPlanet-, ColdFusion MN, Sybase, and
MS-SQL Server. The following are the minimumnsupport tasks required for this application.
The support of NRC Web services currently .includes the production systems, and
development environments.

C.6.3.6. 1 Web Server Support for iPlanet and Cold fusion

The offeror shall provide support for both external and' internal Web servers by monitoring
the performance, -reviewing ,system logs, andapplying security and functional patches.

In addition, the offeror shall:

1. Provide performance tuning and trouble shoot problems;

2. Manage the migration of application changes, patches and configUration changes to
production from the test environment;

3. Load software to the development environment and monitor the server;

4. Assist developers and testers during development phase; and,

5. Run and set up Web usage reports.

C. 6.3. 6.2 Performance and System Monitorin,q

The offeror shall monitor and analyze system parameters and interpret performance reports
to identify bottlenecks, predicate response time and throughput changes. The offeror shall
also provide performance tuning, make .recommendations for improvements, including
additional hardware or software that increase performance and maintain system capacity as
well as respond to messages from the web monitoring service.

C.6.3.6.3 Backup2 and Recoveri'

The offeror shall ensure system backup and recovery meets needs~of business. owner..The.
off eror shall also coordinate with and assist with Disaster Recovery planning and provide
assistance as needed for the disaster .recovery plan:

C. 6.3.6.4 System Administration

The offeror shall install upgrades-and security patches-for .OS and other system-software :
residing on the server. The off eror shall also write and -maintain system maintenance~jobs,
using shell scripts and PERL.

In addition, the offeror shall:

1. Coordinate hardware maintenance with vendor;

2. Configure and maintain Cisco:content switches;>
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3. Interface with Help Desk network operations center to resolve problems;

4. Coordinate with Consolidated Test Facility (CTF) as needed to move system into
production; and,

5. Coordinate applicable activities with hardware and software maintenance contract
personnel.

C.6.4 Wireless Communications Services

This section describes the specific requirements, using the NRC ITISS contract vehicle, for
managing and maintaining the Agency's wireless communications management in support
of the Agency's mission.

C.6.4. 1 Telecommunications Management and Oversiqht

The offeror shall provide telecommunications services in the form of technical advice and
assistance to the Government to ensure that telecommunications services that are ordered
meet the Government requirements and provide recommendations to the Government to
ensure that services that are no longer needed are removed.

Currently, the NRC BlackBerry infrastructure is divided among two separate contracts. One
contract supports the BlackBerry Enterprise Server (BES) environment, provisions BES
accounts, and manages the device policy settings. The other contract supplies devices,
service plans, help desk services, and maintenance of devices. This optional task
encompasses the device provisioning, service plans, help desk and maintenance piece. The
intent of the NRC is that, once this task is awarded, the services under this task will be
blended with existing tasks under the core services such as C,5. 1.1 BlackBerry, C.5.2.3.3
Service Asset and Con fiquration Management, C.5.2.2. 7 Supplier Management, C.5.2.4
Service Operation, etc.

In addition, the offeror shall:

1. Provide telecommunications billing analyses to ensure that the billing accurately
reflects what the offeror ordered on behalf of the Government and that there are no
erroneous charges;

2. Analyze and make recommendations to the Government on changes that should be
made to billing plans and devices with the overall goal to reducing additional costs to
the Government based upon usage information;

3. Brief the NRC Project Officer on IT/Telecommunications operating procedures on an
as needed basis and make recommendations to the Government on how to improve
customer services issues and internal processes;

4. Maintain accurate copies of the offeror's service agreements, contracts, and other
records with wireless carriers that specify the pricing, terms and conditions of,
wireless services providers that are procured under this contract;

5. Monitor offeror spending levels, service line counts, or other measurable indicators
that have been agreed upon between the Government, the offeror and the carriers;

6. Meet on a quarterly basis with the Government to develop strategies and obtain
guidance for dealing with carrier contract related issues, practical strategies for
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achieving optimal pricing or service terms, and methods to maximize negotiation
strength with carriers;-

7. Advise the Government on how their contracts or agreements might be impacted by-
changes •in the wireless telecommunications industry or by new wireless service
offerings -and -assist with developing strategies to include new, or terminate old,
technical services :into their carrier~contracts or agreements;

8. Perform database reconciliation and maintenance for the ICOD Computer
Operations and Telecommunications Branch (COTB) NRCSpace and .Property
Management System (SPMS) inventory holdings and Work order Processing and
Tracking System;

9. Update and maintain the Work order Processing and Tracking System in response to
work orders for those work orders forwhich the offeror is responsible for fulfilling;
and,

10. Develop documentation-or Standard-Operating Procedures (SOPs) that define the
offeror's use of the SPMS, Work order Processing and Tracking System and the
Telecommunications Expense Management tool and their use in the course of
providing services under the contract.

C.6.4.2 Prolect Status Reports

C.6.4.2. 1 Monthly Status Reports

The offeror shall provide a Monthly Status Report which shall cover activity of the previous
month and be delivered on the tenth workday of the current month. The report shall include,
but not be limited to:

1. The number of requests for property and property Control forms processed as
defined in the current SOPs;

2. The number of requests for repair/maintenance of trouble calls processed and their
current disposition as defined in the Telecommunications Service Center (TSC)
SOPs;

3. Equipment totals by carrier, manufacturer, and model which lists the number
received, number distributed, number excessed, number un-reconciled (location/user
unknown),and -the-number on hand (at the TSC, warehouse, and-other designated
NRC locations), recommendations for any additional purchases;

4. An updated list of deliverables with completed or scheduled delivery dates;-

5. Identification of un-reconciled equipment-items where."un-reconciled equipment"- is
defined as any equipment the TSC is unable to locate-the deviceeor determine that.
there was a properly signed NRC Form 1 19 (receipt for-property) in the TSC for.-a -

tagged and/or sensitive item;

6. Any problems, conflicts, staffing or other concerns and recommendations for
resolution;

7. Contract expenditures Fiscal Year to Date and-Contract to Date for both labor and-
other direct costs along with an end of fiscal year, projection based upon known
projects and current burn rate;
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8. Prepare monthly reports identifying billing and invoicing errors;

9. Prepare monthly standardized management reports detailing spending levels and
trends. Generate custom-designed and ad hoc spending reports at both a summary
and various organizational or financial account levels;

10. Deliver standard reports as specified by the Government in the contract. Delivery of
reports shall be facilitated by a web-based "download and save" capability through a
reporting portal or through direct delivery to the Project Officer and Contracting
Officer;

11. Provide standard reports on each of the reporting areas that details and organizes
the information by the Government's designated organizational breakdown or
reporting structure and wireless telecommunications service provider; and,

12. Provide standard management reports identifying the payment status of invoices,
balance of any obligated Government funds under the contract and any received
invoices awaiting payment or affected by a dispute or claim.

C.6.4.2.2 Weekly Status Reports

The offeror shall provide a Weekly Status Report due by close of business of the second
business day of each week that shall include, but not be limited to the following information
as required by the Government:

1. The number of services requests received via the NRC service desk service request
system. The Service desk is manned by another contractor and generates both work
orders and service request to which the offeror responds for

o Federal Calling Cards;

o Government Emergency Telecommunications Services cards;

o Cellular telephones;
o Wireless Priority Service;

o BlackBerry;

o International cellular phones or BlackBerry;

o Porting of cellular telephone numbers; and,

o Wireless cards.

2. The number of current International cellular telephone and BlackBerry devices on
loan;

3. The number of pending/outstanding service requests over one week old; and,

4. Identification of any reported lost or stolen devices from the Office of Information
Services/Telecommunications (OISTEL) property account as defined in the NRC
SPMS inventory listing.
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C.6.4.3 Telecommunications Support Services

Telecommunications support services are those services that are needed to support the
Government's requirements for property management, service and equipment ordering, rate
plan optimization, billing, billing verification, dispute resolution, support for billing analysis
and telecommunications services recommendations as requested.

C.6.4.3. 1 Maintenance of Property Managqement Records

The offeror shall update, on a daily basis, the telecommunications expense management
(TEM) tool and reconcile the TEM with the NRC SPMS database-(i.e..the NRC official
property database). The offeror shall~add additional fields to aid inproperty accountability as
necessary to the .TEM tool functionality to~meet the Government requirements.

C.6. 4.3.2 Wireless Hardware and services

The offeror shall perform the following types of general, support in accordance with SOPs.

1. Inventory and reconciliation of the wireless inventory of services and hardware in the
Office of Information Services (0IS) Infrastructure and Computer Operations Division
(ICOD) Computer Operations and Telecommunications Branch (COTB) NRC Space
and Property Management System (SPMS) property account and the
telecommunications expense management (TEM) tool;

2. Property storage and control of on-hand wireless hardware;
3. Service request processing using both the Government provided service desk ticket

request system and the TEM tool to process and fill the appropriate orders to meet
the Government's approved requirements;

4. Property distribution/return;
5. BlackBerry server support in the area of assisting the Government in identifying

service problems for the end users that may make their appearance known on the
server; such as a missing PIN, etc;

6. User device/service training to ensure that the user is familiar with the device they
are issued; to allow them to place and receive cellular calls; unlock their BlackBerry,
the procedures for charging and caring for the devices, etc;

7. Coordinating with the wireless carriers and the Government customer on the
movement of a cellular number from one device to another using the same carrier or
between carriers;

8. Pairing Bluetooth hardware (headsets, vehicle mount, vehicle charger, and GPS
navigation utility, etc.) with cellular devices when requested; and

9. Preparing cellular phones and BlackBerry devices for issuance in the fulfillment of an
authorized work order.

Currently, the NRC is satisfied with BlackBerry devices and the interconnections with the
agency's email system. The NRC is open to other mobile computing devices over~time (See -

C.5. 1.4 Personal Comp~utingj and Related Software Licensincj).• However,-the=NRC would like
to maintain a standard with a manageable set of devices and does not want to incur
significant costs or complexity associated with managing too many mobile platforms>..
C.6.4..3.3 Products and Services

The offeror shall Coordinate with various telecommunication carriers to provide to the NRC,:
wireless communication products and services that will coverequipment, service-plans,
delivery times, carrier related warranty information for new equipment and maintenance.
Following Government approval for a wireless product and-service, the offeror shall order.
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the approved wireless product/service with a normal delivery time of 3 to 5 business days. If
the wireless product or service is required immediately, the order shall be expedited. All
hardware becomes the property of the Government while the wireless plans will belong to
the offeror.

C.6.4.4 Telecommunications Expense Management Services

The off eror shall propose a Telecommunications Expense Management (TEM) software
solution that may be leased or owned by the offeror as an optional service to the
Government. If elected, the following shall be true:

The offeror shall maintain, on behalf of the Government, the cellular accounts and service
relationships with the carriers related to wireless services. The user community for the TEM
tool will be those offeror employees who, under this contract, require access tco perform their
duties; as well as authorized Government personnel who need to monitor their tasks as
performed under this contract. The offeror shall utilize TEM software which shall allow the
off eror to take necessary action to maintain an accurate master inventory of all wireless
devices and services in current use by the Government. Inventory accountability shall be
maintained from requisition through disposal or final disposition of the service line and
device.

In addition, the offeror shall:

1. Maintain and perform the moves, adds, changes, and deletions (MACDs) of service
lines and devices in order to maintain the accurate master inventory of services and
devices;

2. Generate and deliver to the Government inventory managers both standard periodic
inventory reports as well as custom-designed and ad hoc reports at both a summary
level and at various organizational or inventory account levels, depending on the
level of detail and information provided by the Government;

3. Collect, process, and validate paper and electronic invoices received from multiple
carriers in multiple billing formats against Government information, ordering records,
and wireless and land line contract or service agreement terms maintained in the
off eror's data system;

4. Audit all carrier invoices billed to the Government on a monthly basis in an effort to
realize audit savings on behalf of the Government;

5. Allocate cost information from the carrier invoices across the Government's
organizational units or financial accounts to provide increased visibility and accuracy
for the Government's cost and spend management functions;

6. Integrate invoice data with offeror's procurement and inventory management data
records to enable and support the spend, inventory and usage analysis by the offeror
and authorized ICOD/COTB/ Telecommunications Team (TT) personnel;

7. Support periodic Government audits of inventory accounts by providing inventory
listings and cooperating with Government audit officials as they perform their duties;

8. Provide recommendations for rationalization of rate plan types, number of service
lines with specific carriers, the number of total carriers, and other opportunities that
might lower total cost while maintaining or improving the quality of wireless service
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provided to the Government's users. Account and rate plan changes should be made
to lower future costs;

9. Continually track and report savings derived from the rate plan optimization efforts on
at least a quarterly basis;

10. Perform a comprehensive assessment of the Government's existing wireless and
land line contracts and agreements to identify improvement and cost savings
opportunities;

11. Make specific recommendations for rationalization of rate plan types, migration of
service lines between specific carriers, changing the number of total carriers,
changes in cellular plan contract terms & conditions, and other'opportunities that
might lower total cost while maintaining or improving the quality of wireless and land
line service provided to the Government's users;

12. Work with the Government to carry out and implement approved contract
optimization recommendations, changes, and sourcing/competitive bidding among
carriers intended to lower overall total cost. Track and report savings derived from
TEM contract optimization efforts;

13. Provide a centralized web-based ordering portal to facilitate the requisition of new
wireless and lahd line services (future), devices, and accessories from Government-
approved suppliers;

14. Provide automation of procurement transactions across multiple wireless carriers
including MACDs and their necessary Government coordination and approvals;

15. Integrate and align ordering and procurement processes with Government personnel
and manpower systems taking into consideration multiple approval hierarchies and
functional or business units;

16. Track orders and change orders from order initiation through delivery and entry of
the asset's information into the Government approved property management system;

17. Provide Government-specific help desk support Monday-Friday between the hours of
7:00 a.m. to 5:00 p.m. (EST) to assist Government customers and
telecommunications managers with Procurement and ordering support;

18. Provide ongoing services to receive, validate, code for chargeback, and, pay (upon
receipt of Government funding designated-for payment) all wireless
telecommunications service.provider invoices;

19. Provide on-going support services asnecessary to update and maintain the
accuracy and currency of account lists; supplier, and-Government information in the
TEM provider's data and payment systems as directed by the Government;

20. Assist the Government by-identifying opportunities and facilitating account-
consolidation efforts with individual wireless providers to streamline payment
processes;.

21. Collect and prepare support material necessary to file-and defend claims submitted
to the carriers for billing and account corrections;
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22. Research, review, dispute, and track all potential billing errors and represent the
Government as an authorized agent with all carriers and wireless
telecommunications suppliers; and,

23. Submit written claims to carriers (both landline and wireless) and suppliers, including
reasonable and necessary support documentation, to identify and recover any
claimed amount for the Government. Handle and track all claims through final
resolution.

C.6.5 Software License Management

This section describes the specific requirements, using the NRC ITISS contract vehicle, for a
comprehensive inventory of Agency software licenses, the negotiation and management of
those licenses, and the Agency-wide procurement and distribution of software.

C..6.5. 1 Software Inventory

The offeror shall conduct a series of interviews and reviews to develop a comprehensive
inventory of all software licenses owned by the NRC for both commercial-off-the-shelf
software (COTS) as well as custom developed software.

The offeror shall use automated discovery tools to determine what software is installed on
the NRC ITI to assist in the inventory interview process, and to confirm what is discovered in
those interviews. The offeror shall ensure that multiple methods are used to determine what
software is actually installed on every computer (i.e. Add/Remove Programs, MSI Database,
EXE/DLL Header information, Windows Registry, etc.). The offeror shall reconcile the
electronic inventory with the physical inventory and identify any discrepancies.

The offeror shall include any offeror-controlled software assets in this software inventory
exercise.

The offeror shall provide a detailed report of the inventory to include software licenses
owned by the Agency that are not installed on Agency computer systems (over-licensing),
software installed on Agency computers that are not properly licensed (under-licensing), and
physical locations and holders of all software licenses.

C.6.5.2 Planning and Design

The offeror shall make recommendations on how the NRC should centrally manage its
software assets. These recommendations shall include the steps necessary to move from
the current state of software management to the desired state of central control.

The offeror shall make recommendations for how the NRC should negotiate enterprise
license agreements with COTS software vendors. The offeror shall make recommendations
related to best practices for software as a service, software ordering, virtual desktop access,
and other approaches to maximize user access to software tools and manage software
costs effectively.

The offeror shall recommend multiple alternatives, with a preferred approach, for how the
software inventory will be kept up-to-date. This approach will take into consideration the
various software needs of NRC IT users and existing process workf lows.

With NRC approval, the offeror shall implement, maintain, manage, patch, and upgrade the
recommended Software Licensing management approach.

Page 96 of 215



33-11-325
Attachment A: Statement of Work

C.6.5.3 Software License Manaqement Tool

The offeror shall recommend the appropriate tool or tools to manage Agency software
license and asset information. This tool shall integrate with the offeror's configuration
management database that is used under the ITISS contract. At a minimum, this software

•will track software licenses, computers that software is installed upon, Users with access to
software, vendor information, software version and upgrade information, and physical
location of license (if any).

With NRC approval, the offeror shall implement, maintain, manage, patch, and upgrade the•
recommended Software License Management tool.

C.6.5.4 Enterprise License Vendor Management

The offeror will assist the NRC in negotiating with sof tware vendors on obtaining enterprise
licenses for Agency software. In those circumstances where it is inappropriate to seek an
enterprise license, or the vendor does not offer an enterprise license, the offeror shall work
with vendors and the NRC to obtain the most suitable license arrangement possible (i.e.
Concurrent User, Per Server, Client/Server Access[CAL], Volume, etc.).

The offeror shall also track and assist the NRC with the management of Vendor agreements
for software licenses.

C.6.5.5 Software Cataloq

The offeror shall provide, manage, maintain, and keep updated a comprehensive list of
software that can be purchased by NRC users through the ITISS contract. The offeror shall
integrate this Software Catalog into the IT service Catalog that is maintained by the offeror.

The offeror will provide, as a part of the Software Catalog, an automated mechanism for
users to order software for their use. Users will be able to track the progress of their order
through submission, to approval, and through installation.

The offeror will work with Agency program and support offices and will integrate their
approval workf lows into the software ordering process. The offeror will interface with Agency
financial management tools to track the funding available for software purchases and the
purchase of software licenses.

Once a user's request has been approved, and funds have been made available, the offeror
shall procure the appropriate software license and make the software available to the user
(including distribution to remote users). The offeror shall notify the user of software
availability, and will follow-up with the user to make sure that the user can access the
software and that their request wasrmet.

The offeror shall record the license purchase in the Software License Management Tool and
track the license through its lifecycle.>

C.6.5.6 Usagqe Reportingq and Auditinwq

The offeror shall be able, at any time, to produce:reports related to software licenses at-the-
NRC. The reports shall link specific licenses to where those licenses are being used and by.
whom.

The offeror shall report any license breeches;,.whenever they occur to the NRC Pr'oject-
Manager.
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On a monthly basis, the. offeror shall provide a report of software in use, including the
number of installed copies of that software, the total number of software licenses allocated,
and the number of software licenses actually being used. The offeror will provide a separate
monthly report of any unused software licenses, by product, itemizing the total number of
licenses available. This shall include tracking multiple users and/or concurrent usage data,
including usage for applications hosted in a Citrix environment.

The offeror shall make quarterly recommendations as to changes in the Agency's licensing
approach. The offeror shall track changes in licensing practices by vendors and look at
trends in Agency user software purchases. As the Agency's software Portfolio matures,
there may be opportunities to save on software costs or modify the Way in which software is
delivered. The offeror shall evaluate these changes and make recommendations for best
practices for software management on an on-going basis.

The off eror shall perform an annual physical audit of software licenses in the Agency. This
physical audit will be compared to both an electronic audit as well as the Software License
Management Tool maintained as a part of the configuration management database. A
complete report of any discrepancies between the physical audit, electronic audit, and
CMDB will be provided by the off eror.

The offeror shall make recommendations for the retirement of software assets based on
trends in the annual audits and monthly usage reports. The offeror shall be guided by
Agency Technical Reference Model recommendations for software retirement, and support
the Agency's effort to remove these recommended software products from the environment.

See sections C.5.2.5. 1 Centralized Reportingj and Ap~pendix E: Rep'orting Requirements for
a greater understanding of NRC's general reporting requirements.

The off eror shall be responsible for ensuring that the software on all computing devices
(desktops, laptops, servers, BlackBerrys etc.) is fully licensed. The offeror shall be financially
responsible for any license non-compliance for offeror-managed software packages. Audits
of software licensing will be performed on all devices by an independent verification and
validation contractor. The offeror shall bring licenses into compliance for any discrepancies
identified in those audits for offeror-supplied software packages.

C.6.6 Safegquards Local Area Network and Electronic Sate Services
This section describes the specific requirements, using the NRC ITISS contract vehicle, for
providing O&M services for the Safeguards LAN and Electronic Safe (SLES) system.

It should be noted that secure wireless access described herein is specific to the SGI LAN
and is distinct from wireless access within the NRC or remote access to the NRC for
Personal Computers.

C.6.6. 1 General

The SLES consists of two distinct components, SGI LAN which operates as a General
Support System (GSS) and E-Safe as a Major Application on the SGI LAN. The SLES
provides a secure communications platform for the authorized users to access, create, and
collaborate on SGI. Technically, the system consists of backend equipment located in
secure server rooms connected via encrypted wireless or wired links to thin client devices at
the users' desks. KVM switches are used to isolate the SLES network from the NRC
network at the user's workstation along with strong user authentication controls through
Smart Card, NRC Managed Private Key Infrastructure (MPKI), and hardened network
operating systems. Network connection to users in the Regional offices and NRC Inspector
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Offices at the power plants is through NRC's LAN/WAN routers using system-specific
TCP/IP VLANs and users outside of the NRC network through VPN.

This task consists of, but not limited to, .system and security administrative activities, tasks
and activties for maintaining the SLES equipment Hardware (HW) and Software (SW) with
the exception of the E-Safe Record Management softwareadministration and SG[-
documents and records residing within E-Safe repository. The SLES-equipment HW and SW
includes the SLES equipment deployed at the user's desk (Thin client terminal, KVM switch,
etc.) as well as the-infrastructure equipment (Wireless Access Points, controllers, switches
and routers, :etc.). Tt-e offeror shall~be also responsible .for providing Help Desk and
operational user-support services for SLES. The offeror shall ensure that both key and:
backup personnel are committed in providing operations and maintenance support services.
during service hours as indicated under. C.5.-1.5 Network Comp~onents. All service requests
(telephone call, email, or other means of communication) must be responded to by the
offeror within a 60 minute time-frame from the time that the service request was received.

In case of emergencies or for reasons related to system repair/maintenance, .the off eror may
be called or required to work at any time.

In addition, the offeror shall:

1. Maximize the availability of the SGI Wireless Network (i.e. minimize the length and
frequency of service outages);

2. Minimize the discrepancy between date of a given scheduled system backup and
date on which that system backup occurs; and,

3. Minimize the time from when an unusual file storage growth pattern is identified to
when the appropriate staff members are notified.

C.6.6.2 System Administration

Monitoring the performance of all SLES back-end servers and other equipment, systems
programming and configuration management, database administration, security hardening,
building of new servers, hardware/software configuration, system backup and restore,
system review and making recommendations for performance enhancement are included
under this task.

C. 6.6.2..1. Performance Monitoring.
Thie offeror shall continuously monitor the performance-of all SLES system hardware and
software with the exception of the Record Management software; to identify and resolve
problems that may arise on a daily basis. This includes monitoring and testing of new or
additional servers and equipment that may be added~as part. of the network system. The
offeror shall be responsible for monitoring and testing of the Wireless Access, Points (WAPS)-.
for bleed outside of the facilities approved for wireless SGl processing. Bleed shall not be .
more than 10-15 feet outside the approved buildings. Th'e- system administrator, shall, review
all application specific logs associated with the servers ,(i.e. server logs, database logs). The-J
off eror shall notify the NRC project officer of any problems identified and obtain approval
from the NRC-project officer before taking actions for resolving them: All incidents,-•issues--or:
concerns must be recorded by the off eror in the "Maintenance and-Activity Log".
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The system administrator shall monitor Central Processing Unit, memory and disk
performance of all system servers as it expands from the current stage of development to
deployment at the regional offices and other authorized Federal, State and Local Government
Agencies and Licensees.

The administrator shall look for any unusual activity that may represent potential threats or
issues with system performance.

The offeror is responsible for maintaining a proactive security stance by accurately
documenting routine and non-routine actions occurring on all SLES servers. The
Maintenance and Activity Log shall be kept updated for all SLES system servers. All issues
identified as a result of these activities will be escalated following the procedures outlined in
the system Operations Manual.

The system administrator shall also document all system abnormality occurrences that
cannot be accounted for in the audit logs. The information recorded will include the name of
the server, the name of the administrator, the date of the occurrence, the details of the
abnormality, any actions taken to remedy the situation, whether or not further action is
required.

C.6.6.2.2 Backup

This task consists of producing daily (Monday - Friday) incremental tape backup of all the
SLES servers and a full backup once a week. System backups must be retained for a period
of at least one month on tapes or data mirror server.

The Offeror shall be responsible for managing the rotation (shipping and receiving) of the
backup tapes to a geographically remote loca~tion from the NRC Headquarters for storage.

C&66.2.3 Recovery

This task ensures that the data is recoverable from the backup tapes.

The offeror's designated system administrators (may be referred to as the system
administrator, administrator or offeror hereafter) shall perform verification tests to restore
several different files from the tapes to temporary directories on various servers. The
verification test may be performed on the SLES test and development environment when
available. Temporary files will be deleted after verification is complete.

Verification tests of the backup system must be performed at least once every quarter and
shall be documented in the Maintenance and Activities log. Procedures for data recovery
"verification" test shall be developed and presented by the offeror to the SLES project
manager and the Information System Security Officer (ISSO) for approval.

C.6.6.2.4 Image Backup

The offeror shall maintain a standard user and kiosk terminal images on backup tapes once
a week in order to capture and maintain standard configuration of the terminals.

The system administrator shall identify the standard user and kiosk terminal that the images
will be made from. Using the Rapport utility, the system administrator shall create (read) an
image of the target user desktop terminal for storage and distribution. Device identification
numbers along with the users ID and all other device deployment related data are
maintained by the SLES the system administrator in the Rapport server.
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C.6.6o.2.5 Database Administration

The offeror shall provide database (SQL server) administration functions on the SLES
system. This task includes database structural maintenance activities, adding tabies and
repositories as needed as well as first line database related support to users,
troubleshooting user issues,.administering user privileges and assistance to users in
generating reports. N RC project manager.andlISSO approval must be obtained before
changes are made to the database.

C.6.6.3 User Support

C.6.6o3. 1 Access

The offeror's designated security administrator, shall administer user registration (addition
and removal of users) based on established procedures outlined in the SLES Operations
Manual. The off eror must also maintain an active SLES user list. This activity includes set up
and removal of the SLES user desktop equipment. In conformance with NIST standards, SP
800-53, separation of duties through system'access authorization must be assured between
the system administrator and the system-security administrator who is in charge of access
card issuances/cancellations and the system access control administration.

C.6.6.3.2 Helpdesk Support

The offeror shall provide help desk services through an NRC established phone number and
email. Dedicated on-site staff shall be available during the core hours of 7:00 am through
5:00 pm EST. In addition, the offeror shall be on-call and may be asked to support users at
any time after the business hours (24 hours/day 7 days per week/365 days per year) as
requested by the project officer and in case of emergency situations.

The help desk staff shall be responsive to all SLES user requested assistance or reported
.problems related to the use of the network system.

The service requests may be related to users' registration, smart-card issuance or other
concerns surfaced during the audits of the security and system logs. The help desk log shall
be a source of information about the actual performance of the system. It must reflect not
only the issues reported by the users but also the solutions and the type of actions taken.

SLES Kiosks, which are accessible by all system authorized users have similar equipment
to those at individual user's desktop with certain Input/Output peripherals such as CD and
DVD and floppy drives and high speed printer.

The offeror shall~maintain all Kiosks (HQ and Regional) operable and respond to all Kiosks
related reported problems or service requests by the users in the same way as other service
request described above. A record of each service request or reported problem or incident
related to Kiosk~equipment must be. kept~in the Maintenance and Activity Log by the offeror.

The help desk staff shall manage:

*Interface with users and respond to or coordinate actions in response :to users
request for assistance

*Interface with ISSO, NRC Project Officers, System Administrator and other offeror
resources on all operation issues

*Coordinate activities with other NRC offices as needed as instructed by the NRC
project manager.
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The help desk staff shall interface and coordinate activities with NSIR E-Safe
processing center in the following areas:

o Process all non-duplicate SGI records submitted for processing into E-Safe

o Provide priority E-Safe support during an Incident Response while the
Agency is in a Monitoring or Activation mode

C7.6.6.4 System maintenance

The offeror shall maintain all SLES hardware and software on a regular basis in order to
ensure continual and reliable system operation. The term "maintain" includes all activities
associated with diagnostics, repair or replacement, modification or update and enhancement
deemed necessary on the system hardware and software.

The offeror is required to upgrade/refresh system hardware and software to ensure
appropriate maintainability and IT security controls. Hardware and software should not be
allowed to become unsupported or insecure.

In the event that equipment manufacturer or vendor assistance or services may be required,
the Offeror must first receive approval from the NRC project manager for the
intervention/service. Procurement of vendor services and all replacement parts or
equipments are the responsibility of NRC. However, the offeror is responsible for providing
the exact technical specifications and all other necessary information for procurement of the
needed parts and/or services and keeping track of the service coverage warranties and
service contract already in place or to be procured for all SLES hardware and Software.

The offeror shall maintain all servers and other equipment such as the data storage devices,
infrastructure equipment (Cisco switches, Cisco Wireless LAN Controllers and Wireless
Access Points) and the users' desktop and kiosk equipment.

The SLES user desktop equipment consists of a thin client terminal, and a (KVM) switch.
SGI LAN Kiosks which are accessible by all system authorized users have similar
equipment to those deployed at the user's desktop with certain I/O peripherals such as CD
and DVD and floppy drives and high speed printer, 'plotter or/and scanner.

The offeror shall maintain all SLES main server room equipment, floor equipment, and
desktop equipment deployed to the users. The offeror shall also maintain all other system
related equipment to include the COOP and DR system and components, which are located
at an alternate site.

System maintenance also includes all required activities in response to the Plan of Action
and Milestones (POA&M) which are required to be completed in order to maintain the ATO
for the SGI LAN and the E-Safe. The offeror shall evaluate the required actions and present
a detailed execution plan for each of the actions to the NRC project manager for approval
before taking the actions.

Following is the list of scheduled maintenance activities which shall be part of the offeror's
responsibilities and duties under this contract:
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The system administrator shall review all application specific logs associated with the server
(i.e. 1IS logs, database logs, etc.). The system administrator is considered key personnel
with back up to assure duty coverage at all times.

The system administrator shall review and archive all applications security and system logs
associated with the operating system. The system administrator checks for errors, warnings
or other events and evaluate if the issue needs to be escalated. Additionally, the
administrator shall inspect the logs for potential issues including access attempts (invalid, or
valid, after-hours access) and unusual activity. Any significant findings are reported to the
SLES designated NRC ISSO and the NRC Project Officer for evaluation and if necessary
escalated according to the procedUres outlined in the SLES Operations Manual.

In the case when logs were found to be disabled or inoperable on the system, the system
must be shut down or interrupt services according to the procedures outlined in the SLES
Operations Manual document. The Project Officer and the designated SLES ISSO shall be
notified by the offeror before appropriate actions are taken to remedy the situation. When
audit logs are returned to normal state, the system administrator may restart or resume
services.

The system administrator shall review security sites for vulnerabilities: www.ciac.org,
www.cert.mil, and all appropriate vendor sites. The appropriate vendor sites include all sites
for both the operating system and applications that are running On the server(s). These may
include www.microsoft.com, www. BEA.com and others.

The system administrator shall evaluate and apply system or application patches as
appropriate. Only after NRC approval following the change control procedures in the
Configuration Management Plan (CMP), the patch may be installed on the production
system.

The system administrator shall monitor RAID integrity and drive availability. Any hard drives
that fail will be replaced. Replacement of failed devices must follow Configuration
Management procedures outlined in the system Configuration Management Plan.

The system administrator shall verify that system backups have occurred as scheduled. The
administrator shall notify the NRC project manager if backups have not occurred and
proceed by either running new backups immediately or troubleshooting the issue and
running the backups as soon as the issue is resolved.

The system administrator shall change application passwords when any privileged users
leave with NRC project manager approval.:

C,6,6.4,2 Weekly

The system administrator shall update anti-virus definitions whenever new profiles-become
available.

The offeror assures that system backup tapes and other~media not being used. are stored-
outside of the server room and rotated on a regular basis. Specific procedures to be ,
followed by the offeror for the handling, storage and the rotation of the backup tapes and
media are outlined in the Operation Manual..

The system administrator shall monitor servers' memory storage/used disk space, and
delete temp files as necessary. The system administrator:shall notify the NRC project
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manager if network resources are being diminished in an unusually rapid fashion or if
resources are running low on any device.

The system administrator shall reboot servers (if necessary) and ensure system comes back
online and operates normally.

The system administrator shall check management workstation access logs for activities and
verify that the usage is not unusual.

C.6.6.4.3 Monthly~

The offeror shall manage the privileged group accounts access.-

The administrator shall monitor activity on user accounts and disable those user accounts
that have been inactive for at least 30 days.

The system administrator shall perform a network system scan using NRC CSO scanners
and analyzers, DISA Gold Standard to check for network vulnerabilities on the production
servers. Any vulnerability found during a scan will be reviewed and acted upon as necessary
and in the appropriate time frame according to NRC policy, and the SLES policies on
Configuration Management.

C.6.6.5 Server Shutdown/Restart-
The Offeror shall be responsible for performing system shutdown and restart. System
shutdowns may be required as a planned or unplanned event. Planned servers
maintenance shutdowns and other orders may be performed providing that they are pre-
approved by the NRC project manager and the NRC ISSO and at least a 24 hours notice is
given to the system owner or the designee, the users and other stakeholders. Unplanned
shutdown events could be the result of server failure or administration events such as virus
infection, audit log failure, loss of power, or security incident investigation. In the event of a
power outage, the SLES will rely on an uninterruptible Power Supply to provide one hour of
backup power. This will allow enough time for a graceful shutdown'of the servers to prevent
loss of information. In the case of either planned or unplanned events, daily maintenance
logs must be annotated with the cause and purpose of the event. The NRC project manager
and NRC ISSO must be notified in all cases of unplanned shutdown events and it will be the
administrator that can authorize restart of one or more system servers.

C.6.6.6 Disaster Recovery

The offeror shall be responsible for taking the following actions in case of a partial or total
interruption of the SLES system operation as a result of system equipment failure due to an
unforeseen event.

The system administrator shall determine the causes and the extent of the damage to the
SLES system and shall submit a remediation plan of action to the NRC project manager for
approval.

The system administrator shall prepare a list of accredited hardware and software to NRC
project manager for procurement. Once HW/SW is replaced or (re-)installed, the system
administrator must perform all necessary functional tests to ensure that the system is
functioning properly.

The system administrator, the ISSO, and NRC project manager shall determine what (if any)
content on the SLES must be restored from the backup device/tape. Once the data is
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restored the administrator must perform necessary test to ensure data integrity and total
system restoration. The restored content is made available to the SLES users.

All backup and recovery efforts will be documented in the maintenance and activity log.

The NRC3 desires to improve the availability of the SLES system through redundancy and
intends to develop a failover solution as resources allow. Upon request by the NRC, the
offeror shall provide a failover solution for SLES. If accepted, the offeror shall maintain the
failoverequipment using the same standards as outline throughout this section (03.6.6).

C.6.6. 7 Configquration Management

The configuration management and change control processes are documented in the SLES
configuration management plan. The off eror must follow the policies andl procedures
outlined in this plan to record any changes in the SLES equipment baseline configuration
including operating system and all applications including E-Safe servers. The ISSO is
responsible for the security posture of the system. Any changes to the system security
posture must beapproved by the ISSO. The offeror shall not make changes to the system's
security posture without theappropriate involvement and approval of the Change Advisory
Board which includes NRC3 project manager, ISSO, and Senior Information Technology
Security Officer.

The offeror shall update the SLES Configuration Management document to reflect all
approved configuration changes in the SLES servers, networking equipment, controllers and
users' desktop and kiosk equipment.

See section C.5.2.3.3 Service Asset and Confiquration Manaqement of this SOW to obtain a
greater understanding of the NRC's configuration management requirements. It is expected
that the asSets managed under this task will be managed centrally with all of the other NRC
ITI assets.

C. 6.6.8 System Documentation Reference Update

The following is a short list of important reference documents that must be reviewed and
updated by the offeror periodically.

1. Risk Assessment *

2. Configuration Management Plan

3. System Security Plan*

4. Operations Manual*

5. User's Guide

6. User's Desktop Reference

7. Administrator's Guide

* Safeguards Information.

The offeror shall make the necessary changes or updates to these and other.existing
system documentations at the request of the Project Officer. The changes or~updates to
these documents and other may be required as a result of system configuration changes~or:
actions taken in response to the SLES (SGI LAN and E-Safe) POA&M's to maintain the
system -ATO.
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Every time a change or update is to be made in an existing system document, the following

steps shall be followed through by the offeror:

* Necessary changes are made in draft form

* The draft document is submitted to NRC project manager for concurrence

* NRC approved changes are added to the appropriate document

C.6.6.9 Status Meetings

The offeror shall schedule, prepare and conduct bi-weekly status meetings with the NRC
SGI LAN project management team during which system operational status and the O&M
tasks under contract are presented and discussed. The offeror shall produce minutes of
each meeting and shall submit them within three days after each meeting to the Project
Officer for concurrence.

At the request of the NRC project officer, the offeror may be requested to attend other
meetings related to the operation and maintenance of the system. At a minimum, there will
be one system review meeting conducted per quarter throughout the life of the contract that
must be attended by the offeror.

The offeror may be requested by the Project Officer to document/produce minutes of these
meetings. .

I••tem • "•q;::I •:;"•> •!• ''••• ........De..........erable ,•,.. ,: , 2..:•,...,.• ,:,., flelve" Schedule........ !'• -!,, ....

1 Meeting minutes anid presentation Bi-weekly

2 System review report/minutes Quarterly

Monthly Status Report
The offeror shall provide a monthly status report to the NRC project officer and the
contracting officer by the 10th day of each month.

The monthly project status report must include at the minimum the following information:

1. Highlights of important activities/events which occurred during the reporting period.

2. Staffing plan and changes

3. Current tasks and deliverable status. This shall include the cumulative and current
hours of each labor category spent on each task.

4. Projected activity plan for the next reporting period.

5. Up-to-date financial status to include prior, current and anticipated expenditures.

Additionally the offeror is required to produce a one page dashboard view of the SLES
system status for NRC management on a monthly basis. The offeror may also be requested
to produce a quarterly newsletter to communicate the status of system operation and
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development/changes, deployment, and migration efforts. The offeror shall report on
document count, user adoption rate, files created per month, files uploaded and retrieved
per month, help desk calls and other information as requested by the project officer.

C.6. 7 Technology Assessment Center -

The Technology Assessment Center.(TAO) Lab is used for early testing and assessing of
new and emerging technologies that have not been approved-for use in the NRC's
production environment. Within the TAO environment, NRC customers conduct pilot studies,
investigate new technologies,; and identify how selected technologies might support NRC
operations. After- atechnology has been successfully tested in the TAO, the results of that
testing may be used by an NRC office to develop a business case to support further testing,.
and eventual implementation of that technology within the production environment. The work
conducted in the TAO helps maintain and update the NRC's IT Technology Road Map for
infrastructure investments and the Tdchnology Reference Model, both of which are
elements of NRC's IT planning process.

The TAO lab consists of approximately 40 devices, primarily workstations, laptops, servers
and network hardware. Most workstations and servers are Microsoft Windows/Wintel based,
but they also include Red Hat Linux systems as well as Cisco network infrastructure. The
TAO is not connected to NRC's production environment, to ensure that testing cannot
interfere with NRC's operations.

The current TAO network infrastructure includes Cisco routers and switches and a Cisco
ASA 5520 firewall, network attached storage, Domain Name Server (DNS) devices, and
other hardware. On the Windows Intel side, most of the machines are Intel Pentium-class
running Windows XP or Windows Server 2000/2003.

Operating systems now used in the TAO include: Microsoft Windows 2000/2003/XP/ Vista,
Cisco lOS, Red Hat Linux, and VMware ESX. Databases now in use are Microsoft SQL
Server 2000 and 2005, although Oracle will soon be introduced. Other software and
hardware used in the TAO include but are not limited to: Microsoft Office, Microsoft Active
Directory, Microsoft Office Sharepoint Server, Microsoft.Terminal Server, Microsoft
Exchange/Outlook, Citrix MetaFrame, vmWare, Macromedia ColdFusion, Infoblox DNS
appliances, Ironport mail gateways, Bluecoat proxy, Cisco ASA firewalls, Symantec Ghost,
Symantec backup, Symantec.Antivirus, Patchlink,. However, the NRC and the TAO
environment are constantly evolving, and the TAO will continue to introduce new hardware,
platforms and software applications.

The offeror shall provide all necessary personnel, labor, travel, and supervision necessary to
support the activities of the TAO environment. Other IT engineers with specialized skills shall
be made available by the offeror as needed. Engineers with specialized skills will be
provided through T&M arrangements with the NRC under the Integration task described in
the Core Services section..

The lead-engineer and other off eror staff, will be responsible for. configuration, hardening, -

testing, provisioning, integration, installation, documentation; troubleshooting,-operation;
monitoring,, security and maintenance of the networks and computers (hardware and
software) in the TAO. This includes system installation, hardware/software support, problem -
tracking and reporting, backup, emergency planning, router and network maintenance,..'
hardware/software inventory, tracking of software licenses and support~agreements..

The lead engineer and offeror support staff shall develop and maintain documentation,-
procedures, inventory information, and operational plans for TAO equipment and activities.-

Page 107 of 215



33-11-325
Attachment A: Statement of Work

The support shall include developing and maintaining hardware/software inventory records
and documentation for individual TAO systems and network configurations. They shall
support NRC in the preparation of security documentation for the TAO, and for technologies
tested in the TAO. They shall prepare procedures for the operational and maintenance
support of the hardware, software, and peripherals, including recordkeeping.

The support shall include, but not be limited to:

1. Network administration for TAO networks, and systems, operational and
maintenance support for TAO activities;

2. Support for IT assessments, pilot studies and IT demonstrations, and assistance in
the development of related documentation;

3. Configure and install IT resources in the TAC, including hardware, software
(including upgrades and patches), networks and peripherals;

4. Maintain connections and cables between workstations, servers and supporting
peripherals. Configure new hardware into existing IT system environment networks;

5. Install, configure, and support Cisco, Linux, and Wintel hardware, operating systems,
and application software in the TAO, as well as supporting hardware such as
scanners and printers;

6. Test IT installations, IT upgrades, or reconnected equipment and software in the
TAO in accordance with relevant NRC IT and IT security directives and procedures;

7. Provide TA-A user support associated with the use of network services, security, and
Internet access, including use of FTP, Telnet, Citrix and other remote access
methods;

8. Provide problem or fault iclentification, problem tracking, and resolution, and
maintenance of TAO Linux and Wintel network infrastructure and components;

9. Assist in preparing security documentation for the TAO, and participate in security,
emergencY preparedness, continuity of operations and other security activities,
documentation and audits for the TAO as required by NRC's IT security procedures.

10. Coordinate and assist OIS staff and other contractors in implementing connectivity
initiatives and testing new versions of operating systems and hardware, software,
and peripherals.

11. Develop and maintain an inventory of TAO IT hardware and software. Conduct semi-
annual audits to verify inventory information.

12. Document and maintain a listing and graphical representation of the TAO IT
environment.

13. Develop an archive and retrieval plan for IT system and application data backup and
recovery for the TAO. Perform LAN Administration services for the TAO, including
monitoring and managing file server disk space, and monthly backups.

14. Monitor IT hardware and software maintenance agreements or contracts, and track
software licenses associated with the TAC.
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Additional Data Center Software and Hardware:

Operating Systems

Windows 2000 Server and Advanced Server

Windows 2003 Server and Advanced Server

Windows 2003 Cluster Server

Windows 2008 Server

Windows 2008 Server with Hyper-V

Solaris 8,9,10

HP-UX 11

Red Hat Linux Enterprise Server 5

IBM OS/390

VMWare ESX 3.5

Databases

MSSQL 2000

MSSQL 2005

DB2

CA-RAMIS

Sybase 12.5

COTS Applications

MS IIS 5 and 6 web server

PeopleSoft 7.6 and 8.9

SunOne Web Server (Iplanet)

Apache Web Server

MS Sharepoint Enterprise 2007

MS Project Server 2007

MS Biztalk 2006

Macromedia Cold Fusion MX
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Filenet Pariagon Content Services

Filenet Panagon Web Publisher

Filenet Web Services

Citrix MetaFrarne

Convera RetrievalWare

Jboss

Tuxedo

WebLogic

Lotus Notes

Crystal Reports Enterprise

Avepoint

WebTrends

Symantec Enterprise Virus Server

NetApp ReplicatorX

AINS FOIA Xpress

IBM Rational Suite

Suresync

Veritas Volume Manager

Tivoli Storage Manager

Tivoli Workload Scheduler

IBM Rational ToolSet

MS Visual Source Safe

Documentum Foremost

StorageTek ACSLS

WSFTP Server

WSFTP FTP Sync

RACF

X-Windows

TSO

WYLBUR

Voyager

AnyQueue
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VPS (VTAM Printer Support)

NIH SILK WEB

Tools.

Unix shell scripting

PERL scripting.

Whats .Up. Professional

Visual Basic scripting

WinBatch scripting

Window command scripting

SSH

S FTP

MS Baseline Analyzer

DISA Gold Disk

Nessus scanner

0IS Security scoring tools

HTML editors

Patchlink

Microfocus COBOL

Symantec Backup Exec System recovery Server

Hitachi DAMP

Hardware

Hitachi 9500 series Disk Arrays

NetApp FAS Disk array

Brocade Fiber Switches

StorageTek Tape Libraries

HP Proliant series servers Intel based servers.-.

Dell PowerEdge series servers Intel based'servers: ..

Sun V200 and V400 series SPARC based servers,:.

HP 9000 series RISC based servers

F5 load balancers
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Cisco 11501 load balancers

HP MSA storage units

Dell PowerVault storage units

C.6.8 Emergency Response Data System (ERDS) Operations and Maintenance

This section describes the specific requirements, using the NRC ITISS contract vehicle, for
operations and maintenance of the Emergency Response Data System (ERDS) solution to
authorized NRC Headquarters and regional users and evaluates external access policies
and procedures for access by Federal, State and local agencies, and Licensees.

C. 6. 8.1 General

The Emergency Response Data System is one of the Information Technology (IT) systems
that are used in the Operations Center after a nuclear emergency is declared at a U.S.
nuclear plant. The system is Federally Regulated through 10 Code of Federal Regulations
(CFR) 50.72.A.4, which states that the licensee must activate ERDS within one hour after
the licensee declares an emergency at an emergency class level of "alert" or higher (higher
means the declaration of a "site area emergency" or "general emergency"), and it is a
system that is designed to collect nuclear plant performance and environmental data for
analysis by NRC and State emergency response personnel. ERDS is also used in the HOC
at times when the NRC and licensee participate in planned drills.

ERDS is currently implemented at NRC Headquarters (HQ), the four (4) NRC Regions, the
NRC Technical Training Center (TTC) and is used over the web by twenty-two (22) States
who qualified to use ERDS because their State boundary falls within the 10-mile Emergency
Protective Zone (EPZ) of a specific plant or group of plants and they have signed a
memorandum of understanding (MOU) with the NRC. Additionally, NRC modems are
installed at every operating nuclear power plant in the country (65 plants, 104 units) so that
the required ERDS data can be transmitted.

During declared emergencies and planned drills, the ERDS receives an automated feed of
digital data from nuclear power plant operators over long distance analog telephone circuits.
The type of information sent by the nuclear power plant allows the NRC to assess the
overall adequacy of licensee actions, provide recommendations for mitigating accident
consequences and to protect the public. Data such as system temperatures, pressures,
water levels, flows, radiation levels, wind speed and direction are all transmitted by the
plants.

The offeror shall maintain continuous availability of key personnel who are required to
successfully perform the work required in this statement of work. The offeror shall ensure
that both key and backup personnel are committed in performing these services during the
NRC's official hours of operation and shall provide a minimum one (1) hour response to any
NRC calls during all other times.

The offeror's personnel shall adhere to and implement all documented required security
measures in their activities as set forth by the Federal Information Security Management Act
(FISMA) throughout the life of the contract. The offeror shall maintain the ERDS System
Security Plan and develop any other type of system security and operational documentation
as requested by the NRC Project Officer.
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The off eror shall adhere to and apply the NRC Project Management Methodology (PMM -

see MD 2..8) Operations and Maintenance (O& M) phase throughout the life of the contract.
The PMM provides important system development guidance for all NRC IT programs across
the life cycle from initial concept to retirement and defines key milestones, activities and
deliverables.

The offeror shall coordinate their activities with other NRC internal offices, such as, the
Office of Information Services (OIS) and the Office of Administration (ADM). In doing so, the
offeror may be required to work with various NRC staff and other contractors subject to
technical direction by the NRC Project Officer for this contract..

In case-of emergencies or for reasons related to system repair/maintenance, the offeror may
be called or required to work outside of the regular hours of operations as mentioned above.

In addition, the offeror shall:

1. Maximize the availability of the Emergency Response Data System (i.e. minimize the
length and frequency of service outages);

2. Minimize the time from when a service request is initiated, to when the offeror
responds to that request;

3. Minimize the discrepancy between date of a given scheduled system backup and
date on which that system backup occurs; and,

4. Minimize the time from when an unusual file .storage growth pattern is identified to
when the appropriate staff members are notified

C.6.8.2 Monitoring

The offeror shall monitor the daily performance of the ERDS hardware and software to
identify and resolve hardware problems that may arise. The off eror shall monitor the
performance of the physical equipment each day and look for any unusual activity that may
represent potential threats, introduce adversity or degrade system performance. The offeror
shall notify the NRC project officer about any problems identified and obtain approval from
the NRC project Officer before resolving them. The term "ERDS hardware" and "ERDS
Software" includes all of the materials listed below.

Primary, Secondary and Development ERDS Servers

Dell Computers.PowerEdge 6850 (7)

Interface Nodes/Domain.. Servers

Dell Computers'-PowerEdge 2950 (3)

Web:Servers

Dell Computers PowerEdge 860 (2)

Workstations

Dell Computers Optiplex 745 (2)

Tape Library with Autoloader

Dell- Computers PowerVault 1 24T (2)
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Color Laser Jet Printer

Dell Computers 3115N (1) and 3010N (1)

Network Switch

Dell Computers PowerConnect 2724 (2)

Integrated Services Router

Router Cisco 3825 (2)

Power Supply PWR 675-AC-RPS-N1 (2)

Universal Power Supply

APC Smart-UPS 5000 with transformer (2)

APO Smart-UPS 5000 (1)

APC Smart-UPS 3000 (1)

Rack

Dell 42U Rack (4)

Keyboard Monitor Mouse (KMM) console

Dell 15 inch rack mount console (3)

CISCO

ASA551 0 (4)

ASA5505 (71)

Unmanaged Switch

Microsoft Windows 2003 for servers

Microsoft Windows XP

Microsoft (IIS) Internet Information Services 6.0

Microsoft Visual Studio MSDN Profession Subscription

Microsoft SharePoint Services 2007

Microsoft ASP.Net 2.0

Microsoft SQL Server 2005

Microsoft Office Basic Edition 2003

Symantec Backup Exec 1lid

Symantec Norton Anti Virus

OSlsoft PI Suite 3.4

PI Server

PI Interface
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IT Monitor

RTWebParts

The offeror shall be required to update the ERDS :hardware-and software list of this contract,
within 30 days, when additions and/or deletions are made to the ERDS hardware and.
software list. Upon revision of the hardware and software list,, a copy shall be provided to the
NRC Project Officer for a potential contract modification:-

The offeror shall, maintain a proactive security stance by accurately documenting routine and
non-routine actions occurring on the system in the ERDS Maintenance and Activity log. The
offeror shall document all abnormal system malfunctions in thelog. At a minimum, the
information recorded in the ERDS Maintenance and Activity log shall include the name of
the-affected device(s); the name of the off eror's staff member making the entry, the date of
the malfunction, details about the abnormality, any actions taken by the offer's staff member
to remedy the situation, and whether or not further action is still required.

The offeror shall .ensure that only authorized personnel are included in the privileged
accounts and monitor activity on user accounts. The offeror shall change application
passwords anytime a privileged user permanently stops using ERDS.

The offeror shall verify that the management workstation anti-virus definition files are up-to-
date.

The offeror shall issue, monitor and control all system certificates required for ERDS web
access.

_The offeror shall review security sites for Vulnerabilities: www.ciac.org, www.cert.mil, and all
appropriate vendor sites. The appropriate vendor sites include all sites for both the operating
system and applications that are running on the server(s). These may include
www.microsoft.com, and others. The offeror shall also evaluate and apply system or
application patches as appropriate. Only after approval following the change control
procedures in the NSIR Change Advisory Board charter, the. patch may be installed on the
production system.

The off eror shall monitor RAID integrity and drive availability. Any hard drives that fail shall
be replaced.

The offeror shall- apply routine plant data-point changes on all systems installed at
Headquarters and Region IV as needed.-to ensure data~integrity. These-changes are issued
by licensees and are unique to the nuclear plant.

The offeror shall conduct data-transmission-tests with the-nuclear units at each nuclear plant
in the United States per-quarter-to verify the integrity ofthe communications link between.
N RC and the nuclear plant.-As a rule,.' every plant-must, be-successfully tested-once in -every
quarter throughout the life of the contract. Also,.eaeh plant -test that is conducted by the•,
offeror in any given quarter throughpout-the life of -the, contract is not considered complete-,
until the plant test is fully successful. Th'e-tests shall be conducted at selected plants each:
week, based on the schedule of testing provided by-the-NRC, between Tuesday and --

Thursday 8:00 A.M. to 4:00 P.M. EST (Monday-and Friday shall be. reserved for re-testing, if
that is needed), ensuring that each plant is tested, once per quarter.
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The offeror shall maintain a quarterly testing log to document the details about each test
conducted in a given quarter. At a minimum, the log shall contain the name of the individuals
contacted at each facility, the date and time they were contacted and the scheduled date
that the test will be conducted.

C.6.8.3 Maintenance

The offeror shall maintain the ERDS hardware and Software on a regular basis to ensure
continual and reliable system operation. The term "maintain" includes all of the various
activities associated with repair, modification, and enhancement of the ERDS hardware. The
term "ERDS hardware" and "ERDS Software" includes all of the materials listed in Section
C.6.9.2 User Sup port.

The offeror shall also regularly review information provided by each of the ERDS software
manufacturers about potential problems and apply corrective software updates once
approval is given by the NRC Project Officer.

The offeror shall maintain operability of the ERDS hardware and software required for the
successful reception, storage, use and retransmission of ERDS data provided by each plant.

The offeror shall maintain operability of the ERDS hardware and software for the successful
storage of ERDS data.

The offeror shall evaluate current ERDS display screens to ensure user-friendly interfaces
and make recommendations to the NRC project officer for improvements. Once the NRC
project officer approves the recommendations issued by the offeror and the contract is
modified (if required), the offeror shall update the display screens.

The offeror shall maintain and update the ERDS user interface software including the
operability of the Software which provides the capability to display ERDS data in the NRC
Operations Center, located in Rockville MD., as well as at the Regional Emergency
Response Centers, at site team locations (nuclear power plant sites), and other locations
(State Government emergency response facilities, Regional Offices located in King of
Prussia, PA, Atlanta, GA, Lisle, IL, Arlington, TX, and the Technical Training Center in
Chattanooga, TN) in accordance with the design specifications contained in the references
listed in the Reference Materials section of this statement.

Any changes to the ERDS that are approved by the NRC project officer and instituted by the
Sofferor shall be implemented in such a manner as not to disrupt ERDS operability with all of
the existing plants.

The offeror shall follow-up with licensees on the ERDS quarterly test results to ensure
adequate resolution of all identified problems.

The offeror shall maintain the development system that replicates ERDS and that shall allow
for a platform for software development and troubleshooting for ERDS as required.

The offeror shall provide adaptive maintenance (software/hardware enhancements) for
ERDS via contract modification. Adaptive Maintenance requests will only be issued to the
offeror on an ad-hoc basis using the Agency's standard change management process.

The offeror shall maintain an operational set of twelve (12) spare plant modems, to resolve
reported modem hardware failures at nuclear plants. The NRC project officer will physically
provide the off eror with the analog modem pool, which currently contains six (6) of the
required twelve (12) modems to maintain. As the Phase II transition continues the remaining
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six VPN modems will be procured and physically provided to the-off eror, ensuring there are
always 12 spare modems available.

The offeror shall produce daily incremental tape backup of all the ERDS servers and a full
backup once a month. The offeror shall be responsible for managing the rotation (shipping
and receiving) of the backup tapes tona geographically remote NARA location from.the NRC
Headquarters for storage.

The offeror shall ensure that the data is recoverable from the backup tapes. The offeror shall
perform verif ication tests to restore several different files from the tapes to temporary
directories-on~various servers. Temporary files will be deleted after verification is complete:
Verification-tests of the backup system must be performed at least semi-annually and shall
be documented in the Maintenance and Activities log. Procedures for data recovery
"verification" test shall be edited and presented by the offeror to the ERDS ISSO for
approval.

The offeror shall maintain an activity log for the ERDS portal. The offeror shall review the
audit logs located in the Audit Manager of .the. Administration console weekly and initial, the
audit log each week indicating that the logs have been reviewed. The offeror shall look for
any unusual activity, in particular denied Iogins, review the issues with the ERDS ISSO and
escalate as necessary.

The offeror shall maintain the list of ERDS active users; administer registration of the new
users and the removal or inactive users. In conformance with NIST standards, SP 800-53,
separation of duties through system access authorization must be assured between a
system administrator and a system security administrator. The administrator shall issue,
monitor and control all 128 bit encrypted Secure Socket Layer (SSL) assigned certificates
required for ERDS web access.

The offeror shall work on all required activities in response to the ERDS Plan of Action and
Milestones (POA&M) in order to maintain an Authority-to-Operate (ATO) for ERDS. The
offeror shall evaluate the required level-of-effort for performing the requested actions in the
POA&M and present it to the Project Officer for approval before taking action on them.

The offeror shall apply .routine plant data point library (DPL) changes on all systems installed
at HQs and Region IV on an as-needed basis throughout the life of the contract to ensure
data integrity. Data points are tags associated with the nuclear unit equipment at the
licensees (e.g. water pumps, steam generator, wind speed, etc). These tags are replicated
in ERDS as graphical display of the equipment. The changes-are issued by licensees and
will be provided to the offeror by the NRC~POat-an: estimated frequency of four per quarter.
The offeror shall successfully test and document the test results in a test environment prior
to deploying changes to the EROS production environment. The offeror shall also'update
the DPL Test Plan whenever a change is made:

-Disaster Recovery

The offeror shall be responsible for taking the following actions in case of a partial or total
interruption of the EROS system operation as a result of system equipment failure due'to an:
unforeseen event.

The offeror shall determine the causes and the extent of the damage to the ERDS system-
and submit a remediation plan of action to the NRC Project Officer.:
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The offeror shall prepare a list of accredited hardware and software and provide it to the
NRC Project Officer for procurement. Once HW/SW is replaced or (re-)installed, the offeror
shall perform all necessary functional tests to ensure that the system is functioning properly.

The offeror and NRC Project Officer shall determine what (if any) content on the ERDS must
be restored from the backup device/tape. The offeror shall restore the data determined to be
restored. Once the data is restored, the offeror shall test the data to ensure proper data
restoration.

The restored content shall be made available to the ERDS users.

All backup and recovery efforts shall be documented in the ERDS maintenance and activity
log.

C.6.8.4 Manaqement
The offeror shall maintain continuous availability of all key personnel who are required to
successfully perform the work required in the SOW. The off eror shall ensure that both key
and backup personnel are committed in performing these services during the NRC's official
hours of operation (7:00 A.M. - 4:30 P.M., EST, Monday through Friday, except Federal
holidays) and shall provide a minimum one (1) hour response to any NRC calls during all
other times.

The offeror shall attend system review meetings throughout the life of the contract to discuss
issues concerning things like project schedule, budget, resources, equipment, goals,
milestones, or anything else that may need attention by the NRC project officer or the
offeror. The frequency of these meetings will be agreed upon by both the NRC project
officer and the offeror immediately following contract award. However, at a minimum, there
will be at least one system review meeting conducted per quarter throughout the life of the
contract. Generally, these meetings will be conducted as teleconferences.

The offeror shall provide monthly technical progress reports to the NRC project officer
throughout the life of the contract to describe, in detail, the project's prior month activities.
This report will provide details about both the project's technical and budgetary
performance.

The offeror shall physically visit the ERDS Region 4 backup site twice annually, in order to
assess and adjust the equipment as necessary. The offeror shall provide a site visit
summary report to the NRC project officer. This report will provide details on the condition of
the equipment and make recommendations.

The offeror shall support all of the existing security documentation and testing requirements
for ERDS as set forth by the Federal Information Security Management Act (FISMA)
throughout the life of the contract. The offeror shall maintain the EROS System Security
Plan and develop any other type of system-related documentation as requested by the NRC
project officer.

The offeror shall maintain and revise the ERDS System Administrator Manual, the OS
Configuration Guide, the EROS Configuration & Installation Guide, the EROS User's
Manual, and all existing system drawings. The documentation of all software shall be in
accordance with the criteria described in NRC Management Directive 2.8.

System Documentation Reference and Update
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The offeror shall .make the necessary changes or updates-to existing system
documentations at the request Of the Project Officer. Some of these changes or updates
may be as a result of required .system configuration changes or actions taken in response to
the ERDS POA&M in order to maintain the system ATO.

Every time a change or update is to be made in an existing system document, the following
steps shall be followed through by the offeror: -

1. Necessary changes are made in draft~form

2. The draft document is submitted-through NRC concurrence-

3. Approved changes are added to the appropriate document

The offeror shall perform work under this contract in such a manner to assure EROS
availability according to the service level requirements in Appendix A: SM-SLA-23:
Emergency Response Data System (ERDS).Operations and Maintenance,. ERDS-availability
will be evaluated by NRC every month using the monthly technical progress reports
provided by the offeror. Failure to meet this performance standard once during any given
quarter throughout the life of the contract will result in the issuance of-an unsatisfactory
performance evaluation report by the NRC project officer.

EROS availability shall be defined as:

System operable time

System operable time + System inoperable time

This formula shall be provided by the offeror in the last monthly technical progress report of
each quarter.

ERDS shall be considered operable any time the EROS hardware and software performs
the following core functions:

1. Receive data from up to twenty-four reactor units simultaneously
2. Store all received power plant data
3. Support display of all plant data using the NRCapproved user interface
4. Archive nuclear powerplant data for further review

ERDS shall not be considered inoperable when-the cause for the system failure is outside
the scope of this contract (e.g., extended power failure or loss of telephone service).-

C.6,8.5 ERDS Phase II Support

The-offeror shall maintain the second phase solution produced-through the EROS .
Modernization project. In addition to all of the tasks described in this scope of work, once-
the second phase solution of the EROS Modernization project is completed, the offeror shall
provide the following maintenance support services:associated with maintaining a new
communications network for EROS:

The offeror shall provide network support services twenty-four hours/day, seven days/week.:
Tasks shall include monitoring the operational state of-the :network, resolving any
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communication problems, continuous automated tracking and daily reporting on the
condition of the network to the NRC Project Officer, and providing maintenance and support
services that may be necessary for all other service contracts associated with operating the
ERDS network.

C.6.8.6 Renortinc1
The off eror shall schedule, prepare and conduct a monthly status meeting with the NRC
ERDS project management team during which status and progress made in implementing
the tasks under the contract are presented and discussed. The off eror shall produce
minutes of each meeting and shall submit them within three days after each meeting to the
Project Officer for concurrence.

At the request of the Project Office, the off eror may be requested to attend the projects team
meetings, system review and other technical meetings pertinent to the ERDS Operations
and Maintenance. At a minimum, there will be one system review meeting conducted per
quarter throughout the life of the contract that must be attended by the offeror.

The offeror may be requested by the NRC Project Officer to document/produce minutes of
these meetings.
See sections C.5.2.5. 1 Centralized Reportingj and Appendix E: Reporting Requirements for
a greater understanding of NRC's general reporting requirements.

Monthly Status Report

The offeror shall provide a monthly Technical Progress Report to the NRC Project Officer
and the Contracting Officer by the 7th day of each month. The monthly Technical Progress
Report must include at the minimum the following information:

1. Highlights of important activities/events which occurred during the reporting period.

2. Staffing Plan and changes

3. Current tasks and deliverable status. This shall include the cumulative and current
hours of each labor category Spent on each task.

4. Projected activity plan for the next reporting period.

5. Up-to-date financial status to include prior, current and anticipated expenditures.

C.6.8.7 Trainincj

The offeror shall provide ERDS User training when requested by the NRC Project Officer.
Each training session shall consist of up to eigqht (8) hours of training for up to twenty-five
(25) individuals, up to ten (10) ERDS operators and up to fifteen (15) State ERDS operators
from the affected region. The offeror shall provide an estimated total of six (6) training
sessions per year: one (1) at each of the following:

1. NRC Operations Center - Headquarters (Rockville, MD.)

2. Regional Offices ( I - King of Prussia, PA; II - Atlanta, GA; Ill - Lisle, IL; IV - Arlington,
TX)

3. Technical Training Center (Chattanooga, TN)
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The contactor shall provide training materials and formal completion certificates for all
training sessions provided. NRC offices will be given the option to conduct training at their
location each year. The off eror shall be required to also provide up to twelve (12) two-hour
webinar training session annually whenever requested by the NRC Project Officer.

C.6.9 Secure LAN and Electronic Safe

This section describes the specific requirements, using the NRC ITISS contract vehicle, for
implementation and rollout of the Secure LAN and Electronic Safe (SLES) records and
document management solution to authorized NRC Headquarters and regional users and
evaluates external access policies and procedures for access, by Federal, State and local
agencies, and.Licensees.

C.6.9. 1 General

The Electronic Safe (E-Safe) application operates as a Major Application and is connected
to the SGI LAN. E-Safe provide~s fully featured electronic document and record management
functionality to users with secure access authorization. Management of user and group
accounts are provided as an Administration services capability.

This task consists of, but not limited to, daily system and security administrative activities,
tasks and activities for maintaining the E-Safe records and document management and
operational users support. During the life of this contract, NRC continues to further develop
and gradually deploy SLES to users in the Headquarters and regions; and eventually to all
other authorized users in Federal, State and local agencies, and Licensees. The offeror
shall provide O&M support services for the SLES deployment to approximately 1,000 users
by the end of the contract period.

The offeror shall ensure that both key and backup personnel are committed in providing
operations and maintenance support services between 7:00 A.M. and 5:00 P.M., EST,
Monday through Friday (with the exception of Federal holidays). All service requests
(telephone call, email, or other means of communication) must be responded to by the
offeror within a 60 minute time-frame from the time that the service request was received.

In case of emergencies or for reasons related to system repair/maintenance, the off eror may
be called or required to work outside of the regular hours of operations as mentioned above.

In addition, the off eror shall:

1. Maximize the availability of the Electronic Safe Application (i.e. minimize the length
and frequency of service outages);

2.. Minimize the time from when a Fulfillment of Service request is initiated, to when the
off eror responds to that request;

3. Minimize the discrepancy between date of a given scheduled system backup and
date~on which that system backup occurs;~and,

4. Minimize the time from when an unusual file storage growth pattern is identified to
when the appropriate staff members are notified.

Records/Documentation Administration

The offeror shall provide recordsrmanagement and administrative services related to the use
of Documentum. The offeror shall, work closely with the NRC's project manager to determine
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and implement the appropriate changes and enhancements to the E-Safe application. The
offeror shall also maintain proper set-up and disposition of retention schedules for the E-
Safe records in accordance with the NRC's NARA-approved schedules, and NRC Records
Management policies.

C.6.9.2 User Support

C.6.9.2. 1 Access

The offeror's designated security administrator shall administer user registration (addition
and removal of users) based on established procedures outlined in the SLES Operations
Manual. The offeror must also maintain an active SLES user list. . This activity includes set
up and removal of the SLES user desktop equipment. In conformance with NJST standards,
SP 800-53, separation of duties through system access authorization must be assured
between the system administrator and the system security administrator who is in charge of
access card issuances/cancellations and the system access control administration.

C.6.9.2.2 Helpdesk Support

The offeror shall provide help desk services during the normal business hours of Monday
through Friday, 7 a.m. to 5 p.m. (EST) throuqh the NRC established phone number and
email with dedicated on site staff. The offeror may be asked to support users at anytime
after the business hours as requested by the project officer and in case of emergency
situations.

The help desk staff shall be responsive to all SLES user requested assistance or reported
problems related to the use of the E-Safe system.

The service requests may be related to users' registration, smart-card issuance or other
concerns surfaced during the audits of the security and system logs. The help desk log shall
be a source of information about the actual performance of the system. It must reflect not
only the issues reported by the users but also the solutions and the type of actions taken.

The help desk staff shall manage:

1. Interface with users and respond to or coordinate actions in response to users
request for assistance

2. Interface with ISSO, NRC Project Officers, System Administrator and other offeror
resources on all operation issues

3. Coordinate activities with other NRC offices as needed as instructed by the NRC
project manager.

C.6.9.3 Records/Document Management

The help desk staff shall provide Records/Document Management support for users using
EMC's Documentum product. The off eror shall assist and train users with general use of the
applications and troubleshoot specific reported issues" related to records/document
management. The offeror shall support users with up-loading, down-loading, retrieving
documents, and setting up workf lows.

The help desk staff shall interface and coordinate activities with NSIR E-Safe processing
center in the following areas:

1. Process all non-duplicate SGI records submitted for processing into E-Safe
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2. Provide priority E-Safe support during an Incident Response while the Agency is in a
Monitoring or Activation mode

SLES Kiosks, which are accessible by all system authorized users have similar equipment
to those at individual user's desktop with certain Input/Output peripherals such as CD and
DVD and floppy drives and high speed printer.

The offeror shall maintain all Kiosks (HQ and Regional) operable and respond to all Kiosks
related reported problems or service requests by the users in the same way as other service
request described above. A record of each service-request or reported problem or incident
related to Kiosk equipment must be kept in the :Maintenance and Activity Log by the offeror.

C.6. 10 Development Facility.

New IT applications and systems are regularly brought into the NRC production
environment. These can be either custom developed or commercial-off-the-shelf solutions.
Many of these systems are developed by third-party contractors who know very little about
the NRC ITI. Currently, development environments are set up completely externally to the
NRC, and it is only at the test stage that system integrators encounter problems related to
bringing their systems into the NRC ITI production environment.

Therefore, the offeror shall provide a development environment for developers and/or
system integrators to work in which is separated from the production environment. This
development environment must replicate the actual production environment so that
development issues can be resolved early and real problems can be identified and
corrected. Although individual IT system owners must take the responsibility to move their
systems through this process, the offeror shall help them to succeed in this endeavor.

Development Management - The offeror shall provide the technical environment for and
maintain the ability to develop new applications and hardware to ensure a smooth transition
into the NRC ITI.

In addition, the offeror shall:

1. Maintain the development environment network including infrastructure, servers and
applications with up to date patching at the same level of the NRC ITI;

2. Ensure that the development environment is segregated from the production
environment;

3. Operate and manage the development environment to support application
development, network performance-impact analysis, network modeling and
simulation, integration, demonstration, product briefings, evaluation and
orientation/training for COTS and custom services and-applications to be integrated
into the infrastructure;

4. Ensure application and hardware integration into production without adverse •impact:
on the infrastructure;

5. Provide non-production data sets:for development systems. No production data shall
be used in the development environment; and,:

6. Manage a schedule of development environment availability, publish that schedule, -•
and work with customers in scheduling the use of the environment.
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C. 6.11 Microsoft SharePoint Support

The NRC SharePoint program structure consists of several components designed to support
the SharePoint technical environment, extend SharePoint to serve business needs, and
educate and support users so that they can leverage SharePoint features.

A few of these components that are integral to the success of this task include:

SharePoint Proqram Manaqement - is responsible for developing and implementing the
SharePoint vision using the resources available to the program and for compliance with
applicable IT/IM/information security regulations and requirements. The SharePoint vision
supports and complements the ECM program vision. The NRC SharePoint Manager for this
contract is part of the SharePoint Program Management.

Project Teams - are temporary, integrated teams responsible for rolling out SharePoint and
for delivering a unique SharePoint product or service. Project teams are lead by NRC
project managers using the NRC Project Management Methodology (PMM) and the
SharePoint extensions to manage the project.

SharePoint Administrators - a permanent team serving as a forum for knowledge exchange
between Primary SharePoint Site Administrators. Initially, the team will consist of Office level
Primary Site Administrators, but will expand to division-level Primary SharePoint Site
Administrators over time. The NRC end user will first contact their respective SharePoint
Administrator for support. If their SharePoint Administrator is unavailable or is unable to
adequately address the end user's need, the end user will then call the Tier I Help Desk for
support.

The offeror shall provide NRC Microsoft SharePoint end users with Tier I Help Desk support.
At a minimum, the off eror shall:

1. Provide Tier I Help Desk support to NRC MS SharePoint end users on the 18 out-of-
the-box features.

2. Utilize the NRC service desk tracking system (provided Under the Core task) to track
requests and ensure that all requests for service and problems are responded to in a
timely manner and properly closed out in the tracking system when completed.

3. Address end user questions concerning the features, functions, and operation of MS
SharePoint. The offeror shall make a first attempt to resolve the end user's
SharePoint problem directly over the phone. The Help Desk staff member shall apply
remote Service diagnostics to try to resolve the request directly if possible. If not, the
request will be dispatched for face-to-face resolution.

4. Develop and maintain MS SharePoint Help Desk support policies, procedures, and
practices as needed.

5. Develop and maintain MS SharePoint training guides and support materials as
needed.

6. Track and maintain Help Desk metrics for inclusion in the Help Desk M~etrics Report.
The NRC SharePoint Manager and the offeror shall agree on the type of metrics to
include in the report.
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7. Develop an electronic End User Survey to gauge customer satisfaction with the MS
SharePoint Help Desk. A Help Desk Survey Results Report shall be developed to
include the survey results.

8. Coordinate with the NRC Customer Support Center on issues related to NRC MS
SharePoint.

C.6. 11.1 Deliverables

lily- I I I- i-ge- fI jL jI ~lIl -

1 Support Policies,. As neededProcedures, and Practices

2 Tr~aining Guides and As needed
Support Materials

3 Help Desk Metrics Report Bi-weekly
4 End User Survey Once per quarter
5 Help Desk Survey Once per quarter

____________________ResultsReport_____________

If for any reason a deliverable cannot be delivered within the specified time frame, theofferor shall notify the NRC SharePoint Manager in writing with the cause and the proposed
revised time frame. This notice shalJ include the impact on the overall project. The NRC
SharePoint Manager shall make a business decision about the impact of the delay and
forwar'd the impact to the Contracting Officer.

All deliverables submitted in electronic format shall be free of any known computer virus or
defects. If a virus or defect is found, the deliverable will not be accepted. The replacement
file shall be provided within two (2) business days after notification of the presence of a
virus.

In the event the offeror anticipates difficulty in complying with the delivery schedule, the
off eror shall immediately provide written notice to the Contracting Officer and NRC
SharePoint Manager. Each notification shall give pertinent details, including the date by
which the offeror expects to make delivery; provided that this data shall be informational
only and that receipt thereof shall not be construed as a waiver by the Government of any
contract delivery schedule.

Each deliverable shall first be submitted in draft to the NRC SharePoint Manager for review.
NRC shall have 10 business days to review each draft deliverable and respond with
comments or approval. If more time is required,; the offeror will be notified by the NRC
SharePoint Manager.

If revisions are required, the offeror has 5 business~days to complete the revisions and
submit the revised draft deliverable to the NRC SharePoint Manager. For each deliverable
(draft or final), the offeror shall provide one (1) electronic version of the deliverable via e-mail
to the NRC SharePoint Manager, :unless otherwise~indicated. All written deliverables shall
be phrased in language that can be understood by the non-technical layperson. Statistical•_
and other technical terms used in the deliverable shall be defined in a glossary.

Unless otherwise specified, all deliverables developed under this task must be formatted in
Microsoft Word or Microsoft Excel (version 20.03 Or later version as approved by the NRC
SharePoint Manager).
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The NRC shall work with the offeror to define specific quality standards for each deliverable.
The NRC expects the deliverables to be timely, thorough, and accurate. The deliverables
shall be submitted to the NRC SharePoint Manager on or before the scheduled due date;
completely address the NRC'S requirements; be free of formatting and spelling errors; be
clearly written; and have no incomplete sections. As each deliverable is usually the end
result of a series of activities, prior to starting on each task, it is vital that the offeror and the
NRC agree on the approach for the deliverable, the activities involved to develop it, and
expectations for the final product.

C.6. 11.2 Ad-Hoc Meetinqs

The offeror shall be available to attend Ad-Hoc meetings in person requested by the NRC
SharePoint Manager. The offeror will be given 24 hours notice before an Ad-Hoc Meeting
will .be convened.

C.6. 12 Extraordinary Move Supp~ort

From 2013 -2015, the NRC will centralize all headquarters staff not currently located in
One White Flint North or Two White Flint North into a new building in Rockville, Maryland.
The NRC anticipates 1500 staff moves in 2013, and 6000 extra staff moves in each of 2014
and 2015 to achieve the consolidation (some people will be moved more than once). These
moves are in addition to the current average annual moves of 1000. The offeror shall bid
two separate optional tasks to support the extraordinary moves.

In the first task, the off eror will support the approximate 1500 moves to the planned building
located adjacent to the main headquarters building at 11555 Rockville Pike, Rockville from
the Current four headquarters buildings at 6003 Executive Boulevard, Rockville, MD; 7201
Wisconsin Aye, Bethesda, MD; 12300 Twinbrook Parkway, Rockville, MD; and 21 Church
Street, Rockville. The offeror shall move all computer equipment (including GFE equipment)
within a short time frame (4-8 weeks). These moves could occur as early as 2012.

The second task will support approximately 6000 moves over a multi year period. These
moves will not occur until the first task above has been completed. The offeror shall move
groups of staff from either 11545 Rockville Pike or 11555 Rockville Pike to 21 Church
Street, Rockville in phases while the existing office space is being renovated. The offeror
shall then move those staff back to their renovated offices. Then, the offeror shall move
another group of several hundred staff until the renovations are complete. The offeror shall
move all computer equipment (including GFE equipment) for each move within a short time
frame (2-4 weeks). These moves could occur as early as 2012 and may occur durinlg the
entire period of performance of the contract.
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03.7 . TRANSITION CONSIDERATIONS

C. 7.1 Initial Transition
Within their bid, the offeror shalL provide a detailed schedule for how they intend to assume
management of the NRC ITI, including:

1. providing adequate security cleared staff

2. transfer and/or procurement of ITI components

3. management tools (software, etc.) procurement, installation, and training

4. transfer of ongoing integration projects from the incumbent ISSC contractor-

The current environment is a mix of assets leased by the incumbent ISSC contractor, assets
owned by the incumbent 1SS0 contractor, and assets owned by. the Government. The-
majority of the assets in the core tasks are leased by the incumbent ISSC contractor. The
incumbent ISSC contractor estimates that they own 1/3 and lease 2/3 of all equipment
provided to the NRC under their-contract. Further, the incumbent ISSC contractor values
the 1/3 of owned equipment between $3,000,000 and $4,000,000.

The incumbent 1SSC contractor will, upon award of the ITISS -contract, provide a report of all
assets that make up the ITI, designating if they are leased or owned. The off eror will perform
a physical inventory and inventory valuation within sixty (60) days of Contract award.
It is anticipated that the new Contract and the current Contract will overlap for 180 days.
The offeror will use .the first 90 days of this period to prepare for the transition (inventory,
hiring, security clearances, etc.) and the remaining 90 days will be to transition infrastructure
services from the incumbent ISSC contractor.

Two equipment leases will extend into the initial year of the base period for the ITISS
contract. One additional lease will extend several years into the base period of the ITISS
contract (see Table 4 - Existing Equipment Leases That Extend into ITISS Contract Base
Period, below)..

1 Cisco W5-C4506 52+96 (Catalyst 4500 6-slot chassis bundle) 36 6/30/2011

50 Deli Latitude D630:C2D/2.2GHZ

250 Deli -Optiplex 755 C2D/2.66G DT

2750 Dell- Optiplex :755.C2D/2.66G..DT 36- 8/31/201

1500. Deli. Optiplex .760'C2D/2.0G-DT 36: 12/31/2012

600* Dell Latitude E6400 C2D/2.8G

200* Del[ Latitude E4300 C2D/2.53G

* The precise quantity of laptop computers was unknown at the time'of RFP r~elease; so approximations are provided.

Table 4 - Existing Equipment Leases That Extend intosITISS"Contract Base.Period

The Offeror shall choose one of two options in how to manage these, existing leases:. .1. The .
Offeror can negotiate and assume .these-leases with the hardware leasing company, and .
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complete the term of each lease; or, 2. The Offeror can terminate these leases and absorb
the termination cost in their proposal cost.

The incumbent ISSC contractor may still be utilizing other leased equipment at the time of
ITISS contract transition. The Offeror will also have the option of transferring these leases as
well. These leases will be for beyond the current 36-month term of the original lease.

Upon award of the ITISS contract, the offeror will select the assets to be purchased from the
incumbent ISSC contractor. For the valuation of owned assets being transferred from the
incumbent ISSC contractor to the offeror, a formula has been established. This formula
takes into account the age of the equipment and the Government's monthly cost. Upon legal
transfer of the assets from the incumbent ISSC Contractor to the offeror (no more than 90
days after notice to proceed with the new ITISS contract), the incumbent 1SSC Contractor's
responsibility for ITISS services shall terminate. All incumbent existing assets should be less
than three (3) years old unless the asset has a demonstrable ongoing life or the life has
been extended at the request of the NRC.

The offeror shall be responsible for all costs associated with providing, maintaining, and
operating the NRC ITI. All costs of inventory and transfer will be the responsibility of the
off eror.

C. 7.2 Other Transition Considerations

The NRC will, at all times, retain the ownership of any data provided by the Government to
the off eror during the period of performance of the ITISS Contract. At the expiration of the
contract and at any point during the contract, the offeror shall provide the NRC with all data
in an easily portable format that maintains any relational information.

C. 7.3 Transfer of End User Assets to a Successor Of feror or the Government

The offeror will propose an asset transfer plan to be enacted at the end of the ITISS
contract. The off eror's proposed Transition-out Asset Transfer approach shall specify the
transfer of assets back to the Government or successor offeror using a comparable
wholesale market value basis upon termination or expiration of the Contract and transfer of
leases on leased equipment as requested. The plan will state that the successor offeror will
have the option to select assets for transfer.

Upon expiration of the ITISS contract, the offeror shall transfer ownership of all installed
hardware, software, maintenance agreements, operational data (including CMDB data,
incident data, and known error/knowledge data), and associated documentation to the
Government or successor offeror. This transfer shall be accomplished in accordance with
terms and conditions mutually agreed to upon award, and utilizing an independent third
party valuation. In no case shall the asset transfer cost exceed the current wholesale market
value of the installed assets as established by an independent third party.

All leased or owned assets that are not selected for transfer will be the responsibility of the
offeror. Under no circumstances will the NRC or the successor offeror be liable for any
leases extending beyond the end of the contract, or for disposal of the assets.
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0.8 KEY PERSONNEL

Resumes shall be provided for any Key Personnel or their replacements. The offeror must
demonstrate that the qualifications of the prospective Key Personnel are adequate to meet
the requirements of this Contract. The offeror must demonstrate that the~qualifications of
replacements personnel are equal to or better than the qualifications of thepersonnel being
replaced. NRC reserves the right to deny Key Personnel designation for any individual, for.
any reason, at any time; during thetlife of this Contract.

It is a mandatory requirement for-at least one of the key personnel to be certified as an ITIL
v3 Expert. That ITIL v3 Expert certification of at least one Key Personnel must be
maintained throughout the ITISS period of performance.

Pr'ior to any Key Personnel reassignment, removal, or resignation, the offeror shall provide
written notification. No replacement of key personnel shall be made by the offeror without
the written consent of the CO.

Key Personnel shall be proposed in response to this contract request for the following
positions:

C.8.1 Core Services

The following key personnel will be required to perform the Core Services (as described in
section C.5 Core Services) under this contract:

1. Project Manager

2. integration Manager/ITI Architect

3. Operations Manager

4. IT Security Operations & Compliance Manager

5. Configuration/Asset Manager

6. Transition and Quality Assurance Manager

7. Service Desk Manager

The offeror's ITISS Project Manager will be empowered to make decisions related to this
contract independently without consulting the offeror's corporate management.

C.8.2 Optional-Services:-

The following additional key personnel will be required to perform-the-specified optional

tasks under this contract:-

1. Data Center Operations Manager'

C.6.1 Computer Facilities: Management

C.6.3 Data Center System Administration

2. Incident Response Manager-.

C.6.2 NSIR Operations-Center Network Management ..
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C.6.8 EROS Operations and Maintenance

3. Software License Project Lead

0.6.5 Software License Managqement

4. Document Management Lead

0.6.9 ESafe Records and Document Manaaement Services

Page 130 of 215



33-11-325
Attachment A: Statement of Work

0.9 WORKING ONSITE AT NRC FACILITIES

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures and criteria of the NRC Security Program, NRC Management Directive (MD) 12
(including MD 12.1, "NRC Facility Security Program;" MD 12.2, "NRC Classified information
Security Program;" MD 12.3, "NRC Personnel:Security Program;" MD 12.4, '"NRC
Telecommunications System Security Program;" MD 12.5, " NRC Automated information
Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified information-Security
Program"), apply to performanceof this -contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached.
NRC Form 187 (See List of Attachments).furnishes the basis for providing security and
classification requirements to prime offerors, contractors, sub-contractors, or others (e.g.,
bidders) who have or may have an NRC contractual relationship that requires accessto
classified Restricted Data or National Security information or matter, access to sensitive
unclassified information (Safeguards, Official Use Only, and Proprietary Information) access
to sensitive Information-Technology (IT) systems or data, unescorted access to NRC
controlled buildings/space, or unescorted access to protected and vital areas of nuclear
power plants.

(b) It is the offeror's duty to protect National Security Information, Restricted Data, and
Formerly Restricted Data. The offeror shall, in accordance with the Commission's security
regulations and requirements, be responsible for protecting National Security Information,
Restricted Data, and Formerly Restricted Data, and for protecting against sabotage,-
espionage, loss and theft, the classified documents and material in the offeror's possession
in connection with the performance of work under this contract. Except as otherwise
expressly provided in this contract, the offeror shall, upon completion or termination of this
contract, transmit to the Commission and classified matter in the possession of the offeror or
any person under the offeror's control in connection with performance of this contract. If
retention by the offeror of any classified material is required after the completion or
termination of the contract and the retention is approved by the contracting officer, the
offeror shall complete a certificate of possession to be furnished to the Commission
specifying the classified matter to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing retention of the matter and
their period of retention, if known. If the retention is approved by the contracting officer, the
security provisions of the contract continue to be applicable to the matter retained.

(c) In connection with the-performance of work under this contract, the offeror may be
furnished,-or may develop or acquire,• safeguards information; proprietary data (trade.
secrets) or confidential or privileged-technical,. business, or financial information, including
Commission plans, policies, reports, financial-plans, other (Official Use. only) internal data -

protected by the Privacy Act of 1 974 (Pub. L. 93.-57..9),: or other information which hasnot
been released to the public or has .be~endetermined by-the Commission to-be otherwise ..
exempt from disclosure to the public. The offeror shalLensure~that information protected.
from public disclosure is maintained as required~by NRC .regulations and policies, as cited in
this contract or as otherwise provided.-by the NRC. The offeror will not directly or indirectly
duplicate, disseminate, or disclose the information in whole or part to any other person-or
organization except as may be necessary to perform-the work under: this contract. .The
offeror agrees to return the information ,to the Commission or. otherwise dispose of-itatithe - -

direction of the contracting officer. Failure to comply with this clause is grounds for-
termination of this contract.
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(d) Regulations. The offeror agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of Facilities
and Security (DFS) and the contracting officer. These changes will be under the authority of
the FAR Changes clause referenced in this document.

The offeror agrees to comply with the security requirements set forth in NRC Management
Directive 12.1, NRC Facility Security Program which is incorporated into this contract by
reference as though fully set forth herein. Attention is directed specifically to the section
titled "Infractions and Violations," including "Administrative Actions" and "Reporting
Infractions."

(e) Definition of National Security Information. The term National Security Information, as
used in this clause, means information that has been determined pursuant to Executive
Order 12958 or any predecessor order to require protection against unauthorized disclosure
and that is so designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all
data concerning design, manufacture, or utilization of atomic weapons; the production of
special nuclear material; or the use of special nuclear material in the production of energy,
but does not include data declassified or removed from the Restricted Data category
pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in
this clause, means all data removed from the Restricted Data category under Section 142-d
of the Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an applicant for the physical
protection of special nuclear material; or security measures for the physical protection and
location of certain plant equipment vital to the safety of production of utilization facilities.
Protection of this information is required pursuant to Section 147 of the Atomic Energy Act of
1954, as amended.

(i) Security Clearance. The offeror may not permit any individual to have access to
Restricted Data, Formerly Restricted Data, or other classified information, except in
accordance with the Atomic Energy Act of 1954, as amended, and the Commission's
regulations or requirements applicable to the particular type or category of classified
information to which access is required. The offeror shall also execute a Standard Form
312, Classified Information Nondisclosure Agreement, when access to classified information
is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information,
Restricted Data, and Formerly Restricted Data relating to the work or services ordered
hereunder to any person not entitled to receive it, or failure to safeguard any Restricted
Data, Formerly Restricted Data, or any other classified matter that may come to the offeror
or any person under the offeror's control in connection with work under this contract, may
subject the offeror, its agents, employees or sub-contractors to criminal liability under the
laws of the United States. (See the Atomic •Energy Act of 1954, as amended, 42 U.S.C.
2011 et seq.:; 18 U.S.C. 793 and 794; and Executive Order 12958.)
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(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the offeror shall insert provisions similar to the foregoing in all
subcontracts and purchase orders under this contract.

(I) In performing the contract work, the offeror shall classify all documents, material and
equipment originated or generated by the offeror in accordance with guidance issued by the
Commission. Every subcontract and purchase order issued hereunder involving the
origination or generation of classified documents, material, and equipment must provide that
the sub-contractor or supplier assign classification to all documents, material, and
equipment in accordance with the guidelines furnished by the offeror.
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Appendix A: Quality Assurance Surveillance Plan (QASP)

A. 1. INTRODUCTION

This Quality Assurance Surveillance Plan (QASP) is designed to support the Information
Technology Infrastructure Services and Support (ITISS) contract by providing the principles
associated with award surveillance. The purpose of this plan is to recognize the
responsibility of the offeror to carry out its quality obligations and provide measurable
inspection and acceptance criteria corresponding to the quality of the offeror's performance
of the standards detailed in the statement of work. This QASP shall focus on the level of
performance required by the statement of work, rather than the methodology used by the
offeror to achieve that level of performance. Furthermore, this QASP will be used as a
government document to_ enforce the inspection and acceptance clauses stated in the ITISS
Statement of Work (SOW).

Note that several of the Service Level Requirements (SLRs) that are associated with core
tasks (as described in C.5.1 Basic Infrastructure Sup~port Services) also apply to Optional
Services (as described in 0.6 Optional Services). For example, the "Availability of Service
(Availability)" SLR, as listed in Section A.4.5, is relevant to the entire NRC data network and
is not specific to those portions of the network that affect core services. As such, all SLRs
for the basic infrastructure support services apply to optional services, as they are awarded.

A.2. SURVEILLANCE

Depending of the specific sub-task, the NRC staff members that are responsible for ITISS
quality assurance (such NRC staff members are hereafter collectively referred to as "the
QAs") may inspect task performance via the following methods:

* Reviewing logs generated from automated Performance Monitoring
* Reviewing automatically generated statistics
* Reviewing records/reports
* Reviewing user input/feedback
• Watching actual performance and/or direct interaction with offeror's staff/management

In all cases, surveillance shall not be so intrusive as to impact the offeror's successful
accomplishment of the responsibilities associated with each ITISS subtask. Surveillance
observations/inspections made by the QAs will be recorded weekly, and reported monthly,
in order to track the offeror's performance. These monthly reports become an official NRC
record of the offeror's performance. When surveillance detects unacceptable service, the
offeror shall be notified. In such cases, the deficiency will be considered to be sub-par
performance, and will be documented as such.
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A.3. UNACCEPTABLE. PERFORMANCE

Performance for a given ITISS subtask is deemed unacceptable for a given month if theofferor fails to meet the required. performance-level for any Service Level Requirement-(SLR)
associated with that subtask (detailed in Section A.4 of this document). The.QAs will
monitor the degree to which the offeror meets each SLR per the surveillance methods
outlined in Sections A.2 and A.4 of _this document. When this surveillance detects
unacceptable adherence to any of the SLRs, _the-offeror shall be notified,, and the' deficiency
will be documented. A financial disincentive-will be Used to compensate the NRC for the-
loss in productivity caused by-performance below the required Service Level.. The-payment
for every invoice will be reduced by. the-Disincentive Fee (5% or a greater value proposed by
the offeror), regardless of offeror performance."* At the end of every contract quarterK the
NRC Contract Officer (CO.) and NRC Project Officer (P0) will meet to evaluate the
documented SLR deficiencies-for that quarter and assess appropriate damages for each
deficiency. Payment of the withheld Disincentive Fee, reduced by the total damages -
assessed, will then be .provided to the offeror.

2The periodicity of this evaluation may be renegotiated 'after base year._1-of the contract.-
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A.4. SERVICE LEVEL REQUIREMENTS

A.4.1. Blackberry

Table 1. SM-SLR-01: BlackBerry

SM-SLR-0

BlackBerry device, account and infrastructure SUDDOrt

Pv.aDi.ciLI[y 01
Service
(exclusive of 3rd

party carrier
outages - eg. RIM,
Verizon, AT&T,
etc)

•ervlce is
available to
customers 24 X 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

t•mount 01 time
service
(Contractor
supplied
BlackBerry
infrastructure)
is available
during
performance
period.

•vaiiaoie auring agreeaperformance period
Maintain at ieast u/.'
availability per month

t-'errormance
Monitoring
and
StatisticsFormula:

Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service Deriod

Incident
Records

Time to provision a Customers may Elapsed time Standard: Meet performance target Incident
new BlackBerry request a new from date I time Within five (5) business days of for at least 95% of Records
device BlackBerry a request is request provisioning requests

device, from logged with Account
0600 - 2100 service desk to VIP 1: Formula: Detail
(EST/EDT) M-F, date/time the Within one (1) business days of Number of instances Records
and obtain the user request within performance
device in a timely acknowledges target + Total number of Telecom
manner fulfillment VIP 2: instances during Expense

Within one (1) business days of measurement interval = Management
_________request Service level attained Tools
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iime to repair orreplace BlackBerry
Device - Data
service restoration
only (excluding
changing of
service

Uustomers mayrequest service,
from 0600 -

2100 (EST/EDT)
M-F, and obtain
the service in a

L=IapOGUa LII I Ifrom date ( time
a request is
logged with
service desk to
resolution
(excluding 3rd

party, provider
time to port
numbers)

Standard:Main Office: "
<6 hours from initial reporting of

Meet per1"ormance targetfor at least 95% of
service requests

IncidentRecords

timely manner
providers/portingnumbers),

incident
Out of Main Office:
<24 hours from initial reporting of
incident, spares delivered via
overnight package service

VIP 1:
Main Office:
<4 business hoursfrom initial
reporting of incident
Out of Main Office:
Incidents reported prior to 4 pm,
spare delivered via overnight
package service.
incidents reported after 4pmo,
spare mailed out next day, and
delivered via overnight package
service.

VIP 2:
Main Office:
-<4 business hours from initial
reporting of incident
Out of Main Office:
Incidents reported prior to 4 pm,
spare delivered via overnight
package service.
Incidents reported after 4pm,
spare mailed out next day, and
delivered via overnight package
service.

Formula:
Number of instances
Within performance
target -Total number of
instafices du~ing
measUrement interval=
Service level :attained

Account
Detail
Records
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Electronic Mall and Messagingq

Table 2. SM-SLR-02: Electronic Mail and Messaging
SM-S LR-02
C.5.1.2 Electr• Mail and MessaninQ

=il •nH I•/1==

Time to provision a
new user electronic
mail account.

Customers may
request a new
account, from
0600 -2100
(ESTIEDT) M-F,
and obtain the
account in a
timely manner

Elapsed time from
date / time a
request is logged
with service desk
to fulfillment

Standard:
Within three (3) business
days of request

Meet performance targetfor at least 95% of
provisioning requests

Incident
Records

Account Detail
RecordsVIP 1:

Within one (1) business
days of request

VIP 2:
Within one (1) business
days of request

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Time to repair Customers may Elapsed time from Standard: Meet performance target Incident
electronic mail client request service, date / time a -<4 business hours from for at least 95% of Records

from 0600 - request is logged initial reporting of incident service, requests
2100 (EST/EDT) with service desk Account Detail
M-F, and obtain to resolution VIP 1: Formula: Records
the service in a -<1 business hours from Number of instances
timely manner initial reporting of incident within performance

target + Total number of
VIP 2: instances during
-<1 business hours from measurement interval =

___________________________initial reporting of incident* Service level attained
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Time to restore
electronic'
messaging data
from on-site
backups

Customers mayrequest
restoration
service, from
0600 -2100
(EST/EDT) M-F,
and obtain the
service in a
timelY manner

Elapsed time fromdate /Itime a
request is logged
with service desk
to resolution

OLdIE dl ~l U.--4 business hours from
initial reporting of incident

,v,•~L p,•, lull ,,.d, Il. Ldlu~for at least 95% of
service requests

IncidentRecords

Account Detail
RecordsVIP 1:

<2 business hours from
initial reporting of incident

VIP 2:
-<2 business hours from
initial reportincl of incident

Formula:
Number of instances
within performance
target - Total number of
instances during
measurement interval =
Service level attainted

Availability of E-mail service is Amount of time. Available. during agreed Maintain at least 99150% Performance
Service "* available to " service is available performance period availability per mdnth"' 'Monitoring and

... customer-s 24 x7 during ' ' Statistics'
x :365", exclusive 'performance Formula:
of 4 hou~r i • period. Numbe~r of Minutes of Incident
wee~kend UP-time during agreed Records
mainten~ance upon servi'e period "
wirid)w •'(exclusive of agreed

' ...... upon maintenance
period)!/Total Number of
Minutes during agr~eed

________________ upon service :per~iod _______
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Time for messages
to traverse email
gateway

Messages
traverse e-mail
gateway in a
timely manner

Amount of time
between message
arrival at gateway
to time of message
delivery to users
mailbox, or time
between message
sent from users
mailbox to time
message departs
gateway

Meet performance targetfor at least 99.50% of all
messages per month

Performance
Monitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

Time to provide
sufficient capacity
for individual user
accounts

Customers may
request
additional
capacity, from
0600 -2100
(EST/EDT) M-F,
and obtain the
additional
capacity (upon
NRC
management
approval) in a
timely manner

Time to add space
to individual user-
accounts (up to
Agency's standard
increase per
request)

Standard:
<4 business hours from
initial reporting of incident

VIP 1:
<1 business hours from
initial reporting of incident

VIP 2:
•-1 business hours from
initial reporting of incident

Meet performance target
for at least 95% of
approved requests

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Incident
Records

Account Detail
Records
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l ine to provide.
sufficient email
storage capacity

Uustomers mayrequest
additional
capacity, from
0600 - 2100
(EST/EDT) M-F,
and obtain the
additional
capacity (upon
NRC
management
approval) in a
timely manner

lime to add space
to email storage
pool.

-< 7 days to add space afterAgency management
approval.

Meet performance target
for at least 95% of
approved requests

Incident
Records

Account Detail
RecordsFormula:

Numnber of instances
Within perform'ance

target - Total number of
instances during€
measurement interval =
Service level a'ttained
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A.4.2. File and Print Management

Table 3. SM-SLR-03: File and Print Management
SM-SLR-03
C.5.1.3 File and Print Mana qement

Time to provision anew work group
print device.

.Customers mayrequest a new
print device, from
0600 - 2100
(EST/EDT) M-F,
and obtain the
device in a timely
manner

Elapsed time fromdate I time a
request is logged
with service desk
to fulfillment
(exclusive of
approval wait time)

Standard:
Within five (5) business
days of request

Meet performance targetfor at least 95% of
provisioning requests

Incident
Records

VIP 1:
Within one (1) business
days of request

VIP 2:
Within one (1) business
days of request

Formula:
Number of instances.
within performance
target -Total number of
instances during
measurement interval =

Service level attained

Time to repair work Customers may Elapsed time from Standard: Meet performance target Incident
group print device request service, date / time a < 16 business hoursfrom for at least 95% of Records

from 0600 - request is logged, initial reporting of incident service requests
2100 (ESTIEDT) with service desk
M-F, and obtain to resolution VIP 1: Formula:
the service in a <-4 business hours from Number of instances
timely manner initial reporting of incident within performance

target +Total number of
VIP 2: instances during
-<4 business hours from measurement interval =

initial reporting of incident Service level attained _______
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SM-SLR-03
C.5.1.3 File and Print Manaaement

FI:'l• •nd Print M•/ln;

lime to provisionadditional file space
.for user

Customers may
request
additional space,
from 0600 -

2100 (EST/EDT)
M-F, and obtain
the space (upon
NRC
management
appbroval) in a
timely manner

Elapsed time from
date /time a
request is logged
with service desk
to fulfillment
(exclusive of
approval wait time)

Standard:
Within 4 hours business
hours of request

Meet performance target
for at least 95% of
approved requests

Incident
Records

Account Detail
RecordsVIP 1:Within one (1)hour of

request

VIP 2:
Within one (1) hour of
request

Formula:
Number of instances
within performance
target +Total number of
instances during
measu remeit•i'nterval =
Service level attained

Time to restore data Customers may Elapsed time from Standard: Meet performance target Incident
from backups • *' request ' date / time a <4 business hours from for at least 95% .of Records
(not inclu'ding time restoration request is logged initial reporting of incident provisioning requests
td'obtaini'ffsite' "service, from with service desk
backUPS) " 0600 - 2100 to resolution VIP 1: Formula:

. " (EST/EDT) M-F, -<2 business hours from Number of instances
and obtain the initial reporting of incident within performance
service ini a target÷+Total number of
timely manner VIP 2: instances during

' •"•-2 business hours from measurement interval=
initial reporting of incident Service level attained
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SM-S LR-03
C.5.1.3 File and Print Management

M-VdllkI U II
Service available to

customers 24'x 7
x 365, exclusive
of 8 hour
weekend
maintenance
window

service is available
during
performance.
period.

Available during agreed
performance period

Maintain at least 99.50%
availability per month

I-ernormance
Monitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

Time to provide
sufficient file server
capacity

Customers may
request
additional
capacity, from
0600 - 2100
(EST/EDT) M-F,
and obtain the
additional
capacity (upon
NRC
management
approval) in a
timely manner

Time to add spaceto file storage pool.
< 7 days to add space after
Agency management
approval.

I 

I

Meet performance target
for at least 95% of
approved requests

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Incident
Records

Account Detail
Records
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A.4.3. Personal computing and Related Software

Table 4. "SMSLR-04: Personal computing and Related Software
SM-SLR-04
C.5.1 .4 Personal computing and RltdSfwr

rnmI tnt,~nr P~atRe fated~ftar

I InTI tw pwovisiur anew personal
computing device
(desktop/laptop/etc)

'...ustomers mayrequest a new
device, from
0600 - 2100
(EST/EDT) M-F,
and obtain the
devi:e •(u'po'n

management
approval) in a
tim-ely maniner

date / time a

request is logged
with service desk
to fulfillment
(exclusive of
approval wait time)

Within five (5) business
days of request

VIP 1:
Within one (1) business
days of request

VIP 2:
Within one (1) business
days of reauest

Meet perrormance targetfor at least 95% of
provisioning requests

inciaent
Records

Formula:
Number of instances
within performance
target + Total number of
instances ddi-ing " 1

measuremen~tinterval =
Service level attained

Asset.
Inventory
Database

Time to distribute Cu~stomer'smay Elapsed time from Standard: Meet performan~e'target Incident
appr'oved software request software, date / time a Within three (3) business for at least 95% of Records
to deskto'pl•;. . from 0600 - request is logged days of request service requests"

S• ": 2100'(ESTIEDT) with service desk .. Desktop
M-F, and obtain to fulfillment VIP 1: Formula: Management
th~e software• (exclusive of Within one (1) business Number of instances Software
(uJpon NRC approval wait time) days of request within performance Reporting
mfanagement target + Total' number of
approval) in a VIP 2: instances during
timiely 'maniner Within one (1) business measurement interval =

days of request Service level attained
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I III1• L.U I~pJdll UI
replace desktops
and laptops

request service,
from 0600--
2100 (EST/EDT)
M-F, and obtain
the service in a
timely manner

Elapsed time from
date /time a
request is logged
with service desk
to resolution

Standard:-<8 business hours from
initial reporting of incident

Meet performance target~for at least 95% of
requests

Incident
Records

VIP 1:
-<4 business hours from
initial reporting of incident

VIP 2:
-•4 business hours from
initial reporting of incident

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =

Service level attained

Asset
Inventory
Database

Desktop
Management
Software
Reporting

Time to resolve Customers may Elapsed time from Standard: Meet performance target Incident
desktop/laptop request service, date / time a <4 business hours from for at least 95% of Records
software related from 0600 - request is logged initial reporting of incident requests
incidents/problems 2100 (EST/EDT) with service desk Review of

M-F, and obtain to resolution VIP 1: Formula: Desktop
the in a timely •2 business hours from Number of instances Management

manner initial reporting of incident within performance software
target +Total number of statistics

VIP 2: instances during
-•2 business hours from measurement interval =

__________________________________________initial reporting of incident Service level attained
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SM-SLR-04.G.5.1.4 Personal computing and Related Software

Persoi

I Ime to resoivedesktop/laptop
account related
incidents/problems

u~ustomers mayrequest service,
from 0600 -

2100 (EST/EDT)
M-F, and obtain
the service in a
timely manner

Plapsea time rromdate /time a
request is logged
with service desk
to resolution

•tanaara:
<4 business hours from
initial reporting of incident

Meet pertormance targetfor at least 95% Of '
r'equests

Inciaent
Records

VIP 1:
<2 business hours from
initial reporting of incident

VIP 2:
<2 business hours from
initial reporting of incident

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval=
Service level attained

Time to complete Customers may Elapsed time from Standard: Meet performance target Incident
hardware move, request service, date / time a •3 business days from for at least 95% of Records.
change, upgrade or from 0600 - request is logged initial request approved requests
refresh ... .. 2100 (EST/EDT) with service desk Asset

M-F, and' obtain' to fulfillment VIP 1: Formula: Inventory
th~e service (upon (exclusive of <4 business hours from Number of instances Database
NRC ... approval wait time) initial request within performance
mnanagement target +Total number of
approval) in a VIP 2: instances during
timely manner -<12 business hours from measurement interval =

_______________________________initial request Service level attained ,
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SM-SLR-04
C.5.1.4 Personal computinq and Related Software

I lIll• LU LUOIII}JI•L•software uninstall,
and perform
general Software
assistance

request service,
from 0600-
2100 (EST/EDT)
M-F, and obtain
the service (upon
NRC
management
approval) in a
timely manner

Elapsed time from
date / time a
request is logged
with service desk
to fulfillment
(exclusive of
approval wait time)

< 8 business hours from
initial request

Meet performance target
for at least 95% of
approved requests

Incident
Records

VIP 1:
-< 2 business hours from
initial request

VIP 2:
<2 business hours from
initial request

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval =
Service level attained

Review of
Desktop
Management
software
statistics

Time to distribute Customers may Elapsed time from Standard: Meet performance target Incident
loaner equipment request date I time a < 16 business hours from for at least 95% of Records

equipment, from request is logged initial request approved requests
0600 -2100 with service desk
(EST/EDT) M-F, to fulfillment VIP 1: Formula:
and obtain the (exclusive of -< 4 business hours from Number of instances
equipment (upon approval wait time) initial request within performance
NRC target +Total number of
management VIP 2: instances during
approval) in a -< 12 business hours from measurement interval =
timely manner initial request Service level attained _______
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lime to repair orreplace other Elapsed. time fromdate /time a

Contractor owned
or Government
Approved End User
assets and
associated.
peripherals

request service,from 0600 -

2100 (EST/EDT)
M-F, and ob~tain
the service in a
timely manner

-<8 business hours from
initial reporting of incident

Meet performance target Incidentfor at least 95% of •' Records

request is loggedwith service desk
to resolution VIP 1:

<4 business hours from
initial reporting of incident

VIP 2:
-<4 business hours from
initial reDortina of incident

requests

Formula:
Number of instances
within performanCe
target -Total number of
instances during"
me~asurement'interval =

Service level attained
Time to create, test Image changes Elapsed time from <10 business days Meet performanicetar~get Incident
and document (approved by " date/time a request for at least 97:5% of " Records
Standard Personal NRC change to image is requests
Computer Images management), approved to Review of

requested date/time the Formula: Desktop
between 0600 - image is available Number of instances Management
2109 (ESTIEDT) for deployment Within~ performance software
M-F, will be " target + Total number of statistics
complet~ed in a instances during •
timely manner measurement interval = Monthly

_____________________________ _____________Service level attained Reporting
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A.4.4. Network Components

Table 5. SM-SLR-05: Network Components

/MVidIclUIIILy UIService (Availability) ;service isavailable to
customers 24 x 7
x 365, exclusive
of 8 hour
weekend
maintenance
window

Amount of time
service is available
during
performance
period.

Available during agreedperformance period
Maintain at least 99.5'
availability per month

riel IUH II dllHU•
Monitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service D~eriod

Incident and
Problem
Records

Time to provide
sufficient capacity.

Customers may
request
additional
capacity, from
0600 -2100
(EST/EDT) M-F,
and obtain the
additional
capacity (upon
NRC
management
approval) in a
timely manner

Time to add
capacity to
network.

<7 days to add capacity
after Agency management
approval.

I 

I

Meet performance target
for at least 95% of
approved requests

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =

Service level attained

Incident
Records
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A.4.5. Remote Access

Table 6. SM-SLR-06: Remote Access
SM-SLR-06 ,
C.5.1.6 Remote Access

I IiII1 LU •IUVI.•IU[I
remote access. request remote

access, from
0600 - 2100
(EST/EDT) M-F,
aind dbtain '
ac~cess: in a
timely manner

date /time a
request is logged
with service desk
to fulfillment
(exclusive of
approval wait time)

[anua~ru;Within five (5) business
days of request

VIP 1:
Within one (1) business
days of request

VIP 2:
Within one (1) business
days of request

for at least 95% of
approved requests

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval =
Service level attained

Account Detail
Records

If IL;IUI•IIL
Records

Availability of .Service is Amount of time Available during agreed Maintain at least 99% Performance
service;"(AvailabilitY) available to service is available performance period availability per month Monitoring and

• .. .. ••customers 24 x 7 during Statistics
x 365, exclusive performance Formula:
of '8 hour period. Number of Minutes of incident and
vweek~end Up-time during agreed Problem
maintenance upon service peri~od Records
Window (exclusive of agreed

r, upon maintenanlce
period)!/Total Number of
Minutes during agreed

______________ _____________upon service period
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A.4.6. Integration

Table 7. SM-SLR-07: Integration

Adhierence otprojects to agreed
schedule

Minimal deVi
from project
schedules

Projects me,established
milestones

prior to, each pre-established deadline,

Meet performance targetfor at least 95% of project
Smilestones

records

Formula:
Number of instances within
performance target +Total
number of instances during
measurement interval =
Service level attained

Enterprise
Project
Reporting

Perform adequate "Assurance of Number of users Total users who report Ensure that < 1% of users Performance
levels of testing quality for new that report errors due to a new release encounter errors due to the Monitoring and
prior to release into technologies, -incidents I (in the production release of a new Statistics
the production prior to their problems I errors environment) technology
environment release into the due to deployment Incident.

production of new technology. Formula: Records
.environment Number of users who

*report incidents / problems
/ errors ÷.Total number of
users directly affected by

* deployment = Service level
______________ __________________________attained
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A.4. 7. High Performance Computing

Table 8. SM-SLR-08: High Performance Computing

I'•Vdllklulll~y 0[Service (Availability) oervice IS
available to
customers 24 x 7
x 365, exclusive
of 8 hour
weekend
maintenance
window

amount oT tilme
service is available
during
performance
period.

Avaiiaoie auring agreeaperformance period iViaintain at ieast uu7oavailability per month

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)!/Total Number of
Minutes during agreed
upon service period

reriormance
Monitoring and
Statistics

Incident and
Problem
Records
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A.4.8. Service Desiqn Lifecycle Supp~ort

Table 9. SM-SLR-09: Service Design Lifecycle Support
SM-S LR-09
C.5.2.2 Service Design Lifecycle Support

Service Design lifecycle support: service Catalog, Service Level Management, Capacity, Availability, IT Service
P n~ihif IT Qw', ,ri+f, h/~~nmn •nA 'minnli~r Iflan~rw~m~nt

Accuracy of serviceCatalog
Minimal deviation
between service
catalog entries
and actual
offered services

Accuracy ofEntries in the
service Catalog

Percent of entries
accurate and
complete (review of
at least 10% of
entries on a quarterly
basis)

Meet pertormance targetfor at least 95% of
reviewed service catalog
entries

Formula:
Number of instances
within performance target
+ Total number of
instances during
measurement interval =
Service level attained

ty Reports

Performance
Monitoring Statistics

Incident Records

Timely Critical Critical patches Elapsed Time Server patches: Meet performance target Monthly Technical and
Service I Security are applied in a to Update to- <36 hours from for at least 95% of vendor- Financial Status Report
Patch updates timely manner Target vendor release released patches

Population for Operating events and
Each Desktop patches: Formula: statistics
Deployment --7 days from vendor Number of instances

release within performance target Desktop Management
+ Total number of Software Reports
instances during
measurement interval = Server Management

________________________ ________________________Service level attained Software Reports

Page 154 of 215



33-11-325
Attachment A: Statement of Work

SM-S LR-09
C:5.2.2 Service Desiqn Lifecycle Support

Timely Non-criticalService I Security
Patches updates

Non-criticalpatches are
applied in a
tirrely'manner

Elapsed Timeto Update to
Target
Population for
Each
Deployment

Server patches:<5 days from vendor
release

Meet performance targetfor at least 95% Of vendo0r-
released patches '

Desktop patches:<30 days from
vendor release

Formula:
•Number of instances
withi~nperformance target
+ Total numrber of
instances: during
measurement interval --
Service level' attained

Operating events and
statistics

Desktop Management
Software Reports

.Server Management
Software Reports

Timely Antivirus / Antivirus/spywar Elapsed Time Server patches: Meet performance tar-get Monthly Technical and
Spyware Updates e updates are to Update to <24 hours from for at least 95% of ... Finahicial Status Report

applied in a Target vendor release updates ";
timely manner Population for Operating events and

•." "Each 'Desktop patches: Formula: statistiCs
Deployment -7 days from vendor Number of instances

release within performance target Desktop Management
-Total number of Softwar'e Reports

instances during
measurement interval = Server Management
Service level attained Software Reports
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SM-SLR-09
0.5.2.2 Service Design Lifecycle Support

' rdS~UlULIIU II UI
desktops out of
Antivirus / Spyware
compliance

u~~I\LUIJantivirus/spyware
files are updated
in a timely
manner, upon
connection to the
Agency Network

to Update
Desktops that
are outside of
required file
levels.

connection to
Agency Network

for at least 99% desktops IVlUIItll Iy I UUIII i II di PIlUFinancial Status Report

Formula:
Number of instances
within performance target
+Total number of

instances during
measurement interval =
Service level attained

Operating events and
statistics

Desktop Management
Software Reports

Server Management
Software Reports
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A.4.9. Service Transition Lifecyfcle Support

Table 10. SM-SLR-1O: Service Transition Lifecycle Support
SM-SLR-10OC:5.2'.3 Service Transition Lifecycle Support

laenTiriCaTion OrNRC assets I meiyidentification
of NRC
assets

I-requency or scanning or.NRC assets (PCs, Servers,
etc.) for agreed, upon
relevant information

Asset scanneawithin:
S7 days

Meet perrormancetarget for at least 98%
of assets "

NAG Reporting

Formula:
Number of instances
Within performance
target -Total :number
of instances 'during
measi~rement interval
=Service level

attained

Accuracy of Assetinventory
information in
Configuration
Managem'ent Data
base (CMDB)•

Minimaldeviiation
between
CMDB and
actual
inyentory

Periodic Inventory of NRC
assets

Twice yearly
Physical inventory
of Network
Component and
Server Assets and
Annual Physical
inventory of
Desktop assets

Meet performance
target that at least
97.5% of physical
assets are identified
within the CMDB

Formula:
Number of physical
assets + Number of
assets recorded in
CMDB = Service level
attained

Monthly Technical•and Financial
Status Report

Operating events
and statistics

Asset Inventory
Database

CMDB Records

Incident Records
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SM-SLR-1 0
0.5.2.3 Service Transition Lifecycle Support

/-u.;ur:ld.;y uI idberL
data in CMDB
(desktop)

deviation
between
CMDB and
actual
desktop
inventory

lVUUulduy IJn vtUI udli•data elements per asset as
verified by audit:
*. Asset Tag
* Serial Number
* User Location
* Configuration
* Asset Status
* Responsible Owner

within 24 hours of
any change to
desktop inventory
(or related data
elements).

IVII;3IL IJe1 lull I IdI~l III:target for at least 98%
of desktop inventory
modifications

IVIUI ILIlyll I •(.;IIIIlIU"IIand Financial
Status Report

Formula:
Number of instances
within performance
target +Total number
of instances during
measurement interval
= Service level
attained

Operating events
and statistics

Asset Inventory
Database

CMDB

Records

'Incident Records
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SM-SLR-! 00'.5.2.3 service Transition Lif~ecycle Support

Accu racy or assetdata in CMDB
(server)

Minimaldeviation
between
CMDB and
actual server
inventory

ixccuracy percentage or aiidata elements per asset as
verified by audit:
* Host Name
* IP Address
• Business Function/App
* Business Owner
* Make/Model
* Physical Location
* Asset Tag
* Serial Number
* Configuration (Op Sys,

etc)
* Warranty

Info/Maintenance
Certificate Number

* Asset Status
* Responsible Owner

ulviUb moaireawithin 72 hours of
any change to
server inventory (or
related data
elements)

target for at least 98%
of updates

IVIUI ILIl y I t•,IIIJand Financial
Status Report

Formula:
Number of instances
within performance
target ÷ Total number
of instances during
measurement interval
= Service level"
attained

Operating eventsand statistics

Asset Inventory.
Database

CMDB
Records

Incident Records
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A.4. 10. Service Desk

Table 11. SM-SLR-11: Service Desk
SM-SLR-11I
C.5.2.4.1 Service Desk

u~all Answer lime I Imely responseto phone calls
entering the
service desk
queue from 0600
- 2100
(EST/EDT) M-F

Measure or tne
time a phone call
enters the service
desk queue to the
time a live agent
takes the call and
works with user.

< 4b •econas Meet perrormance targetfor at least 95% of
phone calls

Incident
Records

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval =

Service level attained

Automated
Call
Distribution
Reporting
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First CalllContactResolution Time Maximize
number: of
calls/contacts
(made during
0600 - 2100•
(EST/EDT) M-.F)
that can resolved
upon first contact

ikesoiution oT
calls/contacts on
first contact of calls
that can be
reasonably
resolved by service
desk agent.

resolved on first contact
(specific categories)

Base Year 1:
Meet performance target
for at least 65% of
phone calls.

Incident
Records

All other contract
years:
Meet performance target
for at least 85% of
phone calls

Formula:
Number of instances
within performande
target + Total number of
instances during
measurement interval =
Service level attained

Call Abandonment Minimize the The proportion of <=6 % Meet performance target Incident
Rate .. --- nu0mber of Calls calls that enter into for at least 90% of Records

Sto the service" the service desk phone calls
de•K queue queue which are Automated
(made during disconnected Formula: Call
0600 - 2100 (abandoned) Number of instances Distribution
(EST/EDT)M-F) before reaching a within performance Reporting
that are live agent. target + Total number of
disconnected instances during
(abandoned) measurement interval =
before reaching a Service level attained
live agent
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SM-SLR-11I
C.5.2.4.1 Service Desk 1.(:::t= nlir-€= 1"3•=€k

Average (5 nlmize time Amount 01 time seconas eet perrormance target Inf( .=nt
time in which calls

(made during
0600 -2100
(EST/EDT) M-F)
are on hold prior
to answer or user

calls are on hold
prior to answer or
user abandonment

for at least 95% of
phone calls

abandonment

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval =
Service level attained

Records

Automated
Call
Distribution
Reporting

Call Backs Minimize the The proportion of <5% Meet performance target Incident
(reopened tickets) number of calls calls that require 'for at least 95% of Records

(made during tickets to be re- tickets
0600 -2100 opened to
(EST/EDT) M-F) complete Formula:
that require resolution vs. total Number of instances
tickets to be re- number of tickets within performance
opened per reporting target -Total number of

period. instances during
measurement interval=

__________________________Service level attained
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of business• ..hors06o0-
2100. (EST/EDT)
M-F)' t0 respo•nd
to service desk,

respond to service
desk requests from
email (exclusive of
'confirm receipt of
request'
communications)

for at leaist 95%-of e-
mails •" . .

II IL~UIUI I1.Records

requests from,
email .

Formula:
Number of instances
w~ithin-performance-
target "4Totai number of
instanices during ,.. .
measu~rement interval =
service level attained

Web Portal Minimize number Amount of time to < 2 business hours Meet performance tar'get Incident
response of business' •. respond to service for at least 95%"of e- ; Records

hours (0600 - desk requests from mails "'"'"•"
21'00 (EST/EDT) web portal '•Web Usage
M-'F") to respondfi (exclusive of Formula: ,Re•)orting
to serviCe desk( 'confirm receipt of Number of instances Statistics
r-equests from the request' withi'nperformance ' '..
web: portal ""' •communications) target - Total n'umber of

• • ; : . . instances dUrihi ''•'
; ~measurement'interval =

__________________________Service level att'aine'd
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number of
incidents that are
not correctly
routed
(escalated)

I'4Ul I IUl UIi
correctly routed
incidents (correct
escalations)

Number of correctly
escalated incidents

Meet performance target
for at least 95% of total
incidents

II IL;IIU~I IL
Records

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Service Desk Ensure Availability for Business Hours (0600 - Live agent service desk Incident
Availability - Live availability of live customer use 2100 EST/EDT, Monday - support is available 98% Records
Agent agent service Friday) of time during business

desk support hours Automated
during business Call
hours (0600 - Formula: Distribution
2100 (EST/EDT) Number of instances Reporting
M-F) within performance

target -Total number of
instances during
measurement interval =
Service level attained
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Availability -

customer-facing
applications (e.g.,,
Customer Service
Portal)

r-'1:Ul e
availability
customer-facing
applications

Mvd~oi~dJyL tur
customer use beven t ) aays per week -0000-24 00

,uswomr1F-1acmng
applications are
available 98% of time
during business hours

Records

Formula:
Number of instances
within perfo'rmance
target + Total nilfmber of
instances dirirg
measurement interval =
Service level attained

Automated
Call
Distribution
Reporting

Web Usage
Reporting
statistics

Performance
Monitoring
Statistics

Customer Maximize User satisfaction Minimum overall score of 4 Meet performance target Incident
Satisfaction cu~stomer survey of 1 of on a 5 point scale for at least 95% of Records

•,satisfaction every 10 tickets surveyed tickets
levels; i

~Formula:
Number of instances
within performance
target -Total number of
instances during
measurement interval =

service level attained
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SM-S LR-1 1
C.5.2.4.1 Service Desk

Alternative:
Customer
Satisfaction

Maximize
customer
satisfaction
levels

User satisfactionsurvey - 15% of
tickets scored per
month. (Sampling
must be random).

Minimum overall score ot 4
on a 5 point scale Meet pertormance targetfor at least 95% of

surveyed tickets

Incident
Records

Formula:
Number of instances
within performance
target + Total number of
instances during
measurement interval =
Service level attained

Semi- Annual End Maximize End User End Users surveyed semi- Meet performance target Incident
User Customer customer Satisfaction Rate annually through a third- for at least 95% of Records
Satisfaction satisfaction party survey; % satisfied or surveyed tickets

levels higher 3r Party
Formula: Survey
Number of instances Results
Within performance

target + Total number of
instances during
measurement interval =

_____________________________________________Service level attained _______
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A.4.11. Event Management

Table 12. SM-SLR-12: Event Management
SM-SLR-1 2
C.5.2.4.2 Event Management

nt T'V

Availabi
Service

Service is
available to
customers 24 x 7
x 365, exclusive
of 8 hour
weekend
maintenance
window

Amount of time.
service is available
during.
performance
period.

Available during agreedperformance period
Maintain at least 97.51
availability per month

Performance
Monitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)!/Total Number of
Minutes during agreed
upon service period

Incident and
Problem
Records

Event escalation In the event of Amount of time for Notification within 15 Meet performance target Incident and
and Notification for excePtion events, notification of minutes of failure per for at least 97% of Problem
Server Fa!lures' and the appropriate exception events appropriate escalations, phone calls Records
other exception Akgency to appropriate analysis and updates
events personnel are Agency personnel. hourly. Formula:

notified in a Number of instances
timelY manner. within performance

target - Total number of
instances during
measurement interval=
Service level attained
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A. 4.12olncident Management

Table 13. SM-SLR-13: Incident Management

•everity 1 I ICKetSClosed - Acceptable
time to resolve
major outage issues
that impact multiple
users.

severity 1 I IcKetS receivea from ubuu - iI uu(EST/EDT) M-F are resolved and closed in a
timely manner

iime eiapseafrom the
initiation of
the service
desk incident
until service
is restored

ivleet perrormancetarget for at least
95% of tickets

inclaentRecords

Severity Level 1 Definition:
Emergency/Urgent Critical Business

Impact

The Incident has caused a complete and
immediate work stoppage affecting a Critical
Function or Critical Infrastructure component
such that a primary business process or a
broad group of users such as an entire
department, floor, branch, line of business, or
external customer. No work around is
available. Examples: Email outage; WAN or
LAN outage; Security violation (e.g., denial of
service, port scanning).

Additional Severity 1 Incidents:
Video/teleconference in progress session
problems, Remote access connections and
online functionality, LAN connection and login
incidents, Users Account management:
password reset, account unlock

Formula:
Number of
instances within
performance target
+Total number of

instances during
measurement
interval = Service
level attained
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OUVeIILy / I ILI'eLClosed - Acceptable
time to resolve
issues that cause
sigrnificant
degradation of
performance and
affect ten or more
Us~ers.

oeveiity L I IcuIt1 I~CUCvCu iluil uouu - L Iuu(EST/EDT)M-F are resolved and closed in a
timely manner

i me elapseu]from the
•initiation of
the service
desk incident
until service
is restored

ivieei pei Ir([adIIetarget~for at least
95% of tickets

iiiu~cei L.
Records

Severity Level 2 Definition:
High Major Business Impact
A business process is affected in such a way
that business functions are severely degraded,
multiple users are impacted, a key customer is
affected, or a Critical Function is operating a
significantly reduced capacity or functionality.
A Workaround mnay be available; however the
Worka'round is 'not easily sustainable.
ExamplSes: Major data/database or application
problem (e.'g., email gateways/internet mail
flow) E-mail system is performing slowly, but
workload in manageable

Additional Severity 2 Incidents:
M(•bile device feature and functionality
p0roblems, performance issues, Hardware or
software Malfunctions, errors or failures,
Telephone handset - hardware and feature
rnaIfLmnctions or failures.

Formula:
Number of
instances within
performance
target+ Total
number of"
instances during
measurement
interval =Service
level attained
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severity i I ICKetsClosed -Acceptable
time to resolve
issues that cause
minor degradation
of performance and
affect less than ten
users.

:sevenity i i IcKets received from ubuu - ziuu(EST/EDT) M-F are resolved and closed in a
timely manner

iime elapsedfrom the
initiation of
the service
desk incident
until service
is restored

nneet performancetarget for at least
95% of tickets

Incident
Records

Severity Level 3 Definition:
Medium Minimal Business Impact
A business process is affected in such a way
that certain functions are unavailable to end
users or a system and/or service is degraded.
A Workaround may be available. Examples:
Telecommunication problem (e.g. BlackBerry,
PBX digital/analog card) End-User Device
problem (e.g., hardware, software), or a
problem that may keep repeating and affecting
just a user at a time.

Additional Severity 3 Incidents:
Offsite deleted data and email file restore,
Network printer hardware errors, local printer

Formula:
Number of
instances within
performance
target + Total
number of
instances during
measurement
interval = Service
level attained
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oeverlty '4 IIevQelsClosed - Acceptable
time to resolve
issues that have no
operational impact
or are related to
"how-to" requests.

•everliy £4 I ici~e~s receiveo rrom uouu -/_.-I uu(EST/EDT) M-F are resolved and closed in a
timely manner

lime elapseafrom the.
initiation of
the service
desk incident
until service
is restored

3 o 1usiness
days

ivieei pei ormiancetarget for at least
95% of tickets

I ]ICl~elILRecords

Severity Level 4 Definition:
Low Minimal Business Impact
An Incident that has little impacts on normal
business processes and can be handled on a
scheduled basis. A Workaround is available or
there "is minimal negative impact on a user's
ability to perfdrm• their normal daily work.
Example: •"How To" questions Service
Requests (e.g., system enhancement,
changes installations) Preventive Maintenance

Formula:
Number of
instances within
performance
target - Total
number 6)f
instarices'during
measuremenit
interval = service
level attained

Completeness andaccuracy of Incident
i'ecdrd inforrmation

Maximize accurac:y of Incident recordinformation. Completion of
required
information in
the Incident
Record

98% of
incident
records have
all required
information
completed
and
information is
accurate
(review of
'10% of
incident
records each
month)

Meet performancetarget for at least
92%/oOf reviewed
records

Formula:
Number of
instances within
performance
target +Total
number of
instances during
measurement
interval -= Service
level attained

Incident
Records
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A. 41.13.Problem Management

Table 14. SM-SLR-14: Problem Management

Resolution ot
problems raised
related to Severity 1
Incidents

Problems related
to Severity 1
Tickets received
from 0600 -

2100 (EST/EDT)
M-F are resolved
and closed in a.
timely manner

l-ime elapsed fromthe raising of the
problem until
workaround andlor
permanent
resolution is
identified.

Meet performance targetfor at least 95% of
tickets

Incident
Records

Problem
RecordsFormula:

Number of instances
within performance
target + Total number of
instances during
measurement interval =
Service level attained

Resolution of Problems related Time elapsed from < 4 hours Meet performance target Incident
problems raised to Severity 2 the raising of the for at least 95% of Records
related to Severity 2 Tickets received problem until, tickets
Incidents from 0600 - workaround and/or Problem

2100 (EST/EDT) permanent Formula: Records
M-F are resolved resolution is Number of instances
and closed in a identified. within performance
timely manner target + Total number of

instances during
measurement interval =

______ ______ ___ _____________Service level attained ______
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SM-SLR-1 4C.5.2.4.4 Problem Manaclement

Prnhl~m M•/

Resolution of
problems raised
related to Severity 3
Incidents

to Severity 3
Tickets .received
from 0600-.
2100 (EST/EDT)
M-F are resolved
and closed in a
timely manner

Iii 1110111J•tU IUI
the raising of the
problem until
workaround and/or
permanent
resolution is
identified.

0" Fl[UUI,•
for at least95% of ',
tickets

II IUlU•I II.
Records

Problem
RecordsFormula:

Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Resolution of Problems related Time elapsed from < 3 business days Meet performancetarget Incident
problems raised to Severity 4 the raising of the for at least 95% of Records
related to Severity 4 Tickets received problem until tickets
Incidents from 0600 - " workaround and/or Problem

S2190 (EST/EDT) permanent Formula: Records
M-F are resolved resolution is Number of instances
andl closed in a identified. within performance
timely/rmanner target + Total number of

;=' ' : ' 'instances during
measurement interval =
Service level attainled
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A.4. 14.Reqguest Fulfillment

Table 15. SM-SLR-15: Request Fulfillment
SM-SLR-1 5
C.5.2.4.5 Reauest Fulfillment

Reauest Fulfillment

I Ime to resolveservice requests
(not including those
covered in other
service
descriptions)

•ervice requestsreceived from
0600 - 2100
(EST/EDT) M-F
are resolved in a
timely manner

t-iapsea time rromdate / time a
request is logged
to resolution

•ianuaru;-4 business hours from initial
reporting of incident

ivweet performance targetfor at least 95% of
tickets

•erv iceRequest
records

VIP 1:
<2 business hours from initial
reporting of incident

VIP 2:
-<2 business hours from initial
reporting of incident

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =

Incident
Records

Service level attained

Page 174 of 215



33-11-325,
Attachment A: Statement of Work

A.4. 15.Access Management

16. SM-SLR-16: Access Management

Availability ot LVIDirectory Service
(Availability)

,service is
available to
customers 24 x 7
x 365, exclusive

Amount ort tme
service is available
during
performance

Available during agreed•performance period
Maintain at ieast uu~availability per month InclaenrRecords

of 4 hour
weekend
maintenance
window

period.
Formula:
Number of Minutes of
Up-time during agreed
Upon service period
(exclusive of agreed
upon maintenance
period)/ Total, Number of
Minute's during agreed"
upon serviC6 period

Performance
Monitoring
Statistics

Time to create,up~date, maintain,
anid disable " '
accounts'; !security
profile rightsfaC'cess
cOntrol'grbi~ps, '•
distribution' lists, etc.

Customers mayrequesta
ac~cess-related
Service, from
06•00 -2100 .
(EST/EDT) M-F,
•ind 'obtain the
service in a
timely manner

Time elapsed from
date I time a
request is made to
fulfillment

Standard:
Completed < 1 business
day from authorized request

VIP 1:
Completed -< 2 business
hours from authorized
request

Meet performance targetfor at least 98% of
tickets

Formula:
Number of instances
within Performance*
target + Total number of
instances during '
measurementinterval=
Service level attained

Service
Request
records

Incident
Records

Account Detail
Records

VIP 2:
Completed -< 2 business
hours from authorized

request
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Password Keset(not including self-
service password
resets)

c.ustomers mayrequest a
password reset,
from 0600 -

2100 (EST/EDT)
M-F, and obtain
the service in a

lime elapsed tromdate/time a request
is made to
fulfillment

u.omptetea wtnmn tnirminutes of receipt of
request

Meet pertormance targetfor at least 98% of.
tickets

:serviceRequest
records

timely manner

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained

Incident
Records

Account Detail
Records
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A.4.16. Optional Service: Computer Facilities Management

Table 17. SM-SLR-17: Computer Facilities Management
SMSLR-1 7•,
0.6.1 Cornputer Facilities Management

I-WVdllaUiiiLy UtService oervice isavailable to
customers 24 x 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

M•mount OT time
service is available
during
performance
period.

Avaiiaoie aurnng agreeuperformance period 99:5% availability per
.. _month •

r'et UIidrmanc
Monitoring and
Sta'tistics'

Incident
Records

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon nmaintenance
period)!/Total' Number
of Minutes durin~g
agreed upon service
period

Problem
Records

Shift Reports

Availability of Applications are Amount Of time Available during agreed Maintain at least 98% Performance
Agency 'Specific • available to applications are performance period availability per month Monitoring and
ApJpliCations: - customers 24 x 7 available during Statistics
ERDS •:'x 365, exclusive• performance Formula:
ADAMS of 4 hour period. Number of instances Incident
EPM weekend within performance Records
HRMS mai'ntenance target +Total number

Swindo~w -of instances during Problem
' measurement interval Records

= Service level
__________________________________attained Shift Reports
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A.4. 17. Optional Service: Operations Center

Table 18. SM-SLR-18: Operations Center

SM-SLR-1 8
C.6.2 Operations Center Network Management

AVallail]
Service

;Service IS
available to
customers 24 x 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

amount oT timeservice is available
during
performance
period.

Avaiiaoie auring agreeaperformance period iviainiain at ieast uu~availability per month rerrormanceMonitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

Incident
Records

Incident Response Incidents that Elapsed time from <= 10 minutes from initial Meet performance target Performance
time occur 24 x 7 x incident notification attempt to contact .. for at least 99.5% of Monitoring and

365 are to Incident . incidents Statistics
responded to in a response
timely manner Formula: Incident

Number of instances Records
within perforniance
target +Total number of
instances during
measurement interval=

___________________________________________________________Service level attained
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A.4. 18. Optional Service: Data Center System Administration

Table 19. SM-SLR-19: Data Center System Administration

artu~uy [completeness of
System
documentation.

ivlaxlmlze
accuracy of
System
documentation

i-ccuracy percentage orsystem documentation as
verified by audit:
* Host Name
* IP Address
* Business Function/App
* Business Owner
* Business Owner

contact (primary,
secondary)

o Make/Model
• Physical Location
* Asset Tag
* Serial Number
* Configuration (Op Sys,

etc)
• Warranty

Info/Maintenance
Certificate Number

• Asset Status
* Responsible Owner

uata accurate tor ail
changes < 72 hours'

Meet pertormance target
for at least 98% of
changes

i-'ertormance
Monitoring and
Statistics'

Incident
Records

Formula:
Number of instances
Within performance
target 4.' Total n'umber of
instances during
measurement interval=
Service level att'ained

Problem
Records

CMDB
Records

r

Page 179 of 215



33-11-325
Attachment A: Statement of Work

SM-S LR-1 9
.C.6.3 Data Center System Administration

Data Center System Administration

Avaiiabiiity orService: ADAMS
z•ervice IS
available to
customers 24 x 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

iAmount or time service IS
available during
performance period.

•vaiiaoie auningagreed performance
period

ivaintain at ieast d••availability per month t-'errormanceMonitoring and
Statistics

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period
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A. 4.19. Optional Service: Wireless Communication Services

Table 20. SM-SLR-20: Wireless Communication Services

SM-SLR-20
C.6.4 Wireless Communication Services

•vaiiauiity orService
(exclusive of 3rd
party carrier
outages - eg.
Verizon, AT&T, etc)

bervlCe isavailable to
customers 24 x 7
x 3657, exclus~ive
of :4 hour •-,..
weekend
maintenance
window

amount or timeservice (Contractor
supplied
infrastructure) is
available during
performance
period.

Avaiia~ie auring agreedperformance period
iVlaintain at least97.50% availability per
month. .. ; -

rerrormanceMonitoring and
Statistics

Incident
Records

Formula:
Number of Minutes of
Up-•time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)f/Tdtal Number
of Minute;S during
agreed upon service
period'

Time to provision anew wireless device
Customers may
request a new'
wireless device,
from 0600 -

2100 •(EST/EDT)
M-F, and obtain;
th• device in a
timely mannier

Elapsed time from-
date /time a
request is logged
with service desk
to date/time the
user acknowledges
fulfillment

P

Standard:Within five (5) business days

of request

VIP 1:
Within one
of request

VIP 2:
Within one
of request

(1) business days

(1) business days

Meet performance
target for at least 95%
of prov'isioning
requests "

Formula:
Number of instances
within performance
target + Total number
of instances during
measurement interval
= Service level
attained

Incident
Records

Account Detail
Records

Te!ecom
Expense
Management
Tools
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SM-SLR-20
C.6.4 Wireless Communication Services

Time to repair orreplace wireless
Device - Data
service restoration
only (excluding
changing of service
providers/exporting
numbers)

Customers mayrequest service,
from 0600 -

2100 (EST/EDT)
M-F, and obtain
the service in a
timely manner

IUapsed time trorTdate /time a
request is logged
with service desk
to resolution
(excluding 3rd
provider time to
export numbers)

utanaara:Main Office:
<6 hours from initial reporting
of incident
Out of Main Office:
<24 hours from initial
reporting of incident, spares

Meet perrormancetarget for at least 95%
of service requests

•InciaentRecords

delivered via overnight
package service

VIP 1:
Main Office:
-<4 business hours from initial
reporting of incident
Out of Main Office:
Incidents reported prior to 4
pm, spare delivered via
overnight package service.

VIp 2:.
Main Office:
-•4 business hours from initial
reporting of incident
Out of Main Office:
Incidents reported prior to 4
pm, spare delivered via
overnight package service.

Formula:
Number of instances
within performance
target +Total number
of instances during
measurement interval
= Service level
attained

Account Detail
Records

Telecom
Expense
Management
Tools
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A.4. 20. Software License Manaaement

Table 21. SM-SLR-21: Software License Management

SSM-SLR-21 "C.6.5 Software Lies aaement

i•ccuracy orsoftware list iviaximizeaccuracy of
software list

Accuracy or entriesin the software list Accuracy anac~mpleteness of software
license entries (review 10%
of entries on a quarterly"'
basis)

Meet perrormance targetfor at least 95%
reviewed software
license entries

Formula:
Number of instances
within performance
target - Total n'umber of
instances duriing' "
measuremen~t interval =
Service leviel' attained:

•or'tware LiSt

Desktop
Management
Software
Reports

Adherence of Minimal deviation Projects (as Milestones achieved at, or Meet performance target MS project
projects to agreed from project" :i,: defined during prior to, each pre- for at least 95% •of .... records
schedule s §ch~edules'; periodic meetings established deadline. project milestones "

• • .. . •,:; ,•:•!!. ,,:.between the'"
contractor and Formula:
NRC staff) meeting NUmber of instances
established within performance'
milestones tar•get •-Total' num'nber of

instances during•
measurement interval =

____ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___service level attained
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A.4.21.0O•tional Service: Safequards Local Area Network and Electronic Safe Services

Table 22. SM-SLR-22: Safeguards Local Area Network and Electronic Sate Services
SM-S LR-22
C.6.6 Safeciuards Local Area Network and Electronic Safe Services

AVaiiability 01Service (Availability) service is
available to
customers 24 x 7
x 365, exclusive
of 8 hour
weekend
maintenance
window

Amount Or time
service is available
during
performance
period.

Available auring agreeaperformance period Maintain at ieast Uf,'availability per month

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

I-errormz
Monitorir
Statistics

Incident
Records

ance
ng and

Provide periodic Minimal deviation Backups Backups completed on time Meet performance target Performance
backups of data from data backup successfully per schedule. for at least 99% of Monitoring and

schedule completed and scheduled backups Statistics
retained per
agreed schedule Formula:

Number of instances
within performance
target -Total number of
instances during
measurement interval =

___________________________ _________________________________Service level attained ______
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SM-SLR-22C.6.6'Safe~quards Local Area
Services I

.•f~nirIrk¢'l nr2l Ar NI,,h~l,

Provide sufficientcapacity, T.U UI iI I••I I!a;y,

additional
capacity, from
0600 -' 2100
(EST/EDT) M-F,
and obtain the'
additional
capacity (upon
NRC
management
approval) in a
timely manner

I Illle LU dlUU
capacity to SGI
Wireless Network
Infrastructure

--I uays Lo auu UapiclUIyafter agency management
approval

for at leastg95% of'..
r~equestsi;

I t~U l I
:ecords

Formula:
Number of instances
within performance
target -Total number of
instances during
measurement interval =
Service level attained

Problem
Records

Capacity
Reports
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A.4.22. Optional Service: Emergency Response Data System (ERDS) Operations and Maintenance

Table 23. SM-SLR-23.: Emergency Response Data System (ERDS) Operations and Maintenance

Availabii
Service

service is
available to
customers 24 x 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

Amount ot time
service is available
during
performance
period.

Avalial0ie auring agreedperformance period
Maintain at least YY.9J
availability per month reporting

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

Incident
Records

Performance
Monitoring and
Statistics

Note:
Redundancy
and/or resilient
solutions are
expected

Fulfillment of Customers may Elapsed time from < 60 minutes Meet performance target Customer
Service Requests request service, initiation of request for at least 95% of Satisfaction
within required from 0600 - until it is fulfilled requests
Service Levels 2100 (ESTIEDT) Incidents

M-F, and obtain Formula: record
the service in a Number of instances
timely manner within performance Problem

target + Total number of records
instances during
measurement interval =

__________________________Service level attained
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•nyRepne Data Sse ED)Oerations and Maintenance
:esPonse Data System (ERDS) Operations and Maintenance

r'roviae training touser community ivimnimai aeviationfrom requisite':
numberidur'ation
of traihin~l~ ":
courses•;

P-rOvide
training Six (6) 8 hour trainingsessions for 25 users per

training session at specified
locations per schedule

Meet performance target
for at least 95% of"
re'quests

Satisfaction

Class sign-in
SheetsFormula:

Numb'er of instances
within performance"
target -Total number of
instances during "
measurement interval =
Service level attained

Monthly
Reporting

Provide sufficient
capacity;

Customers may
request
additional
capacity, from
0600 - 21:00
(EST/EOT) M-F,
an'd 'obtain theb
a]dditional
capacity (upon

m:anagement
ap~roval) in a
timely manner

Time to add
capacity to ERDS
Infrastructure

< 7 days to add capacity
after agency management
approval :

Meet perforrmancetarget
for at least 95% of
r'equests

Formula:

Incidents
record

Problem
records

Number of instances
within performance
target + Total number of
instances ddring ':
measurementin'terval =
Service level attained

. -f
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A.4.23. Optional Service: Secure LAN and Electronic Safe

Table 24. SM-SLR-24: Secure LAN and Electronic Safe

Availabil
Service

tservlce is
available to
customers 24 x 7
x 365, exclusive
of 4 hour
weekend
maintenance
window

Amount oi" time
service is available
d uring
performance
period.

Avaiiaoie auring agreea]performance period
Maintain at ieast U,.t
availability per month reporting

Formula:
Number of Minutes of
Up-time during agreed
upon service period
(exclusive of agreed
upon maintenance
period)/ Total Number of
Minutes during agreed
upon service period

Incident
Records

Note:
Redundancy
and/or resilient
solutions are
exDected

Fulfillment of Customers may Elapsed time from < 60 minutes Meet performance target Customer
Service Requests request service, initiation of request for at least 95% of Satisfaction
within required from 0600 - until the Contractor requests
Service Levels 2100 (ESTIEDT) responds Incidents

M-F, and obtain Formula: record
the service in a Number of instances
timely manner within performance Problem

target + Total number of records
instances during
measurement interval =

_________________________________________Service level attained
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SM-SLR-24
C.6.9 Secure LAN and Electronic Safe

rI-u[vIue Si
capacity uustumers may

request
additional
capacit~', from
0600 -2100
(EST/EDT) M-F,
and obtain the
additional
capacity (upon
NRC
management
approval) in a
timely manner

i ime to aaacapacity to SLES
Applications

s t' aays to aao capacity arreragency management approval iveei perrormance targetfor at least 95% of
requests •

I nciaenis
record

Problem
recordsFormula:

Number of instances
within perfor'mance
target - Total number of
instances during
measurement'interval =
Service level' attained
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A 4.24. Reportingq

Table 25. SM-S LR-25: Reporting

Provide relevant
monthly reporting
information for all
report requirements

Monthly reportsare completed,
and submitted to
NRC staff, in a
timely manner

I imellness andcompleteness of
reporting

MOntnly report completed Dy7th business day Meet perr'ormance targetfor at least 90% of
requests

Montnl•,reports

Formula:
Number of instances
within performance
target +Total number of
instances during
measurement interval =
Service level attained
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Appendix B: NRC WAN Connections

NRC WAN Connections

/ I

Cii~h ~2 Twin. Gti~Ie T~ S~ Ware-~
Or ~kiouse~

Figure 2 - NRC. WANMConnections:

Page:•191 of 215



33-11-325
Attachment A: Statement of Work

Appendix C: NRC WAN Utilization

All Statisitics are based on 2009 data
1) Average usage based on a 24-hour period (includes peak and non-peak hours)
2) Maximum Utilization seen on this link
3) The high utilization on the two DS-3 was related to operating with one DS-3 and the initial
configuration of the second DS-3

WAN Statistics
Avg. Usage

(1)
Max. Usage

(2)

OWFN MPLS DS3
TWFN MPLS 0S3

Capacity

44Mbps
44Mbps

9%/

8%
99% (3)
90% (3)

Region 1 MPLS DS3
Region 2 MPLS DS3
Region 3 MPLS 0S3
Region 4 MPLS DS3
TTC MPLS 0S3
Las Vegas Field Office MPLS TI
Region I Rise Sites MPLS Circuits

Beaver Valley
Calvert Cliffs
Fitzpatrick
Ginna
Hope Creek
Indian Point2
Limerick
Millstone
Nine Mile Point
Oyster Creek
Peach Bottom
Pilgrim
Seabrook
Susquehanna
Three Mile Island
Vermont Yankee

Region 2 Rise MPLS Circuits
Babcock & Wilcox
Browns Ferry
Brunswick
Catawba
Crystal River
Erwin

44Mbps
44Mbps
44Mbps
44Mbps
44Mbps
1.5Mbps

1.5Mbp)s
1.5Mbps
1.5Mbp•s
1.5Mbp•s
1.5Mbp)s
1.5Mbp)s
1.5Mbp)s
1.5Mbps
1.5Mbp)s
1.5Mbp)s
1.5Mbps
1.5Mbps
1.5Mbp)s
1.5Mbp)s
1.5Mbp•s
1.5Mbps

1.5Mbps
1.5Mbps
1.5Mbps
1.5Mbps
1.5Mbps
1.5Mbps

5%
4%
3%
5%
2%
3%

2%2
2%
2%
2%

6%
3%
2%
3%
2%
2%
2%
2%
2%
2%
2%

°2%

2%
2%
3%
2%
4%
2%

15%
18%
14%
15%
8%

24%_

12%
16%
8%

11%
20%
22%
9%
12%
13%
11%
9%
13%
10%
11%
.9%

25%
9%

41%
11%
11%
31%
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Farley
Harris
Hatch
McGu ire
North Anna
Oconee-
Paducah
Robinson
Saint Lucie
Savannah River
Sequoyah.
Summer
Surry
Turkey Point
Vogtle
Watts Bar I
Watts Bar 2

Region 3 Rise MPLS Circuits
Braidwood
Byron
Clinton
Davis Bessie
DC Cook
Dresden
Duane Arnold
Fermi
Kewaunee
Lasalle
Monticello
Palisades
Perry

SPoint Beach
Prairie Island
Quad Cities

Region 4 Rise- MPILS.Circuits:
Arkansas•
Callaway
Columbia
Comanche Peak -

Cooper Station
Diablo Canyon
Fort Calhoun
Grand Gulf
Palo Verde
RiverBend
San Onofre
South Texas
Waterford

1.5Mbps 2% 12%
1.5Mbps 2% 13%
1.5Mbps 2% 14%
1.5Mbps 4% 39%
1.5Mbps 2% 11t%
1.5Mbps 3% 25%
1.5Mbps 2% 12%
1.5Mbps 2% .9%
1.5Mbps 2% 9%
1.5Mbps " 2% 8%
1.5Mbps 3% 11%
1.5Mbps 2% 8%
1.5Mbps 2% 22%
1.5M bps 2% 10%
1.5Mbps 2% 9%
1.5Mbps 2% 15%
1.5Mbps ,•, 2% 12%

1.5Mbps 7% 56%
1.5Mbps 2% 35%
1.5Mbps 2% 10%
1.5Mbps 2% 23%
1.5Mbps 2% 14%
1.5M bps 2% 10%
1.5Mbps 2% 16%
1.5Mbps 2% 12%
1.5Mbps 2% 12%
1.5M bps 2% 19%
1.5Mbps 2% 13%
1.5M bps 2% 15%
1.5M bps 2% 15%
1.5Mbps 2% 28%
1.5Mbp~s 2% 9%
1.5Mbps 2% 10 1/%

1:5Mbp3s 3% 12%
1.5Mbp3s 2%.. 9%
1.5Mbp3s 2% 9%
1.5Mbp3s. 2%. 18%

1.5Mbp•s _ 2%-. 10%
1.5Mbp:s ... 3% 13%
1.5Mbpbs- 2% 10%
1.5Mbps 2% -15%.
1.5Mbps.: 3% 12%
1.5Mbps. 3% -52%
1.5Mbps 6% 14%
1.5Mbps-. 2% 12%
1.5M bps: 2% 11%
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Wolf Creek
Foreign Networks

Trusted
Executive Blvd
Wisconsin Blvd.
Gude Drive
Twinbrook (Rockville)
HLW Las Vegas (T3)
Church Street
HLW Las Vegas (TI)
Warehouse
Taft Street

Untrusted
SWRI (San Antonio)
Ineel (Idaho Falls)
SWRI (Twin brook Office)
FFS in Denver

1.5Mbps 2% ,.10%

44Mbps 50/ 28%
44Mbps 3% 18%
44Mbps 3%/ 21%
44Mbps 3% 26%
44Mbps 1% 8%
44Mbps 5% 14%
1.5M bps 1% 25%
1.5Mbps 3% 13%
44Mbps 2% 20%

44M bps 1% 10%
1.5M bps 1% 12%
1.5 Mbps 3% 92%
768Kbps 1% 1%
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Appendix D: Space Currently Used by Incumbent Contractors

The following chart lists-the space currently utilized by Offerors/Contractors performing tasks
equivalent to the MTSS core and optional tasks. The approximate square footage estimates
include both "seating' .space and server room space (which are sometimes mixed, of
course).

Core Tasks "Optional Tasks-

HQ Executive Boulevard-1 52•
HQ Executive Boulevard 2 97
HQ •Executive Boulevard 3 101
HQ'Executive Boulevard Total ." ..• 250
HQ Twinbrook 1 87
HQ Twinbrook 2 84
HQ Twinbirook Total ... .+, .• 171
SHQ Gateway. . . -•.. ,... . ".66`
HQ Church Street 1 83
HQ Church Street 2 83
HQ Church Street 3 82
HQ Church Street 4 61

SHQ Church .street. Total -. :.. .". 309
HQ One White Flint 1 100
HQ One White Flint 2 402
HQ One White Flint - Storage 431
:HQ"One White Flint Total +, .. :933
HQ Two White Flint 1 72
HQ Two White Flint 2 334
HQ Two White Flint 3 89
HQ Two White Flint 4 61
HQ Two White Flint 5 73
HQ Two White Flint 6 _,36
HQ Two White Flint 7 -35
HQ TWO White-Flint - NOCY 441-
HQ :Two.White. Flint T6ta~l ... ,1:141

option. Computer Facilities Management
HQ Two White-Flint 1180
Option: NSIR Operations Center
HQ Two WhiteFlint 100
Option: Data Center Administration
HQ Two White Flint 1100
Option: Telecommunications
HQ One White Flint . 100
Option: Wireless Communications
HQ One White Flint 60
Option: Safeguards LAN
HQ Two White Flint 100
Option: TAC
HQ Two White Flint 100

Toa 0tonlTak 1740:i~
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Appendix E: Reporting Requirements

THIS SECTION SUMMARIZES THE OVERALL REPORTING REQUIREMENTS
REQUIRED ACROSS ALL ITISS TASKS. AS SUCH, THE REPORTING REQUIREMENTS
DESCRIBED IN THIS SECTION ARE INTENTIONALLY REDUNDANT WITH THOSE
DESCRIBED THROUGHOUT SECTION C OF THIS DOCUMENT AND SHOULD NOT BE
INTERPRETED AS "ADDITIONAL" REPORTING REQUIREMENTS.

The offeror shal recommend to the NRC the appropriate media for these reports to be
provided. In general, the NRC would like to have electronic versions of the reports that can
be accessed at any time by a wide variety of potential users. Ideaily, many of these reports
will be dynamic and will provide summary information and allow a reviewer of the report to
"drill down" into the report to obtain additional data on a specific area within the summary.
This will allow both executives and contract monitors to be able to identify information to
assist in the overall management of the contract.

A variety of reporting will be required for all of the different service areas. Some specific
service area reporting is listed below. Most reports are required on a set frequency such as
the Monthly techniCal status report; however the frequency of many of the reporting
requirements will be identified later. Throughout the life of the contract reporting
requirements may change based on changes in the services. The intent of this list of reports
is to identify more specifically the information that must be included in the reports.

There are 7 general types of reporting for the ITISS contract:

* Daily

* Weekly

* Bi-Weekly

* Monthly

* Quarterly

* Ad Hoc

• Situational

*For most service areas daily reports will be required and will consist of issues or items of
interests that have occurred in the past 24 hours. Daily reporting will also include current or
resolved outages in the past 24 hours, the services impacted, and the resolution for, the
outage. It shall also include any scheduled maintenance or major changes to the
infrastructure or services in the past 24 hours or the upcoming 48 hours.

E.1 Service Delivery Reporting

E. 1.1 Customer Support Center (Service Desk) - See Section C.5.2.4.1I The Service
Desk Function

This information may be reported daily, weekly, monthly or Ad Hoc. Fields/headings that
must be included but not limited to are:

Progress on Key initiatives

Call management statistics
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* Calls received, answered, abandoned, abandoned after more than 5 minutes, hold
time

* voice mail requests

* hourly service desk staffing levels

* number of tickets generated from email or self-service requests

* number-of walk up requests

• average time-to answer_

* First call~resolution

* Number of High priority tickets handled

• Number of VIP tickets handled

• Top 5 category type incident (CT!) responded to

* Outages affecting users - number of users requesting assistance per outage.

• Number of Analyst assisted Password resets

* Number of self service password resets

* Number of Support analyst Available

* Aging Report (This report will be a daily and weekly)
o All open tickets exceeding SLA without and update in last 24 hours
o Open VIP tickets without update in last 24 hours
o Ticket ID
o Created date
o Last modified by
o Group and tech assigned
o Requestor User name
o Subject ID

* Personal Computing
o % of Laptops encrypted.
o Desktop scanning
o Virus. definition-file penetrations--
o Patching-statistics- -

E. 1.2 Network Operations .Report- See Se~ction C.5.1.5 Network. Components-

This information-may :be reported daily, weekly, monthly or.Ad Hoc." Fields/headings. that.
must be included but not-limited to are:•

*LAN/WAN Status - Report of .links that~were down or are currently down andwhat
the resolution estimate' is. Th~is information-shall be broken- down by-each remote site-
including Resident Inspector Sites:.-

o Latency between network.and~regions
a Capacity usage.. -
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• Downtime Reporting
o System/Application
o Duration Down
o Cause of outage
o Resolution impediment factors
o Users affected

*Internet Access Status

* Remote Access Status
o # of licenses available
o # of users provisioned for access
o Actual usage

*Enterprise Email Status
o Total Incoming Email
a Outgoing Email
o Total Spainintercepted
o Total Attachments blocked

* Mail Server Capacity

* Upcoming Scheduled Maintenance

* Scheduled System Upgrades

* LEN (Local Area Network Event Notice) activitY (See also Situational Reporting
below)

N

*Access to Real Time monitoring tool for listing of
o Monitored Devices

So Up devices
o Down devices
o Devices with down active monitors
o Devices in maintenance
o Devices by type
o Devices by ping response time

*Access to Activities Forecast
o Technical Change request data
o Workstations Upgrade status
o Patch installations status

E. 1.3 Security Report - See Section C.5.2.2.6 In formation Security Management

This information may be reported daily, weekly, monthly or Ad Hoc. Fields/headings that
must be included but not limited to are:

* Intrusion Detection Statistics
o Reconnaissance Activity
o Attempts to Exploit NRC Web Server

* Virus Activity
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o Detected
o Cleaned
o Quarantined
o .Requiring manual Cleaning

* Malware Activity

* Denial of Service
o Attempted: Mail Gateway
o Successful: Mail Gateway
o Attempted: Web Server
o Successful: Web Server

*Misuse of Resources
o Attempts to relay spain through NRC Gateway
o Attempts to Exploit-NRC Web Server

* Resources -- user access to resources

* System Audit logs

* Password control lists

* Users access logs

* Unauthorized access attempts

E. 1.4 Technical Change Request (TCR) - See Section C.5.2.3.2 Change Management
This is typically a weekly report and will include an up to date list of active change requests
that will include but not be limited to:

- TCR ID number

* Requestor

* Technical POC and phone number

* NRC POC and phone number

* Description of change

* Status of change (submitted, approved, disapproved, in progress, completed-)

* Security review status (in progress, approved,- disapproved)

E. 1.5 Data Center- See Sections C.6.1 Computer.Facilities Management and C.6.3"
Data Center System Administration-

* Computer Operations - This ;information. may be-reported daily, weekly, monthly or
Ad Hoc. Fields/headings that.must be included but not. limited to are:--

o Issues or Items of. interest in the last -24-hours:-
o System Hardware/software-problems ..
o Causes
o Air conditioning malfunctions';
o Humidity control problems
o Power consumption-
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o Environmental monitoring
o Physical plant status

*Data Center
o Listing of all server status

* Green - Completely operational•
* Yellow - undergoing a change in status

* Brief description of issue
* Return to service time estimation

* Red - Not operational
* Brief description of issue
* Return to service time estimation

* Listing of Major Application availability
o Number of servers built
o Servers added to production
o End of life notifications
o Number of servers retires
o Volume of Back-up data
o Percentage of storage space in use
o Number of systems in security scanning status
o New applications developed
o Application retired
o Number of servers built and put into operations
o Number of servers retired from operations
o Volume of backup data
* o Percent of disk storage in use
o Number of systems undergoing security scans
o New applications upgraded and/or deployed into service
o Major applications retired from service
o Other information of interest or concern to 0IS and NRC Management

E.1.6 Wireless Telecommunications - See Section C.6.4 Wireless Communications
Services

This information may be reported daily, weekly, monthly or Ad Hoc. Fields/headings that
must be included but not limited to are:

• Issues or Items of interests

* Number of request for

o Federal calling cards
o Government emergency Telecommunications services cards
o Cellular phones
o Wireless priority service
o Blackberry devices
o International cellular telephone and Blackberry
o Porting of cellular phone numbers
o Wireless cards
o Account usage - Cellular phones and Blackberry device usage
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*Number of current International cellular telephones and Blackberry devices signed
out

* Number of outstanding/pending service requests

* Number of reported lost or stolen devices

* System/Application/device Expansion Status

* Blackberry Support

o Number provisioned
o •Number returned.
o Number swapped.
o Number wiped
o Number received for Bluetooth pairing
o Number prepared for International use
o Number suspended or disconnected

* Cellular phones,

o Number prepared and issued for international use
o Number returned
o Number suspended or disconnected
o Number wiped

* MCI Calling Cards

o Number issued
o Number deactivated

* Government Emergency Telecommunications Service (GETS) Cards

o- Number issued
o Number ordered

* Wireless Priority service (WPS)

o Number ordered
o Number deactivated

* Network Wireless Carrier cards for Laptops

o, Number issued
o Number returned.

* .- Tickets completed

o Service desk Tickets/Actions received,
o TEM Tickets created
o TEM tickets completed

E. 1.7 Operations Center - See Section .C.6.2 Operations Center Network Management
Tlhis is a weekly status report.

* Daily offeror activities
* .Remedial maintenance performed
* Upcoming week's activities
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E.2 Monthly Reporting

E.2.1 Technical Status Report- See Section C.5.2 Service Dellvery and Management
Responsibilities

This report shall show reporting on performance measures, Service Level Agreements
(SLA), and Service Level Requirements (SLRs), as weJl as other information related to
ongoing activities within the specific service areas.

•Financial - Financial performance, budget and reconciliation and invoicing.

Including a Breakdown in costs for the following categories:

o Personal Computing

* Asset Management

* Desk-side Support

* E-Mail/Groupware

* Hardware Break/Fix Maintenance.

* IMAC services

* Hardware cost

* Software Cost

* Software Distribution

* Service Desk

o Servers

* Hardware Cost

* Software Cost

* Maintenance

* Management Tools

o Network Management

* Headquarters Support

* Regional/ISatellite Office Support

* Operational IT Security

o High Performance Computing

o Data Storage

o Wireless Telecommunications (Optional Task)

* Device Cost

* Offeror-Supplied Services

* Third-Party Services
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o Operations Center (Optional Task)

* Software Cost

* Hardware Cost

•Network Management

o Safeguards LAN Electronic Safe (Optional Task)

* Software Cost

* Hardware Cost

* Network Management

* Document Management

o Emergency Response Data System-(Optional Task)

* Software Cost-

* Hardware Cost

* Maintenance

*Customer Support Center
o All call statistics for the previous month

* Incident reporting - this reporting should be broken down by
availability, capacity, security, services not in service catalog,
incidents related to Requests for change, total volume of incidents,
aging of incidents.

•Problem reporting - This reporting should be broken down by volume,
again, known error record statistics, usage of work-arounds for know
errors, and number of change requests submitted based on problems.

* Request Fulfillment - volume, again and categories of request
fulfillment incidents.

* Access management - volume, again, Categories of incidents and
major issues.

o Performance on the Service level Agreements
o Listing of performance measures, not met
o Mitigation strategies for performance measures not met.
o Explanation of why the performance measures were not met-
o Comparison-data for the previous two months to show-variances in both-the

workload and -SLR performance against the .current month workload.
o. Customer Satisfaction Survey results

* Total of surveys sent
* Total of surveys returned
* Overall Survey scores

o Asset update report
* Total number of assets updated'
* Discrepancies found
* Mitigation of discrepancies
* Software Usage and Compliance-.
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* Discrepancies
* Software license totals by application

o Inventory Reporting
* All assets including but not limited to the following data

* Asset type
* Location information
* Model and manufacturer information
* Ownership
* Warranty information for asset
* User assigned (name, location, phone number, program office,

Division, Branch, team.)
* Costs to NRC

* Report must be able to be sorted by Program office, division and
branch, and individual with all levels having access to the information
for their assets and/or their staff assets to include all associated cost.

* Report must be able to be sorted by all other information listed in the
report for example a sort by locations shall list all assets in a particular
locations with associated costs. A sort by branch shall list all assets in
a particular branch with all associated costs.

Network Operations
o Accomplishments of the previous month
o. Current projects with status of those projects
o Infrastructure Availability Report

* Network Availability
* Email Availability

•File and Print Availability
* Internet Availability
* Remote Access Availability
* System Backup and Recovery
* Email data recovery

o Downtime Reporting
* System/Application
* Duration Down
* Cause of outage
* Resolution impediment factors
* Users affected

o Disk Space and capacity report
* Space utilization by user class
* Growth patterns identified
" Users at or near capacity
• Amount of space added based on user requests

o Mailbox cap and exceptions - Must be sorted by permanent and temporary
exception.

* Username
* User ID
* Program Office
* Exchange Cap
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* Authorized by
•Incident tracking number

* Additional comments
o Mailbox Stats

* Display Name
* Item Count
* Storage limit status
* Last Iogon time

*High Performance Computing
o Activities for the month.

,, Development and integration team
o Status of all development and integration project

* Network Security Center -

o All tickets and Change Requests
o Troubleshooting and collaboration with other groups
o Security actions taken
o US-Cert Reports
o Security Issues for the previous month
o Status of Ongoing projects
o Information Assurance

* Completed activities
* On-going activities

*Summary of Security events
o Intrusion Detection Statistics

* Reconnaissance Activity
* Attempts to Exploit NRC Web Server

o Virus Activity
* Detected
* Cleaned
* Quarantined
• Requiring manual Cleaning

o Malware Activity
o Denial of Service

* Attempted: Mail Gateway
* Successful: Mail Gateway
• Attempted: Web Server
* SUccessful: Web:Server•-

o Misuse of Resources-.
* Attempts to relay spamn through NRC Gateway
* Attempts to Exploit NRC Web Server

o Resources
* User access to resource :-

O Changes to security configuration
o Service Pack applications that have security implications
o Asset violations to conformance to standard environment
o System Audit logs
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o Password control lists
o Users access logs

* o Unauthorized access attempts

* Network printer usage - Color and black and white
o By printer number of pages printed
o User/print device ratio
o Firmware version

*Software Usage and Compliance
o Discrepancies
o Software license totals by application
o Number of installed copies of software
o Total number of licenses available
o Total number of licenses allocated
o Number of software licenses in use
o Above reporting must be able to be sorted by software application, version,

Program office, Division, Branch and team.
*Integration

o Number and type of request for change submitted
o Unauthorized requests for change
o On-time requests for change

*Computer Operations - This is a daily report
o Issues or Items of interest in the last 24 hours.
o System Hardware/software problems
o Causes -
o Air conditioning malfunctions
o Humidity control problems

*Datacenter
o Summary of all work performed on site
o Lists of systems where work was performed
o Tasks performed
o Number of hours worked by labor category
o Status of ongoing projects
o Listing of any anticipated end of life equipment

*Wireless Telecommunications -

o Number of requests process for property
* o Number of requests processed for repair/maintenance

o Equipment totals by:
* Carrier
* Manufacturer
* Model
• Number received
* Number distributed
* Number excesses
* Number unreconciled

a Problems /conflicts
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o Contract Expenditure year to date
o Billing or invoice errors
o Report must be sortable by organizations breakdown to include Program

Office, Division, Branch, Team and individual.
o Status of invoices..
o Status of Claims or disputes
o Number of request for ....

* Federal calling cards
* Government emergency Telecommunications services cards
* Cellular phones
* Wireless priority service
* Blackberry devices
* International cellular telephone and Blackberry
* Porting of cellular phone numbers
* Wireless cards

o Number of current International cellular telephones and Blackberry devices
signed out

o Number of outstanding/pending service requests
o Number of reported lost or stolen devices

*Operations Center
o Summary of month's activities
o Status of subsystems
o Major tacks for upcoming month
o Preventive maintenance for upcoming month

* Financial Reporting
, o Detailed cost in Budgeting and reconciliation process

o Progress and financial performance for all activities

*Secure LAN and E-Safe
o Highlights of important activities for reporting period
o Staffing plans and changes
o Current tasks and deliverables status including cumulative hours of each

labor category spent on each task
o Projected activity plan for the next reporting period
o Up to date~financialstatus including prior, current and anticipated

expenditures.

*ERDS
o Highlights of important activities~for reporting period
o Staffing plans and changes..
o Current tasks and deliverables-status including cumulative hours of eac~h:

*labor category spent on each-task,-
o Projected activity plan for~the next reporting period
o Up to date financial status~including prior7 current and anticipated

expenditures.
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E.3 Quarterly

E.3.1 Service Strategy- See Section C.5.2.1 Service Strateqy

* Recommendations for changes to strategy

* Updates to strategy

* Recommended changes to users or environment behavior

E.3.2 Capacity - See Section C.5.2.2.3 Capacity Management

* Disk space

* Computing power

* Bandwidth needs

* Service Desk human resource capacity

* Tier 2 Support human resource capacity

E.3o.3 Wireless Telecommunications Optimization - See Section C.6.4.4
Telecommunications Expense Management
This report will show the costs savings from rate optimizations efforts over the last quarter.

E.3.4 Software - See Section C.6.5 Software License Management

* Recommendations to changes in licensing strategy and approach

* Trends of software purchases

* Unused license reporting - All unused licenses and total licenses available by
product.

E.4 Ad Hoc Reporting

During the life of the contract based on a particular event of activity requests may be made
for other reporting on an ad hoc basis. Reports of this nature may be added to other daily,
weekly, monthly or quarterly reporting requirements as needed.

E.5 Situational Reporting

Specific events or situational may require more frequent updates than the areas highlighted
in this appendix. A security incident report fits this category of reporting.

E.5.1I Security Incident -See Section C.5.2.2.6 Information Security Managqement

* Opened Date

* Closed Date

* incident description

* Action taken

* Resolution

* Information Type

* Cert Incident number
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• US Cert Category

* User information

* Source and destination Hostname or IP Address

* Was system isolated?

• Was system pulled for OlG forensics

* Date and time of OIG Pickup (if applicable

E.5.2 Local Area Network Event Notice - See Section C.5.2.4.2 Event Management

* Title - Detailed description of event

* Status (open/closed)

• Start time

• End time

* Event details

* Comments

• Contact information
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Appendix F: Acronyms

-SI 3-me--
ACL Access control list
ADAMS Agency-wide Documents Access and Management System
ADM Department of Administration
AOR Assumption of Responsibility
ASA ADAMS System Administrator.
A•SC Administrative Service Center

ASP Active Server Pages
ATO Authority To Operate

BAU Business As Usual
BES BlackBerry Enterprise Server

C&A Certification and Accreditation
CAB Change Advisory Board

CATIV Cable TV
CCB Configuration Control Board
CI configurable item

CIO Chief Information Officer
CM Configuration Management
CMDB Configuration Management Data Base
OMP Configuration Management Plan
COTB Computer Operations and Telecommunications Branch

CONOPS Concept of Operations
COOP Continuity of Operations Planning

COTS Commercial-off-the-shelf
CPU. Central Processing Unit
CSI Continual .Service Improvement
0S0 Computer Security Office

CTF Consolidated Test Facility
DASD- Direct Access Storage Devices
DISA Defense Information Systems Agency
DOI Department of Interior
DPL Data Point Library - A data component of ERDS
DR Disaster Recovery
DMZ Demilitarized Zone
DNS Domain Name Server
ECCB Environmental Configuration Control Board
ecmPT Enterprise Content Management Program Team
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--- SI - - 3- S S - -

EPM Enterprise Project Management
ERDS Emergency Response Data System
EST Eastern Standard Time/Eastern Daylight Time
FIPS Federi Il.nformation Processing Standards
FISMA Federal Information Security Management Act of 2002

FTP File. Transfer Protocol

GB Gigabyte

GFE Government Furnished Equipment

GOTS Government Off the Shelf

GSA U.S. General Services Administration

GSS General Su~pport System

HOO Headquarters Operations Officer

HQ Headquarters

HR Human Resources

HRMS Human Resource Management System
HSPD-12 Homeland Security Presidential Directive 12
HTML HyperText Markup Language

HW Hardware
I/O Input/Output

ICOD Infrastructure & Computer Operations Division

I IS I nternet information services

IM Instant Messaging

IMACD Install, Move, Add, Change, Delete

ISO International Organization for Standardization"

ISSC Infrastructure Support Services Contract

IT Information Technology

ITI Information Technology Infrastructure

IT IM •ITlInformation Management

ITID IT Infrastructure Development

ITI L Information Technology Infrastructure Library
ITIL v3.! Information Technology Infrastructure Library Version 3

ITISS ... Information Technology Infrastructure and Support Services,.
IMACD - Installs, Moves, Adds, Changes sand Deletes.
IP Interface Protocol
ISSO0 Information System Security Officer-

ITSCM. IT Service Continuity
ITO. IT outsourcing

KEDB Known Error Database
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I-s.--

KVM Keyboard Video Monitor
LAN Local Area Network
LATA Locai access and transport area

M&S Modeling and Simulation
MA/ID IQ Multiple Award/Indefinite-Delivery, Indefinite-Quantity

MAC Moves, Adds, and Changes

MACD Moves, Adds, Changes, and Deletes

MAN Metropolitan Area Network

Mb Megabyte

MD Management Directive

MPKI Managed Private Key Infrastructure

MS Microsoft
NDS Novell Directory Server

NIST National Institute of Standards and Technology

NOC Network Operations Center
NOCSB Network Operations and Customer Service Branch

NOS Network Operating System

NRC Nuclear Regulatory Commission
NSIR Nuclear Security and Incident Response

O&M Operations And Maintenance
OCIMS Operations Center Information Management System

0CM Office of the Commission
OEM Original equipment manufacturer

OIS Office of Information Services
ORP Official Records Processor

OS Operating System
OSI RM Open Systems Interconnection Reference Model
OISTEL Office of Information Services/Telecommunications

PBX Private Branch Exchange

PC Personal Computer
PDC Professional Development Center

PDD Presidential Decision Directive
PDS Protected Distribution System
P1I Personally Identifiable Information

PIN Personal Identification Number
PIV Personal Identity Verification
PKI Public Key Infrastructure

PM Preventive Maintenance
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PMM .. Project Management Methodology

P0 Project Officer

POA&M Plan of Action and Milestones

POE Production- Operating Environment--

PPM Principal- period of' maintenance

RAID Redundant •Array of-Independent Disks

RAM Random Access Memory

RAS Remote Access System-..

RCS Response Computer Syistem
RDBMS- Relational Database -Management System

RFP Request for Proposal

RIM Research-in Motion Corporation

RISE Regional.Offices and Resident Inspector Sites-
RJE Remote Job Entry

RM Release Management

SACM Service Asset and Configuration Management

SAIC "Science Applications International Corporation'

SAN Storage Area Network

SCOM System Center Operations Manager
SDLCM Systems Development and Life Cycle Management Methodology

SDP Service Design Package
SIPS Service Improvement Plans

SLA Service Level Agreement,

SLCM Systems Level-Cycle Management

SLES Safeguards LAN and Electronic Safe

SLR Service Level Requirement

SNA Systems Network Architecture
SOP- Standard OI~erating~Procedure -:

SOW Statement of Work

SP "Service. Provider:•

SPMS Space- and .Property Management-System

SSP Shared services Pr~ovider•

SW Software

T&E Test and Evaluation

TAC Technology Assessment Center-•

TCP Transmission Control Protocol.

TEM Telecom Expense Management
TIC Trusted Internet Connection
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3- 6 6 - - I
FSG TTTelecommunications Servca Cne

TT Telecommunications Team
VPN Virtual Private Network
VTC Video Tele Conference
WAN Wide Area Network
WAPS Wireless Access Points
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NRC-33-11-325 Modification N~o. 02 Page 2 of 2

The purpose of this modification is to:

1. Remove David Curtis as the Alternate COR, and add Joseph Turner as the Alternate COR.

•Joseph Turner
301-415-;741:0
.Joseph.Turner(~nrcxq ov
M/S: TWFN/ 5 D14

2. Make changes to key personnel under section H.6 2052.215-70 KEY PERSONNEL (JAN 1993).

Accordingly, the following changes to key personnel are hereby made:

Currently Named

Position Contractual Key Person Replacement

Project Manager Floret Ikome Edward Rice

Integration Managerl Wil LeBlanc Rick Stafford
ITI Architect

IT Security Operations. & Barbara Burton Paul Jung
Comnpliance Manager

Configuration/Asset Dave Whelan Marian.Owens
Manager

Transition-& QA Manager Quinn Keeler Sean. Fromm

.Service Desk Manager- Al Mohning Larry Davis

3. Incorporate the subcontracting plan, dated February 9, 2011, as AttachmentG tothe contract (see
attached).
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Initial Transition

1.0 OBJECTIVE

The Contractor shall closely work with (a) L-3 Communications Government Services, Inc., the contractor for
Contract No. GS00T98ALD0017 DR-01-290 (Infrastructure and Support Services Contract [ISSC]) and (b)
Ultra Technologies, Inc., the contractor for Contract No. GS-35F-OO8OL/D 10PD 18590 (Telecommunications
Services Contract [ITSC]) to transition the services being performed under those contracts to the requirements
of Contract No. DR-33011-325 and related task orders in a manner that eliminates or mitigates all schedule,
operational, and service degradation risks to the maximum extent possible.

2.0 BACKGROUND

As is evident in the performance-based statement of work (PSOW) for Contract No. DR-33-1 1-325, the NRC's
primary focus is on Information Technology Service Management (ITSM). The primary focus of the transition to
that contract is on the delivery of service to NRC IT infrastructure users. Given the number and complexity of
services in Contract No. DR-33-1 1-325, the aforementioned PSOW outlines a transition period in order to
ensure that the Contractor has adequate time to stage its implementation.

3.0 SCOPE OF WORK

The Contractor must ensure adequate planning, staffing, and management to implement an orderly transition
of services from the aforementioned contracts to Contract No. DR-33-1 1-325. In addition, the Contractor shall
work closely with the NRC Project Officer and the aforementioned contractors to perform the following activities
that are required to be transitioned to Contract No. DR-33-11-325:

* Provide adequate NRC badged staff to perform ITISS Core Services (PSOW C.5.1) and Wireless

Communications (PSOW C.6.4)

* Transfer and/or procurement of Information Technology Infrastructure (ITI) components required to

provide ITISS Services

• Procurement, installation, and training of management tools (software, etc.)

* Transfer of ongoing integration projects from the incumbent ISSC contractor

4.0 TASKS

The Contractor shall support the NRC according to the PSOW in Contract No. DR-33-1 1-325, Section C.7.1
"Initial Transition" and [Attachment D] "ITISS Schedule-of Services and Prices."

Subtask 1: Establishment of Contractor Transition Team and Communications Plan
The Contractor shall establish a team to accomplish the transition. The core of this Transition Team shall be
available from the first day of award to plan for and accomplish a seamless transition of required services to
Contract No. DR-33-11-325.

The Contractor shall develop a communications plan that will delineate the roles and responsibilities of its
Transition Team and its relationship with the NRC and counterparts from the aforementioned contract numbers.

I
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The Transition Team shall meet with NRC Project Officer and their designees and the aforementioned
contractors as soon as possible after award of this task order to establish interfaces and define an operational
relationship to effect an orderly transition of services currently being performed under those contracts to those
that will be required by Contract No. DR-33-11-325.

Subtask 2: Project Plan, Schedule, and Budget

The Contractor shall develop and implement a project plan to ensure the completion of the tasks identified in
this task order occur as expected. The Contractor shall to develop and maintain a detailed schedule of
transition activities. The project plan shall identify resources for each activity and include work breakdown
structure levels. The project plan will include:

*Work Breakdown Structure (WBS)

The WBS shall include a definition of the work to be conducted decomposed into distinct discrete
manageable tasks or groups of tasks (work packages) with decisive outputs and specific measurable
entry and exit criteria. Each work package shall have a short duration, or can be divided into a series of
milestones whose status can be objectively measured. Each work package shall be assigned a start
and finish date, a budget value, and may be integrated with higher-level schedules.

*Schedule and Cost/Price

The schedule and cost/price shall identify what resources are needed, identify how much effort is
required, and when each of the tasks specified in the WBS may be completed. The Contractor shall
allocate a portion of the cost/price for each work package that comprises the WBS, and ensure that the
WBS adequately defines all work necessary to meet the requirements for this task order.

Subtask 3: ITIL v3/ISO 20000 Assessment

The Contractor shall conduct a detailed ITIL v3/ISO 20000-based assessment of the current NRC information
technology infrastructure (ITI) environment and develop a roadmap and information technology service
management plan (ITSMP) for taking the NRC to a full ITIL v3 state. This assessment shall determine the ITI
operating baseline against ITIL v3/ISO 20000 and to identify "quick win" targets for implementation and
enhancement. Based on the assessment, the Contractor shall establish an ITISS roadmap to prioritize the
implementation and integration of processes and associated technologies to effectively and efficiently transition
Core Services (PSOW C.5.1) and Additional Services (PSOW C.6).

The Contractor shall collaborate with the Project Officer and their designees to determine the best ITIL
implementation approach based on the assessment findings and also to establish relationships with NRC
stakeholders.

Subtask 4: Inventory of ITI Assets

The counterparts from the aforementioned contract numbers will, shortly after award of this task order, provide a
report to the Project Officer of all assets that make up the ITI, designating if they are leased or owned by NRC.
The Contractor shall use a combination of auto-discovery and physical inventory methods to capture existing
ITI asset data. The Contractor shall reconcile its inventory against an asset inventory provided by the Project
Officer to the contractor. Inventories will be conducted by the Contractor, the aforementioned contractors, and
NRC staff at NRC headquarters, NRC Regional offices, and the NRC Technical Training Center. The
Contractor shall work with the Project Officer and their designees to perform inventories at nuclear reactor
Resident Inspector sites and the NRC Las Vegas Hearing Facility. This reconciled inventory will, in part,
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provide a basis to determine appropriate initial invoicing by the Contractor at the time of operational transition to
Contract No. DR-33-1 1-235 and its related task orders and will also be used to establish the ITISS
configuration management database (CMDB)

Upon successful inventory completion, the contractor may negotiate transfer of assets from the counterparts
from the aforementioned contract numbers so that those assets may be utilized under task orders associated
with Contract No. DR-33-1 1-325.

The Contractor may negotiate and assume existing leases for assets currently being utilized under Contract
No. GSO0T98ALD0017 DR-01 -290 (ISSC).

The Contractor shall work with the aforementioned contractors and the NRC to ensure full understanding of the
terms and conditions of all software license agreements. The contractor shall validate all existing software
license documentation and perform due diligence tasks to verify its understanding of the agreements. This due
diligence process shall include: requirements gathering, contract analysis, liaison activity with other sources,
and completion of high-priority items such as letters of agency.

Subtask 5: Procurement, Installation, and Training oflITISS Management Tools

The Contractor may, at its discretion, acquire management tools used by the the aforementioned contractors
except those being replaced by contractor proposed tools that differ from those of the aforementioned
contractors. The contractor shall initiate the procedures, through the Project Officer, to obtain FISMA and NRC
approval to use any proposed software. The contractor shall implement all of the software tools (i.e. including
incident, event, availability, asset, and configuration management software) during the transition. The
contractor shall ensure that these tools are fully tested and integrated for use at the time of operational
transition.

Subtask 6: Transition of Integration Projects

The Contractor shall work with the NRC and the incumbents to transition any Integration projects that are
currently under the purview of the incumbent. The transition of these projects will include, at a minimum, the
following, activities:

* Review current project plans and artifacts
* Interview incumbent project managers and customers

* Assess status of projects
* Assess staffing requirements for continuation

* Accept or modify schedule, activities, and staffing; obtain customer approval.

Subtask 8: Risk Management and Mitigation Plan

The contractor shall develop a Risk Management and Mitigation Plan for ITISS Transition. The Contractor shall
work with the NRC Project Officer to identify potential risks to ITISS transition and solutions to mitigate the
identified risks. The contractor shall meet with the NRC on a weekly basis to maintain the Risk Management
and Mitigation Plan throughout the entire period of performance for this task order.

3
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Schedule for Deliverables

Establishment of Transitioi 5.Dy.fte.Aar
Team aaTe wr }

Subtask 1 Communications Plan 5 Days after Award

Memorandum of 3 Days after Meeting with NRC

Understanding Project Officer and ISSC incumbent

Plan 10 Days after award of this task
Project order

Scheule10 Days after award of this task.
Subtask 2 Integrated orderul

Budget10 Days after award of this task

Budgetorder

ITIL v3/ ISO 20000 75 Days after award of this task
Assessment order

Subtask 3
ITIS Roamap90 Days after award of this task
ITIS Roamaporder

InvetoryRecocilition 60 Days after award of this task
order

90 Days after award of this task
Subtask 4 ITI Asset Transferore

Software License 90 Days after award of this task
Agreement Assessment order

Transfer of incumbent ISSC 90 Days after award of this task
tools (as established) order

Security C&A Artifacts of 45 Days after award of this task
Proposed Tools order

Procurement and Installation .90 Days after award of this task
Subtask 5 of Proposed Tools order

Traiingon Popoed Tols 90 Days after award of this task
order

By Thursday of each week during
Weekly Burn-Rate Reports the task order period of

performance
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Review Project Plans
45 Days after award of this task
order

Interview incumbent Project 45 Days after award of this task
Managers order

60 Days after award of this taskAssess Status of Projects order

Assess Staffing 60 Days after award of this task
Requirements for order
Continuation

Subtask 6

Accept or Modify Project
Schedules, Activities and
Staffing

75 Days after award of this task
order

Subtask 7 Establishment of ITISS PMO 45 Days after award of this task
order

ubak8Risk Management and 10 Days after award of this task
Mitigation Plan order

Reporting Monthly Status Reports By the 5th of each month during the
task order period of performance

Instructions for Deliverables
Each deliverable shall first be submitted in draft to the Project Officer for their review. The Project Officer shall
have no more than 10 business days to review each draft deliverable and respond with comments or approval.

If revisions are required, the contractor will have no more than 5 business days to complete the revisions and
submit the revised draft deliverable to the Project Officer. For each deliverable (draft or final), the contractor
shall provide one (1) hardcopy and one (1) electronic version of the deliverable to the Project Officer, unless
otherwise indicated by the Project Officer. All written deliverables shall be phrased in language that can be
understood by the non-technical layperson. Statistical and other technical terms used in the deliverable shall
be defined in a glossary.

All deliverables developed under this task order must be formatted in Microsoft Word (version 2003 or later
version). All deliverables and supporting documentation gathered or developed under this task order may not
be stored on any device or piece of equipment that has not been approved in writing in advance by the NRC
Project Officer.

5.0 FUNDING

(a) The total estimated amount (ceiling) for the products/services ordered, delivered, and accepted
under this task order is $1,707,243.84.
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(b) The amount presently obligated to this task order is $1,100,000.00. The Contractor shall not be obligated
to incur costs above this ceiling/obligated amount unless and until the Contracting Officer shall increase the
amount obligated. When and if the amount(s) paid and payable to the Contractor hereunder shall, equal•::.
the obligated amount, the contractor shall not be obligated to continue performance of the work unless ;and.,
until the Contracting Officer shall increase the amount of obligated funds with respect to this contract '~Arnyi i
work undertaken by the Contractor in excess of the obligated amount specified above is done at thelt"iiii'
Contractor's sole risk.

6.0 PERIOD OF PERFORMANCE

The period of performance for this task order is February 24, 2011 until November 22, 2011.

7.0 TRAVEL

Travel to the NRC Regional Offices and the NRC Technical Training Center will be required under this task
order and should not exceed $25,000.00. Travel costs will be reimbursed in accordance with FAR 31.205-46,
Travel costs. Invoices for travel ,costs shall include copies of individual expenses that exceed $75.

8.0 MEETINGS

The contractor shall conduct a kickoff meeting within one week of task order award with the contracting officer
and the Project Officer to discuss administrative• matters and the project activities, timeline, and deliverables.

The contractor shall attend weekly status meetings at NRC Headquarters at the request of NRC Project
Officer. During these meetings, the contractor and the NRC project officer will discuss ongoing work, issues,
and upcoming work that needs to be done.

The contractor shall propose an agenda for each meeting and send the agenda to the Project Officer at least 2
business days before the meetings are to be held. The Project Officer will finalize the agenda and distribute
the agenda to intended attendees the day before the meeting.

9.0 LEVEL OF EFFORT

The anticipated level of effort for this task is 15,400 total hours.
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Performance Work Statement
1.0 SCOPE OF WORK

The Contractor must ensure adequate planning, staffing, and management to implement an
orderly implementation and execution of services as outlined under Contract No. NRC-33-1 1-
325 under which this task order is awarded. In addition, The Contractor shall coordinate closely
with the Project Officer and/or Alternate Project Officer to perform the following activities that are
required under Contract No. NRC-33-1 1-325:

,, Provide NRC badged Contractor personnel to perform ITISS Core Services (.5.1)
and the following ITISS Additional Services:

o Computer Facilities Management (PS0W Section C.6.1)

o Operations Center Network Management (PSOW Section C.6.2)

o Data Center System Administration (PSOW Section C.6.3)

o Wireless Communications Services (P3OW Section C.6.4)

o Software License Management (PSOW Section C.6.5)

o Safeguards Local Area Network and Electronic Safe Services (PSOW

Section C.6.6)

o Technology Assessment Center (PSOW Section C.6.7)

o Emergency Response Data System (ERDS) Operations and Maintenance

(PSOW Section C.6.8)

o Secure LAN and Electronic Safe (PSOW Section C.6.9)

o Development Facility (PS0W Section C.6.1O)

o Microsoft SharePoint Support (PS0W Section C.6.1 1)

1.1 Added and Updated Scope

1.1.1 Add Desktop Components to Standard

The list of the standard desktop components software to include the items listed below.

This will also include all support and associated products required.

* Real Player (Enterprise License)

o Adobe Professional (Enterprise License)

*Acrobat Professional ALL Versions/Platforms, Renewal Upgrade Plan

* Acrobat Professional ALL Versions/Platforms, Gold
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1.1.2 Add Network Deployed Components to Standard

The list of the standard network deployed component software to include the items listed

below. This also includes all support and associated products required.

* LiveCycle PDF Generator, Platinum Annual Support Subscription Renewal 1

Year per CPU; Quantity: 2

o Support Subscription Renewal 1 Year per Server; Quantity: 1

,, LiveCycle Forms 9 Annual Support Subscription Renewal per CPU Qty 1

* Reader Extension Server 9 Annual Support Subscription Renewal per Document;
Quantity: 75

1=1.3 Equipment Estimates

The following table provides estimated quantities and a list of hardware which will

transition to the Contractor.

Base Period Base Period Base PeriodDescription Year 1 Year 2 Year 3

___________________________ Quantity Quantity Quantity
HQ Fixed Location PC, Software, and
Support 4,500 4,500 4,500
HQ Mobile PC, Software, and Support 1,000 1,500 2,000
Region Fixed Location PC, Software, and
Support 1,000 1,000 1,000
Region Mobile PC, Software, and Support 300 350 450

Personal Printer 250 500 750

2.0 TASKS

The Contractor shall support the NRC according to the PSOW in Contract No. NRC-33-1 1-325,
Section C.5 "Core Services" and C.6 "Additional Services" and Attachment I - Price Schedule in
this task order.

The following outlines the services required by this task order.

CORE SERVICES (Section 1.5)

Subtask 1. Basic Infrastructure Support Services (Section - 1.5.1)

Subtask 1.1 Bl1ackBerry (Section - 1.5.1.1)

The Contractor shall provide a BlackBerry capability by integrating end-user support with the
wireless communications services team. We will follow RIM-compliant procedures for designing,
implementing, and managing the BlackBerry environment.

PAGE 5 OF 27



CONTRACT NO. NRC-3•.. ,1-325, TASK ORDER NO. NRC-33-1"i-325-T002

Evaluation of additional BlackBerry capabilities shall include tethering, Docs to Go, andoperating system upgrades. The Contractor's BlackBerry services shall leverage the following
elements to ensure secure, available, and responsive service to the NR:

o BlackBerry Enterprise Server (BES) administration system, including IT Policy Capability
to ensure security of data and communications as well as control access rights of the
support team

* Research In Motion (RIM) high-availability architecture, including a RAID 5 BES 4.1.X
architecture supported by monitoring tools with alerting capabilities (until BES 5.0 is
implemented)

* Integrated BES and wireless services team at FCC with shared access to ticketing,

support, and monitoring tools.

Subtask 1.2 Electronic Mail (Email) and Messaging (Section - 1.5.1.2)

The Contractor shall provide a unified messaging environment (email, voicemail, instant

messaging) to help the NRC achieve its goal of access anywhere and anytime.

Initially the Contractor shall support the current NRC environment of Microsoft Exchange 2007
and Outlook 2007; user allocation of 1 GB of network storage space for email; Outlook Web
Access for users to access their email remotely; and integration for both NRC-customized and
commercial software applications (e.g.., Microsoft Office, Microsoft SharePoint, ADAMS) to allow
collaboration and storage of official records.

When Exchange 2010 has been approved by the NRC, is fully tested in the CTF for
compatibility with the other ITI assets, and completes its FISMA accreditation, the Project
Officer will notify the Contractor in writing that Exchange 2010 can now be deployed into
production using the deployment date and window approved by the NRC's Enterprise Change
Control Board (ECCB). The Contractor shall undertake the upgrade and migration of the NRC to
a messaging and collaboration environment inclusive of Exchange 2010 with unified messaging
and Office Communications Server, including deployment and management of Cisco IronPort,
which is currently included in the NRC Architecture, on email security appliances. The
Contractor shall integrate the Exchange 2010 architecture with the NRC's existing VeriSign
environment, providing digital signing, encryption, and nonrepudiation, coupled within the email
system. Inclusive to the Exchange 2010 environment is the utilization of Exchange 2010's
inherent application-based replication technology, the Database Availability Group (DAG), to
provide redundant database copies within the NRC and the capability to provide replication of
email databases from the NRC Headquarters data center to a designated disaster recovery site
to ensure continuity of email when the NRC initiates a continuity of operations (COOP) event.
The Contractor shall also expand the current NRC messaging Capability by deploying Exchange
2010 Unified Messaging Server to provide voicemail and PBX integration with the NRC email
environment.

In addition to providing transition and transformation of operations for the agency, the
Contractor shall provide the NRC's standard messaging management and operations
services--including administration and management of the messaging server hardware,
messaging software application, and associated backups, Security systems, and processes--to
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ensure efficient and effective service delivery. The Contractor shall monitor the .NRC's
messaging systems 24 hours per day, 7 days per week to ensure that they are available.

The Contractor shall:

* Manage, operate, maintain, administer and support NRC email services including
internal email as well as Internet email capability

o Define and maintain users, distribution groups and system profiles

• Develop and maintain workfiow definitions for the mail system environment

* Monitor mail statistics such as inbound and outbound mail flow

oProvide metrics on system-related incidents and events; utilize this data to detect and
resolve systemic problems

*Monitor email system utilization and disk space usage and enforce Agency email size
limitations

* Track and remove messages at the request of the NRC operational security staff when

classified or Safeguards information spills occur or when data leakage occurs

o Review systems logs, email and performance data to ensure optimum system operation

* Respond to and resolve all user issues related to internal email services or Internet
email service

* Provide software updates and security updates for the email desktop client as well as
the back-end email applications, following NRC Release and Deployment Management
Plans;

* Perform nightly E-mail back-ups and maintain them in accordance with NRC retention
requirements;

* Monitor electronic mail storage and provide increased capacity (up to 10%) as
appropriate on an annual basis;

* Provide, manage, operate, maintain, administer and support a secure instant messaging
(IM) service between users within the NRC ITI (the NRC is currently integrating Microsoft
Office Communication Server into its production environment);

* Provide, manage, operate, maintain, administer and support a unified messaging service
that provides NRC users with a computer-based interface for email, voice mail, PBX,
and messaging (the NRC does not currently use unified messaging);

o Restore email from back-up as requested;

* Manage replication of e-mail from NRC headquarters data center to a designated
disaster recovery site to ensure continuity of e-mail once the NRC initiates a Continuity
of Operations (COOP) event
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* Manage the interface between Microsoft (MS) Exchange email accounts and their
corresponding BlackBerry accounts according to optimization standard recommended by
Microsoft Corporation

• Minimize the amount of time that a user is without an e-mail account/client (due to either
provisioning or repair)

* Minimize the length and frequency of service outages

oMinimize the time necessary to periodically backup data,' and to restore electronic
messaging data from backups

o Minimize the time necessary to provision increased storage capacity when requestedl

Subtask 1.3 File and Print (Section - 1.5.1.3)

The Contractor shall coordinate with the Project Officer to reduce the diverse assortment of
makes and models of printers and copiers, and to standardize these assets in accordance with
the NRC's Technical Reference Model (TRM) as found at
http:llportal.nrc.aovledo/oislbpiad/easb/trm/ldefault.aspx. The Contractor shall provide the first
90 days of printer consumables, which will thereafter be supplied by another Contractor. The
Contractor shall increase print and storage capacity over the term of this Task Order to satisfy
the expected percent annual growth rate in demand. The Contractor shall satisfy the agreed
upon service levels for Print and File for providing users with access to new work group printers,
repairing printers, provisioning additional file space, and restoring data from backups as it
relates to file management, print management, network attached devices management.

The Contractor shall provide all hardware necessary to support printing demand. In support of
this hardware, the Contractor shall provide the following services:

* Fully integrate printer services into NRC's ITIL v3 service management and service
operation processes for effective asset management and IT refresh.

* Fully integrate incident and request management related to printer services with the ESD
to enable rapid dispatch, tracking of service requests, and measurement of customer
satisfaction.

*Perform automated remote monitoring and management at the NOC for immediate
generation of incident tickets and dispatch of repair technicians when equipment fails or
presents problems.

*Perform inventory, warranty, lease, and configuration management, using the CMDB to
gather detailed performance statistics and facilitate acquisition and procurement
planning.

*Implement software and firmware .updates through change and release management,
ensuring that all equipment is current with the infrastructure and operates effectivelY.
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• Provide consumable printer supplies for the first 90 days to ensure that every printer is
fully supplied and always in service. A third-party vendor will supply consumables after
the first 90 days.

Provide an HSPD-12 card ID system to enable secure printing by requiring the secure
print user to be present at the printer to swipe a card. Secure printing shall only be
permitted on printers that can read HSPD-12 cards.

* Allow remote access users to use printers within the NRC firewall. The remote access
user identity shall be verified, and access shall be secured. Users shall be required to
swipe an HSPD-1 2 card to access the VPN and then Citrix to access the NRC network.

The Contractor shall provide user assistance via telephone, using the Contractor's knowledge
base of nonstandard, NRC-owned copiers, digital senders, and similar devices attached to the
network. If the initial Service Desk support call does not resolve the problem, the Contractor
shall dispatch direct support to the user to the extent practicable.

Subtask 1.4 Personal Computing and Related Software Licensing (Section -

1.5.1.4)

The Contractor shall follow the guidance in the TRM at
http:l/kortal.nrc.qov/edo/ois/bpiad/EASBITRM/default.aspx for refreshing hardware and
software.

The Contractor shall provide ITIL v3 full lifecycle support for all ITISS-supported PCs from
procurement through configuration, delivery, maintenance, refresh, and retirement. The
Contractor shall refresh PCs on a 3-year cycle. The Contractor shall provide all NRC-required
peripherals, firewalls, and patches. PC configurations shall satisfy all NRC security
requirements. The Contractor shall maintain an inventory of all PCs by using BMC Atrium
CMDB tools. The Contractor shall provide encrypted loaner PCs for mobile use that satisfy NRC
security requirements such as Federal Information Security Management Act (FISMA),
Homeland Security Presidential Directive 12 (HSPD-1 2), Federal Information Processing
Standards, Committee on National Security systems issuances, Federal Desktop Core
Configuration (FDCC), etc. The Contractor shall coordinate all communication relating to PC
maintenance activities through the Contractor's Service Desk.

The Contractor shall install the TRM productivity software image, identified and approved by the
NRC, on the PC hard disk before shipping to the NRC. The Contractor shall load the standard
desktop on all PCs, but the Contractor shall only install additional desktop productivity utilities
on a PC after written approval is obtained from the Project Officer. This policy will ensure that
PCs satisfy NRC requirements before additional software is installed.

The Contractor shall provide licenses to the NRC for all authorized software configurations. The
Contractor shall use the Altiris tool to perform an automated discovery exercise to compare the
software on a PC with its legal configuration and shall report any discrepancies to the NRC.
Altiris shall be configured to automatically remove non-licensed software from a PC.

The Contractor shall install antivirus and antimalware software as part of NRC's ESMM. The
solution shall include the use of Windows Software Update Services (WSUS) to provide
software patches to the PCs. All PCs shall include custom access card technology in support of
HSPD 12. The Contractor shall also develop and maintain a patch management plan.
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Subtask 1.5 Network Components (Section - 1.5.1.5)

The Contractor shall configure and implement the network management and monitoring solution
for the NRC and shall transition network devices to new network tools, using industry-proven
networking best practices.

The Contractor shall provide the following:

• Network Management: Provide network device management, proactive troubleshooting,
notification, and support, including change and configuration management as well as
capacity planning

*Wireless Networking: Review the status of the NRC's initial studies for a wireless
networking solution

*Network Asset Management: Use Altiris and ADM (EMC) to provide asset management
functions

*Network Device System Administration: Use Altiris, ADM (EMC), Blazent, and Remedy
7.6 tools to provide network device system administration

*Maintenance and Patching Management: Use the WSUS patch management application
to install patches on the servers during maintenance downtime

° Network Monitoring: Continuously and proactively monitor the routers, firewalls, VPN
concentrators, load balancers, and WAN acceleration devices that compose the NRC
network.

Subtask 1.6 Remote Access (Section - 1.5.1.6)

The Contractor's remote access approach shall comply with the TRM. At the core of the remote
access solution for the NRC is the reuse of a FIPS-based personal identify verification
(PIV)/PIV-l credential solution that establishes two-factor authentication and quarantine
services, allowing the NRC to equip more remote users with standard, secure remote access to
the NRC enterprise.

The Contractor shall:

*Maintain RAS capability until an updated system can be implemented. During the
transition, the Contractor shall develop a RAS design to create a remote access IT
environment and operational processes that fulfill NRC requirements for future remote
access configurations.

*Design a security firewall configuration that can be installed on home computers to
* comply with NRC security requirements. This design shall include specification of a third-

party product to download the firewall configuration and associated maintenance
patches.
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* Have firewall configurations installed on all Dell laptops that shall be loaned to NRC
users on travel. The third-party product to download patches shall also be installed on
the Dell laptops.

* Include design for the remote user connections to the NRC system, using a VPN tunnel
provided via NetScaler devices and requiring two-way authentications using a PIV/PI V-I
credential authenticator. The design shall prohibit split tunneling.

* Include a provision for email and telephone support for users working from home or
using Dell laptops and for those individuals on travel who access the NRC via Citrix-
based applications.

Subtask 1.7 Integration (Section- 1.5.1.7)

The Contractor shall coordinate with the Project Officer to introduce changes to the ITI and
manage them throughout the life of the contract.

The Contractor shall provide:

oProject Management: Use PMBOK-based project management systems principles,
presented in Section 4.0, to manage the resource deployment and schedules in the
integration program

*Research: Perform as the IT systems engineer and provide research and
recommendations on the design of new infrastructure services (or changes to existing
ones) as part of NRC's ESMM CSI procedures, documented in Section 1.5.2.5

*Development: Move into the developmentphase, the infrastructure integration projects
that have been approved by the NRC during the research phase and those designed to
specifically respond to changes mandated by federal policies and regulations,
documented in NRC's change management procedures

* Implementation: Utilize NRC's release management process and NRC's ITIL v3
implementation procedures (Section C.5.2.3). Implementation covers the transition of
the new or modified services into production

* Test: Perform two roles in this subtask:

1) All Contractor ITISS infrastructure improvement projects shall be tested in the
NRC test environment; and

2) The Contractor shall provide the test environment, segregated from the
production environment, to replicate the production environment for other NRC,
Contractor, and vendor projects.

Subtask 1.8 High Performance Computing (HPC) (Section - 1.5.1.8)

The Contractor shall provide 24 hours per day, 7 days per week, 365 days per year HPC
availability, exclusive of an 8 hour weekend maintenance window. In addition, the Contractor
shall assess the legacy Solaris environment for opportunities to modernize.

PAGE 11 OF 27



CONTRACT NO. NRC-3.-, 1-325, TASK ORDER NO. NRC-33-t i-325-T002

The Contractor shall provide:

* System administration and operational support of the high performance computing
zones and data center.

* Assistance in the planning, development, design, and implementation of the effort to
consolidate high performance computing at the agency.

* End user support by responding to requests concerning the system software, hardware,
network, and information security of the high performance computing zones and data
center.

• When requested by end users, provide application software support of installation,
setup, configuration and other services to coordinate with third-party vendors and
providers.

* Provide telecommunication and network support that may include, but is not limited to,
performance throughput, large data file transfers, information security to protect certain
proprietary data files, interfaces/access to the NRC Production Operating Environment
(POE) and the Internet, etc.

o Provide assistance and support in the development and maintenance of all system
security related documentation of the high performance computing zones and data
center.

* Minimize the length and frequency of service outages.

Subtask 2. Service Delivery and Management Responsibilities (Section - 1.5.2)

The Contractor shall implement ITIL processes, guided by NRC requirements and business
drivers identified through questionnaires or surveys developed, distributed, collected and
analyzed to determine the maturity level of the NRC in the major ITIL Service areas.

The Contractor shall take over management of the current Service Catalog and shall be
responsible its operation and enhancement.

ADDITIONAL SERVICES (Section - 1.6)

Subtask 3. Computer Facilities Management (Section - 1.6.1)

The Contractor shall perform the following computer facilities management tasks:

o Program Management

* Monitoring

* Quality Assurance

° Backup and Recovery

=Computer Operations
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* Physical Facility

*Specialized Systems

* Agencywide Document Access and Management System (ADAMS)

• Human Resource Management System

The Contractor shall support NRC in standardizing its current diverse server environment, which
includes IBM, Dell, HP, and Sun servers, according to NRC's current TRM tactical plan to retain
Dell and HP servers, eliminate IBM and Sun servers, and add Blade servers.

Subtask 4. Operations Center Network Management (Section - 1.6.2)

The Contractor shall ensure that Operations Center service is available 24 hours per day, 7
days per week, 365 days per year, exclusive of a 4-hour weekend maintenance window,
maintaining at least 99.9 percent availability per month. In addition, the Contractor shall provide
the same services on an on-call basis at times outside the principal period of maintenance
(PPM), with response times within 1 hour for telephone contact and within 2 hours for onsite
support. After notification by the Project Officer in response to the activation of the NRC's
incident response function, the Contractor shall provide one full time equivalent onsite 24 hours
per day for up to 30 dlays to support the Operations Center.

The Contractor shall perform the following tasks in support of the Operations Center:

*LAN administration and on-site Hardware & Software maintenance

* Respond to Operations Center when the NRC activates incident response function

* Perform WebEOC event archives and cleanup after each use

* Administer OCIMS LAN including network switches, server connectivity, user

administration, network security, etc.

* Maintain/update/revise 00CIMS documentation including SOP, hardware/software lists,

and other documentation

* Maintain/update/revise onsite maintenance logs, third party manuals, as-is

documentation, and FISMA documentation

* Maintain OCIMS hardware and software inventories

* Follow guidance of NRC Management Directive 2.1 for documentation of all IT

o Perform preventive and corrective changes to OCIMS databases

* Resolve issues that may arise related to Government provided resources that support
OCIMS

o Maintain maintenance agreements with hardware and software vendors
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* Implement system backup and restore procedures

a Maintain required certification and accreditation for the OCIMS

Subtask 5. Data Center System Administration (section - 1.6.3)

The Contractor shall use the following tools to help ensure consistent systems monitoring,
management, and performance:

* Business service management (BSM) processes to empower IT and business
management leaders to align technology with strategic objectives.

* BMC Atrium CMDB to serve as an intelligent data repository.

* BMC Patrol to monitor the status of computers, resources, databases, and applications
on a network, generating alerts based on preset thresholds.

* NetlQ to monitor the status of computers, resources, databases, and applications on a
network in an Intel environment.

* DBArtisan to provide database administration and maintenance tools to support
Microsoft SQL Server and Sybase environments from a central graphical user interface
(GUI) console.

* SQL Management Studio to provide database administration and maintenance tools to
support Microsoft SQL Server databases from a central GUI console.

SSecure Remote to enable daily review of changes made to a system within the security
configuration of a server.

Subtask 6. Wireless Communications Services (Section - 1.6.4)

The Contractor shall use the BES administration tools, Zenprise management system, RIM
Premium Support, and BMC Remedy to deliver and report on BlackBerry Wireless
Communications Services.

The Contractor shall provide:

* Telecommunications Management and Oversight

o Project Status Reports

* Telecommunications Support Services

• Maintenance of Property Management Records

* Wireless Hardware and Services

* Products and Services
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"Telecommunications Expense Management Services

Subtask 7. Software License Management (Section - 1.6.5)

This subtask has common elements with the Personal Computing and Related Software
Licensing task, as defined in PSOW Section 0.5.1.4. The related software license portion of the
Task defined in Section 0.5.1.4 task of the contract SOW shall be transferred to the Software
License Management Task (Section C.6.5 of the PSOW) upon activation of this task. This task
encompasses management of all software on devices managed by the Contractor, including
PCs, servers, and communication devices. Thus, this SOW area impacts all NRC and
Contractor personnel.

The Contractor shall maintain a physical software inventory. The Contractor shall compare
physical inventory findings with the inventory in the BMC Atrium CMDB, which has been
maintained through automated inventory discovery using the Altiris Network Discovery tool. The
Contractor shall use Remedy 7.6 to collect, track, and report SLA metrics.

The Contractor shall use the Remedy suite as the software license management tool to track
software license status, and to collect, calculate, report usage statistics as well as analyze
software license breaches and shall provide reports on this information on at least an annual
basis.

Subtask 8. Safeguards Local Area Network and Electronic Safe (SLES) Services
(Section - 1.6.6)

The Contractor shall coordinate diligently with the NRC to further deploy the SLES network
throughout the NRC enterprise, maintaining the necessary levels of access and security.

The Contractor shall maintain full system support of the SLES environment. The Contractor
shall conduct normal daily, weekly, and monthly monitoring on the SLES systems and shall
seek methods to help automate these processes to bring further efficiencies to the system.
Performance of these requirements shall include continuous performance monitoring, daily
backups, recovery of backup data (including verification tests), and image backup. If any
change needs to be made, the Contractor shall coordinate with the Project Officer in following
NRC Management Directive 2.8 procedures at
http:llwww.internal.nrc..qovIADM/DAS/caci/Management Directives/mod2.8. pdf.

The Contractor shall develop an approach to implementing a process-based, service delivery
model, including the following:

*Coordinating with the Project Officer to benchmark current processes and procedures in
SLES infrastructure management that are not currently performed against proven best
practices.

* Identifying and combining processes used by the network components team to
standardize the performance of tasks throughout the NRC.

o Bringing a complete set of processes, standard operating procedures4(SOPs-).and
documentation on aspects of the pjzogram-beyond-currT~t areas of responsibility.
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The Contractor shall restart servers, as necessary, as part of scheduled monthly maintenance,
ensuring that all approvals are received and advance notice of the shutdown is provided at a
minimum 24 hours in advance. If an unscheduled restart is needed, The Contractor shall notify
the Project Officer prior to this interruption of service. The Contractor shall use the NRC's
incident management processes to perform a root cause analysis of the incident.

The disaster recovery system is a separate and secure system that is not currently redundant.
The Contractor shall coordinate with the Project Officer to design, test, and deploy a redundant
failover system. Should a failure occur on the existing system, the Contractor shall deploy
appropriate, approved equipment to replace it and shall restore approved data from the backup
tapes to restore the system to proper functionality.

Changes to the system are not completed until all documentation is updated and approved by
the Project Officer. Current and up-to-date information shall be maintained in a secure
repository.

The Contractor shall conduct both the biweekly and the monthly meetings for the SLES network.

Subtask 9. Technology Assessment Center (Section - 1.6.7)

The Contractor shall operate and maintain the TAC. The Contractor shall configure the TAC IT

infrastructure for the scheduled ITI component or service evaluation.

Subtask 10. Emergency Response Data System (ERDS) Operations and Maintenance

(Section - t.6.8)

The Contractor shall maintain continual availability of key personnel. The Contractor shall notify
the Project Officer of all emergencies and respond within 1 hour to any calls received from the
Project Officer outside the official hours of operation. As a backup, the Contractor shall notify
the Alternate Project Officer to provide appropriate response during emergencies.

The Contractor shall perform the following ERDS tasks:

o Monitoring during established working hours;

* Maintenance per the mutually agreed SLAs established in Contract No. NRC-33-1 1-325;
and

* Weekly and monthly reporting per mutually agreed SLAs established in Contract No.
NRC-33-1 1-325.

In addition, the Contractor shall develop and deliver training for NRC personnel in the use of the
ERDS system, with content and schedule to be mutually agreed lAW the system for agreement
on SLAs, as contained in Contract No. NRC-33-11-325.

The Contractor shall also coordinate with the NRC to support the ERDS Phase 11 as that phase

is developed and implemented by NRC.

Subtask 11. Secure LAN and Electronic S afe-~(Secti on-;-?6.9)
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The Contractor shall support and deploy the SGI LAN through the system lifecycle and
subsequent application maintenance. Working closely with the Project Officer, the Contractor
shall rollout the E-Safe application to all authorized users. The Contractor shall review and
execute (or develop) all project-related documentation needed for the full deployment of E-Safe
to meet contract requirements. Activities include the following:

• Maintain the E-Safe electronic records management system so that it conforms to
established SLAs agreed to by the NRC and the Contractor.

* Deploy the system to all areas of the enterprise to support only authorized users, with

approvals and need to know being confirmed prior to access.

o Provide user support for access and problem resolution

o Establish and maintain continual audit logging records and daily monitoring, alerting and
management of the repository.

The Contractor shall manage the primary system by monitoring, notifying, and reporting on a 24
hours per day, 7 days per week, 365 days per year basis, the status of the E-Safe application
operational state. The Contractor shall plan and conduct daily system, application, and security
administrative activities outlined in the System Security Plan (SSP), for notification and
approval. The Contractor shall ensure that the E-Safe Application is operational for all
authorized users.

The Contractor shall receive all issues and requests for the E-Safe application and shall process
them to ensure that the accuracy and security needs of the request are met. Using the Remedy
7.6 notification system, the Contractor shall handle all requests within the 60-minute response
time. The Contractor shall ensure that the security posture of the application is maintained by
ensuring that all approvals are received before any person is allowed access to E-Safe data.

Subtask 12. Development Facility (Section - 1.6.10)

The Contractor shall manage and support the development environment. The Contractor shall
manage requests for changes to the configuration of the development facility through use of
BMC's Remedy ITSM Suite. The Contractor shall maintain the configuration of the matching
development, testing, and production environments in a centralized CM database. The
Contractor shall track change requests through BMC Remedy Change Management.

The Contractor shall foster open communication channels by having well-defined points of
contact for all the development streams and preparing Web-based training materials to assist
the developers in planning for their migration to the development facility. The Contractor shall
publish schedules for utilization of the environment and will establish clear escalation paths for
issues and problems and available technical expertise in all of the major components of the
development platform. The Contractor shall provide support for application development groups
that need to migrate to the development facility by requiring the developers to complete a
migration support plan that includes specifying the configuration requirements for their
applications, matching the configuration requirements with an existing or new virtual
environment, and planning the migration of development data sets to that env~ironment-bas~d-Sn-
an agreed-on schedule.

The-Contractof-h-all:

PAGE 17 OF 27



CONTRACT NO. NRC-3..1•1-325, TASK ORDER NO. NRC-33-1 i-325-T002

* Provide a development environment that replicates the production environment

* Support migration to development environment

* Maintain the development environment network including infrastructure, servers and

applications with up to date patching at the same level of the NRC ITI

* Ensure that the development environment is segregated from the production

environment

• Operate and manage the development environment

* Ensure application and hardware integration into the production environment without
adverse impacts on the infrastructure

* Provide non-production data sets for development systems. No production data shall be
used in the development environment

* Manage a schedule of development environment availability, publish that schedule, and
coordinate with customers in scheduling the use of the environment

Subtask 13. Microsoft SharePoint Support (Section - 1.6.11)

The Contractor shall integrate the SharePoint Service Desk support into its Enterprise Service
Desk (ESD). The Contractor shall provide one full time equivalent to support this task. The
Contractor shall also attend ad hoc meetings as requested by the Project Officer.

Subtask 14. Extra Ordinary Move Support (Section - 1.6.12)

The Contractor shall coordinate with the Project Officer to plan and oversee each extra ordinary

move, to support the extra ordinary moves described in the following chart:

Job I
1500 Moves 6003 Executive .Boulevard, New headquarters Within 6 weeks in

Rockville, MD building •in 2012-2013 (4-8
Rockville, Maryland weeks for all

7201 Wisconsin Ave., computer
Bethesda, MD equipment)

12300 Twinbrook Parkway,
Rockville, MD

21 Church Street, Rockville,
____ ____ ___ MD_ _ _ _ _ _

Job 2 Moves shall not occur until the first Job above has been completed
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6000 staff moves; 11545 Rockville Pike (or- 21 Church Street, Within 2 weeks to
3000 per year 11555 Rockville Pike while Rockville, Maryland 4 weeks in 2014
Several hundred the existing office space is and 2015
other staff until being renovated)
renovations are 21 Church Street, Rockville !11545 Rockville
complete Maryland, to move staff back Pike or 11555

______________to their renovated offices Rockville Pike

Contractor shall coordinate with the Project Officer to develop and consolidate the move
schedules using Microsoft Project, and shall perform each move through the deployment of
after-hours support personnel, and shall provide post-deployment support. The NRC will
consolidate moves into six packages per technician per night. (A package consists of users
desktop or laptop, docking station, keyboard, mouse, monitor, and associated cables and
personal printer, totaling less than 40 pounds.)

For Job 2, the NRC will provide a van for transportation.

Schedule of Deliverables

Completion
Date (No

Subtask Deliverable SOW No. Later Than)
SLA Report - Availability of Service Monthly

Subtask 1.1 SLA Report - Time to provision a.new Monthly
Blackberry Services Blackberry_____________

SLA Report - Time to repair or replace a Monthly
Blackberry Device
SLA Report - Time to provision a new 0.5.1.4.2 Monthly
_personal computing ,device

ubak14 SLA Report - Time to repair or replace 0.5.1.4.3 Monthly
Personal Computing desktops and laptops_____________

an RlaedSotwreSLA RePOrt - Time .to distribute approved 0.5.1.4.3 Monthly
Lcnsngsoftware'to desktop_____________
LcnigSLA Report - Time to resolve 0 .5.1.4.3 Monthly

desktop/laptop software related
incidents/problems
Remote Access Status Report: 0.5.1.6 " Monthly

Subtask 1.6 - # of available licenses
Remote Access - # of users provisioned for access

- Actual usage
Subtask 1.7 Develop an infrastructure forecast 0.5.1.7.3 After award
Integration featuring changes for the next 36 months

_________________(3-yr R&D Plan)
Subtask 1.8 SEA.Report - Availability of:Service 0.5.1.8 Monthly

High Performance
Computing
Subtask 2 Quarterly report detailing 0.5.2.1 .1 .2 __Quarterly-ye-F

Service Delivery and recommendations for changes-and--- 1, semi-
Maaemn updates-to-th•Service Strategy based on annually year

__--1--Resp-osibiltes observations and requests from NRC 2
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T Completion
_ _ _ _ _ _ __ _ _ _Date (NoSubtask Deliverable J~SOW No. Later Than)

Detailed cost .reports for budgeting andreconciliation and monthly Technical and
Financial Status Report
Quarterly capacity plan and models
forecasting one year out, lead diagnosis
and resolution of problems related to
capacity

0.5.2.1.2.2

0.5.2.2.3.2

,Monthly

Quarterly

Provide any external trouble ticket info 0C.5.2.2.4.2 30 minutes as
.when an •outsidevendor is contacted~for a required
circuit !issue -and a-situation report with 30
.minutes Status updates
Security awareness training 0.5.2.2.6.2 Initial and

______________________________annual
.Written certification .that IlT sec•urity 0.5.2.2.6.2 .Before
:training has been •taken and refresher Starting work
.trai~ning . .
Develop contingency plan and ensure C.5.2.2.6.2 .Annual
annual contingency testing is completed
and update security plan and test report.
Annual security control testing_______ _______

Asset Management. Plan 0. C5.2:-3.3.2 Upon award
Quarterly Report of Inventory of assets 0.5.2.3.3.2 Quarterly

License Management including database '0.5.2.3.3.2 ~Monthly
of SW,. metrics on license usage .monthly,
periodic asset .ver~ification,, and, standards
to EA •for incor:poration into TRM
Quarterly meetingrminutes to review one 0 .5.2.5 Quarterly

area selected by NRC for Service
Improvement._____________
Daily ;status report of outages .and 0 .5.2.5.2 !Daily
incidents .by 7am for'last 30 hours .
Monthly Status Report on Continual Monthly, by
Service Improvement Activities 7th business

day of next
______________________________month

.User Access Report: .Who .accessed ito.what resources,.when and who has ,been
granted access

.Monthly, by
15th business
day of next
.month
QuarterlyService Strategy Report

;Weekly Status Reports .on :discarded 0.":C6.1t Weekly
Subtask 3 tapes and a count of tapes, provided to

Computer Facilities the P0 ____ ___---_

Management Report on facility security-related events -A-s-needed
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Cornpletion
Date (No

Subtask Deliverable SOW No. Later Than)
SbakWeekly Status Reports on •LAN 0.6.2 Weekly
Sbak4Administration, HW/SW Maintenance _____________

Operations Center Monthly Technical Report 0.6.2 Monthly
Network Management Updates to SOPs C.6.2 Quarterly

Subtask 5 Monthly timesharing cost reports 0.6.3 Monthly
Data Center
Operations

-Quarterly optimization and costsavings 0.6.4 Quarterly

reports ______ ______

Monthly financial report on device• cost, 0.6.4 Monthly
Subtask 6 offeror-supplied services, and third-party
Wireless service ______

Communications .SLA Report,- Availability of':Service ' .0.6:4 Monthly
Services SLA Report - Time to provision a new 0.6.4 Monthly

Blackberry
SLA. Report - Time to repair or rePlace a 0.6.4 ' Monthly

______ ______ _____ Blackberry.Device __ _ _ __'_ _ _ _ _ _

Software compliance report 0.6.5 Annual
Subtask 7 Motlrpo..fsfwrinue.,65 Mnhy

Software License Motl reoto-otaei s .. otl
Management Physical audit of NRC software licenses 0.6.5 Annual

report ______

Subtask 8 Technical Status.Report -:C.6.6 . Monthly
Safeguards Local_____________
Area Network and Capacity Report 0.6.6 Monthly

Electronic Safe
Services

Subtask 9 Monthly Status Report 0.6.7 Monthly
Technology Semiannual audits to verify inventory 0.6.7 Semi-Annual

Assessment Center information

Subtask 10 -Monthly technicaltprogress reports .. C.6.8 :Monthly

Emergency Response Site visit summary report twice annually, 0.6.8 Twice
Data System (ERDS) related to visits to ERDS Region 4 backup annually

Operations and site______________
Maintenance ERDS Security Plan and other as- As needed

______________required security documentation
Subtask i1 SLA Report - Availability of Service 0.6.9 Monthly

Secure LAN and SLA Report -.Incident/request response 0.6.9 Monthly
Electronic Safe .time

Suts 2 Migration Plan Template 0.6.10 90 days after
Subtask_______________12______award •

Development Facility Patch Plan ~~--- -C6?1-0- .Monthly

PAGE 21 OF 27



*CONTRACT NO. NRC-3..-=1-325, TASK ORDER NO. NRC-33-1",-•25-T002

I Completion
Date (No

Subtask Deliverable ISOW No. Later.Than)
Configuration and test reports 0.6.10 30 days after

Configuration
Change and
test complete

Mvonthly Status .Report c.6.1t0 Monthly

Development environment schedule C.6.10 Monthly

Helpdesk metrics report 'C..6.1l I • Monthly
End-user survey C.6.11 Once and

Subtask 13 Updated
Microsoft SharePoint quarterly

Support Helpdesk s~urvey results report- 0.6.1:1 30 days after

survey is
______conducted

Unspecified Security Incident Reports E.5.1 As needed
SubTasks/ Generic LAN Event Notice • E.5.2 :!As needed

Deliverables __________________

Instructions for Deliverables

All documentation deliverables shall first be submitted in draft to the Project Officer for their
review. The Project Officer shall have no more than 10 business days to review each draft
deliverable and respond with comments or suggested edits so that the Contractor can submit
the final version of the documentation.

If revisions are required, the Contractor shall have no more than 5 business days to complete
the revisions and submit the revised draft deliverable to the Project Officer. For each
deliverable (draft or final), the Contractor shall provide one (1) hardcopy and one (1) electronic
version of the deliverable to the Project Officer, unless otherwise indicated by the Project
Officer. All written deliverables shall be phrased in language that can be understood by the
non-technical layperson. Statistical and other technical terms used in the deliverable shall be
defined in a glossary.

All documentation deliverables developed under this task order must be formatted in Microsoft
Word (version 2003 or later version). All deliverables and supporting documentation gathered
or developed under this task order may not be stored on any device or piece of equipment that
has not been approved in writing in advance by the Project Officer.

PERIOD OF PERFORMANCE

The period of performance for this task order is August 15, 2011 until May 17, 2014.

4.0 ADDITIONAL COMPUTER PARTS CHARGES

The Contractor may be required to procure incidental compm_4terparts-that-shall not exceed the
micropurchase threshold. The Coytoitr~shail-procu-f~1ncidental computer parts only after
obtaining writtn approvah-of-th•Project Officer.
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The additional standard desktop software is specified in Section 3.1 .1 and included in the
pricing in a separate line item under Personal Computing and Related Software Licensing.

The additional server software is included as follows:

*LiveCycle PDF Generator 9 and Reader Extension Server 9, priced in a separate line

-item, per 2-CPU server

*LiveCycle PDF Development Subscription Renewal, priced in a separate line item, per

server

* LiveCycle Forms 9 Annual Subscription Renewal, .priced in a separate line item, per 2-

CPU server

5.0 MEETINGS

The Contractor shall conduct a kickoff meeting within one week of task order award with the
Contracting Officer and the Project Officer to discuss administrative matters and the project
activities, timeline, and deliverables.

The Contractor shall attend weekly status meetings at NRC Headquarters at the request of the
Project Officer. During these meetings, the Contractor and the Project Officer will discuss
ongoing work, issues, and upcoming work that needs to be done.

The Contractor shall propose an agenda for each meeting and send the agenda to the Project
Officer at least 2 business days before the meetings are to be held. The Project Officer will
finalize the agenda and distribute the agenda to intended attendees the day before the meeting.
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Performance Work Statement
1.0 SCOPE OF WORK

The Contractor must ensure adequate planning, staffing, and management to implement an
orderly implementation and execution of services as outlined under Contract No. NRC-33-1 1-
325 under which this task order is awarded. In addition, The Contractor shall coordinate closely
with the Project Officer and/or Alternate Project Officer to perform the following activities that are
required under Contract No. NRC-33-1 1-325:

SProvide NRC badged Contractor personnel to perform ITISS Core Services (.5.1)

and the following ITISS Additional Services:

o Computer Facilities Management (PS0W Section C.6.l)

o Operations Center Network Management (PSOW Section C.6.2)

o Data Center System Administration (PSOW Section C.6.3)

o Wireless Communications Services (PSOW Section C.6.4)

o Software License Management (PSOW Section C.6.5)

o Safeguards Local Area Network and Electronic Safe Services (PSOW
Section C.6.6)

o Technology Assessment Center (PSOW Section C.6.7)

o Emergency Response Data System (ERDS) Operations and Maintenance
(PSOW Section C.6.8)

o Secure LAN and Electronic Safe (PSOW Section C.6.9)

o Development Facility (PSOW Section C.6.10)

o Microsoft SharePoint Support (PSOW Section C.6.1 1)

1.1 Added and Updated Scope

1.1.1 Add Desktop Components to Standard

The list of the standard desktop components software to include the items listed below.
This will also include all support and associated products required.

* Real Player (Enterprise License)

,* Adobe Professional (Enterprise License)

* Acrobat Professional ALL Versions/Platforms, Renewal Upgrade Plan

. Acrobat Professional ALL Versions/Platforms, Gold
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1.1.2 Add Network Deployed Components to Standard

The list of the standard network deployed component software to include the items listed

below. This also includes all support and associated products required.

*LiveCycle PDF Generator, Platinum Annual Support Subscription Renewal 1

Year per CPU; Quantity! 2

*Support Subscription Renewal 1 Year per Server; Quantity: 1i

e LiveCycle Forms 9 Annual Support Subscription Renewal per CPU Qty 1

* Reader Extension Server 9 Annual Support Subscription Renewal per Document;
Quantity: 75

1.1.3 Add High Performance Laptops

This request will modify the list of the standard hardware to include the items listed
below. This will also include all support and associated products required. (Reference
C.5. 1.4.1)

Overall Laptop Hardware

* Processor: Intel i7 Quad Core Extreme
oSystem Memory: 16GB DDR3 @1600MHz
o Graphics Card: NVIDIA GeForce 580M w/2GB GDDR5 onboard memory
*Removable Hard Drives: 250GB SATA 3 solid state (2 per laptop-one for

SUNSI and one for SGI)
* Optical Drive: Blu-ray burner with dual layer support
* Display: 17-inch high-definition LED
* Additional Ports: USB 3.0; SGI Hard Drive Software Configuration

Software in addition to standard desktop image

o Windows 7 (64-bit) Operating System (NRC approved image)
SOptical disk burner software

* Full-disk encryption software

Other Considerations:

* System administrator privileges will be granted to the end user

Please include the required changes to the definitions of the standard High Performance
Laptop within the response.

1.1.4 Three White Flint North Move

Dell shall be prepared to execute the support of the new building upon the request of
NRC. The current projected date is May 2012.

1.1.5 Application Control (OPTIONAL)

Dell shall include Application Control software in desktop and server software
configuration definition as well as include the functionality in the long term definition of
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the technology roadmap. The NRC is currently utilizing a McAfee product as listed
below; it must be maintained until retired or replaced.

McAfee / MFE Application Control for PCs and Servers

McAfee Application Control gives enterprises an effective way to block unauthorized
applications on servers and endpoints. Unlike simple whitelisting, Application Control
uses a dynamic trust model, which eliminates the need for tedious manual updates to
approved lists. As enterprises face an avalanche of unknown software from the web, this
centrally managed solution adds a timely control to your systems security strategy,
attuned to the Operational needs of enterprises.

1.1.6 Security Software

Dell shall include the Security software listed below in desktop and server software
configuration definition as appropriate for the platform; as well, this shall be included as
required functionality in the long term definition of the technology roadmap.

The NRC is currently utilizing the products listed below;.they must be maintained until

retired or replaced.

•.N~ircie
Qradar

*M86 Finjan
*LogLogic
* Bluecoat
* lronPori
oTripWire

1.1.7 Operations Center Hardware

Dell shall provide a recommended solution meeting the need of NRC's Operations
Center. The solution shall itemize any additional hardware and associated leasing costs
required.

The hardware currently recommend by the design consultants are listed below. The
recommended solution must meet or exceed the hardware configurations.

Workstations

Dell 790 FLX-HD EPA

*Ultra Small Form Factor (Critical Requirement)
* Windows 7 Professional 64bit
oIntel i5 2400S Quad Core 2.5Ghz Processor
o 4GB SD RAM 133Mhz
•. 250GB SATA Hard Drive
*SATA DVD-ROM Drive
o All in one HAS Stand with P1911i19 Wide Monitor (VGNiDVI)
oUSB Mouse and Keyboard
*3 Year Next Business Day (NBD) on-site service

Servers

*, Dell PE R710 WebEOC Server
o Dual, Quad Core 2.66 Processors
o 8GB RAM
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o RAID I with a PERC H700 1GB controller
o Two 300GB SCSI Drives
o .Dual Power Supplies
o GB NICwith TOE
o Windows Server 2008 R2

Dell PE R710 WebEOC -DB Server
o Dual, Quad Core 3.2 Processors
o 12GB RAM
o RAID 1/5 with a PERC H700 1GB controller
o Eight 146GB SCSI Drives
o Dual Power Supplies

•o GB NICwith TOE
o Windows Server 2008 R2

Dell PE R710 WebEOC - GIS Server
o Single, Quad Core 3.2 Processor
o 12GB RAM
o RAID 5 with a PERC H700 1GB controller
o Eight 600GB SCSI Drives
o Dual Power Supplies
o GB NICwithTOE
o Windows Server 2008 R2

•--1.1.8 High Performance Desktop

A High Performance Desktop Computer, meeting the specifications set forth below, will
be added to the list of the standard hardware. This will also include all support and
associated products required. (Reference C.5.1.4.1)

Specifications:

* Processor: Intel i7 Quad Core Extreme
* System Memory: 16GB DDR3 @1600MHz

SGraphics Card: DUAL 51 2MB AMD RADEON HD 6350 (2 DVI), Full Height
* Hard Drives: 1TB SATA-II HDD -7200rpm

*Optical Drive: Blu-ray burner with dual layer support

Software in addition to standard desktop image
*Windows 7 (64-bit) Operating System (NRC approved image)

Other Considerations:
* System administrator privileges will be granted to the end user

1.1.9, Printers

Dell shall provide additional printers expanding the selection of models offered under the
contract.• This request will modify the list of the standard hardware to provide a range of
function specifications. This will also include all support and associated products•
required. (Reference C.4.4.4) The proposed solution shall itemize any additional
hardwiare and associated leasing costs required.

Within the selections, Dell shall provide a recommended solution •meeting the NRC's
•need for a Plotter. The hardware currently recommend is listed below. The
recommended solution must meet or exceed the hardware configurations.
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e HP Design Jet Z6200 (CQ109A#B1 K) Photo Printer (42" modei)
Specifications:
o Maximum Print Speed: 140m2/hr
oPrint Resolution up to 2400x1 200 optimized dpi from 1200x1200 input dpi

and optimized for photo paper selected

,•Connectivity: Gigabit Ethernet (1000Base-T), Hi-Speed USB 2.0, EIO
Jetdirect accessory slot
® Cannon imaqePROGRAF IPF8300 (44" Model)

Sp~ecifications:
o Print Resolution: 2400x1200 dpi
o Connectivity: 10/100/1000Base-tITX, USB 2.0 High Speed
eHard Disk Capacity: 80GB
,, Print Memory: 384MB

1.1ot10 Disability Program Support

Dell shall support the directives as laid out in the NRC Management Directive 10.162
"Disability Program and Reasonable Accommodation". Dell shall provide this support
and maintenance in cooperation with the NRC customer, and based on availability and
access through the DoD CAP Program. Dell shall be responsible for the procurement,
installation, maintenance, documentation and support of the tools and hardware
specified for each person by the DoD CAP Program. Evaluation, certification and
recommendation of tools, software and hardware shall be the responsibility of the DoD
CAP or a third party approved by the NRC. These services shall be fully documented,
supported and maintained throughout the contract period of performance. The various
accommodation solutions shall be evaluated an annual basis for effectiveness.

Federal employees are successfully dealing with various challenges (i.e. vision loss,
hearing loss, cognitive impairments, ..-.) as they work on their jobs. NRC Management
Directive 10.162, "Disability Programs and Reasonable Accommodation", summarizes
the Agency's existing NRC policy related to disability programs and reasonable
accommodations. As a result, NRC employees have the ability to request reasonable
accommodations in the workplace. As the Agency's information technology
infrastructure provider, it is our objective to provide assistive technology to our
employees when approved by the Office of Human Resources. This assistive
technology includes both hardware and commercial-of-the-shelf software.

The types of accommodations can vary widely, including specialized equipment such as
large print keyboards, dedicated videophones (i.e. Sorenson, Ojo, Zvrs, .... ), workstation-
based Video Relay Service software (i.e. Purple P3, Sorenson ntouch, ... ) and
commercial-of-the-shelf (COTS) software (i.e. screen magnification software, speech
recognition software (i.e. Dragon Naturally Speaking, .... ), screen reading software (i.e.
JAWS for Windows, Window-Eyes, ... ) screen magnification software (i.e. ZoomText
Magnifier/Reader, SuperNOVA, ... ) and instant messaging software (i.e. MSN/Windows
Live Messenger, ... ).

Materials obtained for performance of this subtask shall be reimbursed as ODC up to the
•__ micro-purchase threshold out of the appropriate Contract CLIN.
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1.1.1•1 'Equipment Estimates

The following table provides estimated
transition to the Contractor.

quantities and a list of hardware which will

Base Period Base Period Base PeriodDescription Year 1 Year 2 Year 3

Quantity Quantity Quantity
HQ Fixed Location PC, Software, and
Support 4,500 4,500 4,500
HQ Mobile PC, Software, and Support 1,000 1,500 2,000
Region Fixed Location PC, Software, and
Support 1,000 1,000 1,000
Region Mobile PC, Software, and Support 300 350 450
Personal Printer 250 500 750

2.0 TASKS

The Contractor shall support the NRC according to the PSOW in Contract No. NRC-33-1 1-325,
Section C.5 "Core Services" and C.6 "Additional Services" and Attachment I - Price Schedule in
this task order.

The following outlines the services required by this task order.

CORE SERVICES (Section 1.5)

Subtask 1. Basic Infrastructure Support Services (Section - 1.5.1)

Subtask 1.1 BlackBerry (Section - 1.5.1.1)

The Contractor shall provide a BlackBerry capability by integrating end-user support with the
wireless communications services team. We will follow RIM-compliant procedures for designing,
implementing, and managing the BlackBerry environment.

Evaluation of additional BlackBerry capabilities shall include tethering, Docs to Go, and
operating system upgrades. The Contractor's BlackBerry services shall leverage the following
elements to ensure secure, available, and responsive service to the NR:

* BlackBerry Enterprise Server (BES) administration system, including IT Policy capability
to ensure security of data and communications as well as control access rights of the
support team

•Research In Motion (RIM) high-availability architecture, including a RAID 5 BES 4.I.X
architecture supported by monitoring tools with alerting capabilities (until BES 5.0 is
implemented)

* Integrated BES and wireless services teaim at FOC with shared access to ticketing,
Support, and monitoring tools.

Subtask 1.2 Electronic Mail (Emnail) and Messaging (Section - 1.5.1.2)
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The Contractor shall provide a unified messaging environment (email, voicemail, instant
messaging) to help the NRC achieve its goal of access anywhere and anytime.

Initially the Contractor shall support the. current NRC environment of Microsoft Exchange 2007
and Outlook 2007; user allocation of 1 GB of network storage space for email; Outlook Web
Access for users to access their email remotely; and integration for both NRC-customized and
commercial software applications (e.g., Microsoft Office, Microsoft SharePoint, ADAMS) to allow
.collaboration and storage of official records.

When Exchange 2010 has been approved by the NRC, is fully tested in the CTF for
compatibility with the other ITI assets, and completes its FISMA accreditation, the Project
Officer will notify the Contractor in writing that Exchange 2010 can now be deployed into
production using the deployment date and window approved by the NRC's Enterprise Change
Control Board (ECCB). The Contractor shall undertake the upgrade and migration of the NRC to
a messaging and collaboration environment inclusive of Exchange 2010 with unified messaging
and Office Communications Server, including deployment and management of Cisco IronPort,
which is currently included in the NRC Architecture, on email security, appliances. The
Contractor shall integrate the Exchange 2010 architecture with the NRC's existing VeriSign
environment, providing digital signing, encryption, and nonrepudiation, coupled within the email
system. Inclusive to the Exchange 2010 environment is the utilization of.Exchange 2010's
inherent application-based replication technology, the Database Availability Group (DAG), to
provide redundant database copies within the NRC and the capability to provide replication of
email databases from the NRC Headquarters data center to a designated disaster recovery site
to ensure continuity of email when the NRC initiates a continuity of operations (COOP) event.
The Contractor shall also expand the current NRC messaging capability by deploying Exchange
2010 Unified Messaging Server to provide voicemail and PBX integration with the NRC email
environment.

In addition to providing transition and transformation of operations for the agency, the
Contractor shall provide the NRC's standard messaging management and operations
services--including administration and management of the messaging server hardware,
messaging software application, and associated backups, security systems, and processes--to
ensure efficient and effective service delivery. The Contractor shall monitor the NRC's
messaging systems 24 hours per day, 7 days per week to ensure that they are available.

The Contractor shall:

* Manage, operate, maintain, administer and support NRC email services including

internal email as well as Internet email capability

* Define and maintain users, distribution groups and system profiles

* Develop and maintain workflow definitions for the mail system environment

* Monitor mail statistics such as inbound and outbound mail flow

* Provide metrics on system-related incidents and events; utilize this data to detect and
resolve systemic problems
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*Monitor email system utilization and disk space usage and enforce Agency email size
limitations

*Track and remove messages at the request of the NRC operational security staff when
classified or Safeguards information spills occur or when data leakage occurs

*Review systems logs, email and performance data to ensure optimum system operation

oResPond to and resolve all user issues related to internal email services or Internet
email service.

*Provide software updates and security updates for the email desktop client as well as
the back-end email applications, following NRC Release and Deployment Management
Plans;

oPerform nightly E-mail back-ups and maintain them in accordance with NRC retention
requirements;

*Monitor electronic mail storage and provide increased capacity (up to 10%) as
appropriate on an annual basis;

*Provide, manage, operate, maintain, administer and support a secure instant messaging
(IM) service between users within the NRC ITI (the NRC is currently integrating Microsoft
Office Communication Server into its production environment);

*Provide, manage, operate, maintain, administer and support a unified messaging service
that provides NRC users with a computer-based interface for email, voice mail, PBX,
and messaging (the NRC does not currently use unified messaging);

*Restore email from back-up as requested;

Manage replication of e-mail from NRC headquarters data center to a designated
disaster recovery site to ensure continuity of e-mail once the NRC initiates a Continuity
of Operations (COOP) event

*Manage the interface between Microsoft (MS) Exchange email accounts a~nd their
corresponding BlackBerry accounts according to optimization standard recommended by
Microsoft Corporation

*Minimize the amount of time that a user is without an e-mail account/client (due to either

provisioning or repair)

Minimize the length and frequency of service outages

aMinimize the time necessary to periodically backup data, and to restore electronic
messaging data from backups

*Minimize the time necessary to provision increased storage capacity when requested
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Subtask 1.3 File and Print (Section - 1.5.1.3)

The Contractor shall coordinate with the Project Officer to reduce the diverse assortment of
makes and models of printers and copiers, and to standardize these assets in accordance with
the NRC's Technical Reference Mode! (TRM) as found at
http:llportal.nrc.Qov/edo/ois/bpiadleasb/trm/default.aspx. The Contractor shall provide the first
90 days of printer consumables, which will thereafter be supplied by another Contractor. The
Contractor shall increase print and storage capacity over the term of this Task Order to satisfy
the expected percent annual growth rate in demand. The Contractor shall satisfy the agreed
upon service levels for Print and File for providing users with access to new work group printers,
repairing printers, provisioning additional file space, and restoring data from backups as it
relates to file management, print management, network attached devices management.

The Contractor shall provide all hardware necessary to support printing demand. In support of
this hardware, the Contractor shall provide the following services:

* Fully integrate printer services into NRC's ITIL v3 service management and service
operation processes for effective asset management and IT refresh.

* Fully integrate incident and request management related to printer services with the ESD
to enable rapid dispatch, tracking of service requests, and measurement of customer
satisfaction.

* Perform automated remote monitoring and management at the NOC for immediate
generation of incident tickets and dispatch of repair technicians when equipment fails or
presents problems.

* Perform inventory, warranty, lease, and configuration management, using the CMDB to
gather detailed performance statistics and facilitate acquisition and procurement
planning.

* Implement software and firmware updates through change and release management,
ensuring that all equipment is current with the infrastructure and operates effectively.

* Provide consumable printer supplies for the first 90 days to ensure that every printer is
fully supplied and always in service. A third-party vendor will supply consumables after
the first 90 days.

•Provide an HSPD-12 card ID system to enable secure printing by requiring the secure
print user to be present at the printer to swipe a card. Secure printing shall only be
permitted on printers that can read HSPD-12 cards.

* Allow remote access users to use printers within the NRC firewall. The remote access
user identity shall be verified, and access shall be secured. Users shall be required to
swipe an HSPD-12 card to access the VPN and then Citrix to access the NRC network.

The Contractor shall provide user assistance via telephone, using the Contractor's knowledge
base of nonstandard, NRC-owned copiers, digital senders, and similar devices attached to the
network. If the initial Service Desk support call does not resolve the problem, the Contractor
shall dispatch direct support to the user to the extent practicable.
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Subtask 1.4 Personal Computing and Related Software Licensing (Section -

1.5.1.4)

The Contractor shall follow the guidance in the TRM at
http://portal. nrc.qov/edoloislbi3iad/EASBiTRM/default. aspx for refreshing hardware and
software.

The Contractor shall provide ITIL v3 full lifecycle support for all ITISS-supported PCs from
procurement through configUration, delivery, maintenance, refresh, and retirement. The
Contractor shall refresh PCs on a 3-year cycle. The Contractor shall provide all NRC-required
peripherals, firewalls, and patches. PC configurations shall satisfy all NRC security
.requirements. The Contractor shall maintain an inventory of all P~s by using BMC Atrium
CMDB tools. The Contractor shall provide encrypted loaner PCs for mobile use that satisfy NRC
security requirements such as Federal Information Security Management Act (FISMA),
Homeland Security Presidential Directive 12 (HSPD-1 2), Federal Information Processing
Standards, Committee on National Security systems issuances, Federal Desktop Core
Configuration (FDCC), etc. The Contractor shall coordinate all communication relating to PC
maintenance activities through the Contractor's Service Desk.

The Contractor shall install the TRM productivity software image, identified and approved by the
NRC, on the PC hard disk before shipping to the NRC. The Contractor shall load the standard
desktop on all PCs, but the Contractor shall only install additional desktop productivity utilities
on a PC after written approval is obtained from the Project Officer. This policy will ensure that
PCs satisfy NRC requirements before additional software is installed.

The Contractor shall provide licenses to the NRC for all authorized software configurations. The
Contractor shall use the Altiris tool to perform an automated discovery exercise to compare the
software on a PC with its legal configuration and shall report any discrepancies to the NRC.
Altiris shall be configured to automatically remove non-licensed software from a PC.

The Contractor shall install antivirus and antimalware software as part of NRC's ESMM. The
solution shall include the use of Windows Software Update Services (WSUS) to provide
software patches to the PCs. All PCs shall include custom access card technology in support of
HSPD 12. The Contractor shall also develop and maintain a patch management plan.

Subtask 1.5 Network Components (Section - 1.5.1.5)

The Contractor shall configure and implement the network management and monitoring solution
for the NRC and shall transition network devices to new network tools, using industry-proven
networking best practices.

The Contractor shall provide the following:

* Network Management: Provide network device management, proactive troubleshooting,
*notification, and support, including change and configuration management as well as

capacity planning

* Wireless Networking: Review the status of the NRC's initial studies for a wireless
networking solution
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*Network Asset Management: Use Altiris and ADM (EMC) to provide asset management
functions

Network Device System Administration: Use Altiris, ADM (EMC), Blazent, and Remedy
7.6 tools to provide network device system administration

*Maintenance and Patching Management: Use the WSUS patch management application
to install patches on the servers during maintenance downtime

*Network Monitoring: Continuously and proactively monitor the routers, firewalls, VPN
concentrators, joad balancers, and WAN acceleration devices that compose the NRC
network.

Subtask 1•.6 Remote Access (Section - 1.5,1.6)

The Contractor's remote access approach shall comply with the TRM. At the core of the remote
access solution for the NRC is the reuse of a FIPS-based personal identify verification
(PIV)/PIV-l credential solution that establishes two-factor authentication and quarantine
services, allowing, the NRC to equip more remote users with standard, secure remote access to
the NRC enterprise.

The Contractor shall:

oMaintain RAS capability until an updated system can be implemented. During the
transition, the Contractor shall develop a RAS design to create a remote access IT
environment and operational processes that fulfill NRC requirements for future remote
access configurations.

*Design a security firewall configuration that can be installed on home computers to
comply with NRC security requirements. This design shall include specification of a third-
party product to download the firewall configuration and associated maintenance
patches.

o Have firewall configurations installed on all Dell laptops that shall be loaned to NRC
users on travel. The third-party product to download patches shall also be installed on
the Dell laptops.

*Include design for the remote user connections to the NRC system, using a VPN tunnel
provided via NetScaler devices and requiring two-way authentications using a PI V/PI V-I
credential authenticator. The design shall prohibit split tunneling.

o Include a provision for email and telephone support for users working from home or
using Dell laptops and for those individuals on travel who access the NRC via Citrix-
based applications.

Subtask 1.7 kttegration (Section - 1.5.1.7)

The Contractor shall coordinate with the Project Officer to introduce changes to the ITi and
manage them throughout the life of the contract.

The Contractor shall provide:
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* Project Management: Use PMBOK-based project management systems principles,
presented in Section 4.0, to manage the resource deployment and schedules in the
integration program

SResearch: Perform as the IT systems engineer and provide research and
recommendations on the design of new infrastructure services (or changes to existing
ones) as part of NRC's ESMM CSI procedures, documented in Section 1.5.2.5

*Development: Move into the development phase, the infrastructure integration projects
that have been approved by the NRC during the research phase and those designed to
specifically respond to changes mandated by federal policies and regulations,
documented in NRC's change management procedures

* Implementation: Utilize NRC's release management prOcess and NRC's ITIL v3
implementation procedures (Section 0.5.2.3). Implementation covers the transition of
the new or modified services into production

o Test: Perform two roles in this subtask:

1) All Contractor ITISS infrastructure improvement projects shall be tested in the
NRC test environment; and

2) The Contractor shall provide the test environment, segregated from the
production environment, to replicate the production environment for other NRC,
Contractor, and vendor projects.

In addition, Contractor shall provide the following additional non-key personnel to support the
Integration Task Order.

Deputy Program Manager

The Deputy Program Manager (DPM)'s primary duties and responsibilities include:

o, Assumes responsibilities and accountabilities for Program Manager in his
absence

*, Assists Program Manager in providing day-to-day oversight of the NRC-ITISS
program

o Assists in managing performance, financial planning, personnel, and
schedules.

,, Serves as agreed-to alternate to PM in customer meetings and forums

Chief Technology Advisor

The Chief Technology Advisor (CTA)'s primary duties and responsibilities include:
o.Define and implement a comprehensive global technology strategy
oSet technology standards and practices
oProvide visionary technology leadership and promote innovation, staying up-

to-date on best practices, following industry trends, and evaluating emerging
technologies.

PAGE 13 OF 27



CONTRACT NO. NRC-3,,- i-325, TASK ORDER NO. NRC-33-W 1..•25-T002

*Collaborate with division heads and managers to create and implement
intelligent technology solutions

,•Serve as an agent of change, recommending needed improvements to
existing operations.
Participate in the company's strategic planning process, making sure the
current and proposed technology architectures support the mission of the
NRC, customer service standards, and growth plans.

Additional Regional Support Staff
Dell shall provide two (2) additional System Administrator 111 as permanent on-site staff at the
Regional locations to provide support identical to that provided at Headquarters locations, with 2
permanent staff for each region and one additional staff at Technical Training Center. This
increases the number of regional support staff for all regions and TTIC to nine (9).

Subtask 1•.8 High Performance Computing (HPC) (Section - 1.51!.8)

The Contractor shall provide 24 hours per day, 7 days per week, 365 days per year HPC
availability, exclusive of an 8 hour weekend maintenance window. In addition, the Contractor
shall assess the legacy Solaris environment for opportunities to modernize.

The Contractor shall provide:

* System administration and operational support of the high performance computing
zones and data center.

* Assistance in the planning, development, design,, and implementation of the effort to
consolidate high performance computing at the agency.

o End user support by responding to requests concerning the system software, hardware,
network, and information security of the high performance computing zones and data
center.

*When requested by end users, provide application software support of installation,
setup, configuration and other services to coordinate with third-party vendors and
providers.

*Provide telecommunication and network support that may include, but is not limited to,
performance throughput, large data file transfers, information security to protect certain
proprietary data files, interfaces/access to the NRC Production Operating Environment
(POE) and the Internet, etc.

* Provide assistance and support in the development and maintenance of all system
security related documentation of the high performance computing zones and data
center.

* Minimize the length and frequency of service outages.

Subtask 2. Service Delivery and M~anagemnent Responsibilities (Section - 1.5.2)
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The Contractor shall implement ITIL processes, guided by NRC requirements and business
drivers identified through questionnaires or surveys developed, distributed, collected and
analyzed to determine the maturity level of the NRC in the major ITIL Service areas.

The Contractor shall take over management of the current Service Catalog and shall be
responsible its operation and enhancement.

ADDITIONAL SERVICES (Section - 1.6)

Subtask 3. Computer Facilities Management (Section - 1.6.1)

The Contractor shall perform the following computer facilities management tasks:

o Program Management

* Monitoring

* Quality Assurance

* Backup and Recovery

* Computer Operations

* Physical Facility

o Specialized Systems

• Agencywide Document Access and Management System (ADAMS)

* Human Resource Management System

The Contractor shall support NRC in standardizing its current diverse server environment, which
includes IBM, Dell, HP, and Sun servers, according to NRC's current TRM tactical plan to retain
Dell and HP servers, eliminate IBM and Sun servers, and add Blade servers.

Subtask 4. Operations Center Network Management (Section - 1.6.2)

The Contractor shall ensure that Operations Center service is available 24 hours per day, 7
days per week, 365 days per year, exclusive of a 4-hour weekend maintenance window,
maintaining at least 99.9 percent availability per month. In addition, the Contractor shall provide
the same services on an on-call basis at times outside the principal period of maintenance
(PPM), with response times within 1 hour for telephone contact and within 2 hours for onsite
support. After notification by the Project Officer in response to the activation of the NRC's
incident response function, the Contractor shall provide one full time equivalent onsite 24 hours
per day for up to 30 days to support the Operations Center.

The Contractor shall perform the following tasks in support of the Operations Center:

o LAN administration and on-site Hardware & Software maintenance

* Respond to Operations Center when the NRC activates incident response function
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* Perform WebEOC event archives and cleanup after each use

oAdminister OCIMS LAN including network switches, server connectivity, user
administration, network security, etc.

oMaintain/update/revise 001lMS documentation including SOP, hardware/software lists,
and other documentation

* Maintain/update/revise onsite maintenance logs, third party manuals, as-is
doc~umentation, and FISMA documentation

* Maintain OCIMS hardware and software inventories

o Follow guidance of NRC Management Directive 2.1 for documentation of all IT

* Perform preventive and corrective changes to OCIMS databases

* Resolve issues that may arise related to Government provided resources that support
OCIMS

o Maintain maintenance agreements with hardware and software vendors

o Implement system backup and restore procedures

* Maintain required certification and accreditation for the OCIMS

Subtask 5. Data Center System Administration (Section - 1.6.3)

The Contractor shall use the following tools to help ensure consistent systems monitoring,

management, and performance:

* Business service management (BSM) processes to empower IT and business

management leaders to align technology with strategic objectives.

* BMC Atrium CMDB to serve as an intelligent data repository.

*BMC Patrol to monitor the status of computers, resources, databases, and applications
on a network, generating alerts based on preset thresholds.

oNetlQ to monitor the status of computers, resources, databases, and applications on a
network in an intel environment.

*DBArtisan to provide database administration and maintenance tools to support
Microsoft SQL Server and Sybase environments from a central graphical user interface
(GUI) console.

oSQL Management Studio to provide database administration and maintenance tools to
support Microsoft SQL Server databases from a central GUI console.
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•Secure Remote to enable daily review of changes made to a system within the security
configuration of a server.

Subtask 6. Wireless Communications Services (Section - 1.6.4)

The Contractor shall use the BES administration tools, Zenprise management system, RIM
Premium Support, and BMC Remedy to deliver and report on BlackBerry Wireless
Communications Services.

The Contractor shall provide:

Telecommunications Management and Oversight

SProject Status Reports

* Telecommunications Support Services

* Maintenance of Property Management Records

oWireless Hardware and Services

* Products and Services

* Telecommunications Expense Management Services

Subtask 7. Software License PManagement (Section - 1.6.5)

This subtask has common elements with the Personal Computing and Related Software
Licensing task, as defined in PSOW Section C.5. 1.4. The related software license portion of the
Task defined in Section C.5. 1.4 task of the contract SOW shall be transferred to the Software
License Management Task (Section C.6.5 of the PSOW) upon activation of this task. This task
encompasses management of all software on devices managed by the Contractor, including
PCs, servers, and communication devices. Thus, this SOW area impacts all NRC and
Contractor personnel.

The Contractor shall maintain a physical software inventory. The Contractor shall compare
physical inventory findings with the inventory in the BMC Atrium CMDB, which has been
maintained through automated inventory discovery using the Altiris Network Discovery tool. The
Contractor shall use Remedy 7.6 to collect, track, and report SLA metrics.

The Contractor shall use the Remedy suite as the software license management tool to track
software license status, and to collect, calculate, report usage statistics as well as analyze•
software license breaches and shall provide reports on this information on at least an annual
basis.

Subtask 8. Safeguards Local Area Network and Electr'onic Safe (SLES) Services
(Section - 1.6.6$)

The Contractor shall coordinate diligently with the NRC to further deploy the SLES network
throughout the NRC enterprise, maintaining the necessary levels of access and security.
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The Contractor shall maintain full system support of the SLES environment. The Contractor
shall conduct normal daily, weekly, and monthly monitoring on the SLES systems and shall
seek methods to help automate these processes to bring furt.her efficiencies to the system.
Performance of these requirements shall include continuous performance monitoring, daily
backups, recovery of backup data (including verification tests), and image backup. If any
change needs to be made, the Contractor shall coordinate with the Project Officer in following
NRC Management Directive 2.8 procedures at
http://www.internal.nrc.ciov/ADM/DAS/capq/Mana~qement Directives/md2. 8.pdf.

The Contractor shall develop an approach to implementing a process-based, service delivery
model, including the following:

* Coordinating with the Project Officer to benchmark current processes and procedures in
SLES infrastructure management that are not currently performed against proven best
practices.

* identifying and combining processes used by the network components ,team to
standardize the performance of tasks throughout the NRC.

o Bringing a complete set of processes, standard operating procedures (SOPs), and
documentation on aspects of the program beyond current areas of responsibility.

The Contractor shall restart servers, as necessary, as part of scheduled monthly maintenance,
ensuring that all approvals are received and advance notice of the shutdown is provided at a
minimum 24 hours in advance. If an unscheduled restart is needed, The Contractor shall notify
the Project Officer prior to this interruption of service. The Contractor shall use the NRC's
incident management processes to perform a root cause analysis of the incident.

The disaster recovery system is a separate and secure system that is not currently redundant.
The Contractor shall coordinate with the Project Officer to design, test, and deploy a redundant
failover system. Should a failure occur on the existing system, the Contractor shall deploy
appropriate, approved equipment to replace it and shall restore approved data from the backup
tapes to restore the system to proper functionality.

Changes to the system are not completed until all documentation is updated and approved by
the Project Officer. Current and up-to-date information shall be maintained in a secure
repository.

The Contractor shall conduct both the biweekly and the monthly meetings for the SLES network.

Subtask 9. Technology Assessment Center (Section - 1.6.7)

The Contractor shall operate and maintain the TAC. The Contractor shall configure the TAC IT
infrastructure for the scheduled ITI component or service evaluation.

Subtask 10. Emergency Response Data System (ERDS) Operations and Maintenance
(Section - 1.6.8)

The Contractor shall maintain continual availability of key personnel. The Contractor shall notify
the Project Officer of all emergencies and respond within 1 hour to any calls received from the
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Project Officer outside the official hours of operation. As a backup, the Contractor shall notify
the Alternate Project Officer to provide appropriate response during emergencies.

The Contractor shall perform the following ERDS tasks:

o Monitoring during established working hours;

Maintenance per the mutually agreed SLAs established in Contract No. NRC-33-1 1-325;
and

o Weekly and monthly reporting per mutually agreed SLAs established in Contract No.
NRC-33-1 1-325.

In addition, the Contractor. shall develop and deliver training for NRC personnel in the use of the
ERDS system, with content and schedule to be mutually agreed lAW the system for agreement
on SLAs, as contained in Contract No. NRC-33-11-325.

The Contractor shall also coordinate with the NRC to support the ERDS Phase II as. that phase
is developed and implemented by NRC.

Subtask 11, Secure LAN and E~ectronic Safe (Section - 1.6.9)

The Contractor shall support and deploy the SGI LAN through the system lifecycle and
subsequent application maintenance. Working closely with the Project Officer, the Contractor
shall rollout the E-Safe application to all authorized users. The Contractor shall review and
execute (or develop) all project-related documentation needed for the full deployment of E-Safe
to meet contract requirements. Activities include the following:

o Maintain the E-Safe electronic records management system so that it conforms to
established SLAs agreed to by the NRC and the Contractor.

oDeploy the System to all areas of the enterprise to support only authorized users, with
approvals and need to know being confirmed prior to access.

* Provide user support for access and problem resolution

o Establish and maintain continual audit logging records and daily monitoring, alerting and
management of the repository.

The Contractor shall manage the primary system by monitoring, notifying, and reporting on a 24
hours per day, 7 days per week, 365 days per year basis, the status of the E-Safe application
operational state. The Contractor shall plan and conduct daily system, application, and security
administrative activities outlined in the System Security Plan (saP), for notification and
approval. The Contractor shall ensure that the E-Safe Application is operational for all
authorized users.

The Contractor shall receive all issues and requests for the E-Safe application and shall process
them to ensure that the accuracy and security needs of the request are met. Using the Remedy
7.6 notification system, the Contractor shall handle all requests within the 60-minute response
time. The Contractor shall ensure that the security posture of the application is maintained by
ensuring that all approvals are received before any person is allowed access to E-Safe data.
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Subtask 12. Development Facility (Section - 1.6.10)

The Contractor shall manage and support the development environment. The Contractor shall
manage requests for changes to the configuration of the development facility through use of
BMC's Remedy ITSM Suite. The Contractor shall maintain the configuration of the matching
development, testing, and production environments in a centralized CM database. The
Contractor shall track change requests through BMC Remedy Change Management.

The Contractor shall foster open communication channels by having well-defined points of
contact for all the development streams and preparing Web-based training materials to assist
the developers in planning for their migration to the development facility. The Contractor shall
publish schedules for utilization of the environment and will establish clear escalation paths for
issues and problems and available technical expertise in all of the major components of the
development platform. The Contractor shall provide support for application development groups
that need to migrate to the development facility by requiring the developers to complete a
migration support plan that includes specifying the configuration requirements for their
applications, matching the configuration requirements with an existing or new virtual
environment, and planning the migration of development data sets to that environment based on
an agreed-on schedule.

The Contractor shall:

• Provide a development environment that replicates the production environment

oSupport migration to development environment

* Maintain the development environment network including infrastructure, servers and
applications with up to date patching at the same level of the NRC ITI

o Ensure that the development environment is segregated from the production
environment

=Operate and manage the development environment

o Ensure application and hardware integration into the production environment without
adverse impacts on the infrastructure

o Provide non-production data sets for development systems. No production data shall be
used in the development environment

* Manage a schedule of development environment availability, publish that schedule, and

coordinate with customers in scheduling the use of the environment

Subtask 13. Microsoft SharePoint Support (Section .. 1.6.11)

The Contractor shall integrate the SharePoint Service Desk support into its Enterprise Service
Desk (ESD). The Contractor shall provide one full time equivalent to support this task. The
Contractor shall also attend ad hoc meetings as requested by the Project Officer.

Subtask 14. Extra Ordinary Move Support (Section - 1,6.12)
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.The Contractor shall coordinate with the Project Officer to plan and oversee each extra ordinary
move, to support the extra ordinary moves described in the following chart:

Job I
,.1500 Moves. 6003 Executive Boulevard, New headquarters Within 6 weeks in

Rockville, MD building in "' 2012-201.3 (4--8
Rockville,.MarYland weeks for all

7201 Wisconsin Ave., .:..,.- computer .
Bethesda, MD "equipment)

12300 Twinbrook Parkway,
Rockville, MD

• . ~~~21 Church Street, Rockville,. ,.•• .-.

Job 2 Moves shaD not occur until the first Job above has been completed
6000 staff moves; 11545 Rockville' Pike (or 21 Church Street,, Within 2 weeks to
3000 per year 11555 Rockville Pike while, Rockville,• Maryland 4 weeks in.2014
Several hundred • the existing office space is and 2015
other staff until being renovated) "": "

renovations are 21 Church Street, Rockville 11545 Rockville
complete Maryland, to move staff back Pike or 11555

_______________to their renovated offices Rockville Pike ________

Contractor shall coordinate with the Project Officer to develop and consolidate the move
schedules using Microsoft Project, and shall perform each move through the deployment of
after-hours support personnel, and shall provide post-deployment support. The NRC will
consolidate moves into Six packages per technician per night. (A package consists of users
desktop or laptop, docking station, keyboard, mouse, monitor, and associated cables and
personal printer, totaling less than 40 pounds.)

For Job 2, the NRC will provide a van for transportation.

Subtask 15. Three White Flint Support (Section - 1.6.12)

Dell shall support the effort to occupy the new Three White Flint North building. Dell shall
produce a proposed architecture and approach for implementation of an environment which will
support the move with a minimum of service interruption. The proposal will be approved by NRC
prior to authorizing execution.

Three White Flint North move support shall included but not be limited to:
*Network Devices (Routers, Switches, etc.) to support servers in the 3WFN

Data Center
SNetwork Devices to support network distribution to each floor and every

workstation
* Network Devices to connect 3WFN to the NRC network/Internet
oUser Storage
oNetwork Printing Capability
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E-mail Availability and Accessibility equivalent to what is available at HQ
Note: The current estimate of end users is projected to be 1400

Schedule of Deiiverables

Completion
Date (No

Subtask Deiverable SOW No. Later Than)
SLA Report - Availability of Service Monthly

Suts . SLA Report - Time to provision a new . . Monthly
Blackberry Services ...ac.kben '

SLA Report - Time to repair or replace a Monthly
_________________Blackberry DeviceI SLA Report - Time ,to provision ;a :new 0. C5.,1.;4.2 •';!"Month ly

ubak14 SLA Report - Time to repair or replace 0.5.1.4.3 Monthly
Persnal ompuing desktops and laptops

anPelsoate Sofptware ,SLA Report - Time'!to idistribute :approved, :C,5.i1.4.3, • Monthly
Li e nsing Sot ae software lio desktop•, __,_______:_ ::,i , .,, .:,..-,;i,, . ,•!/ .-

LcnigSLA Report - Time to resolve 0.5.1.4.3 Monthly
desktop/laptop software related
incidents/problems
Remote:Acce~ss"Stat~us Report: 0.5.1,:, . 6i':, ; Monthly..

Subtask 1.6 e #o savirlabl licns s
Remote Access - ;# o:f•U usr rvisioned fo'raccess.;_,.. ,. !•i; - :, !: ••,,'

Subtask 1.7 Develop an infrastructure forecast 0.5.1.7.3 After award
Integration featuring changes for the next 36 months

(3-yr R&D Plan)
Subtask 1.8 .SLA•Report-'-Availability :of.ServiceL 0.5..118 , Monthly

Com puting ,..•, •, " . . . .
Quarterly report detailing 0.5.2.1.1.2 Quarterly year
recommendations for changes and 1, semi-
updates to the Service Strategy based on annually year
observations and requests from NRC 2
~Detailed cost- reports, for budgeting and ,:•i;r0.5.2.1.2.2 .Monthly
,,re~conciliation •and, imonthly .Technic'al ;and:.,;

Subtask 2 iFi~nancial istatus Report~ii i;!,~•;!,-i../ i'.

SevieDeivr ad Quarterly capacity plan and models 0.5.2.2.3.2 Quarterly
Servcegelierand forecasting one year out, lead diagnosis

Managment and resolution of problems related to
Responsibilities capacity _______

Provide any'external trouble ticket info0."'C5.2.2.4.2. . 30 minutes as
-when anl outside vendor is contacted for a . ' required,
...circuitt-issue and a situation .report with 30

Security awareness training 0.5.2.2.6.2 Initial and
________________ _______________________________________annual
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Completion
Date (No

Subtask D~eiiverable SOW No. Later Than)
.Written certificationlth~at IT security C.,, . 2., ,,52-.6.2 :, Before ,
:tr~aining~has bee n •takenl and ~refre~sher• ,ij!i f: .!i!,!, starting work

Develop contingency plan and ensure 0.5.2.2.6.2 Annual
annual contingency testing is completed
and update security plan and test report.
Annual security control testing ______

Ase aaeetPa C c~5.2i.3.3.2 .Upon! aw'ard_
Quarterly Report of Inventory of assets 0.5.2.3.3.2 Quarterly
LEicense Management 'including database•, 0.;5.2.:3.3.2-I Monthly7,: ,

.periodic ;asset verification,i and standardsT{, ,,]{-•, ', ,,.,. :,,: ;, }=... ..

Quarterly meeting minutes to review one C.5.2.5 Quarterly
area selected by NRC for Service

SImprovement._______
i:Dailystatus report of outages and:•. 0.: . 5.:• C52.5.2:?: ,Daily,, :,

Monthly Status Report on Continual Monthly, by
Service Improvement Activities 7th business

day of next
month

,User Access -Report:..Who: accessed .to i ;, • ":,•. Monthly• by.
"what riesources, when a•nd who h-as been: 1: :•-:, ° l5th busin~ess
:•grianted iaccess :::•:~ili~~~i!:!;•ii,: ,.:.ii::.. i :day. of next•, :

Service Strategy Report Quarterly
-'Weekly ,Status Reports on discarded. ,,0. 6.'1•, .,:; Weekly' ,

Subtask 3 ,:tapes anda count: of ,tapes, provided toi.;,

Management Report on facility security-related events As needed

,Weekly Status, Reports o0n LAN:, 0 i . C:6.2:" :.. ",:Weekly-
Subtask 4 i Administrat ion;,HW/sw Maintenancei.'' ,:"••i:! :' .: :,:'f::,".••-•,,

Operations Center Monthly Technical Report 0.6.2 Monthly
Network Management 0pae~oOs,"-. .,. : , .. ,6,2. •Quarterly

Subtask 5 Monthly timesharing cost reports 0.6.3 Monthly
Data Center
Operations

Quarterly optimization and cost savings. 0 .6.4. Quarterly
Subtask 6 reports "__________"__
Wireless Monthly financial report on device cost, 0.6.4 Monthly

Communications offeror-supplied services, and third-party
Services service*_______

SLAReport - Availability of Service 0.6.4, Monthly
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Completion
Date (No

Subtask Deliverable SOW No. Later Than)
SLA Report - Time to provision a new 0.6.4 Monthly
Blackberry
SLA Report - Time to repair or replace a 0.6.4 - Monthly
Blackberry Device .... ..
Software compliance report .65Annual

SoftwarekLiense Monthly report of software in use •C:6.5 Monthly

Management Physical audit of NRC software licenses C.6.5 Annual
_____ ____ _____ ____ report _ _ _ _ _ _ _

Subtask 8 TechnicaiStatuS Report -, " .6.6 Mon~thly
Safeguards Local , , : ' , ,ii .. . : ;, ,.,,. . " :- , • ,,.,
Area Network and Capacity Report 0.6.6 Monthly

Electronic Safe
Services•

Subtask 9 Monthly Status Report :,• C:. "":*.. .'::'6.:7 ,,,, ';.Monthly'
Technology Semiannual audits to verify inventory 0.6.7 Semi-Annual

Assessment Center information

Suts 0 Monthly technical progress ,reports. 0 - ,:6:8 " Monthly
Emergency Response Site visit summary report twice annually, 0.6.8 Twice
Data System (EROS) related to visits to ERDS Region 4 backup annually

Operations and site_____________
Maintenance ERDSSecurity Plan and,,otheras i-.- ",-. -. , :As needed

,required :security documentation-.: ____________

Subtask 11 SLA Report - Availability of Service 0.6.9 Monthly
Secure LAN and 'SLAReport -I:ncident/request response' 0.6...I.9, .,; ,Monthly'

Migration Plan Template 0.6.10 90daysy after
award

Patch Plan' ,; ." -' . 0:" ,, . . 0•6.•10". :- .•Monthly.

Configuration and test reports 0.6.10 30 days after
Subtask 12 .Configuration

Development Facility Change and
.. . . .. .. .. .. . .. .. ... ... .. ... ....... . .. . .... . . ...... te s t c o m p le te

:'Monthy yStatUs Report." '..:"- •, "6,0 . '0.6.10 . :,M-onthly ,

Development environment schedule 0.6.10 Monthly

:HeIpdesk :metrics 'report' ' 0,, . :•~ ::"":.,6. 1 . .' '. : Monthly

End-user survey 0.6.11 Once and
Subtask 13 Updated

Microsoft SharePoint . ... ... . .. iquarterly ...
Support ,Helpdesk su-rvey results report,,":. C17::', 6.: 11.,.-, 30,days after

" "' .. : '' " " """':''t• • •": ' • :"•; -} •• " '• conducted~uv y !s ,,

Unspecified Security Incident Reports E.5.1 As needed

PAGE 24 OF 27



CONTRACT NO. NRC-33-11-325, TASK ORDER NO. NRC-33-11-325-T002

Completion
Date (No

Subtask Deliverable SOW No. Later Than)
SubTasks!/Generic LAN Event 'N~tice . .. ",•',-E.5.2: -. As needed

Instructions for De~iverables

All documentation deliverables shail first be submitted in draft to the Project Officer for their
review. The Project Officer shall have no more than 10 business days to review each draft
deliverable and respond with comments or suggested edits so that the Contractor can submit
the final version of the documentation.

If revisions are required, the Contractor shall have no more than 5 business days to complete
the revisions and submit the revised draft deliverable to the Project Officer. For each
deliverable (draft or final), the Contractor shall provide one (1) hardcopy and one (1) electronic
version of the deliverable to the Project Officer, unless otherwise indicated.by the Project
Officer. All written deliverables shall be phrased in language that can be understood by the
non-technical layperson. Statistical and other technical terms used in the deliverable shall be
defined in a glossary.

All documentation deliverables developed under this task order must be formatted in Microsoft
Word (version 2003 or later version). All deliverables and supporting documentation gathered
or develoPed under this task order may not be stored on any device or piece of equipment that
has not been approved in writing in advance by the Project Officer.

PERIOD OF PERFORMIANCE

The period of performance for this task order is August 15, 2011 until May 17, 2014.

4.0 ADDITIONAL COMPUTER PARTS CHARGES

The Contractor may be required to procure incidental computer parts that shall not exceed the
micropurchase threshold. The Contractor shall procure incidental computer parts only after
obtaining written approval of the Project Officer.

The additional standard desktop software is specified in Section 3.1.1 and included in the

pricing in a separate line item under Personal Computing and Related Software Licensing.

The additional server software is included as follows:

SLiveCycle POE Generator 9 and Reader Extension Server 9, priced in a separate line
item, per 2-CPU server

o LiveCycle PDF Development Subscription Renewal, priced in a separate line item, per

server

* LiveCycle Forms 9 Annual Subscription Renewal, priced in a separate line item, per 2-

CPU server

5.0 M~EETINGS

PAGE 25 OF 27



CONTRACT NO. NRC-3::, A-325, TASK ORDER NO. NRC-33-1"i-,.,25-T002

The Contractor shall conduct a kickoff meeting within one week of task order award with the
Contracting Officer and the Project Officer to discuss administrative matters and the project
activities, timeline, and deliverables.

The Contractor shall attend weekly status meetings at NRC Headquarters at the request of the
Project Officer. During these meetings, the Contractor and the Project Officer will discuss
ongoing work, issues, and upcoming work that needs to be done.

The Contractor shall propose an agenda for each meeting and send the agenda to the Project
Officer at least 2 business days before the meetings are to be held. The Project Officer will
finalize the agenda and distribute the agenda to intended attendees the day before the meeting.
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15A. NAME AND TITLE OF SIGNER (Type or print) lE1A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

I" Joseph L. Widdup
SCo t acting Officer

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED lE DRC~)~~. 16C. DATE SIGNED

(Signature ofperson..authorized to sign) I / (Si' smut Conractn tg(•flcar) 10-17-2012

NSN 7540-01-152-8070PREVIOUS EDITION NOT USABLE STANDARD FORM 30 (REV. 10.53)Prescribed by GSA - FAR (48 CFR) 53.2z'A

/



NRC-33-1 1-325 NRC-T002 Modification No. 011 Page 2 of 2

ACCOUNTING AND OBLIGATED AMOUNT APPLICABLE CLINS FROM RFPA NO.
*APPROPRIATION DATA PRICE SCHEDULE

B&R: 2013-10-51-J144 JC: J1500 $7,642,000.00 - Funding for all CLINs OIS-13-013
BOC" 252A APPN: 31X0200.130

FAIMIS:_RQ130016 ___________ ____________ ______

NOTE: All CLINs in the Price Schedule are incrementally funded.



A1M4ENDMEN T O OITTINM DFATO OFCNRc' SAO.1. cDtNA-r iD tOEPAGE" OF

2. AMEN•4.HTIMODz|ITCATION NO3. a8 EFrFSCTIVS= OATrS 4. REOUfSm~ONJ'PUR~cHASIE NED. rIO. 5. PROJSCT$ NO.(11 appImnbtel

M012 j See block l6c

8. 155uSD BY ona 1320 o o. AoDI.STERGD SY )f, osoriffn,, jaS) cODE 3100

U.S. iguclear Regulatory Coimmission U.S. Nuclear Regulatory Commission
Div. of Contracts Div. of Contracts
Attn: Jordan Pulaski Mail Stop: TWIB-01-BlOM
Mail Stop: T•q-O!-BlDM
Washington, DC 20555 Washington, DC 20555

a.NAMS AND AOORESS OF CONTRACTOR fld.. straeet candy. Sale and ZiP Coda) (XI SA A! SNOMBIT OF SOLUOTATOH NO.

DELL SERVICES FEDERAL GOVERNMENIT, INC.

8270 WILLOW OAKS CORPORATE DR10'vJ)FAiThIFOTAi/RDR"

FAIRFPX VS. 220214514 ___________________

1 Qa DATED (SEE ITEM 13)
coos 175344753 FACDUTyCODS X 0E-15-2011

11. THIS ITEM ONLY APPLIES TO. AMENDMENTS OFSOUCITATIONS

I-Thm eabove numbered solicitation is amnended as set forth in Item .14. The hour and date specified for receipt of Offers •is extended, Eis not extended.

Offers must acknowledge receipt of this amendment prtor to the hour and da.te specltzed inthe solicitatin or as amended, by one of the fotetling methods:

(a) By completing Items S and 15, and returning copies of the amendmenti; (b) By acknowledging receipt of this amendment on each copyof the
oftsersubmnitted;or (a) By sepeiate~letter or telegrem whinch includes a raterance•{:tthesollcilatton and amendment numbers. FAILURE OF YOUR AC-
KNOWLEDGMEENT TO BE RECEIVED ATT-I'E PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY
RESULT IN RE__JECT•ION OF YOUR OFFEFR. ifby virtue Of thas ernandment you desire to change an offeralready submitted, such changermaybe made'
by telegram or letter, provided each telegram or letter makes reference to tte solicitation andi this~arendment, and Is received priorto tie opening hour
and date specified.

12 ACONTNGAOAPNFRATDNDTA ff rpiod /A.
1•.OCUNTNGNDPPRPRATONDTA (lmqurel) DUNS* 175344•753 NA-ICS•: 541t513

13. THIS ITEM APPLUES ONLY TO MODIFICATIONS OFCONTFIACTSIORDERS,

IT MODIFIES THE CONTRACTIOBDER NO. AS DESCRIB]ED IN ITE.M 14.
tjA. THIS CHANGE ORDER IS ISSUED PURSU~ANT TO: (Spodly ahofirf 1) THE OHANGES5ET FORTH INrrTEM14 ARE IADEZN TH5 CONTRAcrOROCR NO.IN ITEM1leA.

a. THB'ASDVF NUNSER.ED cONTRAcTOQ~oER• IoS MODIFIE-D TO• RFEFlECT "THE AOIJINI-5TATIVE CHANGES (,uCI~5o dasr I-n, Felgff•m.•pmpIs. onda. Erp.)

Sh-TFORTH.IN ITEM I4, pURSUANT TO THE AUTHORITY OF FAR 4a.1031b1.

ID.OTHER tSp ypedom~dcmea~uodsIoiy) tutual Agreement of the Parties.

E. IMPORTANT: Conitraclor • isnrot, '- Is required tosaign this document and return 1 cones to the issuing office.

l 4; DESCRIPTION OF AMSNDMENTJMODIPICATION fOrganlzod by UCFsco feadIl n=gs, 4el~d•gs~d•confaul}mo lostaIma foaL)

The pur-pose, of this modification is amend the SOW and Price Schedule to add new CLINs that are within scope,
thereby increasing the total ceiling by the amount of $4,54.7,194.00, thereby increasing the total ceiling:
from $126,1l0,952.B0 to $130,638,146.80.

Total Obligated Amount: ; 44,642,3S98.22 (Unchanged)
Total Order Ceiling: $130,658,146.80 (Changed)
Period of Performances: August 15, 2011 - May 17, 2014 (Unchangedl

Please see: the following pages for details.

Except os psoldeillieroj, aof teees andt condlitio of ife doocueooI refeormncd in Item OA or 10A, no herefoforoehoatted, 510at0s unchanged end In lol) foron and aflfoO.

I5A. NAME 'AND TIT"LE lIP SIGNER (Typeoor patt " ,it1A.NAME AND TITLG OF cONTFACTING O•FFceR ('type or 114111

PREIOS EITON OTUSABLE

(1~
STANDARD FORM ,5) f(GV. 10.83Pmsoroodoi fy G.-.SA- FAR (45 OFR) 53.243



AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT j SPA NO.
1. CONTRACT ID CODE PAGE

1
OFI 2

"2. AMENDMENTIMODIFICATION NO. 3. EFFECTIVE DATE ~ 4. REQUISITONIPURCHASE REQ. NO. 5. PROJECT NO.(If applicable)

M0 13 Sebok1CSee page two (2)

CODE 3100 7ADIITRDB(Iotethntm6)CODE 13100
6. ISSUED BY 7 DIITRDB | te hn|en6

U.S. Nuclear Regulatory Commission U.S. Nuclear Regulatory Commission
Div. of Contracts Div. of Contracts
Attn: Rarla Garcia, 301-492-3603 Mail Stop: TWB-01-BIOM
Mail Stop: TWB-01-BIOM
Washington, DC 20555 Washington, DC 20555

8. NAME AND ADDRESS OF CONTRACTOR (No., o~e•eet county, State and ZIP Code) (X)' BA. AMENDMENT OF SOLICITATION NO.

DELL SERVICES FEDERAL GOVERNOl4ERT, fINC.
BB. DATED (SEE ITEM 11)

8270WILOW Oz•K COP~t•TE R EA. MODIFICATION OF CONTRACT/ORDER NO.
N'RC-33-12l-325 NRC-33-ll-325-T002

FAIR•FAX VA 220314514
10B. DATED. (SEE ITEM 13)

CODE 17534,4753, FACILITY CODE x 08-15-2011
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D- The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for rcptof Offers []is exened is ntextended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:
(a) By completing Items 8 and 15, and returning ______copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR AC-
KNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY
RESULT'IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change may be made
by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour
and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required) Please see page two (2).

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

(X)A. THIS CHANGE; ORDER IS ISSUED PURSUANT TO: (Specity authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES ,(such as changes i~n paying office, appropriaton date, etc.)

x SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

0 . OTHER (Specify type 0f modification and au~thority)

E. IMPORTANT: Contractor [] is not, [-- is required to sign this document and retumrn _____cpe t h sun fie

1.4. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitatiorn/contract subject matter where teasible.)

The purpose of this modification is to obligate funds in the amount of $108,493.00 thereby increasing the total"

obligated amount from $44,642,398.22 to $44,750,891.22.

Total Obligated Amount: $44,750,891.22 (Changed)
Total Order Ceiling: $130,658,146.80 (Unchanged)

Period of Performance: August 15, 2011 - May 17, 2014 (Unchanged)

END OF TEXT

Except as provided herein, Oil terms and condibions of the document referenced in Item BA or lEA, as heretofore changed, remains unchanged and in tull force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print) I6A. NAME AND.TITLE OF CONTRACTING OFFICER ('Type or print)

Jordan Pulaski
•tracting, Officer ,•i

"15B. CONTRACTOR/OFFEROR 1SC. DATE SIGNED 16S. .TEB STf'ES OF •MERI CA lE/ / /1C. DATE SIGNED

(Signature ot person.authorized to sign) - • "(••gn~alt reo 'Contracting i ~r) k-..__- -- /)•

NSN 7540-.01-152-8070PREVIOUS EDITION NOT USABLE STANDARD FORM 30 (REV. 1D-83)Prescribed by GSA - FAR (48 CFR) 53.243



2. AMENOMENTJIIIDIRCATION NO. 3. EFFECTIVE DATE 4. REOuIEI11N]PURCHASE REO. NO. P .ROJECT NO.tf opptiait)

UD6 e bok 6 RG2-13-0l4, •S-13-1 69,
See lock16CNRO-13-082, ACR-l3-006

8.ISUEOBY CODE 3200 7. ADMINISTERED BY (ttfoeflhanllem8) CODE 13100

U.S. Nuclear Regulatory Commission U.S. Nuclear Regulatory Coommission
Diu. of Contracts Divr. of Contracts
Attn&: Kerna Garcia, 301-492-3603 Mail Stop: TWBE-OI-BlOM
Mail Stop: TWB-01-BiOM
IWasbington, DC 20555 W4ashington, flU 20555

B. NAME AND ADDRESS OF CONTRACTOR (No,. street, court's, State aid 1P Cod) (X) BA. AMENDMENT OF SOUOIrTATION ND.

DELL SERVICES FEDERAL GOVERNMENT, INC.
BE. DATEO (SEE ITEM 11)

8270 WILLOW OAES CORPORAT~E DR , lA. MOOB'IATION OP CONWACTIOROER NO.
NR.C-33-lI-325 NRC-~33-l1-325-T002

FAIRFAX VA 220314514 __________________

joE. DATrED (SEE iTEM 13)
CODE 175344753 . IFACILrIY OOOE X 08-15-2012

11I. THIS ITEM ONLY APPLIES TO AMIENDMIIENTS OF SOLICITATIONS

[] The above numbered solicltetiun is amended as set forthin, item 14. The hour and -date specified for receipt of Offers D'is extended, []•s not eXtended.

Otfers must acknowledge receipt of this amendment prior to the hour and~date speclfled~in the solicitation or as emended, by one of the following methods:
(a) Bycompleting~ltems 8 and 15, and returning_____copies of the amernrnent,.b)Byacknowladging receipt of this amendment on each copy of the
offer submitted; or (€) By separate~letter or telegram wI*.ch includes a~mferen.ce to the slicitation and amendment numbers. FAILURE OF'YOUR AC-
KNOWLEDGMENT TO BE; RECEIVED AT THE PLACE DESIGNATED FOR THie RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY
RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desireto change an Offer already su~bmitted, such change maybemade
by telegram or latter, provided each telegram or letter makes reference to the solititalorn and this amendment, and is r~ceivedpriorto the oPening hour
and date specified.

42. ACCOUNTING AND APPROPRIAT1ON DATA (Il Please see page two (2).

13. THIS ITEM APPLIES ONLY TEO IDODIFICATIONS OF CONTRCTSIORDERS,
IT MODIFIES THE CONTRACTIORDER NO.AS DESCRIBED IN I TEM 14.

tX) •A. THI-fSCHANGE-ORDER ISISSUED PURSUANT TO: (Spely auSrriy) THEOCHANGES SET FORTH IN rsTE14 ARE MAOEIN THE CO TRATOROER NO. IN rTEM. IA.

B. THE ABOVE NUMBERED CONTRACTIOROER IS MODIFIED TO RER..CTTHE ADMINISTRATIVE CHANGES (sucd. as dianmges in paying oft~ai, ap•prepria'tton data, aet)

SET FOWRTH lN I'1M 14, PURSUANT TO THE AUTH•ORTIY OF FAR 43.1D3(b

-}. THIS SUPPLEMCENTAL AGREEMJENT IS ENTERSDiNTO PURSUANT TO AUTHIORITY OF:

I .OHR(Speat type of rnod~mlon arid authorit)

E. IMPORTANT: Contractor []is not, []is required to~sign this document and return ______copies to the issuing office.

I4. DESCI0TON OF AMENOMENTJBAOD|F]OATION fOr~sanozd by UOFseoio head•'ngs invdng orvi a e~nonmctsobjeert raer wtere Ieaslblej.)

"Tbe purpose of tbis modification is to obligate funds in the a~ount of $3, 763,002.72, thereby increasing the total

obligated amount from $ 48,0=62,066.22 to .S51,825,068.94.

Total Obligated Amount: $51,825,068.94 (Changed)
Total Order Ceiling: $134,570,509.31 (Unchanged)
Period of Performance: August 15, 2011 - May 17, 2014 (Unchanged)

Esauptas provded heroi, oi trmn aid coien of Ihe doaumont I=etenscod i Item BAot 10. ostiretofore ettaniged, remains Leclianged aid in tot ferns dn eo

lEA. NAME AND"ITILE OFSIGNER (Tyfpe or.print) [ 18A. NAME AND TTrLE OF CONTRACTING OFF1CER ('Type or print)
Jordan Pulaski



AMENDMENT OF SOUCITfATONIMODIFICATION OF*CONTRACT SBPA NO 1:CONTIRAC'T"ID CODE IPAG i O
2,A!m41• DM ENT/iOoIFIcATION N O. 3. EFECTPVE DATE •4. REO uImONWPUJROH/sE Pe:O. NO. 8.6 PR~OJECT NO:(l inpplicahle(

6.sU~BYCOE :310 7.ADMqINISTaER-eY (lEzm la~lteeG) .CODE 13100

U.S. Nuclear Regulatory Commission U.S. Nuclear Regulatory Comtmi~ssion
Div. of Contracts slir. of Contracts
Attn•" Jordan Pulaski Mail Stop:: TWB-01-BlOM
Mail Stop: TWB-Dl-BlOM
Wash~ington, DC 20555 W(ashington,, DC 20G555

8. NiAME/i ON ADOlR2dS VP- CONTEATR IND e. s e €hIy, 5PMI lind ZIP Code) (iX) GlA- AMB 4DMI' TOF 'SOUIf-ATION ND.,

DELL SERVICES F'EDERAIL cOVE~tRNMENT, INC. 16B.OATfD (S5EITr:M1I)-

82730 ,WILLOW OARS CORPORAT3E DRt 1O.NR OFCA3It_32 OCNTRAC_33,1OE NO.

FMARFAX VA 220314514 __________________

lOG. A-E (SEErITM 13)
CODE 175344753 IcnawcqOoa X 08-15-2011

11. THISITIEM ONLY APPUIES TO AMENDMEN!TS OF SOLICITATIONS

-•,The above numbered solicItatlon is amendied: as set• foth In Item 14. The hour and date'speclfied:or receipt 'of Offers E31s extenided, Etai not eXtended.

Offers must acknoeitedge receipt of thiisamendment-prdor to thie hour an1d date specified In the solicitation Or. as amentded, by one of.the f011lowing metihods:

(a~.By completing Items B and 15, and returning______ oplesoefthe amendmen•t; (b) By acknowledginlg r•eePt~of th~is amendlment on each copy of the
offer submitted; pr(c) Bty separiaelette!!r or telegram which Includes a referenc~e to the s~ol~c~tation and amendmient numbers. FALURE OF YOUR ACg-
KNOWVLEDG3MENT'TO BE RECEIVEDAT THEPLACE: DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO ThEHOURAN•D DATE SPECIFIEDMA!•Y
PE$IJLT i•RE-JECTION OF YOUR OFFER. Itby *tuof tihs amendmnt you desireto hangean offer alreadysubmiluei.such change may be mads
bly telegram or- letter, provided, each telegram or letter maes esference to the solicitation and this-amen~dment, and Is received prIor to the opentng hour
,and date elpecflled .....

42,COUTIA•APRO•JI•O:DTA Ifr~l•'e: DUNSI "1:75:3•44753 NAICS•: :541513

13. THIlS ITEM APPLIE ONeQ~LY TO MODIFICATiONSI OFCONTRACTSIORDERSt,

IT •MODIFIES THE CONTRACTIORDER NO. A, DESCRIBED IN ITEM 14.

0;. Th E•AeOVE N UMSERED CON tRACT/ORD ER ISMODtFIEDT[O REFLECT THE AOMINISTRATIVEHNGE5 (muchl as dislamls In po4aecl~ayl~ t¢l tXllton date, Cfc.

aer FOTHI 5K IMAttI4,~fA PURESUETTrO iThEAIThREOITYOFpFR43.1TTO UTO (OFn•.

O.OT1iERI(Spefytypoof~iwdfal, •inaddhti) Mutuall Agreement of t~he Part~ies:.

E. IMPORTANT: Contractr •il~s not, •]Is'requiired to sign thisadocument and reurn 1 .ChPle etoihe~issuing Office,

whe pur•pose• Of t'his mino'i'catiorn is .amend t~he. SOW. and Price Schedule to add ndew CLI, ls that erfe within scope;,
thereby increa'sing the total ceiling by :the amount $2,70B• 2 8SS. 9 9, end, incraasing the t~otal ceiling from

$,1.34, 57Or509.•3l to $1.37•,278 ,,798.30.

TotaI Obligated Amount: $62,376,107.9•4 (Unchanged)
Total Order Ceiling: $137 ,27S , 98.30 :(Changed)
Period of Performance€ •August 15, :2011 - Nay 17, 2014 (Unchanged)

Please see the following •pages for details,.

IS ,9..E OPSIGNE -"/ 'rypeo'pdte) "J EA.'NAM5 ANO'tITE OFG•oN QR~cmI F-icR (lTplir~prwktnt

TRCO•5O I | Contrac•ting Officer r- -,-z, -
_ . .T,. N.. , '...

• H"r•s•Rl•l 1• G,,•,R .• PAIR'(48 CF;R)53.243



AMENDMENT OF SOLICITATiON/MODIFICATION OF CONTRACT 1. CONTRACT ID CODE PAGE OF PAGES.
1 *8

2. AMENDMENTIMODIFICATION NO. 3. EFFECTIVE DATE . 4. REQUiSITIONIPURCHASE REC. NO. 5. PROJECT NO. (If applica ble)

510026 04/04/2014 See Schedule
6. ISSUED BY CODE jNRCHQ 7. ADMINISTERED BY (If other than tern 6) CODE

US NRC -EHQ
DIVISION OF CONTRACTS

8. NAME AND ADDRESS OF CONTRACTOR (No., street, oenty, State end ZIP Code) 9x• A. AMENDMENT OF SOLICITATION NO.

DELL SERVICES FEDERAL GOVERNMENT INC_________________________
8270 WILLOW OAKS CORPORATE DR SBe. DATED (SEE ITEAIll)

FAIRFAX VA 220314514
iDOA MODIFICATION OF CONTRACTIORDER NO.

X 'NRC-33-II-325

i NRC-33-11-325-T002
I1DB. DATED (SEE ITEM 12)

CODE 175344753 FACILITY CODE 09/29/2011

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

rrThe above numbered solicitation is amended as set forth in Item 1 4. The hour and date specified for" receipt of Offems El is extended. [] is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Items 8 and 15, and retumning _______copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted ; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER It by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes

reference to the solicitation and this amendment, and is received prior to the opening hour and date seecified.
12. ACCOUNTINGANDAPPROPRIATION DATA(tf requimed) Net Increase : $7, 971, 820 .-96
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF OONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN'ITEM 14 ARE MADE IN THE CONTRACT

ORDER NO. IN ITEM 1DA.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (suck as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X Clause 52.212-4 (c) and Clause 52.232-19

D. OTHER.(Specify type of modification and authority)

E. IMPORTANT: Contractor El is not. [] is required to sign this document and return 1 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by IJCF section headings, including so/icilation/contract subject matter where feasible.)

LIST OF CHANGES:

Order and obligate funds as follows:

1. Task Order Contract Line Item Number (CLIN): EUO3; obligation amount: $700.00;

Requisition No. SBCR-14-0014

2. Task Order CLIN: EU03; obligation amount: $700. 00; Requisition No. OGC-14-0008

3. Task Order CLIN: All active CLINs; obligation amount: $7,500,000.00;. Requisition No.

OIS-14-0237

Continued...
Except as provided herein, all terms and conditions of the document referenced in Item 9 A or iDA, as heretofore changed. remains unchanged and in full force and effect.

i5A. NAME AND TITLE OF SIGNER (Type or print) lE1A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prnt)

JOSEPH L. WIDDUP

(Sigatur offerso autorizd tosign . ._ "05 /01 /2014

NSN 754D-O1-152-8D7D
Previous edition unusable

STANDARD FORM 3D (REV. 1O-83)
Prescribed by GSA

FAR (48 CFR) 53.243



REFERENCE NO. OF L .. .,,JMENT BEING CONTINUED .. . 'AGE OFCONTINUATION SHEET NRC-33-ll-325/NRC-33-11-325-T002/M0026 j2 {8

NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIES/SERVICES [QUANTITY UNIT [ UNIT PRICE AMOUNT

(A) j(B) ((C) (D) [ (E) (F)

4. Task Order CLIN: AI-05; obligation amount:
$15,000.00; Requisition No. NSIR-14-0054

5. Task Order CLINs: 1L066 ($67,000.00), IL067
($73,000.00), IL068 ($110,000.00); obligation

amount: $250,000.00D; Requisition No. ADN-14-0105

6. Task Order CLIN: EUO3; obligation amount:

$1,400.00; Requisition No. OE-14-00.02

7. Task Order OLIN: EUJ71; obligation amount:

$10,020.96; Requisition No. NRR-14-0142

8. Task Order CLINs: IL066 ($60,000.00), IL067

($50,000.00), 1L068 ($84;000.00); obligation

amount: $194,000.00; Requisition No. ADM-14-0170

Obligated A~mount for tbis Modification:

$7,971,820.96.

New Total Obligated Amount for this Award:

$100, 685,328.20

NEW ACCOUNTING CODE ADDED:

Account code:
2014-C0200-FEEBASED-7C-7CD099-41-J-144-N7503--252A

BBFY 2014

EB FY

Fund 00200

Funds Source FEEBASED

YBA

Office 7C

Division 7CD099

Branch

Cost Ctr (Job Code) N7503

Major prog/business 41

Product Line J

Product 144

BOO 252A

REIM Agreement Num

REIM Agmt Line Num

-'FAIMIS Template Name 7C-N7503
Quantity: 0

Amount: $700.00

Percent: .00133
Subject To Funding: N

Payment Address:

Continued ...

NSN 754D-O1-152•8067 OPTIONAL FORM 33614-66)

Sponsored by GSA
FAR (48 CFR( 53.110



REFERENCE NO. OF • ,.UMENT BEING CONTINUED" AE O
CONTINUATION SHEET NRC-33-Z1325/NRC-33-11-325-T002/M002613 OF

NAME OF OFFEROR OR CONTRACTOR
DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIES/SERVICES TQUANTITY IUNITJ UNIT PRICE AMOUNT

(A) j(B) j(C) j(D)j (E) (F)

NEW ACCOUNTING CODE ADDED:
Account code:
2014-X0200-FEEBASED-7P-7PD001-5!-K-167-L2284-252A

BBFY 2014

EB FY
Fund X0200

Funds Source FEEBASED

YBA
Office 7P

Division 7PD001

Branch
Cost Ctr (Job Code) L2284

Major prog/business 51

Product Line K

Product 167

BOC252A

REIM Agreement Num

REIN Agmt Line Num

FAINIS Template Name 7P-L2284

Quantity: 0

Amount: $700.00

Percent: .00133
Subject To Funding: N

Payment Address:

NEW ACCOUNTING CODE ADDED:
Account code:

2014-X0200-FEEBASED-10-10D007-51-J--144-JI500-2570

BBFY 2014

EBFY

Fund X0200

Funds Source FEEBASED

YEA

Office 10

Division 10D007

Branch
Cost Ctr (Job Code) J1500 f

Major prog/business 51

Product Line J

Product 144

BOC 2570
REIM Agreement Num

REIN Agmt Line Num

FAINIS Template Name I0-Ji500

Quantity: 0
Amount: $7,500,000.00

Percent: 14.20808
Subject To Funding: N

Payment Address:

Continued..

NSN 754001-152-8067 OP•iONAL FORM 338(886)

Sponsored by GSA
PAR (48 CR 53. 110



REFERENCE NO. OF L ... LI.•MENT BEING CONTINUED AE F
CONTINUATION SHEET NRC-33-II-325/NRC-33-11-325-T002/M0026 rAG OF

NAME OF OFFEROR OR CONTRACTOR
DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIES/SERVICES (UANIT FUNI! UNIT PRICE 1AMOUNT
(A) (B) (C) [D) (E) j(F)

NEW ACCOUNTING CODE ADDED:
Account code:

2014-X0200-FEEBASED-40-40D099--51-F-156-BI462-2574

BBFY 2014

EBFY
Fund X0200

Funds Source FEEBASED

YBA

Office 40
Division 400099

Branch
Cost Ctr (Job Code) B1462

Major prog/business 51

Product Line F

Product 156.

BOC 2574

RE IN Agreement Num

REIM Agmt I~ine Num

FAIMIS Template Name 40-B1462

Quantity: 0

Amount: $250,000.00

Percent: .4736

Subject To Funding: N

Payment Address:

NEW ACCOUNTING CODE ADDED:

Account code:

2014-X0200-FEEBASED-I1-11D099-41-I-II2-III30-2574

BBFY 2014

EBFY
Fund X0200

Funds Source FEE-BASED

YBA

Office 11

Division 110099

Branch 11B991

Cost Ctr (Job Code) I1130
Major prog/business 41

Product Line I

Product 112

BOC 2574

REIM Agreement Num
REIM Agmt Line Num

FAIMIS Template Name Ii-II130

Quantity: 0

Amount: $15,000.00

Percent: .02842

Continued..

NEN 754001-152-8067 OPTIONAL FORM 336(4-8)

Sponsored Sy GSA ,

FAR 148-CFRl 53.110



• REFERENCE NO. OF .,...UMENT BEING CONTINUED •'AGE OF

.CONTINUATION SHEETIINRC_33_II_325/NRC_33_II_325_T002/M0026I5 I 8
NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. ]SUPPLIES/SERVICES T QUANTITY [UNITI UNIT PRICE AMOUNT
(A) J(B) (C) [(D)J (E) j(F)

Subject To Funding: N
Payment Address:

NEW ACCOUNTING CODE ADDED:

Account code:
2014-X0200-FEEBASED-7B-7BD001-11-5-!156-N7520-3132

BBFY 2014

EBFY
Fund X0200

Funds Source FEEBASED

YBA
Office 7B

Division 7BD001

Branch

Cost Ctr (Job Code) N47520

Major prog/business ii

Product Line 5

Product 156
BOC 3132 i

REIM Agreement Nun

REIN Agmt Line Nun

FAIMIS Template Name 7B-N7520

Quantity: 0

Amount: $1,400.00

Percent: .00265
Subject To Funding: N

Payment Address:

NEW ACCOUNTING CODE ADDED:

Account code:
2014-X0200--FEEBASED-20--20D008-11-4--156-J5101-2572

BBFY 2014

EBFY

Fund X0200

Funds Source FEEBASED

YBA

Office 20

Division 20D008

Branch 20B802

Cost Ctr (Job Code) J5101

Major prog/business 11

Product Line 4

Product 156

BOC 2572
REIN Agreement Nun

REIN Agmt Line Nun

FAIMIS Template Name 20-J5101
Quantity: 0

Continued ...

NSN 754001-152-8067 OPTIONAL FORM 336 (486)

Sponsored by GSA

FAR 148 CFR1 53.110



bAt~
|IRFRNEN.OF L. AJ•MENT BEING CONTINUED pAE OF

NAME OF OFFEROR OR CONTRACTOR.
DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. "SUPPLIES/SERVICES 1 QUANTITY UNIT UNIT PRICE fAMOUNT
(A) (B) (C) J(D) ~ (E) (F)

Amount: $10,020.96
Percent: .01898

Subject To Funding:N
Payment Address:

NEW ACCOUNTING CODE ADDED:

Account code:
2014-X0200-FEEBASED--40-40D004-51-F-170-D2362-252T

BBFY 2014

EBFY
Fund X0200
Funds SourCe FEEBASED

YBA 2014

Office 40

Division 40D004

Branch 40B402

Cost Ctr (Job Code) 02362
Major prog/business 51

Product Line F

Product 170

BOC 252T

REIN Agreement Num
REIN Agmt Line Num

FAIMIS Template Name 40-02362

Quantity: 0

Amount: $194,000.00

Percent: .36752

Subject To Funding: N

Payment Address:
U.S. Nuclear Regulatory Commission

One White Flint North

11555 Rockville Pike

Mailstop 03-E!7A

Rockville MD 20852-2738

Delivery Location Code: NRCHQ

US NRC - I-Q
DIVISION OF CONTRACTS

Period of Performance: 08/15/2011 to 05/07/2014

Change Item 09400 to read as follows (amount shown

is the total amount):

IGF: :OT: :IGF (Information Technology
Infrastructure Support Services)

Continued..

NSN 7b40O1-152.8067 OPTIONAL FORM 33614-86)
Sponsored by GSA

FAR (48 CFRI 53.110



SREFERENCE NO. OF .,UCUMENT BEING CONTINUED •'AGE OF

CONTINUATION SHEET NRC-33-ll-325/NRC-33-1l-325-T002/M0026 I7 I 8

NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIESISERVICES QUANTITY UNIT UNIT PRICE AMOUNT

(A) j(B) (C) 1(D)I (E) (F)

09400 Exercised Ceiling Available 52,786,849.96
Total Obligated AmountS52,786,849.96

Incrementally Funded Amiount: $16,193,378.96
Requisition No: ADM-14-0105, ADM-14-0170,

NRR-14-0142, NSIR-14-0054, OE-14-0002,
OGC-14-0008, OIS-14-0!20, OIS-14-0237,
RI-14-0024, R2-14-0028, R3-14-0020, RES-14-0156,

SBCR-14-0014

Accounting Info:
0000-0000 0-RECON--00-000000-00-0-000 -00000-0000

Funded: $0.00

Accounting info:

20!4-X0200-FEEBASED-10-100007-51-J-144-JI500-2570
Funded: $0.00

Accounting Info:

2014-X0200-FEEBASED-91-91D099-51-J-144-E9106-3131

Funded: $0.00

Accounting Info:
2014-X0200-FEEBASED-93-93D099-51-J-144-J9327-313!.

Funded: $0.00

Accounting Info:
2014-X0200-FEEBASED-93-93D099-51-J-144-J9327-3131

Funded: $0.00

Accounting Info:
2014-X0200-FEEBASED-93-93D099-51-J-144-J9327-3131

Funded: $0.00

Accounting Info:

2014-X0200-FEEBASED-93-93D099--51-J-144-J9327-3131

Funded: $0.00

Accounting Info:

2014-X0200-FEEBASED-92-92D099-51-J-144-C9204-2570

Funded: $0.00

Accounting Info:

2014-X0200-FEEBASED-92-92D099-51-J-144-C9204-2570

Funded: $0.00
Accounting Info:

2014-X0200-FEEBASED--60-60D099-11-6-156-V6228-252A

Funded: $0.00

Accounting Info:
2014-X0200-FEEBASED-60-60D099-!I-6-156-V6228-252A

Funded: $0.00

Accounting Info:
20!4-X0200-FEEBASED-60--60D099-11-6-156-V6228-252A

Funded: $0.00

Accounting Info:
2014-X0200-FEEBASED-60-60D099-l1-6-156-V6228-252A

Funded: $0.00

Accounting Info:
2014-C0200-FEEBASED-7C-7CD099-41-J-144--N7503-252A

Continued ...

NSN 754-01 -1 528057 OPTIONAL FORM 336 (4-8)

Sponsored by GSA
FAR 148 CFRI 53.110



REFERENCE NO. 0:OF ,..,MENT EEING CONTINUEDCONTINUATION SHEET NRC-33-11-325/NRC-33-11-325-T002 /M0026 A8GE. OFj

NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIES/SERVICES OUANTI"T4UNITF UNIT PRICE AMOUNT

(A) (B) j(C) 1(0) (E) (F)

Funded: $700.00
Accounting Info:

2014-X0200-FEEBASED-7P-7PD001-51-K-167--L2284-252A

Funded: $700.00

Accounting Info:

2014-X0200-FEEBASED-10-100007-51-J-144-JI500-2570

Funded: $7,500,000.00

Accounting Info:
2014-X0200-FEEBASED--40-40D099-51-F-156-B1462-2574

Funded: $250,000.00
Accounting Info:
20!4-X0200-FEEBASED-II-IID099-41-I-II12-III30-2574

Funded: $15,000.00

Accounting Info:
2014-X0200-FEEBASED-7B-7BD001-l-5-156-N7520-3132

Funded: $1,400.00

Accounting Info:
2014-X0200-FEEBASED-20-20D008-11-4-156-JSI01-2572

Funded: $10,020.96

Accounting Info:

2014-X0200-FEEBASED-40-40D004--51--F-170-D2362-252T
Funded: $194,000.00

NSN 7540-01-152-8067 OPTIONAL FORM 3361(4-861
Sponsored by GSA
FAR 148 CFR1 53.110



I

SOLICITATIONICONTRACT/ORDER FOR COMMERCIAL ITEMS 1. REQUISITION NUMBER PAGEO
OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24,,&30 ISee Schedule 1 OF'3

2. CONTRACT ND. 3. AWARDI 4. ORDER NUMBER 5. SOLICITATION NUMBER 8. SOUCITATION
NRC- 33 - 1- 325 EFFECTIVE DATE NRTH-i01--03'Issue DATE

7. FOR SOLICITATION iL " a. NAME 5. TELEPHONE NUMBER (No celledt cells) B. OFFER DUE DATEILOCAL TIME

INFORMATION CALL:• JORDAN PULAS KI 301 -492 -3647

S. ISSUED BY CODE INRCHQ Io. THIS ACOUISITION IS [] UNRESTRICTED OR U}SETASIDE: % FOR:

WOMEN-OWNED SMALL BUSINESS
US NRC -- HQ C] SMALL BUSINESS .E (INOSS) ELIGIBLE UNDER THE WOMEN-OWNED

DIVISION OF CONTRACTS [-] -IUBZONE SMALL SMALL BUSINESS PROGRAM NAICS: 541513
BUSINESS C] EDWOEB

C] SERVICE-DISABLED Q- B(A) 2
VETERAN-OWNED SIZE STANDARD: $ 25
SMALL BUSINESS

11. DELIVERY FOR FOB DESTINA- 12. DISCOUNT TERMS 3.RTN
TION UNLESS BLOCK IS 30Ne 13a. THIS CONTRACT IS A
MARKED 30Ne AE RE NE

C] SEE SCHEDULE DA 1 F 0)1.MTO FSLCTTO

15. DELIVER TO CODE INRCHQ lB. ADMINISTERED BY CODE [NRCHQ

US NUCLEAR REGULATORY COMMISSION- US NRC - HQ
MAIL PROCESSING CENTER DIVISION OF CONTRACTS
4930 BOILING BROOK PARKWAY
ROCKVILLE MD 20852

17a. CONTRACTORI CODE 175344753 FACILITY lBa. PAYMENT W1LL BE MADE BY CODE INRC PAYMENT S
OFFEROR CODEI

DELL SERVICES FEDERAL GOVERNMENT INC US NUCLEAR REGULATORY COMMISSION
8270 WILLOW OAKS CORPORATE DR ONE WHITE FLINT NORTH
FAIRFAX VA 220314514 11555 ROCKVILLE PIKE

MAILSTOP O3-ElTA
ROCKVILLE MD 20852-2738

TELEPHONE NO.

C]17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER 188. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK l8a UNLESS BLOCK BELOW
IS CHECKED C]SEE ADDENDUM

18. 28. 21. 22. 23. 24.
ITEM NO. . SCHEDULE OF SUPPLIESISERV1CES DUANTITY UNIT UNIT PRICE AMOUNT

The contractor shall provide Information
Technology Infrastructure Services and Support
(ITISS) as described in the Statement of Work
(SOW) of Contract No. NRC-33-11-325 and in
accordance with Attachment 1 - Schedule of
Supplies or Services.

Funds are obligated as follows:

1. Task Order Contract Line Item Number (CLIN):
EU39;. obligation amount: $61,875.00;

(Use Reverse and/or Attachi Additional Sheets as Necessery)

25. ACCOUNTING AND APPROPRIATION DATA 2 •6. TOTAL AWARD AMOUNT (For Gov~t Use Only)

See schedule $56,268, 739.31
C] 278. SOLICITATIDN INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52,212-5 ARE ATTACHED. ADDENDA C] ARE C] ARE NOTATTACHED.

C-]27b. CONTRACTJPURCHASE ORDER INCORPORATES BY REFERENCE FAR 52,212-4. FAR 52.212-5 IS ATT-ACHED, ADDENDA C] ARE flARE NOTATTACHED.

C]28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN "_____ C]7 29. AWARD OF CONTRACT: REF. .OFFER

COPIES TO ISSUING OFFICE. CONTRACTOR'AGREES TO FURNISH AND DELIVER DATED ________. YOUR OFFER ON SOLICITATION (BLOCK 6),

ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL INCLUDING ANY ADDITIONS OR CHANGES WH-ICH ARE SET FORTH
SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED. HEREIN, IS ACCEPTED AS TO ITEMS:

3Oa. SIGNATURE OF OFFERORICONTRACTOR 31a. UNITED STATES OF AMBRICA (SIGNATURE OF CONTRACTING OFFICER)

3Db. NAME AND TITLE OF'SIGNER (Type orpnnt) 30c. DATE SIGNED 31b. NAME OF CONTRACTING OFFICER (Type orpnint) G31. DATE SIGNED

JosEPH L. WIDDUP 06/16/2014

PREVIOUS EDITION IS NOT USABLE Prescribed by GSA - FAR (48 CFR) 53.212



,2 of 3

iS. 20. 21. 22. 22. 24.
ITEM NO. SCHEDULE OFSEUPPLIEEISERV1CES DUANTITY UNIT UNIT PRICE AMOUNT

Requisition No. R4-14-0051

2. Task Order CLINs: EU-69 '($23,262.96), EU-71

($15,031.44), EU-72 ($21,411.60); obligation

amount: $59,706.00;. Requisition No. RES-14-0395

3. Task Order CLIN: All active CLINs; obligation

amount: $18,000,000.00; Requisition No.

* 01S-14-0238

4. Task Order CLIN: £071; obligation amount:

$17,887.56; Requisition No. NRR-14-0205

5. Task Order CLIIN: 1L066; obligation amount:

$400,000.00; Requisition No. FSME-14-0079

6. Task Order CLIN: E1310; obligation amount:

$9,200.00; Requisition No. ASLBP-14-0008

7. Task Order CLINI: NSO1; obligation amount:

$215,000.00; Requisition No. ADM-14--0166

Contracting Officer's Representative: Joseph

Turner,. joseph.turner@nrc.gov or 301-287-0667

Alternate Contracting Officer's Representatives:

Eric Brusoe, 301-415-5053 or eric.brusoe@nrc.gov

and Bob Randall (applies only to ITISS SOW,

Section C.5.1.7,), 301-287-0828 or

Continued ...

32a. QUANTITY IN COLUMN ?1 HAS BEEN

[]RECEIVED []INSPECTED E] AccEPTED, AND CONFORMS TO THE CONTRACT, EXCEPTAS NOTED: ______________

22b, SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 32c, DATE 22d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32e, MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 22!. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE

22g. E-MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE

26. PAYMENT 37. CHECK NUMBER

[]COMPLETE E] PARTIAL" E] FINAL

[

41a. I CERTIFY THIS ACCOUNT IS CORRECT ANO PROPER FOR PAYMENT I42a. RECEIVED BY (Print)Amh NIONATTIER ANT) TITI F •fl CPTIPVTNfl TFFICPR I41c. DATE

42b. RECEIVED AT (Location)

42C. DATE REC'D (YYIAMM/DD) 142d. TOTAL CONTAINERS

STANDARD FORM 1449 (REV. 2/20121 BACK



•EFERENCE NO. OF DOCUMENT BEING CONTINUED
CONTINUATION SHEET •RC_-33_ii_325/NRcHQ_ O10i4_T_0003 ~PAGB '~ OF

NAME OP OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

I-' I-'

TEMNO. SUPPLIESISERViCES IQUANTITY UNT UNI PRCAON(A) (B) (C) (D ~ (E) (F)

DoD. ranoaatisnrc. gayPeriod of Performance: 06/17/2014 to 05/17/2015

NStI TP4S.S1-1SS.ESE7
NSN 7640-01-152-8{357 OPTIONAL FORM 335 (4.86)

Spon~sored by GSA
FAR (48 CFR) 53.110



AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT r1. CONTRACT ID CODE PAGE OF PAGES11
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REOUISITION/PURCH-ASE REQ. NO. 5. PROJECT NO. (If applicable)
M0015S See Block 16C R4-15-0056

B. ISSUED BY CODE NRCHQ 7. ADMINISTERED BY (If other then Item 6) CODE

US NRC - HQ
ACQUISITION MANAGEMENT DIVISION
MAIL-STOP TWFN-5E03
WASHINGTON DC 20555-0001

B: NAME AND ADDRESS OF CONTRACTOR (No.. s-ireet. ceenty, State and ZIP Cede) BX 1A. AMENDMENT OF SOLICITATION NO.

DELL SERVICES FEDERAL GOVERNMENT INC

FARA8270 WILLOWv 22341OAKS CORPORATE DR I 9B. DATED (SEE ITEM11J

xOA ODFCTO OF CONTRACT/ORDER NO.

INRC-H-Q-10-14-T-0003
108. DATED (SEE ITEM 13)

CODE 175344753 FACILITY CODE 06/16/2014 "

11. TSITM AN APPLES TOAEIJLDMENTS OF SOLICITATIONS

EJ The above numbered sot citation is amended as set torth in Item 14. The hour and date specified tor receipt of Offers u]s extended. E-mi net extended.
Offers must acknowledge receipt of this amendment prior to the hour end date specified in the solicitation or as amended , by one of the following methods: (a) By completing

Items 8 and 15, and returning _______copies of file amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted ;or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER It by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If requimed) Net Increase : $61, 875.0D0
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/OROER NO. AS DESCRIBED IN ITEM 14.

CHECK ONE A. THIS CHANGE ORDER IS SSUED PURSUANT TO:(Specify authority) THE CHANGES SET FORTHIN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM IDA.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TD THE AUTHDRFFY OF FAR 43.103(b).

C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

0. OTHER (Specify type of modification and euthonfy)

X FAR 52.232-2 Limitation of Funds

E. IMPORTANT: Contractor [] is not, flis required to sign this document and return 0 copies to the issuing office.

14. DESCRIPTION OF AMENDMENTIMODIFICATION (Otganized by UCF section headings, including soficitation/contract subject matter where feasible.)

NRC-H-Q-33-l1-325 NRC-H-Q--10-14-T-0003
The purpose of this modifiCation is to add funding in the amount of $61,875.00, thereby

increasing the obligated amount from $82,829,577.99 to $82,891,452.99. All other terms and

conditions remain the sane.
Obligated amount: $82,891,452.99 (Changed)

Ceiling Value: $123, 676,289.95 (Unchanged)

Period of Performance: 06/17/2014 to 05/17/2016 (Unchanged)

Accounting Code: 2015-X0200-FEEBASED-94-94D099-51-J-144-C4020-2360

Amount: $61,875.00

Requisition: R4-15--0056

Except as provided herein, all terrns and conditions of the document referenced is Item B A or IOA, as heretofore changed, remains unchanged andi in full force and effect.

15A. NAME AND TITLE OF SIGNER ('Type or print) 16lA. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

ISANDRA HARRELL _'
,5B. CONTRACTOR/OFFEROR ifiC. DATE SIGNED I'0. ,TOSTT F M"O.OATE SGNED

(Sigete ofpersn athsizer tanisI . tsiaetreof~~~ilrcer
NSN 7540.O1-152-B070 D
Previous edition unusable

STANDARD FORM 30 (REV. 1tl-83)
Prescribed by GSA
FAR (48 CFR) 53.243



AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT
11. CONTRACT ID CODE IPAGE OF PAGES

8

M012. AMENDMENT/MODIFICATIO N NO. 3.seEFFECTIVEB cDATE6 Se4. REQUISITION/PURCHASEshd e REQ. NO. 5. PROJECT NO. (If appli cable)

B. ISSUED BY CODE [NRCHQ 1. ADMINISTERED BY (ifoatherthtan item 6) CODE

US NRC - H-Q
ACQUISITION MANAGEMENT DIVISION
MAIL STOP TWFN-5E03
WASHINGTON DC 20555-0001

B. NAMEAND ADDRESS OF CONTRACTOR (Ns.,street. county, State and ZIP Cede) BX A. AMENDMENT OF SOLICITATION NO.

DELL SERVICES FEDERAL GOVERNMENT INC

8270 WILLOW OAKS CORPORATE DR SB. DATED (SEE ITEM i1)
FAIRFAX VA 220314514

SIQA. MODIFICATION OF CONTRACT/ORDER NO.

;NRC-HQ-10-14-T-0003
106. DATED (SEE ITEM 13)

CODE 175344753 FACILITY CODE 06/16/2014

11. THIS ITEM ONLY APPLIES TO A&U JII MENTS OF SOLICITATIONS

U]The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers []is extended. E]is not extended.
Offers must acknowledge receipt of this amendment prior to Etae hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Items B and 15, and returning _______copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted ; or (c) By
separate letter or telegram which indludes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMBNTTO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER It by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required) Net Increase : $ 694, 394 . 10

See Schedule
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACTIORDER NO. AS DESCRtBED.IN ITEM 14.

CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 1OA.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such ex changes in paying office,
appropriationl date, etc.) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.1D3(b).

C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

x FAR 52.212-4(Cc) Changes and FAR 52.232.-2 Limitation of Funds
D. OTHER (Specify type of modtftcation and authonly)

E. IMPORTANT: Contractor Cuei not, [] is required to sign this document and ratsin 1 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including so/icitation/conttract subject mailer whem feasible.)

NRC-HQ-33-11-325 NRC-HQ-10-14-T-0003
The purpose of this modification is to add funding in the amount of $694,394.10, thereby
increasing the Task Order's obligated amount from $82,891,452.99 to $83,585,847.09.

See continuation pages for a break-out of the funding requisitions, accounting codes, and

purposes.

Obligated amount: $83, 585,847.09 (Changed)
Ceiling Value: $123,676,289.95 (Unchanged)
Period of Performance: 06/17/2014 to 05/17/2016 (Unchanged)

Continued .. ""
Except as provided herein, all terms and conditions of the document referenced in Item 9 A or lEA, as beretofore changed, remains unchanged and in full tome and efledt.

15A. NAME AND TITLE OF SIGNER (Type orpnnf)
Digitally signed byflier re b OWerv(d pierre~bowery@federal.deII. iS1A. NAME AND TITLE OF CONTRACTING OFFICER (Type orprint)"" SANDRA HARRELL

LUIII
L ; m . . .. , .. . . ] .•

5•CONTRACTOR'/OFFEROP " - ON: P1C. DATE SIGNED ]1.•NTDSTATES OF AMERICA.///t/C DATE [GNED
7 (Signature oflpermot aulttoerda t', ign) •1,711.72-40/(Signsulem elfe dingt wer

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



", CONTINUATIONNO OF L. JMENT BEING CONTINUEDOAG OF

NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM .NO. SUPPLIESSERVICES QUANTITy I JNITI UNIT PRICE AMOUNT

(A) J(B) (C) ~(D) (E) (F)

This modification shall revise the Task Order's
Price Schedule, see Task Order Attachment 1. The
following historical CLINS have been removed
erroneously and shall be re-added for accounting
purposes:

HP0l- TSCAP Computational Cluster Refresh
PR001- Bridgewave Project Integration
PR002- What's Up Gold Integration
PR003- Graphical Display Integration
PROO4- Modlus Environment Integration
PR005- Citrix Proof of Concept to Production
PR007- NSIR Project Labor
PR009- MAC Project labor
PR010- IPPAS Event
PR011- ITExpo

The following new CLINS shall be added to the

Price Schedule:
ADM 001- ADM CHP Support
See attachment 2 for supporting details.

This modification shall attach Dell's Rough Order
of Magnitudes (RON), as approved by the COR's
technical direction .

Attachment 2- ADM Criminal History Program (CEP)
Server, Workstation, and Scanner Upgrade (RON
dated May 19, 2015 and COR approval dated Nay 15,
2015)

Attachment 3- 3WFN MTIPS Implementation Project
Management Office Change (RON dated March 12,
2015 and COR approval dated March 13, 2015)

Attachment 4- Revised RES Sensitive Compartmented
Information Facility (SCIF) Support (RON dated
April 15, 2015 and COR approval dated May 19 and
20, 2015)

Attachment 5- Email Management Project Management
Of fice Change (ROM dated April 17, 2015 and COR
approval dated April 20, 2015)

Attachment 6- Revised Priced Windows 2012 Active
Directory Privileged Account Security
Enhancements (RON dated Nay 19, 2015 and COR

approval dated May 20, 2015 for Tasks 1, 3, and 4
and July 2, 2015 for Task 2)

Continued..
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S AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT 1. CONTRACT ID CODE SPAGE OF PAGESSIi
,A

I I - I +
:2. AMENDMENT/MODIFICATION NO.

M00 17
'3. EFFECTIVE DATE

See Block 16C
4. REOUISITION/PURCHASE REQ. NO.
See Schedule 5. PROJECT N O. (If applicable)

B. ISSUED BY CODE NRCHQ 7. ADMINISTERED BY (Ifother-than Item 6) CODE

US NRC '-HQ
ACQUISITION MANAGEMENT DIVISION
MAIL STOP TWFN-5E03
WASHINGTON DC 20555-0001

It. NAME AND ADDRESS OF CONTRACTOR (No., street. wuety, State and ZIP Code) (X SA. AMENDMENT OF SOLICITATION NO.

DELL SERVICES FEDERAL GOVERNMENT iNC
8270 WILLOW OAKS CORPORATE DR 98. DATED (SEE ITEM11t)
FAIRFAX VA 220314514

SIOA. MODIFICATION OF CONTRACT/ORDER NO.

XNRC-33-II-325

NRC-HQ-10-14--T-0 003
1DB. DATED (SEE ITEM 13)

CODE 175344753 IFACILITY CODE 06/16/2014

I-11. THIS ITEM ONLY APPLIES TO AEN')IDMENTS O F SOLICITATIONS

EJ The above numbered solicitation is amended as set fotth in Item 14. The htour and dote specified for receipt of Offers E-is extended. [is not extended.

Offers must ack~nowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Itemns 8 and 15, end returning _______copies of the amendment; (b) By aclenowledging receipt of this amendment on each copy of the offer submitted ; or (c) By

separate letter or telegram which inrdudes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER If by

,virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required) Net Increase : $8, 196, 573 .34

See Schedule
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify aufhority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A,.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
*approprietion date, etc.) SET FORTH IN ITEM 14, PURSUANTTO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

0. OTHER (Specify type of modification and authorty)

X FAR 52.232-2 Limitation of Funds

E. IMPORTANT: Contractor I] is not, [] is required to sign this document arnd return ___________copies to the issuing offce.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Oanized by UCF section headings, incuding so/icitatincntect subject matter where feasib.)
NRC-HQ--33-11-325 NRC-HQ-10-14-T-0003
This modification incrementally funds on-going performance under NRC-33-II-325

NRC-HQ-10-14-T-0003 in the sum of $8,196,573.34.

The Task Order's total obligations shall be modified as follows

From $83,585,847.09

By $8,!196,573.34

To $91,782,420.43

Requisition Number ADM-15-0255
Accounting Code 2015-C0200-FEEBASED-40-40D099-51-F-156-B!462-252A

Continued..

Escpt as provided herein, all terms and conditions of the document referenced in Item 9 A or iDA, as heretofore changed. remains unchanged and in full force andJ effect.
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REFERENCE NO. OF "• .. UMENT BEINlG CONTINUED AE O

•--CONTINUATION SHEET NRC-33-11-325/NRC-H-Q-10-14-T-0003/N0017I 2A OF4

NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO SUPPLIESISERVICES QUANTITY JUNIT UNIT PRICE AMOUNTA)(B) (C) (CD)1 (E) J(F)
Obligations $200,00'0.00

Requisition Number ADM-!5-0240
Accounting Code
20!5-X0200-FEEBASED-40-400DOO4-51-F-l70-D2362-252T
Obligations $199,820.00

Requisition Number NRR-15-0272
Accounting Code
2015-X0200-FEEBASED-20-20D099-11-5-1•6--6016--2 572
Obligations $100, 000.00

Requisition Number 0E-15-0005
Accounting Code
2015-X0200-FEEBASED-7B-7BD001-11-5-156-N7520-3132
Obligations $1,050.00

Requisition Number ADM-15-0253
Accounting Code
2015-X0200-FEEBASED-40-40D099-51--F-156-BI464-252A
Obligations $50,000.00

Requisition Number 015-15-0195

Accounting Code
2015-X0200-FEEBASED-10-10D007-11-6-156-1126-2570

Obligations $642, 000.00

Requisition Number NRR-15--0240
Accounting Code
2015-X0200--FEEBASED-20-20D099-11-4-15 6-J4232-252A
Obligations $22,730.60

Requisition Number ADM-15-0266
Accounting Code
20l5-C0200-FEEBASED-40-40D099-52-F-!56-BI462-252A

:Obligations $209,000.00

Accounting Code
2015-X0200-FEEBASED-4 0-40D099-41--I-112-1099-2?52A
Obligations $25,000.00

Requisition Number ADM-15-0286
Accounting Code
2015-X0200-FEEBASED-40-40D001-51-F-127-L0149-252A
Obligations $114,375.00

Requisition Number ADM-15-0287
Accounting Code
2015-X0200-FEEBASED-40-40D099-51-F-156--B1459-252A
Obligations $53,000.00

Continued ....
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IREFERENCE NO. . .JCUMENT BEING CONTINUED rAGE OF

CONTINUATION SHEET NRC-33-11-325/NRC-HQ-10-14-T-0003/M0017 f3 I 4
NAME OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. [SUPPLIESISERVICES IQUANTITY1UNIT f UNIT PRICE AMOUNT

(A) (B) J(C) tD) (E) (F)

Recquisition Number CFO-15-0080
Accounting Code
2015-X0200-FEEBASED-7N-7ND001-51-G-156-N7354-2361
Obligations $54,000.00

Requisition Number CSO-15-0041.
Accounting Code
2015-X0200-FEEBASED-7S-7SD001-51-J-145-N7343--252A
Obligations $29,240.88

Requisition Number NRO-15-0140
Accounting Code
2015-X0200-FEEBASED--25-25D001-17-4-156-600!-2572
Obligations $6,204.96

Requisition Number RI-!5-0045
Accounting Code
2015-X0200-FEEBASED-91-91D099-51-J-144-1126-3131
Obligations $104,000.00

Requisition Number NRO-15-0132
Accounting Code
2015-X0200-FEEBASED--25-25D001-17-4-156-6001-2572
Obligations $350.00

Requisition Number NRO-15--0141
Accounting Code
20l5-X0200-FEEBASED-25-25D00i-17-4-156-6000-2572

Obligations $78,900.00

Requisition Number RES-15-0479
Accounting Code
2015-X0200-FEEBASED-60-60D099-1!-6-156-6001-2570

Obligations $166,401.90

Requisition Number ACRS-15-0003
Accounting Code
2015-X0200-FEEBASED-7R-7RD001-11-4-156-N7425-3132
Obligations $4,800.00

Requisition Number OCHC0-15-0221
Accounting Code
2015-X0200-FEEBASED-84-84D099-51-H--156-G8424-2340
Obligations $700.00

Requisition Number 0IS-15-0213
Accounting Code
2015-X0200-FEEBASED-10-10D007-51-J-144-1126-2570
Obligations $225,000.00

Continued..
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1REFERENCE NO. OF b•UMENT BEING CONTINUEDCONTINUATION SHEET NRC-33-11-325/NRC-H-Q-!0-14--T-0003/M0017 r2 IAG O

NAMEE OF OFFEROR OR CONTRACTOR

DELL SERVICES FEDERAL GOVERNMENT INC

ITEM NO. SUPPLIESISERVICES QUANTITY IUNIT UNIT PRICE AMOUNT.

(A) (B) J(C) 1(D) (E) (F)

Requisition Number OIS-15-0214
Accounting Code
2015-X0200-FEEBASED-10-10D0D7-51-J-144-1126-2570
Obligations $5,800,000.00

Requisition Number R2-15-0088
Accounting Code
2015-X0200-FEEBASED-92-92D099-51-J-144-6007-2360
Obligations $45,000.00
Accounting Code
2015-X0200-FEEBASED-92-92D099-51-J-144-1126--2570
Obligations $65,000.00

All other terms and conditions remain the same.
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