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AUGUST 15, 1978 LETTER FROM MESSRS. NADER, POLLOCK AND
BANCROFT CONCERNING SHIPMENTS OF HIGH ENRICHED URANIUM
THROUGH CHICAGO'S O'HARE AIRPORT

To obtain Commission approval of proposed response to Messrs.
Nader, Pollock and Bancroft.

Background 0

On January 16, 1978, Ralph Nader, Richard Pollock and Michael
Bancroft signed a joint letter to Chairman Hendrie and Mayor
Bilandic of Chicago expressing their views on a proposed study
of high enriched uranium shipments through Chicago's O'Hare
airport (Enclosure A).

On March 9, 1978, while the Commission was still deliberating
on a response to the incoming letter, a copy of NUREG-0170,
Final Environmental Statement on Transportation of Radioactive
Materials by Air and Other Modes, was sent to Mr. Pollock, one
of the respondents (Enclosure B).

On July 24, 1978, the Chairman wrote to Messrs. Nader, Pollock
and Bancroft respond1ng to their letter of January 16, 1978
(Enclosure C).

On August 15, 1978, Messrs. Nader, Po]]ock and Bancroft wrote
to the Chairman again, stating that they considered NRC's July
24, 1978 response to be inadequate and a misrepresentation of
the facts. Their four-page letter contained numerous questions
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about NRC actions relative to shipments of high enriched uranium
through 0'Hare Airport. It closed with a recommendation that
NRC prepare a generic environmental impact statement and ban

the shipment of high enriched uranium from all civilian airports
until the environmental statement is complete (Enclosure D).

Proposed Response to Messrs. Nader, Pollock and Bancroft

The incoming letter of August 15, 1978 reflects lack of infor-
mation concerning facts and events. Accordingly, it seems
appropriate for the Commission to lay these all out in a clear
documented response. Since misconceptions about this matter
may be fairly widespread, it might be helpful to provide copies
of the NRC response to other interested parties. Enclosure E
is a draft response to Messrs. Nader, Pollock and Bancroft.
Enclosure F is a draft letter to transmit a copy of the response
to Mayor Bilandic. NRC's Office of Congressional Affairs could
provide copies of Enclosure F to the following interested mem-
bers of Congress:

Senator John Glenn

Senator Charles H. Percy
Senator Adlai E. Stevenson, III
Representative Abner J. Mikva
Representative Dan Rostenkowski

Recommendation: Approval of draft letters (Enclosures E and F).

Coordination: The Offices of Standards Development, Congressional Affairs and
Public Affairs concur in recommendations of this paper. The
Office of Inspection and Enforcement has reviewed the paper and
has no objections. The Executive Legal Director has no legal

objections.
//9%74

V. smith, Jr., Diréetor
of Nuclear MateriallAafety
and Safeguards

Enclosures: See p. 3
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Enclosures:

A.

Letter to Chairman Hendrie and Mayor
Bilandic from Messrs. Nader, Pollock
and Bancroft, dated January 16, 1978.

Note to Mr. Pollock dated March 9, 1978.

Letter to Messrs. Nader, Pollock and
Bancroft from Chairman Hendrie dated
July 24, 1978.

Letter to Chairman Hendrie from Messrs.
Nader, Pollock and Bancroft dated
August 15, 1978,

Proposed NRC response to August 15, 1978
incoming.

Proposed letter transmitting copy of
response letter to Mayor Bilandic.
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Chzirmui: Joceph Hendrie January 1%, 1078

US Nuclear Regulatory Cormission
Washiniton, D.C.

Mayor "ichael Bilandic
City of Chicago
Chicago, Illinois 60602

Dear Mr. Mayor:

We are writing to express our views or the scope and substance of the joint
study, announced on December 2, 1977, regarding the shipment of highly-enriched
uranium through Chicago's 0'Hare International Airport. Ve welcome this study,
but urge you to assure that there is a systematic seazrch for the best sclution
to this transportation problem and that there is opportunity for presentation of
public views on this important issue affecting all air travelers and resicdents of
urban areas. It is our position that highly-enriched uranium should not be shipped
through civil airports, but only vie secure military air fields.

Chicagoans experienced a rude awaksring on November 27, 1977, when they learne«
through the news media that large quantities of highly-enriched ursniuz have
been routinely shipped through O'Hare for over two years. As you arc vell aware,
this material is the main ingredient for nuclear wezpon d2vices. Technicel experts
in the field of nuclear arms control agree that such weapons can be manufactured
with the support of modest facilities, elementary technical skills and with only
a2 small fraction of some of the shipments of radicactive material which have been
sent "through Chicago. Chicagn innerited these shipments after New York City pruden
banned the transport of most radioactive material through its retropolitan crea
two years ago. Although the Nuclear Regulatory Commission approved the transfer
of these shipments from New York to the nation's higgest airpert in Chicego, it is
indeed shocking that neither the people of Chicags nor city or state officiels
were ever consulted.

The environmental and social consequences of these uranium shirments are po-
ventially severe. Acsceiated with such chipments are tangible adverse effests to
the human environment. There is the immediate danger of radioacztive contaninetion
in the event of human error, mechanical failure or sabotagce. Fut the greater risks
associated with the azir shinment of highly-enriched uranium derive from its value
as an ingredient for a nuclear weapon, which makes those shipments a2 tampting targe
for theft. '

It has been acknowledzed by bsth the YNuclear Regulatory C-::lSSloh znd the US

Department of Transportation that transportation is a weak lin}: in the security
syster that safeguards nuclear materials. A hijack-theft effort could be attempted
at any point enroute to the airpcort or 22 %he staticnarv carsze helding areas 2t the
eir terminal. Since the timing o marticulatr shipments is not vublicly released
and routes are a=’1%~*ﬂ‘e1v variei  the commercizl airnors provlnes the attraciioun

e 2
of a krown location. Huclear theives eould count on relativelyx urnencuzbered access
a g

to the eirport and the cacgo area withcut attracting undue suspicion. The large
numbers of innocent travellers =t the airport could Tacilitate escapa2, cr precvide
cstagzes 1 the sttenpt was foiled.

perpelirators with the cooportunity to *take Lcs

ENCLOSURE A



theft of higl.-=enriched urazium would of course have potentially di-

= Tha

- -tdle
ssstr-as cmnsequences T:r Chicasoans and the nation as a whole. A credidle
threat to =xplode the d=vice in s« city would pose agonizing choices for law
enforcement and political decicinan-nakers. + would throw the city into panic

potentizl suspects uniertaken, and open-eried search and seizure measures adopted.
Durins the immediate cftermath of a theft, the attempt to confine the meteriel "to
Cnlbh’ﬁ and recover it quickly would corceivably involve severe deprivations of
civil literties. These real prospects naturally raise the public's apprehencion
about using O'Hare and instill concern amcng those living in the Chicago aresz,
whicn could also negatively depress property values. The fears recently aroused
by news media disclosures of the shipments were allayed six days later only vhen
a temporary suspension of the shipments from O'Hare pending your present study
was announced.

(W —H
as well City-wide swecps might be implen.ented, massive pre-trial detention of
t

Ve therefore coﬁ gider that the heavy risks assceiated with these urani:
shipments and the required licensing actions by the NRC clearly constitutes =

».'a

"major federal action significantly affecting the quality of the human environment."

flational Environmental Policy Act (NEPA), 42 U.S.C. § L4332 (2) (C). The NRC
licenses the export of special nuclear meterial. 42 .U.S.C. § 207k, 2131, and Ex-
ecutive Crder No. 11902, set out as a note to 42 U.S.C. § S5341. Commission reg-
ulations require notice a week in advance of the details of shipment of strategic
quantities of special nuclear material, 10 C.F.R. 3 73.72, ané otherwise reguire
security measures to be employed in transportation of speciel nuclear materizl,
10 D.F.R. 8§ T73.30. The NRC inspects the security earrangements for these export
shipments.

NEPA's environmental concerns include hazards to the urban health, safe:y and

quality of life. Hanly v. Mitchell, W60 F.2da 640, 647 (2d Cir. 1972); Maryland
fational Capital Park & Plannini- Comm'n v. U.S. Postal Service, 87 F. 24 10’9,

1037-38 (D.C. Cir. 197%); First Natizchal Bank of Chicazo v Richardson, L8k F. 24
1369, 1377-78 (Tth Cir. 19735. The hArzards described above--contamination, theft
for blackmail, ecivil liberties deprivations, and injury of bystanders--are factors
to be considered in the shipment of highly-enriched uranium from civil airports.
_These risks must be analyzed, mitigated, and balanced against the benefits obtained
before licensing them.

Haturally it woull not mueke sense to 3o an envirsrmental assessment for each

shipment, which would be repetitious and dilatory. This is a situation where NEPA's

requirement of a comprehensive analysis of the environmental conseaquences of a
proposal and its alterratives can best be met by preparation of a generic environ-
mental impact statement. But such a comprehensive undertaking can be done in the
context of the study already underway by the NRC and the Illirois officizls. The
main issues to be considered are the type 4f airport utilized, its locztion with
respect to large population centers, and the safeguarding arrangements (1nc11d1ng
prevention of accident or theft and the plans for response to an emergency). The
environmental issues should be addressed for the generic issue of air transport

of highly-enriched urarium. The focus wouid naturally be on Chicago as a concrete
instance where shipments have been primarily conducted for the past two years.

There is a precedsnt for naving Chicajgo determine the wisdom of shipping
weapcns-crade uranium through all civil ai:ports. At present. a generic environ-

mental impact and risk assessment «7 the transportation of radiioactive materials
through citles is being conducted %y 2an 1die Teborstories for tre IRC. In thnt study

pe.
E-{




: ity is beins uced as @ model despite the fact that it is & gemeric
impadt azssessment. The surrent Candiu study does not specifically address
t of transrortztios of wezpons grads uranium through commercial and mil-

It would be a great waste of time if your proposed study did not do justice
tn the igsues raised in other airports throughout the country and did not satisfy
the minimal obligations imposed by NEPA. What should be avoided is a study which
merely describes the present security arrengements at O'Hare and som= of the
shortcomings of that system, re:commends scme beefing up of security, and offers
assurances on the basis of expert testimony that all will be well.

First and foremost, there must be a comprehensive analysis of all the antic-
ipated environmental consequences of air transport from civil airports as compared
with the available zlternatives. Seccndly, there should be public hearings
and comment to assure that the significant issues are raised and that there is
opportunity for the expression and consideration of a wide range of views.

We understand that the interim suspension applies only to Chicago, and that
rerouting of the shipments to other urban airports is therefore to be expected
(but not announced). We strongly urge you to prevent this. In addition to violating
NEPA, it would benefit no one to transfer Chicago's unpleasant hazard ontc still
yet ancther unsuspecting city. Nuclear transportation should not be a runaway
industry, but must stand and face the public. The transportation problem has long
been festering, with slow and grudging improvements in safety and safeguards. An
ad hoc approach of finding new outlets (with ad hoc security arrangements) when ever
the o0ld or °~ new are exposed, is not the answer. NEPA and common sense dictate
comprehensive planning.

We are sending copies of this letter to the other Illinois pariieés - invited
by Mayor Bilandic to participate in the study and extend our request on the scope
of the study to them.

We look forward to public participation in this effort if it is conducted in
an open and broad manner.

Sincerely

RRL flle,,,

Ralph Nader

? Jﬂii,? D Coc &

Richard Pollock
Critical Mass Energy Project

cc Chairman Joseph Hendrie, mlcnael Bancroft
'S Kuclear Regulatory Commission Public Citizen Litigatign Group

Members of the Illinois study panel
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’," 5& /f: WASHINGTON, D. C. 20555
Wit March 9, 1978
OFFICE OF THE
SECRETARY

Mr. Richard Pollock
Critical Mass

2000 P Street, N.W.
Mashington, D.C. 20036

Dear Dick:

Enclosed is a copy of NUREG-0170, Final Environmental Statement

on Transportation of Radioactive Materials By Air and Other Modes,
which I am providing to you at the request of Commissioner
Bradford.

ok 4
Please note that the comment deadline is March 15.

Sincefely,

7 P

Thomas R. Combs
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OFFICE OF THE
CHAIRMAN

Mr. Ralph Nader

Mr. Richard Pollack

Mr. Michael Bancroft
2000 P Street, N.W.
Washington, D. C. 20036

Gentlemen:

Early in the year you wrote to Mayor Bilandic of Chicago and the Nuclear
Regulatory Commission expressing the view that a generic environmental
impact statement should be prepared concerning the air transportation of
highly enriched uranium and that the public should be afforded an oppor-
tunity to participate in the process.

As an initial response, Mr. Pollack was provided a copy of the Commission's
Final Environmental Statement on Transportation of Radicactive Materials
By Air and Other Modes (NURzG-0170) and invited to comment on it.

In your letter, you also stated your position that highly enriched
uranium should not be shipped through civil airports, but only via
secure military airfields. Since a decision about the use of specific
airfields falls outside the Commission's regulatory authority, we have
referred the question of military airfield use to the Executive Branch
for consideration. A copy of my letter to Dr. Zbigniew Brzezinski is
enclosed.

The concerns expressed by the Mayor of Chicago are expected to be
presented by his representatives at the next meeting of the Ad Hoc Task
Group selected by the NRC staff to perform an environmental assessment

as the basis for a generic environmental impact statement on the trans-
portation of radionuclides in urban environs. That meeting was scheduled
to be held in New York City on July 24-25, 1978.

In conjunction with the Ad Hoc Task Group meeting, the NRC staff is
planning to conduct an informal public workshcp entitled "The Urban
Transportation -Study -- Looking Ahead; Status, Goals, and Approaches."
Notice of these public meetings was published in the Federal Register on
July 11, 1978 (43 FR 29864), a copy of which is enclosed. Also enclosed
is a copy of the Sandia preliminary report, Transocrt of Radionuclides
in Urban Environs; Working Draft Assessment, wnich will be discussed at
the meeting in New York.

ENCLOSURE C

-
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Mr. Ralph Nader
Mr. Richard Pollack
Mr. Michael Bancroft -2 -

¥
We are also engaging in an educational program for effected state and
local law enforcement agencies. State and local officials who have
expressed an interest in HEU export/import shipments routed through
airports within their jurisdiction are now being briefed on NRC safe=-
guards requirements. The staff will offer to brief officials in other
jurisdictions where such shipments can be expected to occur.

The Commission appreciates your interest in these matters.

incerely, '
h M. Hendrie

Chairman

Enclosures:

1. Ltr to Dr. Brzezinski

2. Federal Register Notice
3. 3Sandia preliminary report
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WASHINGTON, D. C. 20555

April 28, 1278

DFFICE OF THE
CHAIRM AN

The Honorable Zbigniew Brzezinski

Assistant to the President for
National Security Affairs

The thite House

Washington, D. C. 20500

Dear Dr. Brzezinski:

On2 of the responsibilities of the Muclear Regulatory Commission {MRC)
is to regulate the commercial export and import of privately owned
special nuclear materials sucnh as high enriched uranium. During the
past few years, 0'Hare International Airport, Chicago, has servad as the
aerial port for a number of international shipments of high enrichasd
uranium. In the case of exports, protected shipmants normally travel by
road to the 0'Hare Airport and leave by scheduled commercial cargo
»I1gh;s for foreign dest1natlons.

Th° MRC was satisfied with the security arrangemants for air shipments
vihen iMayor Bilandic of Chicago exprassed his concerns about them and
asked that shipments of high enriched uranium through Chicago's 0'Hars
Airport be stoppad pending a review of safety and safeguards. The NRC
temporarily agreed to this request. In tne meantime, Mayor Bilandic has
stated that use of 2 military air base or the military.side of a civilian
controlled airport (such as 0'Hare) would go far to reassurs the general
public that every possible precaution is being taken relative to the
transportation of these materials.

le from the concerns expressed by the Mayor of Chicago, there have

Asid:

&159 bzen several recent expressions of Congressional concern and a

letter from Ralph Nader about the continued use of commercial facilities
for such shipments. Since a decision about the use of spacific airfields
T2lls outside the purview of NRC regu]a;ory authority, we considerad it
anprepriate to refer the question of military airfield use to the Executive
Brancii Tor-consideration. WMe look forward to working with you in ra2aching
& ra2asonable 'solution on this matter.



!

Honorab1e‘2bigniew Brzezinski -2-

I am forwarding a copy of this letter to Mayor Bilandic of Chicago who
- h@s expressed particular interest in exploring the use of military
airfields for high enriched uranium shipments.

‘5x§incére1y,

\\‘ .
f— » .
Joseph M. Hendrie
Chairman -

cc: The Honorable Michael A. Bilandfc
Mayor of Chicago
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TRANSPORTATION OF RADICNUCLIDES lN
URSAN ENVIRONS

Public Meeting

The Nuclear Regulatory Commission
(NRC) staff is pian=ing z2= iaformal

- workshop on the transport of radionu-

clides ..n urban exvirons for July 25,
1978. This infor=mal workshep s‘.a.m..:
at 2;30 a:.:-.. will be heid iz the ma2in
conference room of the Ford Tounda.
tzo::. 320 East 43d S'ree;. New York,
.Z. The title of the workskop is “The

' Urhaa Tra=sporiation Study-—-Looking

Ahead: Staius, Goals, ané Ap-
proaches.” $

The NRC has previously announced
(42 FR 12271) its intent to prepare a
generic environmental impact state-

. meat on the tra=sportation of radion.-

uclides in urban environs. This envi.

rocmental impact statemeat on the -

tracsportation of radicactive material
near, in, and through a large censely
populaied area is being prepared !n
connection with a reevaluation of
present regulatioes as-indicated {n the
advance notice of rulemaking proceed.
ings publisnhed June 2, 1975 (40 FR
23768), and pursuant to the National

Environmental Policy Act of 1969 (83 .

Stat. 852).

The generic environmental impact
statement will consider such unique
facets of the urban setting as:.

(1) High population density: Heavy pedes.
trizn traffic diur=al variations In popula-
tion: and porizontal vertical distridution.

(2) Uxique transporialion eavironments
Convergence of CTansporiation routess
heavy tralfic many users and holgers of ra-
dicactive xaterils and cdlfierent safe-
guarcs epvircnment.

(3) Special elfecis Elfects of local and mi-
cometeoroiogy, ud smu:uzg elfects of
buildings. . -

Emphasis will be placed cn rzd.olozi-
cal health effects, but all environrzen.
tal impacts, both racdiologiczal and non-
radiological, will be assessed.

The NRC staflf has selected Sandia
Laboratories, Albugquergue, N. Mex., to
perform an exvironmental assessment,
upon which the generic eavironmental

. impact statement will be largely based.

To help iz its eavircamental azalysis,

Sandia Laboratories has formed an ad -

hoc task goup (A=TG) to provide a
forum for the exchange of ideas and
information between experts. The
broadly  based membership of the
AFETG includes persons associated
with government (local Stiate, and
Federal), industry, academia, and envi-
ronmental activist groups. Meetings of
the AHTG are open to the publc.

Dates and locatiozs of previcous AETG
meetngs ar= Sept. 20, 1976--New TYork,
N.T2 Nov. 16-17, 1976==Arlington. Vas Mar.
2830, 19T i—=Balti=ors, Md. and July 13-14,
1977-=Eouswen, Tex.

Minutes of these meetings are
placed in the TSNRC Public Docu-
meat Roem, 1717 E Street NW,,
Washizngzon, .D.C, as mgy become
'n.ua.bla

Sa:xdla. I..bcmones Is pla.n::i:lz a2
fitch and fizal meeting of the ASTG
for July 24-25, 1973, beginning at 9
a2, {3 the rmz2in conference room of
the Ford Fouxdzation, 329 East 434
Street, New Tork. N.¥. The primary
purpose of the Zith meeting of the
AETG is to ciscuss t..e preliminz-y
report, “Ira=sport of Radicnuclides {n
Trbaa Ixvirons: wo-k'_-.z Dralt As-
sess=ext,” given 0 NAC by Sandia
laboratones lale in M2y 1973. This
preliminary regort discusses the as-
sessment metlocology and presents

FEDERAL REGISTER, VOL 43, NQ. 133-=TUESDAY, JULY 11, 1978
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: !or an urban area resulting from acci-

dent.free transport, vekicular® accie

. dexts, humax error, a=d sabotage inci-

cdenass. Although it is a preliminary
report ccpies of the report are availae
tle to :ne.mnets of :he public on re-
Quest from:

« 1. US. Nucliear Regulatory ‘Commissica.
Office of Standards Deveiopment, Trazs-
porzation and Product Standards Branch,
5830 Nichoison Lane, Rockville, Md. 20833,
At Norzan A. Tisecbery, telephoze 201-

" 443-5910.

2. Sandia Laboratories, Fuel Cscle Risk
Analysis, Dinsion 3413, Albuguersue, ‘N
Mex. 87115, Atm=s Arthur R, DuCharze,
telezhone 305-264=3371.

3. US. Eaviron=ental Proteczion Az:ncy.
Region II: Regicnal Office of Radiation Pro-
grams, Atta: Paul Giardina, Chiel, Room
go.J& 28 Feceral Pn.a. ‘Iew Yorz. N.’!.

000%7. -

Copies of the work!nz draft a.f.soss-
ment are also available for public in-
spection an :

1. The NRC Publie Docu:nent Room, 1717
H Street NW., Washizgron, D.C, 20833,

2. The NRC's [ive Regional Qtfices of I=-
spection and Enforce=mexnt: Regicn It 831
Park Avenue, Eing of Prussia, Pa. 19406;
Region Il Suite 1217, 230 Peaghtres Strees,
Atlanta, Ga. 30303; Recion III: 799 Rocses
velt Road, Gien Zilyn. Il 80137: Region IV:
Suite 1900. §11 Ryan Plaza Drive, Arlingien..
Tex. 76012 and Region V: Stite 202, 13589
Nerth Calilornis Boulen.-:'. Walnut Creelk,
Calil. 94338, -

3. The four major reference couect‘.a..: of
the New York Cliy Public Library. - -

fter consiceration of comments re-
ceived at the fifth AZTGC meering,
Sandia Laborateries will prepare azd
submzic to NRC a draft zssessment in
Sestember 1978. The NRC stalf plazs
to issce a2 drail environmental state-
raens (DZS) 1at2 in' 1973 based largely .
upon the Sandiz ...:».bora.r.on’es 2raft as-
sessment.

Upon preparation ot the DES, the
NRC will, among other taings, cause
to be published in the Fmoz2aL RIcTse
TIR 3 summary =otice of availability of
the drait generic eavironmental
impace statement, with a request for
comments from izterssted persors on
the draft statement. The summary
rotice will also contzin 3 statement to
the eflec: that corm=ments on Federzl

agencies and Stat2 and loeal oificials
will be macde availakie when received.
Tpon consideraticn of comentls suo-
mitted wth respect to the draft envis-
ronzmenial statement. tze NRC staff
will prepare a Iinzl generiz eaviron-
men:al impact statermeaat, the availe
ability of which w=ill be published &n
the FIoOmRAL RICISTTA.

The infor—al workshop conducted
by tha N2C staif, planned for July 23,
in pare, i3 in recogxnitios of ....e transi-
ticn iz empasis [rom presaration of 2
technical assessmect By Sangia Latzo-
Tatories 10 the fcr=ulation and pro-
pcsal of regulatory options by the

FEDERAL
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ceedings will be nrepa—ed and ade
available &b the NRC public decument
room. A=ong the topics thal may be
discussed at this i.n.tor:::a.l workshop
are:

(1) Current starus: (a) NRC stalf placs for
the draft environmental statemens: (b) ade-
cuzcy of the Sapdia Laboratories assesse
mest: (¢) curTent regulationss and (d) relag.
ed eventy and acvities,

(2) Goals: (2) Suggested putlic health and
safety goalss. (b) suggested regulator™ ace
tiopss a3d (c) suggested improvements in
the eavironmmental assess=ent.

(3) Approaches: (2) Dis=ibuticn of regulas
tory respeasibility among the vasious Feder.
al agencies (e.g. N2C, DOT. Z24A); (D) dis.
teibution of regul2tory resporsitility a=orpg
the various Teceral State, axd local govern.
ments: (¢) potential legislative charzes: and
{(d) the role of public mestings. =

1In keeping with the previous efforts
throughout tkis study to obtain early
public input; interested persons are
encouraged to atteacd both the NRC
and Sancia public meetings, Interested
persors are invited to attend the meet.
ing to ask“questions or =make com-.
ments and suggestions on the regula.
tory activities associated with the envi-
ronrnental impact statemext and the
preliminary Sapcia report. Written
cormments may be submitted 2t the
=eeting or at any time to the Secre-
tare of the Commission, U.S. Nuclear
Regulatory Carm=mission, Washingion.
D C. 20553; Attention: Docketing and
Sarvice Section. Further infermation
on these meezings, the working draft
assessment, or the study in general
may be d.'.rec:ed. 2s zppropriate, to in-

dividuals at the NRC or ..a.nd.a. Lako-
racries 25 hsted a ove.
(5 T.S.C. 55%a)) ’

Dated a2t Rockville, Md., this scn day
of July 1973,

For t.he Nuclear Reg'ulata'y Co:zo
mission, -*
RoszrT B. MNocTE,

+ Director, Officeof

Stenderds Deveiopment
CR Doc. 78-18988 "‘!Ied 7-10-73; 8:33 am]

-
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August 15, 1978

-

Commissioner Joseph Hendrie, Chairman
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

Dear Chairman Hendrie:
tn January 16, 1978 we wrote to your office concerning the shipment of
Hichly Enriched Uranium (HEU) through Chicago's O'Hare International Airport.
At the time of our letter, your office announced that HEU air shipments through 4
0'Hare would be suspended pending a ccmplete review of the safety of such activity
We expressed the view then that a generic environmental impact statement should

be prepared concerning all HEU air shipments and that the public should be af-
forded an opportunity to participate in the process. It was also our position
that HEU, which is weapons-grade material, should not be shipped through
commarcial airports but only via secure military air fields.

.

On July 24 we received your reply to these recommendations. We find the ~
response to be inadequate and a misrepresentation of the facts. Neither the citi-
zens of Chicago, nor citizens who use commercial airports can derive much satisfac-
tion or reassurance from your reply. Rather, the July 24 correspondence raises
several new and disturbing questicns about NRC's commitment to safeguard the lives
and property of air travellers and of those who resice near commercial airports.

First, on the subject of a generic environmental impact statement (GEIS),
we observed that a GEIS could be drafted by the NRC/I1linois study group which
NRC announced would be assembled in early December, 1977. The group weas charged with
the responsibility to investigate the shipment of HEU out of O'Hare. It was stated
in December that until the group released its findings all HEU shipments would be
suspended. This ygroup was supposed to be comprised of representatives from the
Mayor of Chicago, the state Attorney General, Senator Adlai Stevenscn, Senator Charle
Percy, the state health service, Rep. Dan Rostenkowski and the HRC.

In your response to us, you rejected the need for a GEIS. But your letter also
reglected to mention that the Commission quietly dissolved the NRC/I11linois study
group earlier this year. According to all of the parties originally invited to
participate in the study group, not a single meeting was convened to examine the
important safety issues raised by activity. The NRC has not assembled another group
to investigate this area.

Second, your letter asserted that the City of Chicago would be represented
before the July 24-25 meeting of the Ad Hoc Task Force on the transportation of
radicactive materials in cities, which is a NRC/Sandia Laboratory joint venture. The
Critical Mass Energy Project (CMEP) has a member sitting on. that Tack Force who
attend=d the New York City meeting. In point of “act, well before your letter was
sent on July 24, Mr. Arthur DuCharme, Sandia project director for the Task Force
told both ilayor Bilandic's office and CMEP that given the advanced state of the
Task Force's deliberations, participation by Chicago would not be adviscble. In
acdition, Mr. Norman Eisenberg, an official from NRC's office of Standards Developme
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who sits on the Task Force, noted in the July 25 public session that the City of
Chicago was discouraged from part1c1pat1ng because the scope of review would be
of very limited use for the D'Hare case. There was no Chicago representative

at the public session who addressed the Task Force. The Ad Hoc Task Force was
terminated on July 25 when its assignment was completed. .

Finally, your office suggested that we review and comment on an already
completed EIS on the transportation of radioactive materials, designated NUREG 0170.
This Statement devotes two paragraphs describing airport security regulations. It
does not even come close to a comprehensive analysis of all the anticipated environ-
mental consequences of HEU air transport from civil airports.

In fact, NUREG 0170 erroneously states that "the only air shipments currently
being made or projected through 1978 ara imports and exports at 0'Hare airport.”
It is ludicrous to consider that this outdated study is comparable to the thorough
review of airport facilities that was promised in December.

Furthermore, the informal NRC public workshop referred to in your letter did
not address the shipment of HEU from O'Hare or from any other civil airport.

Your response also fails to mention or explain why NRC distributed a memo
to potential HEU shippers on May 19, 1978 which suggests that the han on HEU ship-
ments through Q'Hare has been lifted. The notice, signed by NRC Division of Safe-
aguards Director Robert F. Burnett, simply advised private HEU handlers that they
icarefully coordinate any such rhxpments with the Chicago Department of Hea1th
There was no mention that a suspension was in force pending a study.

Thus the July 24 response raises several disturbing questions. Some of the
disquieting aspects of this issue are:

1). Why was the NRC/I1linois study group dissolved?
2). Why did NRC fail to publically announce the termination of the study group?

3. Has NRC undertaken any effort to do a comprehansive review of the risks
and benefits of HEU shipment through Q'Hare. If not, is any sucn study planned
for the future?

4). Is there a ban now in force on HEU transportation thrcugh 0'Hare? What
compelling events or developments motivated NRC to send the May 19 memoc to shippers?

5). Why did your office believe that Chicago participation on the Ad Hoc
Task Fcrce was advisable when NRC officials and Sandia Laboratoury contract
empioyees indicated that it was not?

6). Why did NRC establish the NRC/I11inois task force if the issues were
already addressed in NUREG 0170 as is implied in your letter?

7). Does NRC plan to change any of the ccnditicns for HEU air shipments?
When and how are such changes ts be mada?

8). Given the fact tnat NRC dissolved the NRC/ITlinois task force and the
£d Hoc Task Force no longer exists, how deces the NRC expect Chicagoans to vest
assured that their concerns will be thorougnly studied and resolved?
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In our estimation, responses similar to the July 24 lettar are an affront to
concernad citizens everywhere, and particularly in Chicago, who expect federal
reguiatory agencies to act on their benalf and in their interests. Such responses
impair your own credibility and the Commission itself.

Given the profound risks associated with weapons-grade uranium shipments,
the existing NRC licensing role in this activity and the numerous concerns cited
by Mayor Bilandic, Illinois state officials and by our January 16 letter, wa hereby
resubmit our recommendation that a generic environmental impact statement (GEIS)
be undertak?n in conformity with the provisions of the National Environmental
Policy Act.! We further suggest that Chicago's 0'Hare Airport be utilized as a
case study for the GEIS.

We urge the Commission to institute a ban on the shipmént of High-Enriched
Uranium from all civilian airports until the GEIS is complete. You will note that
a copy of this correspondence is being forwarded to the President's National
Security Adviser, Zbigniew Brzezinski requesting -that future shipments travel only
througnh military airfields pending completion of an Environmental Impact
Statement.

Finally, due to the broad interest generated by this issue, we hope that the
NRC will plan to provide full public participation in future NRC decisions on HEU
air shipments and to hold hearings in areas where future air shipments are
contemplated.

ISince we last wrote you on the need for a GEIS, the U.S. Court of Appeals
for the D.C. Circuit has addressed what NEPA requires when an agency undertakes -
a re-evaluation of an ongoing program. When the NRC, as here, decides to re-examine
the safequards for air shipment of HEU, which will set the course of this export .
program for the years to come, NEPA requires a programmatic environmentzl analysis:

What we do hold is that an EIS is required when such a new look is had.

A new look may ba generated periodicaily and spontaneously as a matter of
good management and revitalization of the bureaucracy. It may be a

response to external stimulus, as when dramatically changed circumstances

dry out for review, or perhaps to accommodate existing programs to changes

in the agency's statutory mandate. It is clear that there is wida discretion
in the agency to determine when such review will be conducted. That 1is

the essence of government and administration. It is impossible to have a
"new look" at everything all the time. When there is such a new 1ook the
ensuing request for appropriations is a "proposal for legislation" under NEPA.

Sierra Club v. Andrus, No. 75-1871 (D.C. Cir. May 15, 1978) slip op. at 18.
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We are extremely concerned about the way this matter has been handled in its
own right and as an instance of the NRC falling down in its obligation to serve the
public interest fully and openly. We look forward to a substantive ‘and expeditious

reply.
Sincerely,

ek

Ralph Nader

Lo Ll ML

Richard Pollock
Director, CMEP/z'7

%C/«ﬂ( ;’ MM

Michael Bancroft
Public Citizen Litigation Group

cc: Mayor Michael Bilandic
National Security Adviser Zbigniew Brzezinski
Members of the I1T1inois study panel
Arthur DuCharme, Sandia Laboratories
Stuart Eisenstadt, White House Domestic Council
Louis Benner, Nt'l Transp. Safety Board
Dr. Leonard Soton, NRC Department of Health






Mr. Ralph Nader

" Mr. Richard Pollock

Mr. Michael Bancroft

2000 P Street, N.W.

Washington, D.C. 20036

Gentlemen:

Your letter of August 15, 1978 posed a number of questions about events
following Chicago Mayor Bilandic's December 1977 announcement of a joint
study by his office and the NRC concerning high enriched uranium shipments

through 0'Hare Airport.

In order to clear up apparent misconceptions, I believe it would be helpful
for you to review the enclosed Status Report prepared by the NRC staff on

this matter. In addition, let me offer the following observations.

On February 23, 1978 Mayor Bilandic wrote to NRC's Director of Nuclear
Material Safety and Safeguards, noting that an on-going assessment of the
transportation of radionuclides in urban environs might well address factors
of concern to Chicago authorities. In that letter the Mayor stated, "Thus,

it would seem illogical to attempt to push through a short term (30-day study)
which would be unique to Chicago at a time when the major national urban
environmental impact statement is already under active development by your
Agency and the Federal Government acting in consort with state and local

governments."

On four separate occasions Chicago representatives were invited to attend a

meeting of the Ad Hoc Task Group formed by Sandia Laboratories to help

ENCLOSURE E
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assess for NRC the environmental impact of transporting radionuclides in

urban environs. NRC's Director of Nuclear Material Safety and Safeguards

first proposed the idea of Chicago participation in a letter to Mayor Bilandic
on January 19, 1978. Arthur R. DuCharme, project coordinator for Sandia
Laboratories formally invited Chicago participation in a Tetter to the Deputy
Commissioner, Chicago Department of Health on March 22, 1978 and repeated

the invitation in another letter dated June 13, 1978. Finally, on July 17, 1978
NRC's Executive Director for Operations signed a letter inviting Mayor Bilandic's
representatives to attend related meetings in New York on July 24-25, 1978.
Chicago was represented in the New York meetings by Mr. James A. Meany of the

Chicago Department of Health.

With regard to your recommendation for a generic environmental impact statement,
I can only restate that on June 2, 1975, the Commission first announced its
intent to prepare a generic environmental impact statement to support its rule-
making proceeding concerning the air transportation of radioactive materials

(40 FR 23768). That document was published in December 1977 as NUREG-0170,

Final Environmental Statement on the Transportation of Radiocactive Material

by Air and Other Modes.

On March 3, 1977 the Commission also announced its intent to prepare a
separate generic environmental impact statement on the transportation of

radioactive material near, in, and through, a large densely populated
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area (42 FR 12271). This second generic environmental impact statement is
currently being developed. The Ad Hoc Task Group (of which Mr. Pollock was a
member) has helped Sandia develop an environmental assessment upon which NRC's
generic environmental impact statement will be based. Furthermore, there will
be continued opportunity for public participation as work progresses on this
environmental impact statement through the draft stage. Among other things,
when the draft statement is available, the public will be notified through

the Federal Register and invited to comment on it.

The Commission is also conducting a rulemaking proceeding to upgrade physical
protection requirements for significant quantities of strategic special nuclear
materials in fixed sites and transportation. On July 5, 1977 the Commission
published proposed rules for public comment (42 FR 34310). Extensive public
comments were received and considered. As a result, on August 9, 1978 the
Commission published revised proposed amendments for public comment (43 FR 35321).

A copy of that notice is enclosed.

I should also point out that on February 9, 1976 the Commission announced its
conclusion that the air transportation of special nuclear material under currently
effective regulations need. not, and should not, be suspended, or otherwise
limited, while the review process noticed on June 2, 1975 is being conducted

(41 FR 5627). Although we will continue to assist and cooperate in every

way with the City of Chicago and other state and local governments, the

Commission has not reached any new conclusion at this time.
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With regard to air shipment of high enriched uranium through Chicago's 0'Hare

Airport, there is no federal or local regulation prohibiting it and available

information has not shown that such activity, as currently regulated, is

inimical to the common defense and security or constitutes an unreasonable

risk to public health and safety. However, as a result of Mayor Bilandic's

announcement, there has been a de facto suspension of such activity through

0'Hare Airport since December 1977.

In closing, let me make the following comments in direct response to questions

in your August 15 letter:

A joint NRC/I11inois study group never was formally "established" or
"dissolved." While the membership of such a group was discussed in
meetings between members of the NRC staff and City of Chicago officials,
the scope of such a study became the principal issue of concern. On
February 23, 1978 Mayor Bilandic decided it would be "illogical" to

do a short term study unique to Chicago since the generic urban study

was already underway.

The only public announcement concerning this effort was made through
the Office of the Major of the City of Chicago on December 2, 1977.

Since this was a Chicago initiative, it was considered appropriate
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for the City to continue to take the lead responsibility in regard
to public announcements. However, NRC has responded fully to all

requests for information.

3. The NRC staff has not undertaken -- nor does it plan to undertake --
a unique review of the risks and benefits of shipping high enriched

uranium through O0'Hare Airport.

4. There is no official "ban" on high enriched uranium shipments through
O0'Hare Airport and available information has not shown that such activity,
as currently regulated, is inimical to the common defense and security,
or constitutes an unreasonable risk to public health and safety. However,
shippers were informed of concerns expressed by the City of Chicago

and have stopped using 0'Hare Airport.

5. Sandia Laboratories did not consider it feasible to formally expand
membership in its Ad-Hoc Task Group for its final meeting in New York.
Instead, Sandia conducted that meeting as a public forum and specifically
invited Chicago representatives to attend and participate. The City of

Chicago sent a representative to the meeting.

6. Together with the urban study, NUREG-0170 should satisfactorily address

environmental issues of concern to the City of Chicago. Continued public
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participation through the urban study drafting stage should help assure

this.

7. Any decision to change requirements governing the air shipment of high
enriched uranium will depend upon the outcome of current reviews and

rulemaking proceedings.

8. The Commission hopes that continued participation by Chicago authorities
in its current reviews will assure that their concerns are satisfactorily

resolved.

The Commission appreciates your interest in these matters and invites your
continued participation in its current reviews.

Sincerely,

Joseph M. Hendrie
Chairman

Enclosures: 1. Status Report
w/attachments
2. 43 FR 35321



STATUS REPORT

CHRONOLOGY AND STATUS OF JOINT CHICAGO-NRC REVIEW CONCERNING HIGH
ENRICHED URANIUM SHIPMENTS THROUGH CHICAGO'S O'HARE AIRPORT AS OF
AUGUST 25, 1978

Mayor Bilandic Expresses Concern

On December 1, 1977, Mayor Bilandic of Chicago released a public statement
of concern about transportation of highly enriched uranium through 0‘Hare
Airport. On December 2, 1977, senior executives from the NRC staff met
with Mayor Bilandic and agreed that no further shipments of highly
enriched uranium would be made out of 0'Hare Airport until the completion
of a joint study by the Mayor's office and NRC (ref. attachment 1).

NRC Staff Group Formed

On December 9, 1977, NRC formed an interoffice group of about twenty
professional staff to participate in a short term review concentrating
upon aspects of high enriched uranium transportation unique to the Chicago
area.

Meeting to Organize Joint Study

On December 15, 1977, members of the NRC staff met in Chicago with
Mr. Edward King, Deputy Commissioner of Health to discuss the joint study
(ref. attachment 2).

NRC Letter to Mayor Bilandic

On January 19, 1978, Clifford V. Smith, Jr., Director, NMSS, wrote a
letter to Mayor Bilandic outlining a plan of action to resolve the Mayor's
concerns (ref. attachment 3). Dr. Smith proposed an approach which he
personally discussed with the Mayor in a meeting on January 20, 1978. It
consisted of the following:

° A Short Term Study

The NRC staff would participate in a 30-day review
concentrating upon particular aspects of highly enriched
uranium transportation unique to the Chicago area.

° Briefing on Final Environmental Statement

The NRC staff would brief Chicago officials on its Final
Environmental Statement on the Transportation of Radio-
active Material by Air and Other Modes (NUREG-0170).
That statement was released in December 1977, and covers
air transportation of radioactive material including
packaging and related ground transportation.

* NRC Office of Nuclear Material Safety ENCLOSURE 1
and Safeguards
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° Chicago Participation in Urban Study

Sandia Labs is performing for NRC an environmental assessment
of the environmental impacts that result from the transport
of radionuclides in densely populated areas.

New York City data will be used for model development and
yield specific results; generic results applicable to any
urban area will be obtained by mathematical analysis.

To assist in developing this assessment, Sandia Labs formed
an Ad Hoc Task Group including persons associated with
Federal, State, and local government, academia, industry,
and environmental activism. Chicago representatives would
be invited to attend meetings of the Ad Hoc Task Group.

Congress Notified

On January 24, 1978, NRC's Director of Congressional Affairs sent copies
of Dr. Smith's January 19 letter to Mayor Bilandic to the following
interested members of Congress:

Senator John Glenn

Senator Charles H. Percy
Senator Adlai E. Stevenson, III
Representative Abner J. Mikva
Representative Dan Rostenkowski

Briefing on NUREG-0170

On January 30, 1978, representatives from the NRC staff and Sandia
Laboratories briefed senior Chicago officials on the NUREG-0170, final
environmental statement on transportation of radioactive materials.

The Mayor's staff suggested that a similar briefing be given to I1linois
State officials. Accordingly, on February 13, 1978, the Director, NMSS
sent a copy of NUREG-0170 to Attorney General Scott and offered to
arrange a briefing for him (ref. attachment 4).

Mayor Bilandic's Letter to NRC

On February 23, 1978, Mayor Bilandic wrote to the NRC Director of Nuclear
Material Safety and Safeguards (ref. attachment 5). Following are major
points in the Mayor's letter:

°® Chicago Considers NUREG-0170 Inadequate

In his letter, Mayor Bilandic referred to the urban
environmental factors not specifically considered in
NUREG-0170 and those raised by his staff which "are
known to stress large segments of populations residing
in densely populated urban environs."
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® Chicago Considers the Forthcoming Generic Statement on
Urban Environs More Appropriate Than a Short Term Chicago:
Unique Study For Resolving the Issues

Mayor Bilandic concurred in NRC's proposal that Chicago
representatives be invited to attend meetings of the Ad
Hoc Task Group formed by Sandia Laboratories to help in
its environmental analysis of transportation in urban
environs. Mayor Bilandic suggested that a generic
environmental statement on transportation in urban
environs may well address most, if not all, of the urban
factors excluded from NUREG-0170 including concerns raised
by his staff. Consequently, he considers it "illogical"
to attempt to push through a short term study unique to
Chicago at this time.

° Mayor Bilandic Recommends Use of Military Air Bases

The Mayor endorses the idea of using military air bases
or military sections of civilian-controlled joint use
airports for the air shipment of high enriched uranium.

Invitation to Meetings on Urban Study

On March 22, 1978, Arthur R. DuCharme of Sandia Laboratories sent a
letter to Mr. Edward F. King, the Mayor's representative, providing
background information on the urban study and extending an invitation
for Chicago representatives to attend the next Task Group meeting,
tentatively planned for late May in New York City (ref. attachment 6).

NRC Letter to Mayor Bilandic

On May 2, 1978, NRC's Director of Nuclear Material Safety and Safeguards,
Dr. Clifford V. Smith, Jr., wrote to Mayor Bilandic responding to comments
and recommendations contained in the Mayor's letter of February 23, 1978
(ref. attachment 7). Following are main points in Dr. Smith's letter:

° Acknowledges Chicago Rejection of Short Term Study Unique
to Chicago

Dr. Smith acknowledged that Mayor Bilandic no longer
considered it desirable to do a short term study of
factors unique to Chicago and preferred instead to
have Chicago representatives attend meetings of the
Sandia Laboratory Ad Hoc Task Group assessing trans-
portation of radionuclides in urban environs.
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Military Airfield Question Referred to Executive Branch

Dr. Smith informed Mayor Bilandic that the questions of
military airfield use had been referred to the Executive
Branch for consideration.

Shippers Notified

As promised in its May 2, 1978 letter to Mayor Bilandic, NRC notified all
potential shippers of high enriched uranium on May 19, 1978, about the
Mayor's concerns and requested that they carefully coordinate any such
shipments with Chicago authorities (ref, attachment 8).

Note: Although there is no federal or local regulation prohibiting air
shipment of high enriched uranium through Chicago's 0'Hare airport, there
has been a de facto suspension of such activity since the Mayor's announce-
ment of December 2, 1977.

Invitation to Meetings on Urban Study

On June 13, 1978, A. R. DuCharme of Sandia Laboratories answered a letter
from Mr. E. F. King, responding to his March 22, 1978 invitation. The
invitation to Chicago officials to attend and participate in the New York
meetings was reiterated (ref. attachment 9).

Chicago Representatives Invited to Meeting in New York

On July 17, 1978, NRC's Executive Director for Operations wrote to Mayor
Bilandic inviting representatives to attend meetings in New York related
to an environmental assessment on transport of radionuclides in urban
environs (ref. attachment 10).

Meetings in New York City

On July 24-25, 1978, Sandia Laboratories conducted, with public partici-
pation, a meeting of the Ad Hoc Task Group advising on the development

of Sandia's Environmental Assessment on Transport of Radionuclides in Urban
Environs. On the afternoon of July 25, 1978, the NRC staff conducted an
informal workshop on the Sandia assessment and related regulatory issues.
(Mr. J. A. Meany, Chief Sanitation Officer, Department of Health, repre-
sented the City of Chicago. Mr. Richard Pollock, Director, Critical Mass
Energy Project (CMEP), is a member of the Sandia Task Group and spoke at
both meetings.)

Attachments: See p. 5
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City of Chicago Public Announcement dated December 2, 1977.

City of Chicago Meeting Agenda dated December 15, 1977.

Letter to Mayor Bilandic from Clifford V. Smith, Jr. dated January 19, 1978,
with six enclosures.

Letter to Attorney General William J. Scott from Clifford V. Smith, Jdr.
dated February 13, 1978.

Letter to Clifford V. Smith Jr. from Mayor Bilandic dated February 23, 1978.

Letter to Edward F. King from A. R. DuCharme dated March 22, 1978, without
enclosure.

Letter to Mayor Bilandic from Clifford V. Smith, Jr. dated May 2, 1978,
with enclosure.

Letter to Licensees from Robert F. Burnett dated May 19, 1978.

Letter to Edward F. King from A. R. DuCharme dated June 13, 1978.

Letter to Mayor Bilandic from Lee V. Gossick dated July 17, 1978, with two
enclosures.



: 2" "la 118
¢ 2 b

MICHAEL A,
MAYOI

CiTY OF CHICAGO
OFFICE OF THE MAYOR

December 2, 1977

FOR_IMMEDIATE RELEASE

- Mayor Bilandic met today with senior members 6f the
U. S. Nuclear Regulatory Commission {NRC) staff.
The Mayor and the NRC representatives agreed that no
further shipments of high enriched uranium would be made cut
of O0'Hare Airport until the completion of a joint study by the
Mayor's Office and NRC. This study will be initiated promptly.
While NRC believes that these shipments are being made
safely, it has agreed with Mayor Bilandic to restudy the situation.
At the Mayor's suggestion, the NRC agreed to invite
Congressman Dan Rostenkowski, Senators Adlai Stevenson and Charles
Percy and I1linois Attorney General William Scott, or their
representatives as well as an official of the Illinois Department

of Health to participate in the study.
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City of Chicago
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C’f !-'( EALTH Murray C. Brown,

Comm.s

. : Richard J. Daley Center .
<hzei A Slandic 4 Chicago, illinois 60602 Edisard F. King

ver - . Deputy Comn.is

The Zollcwing were present at a meeting on December 15, 1977
in the Bcard Rocm of the Depdrtment of Health regarding Uranium:

. » € 5 .
Edward F. Klng,.Depu€§ Commissioner, Department
of Health

Gayle F. Haglund, Special Ccunsel to MaYor Bilaadic

Robert F. Burnett, Director,-Division of Safeguards,
. United States Nuclear Regulatory Commission

Jamas F. Donahue, Chief, Securitv & Investigations
Section, United States Nuclear Regulatory Commission,
Region III, Glen Ellyn, Illinois

Jackx A. Zind, Chief, Safeguards Branch, Regiocn III,
Glen Ellyn, Illinois

rickson, Nuclear Regulafory Commission,
icion c£ Safeguards, (301) 427-4018

(2]

Dr. Ronald Foreman, Toxicolcgist, Department o
Health

December 13, 1977
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DEFPAKINVIENI , .
OF HEALTH ’ Murray C. Brown, M.D.

Commissioner
Richard J. Daley Center )
" . . . . Edward F. King, R.S.
) A. Bilandic .|  Chicago, llinois 60602 Deputy Commisioner

- POINTS FOR DISCUSSION

First organizing meeting, Joint Study Group, Office of the

Mayor, and Nuclear Regulhtqry Commission, December 15, °1977

I. Definition of materials as hazardous or non-hazardous
A. TIntrinsically hazardous =-- radiation hazard.
B. Extrinsic hazard -- subject to security threat.

C. Examiniation of cbjective ané subjective impacts upon
citizens in populous areas.

D. "Examiniation of options available to counteract intrinsic
and extrinsic threats.

II. Security Safeguafds
A. Over the road‘transporation.
B. Railroad
C. Airport ; .
1) Pre-aircraft loading
2) Aboard aircraft
III. Options
To increase citizen safety and public health security.
IV. Definition of legal responsibility
A. Municipal government
B. State government

C. Federal government
CHICAGO - CITY OF THE “I WILL” SPIRIT



. POINTS FOR DISCUSION

Cont.

V. Need for regulations, local, state, federal.

VI. Study conclusion.

December 15, 1977
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The Honorable Michael A. Bilandic
Mayor of Chicago - -~ ;
Chicago, I1linois 60602 . -

Dear Mr. Mayor: .

During our discussions in Chicago on December 2, 1977, it was agreed
that the U.S. Nuclear Reguiatory Commission (NRC) staff would review
the health, safety and other environmental impacts associated with
transportation of high enriched uranium through the 0'Hare Airport.

In a subsequent discussion with members of my staff, on December 15, 1977,
Edward F. King, Deputy Commissioner, Chicago Department of Health, also
expressed a desire.to review health, safety and safeguards implications
arising from transportation of a much broader range of nuclear materials
over a wider geographical area.

Accordingly, I propose the??OIlowing as a means of resolving these
matters:

Conduct Short Term Study

According to the joint agreement which we reached on
December 2, 1977, the NRC staff will lead a review con-
centrating upon aspects of.high enriched uranium trans-
portation unique to the Chicago area. This review should
take about 30 days and will include an assessment of the
capabilities of Chicago area authorities to cope with
incidents or accidents involving transportation of high
enriched uranium. A list of study group participants is
enclosed (enclosure 1) along with an outline scope of work
(enclosure 2) and action_plan (enclosure 3). .

Briefing on Final Environmental Statement

In response to the broader concerns expressed by Mr. King
on December 15, 1977, I have asked the NRC staff to prepare
a briefing for Chicago officials on our Final Environmental
tatement on the Transportation of Radiocactive Material by
Air and other iodes (NUREG-0170). I am releasing that study
to the public as a final environmental statement covering
air transportation of radioactive materials, including
packaging and related ground transportat1on It reinforces
~a Commission statement published in the Fedesral Register

ATCH. 3
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on February 9, 1976 (41 FR 5627), concluding that the air
transportation of special nuclear material, other than
plutonium, under currently effective regulations needs not,
..and should not, be suspended or otherwise limited during
the Commission's continuing rulemaking proceedings. Further-
more, NUREG-0I70 covers normal and accident transport risks for
urban population zones. In fact, a population density of
15,444 persons per square kilometer was used in NUREG-0170 to
represent an extremely dense urban area for worst-case accident
analysis. A copy of the public notice of availability is
enclosed (enclosure 4) along with the announcement about the
study published in the Federal Register on February 9, 1976
(enclosure 5). Copies of NUREG-0170 will be made available
during the briefing for Chicago officials.

Chicago Participation in Follow-on Environmental Assessment

Except as noted above, NUREG-0170 does not specifically

consider factors unique to the urban environment such as

diurnal variation in population, convergence of transportation
routes, shielding effects of buildings, or the effect of local
meteorology on accident consequences. A separate study specific
to such censiderations is being conducted and will result in a
separate environmental statement specific to such an urban
environment.

During their discussion on December 15, 1977, members of your
staff expressed a desire to become niore knowledgeable and
involved in nuclear matters, particularly as they relate to
transportation of nuclear materials. Accordingly, I propose

to have your representatives invited to join in meetings of an
Ad Hoc Task Group which is currently assessing the environmental
impact associated with transportation of radionuclides in urban
environs. The Ad Hoc Task Group was formed by Sandia Laboratories.
Sandia was selected by the NRC staff to perform an environmental
impact statement on transportation of radionuclides in urban
environs. The broadly based Ad Hoc Task Group includes persons
associated with government (local, state, and federal), industry,
academia, and environmental activist groups.

Thus far, they have held meetings in New York City, Arlington,
Virginia, and Baltimore, Maryland. I have asked that your office
be informed of the time and place of their Spring, 1978 meeting
and your representatives be invited to attend. I have also
enclosed a copy of our formal announcement about this study,

. published in the Fed=ral Register in-March, 1977 (enclosure 6).




.
¢ e

The Honorable Michael A. Bilandic =~ 3 -

Report on Transportation of Radioactive Material in I1linois

Currently, the State of I1linois is obtaining information on

--a continuing basis about the transportation of radiocactive
materials in I11inois through a joint Federal-State program.
The NRC has provided portable instrumentation td the-State
for monitoring radioactive material being transported on the
highways within the State.

In June, 1975, the I1linois Department of Public Health issued

a report on surveillance of radiocactive materials_in transport
in I11inois. This surveillance program was performed for the
MRC and the U.S. Department of Transportation (DOT). The
purpose of the contract was to establish a program between

the State of I1linois, NRC and DOT to obtain information regard-
ing the transportation of radicactive materials within the

State of I1linois. Philip N. Brunner, Chief, Division of
Radiological Health, acted as the state supervisor of the
program.

My staff will provide your office with the 1975 report on that
program, entitled Transportaticn of Radioactive Haterial in
I1linois.

The NRC staff is ready to start these actions as soon as we receive
your approval. [ hope that these actions wiil resolve ycur concerns
so that transportation of high enriched uranium can resume through

the O'Hare airport, under currently effective NRC and DOT regulations,
as soon as we complete our short term study. " .

Sincerely,
Original Signed by

* Clifford V. Smith, Jr., Director
Office of hNuclear Material Safety
and Safeguards

Enclosures:
As stated



TASK FORCE TO REVIEW LICENSED HIGH ENRICHED
+JRANIUM SHIPMENTS THROUGH 0'HARE AIRPORT

Participants

Director: Robert F. Burnett, NRC, Director, Division of Safeguards

-
- -

Chicago-area Advisor: Dr. Philip F. Gustafson, NDirector of Environmental
Impact Studies, Argonne National Laboratory and
Vice-Chairman, I11inois Commission on Atomic
Energy

NRC Washington Staff Participants:

Robert F. Barker, Chief, Transportation and Product
Standards Branch

Frank Brittell, Consultant, Commander Los Angeles Police
Department (Retired)

Jay B. Durst, Field Evaluation Section, Division of
Safeguards -

Robert A. Erickson, Chief, Test and Evaluation Branch,
Division of Safequards

Robert L. Fonner, Attorney, Office of the Executive Leagal
Director

C. Vernon Hodge, Transportation Specialist, Division of Fuel
Cycle and Material Safety

Donald J. Kasun, Senior Plant Protection Analyst, Physical
* Security Licensing Rranch, Division of Safeguards

Charles E. MacDonald, Chief, Transportation Rranch, Division
of Fuel Cycle and Material Safety

Richard G. McCormick, Acting Assistant Director, Division
of Safeguards Inspection—

Harry M. Mitchell, Senior Systems Analyst, Contingency
Planning Branch, Division of Safeguards

William A. Nixon, Senior Chemical Engineer, Fuel Processing
and Fabrication Bran;h

- ENCLOSURE 1
(1tr to Mayor Bilandic
“* 1/19/78)
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~ MRC Washinaton Staff Particinants continued:

Donald A. Nussbaumer, Assistant Director, Division of
Fuel Cycle and Material Safety

Sheldon A. Schwartz, Assistant Director, Office of
State Programs

- Eugene Sparks, Information Systems Section, Division of
Safeguards

‘Gordon N. Spies, Field Evaluation Section, Division of
Safeguards .

William J. Ward, Investigator, Division of Safeguards
Inspection

NRC Chicaao-area Participants: (0ffice of Inspection and Enforcement,
Region III, Glen Ellyn, I1linois)

John A. Hind, Cbief, Safequards Branch

James F. Donahue, Chief, Security and Investigations
Section ’

Other Participants (As determined by Mayor's office)




ENLLUJSUKRE ¢

QUTLINE OF PURPQOSE AND SCOPE FOR REVIEW OF
HIGH ENRICHED URAMIUM SHIPMENTS

Purpose:

To review and report on public health, safety and safeguards aspects
of NRC licensed high enriched uranium shipments through 0'Hare Airport.

-
A - -
- " — .

-

Scope:

~ Nuclear Material: Uranium metal or compounds enriched to 20% or
greater in the U=235 isotope.

Type of Transport
- Air
- Road !

Geoaraphic Area

- 0'Hare Airport
- Roads and highways in and out

Potential Hazards

- Chemical
- Radiological

- Conventional explosives and weapons associated with
attempted theft or sabotage

Aggravating Factors to be Considered

- Meteorology

- Diurnal effects

- Traffic conditions™

- Shipmentduration

- Accidents (collision, fire, air crash)
- Attempted theft or sabotage

Mitigating Factors to be Considered
- Federal regulations -
« - Federal Inspection and Enforcement

Municipal, County, State and Federal awareness and capabilities
for contingency and emeraency operations.
ENCLOSURE 2

(1tr to Mayor Bilandic
1/19/78)
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REVIEW OF HIGH ENRICHED

URAMIUM SHIPMENTS

ACTION PLAN

-
- -~

Action

Establish Task Force

Distribute background material to
participants

Establish NRC staff responsibilities
for collection of data concerning
public health and safety

1. NRC data
2. Chicago-unique data
a. Police and Fire Department awareness

b. Contingency plans

c. Maps, routes, shipping data, etc.
Coordinate approach with Chicago officials
Collect Chicago-unique data
Draft report
Coordinate draft within NRC and Mayor's office

Coordinate draft with outside agencies

Prepare final report and arrange for joint
release by NRC and the City-of Chicago

ERLLUdURE O

Estimated Time
To Complete

- Action Completed

- Action Completed

- Action Completed

- Action Pending
- One week

One week

One week

One week

One week

ENCLOSURE 3
(1tr to Mayor
Bilandic 1/19/78)
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MUCLEAR REGULATO&Y - SHMMISSION
(10 CFR Parts 71 znd 73)

FINAL ENVIRONMENTAL STATEMENT ON TRANSPORTATION OF RADIQACTIVE
MATERIAL BY AIR AND OTHER MOCES

NOTICE OF AVAILABILITY

e

- - o -

In its advance notice of rulemaking proceeding published in the Federal
Register on June 2, 1975, (40FR23768), the Muclear Regulatory Commission
noted that 2 generic environmental impact statement would be prepared on
the air transportation of radiocactive materials, including packaging and
relacted ground transporta;ion. Although the statement was to be directed
at air transJgortation, other transportation modes - land and water -

were to be considered in light of the requirement of the National
Environmental Policy Act ofe;969 (NEPA) that the relative cost and benefit
ci alternatives to certain proposed federal actions be fully considerecd.
Tre statement was to be generic in nature, assessing the impact from all

transportation, not just that associated with a particular rule change.

Pursuant to the National Environmental Policy Act of 1969 and the
Commission's regulations in 10 CFR Part 51 "Licensing and Regulator& Policy

and Procedures for Environmental. Protection," the Commission's Office of

tandards. Development issued a draft environmental statement on transporta-
tion in March, 1976. After consideration of the 28 letters of comment
received, from the public and from federal, state and local agencies, a
Final Envircnmental Statement on the Transportation of Radioactive Material
by Air and Jther Yodes, has been issued and designated NUREG-O]?O.
= — ENCLOSURE 4

. (1tr to Mayor
A Bilandic 1/19/78)
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* 3>a1 FR 5627

|

Published 2/9/76

PART 71—PACKAGING OF RADIOACTIVE
MATERIAL FOR TRANSPORT AND
TRA=3PCRTATION OF RADIOACTIVE
?gTEsRIAL UNDER CERTAIN CONDi-
ION

PART 73—PHYSICAL PROTECTION
OF SPECIAL NUCLEAR MATERIAL

Packaging and Transportation of Special
Nuclear Material by Air: Continuation of
Shipments During Pendency of Rule
Making Proceeding

On June 2. 1973, the Nuclear Regula> |
tory Commission published in the Fep- |
a notice |

ERAL REGISTER (40 FR 23768
that it was initiating a rulemaking pro-
ceeding concerning the air transporta-
tion of radioactive materials, including
packaging, with a view to the possible
amendment of its regulations in 10 CFR
Parts 71 and 73, adopted pursuant to
the Atomic Energy Act of 1954, as
amended. Interested persons were invited
to submit comnients and suzgestions to
the Commission by August 1, 1975.

In the same notice. the Commission
published its interim evaluation of the
question of whether its current regula-
tions allowing air transportation of spe-
cial nuclear materials should remain in
effect during thie rule making proceed-
ing. The Commission tentatively con-
cluded that, in light of present infgrma-
tion as o the safety and security of air
shipment of radioactive material, there
was no sound basis for requiring the sus-
pension of air shipments of special nu-
clear material. The Commission's tentae

tive evaluation took into account the

following factors:
In more than 25 years of shipping spe-

cial nuclcar material, including piuto-
nium, in civilian aircraft, there have
been no air accidents involving the ma-
terial.

The experience in shipping thousands .

of packages per year of all forms of
radioactive materials by all modes of
transport under existing NRC, DOT, and
FAA regulations has been very favorable.

The requests for suspension that had
been received as of that date did not set
forth any significant new information
which would indicate that present pack-
age or security requirements are inade-
quate.

In view of the physical security meas-
ures now required by 10 CFR Part 73,
the protection provided against severe
accidents by the high intesrity packaging
required by NRC. DOT, and FAA rcgu-
lations, the consistency cf these require-
ments with international standards, the
low accident probabilitv, and the favor-
able expericnce to date, the risk involved
in the transportation of radioactive ma-
terial under currently etfective regula-
tinns were believed to be small.

Notwithstanding its tentative conclu-
sions, n view of the concerns expressed
and the fact that request: had been re-
ceived for the suspension oi air shipments
of plutonium and other special nuclear
materials, cornments were specifically in-
vited on the matter of whether suspen-
sion or other limitatinns on the air
transportation of plutonitun and other
special nuclear materials ure justified
during the perfod that the rule making
proceeding is being conducted.,

Views on this matter. together with
the supporting basis for such views, were
invited to be submitted to the Comunis-
sion by July 2, 1975.

After consideration of the comments
received a:nd other information and fac-
tors discussed below, the Commission has
reaffirmed its tentative conclusion set
out in the notice published in the Fed-
ERAL REGISTER on June 2, 1975, with
respect to special nuclear matericls
(other than plutonium that is not con-
tained in a medical device desigied for
individual human application).

Twenty-six comments weore received
on the question of the Commission's
interim evaluation set out in the June 2
notice.

The comments received, which repre-
sented a wide spectrum of views on the
subject at issue, did not present any new
information that would support the sus-
pension of or other limitations on the air
transportation of special nuclear
material.

The Attorney General of the State of
New York submitted his view that air
transportation of special nuclear mate-
rial should be suspended pending ¢m-
pletion "of the rule makin? procee-.ny
and the accompanying environmental
impact statement. The vases for his view
were contained in affidavits submitted in
an action instituted by the State of New
York against the Commission and several
other Federal agencies in the United
States District Court f{or the Southern
District of New York, secking, anione
other thines, an injunction against is-
suance of licenses permitting transart
by wr and related connterting transport
of plutonium and other suecial nuclear

materials from. in, and over the City and
State of New York and the United States
and its territories

The afMdavits 1lled by the State of New
Yrie contended that air shipment of
s, vl nuclear materials endangers the
Lives of New York citizens ia two ways:

1. The possibility of an aircraft accl-
dent resulting in a release of special nu-
clear materials or radiation from them;
and

2. The possibility of terrorist activitles
directed toward such materfals in the
course of pir transport or related con-
nrecting transport resulting in:

(a) Deliberate dispersal of radioactive
materials:

«b) Manufacture of nuclear weapons;

or
fc) Accidental release of radloactive
ma-erials.

New ¥ork's afdavits regarding the
health hazards of air shipment, like most
of the concerns that have been expressed
recently about air transportation of spe-
cial nuclear material, relate to the pos-
sible consequernces of amaccidental re-
lease of a significant quantity of pluton-
fum. It is assumed that the reason that
plutonium s discussed more than
uranium is that plutonim poses a much
greater radiological health hazard than
either low or high enriched uranium, due
to {ts much greater radloactivity per unit
mass, and its radiobiological characteris-
tics. Uranfum 233 exists only in small
experimental quantities at this time and
is rarely transported by air. Enriched
uranium, whether of low or high enrich-
ment, would not present a significant
radiological health hazard even If a sig=
nificant quantity were to be released in
an aircraft accident. The low accident
probability and the favorable experience
to date with containers used to transport
wranium 233 and uranfum 23S demon-
strate that the poobabllity of an acckient
resulting In significant dispersal i3 ex-
tremely small.

For plutonium, other than in medical
devices, the matertal regarded as most
hazardous by most of the commenters,
the question of continued air shipment at
the present time has been foreclosed by
Pub. L. 94-79, enacted August 9, 1975. It
provides, among other things, that

*“The Nuclear Regulatory Commission shall
1ot license any shipments by air transport of
plutonium in any form. whether exports, im-
ports or domestic shipments: Provided, how-
ever, That any plutonium in any {orm con-
talned In a medical device designed for {ndi-
vidual human application Is not subject to
this restriction. This restriction shall be in
force until the Nuclear Regulatory Comumis=
sion has certiled to the Joint Committee on
Atomilc Energy of the Congress that a safe
container Las been developed and tested
which will not rupture under crash snd
blast-testing equivaient to the crash and ex-

“plosion of a Hlgh-fiying atrcraft.”

Should such certifications be made in
the future, they would of course dem=
onstrate the absence of any cause for
the health concerns put forward in the
New York afidavits.

New York's contentions regarding the
possibility of terrorist activities do apply
equally to high enriched uranium 235 and.
plutonium. However, New York nas failed
to show that air transportation and as-
soclated ground transport are ininerently
more vulnerable to such activities than

alternative modes of transportation that

may be available. Indeed, air transporta-

tion may have significant advantages

over other modes of transportation from

this standpoint. Because transit time is

minimized and the airport of destination

can be quickly altered if necessary, op-

portunities for theft or acts of sabotage

are reduced. Once in the air, special nu-

clear materials are significantly less vule .
nerable to hijacking than is the case fcr

surface modes of transportation. These |
advantages are not demonstrably oute

weighed by the greater mobility the suc-

cussful hijackers of an air shipment

riight enjoy: an airplane s, if anything,

easier to track and find than an itinerant

truck.

It should be noted that the United
States District Court for the Southern
District of New York has denied the
State of New York's request for prelint-
nary injunction in the action in which
the afidavits submitted as comments
were filed. .

Based on the foregoing, including the
considerations stated in the June 2 notice
described supra, the Commission has
concluded that the air transportation of
special nuclear material, other than
plutonium, under currently effective reg-
ulations needs not, and should not. be
suspended or otherwise limited during
the period that the rule making proceed«
ing noticed on June 2, 1975, is being
conducted.

ENCLOSURE 5
(1tr to Mayor
Bilandic 1/19/78)



>4z FR 12271
Published 3/3/77

TRANSPORTATION QF RADIONUCLIDES
IN URBAN ENVIRONS

Intent To Prepare a Generic EIS

The Nuclear Regulatory Commission
{NRC) has commenced prezaration of a
generic environmental impact statement
cn the transportation of radionuclides in
urban environs. This enviroamental im-
pact statement on the transportation of
radioactive material near, in. ard
through a large densely populated area
is being prepared in connection with a
re-evaluation of present regulations as
indicated in the advance notice of rule-
making proceedings published June 2,
1975 (40 FR 23768) and pursuant to the
National Environmental Policy Act of
1969 (83 Stat. 852).

Pursuant to the stated intention to re-
view those regulations in place when
NRC was formed in January 1975. the
rulemaking proceeding was initiated
with a view to the possible amendment
of regulations in 10 CFR Parts 71 and 73
regarding transportation of radioactive
material, inciuding packaging. The con-
siderations publishied previously apLly to
this environmental impact statement:
however. this statement will focus on the
special features of urban areas, and var-
jous transport modes will be given em-
phasis in accord -with their envirca-
mental significance in an urban setting.

The generic environmental impact
statement will consider such unique
facets of the urban setting as:

(1) High population densities:

12) Shielding effects of buildings
under normal and accident conditions;

(3) The effect of local meteorology on
accident colizequences;

(4) The convergence of transportation
routes in cities; and

t5) Diurnal variations in population.

Emphasis will be placed on radio-
logical health effects, but all environ-
mental impacts, both radiologlcal and

nonradiological, will be assessed. The

ENCLOSURE 6

.JRC staff has selected Sandla Labora-
torles, Albuquerque, New Mexico, to per-
i an  environmental assessment.
.pon which the generic environmental
impact statemnent will be largely based.
To help its environmental analysis.
Sandia Laboratories has formed=an Ad
rdoc Task Group to provide a forum for
the exchange of ideas and jnformation
*vtween experts. The broadly based
s..emberahiyn of the AHTG includes per-
sons azsociated with government tlocal.
-tate and federal». industry. academia.
.~d environmental activist groups.
Meeiings ¢f the AHTG ave open to the
jrublic. The first mceting was held in
* w York City on September 20, 1276;
. second meeting was held in Arling-
ton, Va. on November 145-17, 1976. As a
result of the AHTG mcetings the project
-~ope has been expanded to treat social
unpact and quality assurance practices
in further depth. A third mecting is
}-;anned for March 29-30, 1977 in Balti-
niore, Md. Minutes of these meetings
will he placed in the USNRC Public
Document Room 115717 H Street, N.W.,
“*ashington, DC.) as they become avail-
wale. Interested persons are encouraged
to attend these public meetings. Further
information about the Sandia Labora-
vles assessment, the AHTG, or future
meetings may be obtauned from A. R.
DuCharme, Division 3413, Sandia Lab-
‘atories, Albuquerque New Mexico
115, telephone (505) 264-53571.
After tie environmental impact
:~sessmen: has been reviewed by the
+RC staff. a draft generic environ-
mental impact statement will be pre-
pared. Upon preparation of the draft
environmental statement, the NRC will.
among other things, cause to be pub-
lished in the Feperar REGISTER a sum-
mary notice of availability of the draft
peneric  environmental impact state-
.ent. with a request for comments from
interested persons on the draft state-
ment. The summary notice will also
¢ ntain  a statement to the effect that
comments ~n Federal agencies and State
and local uificials will be ‘made available
when recetved. Upon consideration of
omments subniitted w.th respect to the
draft environmental stitement, the NRC
staff will prepare a final generic environ-
~1+ntal impact statement, the availabili-
vw» of whic" will be published in the
FEDERAL REGISTER.

ENCLOSURE 6

(Ttr to Mayor
R Bilandic 1/19/78)
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Sesntimey Tenopse AT T TILE
The Honorable William J. Scott
Attorney General.. i |

State of Illinois

Chicago, I1linois 60601

Rear Yr. Attorney General: .
On January 30, 1973, at the request of Mayor Bilandic, NRC
representatives briofed Chicaago City officials on an environmnental
statement concerning transportation of radioactive rmaterials.

The City officials suggested that this same information he provided
to you and vour staff. Accordingly, I have enclosed a copy of NRC's
Fir21 Fnvironmental Statement cn the Transnortation of Radioactive
Mtorial kv A§r and Other iadag (NUINFC.0170), AlISO enclosed is a ‘
copy of the notice of availability published in the_Federal Reaqister
on January 25, 1978. As stated in that notice, persons with views
on the content or conclusion of NUBEG=0170, which may be neipful to
tha Commission in its deliberations shculd file such corments by
March 15, 1978 with the HNRC.

If you desire any further information on this subject, you or your
taff are welcome to call tir. Robert F. Burnatt at (301) 427-4033,
If you desire, we would be pleased to arrange a briefing for you
similar to that given to Mayor Bilandic's staff on January 393, 1978,

Sincerely,

{nal Sigred ¥¥
D s 1. SKII TR
Clifford V. Smith, Jr., Director
_0ffice of tluclear Material Safety
and Safequards

Enclosures:
As stated

ATCH. 4




OFIFICE OF THEE MAYOR
CITY OF CHNTCAGO

MICHAET A. BILANDIC
MAYOR

February 23, 1978

Dear Dr. Smith:
k4

This is in reply to your letter of Januarvy 19, 1978
relative to the transportation of high enriched uranium
through O'Hare Airport. You further point out in your
letter that during our joint discussions in Chicago on
December 2, 1977, it was agreed that the U.S. Nuclear
Regulatory Commission staff would review the health,
safety and other environmental impacts associated with
transportation of HEU through O'Hare.

On December 15, 1977, members of my staff again met
with NRC staff for the purpose of exploring a joint agenda
for a study to determine the environmental impact of the
transportation of HEU through densely populated urban
environments such as the City of Chicago and its major
airport. It is my understanding that the agenda for the
proposed short term study proposed by the NRC d4id not
address some significant environmental and health and
safety factecrs, including those which are known to stress
large segments of populations residing in densely populated
urban environs. It is my further understanding that NRC
representatives -hen proposed a briefing on NUREG-0170,
titled, "FINAL . .Y7IRONMENTAL STATEMENT ON THE TRANSPORTATION
OF RADIOACTIVE MATERIAL BY AIR AND OTIHER MODES,"” which was
intended to address many of the questions raised at the
December 15, 13977 meeting here in Chicago.

ATCH. 5



Dr. Clifford V. Smith, Jr.
Page Two

On January 30, 1978, NRC staff provided a detailed
briefing on the contents of NUREG-0170, Volumes 1 and 2.
This briefing was attended by six cabinet-level members of
my staff, including the President of the Chicago Board of
Health, Commissioner of Health, the Superintendent of
Police, Commissioner of Environmental Control, Deputy
Commissioner of Fire and the Deputy Commissioner of Health
of the City of Chicago. During the briefing, NRC personnel
admitted *hat NUREG=-0170, Volumes 1 and 2, are still classi-
fied as "staff documents"” and will not be submitted to the
full Nuclear Regulatory Commission until at least March 15,
1978, at which time the Commission will decide whether or
not to accept this "Final Environmental Impact Statement."

Furthermore, as stated in paragraph two of your letter
of January 19, 1978, relative to NUREG-0170, page two,
paragraph two:

"Except as noted above, NUREG-0170 does not

specifically consider factors unigue to the

urban environment such as diurnal variation

in population, convergence of transportation

routes, shielding effects of buildings, or

the effect of local meteorology on accident

conseguences. A separate study specific to

such considerations is being conducted and

will result in a separate environmental

statement specific to such an urban environ-

ment.” ’
We have earlier expressed deep interest in this separate
urban environme=n<tal assessment which you point out is being
carried out by x5 ad hoc task group formed by Sandia Labora-
tories, and sugyest that upon completion of an NRC-Saridia
Laboratories C=-~_ronmental Impact Statement on the transpor-
tation of radicruclides in urban environs, it may well address
itself to most, if not all, of the urban factors, admittedly
not covered in NUREG-0170 as well as those raised by my staff.



Dr. Clifford V. Smith, Jr.
Page Three

. Thus, it would seem illogical to attempt to push
through a short term (30-day study) which would be
unigue to Chicago at a time when the major national
urban environmental impact statement is already under
active development by your Agency and the Federal
Government acting in consort with state and local
governments.

-
-

We do, however, concur with your proposal that
Chicago representatives be invited to attend the meet-
ings of the Ad Hoc Task Group and appreciate your sug-
gestions made in this regard.

Members of my staff have advised me that your Agency
is currently exploring, with the Department of Defense,
the feasibility of utilizing military air bases or the
military side of civilian controlled airports in an effort
to provide a viable alternative to exclusive use of civil-
ian airports for the transportation of high enriched
uranium. At the very least this would seem to be a highly
commendable interim solution to our joint problem and
would certainly go far to reassure the general public that
every possible precaution is being taken relative to the
transportation of these materials and to the safeqguarding
of the public interest.

Sincerely,

- “uitel 8. J3l0 0

Mayor

Dr. Clifford v. : mith, Jr.

Director

Office of Nuclear Material
Safety and Safeguards

United States Nuclear
Regulatory Ccmmission

Washington, D.C. 20555



Sandia Laboratorie

Albuquerque, New Mexico 871

March 22, 1978

Mr. Edward F. King

Deputy Commissioner

Chicago Department of Health
Chicago Civic Center
Chicago, Illinois 60602

Dear Mr. King:

I have been informed by members of the Nuclear Regulatory
Commisesicon (NRC) staff that the Mayor and other officials

of the City of Chicago are interested in a study being
performed here at Sandia Laboratories on the transportation
of radioactive materials in urban areas. You were mentioned
as the appropriate contact on this matter.

The environmental assessment we are doing includes consider-
ation of details of the urban environment such as high,
varying population density, shielding of buildings, and local
meteorology and how these factors affect exposure of people
to radiation and other environmental impacts. Key aspects

of the study include accident-free transport, human errors,
vehicular accidents, and the safeguarding of radioactive
materials in urban areas. The transport of all radioactive
materials is being considered, except weapons shipments and.
shipments on military vehicles.

Sandia Laboratories has been receiving the advice and recom-
mendations of a 20-member task group since the beginning of
this study. The task group is composed of individuals from
industry, the public interest area, governmental organizations,
and academia. This task group has assembled four times at
public meetings so far in the investigation with one addition
meeting tentatively scheduled in New York Citv during the
latter part of May of this year. That meeting will feature
review of the Working Draft Environmental Impact Assessment
currently being prepared.

I am pleased to invite you and any other interested public
officials in Chicago to attend this meeting. Discussions at
past meetings have primarily involved the task group, but the
opportunity for inputs from interested attendees has been
specifically provided for and encouraged. These contributions
have broadened the scope and improved the accuracy of the
investigation.

ATCH --



Edward F. King -2- March 22, 1978

Enclosed is a copy of the interim report and available minutes
of previous task group meetings. I will send you more details
of the next meeting in New York City when plans are finalized
and a copy of the Working Draft Assessment when it becomes
available. I will gladly supply any available additional
information on the study.

Sincerely,

a: R OL&C"“:’W‘Q«

- A. R. DuCharme
Fuel Cycle Risk Analysis
Division 5413

DIJM:5410:dm
Enclosures

Copy to: (without enclosures)
Mayor Michael A. Bilandic

. Clifford V. Smith

Robert B. Minogue

NRC R. F. Barker

" NRC R. Bernero

NRC R. F. Burnett
NRC N. A. Eisenberg
NRC R. A. Erickson
NRC V. Hodge

NRC D. J. Kasun

NRC C. E. MacDonald
- NRC D. A. Nussbaumer
5400 A. W. Snyder
5410 D. J. McCloskey
5413 P. E. McGrath
5413 A. R. DuCharme



MAY 2 1978

e .\ncraolo flichasl A. Bilandic
of Chicaan
f...'l 111, I1linoids £1502

'\ I‘J ;‘

vear ayor Bilandic:

Tnank vou for your lefter of February 23, 1978 concernlng our joint
revicw of the transportation of high enriched uranium throuah 0'Hare
Jirport.

As I undarstand from your letter, you do not now consider it desirable
to0 do a short term study of factors unique to Chicago and would prefer
instead, to have Chicaqo representatives attend meetings of Sandia
Laborizory's Ad Hoc Task Group which is assessing transportation of
radio- nuc11des in urban environs.

T am plaasaed that you cencur im our pronosal to have Chicago repre-
seu*atives ttenJ "entlwcs of the Ad Hoc Task Group. The urban enviruns
study should address all factors of concarn, including those raised by
"our staff which P]qhu strcss large seqments of populations residira in

<2nsely populated urban ’nvirons. With regard to Chicago involvement in
’qe urban s*qu, I undaerstand Sandia Laboratories has already contacted
Ar. Edward F. Zing, DEDth Comaissioner, Chicago Lepartment of Health,
about the next me2ting of its Ad Hoc Task Group.

™ your letter, you stated that use of nilibany air bases or the military

siues of civilian controllad airports would be a highly cormendable
interii: solution to our joint probleﬁ and wouid certainly go far to
~rassure tie acneral public that every possible pracaution is being
taken ralative to the safequarding of the public interest.

Since a decision about the use of specific airfields fall:s outside the
#RC regulatory authority, wae have refarred the question of military
dirfiz2ld use to the Ixecutive Branch for consideration. (Enclosed is a
copy of 4RC's letier to the Assistant to the President for :lational
Security Affairs).

ATCH. 7



asaranle Jhichael A, Bilandic -Z=

Sinca decenbar 2, 1977, we have met with you and exchanged several
1:1:;'5 about the sainuant of high enriched uraniwa througn 0'Hare

“ivnerg,  Hanbmors of oar respective staffs have met sevaeral times to

4130:23 this °ouuct 2 liave informed wombers of your staff about
reievant onguing sdeTQa and provided thzin reports of completed work
S2aring ea the suviect of nuclear matarial »raﬂsnortatxox “ost racently,

w5 you aoted in your lotier, NRC staff renrasentatives nrovided Chicaqo
Livicials, inciuding six Cabinet-level mainbers of your staff, a detaiied
Lriefing on HRC's Final Cnvironmental Statement on the Transportation of
adioactive Materials by Air and Other odes (HUREG-0177).

As you know, iRC regulat1ons do not snecify airnorts which shippers must
use to transport niqga enriched uranium. As stated above, the use of
specific airfields falls outside the !IRC requlatory authority. Having
raferrad the question of military airfield use tn the Executive Draiich
for consideration, we will keep you informed of further developments.

in ti2 interin, we are notifying all shinpers of your concerns about
security arrangements and requesting caraful coordination with your
¢uthorities.

in closing, I should like to emphasize our appreciation for the cooseration
Lire city has i:cen providing us in this natter.

Sincerely,

Original Signed by l

Clifford V. Smith, Jr., Director
Oftice of iluclear !faterial Safety
and Safeguards

iclosures .
Lir tc the Assisztaat to the President . #
for ilational Security AfTairs



UNITED STATES ,
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20555

April 28, 1278

ChALRML AN

T'ie Honorable Zbigniew Brzezinski

nssistant to the President for
hational Security Affairs

The Yhite House

.&shington, D. C. 20500

Dear Dr. Brzezinski: .

fze of the responsibilities of the Nuclear Regulatory Commission (NRC)
is to regulate the commercial export and import of privately owned
cspecial nuclear materials such as high enriched uranium. During the
vast few years, O'Hare International Airport, Chicago, has served as the
aegrial port for a number of international shipments of high enriched
uranium. In the case of exports, protected shipmants normally travel by
road to the O'Hare Airport and leave by scheduled commercial cargo
flights for foreign destinations.

The NRC was satisfied with the security arrangements for air shipments
when Mayor Bilandic of Chicago expressed his concerns about them and
asked that shipments of high enriched uranium through Chicago's 0'Hare
A‘irport be stoppad pending a review of safety and safeguards. The NRZ
temporarily agreed to this request. In the meantime, Mayor Bilandic has
scated that use of a military air base or the military side of a civilian
controlled airport (such as 0'Hare) would go far to reassure the general
~Jolic that every possible precaution is being taken relative to the
transportation of these materials.

Aside from the concerns expressed by the Mayor of Chicago, there have

&is0 bzen several recent expressions of Congressional concern and a

ietter Trom Ralph Nader about the continued use of commercial facilities
for such shipiments. Since a decision about the use of specific airfields
Talls outside the purview of NRC regulatory authority, we considered it
appropriate to refer the question of military airfield use to the Executive
oranch for consideration. Ue look forward to working with you in reaching
@ reasonable solution on this matter.



Honcrable Zbigniew Brzezinski -2-

i am forwarding a copy of this letter to Mayor Bilandic of Chicago who
has expressed particular interest in exploring the use of military
airfields for high enriched uranium shipments.

“* Sincerely,

.///.’:i\ AN \-\‘E,\_\&\ ks

Jdgéph M. Hendrie
Chairman .

«C: The Honorable Michael A. Bilandic
Mayor of Chicago



UNITED STATES
NUCLEAR REGULATORY COMMISSION ”
WASHINGTON, D. C, 20555

MAY 19 1978

TO NRC AND AGREEMENT STATE LICENSEES POSSESSING 1 GRAM OR MORE
URANIUM-235 CONTAINED IN HIGH-ENRICHED URANIUM

Our records indicate that you possess high-enriched uranium
(uranium enriched to 20 percent or more in the U-235 isotope).

We wish to advise you that the Mayor of Chicago has expressed
concern over arrangements for shipments of high-enriched uranium
traversing O'Hare International Airport. We recommend, therefore,
that you carefully coordinate any such shipments with the Chicago
Department of Health.

Sincerely,

Robert F. Burnett, Director

Division of Safeguards

Office of Nuclear Material Safety
and Safeguards

ATCH. 8



Sandia Labomtories

ASnuwyore gpae, NNow A oipy ATTIH
June 13, 1978

Me. Cdwacd F. Xing
Deputy Commisnsionerx
Chicago Deoepartsent of Rexnlth ..
Chicago Civic Center

Chicago, IL 60602

Dear Mx. Kings

I was glald to heaxr from you recently in response to my
Jeotter of March 22, 1978, inviting you and any other
interested public officials in Ch?c-qo to attend a tamk
orouvp mewting on the trannportatlon of redionctive
mnterialx in orban areas.  This fifrh aAand 1lant in » necies

of weetingw s nmow schaduled for July 24-25, 1978, at the
Yord Foundation fn New York City. The m--tlna will featur
dimcumsionn of the Working Draft Asseaesvent which was
recently imsuved Dy Eandias Latwyxmtoriem. A copy of this
tdocument Iim enclosmed for your information. The enclosed
srende also shows that the NRC will hold & workshop right

aitexr the Sandia meeting on the 25th.

HRlthough tha twenty menber task group cannot at thisn Tate
Gimte be franibly expanded to incluvde your offlcial wember-—

ship, there will be ample opportunity for pasrticiprtion
by you or your collengues in this July meeting which will
be open to the public. I encourage you and yourxr collesgue

to mattend and to offecr any rugge=mtions or comments on our
study and the prell-in-ty rmsults we will dAiscoss at this

meeting.
Sincerely,

(LJQ“(DL£DMn-ML

A. R. DuChaxwe
Fuel Cycle Rink hnnlya!n
Pivision 5413

ARD: ppP

Enclosures

ATCH. 9 -
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The Honorable Michael A. Bilandic
Mayor of Chicago
Chicago, I11inois 60602

Dear Mayor Bilandic:

I wish to extend an invitation to representatives of the City of Chicago
to-attend two meetings, about transport of radicactive materials in
cities, planned for the end of July. The KRC Staff is planning an
informal workshop with public participation for July 25, starting at
2:30 p.m. Sandia Laboratories will conduct a meeting, open to the public,
of its Ad Hoc Task Group formed to assist Sandia in preparing an environ-
mental assessment on transport of radionuclides in urban environs, on
July 24-25, 1978, beginning at 9:00 a.m. each day. Both meetings will be
held in the main conference room of the Ford Foundation, 320 East 43rd
treet, New York, N. Y.

The Sandia meeting will primarily be devoted to discussion of technical
aspects of their recently issued report "Transport of Radionuclides in
Urban Environs: Working Draft Assessment," (Enclosure A). Chapter 6 of
this report discusses “Sabotage, Security and Safecuards in Urban Transport.
The informal workshop conducted by the NRC Staff, entitled, "The Urban
Transportation Study - Looking Ahead; Status, Goals, and Approaches,” in
part, is in recognition of the transition in emphasis from preparation of

a technical assessment by Sandia Laboratories to the formulation and pro-
posal of regulatory options by the NRC Staff.

Sandia Laboratories has been in contact with members of your staff about
their Task Group meeting. Members of the NRC Staff have been in touch
with members of vour staff to provide information and to invite participa-
tion in both meetings. . Both meetings have been announced in the Federal
Register (Enclosure B). By this letter, I wish to make special effort to
bring these meetings to your attention and to encourace your participation,
so that we have the benefit of your views on these important issues in
transportation safety.

‘ Sincerely,
RO

Lee V. Gossick
Executive Director for Operations

Enclcsures:

A. Transport of Radionuclides in Urban
Environs: Working Draft Assessment

B. 43 FR 29864

ATCH. 10
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Accassion No, _/ 21710145
SAND77-1927
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- [7590-01]

TRANSPORTATION OF RADIONUCLIDES IN
URBAN ENVIRONS .

Public Meeting

The Nuclear Regulatory Commission
(NRC) staff is planning an informal
workshop on the transport of radionu-
clides in urban environs for July 25,
1978. This informal workshop starting
at 2:30 p.m. will be held in the main
conference room of the Ford Founda-
tion, 320 East 43d Street, New York,
N.Y. The title of the workshop is “The
Urban Transportation Study—Looking
Ahead; Status, Goals, and Ap-
proaches.”

The NRC has previously announced
(42 FR 12271) its intent to prepare a
generic environmental impact state-

. ment on the transportation of radion-

uclides in urban environs. This envi-
ronmental impact statement on the
transportation of radioactive material
near, in, and through a large densely
populated area is being prepared in
connection with a reevaluation of
present regulations as indicated in the
advance notice of rulemaking proceed-
ings published June 2, 1975 (40 FR
23768), and pursuant to the National
Environmental Policy Act of 1969-(83
Stat. 852).

The generic environmental impact
statement will consider such unique
facets of the urban setting as:

(1) Bigh population density: Heavy pedes-
trian traffic; diurnal variations in popula-
tion: and horizontal vertical distribution.

(2) Unique transportation environment:
Convergence of transportation routes:
heavy traffic: many users and holders of ra-
dicactive materials; and different safe-
guards environment.

(3) Special effects: Effects of local and mi-
crometeorology, and shielding effects of
buildings, .

Emphasis will be placed on radiologi-
cal health effects, but all environmen-
tal impacts, both radiological and non-
radiological, will be assessed.

The NRC staff has selected Sandia
Laboratories, Albuquerque, N. Mex., to
perform an environmental assessment,
upon which the generic environmental
impact statement will be largely based.
‘To help in its environmental analysis.
Sandia Laboratories has formed an ad
hoc task group (AHTG) to provide a
forum for the exchange of ideas and
information between experts. The
broadly based membership of the
AHETG includes persons associated
with government (local, State, and
FPederal), industry, academia, and envi-
ronmental activist groups. Meetings of
the AHTG are open to the public.

Dates and locations of previous AHTG
meetings are: Sept. 20, 1976—New York,
N.Y.; Nov. 16-17, 1976—Arlington. Va.; Mar.
29-30, 1977—Baltimore, Md.; and July 13-14,
1977—Houston, Tex.

Minutes of these meetings are

placed in the USNRC Public Docu-

ment Room, 1717 H Street NW,,
Washington, D.C., as they become
available.

Sandia’ Laboratories is planning a
fifth and fihal meeting of the AHTG
for July 24-25, 1978, beginhing at 9
a.m., in the main conference room of
the Ford Foundation, 320 East 43d
Street, New York, N.Y. The primary
purpose of the fifth meeting of the
AHRTG is to discuss the preliminary
report, ‘““Transport of Radionuclides in
Urban Environs: Working Draft As-
sessment,” given to NRC by Sandia
Laboratories late in May 1978. This
preliminary report discusses the as-
sessment methodology and presents
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estimates of environmental impacts
for an urban area resulting from acci-
dent-free transport, vehicular® acci-
dents, human error, and sabotage inci-
dents. Although it is a preliminary
report copies of the report are availa-
ble to members of t.he public on re.
quest from: -

.1. U.S. Nuclear Regulatory Cor=mission,
Office of Standards Development. Trans-
portation and Product Standards Branch,
5650 Nicholson Lane. Rockville, Md. 20853,
Atin: Norman A. Eisenberg, telephone 301-

' 443-6910.

2. Sandia Laboratories. Fuel Cycle Risk
Analysis. Division 3§413, Albuquergue, "N.
Mex. 87115, Acttn: Arthur R. DuCharme,
telephone 505-264-3571.

3. U.S. Environmental Protection Agency,
Region II: Regional Office of Radiation Pro-
grams, Attn.. Paul Giardina, Chief. Room
9073‘.' 26 Federal Plaza, New York, N.Y.
10007. - .

Copies of the working draft assess-
ment are also available for public in-
spection at:

1. The NRC Public Document Room. 1'17
H Street NW., Washingron. D.C. 20535.

2. The NRC's five Regional Offices of Io-
spection and Enforcement; Region It 531
Park Avenue, King of Prussia, Pa. 19408;
Region II: Suite 1217, 230 Peachtree Street,
Atlanta, Ga. 30303; Region III: 799 Rocse-
velt Road, Glen Zllyn. IlL 80137: Region IV:
Suite 1000. 811 Ryan Plaza Drive, Arlington,
Tex. 76012: and Region V: Suite 202, 1999
North Caiifornia Bouievard, Walgut Creek,
Calif. 94598. -

3. The four major raference collections of
the New York City Public Library.

After consiceration of comments re-
ceived at the fifth AHTG meeting,
Sandia Laboratories will prepare and
submit to NRC 2 draft assessment in
September 1978. The NRC staff plans
to issue a drait environmental state-
ment (DES) late in 1978 based largely
ugon the Sandia Laboratories draft as-
sessment.

Upon preparation of the DES, the
NRC will. among other things, cause
to te published in the F=nerar Rects-
TER a summary notice of availahility of
the draft generic ‘environmental
impact statement, with a request for
comrzents from interested persons on
the draft statement. The summary
notice wiil also contain a statement to
the efiect that comments on Federal
agencies and Stale and local orfficials
will be made availaole when received.
Upon coasideration of comments sub-
mitted with respect to the draft envi-
ronmental statement, the NRC staff
will prepare a final gZeneric environ-
mental impact statement, the availe
ability of which will be published in
the FEDERAL REGISTZR.

The informal workshop conducted
by the NRC staff, planned for July 28§,
in part, is in recognition of the transi-
tion in emphasis from preparation of a
technical assessment by Sandia Labo-
ratories to the formulation and pro-
posal of regulatory options by the

FEDERAL REGISTER, YOL. 43, NO. 133-—TUESDAY, JULY 11, 1978

NRC staff. A transcript of the pro-
ceedings will be prepared and made
available in the NRC public document
room. Among the topics that may be
discussed at this informal workshop
are:

(1) Current status: (3) NRC staff plans for
the draft environmental statement: (B) ade-
quacy of the Sandia Laboratories assess.
mert; (¢) current regulations: and (d) relat-
ed events and activities,

(2> Goals: (a) Suggested public health and
safecy goals; (b) suggested regulitory ac-
tions; and (c) suggested improvements in
the environmental assessment.

(3) Approaches: (a) Distribution of regula-
tory responsibility among the various Feder-
al agencies (e.g. NRC, DOT, EPA); (D) dis-
tribution of regulatory responsibility acong
the vanous Federal, State, and local govern-
ments; (¢) potential legislative changes; and
(d) the role of public meetings. =

In keeping with the previous efforts-
throuzhout this study to obtain early
public input, interested persons are
encouraged to attend both the NRC
and Sandia public meetings. Intaerested
persons are invited to attend the meet-
ing to ask-questions qr e com-
ments and suggestions Orvthe regula-
tory activities associated with the envi-
ronmental impact statement and the
preiiminary Sapdia report. Written
comments may be submitted at the
meeting or at any time to the Secre-
tary of the Commission, U.S. Nuclear
Regulatory Commission, Washington,
D.C. 20555, Attention: Docketing and
Service Secticn. Further information
on these meetings, the working draft
assessment, or the study in general
may be-directed, as appropriate, to in-
dividuals at the NRC or Sandia Labo--
ratories as listed above.

(5 US.C. 552(a))

Dated at Rockville, Md., this 5th day
of July 1578.

For the Nuclear Regulatory Com-
mission., -
Rosert B. MINOGUE,

\ Director, Officeaf

Stcndards Derelopment.
{FR Doc. 78-18988 Filed 7-10-78; 8:45 am]}



proposad rules

This section of the FEDERAL REGISTER contoins narices to the gublic of the proposed issuance of rules and reguletions. The purpcse of these notices is o
give interested persons an apporrunity to perricipare in the rule making prioe ‘o the cdeptien of the Anal rules,

{7590-01]

NUCLEAR REGULATCRY
COMMISSION

{10 CFR Parts 70, 73]

PHYSICAL PROTECTION OF PLANTS AND
MATERIALS

Propesed Rulemoking

AGENCY. US. Nv..clea.r Regulatory
Commission. .

ACTION: Revised proposed rule.

SUMMARY: In July 1977 the Commis-
sion published for public comment
proposed amendments to it3 regula-
tions for strengthened phycial protec-
tion for strategic special nuclear mate-
rial and for certain fuel cycle facilitles,
associated transportation and other
activities involvicg signiflcant quanti-
ties of strategic special nuclear materi-
al, Extensive comments were received
ard considered The Commission Is
now publishing revised propsed
amendments for pubiic ccmment on
those changes that have been made.
In particular the Commission requests.
comments on the changes made.

DATES: Commernts must be received
on or before September 28, 1573.

ADDRESSES: Comments or sugges-
tions for consideration in connection
with the proposed amendments should
be sent to the Secretary of the Com-
mission, U.3. Nuciear Regulatcry
Commission, Waskington, D.C. 20885,
Attentior: Docketing and Service
Branch. Copies of comments received
—ay he examired at the Commission’s
Public Document Room at 1717 H.
Street NW., Washizngzon, D.C.

FOR TFUORTHER INFORMATION
CONTACT:

Mr. L. J. Evans, Jr., Chief, Require-
ments Apalysis Branch, Division of
Safeguards, Office of Nuciear Mate-
rial Safety and Safeguards, U.S7 Nu-
clear Regulatory Commission, Wash-
ington, D.C. 20553, 301-427-4043 or
Ar, R. J. Jones, Chief, Material Pro-
tectinn Stardards Branch, Office of
Standards Cevelopment, U.S. Nucle-
ar Reguiatory Commission, Wash-
ington, D.C. 20533, 301-443-3507.

SUPPLEMENTARY INFORMATION:
On Juiy 3, 1977, the Nuclear Reguia-
tory Commission published in the Fep-
RAL REGISTIR (42 TR 34310) proposed
amendments (o 10 CFR Part 73 of its
regulations. Interested persons were

‘invited to submit written comments
and suggestions in connection with the
proposed amendments within 45 days
after publication In the Frozxar Rze-
1sT=®. The comment period #as subse-
-quently extended thirty days. Upon
consideration of the comments re-
ceived onr the proposed amendments
published on July 8§, 1977 and upon
consideration of other factors involved
the Nuclear Regulatory Commission
bas decided to publish revised pro-
posed amendments to obtain further
public comment on the changes chat
have been made tc the proposed
amendments.

Significant differences {rom the pro-
posed amendments published for com-
ment on July 5, 1977 are: (1) Tae defl-
nition of the conspiracy threat nhas
Been changed to a conspiracy Setween
individuals in any position who may
have access to and detailed znowledge
of the facilities and activities referred
to in 373.20¢a) or items that could fa-
cilitate theft of spectal nuclear materi-
al or both; (2) export/import require-
ments have been revised to reflect the
jurisdictional aspects of the regula.
tion; (3) the phrase “°® * * but not nec-
essarily limited to * * *” has been de-
leted from the general periormance
requirements and capability require-
ments; (4) the package search require-
ments have been changed so that
packages carried into a protected area
by persons having access authorization
need only be searched at random
when tkhat person is searched. The
package search requirement also has
been changed ta require only random
searca of packages dellver=d into a
protected area; (3) the contingency
and response plan reqm:emeat: ior n
transit protection have teen revised to
add more detailed respapse require-
ments consistent with the iixed site
requirements; (§) the rsquirement f{or
three armed escorts on cargo aircraft
and i{or sea saipments has been
changed ta two, (7} the requirements
for Pu and U-233 containers resistant
to small arms fire has heen deleted; (3)
tke expart/impert security plan ap-
proval requirement has teen changed
to apply to all shipments and has teen
claritied as to timing: (9) the require-
ment for alarm stations to Se consid-
ered vitalareas kas Seen changed: (10)
the use of vault type rooms {or storage
of strategic special nuclear masterial di.
rectly usable in a nuclear explosive
device zas been prohibited and the

definition of vault changed to Letter’

reflect the purpose of vaults; (11) the
word i{mmediately has been Jaleted
from the requirement that armed re-
sporse personnel be immediataly av
able: (12) definitions have been added
for deceir, stealth, and force and ochier
changes in wording and language were
made throughout the rule to clarify
the intent acd be more specific in th
meaning of the requirements; (13) ok-
solete sections to be deleted when the
efiective rule is published have been
noted: and (14) planning -wmd I[mple-
mentation times have been changed.

The following discussion pertains to
items (1) through (14) abave.

(1) Commenters stated that without
some limit to the number of conspira-
tors it would te immpossible to design a3
protection system against an uniimit-
&d number of employees. Commenters
also stated that some credit should be
mven claared em:lovees.

The safeguards focus should be on
net.tra.uzi.ng adversary capabtilities, not
on the number of adversaries. A more
realistic and eifective approach tc the
internal threat {s to apply 3 systerms
capability measure. In this regard, the
amendiments have ten revised ta add
more detail to the reference systems in
§§ 73.28 and 73.48 to assist the licensee
in bounding the threat.,

Although the Commission recog-
nizes that individual material access
authorization would give an added
measure of assuracce against a con-
r.uracy, it Selleves that giving absolute
eredit ior such access authorizations
to cdefeat 3an intermal threat to divert
or steal strategic special nuclear —ate-
rial is unreasonable angd ot suppersed
by historical evidence. Rather, it te-
Jeves that, in addition ro indindual
material access authorizatiors, 3 pru-
dent safeguarcs systzm should inciude
gther measures designed tao protact
against conspiracy.

(2) Icternational Transport Pratecs
tion.—Commenters stated that protec-
tion of export and import shipmeats
outside, the Tnited Scates should te
arranged through intarnational agree.
ments rather than unilateral regula.
tiocns. Commenters questioned the au-
taority of the NRC to regulate accivi-
ties outside the U.S. and the adility of
licemsees or their transgort agenss ‘ta
assure complianece thh such raguia.
tions.

The primary issue appears o ke
whether NRC can reguire armed
guards to accompany an impors ship-
ment from its last foreign terminal,
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and accompany and export shipment

. to its first foreign termirnal. Under the

Atomic Energy Act of 1954, 2s amend-
ed, NRC has responsibility for insur-
ing the safeguarding of special nuciear
material. The acts of {mportation or
exportation commence or end, respec-
tively, within the geographical limits
of the United States and physical pro-
tection requirements, including armed

guards, may clearly be mandated al

those points. In addition. if it is rea-
sonably necessary fo protect the mate-
rial while transiting any part of the
Tnited States, a.mopmte conditions
oy be piaced upon the-shipment. In
practice, if this requires armed

to ccme aboard the ship or aircraft at
a forsign port. or toc accompany an
export shipment to s foreign port, it is
reasonable to require them 2s a condi-
tion of exporting or importing formula
quantities.

International agreements concerming
the protection of international ship-
ments is an 2im which the NRC sup-
ports. Eowever, until such agreement
is reached, the NRC has little choice
but to continue its present policy of
assuring the protection of export and
faport shipments hrough reguires
ments imposed upon U.S. licensees,
The export and impor: licensing proc-
ess involves not only the licensee and
NRC, but also the executive branch
and various foreign nations axd for-
eign agencies. Tor each shipment, de-
tails of protection are considered
during the licensing process, inciuding
the detaiis of how the protecticn re-
quirements will be carried out. Mat-
ters which involve the cooperation of
foreign rmations are carsfullr worked
out in advance so as to assure that the
requirements ultimately imposed upon
a U.S. licensee can credibly be carried
out by him. The rul2 has been revised
to reflect the jumsdictional aspect of
the regulation.

(3) Commenters noted that the
phrase “*® * ® but not necessarily lim-
{ted o ®* ®* *” in the general perform-
ance requirements and the capability
requirements cotld lead to unlimiled
ratchetring without benefit of rulemak-
ing.

The capabililty and performance re-
quirements are broadly stated to
permit flexibility in the design of U-
censes systems. They are so stated.so
as to encompass ali that is needed in a
safeguards security system so that
such an opezended phrase is not
needed. The revised amendments have
been czanged to delete the phrase
wherever it appeared in the perform-
ance and capability requirements.

(4) Commenters coted that it did not
seem appropriate to search persons
having access authorizations on a
random basis hut to searel any pack-
ages they might be carrying on a 100
percent basis. The revised amend-

°  PROPOSED RULES

ments require packages carried into a

- protected mrea by persous having
access awthorizatiors to be searched
only wken that person is selected for
random search. .

(3) Staf{ noted that the respocse re-
quirements for in iransit protection
were ot consistent with those for
fixed sites because the details of guard
and srmed response personnel re-
sponse was not stated The rule hss
been revised to 2dd such detailed re-
quirements consistent with those for
fixed sites.

(8) Aireralt and Sez Shipment
Armed Escorms.—Commenters identi-
fied several potential probiems with
armed escorts on aircrafs:

2. May not be permitted by aircraft
pitot or airline:

b. May not be encugh seating capac-
ity on cargo plan so escort could get
“bumped™;

¢ Could cause problems by having
armed escorts at foreign alrports.

These problems have been discussed
with several airlines and with State
Department personnel. The solution
to the problems is advance planning.
Airlines have stated that given ad-
vance notice and assurance of trained
personnel they see no problem. Prior
armangercents with the aircraft pilot
also can ascertain whether his permis-
sion will be granted. Export/import
shipping arrangements also should de-
termine the arrangements that should
be m=ade and notifications for armed
escorts to accompany shipments.
Checks with airlines showed that
three escorts could be accommodated
on their cargo planes. Note, however,
that the rule has been changed to re-
quire only two escorts because it ap-
pears that three armed escorts on
cargo abrcraft are not needed. This
change alse hss been made for sea
shipments.

{7) Comments indicated that it was
insppropriate to specify container
characteristics in this rule. The NRC
specifies container approved criteria in
part TL. The rule has been changed to
delete the requirements {or containers
resistant to small arms fire, Any re-
quirements for Pu and U-233 contain-
ers will be tncluded in part 71.

(8) Comments questioneé the need
for approval of specific export/impors
plans I an oversll plan had been ap-
proved. Comments also questioned
whether the seven day notice period of

§73.72 was sufficient for the specific

shipment security approval.

FEach shipment Kas some umique
chraracteristics that normally cannot
be coversd in a general security plan.
This calls for approvals for each ship-
ment or detailed security plans thst
cover such characteristics for routine
shipments. This is true for both do-
mestic and export/import shipments.
The plans for any shipment must be

. . -

approved prior to the seven day ship-
ping notice. Depending on the details,
it may take longer than seven days to
approve a3 shipmrent security plan. The
rule has been changed 0 apply to
both domestic and to export/import
shipments and to clarify the relasion-
ship of the approval to the seven day
potice. i

(9) Comments questioned the need
for the secondary alarm station to be
in the protected area and for the
alarm stations ¢o be vital areas thus
requiring them to be in a protected
area.

The intent of the requitement is to
have the alarm stations to be har-
dened, access controlled areas. The
secondary station does not have to be
within the protected ares but should

-be “on-site,” lLe., within the confines

of the owner-controlled area. The ruie
has been changed accordingly.
(19) Stalf! comments and system

- evaiuation experiance has shown thas

storage in vault type mp of strate-
gic =pecial nuclear materizal that is di-
rectly cseable In a nucleatr explosive
device may not provide acceptable
penetration resistance or delay time in
the context of the stated threat. The
revized amendments have Dbeen
changed {0 require the storage of such
material only in vaults. The definition
of vaulls presently in § 73.2(n) also has
been changed to betier reflect the pur-
pose aof vauits, -

(11) Guards and Armed Response

_Personnel Other Duties and Immedi-

ate Response.—Comrmenters ques-
tioned whether guards and armed re-
sponse persounel could have other
duties or if they had to be dedicated to
response.- The question was raised as
to what was mean: by “immediately
available,”

Guards and armed response pesson-
nel can have other duties so long as
such duties do not interfere with their
response to a safeguards contingencs.
Normally it s expected that the re-
sponse- force would be made up of
guards who nave routine duties other
than reszonse, other members of the
licensee’s orgarization who are quali-
fied and trained in accordance with
appendix B, and guards from the I
cersee's organization who may be lo-
cated at a facility that is adiacent to
the protected area. Guards manning
the alarm stations kave continving
duties in case of an assault and are rnot
copsidered to be part of the response
force. The determination of “tmmedi.
ately available” will depend on how
the Ucensee response plan is strue-
tured and the duties and rssponsibil-
ities of the response personnel The
word immediately has been dsleted as
being unnecessary.

€12) Questions were raised about the
meaning of a number of terms i the
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propased rule, Response to these ques.
*  tions is made in several ways:

*  a. Definitions are added for =eceit,
stealth and force;

b. Changes in wording and language
are made to make the meaning clear
without special definition; (in particu-
lar extensive changes were made to
§73.25 to more clearly define the re-
quired transportation protection capa-
bilities):

¢. Guidance as to the intent of a
term is provided by means of a regula-
tory guide or NUREG document, e.g.,

duress alarms are the subject oL a

fortheoming NURZEG report; ar

d. No change is made because the
wording appeared to be sufficiently
clear.

(13) There was considerable corfu-
sion with regard to the present sec-
tions in part 73 and what would
happen to them. The statement of
considerations for thke proposed rule
{ndicated that they would be delsted
but the amendments themselves cid
not. The revised amendments have
been changed to state which sections.
would be deleted and when. It is noted

that § 73.50 is not being deleted at this -

time but being revised to apply only to
spent fuel storage other than at a
pOwWer reaclor. -

(14) Comments stated that theres was
insufficient time to properly plan a re-
vised security program and to imple-
ment it. The Cormmission agrees that
adequate time must be ailowed for
proper plarcing and impiementation
to assure eifective programs. The rule
has heen changed to allow more time
for botah planning and implementa-
tion. Allowance also has teen made for
installation and construction that may
require longer than the specified times
in specific cases.

In addition t0 the comments that re-
suited in changes iz the proposed
amendments a number of other issues
were raised which resulted in no
changes to the proposed amendments
ku¢ which warrant discussion and ex-
planation.

(1) Ezternal threat and general zer-
formance requirements. Comments.
were directed at several aspects of the
threat and its application as a general
performance requirsment. The com-
ments can be categorized generaily as
follows: (a) Level of threat; (&) defini-
tion of threat; (¢) application of gener-
al performance requirement.

(a) Comments were made that the
threat was not supportéd by evidence:
Some commenters feit the threat was
not conservative enough while others
felt it was gverconservative.

The Commission directed that a re-
evaluation of the threat studies bde
conducted by the staif, The results of
this reevaluation da not impact the
level of threat to be considered in safe-
guards system design.

(b) Commenters stated that without
bounds the threat could not be used
effectively as a general performance
requirement since licensees wculd not
kXmow the bounds to place on their
physical protection systems. Com-
menters stated that 3 licensee could
not know whether his physical protec-
tlon system met the requirements se-
cause no tounds were given fcr the
threat and general performance re-
Quirements.

The purpose of the threat defined in
the proposed amendments i3 to define
the general character of the domestic
saleguards chailenge. [t is intended to
provide a design Sasis {or physical pro-
tection systems: therefore, additionzal
adversary attributes are not necessary
to serve this purpose. Physical protec-
tion systems, when designed to the
level specitied in the general perform-

ance sections of the rule and in accord- .

ance with the reference system speci-
fied in the rule and other design guid-
ances to be provided along with the
fihal rule, will be responsive to a gen-
eral range of threats characterized a3y
that stated in the regulations.

With respect to specific numbers of
adversaries, the numbers are not as
significant as are the capabilities and
resources of the adversiry. For exam-
ple, the threst from a disorganized
mob of 50 or so people is much differ.
ent from that of only a few well orga-
nized, well trained people.

Given that the described threat is a
design tasis for a physical protection
system, additional design creteria are
given n the form of required system
capabilities. These capabiiities are fur-
ther supported by the subsystems and
components of the reference systems
in the regquiations designed to meet
the general periormance requirements
ard required capabilities. Additional
guidarcce to assist the licensee in the
design of his safeguards system is in
preparation and will be promulgated
in regulatory guides and NUREG re-
ports. This type of guidance will pro-
vicde the logic to relate the subsystems
and comporents of paysical protection
systems 0 the required capabilities
and the general performance reguire-
ments. This logic %ill provide design
criteria that may be used by the i-
censee and saow how the general per-
{ormance requirements and system ca-
pabilities may be used in the design of
a specific physical protection system.
Dratt copies of this guidance will he
circulated for comment. Further, u.
censees will obtain guidance through
tke issuance cf license review criteria
for use in physical protection system
design and in the license review proe-
ess. Appropriate refersnces o aprlica-
ble regulatory guides, NUREG docu-
ments and other publications respon-
sive to specified regulatory require-
ments will be provided in both the

design guidance documents and the
evaluaticn criteria documehn:s. Ea-
forcement of the regulation will be
based on the specific approved licersee
zlan.

(¢) Commenters stated that the
threat or general perfcrmance require-
meznt should be applied in relation to
tha.-consequences of a successiul ad-
versary action 2s well as {n relzation fto
the usefulness of the material lor ma-
levoient uses.

Due to the disasterous consequences
of the successful detaration of a clan-
destine weapon conservative policy
dictactes the need to consider safe-
guards systems axclusive of other ccn-
siderations such as the form of the
strategic speciai nuclear materi:al and
the probability of an adversary con-
structing a nuclear fission device, Nev-
ertheless in one instance the rule has
teen strengthened by requiring mate-
rial directly useable in a nuclear fis-
sion device to be stored only in a vault.

(2) Use of deadly force. Corments
indicated that requiring private guards
to interpose themselves and to use
deadly force could te in conflict with
State and local laws and wzs héyond
what should be expected of srivate in-
dustry. It was suggested that legisla.
tion he cotained to permit protaciion
cf strategic special nuciear material 57
use of deadly force and that seizure or
diversion of strategic special nuclear
material be made a Federal offense
with severe criminzl penalties im-
sosed.

Tke Commission has carefully con-
sidered the use of deadly force !n the
averall system cf protecticn of formu-
1a quantities of strategic special nucle-
ar material. A preliminary cbservation
is that armed private industrial guards
are, in fact, commonplace. They are
foungd in airports, banks, with armored
trucks transporting currency, in the
exmploy of railroads, acd frequently in
large shopping centers. Thus, the r=-
quirement for armed Zuards to protecs
property is not a departure from an
accepted industrial pracsize.

Section 73.46{h)(4) of the p-oposad
amendments states certain casic ruies
on how armed guards ars o function.
The rule as stated in § 73.46(h) is not
new, it merely repeals verbhatim pres-
ently efisctive 10 CFR T73.30(zX2). A
recent amendment te this paragrapna
further clasified expecited guard re-
sporse. (See 42 TR 54103.)

in view, however, of the comments
received, some copsiderations may be
repeated arnd restated for clarification.
Plrst An authorized guard. 23 3 sersen
fuliflling a legally recognized role in
srotaciing property, is generally undar
ro duty to retreat from a threat o his
life in the performance of nis joo. In
many States there is simply no duty o
retreat (e.g., People v. Estreda, 213 2.

7 (Calif, 1923); Perez v. Sicis, 300 P.
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428 (Okla. 1231)). In other States a
person need pot retreat in his place of
business (e.g.. Stale v. Feltovie, 110
Conn. 303, 147 A. 801 (1928)), It is also
accepted common law that a person

lawfully arresting need ot retrect in”

face cf resistance (see eg., Purdon’s
Pernnsylocnic Statules, Annotated,
section 18-305(BDX2XEXBYN. A guaxd's
job includes the investigation of intu-
sions or unauthorized entry to protace.
ed areas. If circumstances warraxnt,
generally the guard may arrest for an
offense cammitted {r his presance
(such offenses may range Zrom tres-
pass under local law 10 a feiony under
Pederal law, an atlempt to steal or
divert special nuciear material: see sec.
tion 222 of the Atomic Enerzy £t of
1954, as amended, 42 U.S.C. 2272).
Another aspezt of the response re-
quirement also requires clarification.
The requirement as now written,
adopted verbatim from 10 CFR
73.50(gX2), piaces a duty on licensees
to instruct their guards to prevent or
brpede acts of radiclogical sabotage or
theft of strategic special nuelear mate-
rial and that they may use force as
necessary to counter force directed at
them, including the use ¢f deadly
force when the guard believes (g rea-
sorably necessary in seif-defense or
defense of others. Note that the re-
quirement is o instruct guards to pre-
vent or impede attempts at theft, not

to0 require guards 10 use foree without -

discretion. The licensee is also to0 tell
his guards that they may use force,
but only the amount of force commen-
surate with force directed at them—
the guards. Thus, if an intruder uses
no force. the guasd Is nct called upon

to use force. Deadly force is referred -

to only in the context of self-defense
and defense of others. It is expected.
as 2 minimum, that the empioyer of
armed guards will allow a guard to use
his weapons when the guard has 2 rea.
sonable bellef it is necessary to pre-
vent death or grievious bodily injury.
Indeed, in view of the. refersnce
system requirement that he investi-
gate intrusions or unauthorized en-
tries and try to forestall theft, diver-
sion, or sabotage, it is seen as essential
for the protection of the guard to
allow him to use his weapors under
such circumstances.

It is important also to peint out that
the decision to use foree, including
deadly force, is made by the guard, not
by his supervisor or his employer. In a
civilian context. the justification for
the use of force must rest upcn the
reasonable belie? of the person using
it. The allowance of the use of deadly
force in self-defense or defense of
others, Le, when there is a reasonable
belief it s necessary to prevent death
or grievious bodily injury, is cleg.r‘.y
within the mainstream of American
law.

PROPOSED RULES

Licensees who believe any part of
the guard response rule to be demon-
strably illegal under the taw of their
respective jurisdictions may always re-
quest an exemption. However, guard
rasponse is viewed as an tmportanet ele-
ment of the phssical protection
system and any relaxacion of the rule
I this regard would require a com-
mensurate sirengthening of other
system components.

The Commission does rnot beueve
legislation is required in the matter of
the use of deadly force nor is legizla-
tion required to impose penalties for
theft or diversion of strategic special
nuciear material. The Atoric Energy
Act of 1554 as amended, air=ady pro-
vides severe penalties for the umau-
thorized possession, or aempt Lo gain
possession, of special nuclear material.
Section 572. of the act (42 U.S.C. 207TT)
makes it uniawful for any person to
acquire or possess special nuclear ma-
terial without a specific or general li-
cense issued by NRC. Section 222 (42
US.C. 22T2) makes it a felony to wil-
fully violate, attempt to violate, or
conspire to violale section 57. The pen-
alty may be 2 fine up to $10,000, im-
prisonment for up to 10 years, or both.
If the offense i3 committed with an
intent to injure the United States or
to secure an advantage (o any foreign
nation. the punishment may be im-
prisonment {or life, or any term of
years, or a {ire up tw $20.000, or both.

(3) Use of Government yuards” Com-
menters stated that the level of force
required by the rule is beyond that
which should be expected of privaze
industry. One commenter recommend-
ed that NRC restudy the use of public
sector petsomnel to guard licensed
strategic special nuclear material. Spe-
cificaily, commenters gave several rea-
sons for these comments, including:
(1) That the private sector cannot sat-
isfy the proposed transportation re-
quirements with commercially availa-
ble equipment; (2) there is no evidence
to support the design threat level
stated in the rule, and, therefore, if
the Government establishes a need to
protect against such a threst, the Gov-
erament should do it: (3) the rule is so
open-ended only Federal forces could
satisfy it; and (4) private “SWAT
teams™ should not be c'ear.ed to sup-
press crime,

The Security Agency study. done in
compliance with the Energy Reorgani-
zation Act of 1974, cancluded that U-
censee guards, properly trained and
equipped, could be as effective as Fed-
eral forces. In fact, the Federal Gov-
ernoment employs private guards to
protect federally owned strategic spe-
ctal nuclear material. DOE, which uses
both public and private sector guards,
has stated in congressional testimony
(Committee on Government Affairs,

March 23, 1978) thkat these guards are

r

-equally effective. In addition. the Se---

curity Agency study (SAS) reviewed a
numb&t of other issues applicable to
the question -6f whecther Goverament:
or private guards should be responsi-
ble for nuclear security and concluded
that there was no reason this respensi-
bilicy should not continue to rest with
the private sector. Since this rule does
not increase safeguards requirements
beyond those considered by the SAS,
its conclusions rerain valid

Nevertheless, Governmment has a re-
sponsibillty to assist licensees in the
protection of their faclities against
theft of stralegic special nuclear mate-
rial parzicularly in the face of deterie-
rating civil order. This fact is recog-
nized in both the proposed upgrade
rule and the recently puhblished con-
tingency planning rule {43 FR 11982).

Regarding the specific reasons why
commenters recommended Govern-
ment guards, the fizet that the private
sector cannot satis{fy the transporta-
tion requirements with commercially
available equipment, is noc valid The
staff has made numercus changes o
the proposed rule which are respon-
sive to public comments and as modi-
fied, the transportaticn requirements
of the rule can be satisfied with com-
mercially availabie equipment. Re-
garding the second reason cited, the
proposed threat level is reflective of a
numher of studies which were extra-
polated from histarical evidence, com-
munications with various law enforce-
mert agencies, review of actual or
threatened viclence in the commercial
nuclear. industry, and prudent judg-
ment by NRC staff based on consider-
ation of all of this information. The
results of these studies are reflected in
the Joint ERDA/NRC Task Force
report (NUREG 0609%) and the
GESMO safeguards swudy (NTUREG
0414), whkich recommended protection
against esseptizlly the same threat
level as that established in the rule.
Both of these reports reflected the
threat information available to their
preparers af that time. In adgition,
the resulls of a current thorough
review of ail threat information availa.
ble to the Commission at this time
does not provide any basis for chang-
irg the design threat,

Regarding the third reason, that the
rile is o0 open ended, the phrase
which caused the greatest concern
about this (Le, ® ® * but not necessar-
Ly limited to ® * *) has been deieted
because the capabilites and perform-
ance requirements are comprehensive
enough to cover all safeguards contin-
gencies. In addition. a section has been
added to the statement of consider-
ations which states what guidance will
be used by NRC and issued to licens-
ees Lo assure that the developmens, U
censing review, and inspection of secu-
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rity zlans and facilities-are not open

ended. .

' Pthally, this ruie does not require li.
censees to use “private SWAT teams”
.+ 10 suppress crime in general. Licensees
are not axpectad to assume nermal re-
sponsibilities of Covernment dafense
or law enforcemant agencies. Rather,
licensees are requirsd, in acccrdance
with NRC regulations and their licens-
ing agreemeani oniy Lo prevent the
theft of strategic special nuciear mate-
rial and protact against the radiciogi-
cal sabotage of a licensed Iacility.
There are no NRC requiremernts reiat-
ing to: (1) Protection against ordinary
theft of nonnuciear macerials or other
criminal acts; (2) appra2hension and
arrest of criminals; or (3) defeating an
adversary force.

(4) Conjlict with Stcte and local gun
laws and use of aulomatic wecpons.
Comments raised ine question of the
regulation requiring armament for
guards and transport escorts in viola-
tion of State and local laws. In partic-
ular tae question was raised of trans-
port guards carTying weapons in cif.
ferent jurisdictions. AlsS #he specific
question of automalic weapons was
raised.

It is true ma.' hoth Federal and
State law have | ’t‘...g effects cn the
possession and use cf firearms by pri-
vate guards. In tkhe main, these laws
make “machire Zuns’’ unavailable (a
“magchine gun” is any weapon that
fires more than ore buliet with a
singie function of the wrigger), pre-
cluding the use of automatic weapens
by private persons.

Department of Znerzgy couriers and
guards (formerly AZC or ZRDA couri-
ars and zuards) are authonzed by Fed-
eral law o warry [lirearms (section
151k of the A:omic Energy Act of
1954, as amended). They may also
have automaiic weapons (42 US.C.
925¢aX1)). DOE may aiso extend this
authority to amployees of its contrac-
tors engaged in the sroteciorn of prop-
erty owned by the Tnitad States and
located at facilities owned by or con-
iracted 0 the United States (within
the context of activities authorized 27
the Atomic Eaergy Aci).

The Comrmission, however, telieves
thas the inerement in {irepower addad
By automatic wezpons would not be
sufficiently significant in the overall
physical protection system to warmant
the use of such weapons by private
guards, :

The Commission recognizes shat car- .

riers wonld need t¢ ccnsider the var-
ious local and Stacte zun Iaws for the
jurisdietions through which they
wouid he transporting strategic special
nuciear materital. This is not a new sit-
uation. There are many comparies
" transporting valuatle shipments with
armed ascoris through various juris-

dictions. This would indicata that it is

not an insclubla prosiem.

I% is not intended that the ;:ropcsed
amendments would override State and
lecal laws. It is the belief of the Com-
mission that adequate {lexikility in ar-
mament, with respect to State and
Federzl laws. already exists and that
no further legisiation is necessary at

- this time absent a conclusive showing
that automatic weagaons are assential
in the total physical protection
svstem. Where 3 licensee can show
conclusively that there is conflict with

State and iccal laws altermative mezs-

-dres would Se cousidered.

(5) Commenis indiccied conSusion
regerding the stalus of research rege-
tors under lthe proposed ruie. Com-
menters generally feit that research
reactors should not be required to
meet the siringent requirements of
the propesed rule. Comments indicat.
ed that those organizations ogerating
resesrch reactars, such as universities,
could not afford the added costs of the
upgraded proteciion. It was also noted
that imposition of these regquirements
on research reactors would be in viola-
tion of the Atomic Znergy Act of 1954,
as amended wherein the Commission
should “* * * impese only such mini-
mum amount of regulaticn * * * and
will permit the conduct of widespread
and diverse research and develep-
ment.”™

The intent and context of the pro-
posed regulation was 0 include only
those research reactors having more
than formula quantities of strategic
special nuclear material that %as not
self protecting by teing irradiated at
the level specified [z § 73.5(9), i.2., 100
rems per bour at 3 feet. A major part
of the confusion apparently resultad
{rom misunderstanding as 1o the real-
ment of the present sections in pars
73. These seciions would ce removed
when the new sections bSecame affac-
tive. Coverage for research reactors
baving less than the formula quantic
of strategic special auclear macterial
would continue to be coversd under

§73.40. The Commission is considering
a separale sectica in part 73 to cover
research reactor protection just as
there is a3 separate section, 3 73.35, to
cover the protection of power reactors.
Until such an amendment is made, re-
search reactors having more than for-
mula quantities would be covered by
the prepesed regulation when it i3
made effective.

(8) Performance-ariented requires-
ments flezibilily. Commenters suggest-
ed that flexibility be allowed in the
regulaticn to vary the pumber af es-
corts or escort vehicles, to use an unar-
mored vehicle that would e less con-
spicuous, to permit changes of routing
en route, and to adypt requirements to
site specific conditions. Other sugges-
tiops were made for changes in word-

ing to permit exemptions for specific

, conditions or deletion of requirsments

that would not be appropriate for cer-
tain conditions,
The objective cf the performance c2-

pability requirements is 0 provide
flexibility to the licen in dasigning

his s7stem to provide the desigmated
cazabilities. The capabilities are
cdesizn geals for tha licensee to {it 0
his individual site or tracsport condi-
tions. The capabilities are the staled
gcals- or requirements. Whetker 3
given system actually attains 3 specific
goal in practice will depend on the
conditions pertaining at the tme. The
system should “even:ha!& te gca-
sigrned to atiain toe specifiad gcals or
capabilitiss umndar the conditions that
exist at a given site or under a given
transport situation. Guidance in the
design of safeguards systems i3 being
preparsd and will be providad to the i-
cersees. This guidance [dantifies var-
ious subsystems and camponents that
can be usad to atlain the specifiad ca-
cabilities. The Lcensee must select the
aoprogriate combinations for his
neads,. The first paragraphs of th
system specification §§ 73.23 and 73.48
states that the Commission may au-
thorize other measures if in its opinion
the gverall level of jerformarce meets
the general performarce requirsments
and the perfocrmance capabiiity re-
quirements.

It is the intent of these capability re-
quirements and general performance
requirements to allow maximum flaxi-
bility 0 the licemsee in desigrnirg his
system. No exemptiorns to the specific
requirements of §73.28 or §73.48 are
needed so long as the diffsrences are
stown to meet the gemeral perform-
ancs and capavility requirements.

(7) Costs Commerters stated that
the costs given in the statement of
cousiderations were %00 low but rro-
viced no supporiirg data for higker
costs. The comment aiso was made
that some of the requirements could
not ze implementad at any cost bl ne
details were given.

The Commission has studied ths
costs of the propcaed armendmenss fu-.
ther and has had a valve/impacs apal-
7sis prepared on the basis of the refer-
ence system i the reguladon. A copy
of this analysis has been placed in the
Commission’s Public Document Room
%t 1717 H Street NW., Washicgtion,

.G,

If the Commission adopis the pro-
posed amendrrents to 19 CFR Pars 73.
each affected licersee would he given 3
pericd of 120 days following the 2ffze.
tive date of the amendments 1o submit
3 revised {Ixed site safegurards physicai
protection plan and, if apepropriate, s
revised safsguards rrapsportation pro
teczion plan describing now the licens
ee wll compiy with the requirements
of §73.20 (aX1l) and (2)(2). A licenses

FEDERAL REGISTER, YOL 43, NQ. 154—'WEDNESDAY, AUGUST 9, 1373



35328

would be given up to 300 days after

. the effective date of the amendments
or 90 days after the submitted plan is
approved. whichever is later. to impie-
ment the approved plan except for
certain activities involving new con-
struction, significant physical modifi-
cation of exisiing structures. or major
equipmernt installation for which 540
days or 130 days after the plan is ap-
proved would be allowed.

In addition, a licezmsee would be
given up to 210 days after the effective
date of these amendments to submit a
revised fixed site safeguards physical
protection plan and. if appropriate, a
revised safeguarcs r.ra...spomuon »ro-
tection plan describing hew the licens-
ee will comply with the requirements
of'§ 73.20(aX(3).

A licensee would be given up to 390
days alier the eifective date of these
amendments or 90 days after this
latter plan is approved, whichever is
later, to implement the approved plan
except for activities specifically identi-
fied by the licensee which involve new
comstruction. significant modification
of existing structures or major eguip-
ment installation for which 540 days
after the eiffective date of these
amendments or 1380 days after the
planis) is approved, whichever is later,
would be allowed.

The amendments would become ef-
fective 30 days after publication in the
FProeraL RecisTzn.

The systam specifications included
in §73.26 for ‘ransportation physical
protection sysiems are based on com-
ments received on the transportation
protection requirements proposed for
comment on November 13, 1574 (39
FR 40036) and subsequent consider-
ations.

The commmxon has determined
under Council of Envirenmental Qual-
ity guidelines and the criteria in 10
CFR Part 51 that an environmental
impact statement for the proposed
amendments to 10 CFR Part 73 is not
reguired. Concurrently with publica.
tion of the notice of proposed rule-
making of July §, 1977 (42 FR 34310)
the Commission made available in its
Pudlic Documents Room at 1717 H
Street NW., Washington, D.C. an “En-
vironmental Impact Appraisal of
Amencments To 10 CFR Part 73, to
support a Negative Declaration. This
docursent is appropriate for the re-
vised proposed amendments as well

Pursuant to the Atomic Energy Act
of 1954. as amended, the Energy Reor-
ganization Act of 1974, as amended,
and seczion 333 of title 5 of the United
States Code, notice is hereby given
that adoption of the following amend-
ments to Title 10, Chapter [, Code of
Federal Regulations, Part 73 is con-

, templated.

1. Section 73.1(a) of 10 CTR Part 73

is revised to read as follows:

‘PROPOSED RULES ~

§731 Purpose and scope.

(a) Purpase. This part prescribes re-
qQuirements for the establishment and
maintenance of a physical protection
eystem which will have capabilities for
the protection of special nuclear mate-
rial at fixed sites’and in transit and of
piants in which special nuclear materi-
al is used, to protect against acts of ra-
diological sabotage and prevention of
theft of special nuclear-material.

2. Sections 73.2(c), (). (), (k), (n),
and (p) of 10 CFR Part 73 are revised
to read as {ollows:

§73.2 Definitions.
As used in this part:

" (@) “Guard” means a uniformed indi-
vidual armed with a {irearm whose pri-
mary duty is the protection of special
nuclear material agzinst theft, the
protection of a plant against radiologi-
cal sabotage, or both. -

(D) “Physical Barrier” means

(1) Fences constructed of No. 11
American wire gage, or heavier wire
fabric, topped by three strands or
more of barbed wire or similar mazeri-
al on brackets angled outward between
30° amd 45° frorz the vertical, with an
overall height of not less than 8 feet,
including the barbeqd topping;

(2) Building walls, ceilings and {loors
constructed of stone, brick, cinder
block, concrete, steel or comparable
materials (openings in which are se-
cured by grates, doors, or covers of
construction and f{astening_ of suffi.
cient strength such that the integrity
of the wall is not lessened by any
opening). or walls of similar construc-
tion, not part of a building, provided
with a barbed topping described in
paragraph (fX1) of this section of a
height of not lass than 8 feet: or

(3) Any other physical obstruction
constructed in a manner and of mate-
rials suitable "for the purpose for
which the obstruction 13 intended.

(h) “Vital area” means any area
which contains vital equipment.

(k) “Isolation zone” means any area,

clear of all objects which could con- -

ceal or shield an individual, adjacent
to a physical barrier.

(n) “Vault” means a windowless en-
closure constructed with walls, floor,
roof and doorts) that will delay pene-

tration appropriate to the ressponse
time of the local lag enforcement au-
thority that would respond to a safe-
guards contingency at the site.

L] L ] L ] L ®

(») “Radiological sabotage” mezans
any deliberate act directed against 2
plant or transport in which an activity
licensed pursuant to the regulations in
this chapter is conducted, or against 2
component of such a plant or trans-
port which could directly or indirectly
endanger the public heaith and safety
by exposure to radiation.

3. Section 73.2 of 10 CFR Part 73 is
:.g.)ended to add paragraphs (x) thru
(S48
§73.2 Dehnitions.

As used in this part:
L ] [ ] L] ® -

(x) “Strategic special nuciear materi-

'al” means uranium-235 (contained in

uranium enriched to 20 percent or
more in the T-235 isotope), uraniurm-
233, or plutonium.

() “Formuls quantity” means stra-
tegic special nuclear material in any
combinaticn in a quantity of 3.000
grams or more computed by the for-
muia, grams = (grams contained U-235
+ 2.5 (grams T-233 <+ grams plutoni-
um).

(2) “Transport” means any la.nd. sea,
or air conveyance or modules fcr these
conveyances such as rail cars or stan-
dardized cargo containers.

(aa) “Incendiary device™ means any
self-contained -device Intended to
create an intense fire that can darcage
normally flame resistant or retardact
materials.,

(bb) “Controlled access area™ means
any temporarily cr permanently estab-
lished clearly demarcated area. access
to which is controlled and which af.
{ords isolation of the material, equip-
ment or persons within it.

(ce) “Movement control center”
mearns an operations center which is
remote from transport activity and
which maintains periodic position in-
formation on the movement of strate-
glc special nuclear macterial, receives
reports of attempied attacks or thefts,
provides a means for reporting these
and other protlems to appropriate
agencies and can request and coordi-
nate appropriate aid.

(dd) '"Force” means potentially vio-
lent methods used 0 attempt to gain
unauthorized access or introduce un-
authorized materials into or remove
stragetic special nuclear material from
protected areas, vital areas, material
access areas, controlled a2ccess areas,
Or transports.

(ee) “Stealth” means cover: methods
used to attempt to zain unauthorized
access Or introduce or remove unau-
thorized materials where the fact of
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such attempt 's concealed or an at-
tempt IS made to conceal it.

(£f) “Deceit” means methods used to
aftempt to gain unaothorized access or
introduce or remove unauthorized ma-
terials where the atftampt involves f{al-
sification to present tae appearance of
auchorized access.

4. The undesignated first paragraph
of §$ 73.8 is revised to read is {ollows:.

$723 Exemptions of certain guantities
and kinds of special nuclear mazerial
A licensee is exemp: from the r=
quirements of 3§ 73.20. 73.25. 7128,
73.27, 73.45, 73.48, T3.70. and T&72
with respect to the f{ollowing special
nuclear material:

[} e - . *

5. Section 73.8 is amended to add
paragraph (d) to read as follows:

$738 Exemptions of certain goantities
and kinds of special nucieur material.

(d) Sgecial nuclear material that is
being transported by the TUniled
States Department of Energy traos-
DOt system.

3§ 73.30 through 73.26 and 73.50 ({Deleted]
8. Sections 73.30 through 73.38, and
73.50 are deleted.
7. The undesignated f{irst paragraph
of §$73.30.is revised to read as follows:

§72.50 Requirememnts for physical protec-
tion of licensed activities.

Bach licensee who is suthorized to
possess, use, or store formula quanti-
ties of strategic special nuciear materi-
al ‘vhich is not readily separable {rom
other radioactive material and which
has a total external radiation dose
rate in excess of 100 rems ger hour 22
a distance of 3 feet from any accessitle
surface without intervening shielding
cther than at a nuclear reactor faciiity
licensed pursuant to part 50 of this
chapter shail comply with the {oilow-
ing -

3. Section $3.40¢2) is revised to read
as follows:

§72.40 Physical protection: General re
quirements as fixed sites.

(a) Each licensee shall provice physi-
cal proteciion azainst industrial sabo-
tage and against thelt of special nucie-
ar material at the {ixed sites where li-
censed aciivities are conducted. Physi-
cal security systems shall be estab-
lished and maintained by the licensee
in accordance with security plans ap-

proved by the Nuclear Regulatary -
c :

smmission.
(b) LAmended]

9. Paragraph 73.40(B) {s ravised to re-
place references to 3373.30 and 73.50
with refarences to 3§ 73.20; 73.25; 73.28;
T73.43; and 73.48.

10. New 3§ 73.20, 73.28, 73.28, T73.27,
T3.43, and 73.48 are added {0 read as
fallows:

§7320 General performance requires
ments.

(a) In addition to any other require-
ments af this part, each lcensee who
is authorized to operate a fuel repro-
cessing plant pursuaat %o part 38 of
this chapter: possesses or uses formula
quantities of strategic special nuclear
material at.any site oy contiTuous sites
subject to cantrol by the licenses; is
aunthorized Lo transport or deiiver to a
carrier for transportation pursuant to
part 70 of this chapter far=ula quanti-
ties of strategic special nuclear materi-
al: takes delivery of formula quantities
of strategic specisl nuctear maferial
free ogn board (f.c.b.) the poimt at
which it is delivered to a carrier for
transportation: or-imgorts or exporss
formula guantities of strategic special
zuciesr material shall establish and
maintain or make arrangements for a
physical protection sysiem which will
prevent with high assurance theft of
strategic special noclear matertal and
protect against radiological sabotage
by the foilowing:

€1) A determined viclent exterral as-
sauit, attack by stealth, or deceptive
actions, by a smail group with the fol-
lowirng atiributes, .assistance and
ecuipment: (i) Well-trained (including
military training and skills) and dedi-
cated individuals, (i) inside assistance
which may Irnclude a Zrowledgesble
mdéividual who attempts o participate
in both a zassive role (e.g., provide in-
formaticn) and an active role (e.3.. fa-
cilitate entrance and exit, disabie
alarms and comrmzunications, part
pate 'z viclent attack), (lil) suitable
weapons, ¢ %20 and incduding bkard-
»eid automatic weapous, squipped
with silencers and having etfective
long range accuracy, (7} bandecatried

equipment, including incapacitating
agents and explosives for use as tools
of entry or otbherwise descrogicg the
rlant or transport integrity, and (v)
the ability to operate a3 ¥%0 or mors

teams,
(2) An individual, inciuding an em-
sloyee (In any position), and
(3) A cotspiracy between individuals
{n any pesition who may bhave: )
Access to and detafled krowledge of
the facilities and activities referzed to
in §$73.20(a), or (ii) items that could fa-
cilitate theft of special nuclear mazeri-
{e.g.. small tools, substitate matari-
al, faise documernts, efe.), or Soth.
(b) To mees the general periormance
of paragraginn (a) of this
secrion 3 lcensee shall establish ard

maintain, or arrange for; a physical
protection system thats

(1) Provides the perfor=ance capa-
bilities descrived in § 73.2§ for in-tran-
sit protection or in §73.45 for fixed
site protectior umiess otherwise au-
thorized by the Commission;

(2) Is designed with sufficient redun-
dancy and diversity to assure :ainte-
nance of the capakilitiss descrited in
$73.25 or § 73.45; and

() Includes a testing and mainte-
pance program $0 assure control over
all activitiss and davices affecting the
effectiveness, reilability, and availabil-
ity cf the pixysical protaczion syscem.
Inciuding a demonscration that any
defects of such activities and devices
will be promptly detacted and corrsct- .
ed for the toial period of time they are
required as a part of the physical pro-
tection system.

(c) Each licensee subject to the re-
quirements of paragraphs (a) and (o)
of this section shail:

(1) Within 120 days after the effes-
tive dale of these amencments, submit
a revised fixed sits jafeguards zhysical
protecticn plan and, if appropriate, a
ravised safeguards fransportation pro-

. tectiom plan desesibing how the licens-

ee will comaly with the Ssguirements
of paragrapis (ai(l) and (aX2) of this
sectiom; and

(2) Within 200 days after the offec-
tive date of these azmeandments ar $0
days alter the plan submitted pursu.
ant to paragzaph (e)X1) of this section
i3 approved, wxichever is later, ismple-
ment the approved plan sxcent for ac-
Hvities specifically identified by the U-
cansee whica nvolve new comstruc-
tion, significant physical modification
of existing structurss or major equip-
ment installstion for which 540 days
alter the effective date of these
amendments or 130 days after the
pan(s) is approved, ®hichever is later,
will be alowed.

(3) Fithin 210 days aiter the eif
tive date of these armendments submit
a revised [ixed site saleguards phsical
rrotection pian and, if appropriate, a
revised safeguards transportation pro-
tection plan describing how the licens-
ee will comply with the requirements
of paragr2ph (a)3) of this section; aad

(4) Within 390 days afier he eifec-

-tive date of these a.mend:::enr.s or ¥

days after the plan(s) submitted pur-
suant to paragragh (eX3) of this sa2c-
tion is approved, whichever is lazer,.
impiement tke approved gplan except
for activities specifically identified by
the licensee which inveolve new con-
struction, sigm.{.can: modificaticn of
existing structures or major equip-
ment i.‘r:s:a.llar.‘.cn for whica 340 days

ter the eflective date of thase
amendmerts cor 130 days after the
plan(s) is appreved, whickever is later,
will e allowed.
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§73.2S Performance capabilities for physi-
cal protection of strategic special nu-
ciear material in transit,

(a) To meet the general performance
requirement of $73.20 an In-transit
physical protection system shall in-
clude the performance capabilities de-
scribed in paragraphs (b) through (d)
of this section unless otherwiss au-
thorized by the Commission.

(b) Restrict access to and activity in
the vicinity of transports and stratagic
special nuclear material. To achieve
this apsbmty the physical protection
system skall:

(1) Mirimize the vulnerakility of the .
strategic special nuclear material by
using the following subfunctions and
procedures:

(1) Preplanning itineraries for the
movement of strategic special nuclear
material;

(i) Periodically updating knowledge
of route conditions for the movement
of strategic special nuclear materiall

(iif) Maintaining knowledge of the
status and position of the strategic
special nuclear material en route; and

(iv) Determining and commurnicating
alternative itineraries en route as con-
ditions warrant.

(2) Detecs and delay any unauthor-
{zed attempt %0 gain access or intro-
duce unauthorized materials by
stealth or fcree into the vicinity of
transports a: zlil stops using the fol-
lowing subsystems and subfunctions:

(1) Controiled access areas to ‘solate
strategic special nuclear material or
transports at ail stops to assure that
unauchorized persons or materials
shall not have direct access tc the
transports or strategic special nuclear
material;

(ii) Access detection subsystexs and
procedures to detect, assess acd com-
municate any unauthorized pernetra-
tion (or such attempts) of a controlled
3Ccess area by persons, vehicles or ma-
terials at the time of the pexetration
(or attempt) so that the response can
prevent the penetratioa (or aitempt)
from resulting in the theft of strategic
special nuclear material or radiological
sabotage.

(3) Detect and delay any unauthor-
ized attempt to gain access by stealth
or force {nto the vicinity of strategic
specia! nuclear material on board
moving tTacspor's using the Jollowing
subsystems and subfunctions:

(1) Controlled access areas to assure
unauthorized peérsons shall rzot have
direct access to the strategic special
nuciear material; - .

(if) Secured cargo compartments;

and

(i) Monitoring and surveillance sub-
systems and procedures to detect,
assess and communicate any unau-
thorized access into the vicinity of
strategic special nuclear material or
penetration of cargo compartments or

PROPOSED RULES

controlled access areas (or such at-
tempts) so that the response can pre-
vent the theft of strategic special nu-
clear material,

(4) Detect attempts to gain unau-
thorized access or introduce unauthor-
ized materials into the vicinity of
transports by deceit using the follow-
ing subsystems and subfunctions:

({}-Access authaorization controls and
procedures to provide current authori-
zation schedules and access criteria for
persons, materials and vehicles; and

(ii) Access controls and procedures
to verify the identity of persons. mate-
rials and vehicles and assess such iden-
tity against current authorization
schedules anud access criteria before
permitting access and to intitiate re-
sponse measures to deny unauthorized

- entries, -~

(¢) Prevent or delay unauthorized
entry or introduction of unauthorized
materials into, and umauthorized re-
moval of strategic special nuclear ma-
terial from transports. To achieve this
capability the physical protection
system shall: -

(1) Detect attempts to gain unau.
thorized entry or introduce unauthor-
ized materials into transports by
deceit using the following subsysterzs
and subfunctions:

(f) Access authorization controls and
procedures to provide current authori-
zation schedules and entry criteria for
access into transports {or both persons
and materials; and

(i) Znery controls and procedures to
verify the identity of persons and ma-
terials and to permit ansport enwry
only to those perscns and materials
specified by the current authorizaticn
schedules and entry critéria.

(2) Detect attempts to gain unau-
thorized entry or introduce unauthor-
ized material into transports by
stealth or force using the -following
subaystems and subfunctions:

(1) Transport features to delay
access to sirategic special nuclear ma-
terial sufficient to permit the detec-
tion and response systems to f{unction
30 as to prevent the theft of strategic
special nuclear material:

(i) Inspection and detection subsys-
tems and procedures to detect unau-
thorized tampering with transports
and cargo containers; and

(iif) Surveillance subsystems and
procedures to detect, assess and com-
municate any unauthorized presence
of persons or materials and any unau-
thorized attempt o Jenetrate the
transport so that the response can pre-
vent the theft of strategic special nu-
clear material,

(3) Prevent unauthorized removal of
strategic special nuclear material {rom
transports hy deceit using the follow-
ing subsystems and subfunctions:

J1) Authorization controls and proce-
dures to provide current schedules for

authorized removal of strategic special
nuclear material which specify the
persons authorized to remove and re-
ceive the material, the authorized
times for such removal and receipt
and authorized places for such remov-
al and receipt. .

(i) Removal controls and procedures
to establish removal procedurss for
transferring cargo in emergency situae
tions; and

(ili) Removal controls and proce-
dures to permit removal of strategic
special nuciear material only after ver-
ification of the indentity of persons re-
moving or receiving the strategic spe-
cial nuclear material, and the identity
and integrity of the strategic special
nuclear material being removed from
transports.

(4) Detect attempts to remove strate-
Zic special nuclear material from
transports by stealth or force using
gihe following subsystems and subfunc-

ons:

(1) Transport {eatures to delay urau-
thorized strategic special nuclear ma~
terfal removal attempts sufficient to
assist detection and permit a response
to prevent the theft of strategic spe-
cial nuclear material: and

(i) Detection subsystems and proce-
dures to detect, assess and comruri.
cate any attexpts ai unauthorized re-
moval of strategic special nuclear ma-
terial so that response 0 the attemapt
¢an he such as o prevent the removal
n:p:th of strategic special nuclear mate-

(d) Respond to safeguards contin-
gencies and emergencies to-assures that
the two capabilities paragraphs (b)
and (¢) of this section are achieved,
and to eagage and impecde adversary
fcrces until local law enforcement
forces arrive. To achieve this capabili-
ty. the physical protection system
skail:

(1) Responad rapidly and effectively
to safeguards contingencies and smer-
gencies using the following subsystems
and sudfurnctions:

(1) A security organization coxmpcsed
of traized and qualified personael, in-
cluding armed 2scor:s. one of *hom 3
desigrated as escort commzander, with

. procedures for comrzand and csmtrol,

to execute response Juxciiorns.

(1) Assessment procedures to iss
the nature and extrent of security re.
lated incidents.

(ili) A predetermined plan to re-
spond to safeguards contingency
events.

(iv) Equipment and procedurss to

“enable resporses o security related in-

cidents sufficiently rapid and effac:
t0 achieve the predetermined objactive
of each action.

(v} Zquipment, vehicle design f2a.
tures, and procedures 0 protect secu-
rity crganization personnel, including
those at the movement control cenzer,
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In tnei periormance OI assessment
- and response related functions.

(2) {Transmit detection, assessment
and other response related informa-
tion using the following subsysr.em.s
and subfunctions:

(i) Communications equipment and

procedures to rapidly and accurately.

transmit security information amonsg
armed escorts.

(ii) Equipment and pmcedu.res for
two-way commurnications between the
escort commander angd thie movement
control center to rapidly and accurate-
ly ‘ransmit assessment nformation
and requests for assistance by local
law enforcement forcss, and to coordi-
nate such assistance.

(1ii) Communications equipment and
procedures for the armed escorts and
the movement contrcl center person-
nel to notify local law enforcement
forces of the need for assistance:

(3) Estabiish liaisons with local law

enforcement authorities to arrange for

assistance enrouta.

(4) Assure that a single adversary
action cannot destroy the capability of
armed escorts to notify the local law
enforcement forces of the :xeed fcr as-
sistance. %

§ 73.28 Transportation physical protection
systems, subsystems, elements compo-
nents, and procedures,

(a) A transportation physical protee-
tion system established pursuant to
the general gerformance requirements
of §73.20 and performance capability
requirements of § 73.25 shalil include,
but are not necessarily lUmited to, the
measurss specified in paragraphs (9)
through (1) of this section. The Com-
mission may require, depending on the
individual transportation conditicas or
circumstances, alternate or additicnal
measures deemed necessary t0 meet
the general performance requirements
of 373.20. The Commission also may
aucthorize protection measures other
than those required by this section if
in its opinion the averall level'cf per-
formance meets the general perform-
ance requirements of §$73.20 and the
performance capability requirements
of § 73.2S. -

(b) Planning and scheduling.

(1) Shipments shall be scheduled to
avoid reguiar patterns and preplanned
to avoid areas of natural disaster or
civil disorders, such 2s strikes or riots.
Such shipments shall be planned in
order to avoid storage times in excess
of 24 hours and to assure that deliv-
eries occur at a time when the receiver
at the dellvery point is present to
accept the shipment,

(2) Arrangements shall be made with
law enforcement authorities along the
route of skipments for their response
to an smergency or 3 call for assist-
ance. A

(3) ror any series of shipments of
strategic special nuclear material By a
licensee to the same consignee in
whichh individual shipments are less
than the quantities requiring physical
protection in transit uncer 10 CFR

73.1(bX2), but the total quantity for.

the series exceeds the formula quanti-
ty of strategic special nuclear material
the licensee shall confirm and log the
arrival at the final destination of each
shipment in the series tefore releasing
the subsequent shipment.

(4) Security arrangements for each
shipment shall be approved by the Nu-
clear Regulatory Commission prior %o
the lime for the seven day nocice re-
quired by §73.72. Information to Ze
sugplied to the Commission in addi-
tion to the general security piaa infor-
mation is as follows:

(i) Shipper, consignee, carriers,
transfer points, modes of shipment;

(ii) Point where escorts will ralin.
quish responsibility or will accept re-
sponsibility for the shipment;

(ili) Arrangements made for transfer

of shipment security; and

(iv) Security arranzements at point
where escorts accept responsibility fcr
an import shipment.

(3) Eand-to-hand receipts shall be
completed at origin and destinazion
and at all points enroute where there
is a transfer of custody.

(¢) Export/import shipments.

(1) A licensee who imports formula
quantities of strategic special nuclear
material shall make arrangerments to
assure thal such material will be pro-
tected In transit as follows:

(1) An individual designated by the
licensee or his agent, or as specified by
a contract of carriage, shall confirm
the container count azd axamine locks
and/or seals for evidence of tamper-
ing, at the first place in the Cnaited
States at which the shipment is dis-
cha:zed {or the arTiving carrier.

(i) The shipment shall ke protected
at ail times within the gecgraphical
limits of the TUnited States as provided
in this section and 3§ 73.25 and 73.27.

(2) A licensee who exports formula
quantities of stratagic special nuclear
material shall comply with the re-
quirements of tkis secticn and 3§ 73.25
and 73.27. as appilicable, up to the {irst
point where the shipment is taken off
the tmansport outside the TUhnited
States.

(d) Security organization.

(1) The licensee or his agent shall s
tablish a transportation security orza-
nization,. . including armed escorts,
armed response personnel or guards,
and 2 movement coutrol center
manned and equipped %o monitor and
cortrol shipments, to communicate
with local law enforcement authori-
ties, and to respond to safeguards con-

- tingencies, All individuals engaged in

the protection of a shipment, includ-

- nuclear

ing armed 2scorts, armed response per-
sonnel, employees of the licensee or
his agent who acompany the ship-
ment. and tkhe operators in the move-
men? controi center shall have an’
NRC or DOE material access authoert-
zation.:

(2) At least on2 full time memker of
the security orzanization ®ho has the
authority to direct the physical pro-
tection activities of the security orga-
nization shall te on duty at the move-
ment control center during the course
of any shipment.

(3) The licensee or nis agent shall es-
tablish, maincain, and {ollow a ma=x-
agement system to srovide for cthe de-
velopment, revision. implementation.
and enforcement of transgortation
paysical protection procedures. The
system shall includs:

(i) Written security procedures
which dccument the structurs of the
traposportation security orzganization
and which detail the duries of drivers
and escorts and other [ndividuals re-
sponsible for security; arnd

(i) Provision for written approval of
such procedures and any revisions
tSereto by the individual with overail
reponsibility {or the security funcsion.

(4) Neither the licensee or nis agent
shall permit an individual to act as an
escort cor cother secur':7 organization
member unless such individual has
been trained, equipred, acd qua.l..fied
to perform each assigned securit 1 joo
duty in accordance with appendix B,
of this part, “Geaneral Criteria for Se-

urity Personzel” o be published scon
3s an effective rule. Uzon the request
of an authorized representative of the
C'-mmmxon the licensee or hkis a.g-m.
nzll demonstrate the ability of ¢
pnyﬂca.l security personnel to nrry
out their assigned duties arnd resgonsi-
bilities. Armed 2scarts shall requaiify
in accordance with Agpendix 3 of this
part at least every 12 menils. Such re-
gqualificaticn shall e doccumented.

(e) Contingency and resgponse plans
and procedures.

{1) The licensee or his zgent shall es-
takiish, maintain, 2r4d fcllow a safe.
guards contingeacy pian f{or dealing
with threats, theifts, and racdiclegical
sabotage related :o strategic special
material ia transit sulject to
the provisions of this section. Such
safeguards contingency plan snail te
in accordance with the criteria in ap-
pendix C o thus part, "mcen..ee Sales-
guards Contingancy Plan™ (43 =2
11362).

(2) Upon detection of abnormal Jres-
ence or activity of persons or vehisles
attempting t0 pepetraie a oving

'Proposed amendments requiring NRC
=atarial authornzation program {or lLcensee
access 0 Or Sonirol over special nuci2ar ma-
terial (SECY-75-308) wers '*ut:!u‘:ed 25 2
Jreposed rule on March 17, 1377 (42 FR
14380) and were discussed in 1 public hear-
izg on July 10, I1, and 12, 1573.
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convoy or persons attempting to gain
access to a parked cargo vehicle or
upon evidence or indication of pene-
tration of the cargo vehicle the armed
escorts or other armed response per-
sonrel shall:

({) Determine whether or not a
threat exists;

(i) Assess the extent of the threat,
if any:

(iif) Take immediate concurrent
measures o neutralize the threat by:

(g) Making the necessary tactical
moves to prevemnt or impede acts of r3-
diological sabotage or theit of strate-
gic special auclear material, and

(3) Informing local law enforcement
ageacies of the tnreat and requesting
assistance.

(3) The licensee or his agent shall in- -
struct every armed escort and all
armed response personnel to prevent
aor impede acts of radiological sabotage
or. theft of strategic special material
by using sufficient force to counter
the force directed ai him including.the
use of deadly force when armed es-
corts or armed response - personnel
have a reasonable belief that.it is nec-
essary in seif-defense or in the defanse
af ochers.

(f) Transfer and storage of stratagic
special nuclear material for domestic
shipments.

(1) Strazegic speciak-nuctear material
shall be placed in a protected area at
transfer points if transfer is not imme-
diate from one tramspart to another.
Where a protected area is not availa-
ble a controlled access area shall be es-
tablished for the shipment. The trans-
port may serve as a ccntroiled access
area. -

(2) All transfers shall be protected
by at least nine armed esccrts or other
armed personnel—one of whom shsll
serve as comroander. At least ssven of
the armed perscnnel (including the
commander) 3hall be available to pro-
tecs the shipment and at least three of
the seven shail kaep the strategic spe-
cial auclear marterial under continuous
survsillance while it is at the transfer
point. The two remairing armed per-
scnnel shall take up positions at a

remote mcnitoring location. Tha
remcte location. may be a radio-

equipped vehicle or 2 rearby place,
apart frem the shipment ares, 30 that
a single act cannot remove the capabil-
ity of the personrel protecting the
shipment for calling- for assistance.
Each of the nine armed escoris or
other armed personnel shall te capa-
Sle of maintaining communication
witk each other. The commander skall
nave the capability to commuricate
with the personnel at the remote loca-
tion and with local law enforcement
agencies for emergency assistance. I
addition the armed escor:s personnel _
at the remote loecation shall have the
capability to communicate with the
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law enforcement agencies and with
the shipment movement control
censer. The commander shall call the
remote location at least every 3Q mir.
utes %0 report the status of the ship-
ment. If the cails are not received
within the prescribed time, the gerson-
nel in the remote location shall re-
quest assistance {rom the law enforce-
ment authorities, notify the shipment
movement control center and initiate
the appropriate contingency plans.
Armed escorts or other armed person-
nel shall observe the opening of the
cargo compartment of the incoming
ansport and insure that tkhe ship-
ment is complete by checking locks
ard seals. A shipment loaded onto or
transferred to anotker transpor: shall
be checked to assure complete loading
or transier. Continuous visual surveil-
lance of the cargo compartment shall
be maintained up to the time the
transport departs from the terminal
The escorts shall observe the frans-
port until’ it has departed and shall
notify the licensee or kis agent of the
latest status immediately ther=after.

(g) Access control suhsystem and
procedures,

(1) A gumbered ptcture badge identi.
flcation procedure shall be used o
idencify all individuals who %ill have
custody of a shicrment. The identifica-
tion. procedure shall require that the
indivicual who has possessicn of the
strategic special nuclear material shall
have, in advance; identification picture
badges of all individuals who are o
assume custody for the shipment. The
shipment shaill be released only when
the individual who has possassion of
strategic special nuclear material has
assured positive {dentification of all of
the persons assuming custody for tke
shipment by comparing the copies of
the identification badges that he has
received in advance to ideatifization
badges that the (ndividuals who will
assume cusiody of the shipment carry.

(2) Access o protected areas, con-
trolled access areas, TANSpOres, ascort
vehicles, aircrait, rail cars, and con-
tainers where strategic special nuclear
material is contained shall be limited
%o individuals suthorized access 0
these areas after they have Seen prop-
erly dentifiad.

(3) Strategic special nuclear material
shall be shicped in contairers that are
protected by tamper-indicating seals.
The containers also shail be locked if
they are not in another locked con-
tairer or tracsport. The dutermost
contairer or transport aiso shall ve
protected by tamper-indicating seals.

(h) Test and maintenance Drogramxs,

The licensee or his agent shail estab-
lish, maintain and follow a test and
mainterance program {[Or communica.
tions equipment and other physical
protection related dev!ces and equip-

~

ment used pursuant to this section
which shall include the following:

(1) Tests and inspections skall be
conducted during the installation, and
construction of physical protection re-
lated subsystems and componerts (o
assure that they comply with their ne-
spective design criteria and perform-
ance specificatiors.

(2} Preoperational tests and inspec-
tions shall be conducted for physical
protection reiated subsystems ard

components to demonstrace their ef-.

fectiveness, availability, apd reliability
with respect to their respective design
criteria azd performarnce 3specifica-
tions, 2¥

(3} Operational tests and ln.s:ecnous
shall be conduced for physical protec-
tion related subsystems and compo-
nents to assure their maintenance in
an operable and effective condition.

(4) Preventive maintenance pro-
grams shall be established for physical
protection related subsystems and
components 0 asswre thewr continued
maintenance in an operagle aad effec-
tive condition.

(5} All physical protection reiated
subsystems and components shall he
maintaiced in operatle condition. Cor-
rective action procecures and-compen-
satory messurss shail be daveloped
and empioyed to assure that the effec-
tiveness of the physical protection
system is not reduced by any single
failure or other contingsncies aifact-
ing the operation of the physical pro-
tectdon related equipment or struc-
tures,

(8) The transportation securily gro-
gram shall be reviewed at least every
12 montis or prior to each use, ®hich-
ever is greater, by individuals inde-
pendent of sotk security management
and security supervision. Such a
review snall include a review and audit
of secusity procedures and practices.
evaltation cf the eifectiveness of the
physical protection system, an audit of
the physical protection system testing
and maintenarce pregram, and an
audit of commitcments established for
response by iccal law enforcement au-
thorities. The results of the review
acd audit along with recommenda-
uions for improvements szall e docu-

ented, reported to the respoasible
orzanpization management, and xept
available for inspection for 2 pericd of
{ive years.

(1) Shipment by road.

(1) A detadled route pian shail ke
prepared which shows the routes 20 be
taken, the refueiing and rest stops.
and the call-in times to the movement
control cenzer. All shipments skall ce
made or primary highways with mini-
mum 2se of secondary reads. All skip-
ments shail be made ¥ithout interme-
diate stops except {or refueiing, rest or
emergency stops.

——
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(23 Cargo compariments of the
trucks or trailers shall be locked ard
protected by tamper-indicating seals.

(3) The shipment shall be protected
by one of the following methods:

(1) A specially designed cargo vehicle
truck or trailer that reduces the vul-
nerability to thelt. Design features of
the truck or trailer shall permit immo-
bilization of the truck or of the cargo-
carrying portion of the vehicle and
shall provide a deterrent to physical
penetration of the cargo compart-
ment. Two separate escort vehicles
shall accompany the cargo venicie.
There skall be a total of nine armed
escorts with at least two in the cargo
vehicle. Escorts may also operate the
cargo and escort vehicles,

(il) An armored car cargo vehicle.
Three separate escort vehicles shall
accompany such a cargo vwehicle.
There shall be a total of nine armed
2scorts, with at least two in the cargo
vehicle. Escorts may also operate the
cargo and escort venlicles.

(4) All escort vehicles skall be buliet-
resisting. .

(5) Procedurs=s shall be established
to assure that no unauthorized pesz-
sors or materials are on the cargo ve-
hicle before strategic special nuclear
material is loaded. or on the sscort ve-
hicles, bmmediately tefore the trip
begins. -

(8) Cargo and escort vehicles shall
maintain continuous intracervoy two-
way communication. In addition at
least two of the vehicles shall ke
equipped =ith radio telephones zaving
the capability of communicating with
the movement control center. A redun-
dant mears aof communication shall
also ve available. Calls to the move
ment control ceater shal be made at
least every half hour to contey tha
status and position of the shipment.
In the event no call is received in ac-
cordance with these requirements. the
licensee or his agent shall immediately
notify the law enforcement authorities
and the appropriate Nuclear Regula-
sory Cormission Inspection and =n-
forceraent Regional Cffice listed in ap-
pendix A of this part and {nitiate tke
appropriate contingency plan.

(T) At refueling, resg, or emergency
stops at least nine armed escorts or
other armed personrel shall be availa-
ble to protect the shipment and at
least three armed escorts or other
armed persounel shall maintain con-
tinuous visual surveillarce of the
cargo compartment. .

(8) Tranpsfers to and f{rom other
modes of transportation shall be in ac-
cordance with paragraph (f) of this
section.

(i) Shipment by Air.

(1) Except as specifically aporoved
by the Nuclear Regulatory Commis-
sion, no shipment of special nuclear
material shall be made In passenger

aireraft {n excess of (1) 20 grams or 20
curies, whichever i3 less, of plutonium
or urantum-233, or (li) 350 grams of
uranium-238 (ccntaired in uranium
eariched 20 20 percent or more in the
T-23§ isotope).

(2) All shipments on commercial
cargo aircraft shall be accompanied by
two. armmed escorts who shall be asle to
converse in a common language with
the captain of the aircraft.

(3) Transfers of these shipments
shall be minimized and shall be con-
ductad in accordance with paragraph

() of this section. Such shipments

shall be scheduled 30 that the strate-
gic special nuclear material is loaded
last and unloaded first.

(4) At scheduled stops. at least nine
armed escorts or other armed person-
nel shall be-available to protect the
shipment and at least three armeg es-
corts or other armed personnel shail
maintain continuous visual surveil-
lance of the cargo compartment.

(5) Export shipments shail be ac-
companied by two-armed escorss from
the iast terminal in the Tnited States
until che shipment is unloaded at a

. foreign terminal and prime responsi-

bility for physical protection is as-
sumed by agents of the consignee.
While on foreign soil, the escorts may
surrender their weapons to legally
corstituted local authorities. After
leaving the last terminal in the United
States the shipment shall be sched-
uled with no intermediate stops.

(8) Import shipments shall bde ac-
comparied by two armed escorts at all
times within the geographical limits of
the United States. These escorts shall
provide physical protection for the
shipment until relieved hy verifled
agents of the U.S. consignee.

(7) Procedures shall be established
to assure that no unauthorized per-
sons or material are on the aircraft
helore strategic special nuclear materi-
al is lcaded on hoard.

(8) Asrorgements shall be made at
all doestiz 3irports o assure that the
nine required armed escorts or other
armed persannel are available 2od
thac the required security measures
wiil be taken upen landing.

(9) Arrangements shall bte made at
the foreign termiral at which the
shipment is to be unloaded 0 assure
that security measures will ce tazen
on asrival

(X) Shipment oy Rail.

(1) A shipment by rail shall be es-
corted by nine armed escorts in the
shipment car or an escort car next o
the skipment car of the train. At least
three escorts shall keep the shipment
car under continuous visual surveil.
lance. Escorts shall detrain at stops
when practicable and time permits to
maintain the shipment cars under coa-
tinuous visual surveillarce and to
check car or container locks and seals.

(2) Procedurss shall be established
to assure that no unauthorized -per-
sons or materials are on the shipment
or 2scort car before sirategic special
nuclear material is loaded on bYoard.

(3) Only containers weighing 5,000
ibs ¢r more shall Ye snipped on open
rail cars.

(4) A voice communication ¢apability
betwesn the escorts and the move-
ment control ceater shall bSe main-
tained. A redundant meazs of continu-
ous communication also shail be avail-
able.. Calls to the movement control
center shall be made at least every
half hour to convey the status and po-
sition of the shipment. In the event no
call i{s received in accordance with
these requirements, zae licensee or his

snt shall immediately notify the law
enforcement authorities and the ap-
propriate Nuclear Regulatory Com-
mission Regional Office listed m ap-
rendix A of this part and initiate their
contingency plan.

(5) Transier to and from other
=odes of transportation shall be in ac-
cordance witly paragraph (f) of this
section.

(1) Shipment 55 Sea

(1) Stipments shall te made only on
container-ships. The strategic special
ruclear material container(s) shall te
loaded into exclusive use cargo con-
tainers conforming to Armercian Na-
tional Standards Institute (ANSID)
MES.1 or International Stardands Or-
ganization (ISO) 1498, Locks and seals
shail se inspected o7 the escoris when-
ever access is possible.

(2) All shipmexnts shall be 2ccompa-
nied By two armed 2scorts who shall
be able to converse in a common lan-
Fuage with the captain of the shkip.

(3) Minimum domestic ports of cail
stall be scheduled and there shall te
no scheculad transfer (o other vessels
after the shipment ieaves the last pors
in the United States. Transfer to and
from other modes of transportation
shall Se in sccordance with saragragh
(L) of this section. e

(4)at all ports of call the excorts
shall insure that the shipment is ace
removad. At least two armead 2s5¢Crts or
other armed personnei shall maintain
continous +visual surveiilance of the
cargo area where the container is
stored up L0 the tixme the ship depars.

(5) Export shipment snall te accom-
panied By t%o armed escors from the
last port [n the Tnited States until the
shipment is unioaded at a f{oreizn ter-
minal and prime responsibility for
physical protection is assumed by
agents of ke consignee. While on for-
eign soil, the escor:s may surrender
their weapons to legally constituted
local authorities.

(8) Impor: shipments shall te ac-
companied by two armed escorts at all
times within the geographicai limits of
the United States. These 2scorts shall
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provide physical protection for the
shipment until relieved by verified
agents of the U.S. consigree,

(T) Ship-to-shore communications
shall be available, and a ship-to-shore
contact shall be mace evary 8 hours to
relay position Information, and the
status of the shipment.

(8) Arrangements shall be made at
the foreign terminals at which the
shipment is to be unloaded to assure
that security measures will be taken
upon arrival

§ 7327 Notification requirements.

(a) (1) A licensee who delivers for-
mula quantities of strategic special nu-
clear material to a carrier for trans-
port shall immediately notify the con-
signee by telephane, telegraph, or tele-
type, of the time of departure of the
shipment, and shall potify or confirm
with the consignee the method of
transportation, including the names of
carriers, and the estimated time of ar-
rival of the shipment at its destina-
tion. (2) In the case of a shipment
(f.0.b.) the point where it is delivered
to a carrier {or transport, a3 licensee
shall, before the shipment is delivered
to the carrier, obtain written certifica-
tion from the licensee who s to take
dellvery of the shipment at the fo.b.
point that the physical protection ar-
rangements required by §373.25 and
73.28 {or licensed shipments kave been
made. When 3 centractor exempt from
the requirements {or a Commission li~
cense is the consigmee of 3 shipment,
the licensee shall, before the shipment
is delivered to the carrier, obtain writ-
ten certifization from the contractor
who is to take delivery of the ship-
ment at the £.0.b. point that tke physi-
cal protection arrangements required
by the United Stales Department of
Energy Manual Chapters 2401 or 2
as appropriate, have heer made. (3) A
licensee who delivers formula quanti-
ties of strategic special nuclear materi-
al to a carrier {or ransport or reieases
such spezial nuclear material f.0.b. at
the point where it i3 delivered to a car-
rier for transport shall also make ar-
rangements with the cousignee o be
notified immediately by telephone and
telegraph, teletype, or cabie, of the ar-
rival of the shipment at its destination
or of any such sihipment that is lost or
unaccounted for after the estimated
time of arrival at {3 destination,

(h) Zach licensee wWhko receives a
shipment of formula Qquantities of
strategic special nuclear material shall
immediately notify by telephone and
telegraph or teletype, the person who
delivered the material to a carrier for
transport and the Director of the ap-
propriate Nuciear Regulatory Com-
mission Inspection and Enforcement
Regional Office listed in appendix A
of the arrival of the shipment at its
destination. When 3 Tnited States De-
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partment of Energy license-exempt
contractor is the consignee, the licens-

‘ee who is the consignor shall notify by

telephone and telegraph, or teletype,
the Director of the appropriate Nucie-
ar Regulatory Commission Inspection
and Enforcement Regional Office
listed in appendix A of the arrival of
the shipment at its destination imme-
diately upon being notified of the re-
ceipt of the shipment by the license-
eXempt contracior as arranged pursu-
ant to paragraph (aX3) of this section.
In the event such a shipment fails to
arrive at its destination at the estimac-
ed time, or in the case of an export
shipment, the ncensec who exported
the shipment, immediately
notify by ulephone and telegraph or
teletype, the Director of the appropri-
ate Nuclear Regulatory Commission
Inspection and Enforcement Regional
Office listed in appendix A of this
part, and the licensee or other person
who delivered the material to a carrier
for transpori. The licensee who made
the physical protection arrangements
shall also immediately notify by tele-
phone and telegraph, or teletype, the
Director of the appropriate Nuclesr
Regulatory Commission Inspection
and Enforcement Regional Office
listed in appendix A of the action
being taken to trace the shipment.

(¢) Each lcensee who makes ar-
rangements for physical protection of
a shipment of formula quantities of
strategic special nuclear material as
required by $3 73.25 and 73.28 shall im-
mediately conduct a Tace [nvestiga-
tion of any shipment that is lost or un-
accounted for after the estimated ar-
rival” time and f{ile a report with the
Commission as specified in $73.7.. If
the licensee who conduc?s the trace in-
vestigation Is not the consignee, he

.shall also immediately report the re-

suits of his investigation by teleghone
and telegraph, or teletype o the con-
signee.

7943 Performance capabilities foxr {xed
site physical protection systams,

{a) To meet the general pericrmance
requirements of 37320 a fixed site
physical protection system shall in-
clude the performance capabilities de-
scribed in paragraphs (b) through (g)
of this section unless octherwise au-
thorized by the Commission.

*(b) Prevent unauthorized access of
persons and materials into material

protection system shall:
(1) Detect attempts to gain unaue
thorized access or introduce unauthor-

force using the following subsystems
and subfunctions:

¢i} Barriers (o ckannel persons and
masterial to material access and wntal

area entry control points and to delay.
any unauthorized pezetration at-
tempts by persons or materials suffi-
cient to assist detection and permit a
response that will prevent the pene-
tration; and

(if) Access detection subsystems and
procedures to detect, assess and com-
municate any unathorized penetration
attampts by persons or materidls at
the time of the attempt so that a re-
sponse can prevent the unauthgrized
access Or penetration.

(2) Detect attempts to gain wmau-
thormd access or (ntroduce unauthor-
ized” materials into material access.
areas or vital aress by deceit using the
following sub:ysnem and subfunc-
tions:

(1) Access authorization controls and
procedures to provide current authori-
zation schedules and entry criteria for
both persons and matertals; and

(ii) Entry controls and procedures to
verify the {deatity of persons and ma-
terials and assess such [dentity agairst
current authorization schedules and
entry criteria before permitting entry
and to initiate response measures to
deny unauthorized entries.

(¢) Permit only authorized activities
and conditions within protectad areas,
material access areas, and vital areas,
To achieve this capability the physical
protection system shall:

(1) Detect unauthorized activities or
conditions within protected areas, ma-
terial access areas and vital areas
using the following subsystems and
subfunctions:

(1) Controls and procedures that es.
tablish current schedules of author-
ized activities and conditions in de-
fined areas;

(i) Boundaries to deflne arsas
within which the authorized activities
and conditions are permitted; and

(df) Detection and surveillance sub-
systems and procedures to discaver
and assess unauihorized activities and
conditions and comrmunicate them 30
that response can be such as o stop
the activity or correct the conditions
before strategic special nuclear maceri-
al is stolen or radiological sabatage
committed.

(d) Permit only authorized place-
ment and movement of stralegic spe-
cial auclear material within matarial
access areas. TO achieve this capability
the physical procection systera shall:

(1) Detect unauthorized placement
and movexient of strategic special nu-
clear material within the material
access area using the following subsys-
tems and subfunctions:

(1) Controls and procedures to delin-
eate authorized placement and control
for strategic special nuciear material:

(i) Controis and procedures o es-
tablish current authorized placement
and movement of all strategic special
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- puclear material within material

. access aress; .
(iii) Controls and procedurss to.
~maintain knowledze of the identity,
quantity, placement, and movement of
all strategic sgpecial nuclear material
within material access areas; and :

(i7) Detecticn and monitormg sub-
systems and procedures to discover
and assess unauthorized placement
and movemeant of strategic special zu-
clear material and commurtcate them
SO0 that response can be such as 0
retrn the strategic special nuclear
material to authorized piacement or
control. .

(e) Permit removal of only author-
{zed and confirmed forms 2nd amounts
of stratagic special nuclear matearial
from material access aress. To achisve
this capability the physical protection
system shall:

(1) Detect attempts at unauthorized
removal of strategic special nuclear
material from material 2ccess areas oy
stealth or force using the following
subsystems and subfunctions:

(i) Barriers %o channel persons and
materials exiting a material access
area to exit control points and to delay
any urauthorized strategic special nu-
clear material removal attempts suffi-
cient to assist detection and assess-
ment and permit a response that will
prevent the removal; and -

(ii) Detection subsystems and proce-
dures to detect, assess and commumni-
cate any stlempts al unauthorized re-
moval of strategic specizi nuclear ma-
terial so that response to the attempt
csn be such as 0 prevent the removal

(2) Coniirm the identity-and quanti.
ty of strategic special nuclezr material
presented for rermoval from a material
access area and detect atiampts at un-
authorized removal of strategic special
nuciear material from material aceess
areas by deceit using the following
subsystems and subfunctions:

(1) Authorizaticn controls and sroce-
dures to provide current schedules {or
authorized removai of strategic special
nuclear material which specify the au-
thorized propertiss and guantities of
material to0 be removed, the persons
authorized to remove the material,
and the authorized iime schedule;

(ii) Removal controls and procedures
to identify and corfirm the properties
and quantities ¢f material teing re-

" moved and verify the identity of the
persons making the removal and time
of removal and 2ssess these against

the current authcrized removal sched- .

ule hefore permitiing removal; and

(iii) Commurications subsystems
and procedures to provide for notifica-
tion of an attempted unauthorized or
unconfirmed removal so that response
¢an se such as %o prevent the removal

(f) Provide for authorized access and
assure detection of ang response 0 un-
authorized penetrzaticns of the pro-

tected area to prevent theft of strate-
gic special nuclear material and to pro-

tect agzinst radiclogical sabotage. To.

achisve this capakility the physical
praotaction system shail:

(1) Cetect attampts 0 galn upau-
thorized access or mtreduce unauthor-
ized perscns, vezicles, or materials
into the protected area by st2alth or
force usicg the following sucsystems
and suafunctions:

{{) Barriers o cbannel persoas, veni-
cles, and matarials to protacted area
eniry control paints; and to deiay any
unauthorized Senetration attampzes cr
the intreduction of unauthorized veni-
cles or materials suificient Lo assist de-
tection and assessment and permit a
response that wiil prevent the pene-
tration or prevent such penetration
from resuiting in theft of strategic

recial nuclear matarial or radlogical
sagotage; and

(ii) Access detection subsystems and
procedures to detect, 2ssess ard com-
municate any unanthorized access or
penetrations or such attempts by par-
sons, vehicles, or materials at the time
of the act or the attammpt so that the
response can be such as toprevent tha
unauthorized access or pecetration, or
prevent such penetration from result-
ing in theft of strategic special nuclear
material or radiclogical sazotage.

(2) Detect attempts to zaiz unau-
thorized access or intredice unauinor-
ized persons, venicles, or materials
into the protected arez by deceit using
the following subsystems and subfunc-
tions; .

(i) Access authorization cantrols and
procadures to provide current authsri-
zation schedules and entry criteria for
zersons, vehicies, and materiais; and

¢ii) Entry controis and procedures o
verify the identity of persons, materi-
als and vehicles and assess such identi-
ty against current authorizztion
sclredules hefore permitting sntry and
to initiate resporse mesasures to deny
unauthorized access,

(g) Response. Zach phgsical protec-
tion program shall provice a response
capability %o assure that the five capa-
bilitles described in paragraphs (b)
through (f) of this secticn are
acnieved and the adversary forces will
be snguged and impeded until oifsite
assistance fcrces arrive. TO achieve
this capatility a licensee shail:

(1) Eszatlish a security organization

(i) Provide trained and quaiified per-
sonnel to carry out assigned duties and
respousibilities; and

(1) Provide for routine security oper-
ations and planmed and predeterminad
response W emergencies and safa.
guards-contingencias.

(2) Establish a predetermined plan
ta respond to safeguards contingency
events.

(3) Provide equipment for the securi- -
ty organizaiion and facillty desigh fea-
tures ta:

() Provide for racid assessment of
safeguards contingencies:

(ii) Provide for response by assigned
security organization personnei which
is suifciently rapid and effsctive 30 23

T to achieva the predetermired gbjactive

of the response; and

(i) Provide protection for ths as-
sessment and response personnel s
t=at they can complete their assigned
dutiss.

(4) Provide communications net-
TOTSS to: :

(i} Provide rapid and accurate traos-
mission of security information among
ansite forces for routine security cger-
ation, assessment of a contingency,
and resgonse 10 a contingency: acd

(ii) Provide rapid and accurate trans-
mission of derection and assesstment_
information to offsite assistance
forces.

(3) Assure that a single adversary
action cannot destroy the capapility of
the security orgainzation o notify the
oflsite assistance forces of the need
for assistance.

§73.48 Fixed site physical protection sys-
tams. suosystems, zlements, comgpo-
nents, and procedures.

(a) A lcensese physical protection
3yvstem establisned pursuant o the
Zeneral performarnce rsquirsmsents of
§73.20¢(a) 1) and (axX2) and the per-
formarnce czpavility requirements of
§ 73.43 snall include, but are not reces-
sarily limited to, the measures sgeci-
fied in paragraphs (3) through () of
this section. The Commission may re-
quire, uepending on individual faci¥ity
and site conditions, alternate or addi-
tional measurss deemed negessary o
meet Lhe generzl performance requirs-
menis of § 73.20. The Commissicn also
may authorize protection measures
other than these requirasd by this sec-
tion if, in its cpinicm. the overall level
of perfor—ance meets the gensml per-
formance requirements of §72.20 and
the pericrmance capability raquire.
ments of § 73.45.

(b) Security Orzanization

(1) The lcensee shail establish 3 s&-
curity organization includirg suards.

{2) The lcensee snall have casite 23
all time at least ope [uil time member
of the security organizacion wi:zh au-
thority to direct the physical protec.
tion activities of the security orzaniza-
tion.

(3) The licersee shail have 3 man-
agement system to provide Ior the da-
velcpment, revision, imolementaticn,
and enforcement of security proce-
dures. The system s5zall inciude:

(1) Written security preccadures
which decument the siructure of the
securily orzanizacion angd which deraij
the duties of guards, waichmmen and
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other individuals responsible fcr secu-
rity; and -

(1) Provision for written approval of
such procedures and any revisions
thereto by the individual with overall
g&lﬂombmty for the security f{umc-

on.

(4) The licensee shall not permit an
individual to act as a guard, watch-
man, armed response person, or other
member of the security organization
uniess such individual has been
trained, equipped. and qualified to
perform each assigned security job
duty in accordance with Appendix B
of this part “General Criteria for Se-
curity Personnel” to Se puklished scon
as an effective rule. Tpon the request
of an authorized respresentative of-
the Commission the licenses shall

-demonstrate the atility of the physi-
cal security personnel to carry out
their assigned duties and responsibil-
ities. Each guard, watchman, armed
response person, and ctixer member of
the security organization shall requa.
lify in accordance with Appendix B of
this part at least every 12 months.
Such requalification shall be docu-
mented,

(5) Within any given period of t.:ne.
a member of the security orgaxization
may not be assigned to, or have direct
operational control over, more than
oze of the redundant clements of a3
physical protection subsystem if such
assignment or control could resuit in
the loss of effectiveness of the subsys-

tem.

(¢) Physical barrier subsystems. (1)
Vital equipment shall be located only
within a vital area’ and strategic spe-
cial nuelear material shall be stored or
processed only in a material access
area. Both vital areas and material
access areas shall be located within' a
protected area so that accgess to vital
equipment angd to strategic special nu-
clear material requires passage
through at least {wo physical bartiers.
More than one vital area or material
access area may be located within a
singie protected area.’

(2) The physical barriers at the pe-
rimeter of the protected area shall be
separated from any otkber barrier des-
ignated as a physical barrier for a vital
area or material access area within the
protected area.

(3) Isolatica zones shail be main.
tained in outddor areas adjacent to
the physical barrier at the perimeter
of the protected area and shall be
large enough %o permit nbservation of
the activities of the people on either
side of that barrier in the event of it3
penetration. If parking facilities are
provided for employees or visitors,
they shall be located outside the isola-
tion zone and exterior to the protected
area.

(4) Isolation zomes and all exterior ~
areas within the protected area shall

o PROPOSED RULES

be provided with llumination suffi-
cient for the monitoricg and observa-
tion requirements of paragraphs
(eX3), (eX8), (AX4) and (h)(5) of this
section, but not less than 0.2 footcan-
dle measured at ground level

($) Strategic special nuclear matari-
al, other than alloys, fuel elements or
fuel assemblies, shall:

(1) Be stored in 3 vault when not un-
dergoing processing {f the material can
be used directly in the manufacture of
a nuclear explosive device,

() Be storsd in penetration-resis-
tant, tamper-indicating containers;

(ili) Be processed only in material
access areas constructed with barriers
that provide significant delay to pene-
tration: and

(iv) Be kept in locked coznpamnents
or locked process equipment while un-
dergoing processing excepc when per-
sonally attended.

(8) Enriched ura.nmrn scrap in the
form of sexall pieces, cuttings. chips.
solutions or in other forms which
resuit from a manufacturing process,
contained in 30 gallon or larger con-
tainers with a wranium-233 content of
less than 0.23 grams per liter, may be
stored within- a locked and separately
fenced area within a larger protected
area:-Provided, That the storage area
fence {s no closer than 28 feet to the
perimeter of the protected area. The
storage ar+a when uroccupied shall be
protected by a guard or waichmen
who shall patrol at intervals not ex-
ceeding 4 hours, or by intrusion
alarms.

(d) Access control subsystems and
procedures. (1) A numbered picture
badge identification subsystem shail
be used f{or all individuals who are au-
thortzed access %0 protected areas
without escort. An individual not em-
ployed by the licensee but who re-
quires frequent and extended access o
protected, material access, and vital
areas may be authorized access 1o such
areas without escort: Provided, That
he receives a piccure badge upon en-
trance into the protected area which
must be returned upon exit from the
protected area and which indicates (i)
nonemployee—no escort required: (i
areas to which access is authorized
and (iif) the period for which access
has teen authorized. Badges skall be
displaged by  all individuals while
inside the protected areas.

Unescorted access to vital areas, ma-
terial access areas ard contolled access
areas shail be limited to individuals
who have an NRC or DOE material
access authorization,® who are author-

tPropased amendments requiring an NRC
material authorization program for Ucensee
access to OF control aver special nuclear ma-
terial (SECY-76-508) were published as a
proposed rule on Mareh 17. 1977 (32 7R
14380) and were discussed in a public hear
ing on July 10, 11, and 12, 1978,

zed access t0 the material and equip-
ment i{n such areas, and who require
such access to perform their dutles.
Authorization for such individuals
snall be indicated by the issuance of
specially coded numbersd badgss indi-
cating vital areas, material access
areas, and controlled access areas to
which access is authorized. No activi-
ties other than those which require
access (o strategic special nuclear ma-
terial or equipment used in the pro-
cessing, use or storage of strategic spe-
clal auclear macerial, shall be permit-
ted within a macterial access area.

(3) The lcensee shall establish and
follow procedures that will identify to
access control personnel those vehicles
that are authorized and those materi-
als that are not authorized entry to
protected, material access, and vital
areas. )

(4) The licensee shall control all
paints of personnel and vehicla access
into a protected area. Identification
and search of all individuals for {ire-
arms, explosives, and ircendiary de-
vices, shall be made and authorization
shall be checked at such points. U.S.
Department of Znergy couriers en-
gaged (n the transport of sgecial nui-
clear material need not be searched.
Licersee employees having an NEC or
T.S. Department of Znergy material
access authorization shall be searched
at least on a random basis, The indi.
vidual resporsible for the last access
conzrol function (controlling admis-
sion to the protected area) shail be iso-
lated within a structure, with bullet-
resisting walls, doors, ceiling, floer,
and windows.

(5) At the point of personnel ard ve-
hicle "access into a protected area, all
band-carried jackages shall be
searched for !lrearms, explosives, and
incendiary cevices except those pack-
ages carried by persons having an
NZC or DOZ material access authort-
zation which shall be searched on a
Tardom basis when the person carry-
ing them is selected {or search.

(8) All packages and material Ior de-
livery into the protected area shail be
checked for proper identification and
authorization and searched on a
randem tasis {or {rearms, explosives,
and incendiary devices pricr 0 admit-
tance {nto the protected area, 2xcept

.those Commission approved delivery
- and inspection activities speciiicaily

designatad by the licensee to bte car-
ried out within matertal cceess, +ital
or protected aresas for reascns of
safety, security or operationai zecessi-

(7) All vehicles, except U.S. Depar:-
ment of Zrergy vehicles engaged in
transporting special auclear material
and emergency vehicies unde. emer-
gency conditiors, shail be searczed for
{irearms, explcsives, and inceadiary
devices prior to entry into the protect-
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" ed area. Vehicle areas to be searched
-shall {nclude the cab, engine compart-
ment, undercarriage, and cargo area.

~ (8) All vehicles, except desigrated li-
censee vehicles, requiring entry into
the protected area shall be escorted by
a member of the security organization
while within the protected area, and
to the extent practicatle shall be off-
loaded in an area that is not adjaceat
to a vital area. Desigrated licensee ve-
hicles shall be limited in thair use to
onsite plant functioms and shall
remain n the protacied area except
for cperational, maintenance, security
and emergency purgases. The licensee
shall exercise posicive contral over ail
such designated vehicles 10 assure that
they are used only by authorized per-
sons and for authkorized purposes.

(9) The licensee shall corntrol ail
points of personnel and vehicle access
t0 material access areas, vital areas
and controlled access areas. Identifica~
tion of personnel and vehicies shall be
made ard authorizaticn checkad at
suchn points. Prior o entry into 2 ma-
terial access area, packages. shall be
searched for firearms, explosives, and
incendiary devices. All vehicles, mate-
rials and packages, including txash,
wastes, tocls and equipment exiting
from a material access are3 shall be
searched for concealed strategic spe-
cial nuciear masterial by a team of at
least two individuals who are not au-
thorized access to thab marterial access
area. Zach indjviduai eziting a materi-
al access area shall undergo al least
two separate searches for concealed
strategic special nuclear material. For
individuals exiting an area that con-
tains only alloyed or encapsulated
strategic special nuclear material, the
second search may 2e conducted in a
randem manner.

(10) 3efore exiting from a material
access area, containers of concaminat-
ed wastes shall Se drum scanned and
.tamper sealed 2y at ieast two individ-
uais, vorking and recording as 3 team,
who do not have access 0 material
processing acd storage areas,

(11) Strategzic special nuclear materi-
al being grepared lor shipment offsite,
irecleding product, samples and scray,
shali be packed and piaced in sealed
containezs in the presence of al least
%o individusals working as a team wWko
shall verify and certify the contant of
each shipping container through the
witnessing of gross weight mmeasure-
ments and nondestructive assay, and
through the inspecticn of tamper seal
integrity and associated seal records.

(12) Areas used for preparing strate-
gic special nuciear material for ship-
ment and areas used for packaging
and screering trash and wastes shall
be controlled access areas and shall ke
separated Irom processing 2nd storage
areas.

v e weww v e

(13) Individuals not permitted by the
licensee to enter protected areas with-
out escort shall be escoried by a
watchman, or other individual desig-
nated by the licensee, while in a3 pro-
tected area and shall be badzged to in-
dicate that an escort is required. In ad-
diticn, the {ndividual shall be required
to register his name, date, time, pur-
pose of visit and employment affili-
ation, citizenship, andname of the -
dividual to be visited.

- (14) Al keys, locks, combinations

and reisted equipment used t0 control
access tp protected, material access,
vital, and controlied access 2reas shall
be controlled to reduce the probability
of compromise. Whenever there is evi-
dence that a key, lock, combination, or
related equipment may have been
compromised it shall e changed
Upon termination of emplovirent of
any employee, keys, locks, combina-
tions, and related equipment to which
that empiloyee had access. shall be
changed.

(e) Detection, surveiilance and alarm
subsysterss anc procedures, (1) The li-
censee shall provide an- intrusion
alarm subsystem with a capability to
detect penetration ihrough the isola.
tion zooe and o permit respoase
action. )

(2) All emergency exits in each pro-
tected. material access, and vital ares
shall be locked to prevent sary from
the outside and alarmed to provide
lecal visible angd audible alarm annun-
clasicn.

(3) All unoccupied vital areas and
material access areas shall be locked
and protected by an intrusion alarm
subsystem which will alarm upon the
entry of a person anywhere into the
area, upon exit fsom ths area, and
upca movement of an individual
within the area, except that for proc-
2ss material access areas only the 1oca-
tion of the sirategic special nuclear
material within the area is required to
be so alarmed. Vaults and process
areas that contain strategic special nu-
clear macerial that has not been al-
loyed or encapsulated shail also be
under the surveillance of closed cirzuit
television that is monitored in both
alarm stations arpd at least one other
continously manned onsite locaticn

{4) All mazned 2ccess centrol points
In the protected area barrier, all secu.
rit7 pawols and guard stations within
the protected area, and both alarm
statiors shall be provided with duress
alares,

(5) Al alarms required pursuant to
this section shall annunciace in a con-
tinuously manred. central alarm sta-
tion located within the protected area
ard in at least one other independent
continuously manred onsite station
not necessarily witkin the protected
area, so that a simgle act cannot
remove the capability of calling for as-

VUIUw

sistance or responding to an alarm.
The alarm stations shall be controlled .
access areas and their wails, doors,
ceiling, fleor, and wincdows shall be
buallet-resisting. The central alarm sta-
tion shail be located within a building
so that the interior of the ceatral
alarm station is not visible from the
perimeter of the protected ar=a. This
station may not contain any oper-
-ational activities that would interfere
with the execution of the alarm re-
spouse fuxction.

(3) All alarms required by this sec-
tion shall remain operable from inde-
pendent powes sources in the evezt of
the loss of notraal power. Switchover
to standby power shail be aurtomatic
and shzll not cause false alarms cn an-
nunciator modules.,

(7) All alarm devices including rans-
mission lres !0 annunciators shail be
tamper inZicailng and self-checking
e.g.. an automatic indication is pro-
vided when a failure of the alarm
systam Or 3 component occurs, when
ihere is an attempt to compromise e
systam, or wihen the sysiem is on
standsy power., The annunciation of
an alarm at the alarm stations shall
ingicate the iype of alarm (2.2, inzru-
sion alarm, emergency 2xit alarm, etel)
and location. The status of all alarms
and alarm zones shall be indicated in
the alarm staticas.

(8) All exterior areas within the pro-
tecied area shail be monitored or peri-
odicaily checked 5o dezect the pres.
ence of unasuthorized persouns, vehicles, -
materials, or unauthcerized activities.

(9) Methods 0 observe individuals
within material access areas Lo assure
that strategic sgecial nuclear mazerial
s not moved 20 unauthorized locations
or in an unautzorized manner shall Be
provided and used om a continuing
basis.

(H Cammunication subsystexs. (1)
Zach gnard, walchman, or arma4 e
spcuse individual oan duty shall e ca-
vadle of :aintairming coniinocus com-
munication with an individual in sach
continuously manced alarm stasion re-
quired by paragaph (eX3) of this see-
ton, who shall be capable cf calling
f{cr assistanes Irom other guards,
watchmen, and armed respornse pers
sonnel and from law enforcexen? au-
tacrities. .

(2) Each alarm station requirad by
paragraph (eX3) of this section snall
have toth conventional telecnione
gervice and radio or microwave irans-
mittad two-way volce commumication,
either directly or thirough an interme-
dfary, for the capability of communi-
cation withh the law enforcement au-
thorities. -

(3) Nonportadle communicatiors
equipment controiled by the licensee
and required by this section shall
rermain operabie from independent
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power sources in the event of the loss
of normal power.

(g) Tést and maintenance programs.
The licensee shall have 3 test and
maintenance program for Intrusion
alarms, emergency exit alarms, com-
munications equipment, physical bar-
riers, and other physical protection re-
lated devices and equipment used pur-
suant to this section that shall provide
for the following: -

(1) Tests and inspections during the
installation and construction of :h::i
cal protection related subsystams and
comgponents to - assure that they
comply with their respective design
criteria and performance specifica-
tons.

(2) Preoperational- tests and inspec-
tions of physical protection related
subsystems and components to demon-
strate their effectiveness and availabil.
ity with resgect to their respective
design criteria and performance speci-
fications. .

(3) Operational tests and inspections

of physical protection related subsys-
tems and componensts to assure their
maintenance in an operable and effec-
tive condition, including:
. (1) Testing of each intrusion alarm
at the beginning and end of any period
that it {s used. If the period of contin-
ous use is longer than 7 dayy, the in-
trusion alarm shall also be tested at
least once every 7 days.

() Testing of communications
equipment required for communicas
tions onsite, including duress alarms,
for performance not less frequently

than once at the beginning of each se-

curity personnel work shilt. Communi-
cations equipment required for-com-
munications offsite shall be tested {or
gerformance not less than once a day.

(4) Preventive maintenance pro-
grams shall be established for physical
protection related subsystems and
components to assure their continued
maintenance in an operable ang effec.
tive conditicn,

(3) All physical protection related
subsystemd and components shall be
maintained in opesable condition. The
icensee shall develop and employ cor-
rective action procecdures and compen-
satory measures to assure that the ef-
fectiveness of the physical protection
system s not reduced by failure or
other cortingencies aifecting the oper-
ation of the security related equip-
ment or structures. Repsirs and main-
tenarce shall be performed by at least
two individuais working as a team who
have been traized in the operation
and performance of the equipment.
The security organization shall te no-
tified hefore and aiter service is per-
formed and shall conduct periormance
verification tests after the service has
been completed.

«8) The security program shall be re-
viewed at least every 12 months by in-

PROPOSED RULES

dividuals independent of both security
management and security supervision.
The review shall inciude a review and
audit of security procedures and prac-
tices, evaluation of the effectiveness of
the physical protection system, an
audit of the physical protection
system testing and maintenance pro-
gram, and an audit of commitments es-
tablished for response by local law en-
forcement authorities. The results af
the review, audit, and evaluation along
with recommendations, corrections
and for improvements, if any, shall te
doc- umented, reported to the licens.
ee’s plant management, and to COrpo-
rate managemerpnt at least one level
higher than that having responsibility
for the day to day plant operations.
The reports shall be kept available at
the plant for inspection for a period of
§ years.

(h) Contingency angd response plans
and procedures,

(1) The licensee shall have a safe-
guards contingency plan for dealing
with threats, thefts, and radiological
sabotage related to the special nuclear
material and auclear facilities subject
to the provisions of this section. Safe-
guards contingency plans shall be in
accordance with the criteria in appen-
dix C o this part, “Licensee Safe-
guards Contingency Plaps” (43 FR
11962). Contingency plans shall in.
clude, but not be limited to, the re-
sponses requirements [n paragraphs.
(hX2) throughk (h)(5) of this section.

(2) The licensee shall establish and
document response arrangments that
have been made with local law en-
forcement authorities.

(3) A minimum of five (5) guards
shall be available at the facility to ful-
fill assessment and response require-
ments. In addition a force of guards or
armed respounse personnel also shall ke
available to provide assistance as nec-
essary. The size and availability of the
additional force shall te determined
on the basis of sita-specific consider-
ations thag could affact the ability of
the total onsite response force to
engage and Iimpede the adversary
force until offsite assistance arrives.
Tue reason for determining the total
number and availability of onsite
armed response perscanel shall be in-
cluded in the physical protection plans
submitted to the Commissicn for ap-
proval. R

(4) Tpon detection of abnormal pres-
ence or activity of persous or vehicles
within an isolaticn zone, a Protected
ares, a material access ares, or 3 vital
ares, or upon evidence or indication of
intrusion into a protected ares, 3 ma-
terial access ares, or a vital area, the
licensee security organization shall:

(1) Determine whether or not a
threat exists,

(i) Assess the extent of the threat,
if any,

(iii) Take Iimmediate concurrent
measures to neutralize the threat by:

(A) Requiring responding guards or
other armed response personnel o in-

1e

terpose themseives between vital areas

and material access areas and any ad-
versary attempting entry for purposes
of radiological sabotage or theft of
strategic special nuclear material and
to intercept any person exiting with
special guclear material, and

(B) Informing local law enforcement
agencies of the threat and requesting
assistance.

(8) The licensee shall instruct every
guard or other armed response person-
nel Lo prevent or impede acts of radic-

logical sabotage or theft of strategic-.

special nuclear material by using force
sufficient to counter the foree directad
at him, including the use of deadly
foree when the guards or other armed
response personnel have a reasornable
belief that it (s necessary in self-de-
fense or in the defense of others.

(8) To facilitate initial response to
detection of penetration of the pro-
tected ares and assessment of the axis-
tence of a threat, a capability of ob-
serving the [solation zones and the
physical barrier at the perimeter of
the protected area shall be provided,
preferably by means of closed circuit
television or by other suitable means
which lmit exposure of respending
personrel to possibie attack.

(7) Alarms occuring within unocey-
pied vaults and unceccupied matarial
access areas ccntaining unalloyed or
unencapsulated strategic special nucle-
ar material shall De assessed by at,

“least two security personnel using

closed circuit television (CCT
other remcte means,

(8) Alarms occurring within unoceu-
pled material access areas that contain
only alloyed or encapsuiated strategic
special nuclear material shal]l he as.
sessed as in paragraph (i) atove or by
at least two security persoanel who
sball undergo a search before axiting
the material access area,

11, Section 7335 is amended to
change the term “industrial sabotags"
to “radiclogical sakbotage” wherever it
aPpears,

12, Section 73.5%(D) is revised %0 read
as follows:

§7335 Requirements for physical protec-
tdon of licensed activities in nucleas
power reactors against radiclogical
sabotage.

or

(D) Physical security organization.
(1) The lcensee shall establisih a secu-
rity organization. including suards, to
protect his facility against radiological
sabotage.

(2) At least one full-2ime member of
the security organization-who nhas the
authority to direct the physicai pro-

FEDERAL REGISTER, YOL 43, NO. 154—-WEDNESDAY, AUGUST 9, 1978



-tection.activities of the security orza-
-nization shall be onsite at all tices.

. (3) The licensee shall have 3 man-
agement system to provide for the de-
velopment, revision, implementation,
and enforcement of security proce-
dures. The system shall include:

(1) Written security procedures
which document the structure of &t
security organization and which dezail
and duties of guards, watchmen and
other individuals responsibie {or secu-
rity: and i

(i) Provision for writlen approval of
such procedures and any revisions
thereto oy the individual with overall
responsibility for the security funec-
tions.

(4) The licensee shall not permit an
individual to act as a guard, watchman
or armed response person, or other
member of the security organization
unless such individual has been
trained, equipped, ard qualified to
perform each assigned security Jjob
duty in accordance with appendix B,
of this part ‘‘General Criteria for Se-
curity Personnei” to be published soon
as an effactive rule. Upon the request
of an authorized representative of the
Commission the lcensee sihall demon-
strate the ability of the physical secu-
rity persoanel to carry out their as-
signed duties and respoasibilities,
Each guard, watchman, armed re-
sponse person, and other memkber of
the security organization shall requa-
lify in accordance with appendix B of
this part at least every 12 months.
Such requalification shall be docu-
mented. By (300 days after the rule
beccmes eifective) each licensee shall
submit a trairing and qualifications
plan outlining the processes by which
guards, watchmen, armed respoase
persons, and other members of the se-
curity organization will be selected,
trained, equipped, tested. and quali-
fled to assure these individuals meet
the requirements of this paragraph.
The training and qualifications pian
shall Inclucde a schedule to skow how
all security personcel will be qualified
by (within 2 years after the rule be-
comes effective) or within 2 years
after the submitted plan is approved,
whichever is later. The training and
qualifications plan skall be followed
by the licensee after (500 days after
the rule becomes effactive) or §0 days
after the submitted plan s approved
by the NRC, whichever is later. :

13. Section T73.55(g) s amended to
add a new subparagraph (4) to read as
follows:

37355 Requirements for physical protee-
tion of licensed activities in nuclear
power reactors against radiologieal
sabotage. -

() Tasting and Maintenance. * * *

_ (4) The security program shall be re-
Tiewed ac least every 12 montks by in-
dividuals independent of Soth security
management and security supervision.
The review shall include a review and
audit of security procedures and prac-
tices, evaluation of the effectiveness of
the physical protection system. an
audit of the physical protection
system testing and maintenance pro-
£am azd an audit of commilments es-
tablished for response by local law aa-
forcement authorities. The results of
the. review audit and evaluation along
with recommendations for corrections
and improvements, if any, shall be do-
cumented, reported to the licensee’s
plant managment: acd to corporate
management at least cne level higher
than that having responsibility {or the
day to day plant operation. The re-
ports shall be XZept availablie at the
plant for inspection for a period of 3
years,

14. Section 73.55(h) is amended ‘¢
renumber paragrapn (hX5) as (hi(5)
and revise paragraph k(4) as para-
graphs (1) (4) and (3) as follows:

§73.53 Requirements for physical protec-
tion of licensed activities in nuclear
power reactors agninst radiological
sabotage.

(1) Response requirement;* * *

(4) Upon detection of abnormal pres-
ence or activity of persons or vehicles
within an isolation zone, a protected
area, a material access area, or a2 vital
area; or upon e7idence or indication of
incrusion into a protectad area, mate-
rial access area, or vital area, the li-
censee security orgaaization shail:

(i) Determine wkether or not a
threat exists,

(i1) Assess the extent of the threat,
ifany,

(i) Take imrsediste concurrent
measures to neutralize the threat by:

(A) Requiring responsing guards to
interpose themselves Setween material
access areas and vital areas and any
adversary attempting entry for the
purpose of theft of special nuclear m=a-
terial or industrial sacctage and to in-
tercept any person exiting with special
nuclear material, and,

(B) Informing !ccal law enforcement
agencies of the threat and requesting
assistance.

(3) The licensee shall instruct every
guard to prevent or impede atiempted

acts of theft or industrial sabotage by
using force suflicient to counter the
force directed at him including deadly
force when the guard has a reasonabie
bellef it is necessary in self-defense or
in the defense of ochers.

15. The prefatory language of §73.73
and $73.70 (¢) and (g) is revised to
read as follows:

$7350 Records.

Each licensee subjsct™to the provi-
sions of 3§73.20. 73.28. 73.28, T13.27.
and/or 73.45, 73.46, and./or $73.53
shall seep the following records:

() A register of visitors, vendors,
and cther individuals not empilcyed by

‘the licensee pursuans o 3§ 73.46(dX 10

and 73.55(dX3).
. « . . .

(g) Shipments of special nuclear ma-
terial subject to the requirements of
this pare. including names of carriers.
major roads Lo te used, flight nuxbhers
in the case of air shipments, dages and
expected tumes of departure and arriv-
al of shipments, verification of com-
munication 2quipment cn Sodrd the
transfer venicle, names of individuals
who are 10 communicate with the
transport vehicie, container seal de-
scripticns and identification. and any
cther informmation to confirm the
means utilized co comply with §§ 73.23,
73.28 and 73.27. Such information
shall be r-ecorcded prior 0 skiprzent.
Information obtained during tae
course of the shipment such a3 reports
of all communications, change of ship-
ping plan inciuding monitcr changes.
trace i{nvestigaticas and other shail
alsoc te recorded.

$73.71 {Amended]

18. Section 73.7l{a) is amended to
change the reference o §73.38(0) %o
reference § 73.27(2).

$70.22 (Amended]

17. Section 70.22(g} is amended o re-
place reference “* * * 33 73.30 tarough
73.36 * * *" with reference %0 part 73.

§7032 (Amended]

18. Section 70.32(d) is amended to r=-
place the reference to § 73.30(e) with
reference %0 part 73.

19. Section 70.32(e) {3 amended %0 re-
place the reference to paragrapn (D)
with refersnce 0 part 73.

20. Section 70.32(f) is deleted.

(Sec. 1916, Pub. L. 33-703, 33 Stal. 943 secs.

201, 204(BX 1), Pubd. L. 33433, 38 Stat. 1243.
1245 (42 T.5.C. 2201. 3341, 3844).)
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Dated at Washingtan, D.C. this 1st
day of August, 1978,
Por the Nuciear Regulatory Com-
mission.
) - Sauoxx J. Cars,
Secretary of the Commission.
CFR Doc. 78-21791 Plled 3-3-73; 8:48 am]







The Honorable Michael A. Bilandic

Mayor of Chicago

Chicago, IL 60602

Dear Mr. Mayor:

On August 15, 1978, I received a letter from Messrs. Nader, Pollock and
Bancroft about shipment of high enriched uranium through 0'Hare airport.

Their letter reflected some apparent misconceptions concerning this matter.

In response, therefore, I provided them a documented staff summary of facts
and events following the December 2, 1977 announcement issued by the City of
Chicago on this subject. I am enclosing a copy of that response which may also

be useful to members of your staff and other interested parties.

The possible use of military airports for exports and imports of high enriched
uranium is still being considered by the Executive Branch. The NRC staff will
keep your office informed of any new developments in that regard and maintain
close coordination with Chicago officials until this matter is finally resolved.

Sincerely,

Joseph M. Hendrie
Chairman

Enclosure: Letter to Messrs. Nader,
Pollock and Bancroft from
Chairman Hendrie dated

cc: The Honorable Zbigniew Brzesinski
Assistant to the President for
National Security Affairs

ENCLOSURE F



