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I, Problem presented
¥hst {s the security of enciphered internsl reforences:
signatures, addresses, snd nessage numbers?

II. Facts bearing on the care

]

1. Beferences: signatures and addresses are buried in the nesssge
text and enciphered in the same system as the text proper,

2. It 3s possible to predict the internal references on the basis
of external characteristices of the traffic:

A, S8ignatures and addresses can be predicted from the siations
of origin and destination.

b. Message numbers can be predicted from the file date/iime

3. MNethodw of isolating references from the text proper tend to
becoms stereotyped.

111. tiecussion
8ee inclosure

Iv. Conclusions

Present method of enciphering references is cryptographicall;
4nsecure.

V. Recommendations

L)

1. 'The rules of sconomy should be emphasired to all persons
refponiible for inserting references in messages.

2, |A1fzbreviation- should be used wheraver feasible.

-l!-r' r =
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3. A special address and signature code directory should be preparsd
and used in conjunction with the same system used to enc pher the
text proper.

I5eclassified and approved for release by NSA on 09-23-2013 pursuant to E.O. 13524 ’
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SECURITY OF ENCIPHERED INTEWAL REPENEFCES
I CRYPTOGRAPHED MB3SAQES

The wird yeferences is used in this study to include those items which
ars not an integral part of the informational contents of messages, but
which are added for routing and identifying purposes. Referszcer may be
external #o the messace text-, or internal. %hey may be enciphered or in
the clear,  Under present U. 3, Army procefuves, emciphered intoimal
references consist of addresses, signatures, and messags numbers,

Hnelnciphqnd sxternal references consist of part indiecation, system
indioation, call signs, transmission instructions, group count, and file
dato-tine,

11: the appendix to this study are sszple references of actual traffic from
the Seuthwest racific Area, the North African Area, suropesn Arei, the U, 8.
HEavy, snd the British. A consideration of several of them will serve to de-
edribe the ramifications inwvolved in the terms addresses, signatuires, snd
meddags mmbers, The following message 1llustrates a basic type of reference:

PAPN CHARLIE TS0 TUO FIVe SEVER 2570 FROM GHG SuPA SGD MACARTHUR 1O CHIER
OF STAPY WAR TEPARTVENT PAREN

It may be analyzed as followst

Message number: CHARLYE 240 T.0O PIVZ SEVEN IERD (C-22570)
Originating office: GRQ 3WPA

Signature of sendng authority: SGD MACARTHUR

Mddress: TO CHITF OF STAPF 7AR DEPARTE.NT

The basioc e may be amplified in muny ways. The addreas may te augmented
% include the chain of command, to include relay imstructions, etc. This
is Mlustrated in the following refersnce:

PARER CO HQ THIRD SVC COMD ASF BALTIMORE AYT DI SEC AKD IRTELL DIV PasS 10
0o m“.uﬁt;mﬂn ORDNANCY. DISTRICT PRILADEIPHIA PEMN FPROM TERRY }SG NR FOUR
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Gortain references are sssential for routing and identifying purposes,
They are enciphered because they reflect the battle order and orgarisation
of the ', 5, Army. A complets knowledge of references would actually be
a pleture of the U, 8. Army as sxpressed in its signal comuniesticn system,
Meferences are also ensiphered bocause a clear version would provice enemy
f-z;af!ie anslysts and eryptanalysts witk clues for intsrprating and solving
cur traffle.

Howaver, thers are certain dangers inherent in the very fact of encipher-
aet, Tt will de the purpose of this paper to specifically analys: those
-dangers, &nd to propose certain changes which will alloviate those dangers.

It 1a yecognized that the problem under consideration is incxiricably

tied wp with the concatenation of security of all cormunia:tions procedures;
and that the securlty of sny specific procedure is dependent In a greater or

e

1 {cont'd)
Analysis of this reference 1s:

Mdress:
Tonediate recipient: CC H3 THIRD SVC COMD ASF BALTIVORE
Mtincte recipiont: ATT DIR SEC AND INTELL DIV
llll’ instructions: FASS TO CO PHILADEI PHIA ORDNARCE DISTEYGT
PHITADELPHIA PERN

the signuturc may also be augmented to include the name of the originating
officer znd the chain of comrand as in the followlng refercnce:

PAREN FROV DOMLITLE TO ARROLD PROV 3PAATZ (EASY EICHT T-0 T¥0 SEVEN FICHT)
SIGNED LISENHOWIR REFERENCE WARX THRRE ZFRO THREE SEVEN FIVE MAY V'IRST PAREN

It slould be noted that the set of refersnces is contalned within PARER vesw
PAREN, Punctioning as as sdjunct to the signature 1s the syubol for a braneh
or departuent. in exanple:

PAREN CIT: SPSIE INGLES C2ICO PARER
Finally, references may contain the distribution of a messsges

PASS T0 CO RECEPTION STATION FORT GEORGE MEADE MARYLARND PD ALSO BXOKLD T0
CHIEF OF TRANSPORTATION WASH D C CMA CG ASF WASH D C CG NWSC EDEDNTON ALTA
PAREN

—8ECREY-
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lesser degree on the gecurity of every othor procedure. Thus, chunges
4{n procedures involving eall signs, frequencies, snciphernent. of wystem
indicators, etec., would very greatly affect the analysis of encipherad
references, Notwithstanding, there are certain modifications which can

bs adapted to the enciphered references which will eliminate soms of the

& padvantages inherent in the present procedure.
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PART I
Present Procadure

The present practice in regard to internal refercnces is 1o bury them
scwmerheare in Lhe mossage teit and eacipher them in the same sy:tem which is )
used to enciplier the message text itself,

The oryptanalytic wulnerability of such practice is well inown. The
saze references - due o the nature 5f cocmunication « are used azein and
sgaln, and ccnstitute a storeat-ype.z As such, they provide enumy orypt-
analysts with probable words for attacking our systems. Howevor, it is not
tnly necessary for the snemy cryptanalysts to knowx what probalie words to
txy, but also in what messoges to try them; for probable words csnnot be
tried in cuery message. The great volume of traffic muet be dolimited.

The vulnerabllity of sncliphered references ls not that they exist, not that
curtain words are prubable; but that it 4s posaible to discover which
messnge contains s particular refersrnce or set of reforences, ind this

is the gorux of the present study. All analysis which follows !» based

on that thesis.

Specificaily, the security disadvantages of enciphered ro!'srences
wider the present procedure result from two sources:

(1) Peductions that can be made from a correlation of certain external

featires of the transmitited form of the messaze to the enclphered

roferances,

Trhat 1s conmonly referred to0 as stercotype beginnings and end‘ngs ars infint-
tesimal in {mportance when compared to the stereotype of referuntes. Although
coiioh beginnings and endings may bde composed of a frujuent diureph, & word,
or &t nost a wlort phrase, enciphered references may constitutoc a paragraph,
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{2) Deductions that can bo made from the correlation of krowledge of
roferences of a solved syston with the refercnces of an unsolved
waten,d

Wt are the correlations that can bs mads betreen external features

of ika transaitted fom of t-h‘c asssage and snciphered reference:ss
They aror
I. Correlation betzeen station of origin and internal eignaturos.
2i. Corrulation dotwean station of destination and internal addresses.
I31. Correlation betwesn file date/tine and intcrnal msviage nuaberd,

N T
Sm.y the security of the first scurce will be ocrsidered in this pspor. The
sesond involves the equating of reforerces of one system with references of
shnther gvstsm or the baais of external echaracteristics 22 the ressages in
question, The relationship of external characteristicz to esch ather will be
4031t with in snother study. 7The sevond source brings up the icea of differ-
aatistion in reference procedares based on the security of systems; that s,
At the smie ;rocedures are used with _ICATA as with SIGCU, E205, 11384, and
w0 Yo Code, an ablility to rsad meassges in ¥1384 or in D Tel (ode would pro-
vide gluss for reading the kigher grade systems.,.if it could be determined which:

ez dncd the smne referunces, Consider the folloning tuwo referencos,
e firsl was gent in s SIGCUY message of April 123 the socond in & “YGABA
megtage 5f Aoydl 23. Xf the first message was read, and it could be suspected
by axterncl cheracteristics that & simiiar set »f referciices weie in the
second message, then the first could be used as a erlb for the seeond,

April 21 (fran VD Seattle Rash to GO 3rd SVC Cad Maltimore) $1GCUN

PABFN RELAY BY ACS LLATTLR PROM TYLall GUNAXDING FAIRR.'TS ALS FEP SEVER
PIVE TRRGE Vil HSENY PD BALTIMUNE PASS 10 CO RECCPTIN STATIN PORT GEORGH
EEADE WARYL %D "D aLSO BUORED 1O CHIEF OF TLONGPORTATION «ASH D C QMA €O
ASY WASE D C Ci~ CG NWSC ZDMCNTOW ALTA PAR:M

April 23 (from iV5 te OF Third <VC Cmd Baltizore “arylend) SIGIBA

PO FROM TILAR COAM.NDING REF SEVAR PIVE SEZVEN 3IX EBDRY RiT MDARY PD PAREN
THIRD SVC COMD PASS TO GO RECEPTION LTaTIOH PORT CrOFGE MadDo 22RYLAND XSO
ORICINAT-D PAINBARED ALL PC3 CHIEF OF TRANGTORTATION Wi(CRINOTON D C C4A CC
ASY BASBK D C GMA CO NaSX EDMCHTOR CHA COEMANDING OFPICLR R=CEPTIOR STATION
PORT (Z0P0C SCALE NARYLANT HD CEWARDING QuN:i<-1. THIRD SORVICE COMMAND
BALTIMORL ¥rAX0 ANL 7ARUN




REF ID:A71%33

—RETRICTSD—

The combination of these correlations formm a ecomposits of information that
gan bo used as & oryptanalytic wedge, There 4is also an additional ascunt
of information provided by the deductions based on I, IX, and IIX. Mhis
will be considered ami

IV. Cdollateral information provided by I, II, and 111,

8¢ the length of the references in a single message

b, the position of references in the message

. 8. methods of lsolating references from the text proper
I. Correlation between staticn of erigin and internal signaturaes.

Internal aignatures amy consist of the name of ths originating officer
or affice, the names of the officers in the chain of cormand and tie names
of the sending mthor:lty."

The statlion of origin at present can be determined from the usa of fixzed
elear czll wigns, which are alloested in a definite relationship t> the area
in which the station is locatad.’®

It is necessary to know whether the call sign of the sending station is
the call sign of the originating station) for the message may bs intercepted
on the second leg of a relay. However, transaiiting instructions which occcur
in clear provide a check on this point,

The signature of the sending authority is the vommsnding officer of the
area, Hi{s nsne is ccamon knowledge and usually appears in overy message from
& glven station., Out of 30 {almost conseculive) messages axamined from SWPA
28 earried the signature MACARTHUR; 16 were SOD WACARTHUR, L were SICHGD

—— .
I*St.rught British procedurs does not use officers' names as signatures,
They are caftted altogsther,

kansg 18 in great contrast to the Geman use of call aigns whiceh changes daily

irrespective of frequency shange. Iz U. 8. Navy, call signs of forces afleat

ghmn:;ﬂly encipherad; call signs of shore sctivities arc usually mot en-
ered.

T SECHET—
—oﬁ-v
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NACARTHUR, nad 8 were FROM MACARTHUR., Out of 32 messages sxaminel from the
North African Ares, 16 were SIONED WILSON; and 14 were SIONED DRVERS. oOut
0f 37 messages sxamined from tho European arss, 811l 37 contained EISENHOWER,

It 4is also poassible to make a corralation between the station of origin
and the originating officer and chain of command, but not from csll signs
alene, The correlation musi be worked out in conjunction with mystem used,
tlassification, kind of traffic, length of messsge, fils date/tine, ete, How-
ever, all these items are available on intercept. The degree of difficulty
in making this kind of correlation depends on a knowledge of batils order
and traffic analysis.

Pew signatures other than MACARTEUR appsar in the 30 message’ sxamined
from SHWPA; however, there were 20 uses of GHJ SWPA as the originating office
and 1 inlntance of CC USAFFE.

the names of various originating officers -~ SARBFYDOE., .SWITZER...FKAUCH
oo sNOURTFORD, ., = appear in the messages from North Afries in conjunction with
the signeture WITSON or DEVERS. There were no repstitions. On the other hand,
the branch or department symbols in the North African measages can be plotted
and correlated with the signature of the undin‘g authority. UEVERS uses sym~
bols that begin KA} WILSON uses symbols that begin FH-—., Tius there are 7
instances of CITE MAAGE, 4 instances of CITE KAGAP, etc. in tho DEVEERS messages,
There are 3 instances of CITE FHMOS, 2 instances of FR'MI, etc., in the WILSON

mousiges. 6

sci,pher traffic on this series was not avallable so study could not be made of
eorrelation between external characteristics of the messages in an effort to
praedict precisely which signature was in s given message.

OpEVER'S wymbol N undoubtedly comes from N orth A frica, WIISON'S FH——
mAy be the FH of AFTI). The last thrue letters of the symbol are a trigraph
praobably representing the branch of ihe service. Thus FHiNG is probably
Engineers; FHSIG 1s probably Signal Corps.

- -
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From the Eurcpean area there is a definite use of originating officers
and chain of ‘eomsand. This is snown very elurly in the Appendix. In addi-
tion to EISENHCIER, which arpears in all 37 messages, we find 17 occurrences
of FROM LEE; 6 accurrences of FROM SPAATZ; 4 occurrences of YROM COBRGp 2

gcourrelices of TROM RCS3, am well as several other eingle occuriences.

IZ. Correlation betwcen station of destination and internal adiresscs.

Midresses consist of the name of the ultimatec racipient,tlis chain of

etmwmand, the imwediate recipiont, relay instructions, and the d.stribution
of the message. Ko all of these items are sontained in any onc message.

A» in the previous corrclation, the facts are:

(1) Clear call signs and clear transmitiing instructions telineate the
station of destination,’

{2) The location of the station of destination is determined by the
geographical assignment of call aigns.

{3) A knowledge of batile order furnishes internal addresies and the
eorralation between the station of destination and internal addresses
is made,.

Mgwmages in the Appondix have been examined for stersotyped addresees,

In the case of ecath messags, the ultimate destination is WAR. 7n the 30 mes-
sages eXasined coming into WAR from SWPA, the followinn are som: of the in-

tarnal sddresses noted:
i The following typicaAl relay measage, the call slgns of The .Iret Yeg SFOwWT
A2D V Bré T-XFR

ARD is the station called, and in this case is the relay station with instrue-
tlons to transmit the message to XFR, EPF6 is the station of origin, When A2D
tranmmits the message to XFR, the call signs show:

XFR V A2D A-BP6
indigating that it 1s & relay message and that tho originator i BFb

8
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TO AGMAR ~ 32
Y0 ATTAR WASHINCIGH — &
O AGTAR INPO ATC WASHINCTCH — 3
O CRIRF OF STAPF AR DEPAMTENT - 7
90 CHIEF OF STAP® WASHIRGTON D € - 1
O CHIEP SIGNA GPPICER WASHINCTOR D C FOR GENFRAT TRGLES -
YOR RARSRALL -2
It car be seen that TU AGY¥AR occurs 19 times, (or in mere than 50€ of the

messAges) sometimes by itself and somotimer enhanced. ©Cut of the 32 mes-
sages conting into WAR from North Afrlcan Area, AUONAR occurs 25 tizes as an
sddress or as part of an address. Wessages from the Buropean Arsa do not
axtibit any general stereotyps in address. Perhaps if the cipher traffic were
avallable it would be possible to make scme apt'a-ciric oorrelation., For
expapler PO ARNOLD occurs 4 times, If it were possible to diastinguish alr
traffic, a dofinite correlsation smdght be found between type of traffic and
the address, 10 ARNOLD,

The oryptanalytic wulnerability of the correlation between station of
destinstion and addrosses is vitally shown in the Japsnese Army "ystems which
use an externally enciphered zddress (ATE) and & separats code brok to disguise
the destinetion ("IYA). The clear destination must first be deturmined.

Pattle order and knorledee of past traffic provides probable addiesses,
Solution 1= besed on a correlation between the ite and the Tiya.

In som: Jap traffic aluo, the distribution of the wessage i enciphered
{nternally, using the sames system as the text {tsclf. This eonsiitutes one
af the most important eryptanalytlic wedges,

—SRCREY—
-9 -
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The relay message presents certaln differcrices of its own, A relay
sceurs when there ie no direct cosaunication charnel betsocen the station of
origin and station of destination, The message must then be reuted through
an intsrmadiary station that has & direet channel with hoth. 9he rslay
message peralts not only the ¢orrelation of station of destinstion with -
internsl addresses, but also permits a correlation belwcen the relay
station and relay instructions eneirhered internslly in the message. It
is on relay traffic, morsover, that crose-systex duplicates msy be usedj
for the ultimate recipient may not have the same systex as the priginating
offlco, This msy Imposa the responsibility of paraphrasing on the relay
station, '

-

III. Correlation betwuan file date/time and intsrnal message nisbers.

e file date/tine group i placed in the elear ln the priamzble of the
mugq‘.' The originsting eenter must file messages laoglcally in order
to find them again; the reciploent rust have a simple and convenlent manner
of referring to any particular messsge, Hence, mesaage nuxbars are assigned
in serial order. It i» because of this serlality that a dirsct correlation
i3 possible betwesn the file date/timo and internal message nwders; it is
not a disadvantaze due to tte flle date/time in ths clear, for the tranmsittal
date/time or the ery.lographdc date would be practleally as valid in making

the sapma corralation,

‘Sn Appendix II,
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It is possidle to assign meseage numbers in some manner other than
serial order, but not too feasiblie. Seorial numbers as such ara not used
by the U, 8. Navy. Instead, the date/time group of a message functions
as its msessage nusber,y

, The very fact that there is a definite order to irternal mesesage
mmbers provides a orjplanalytic attack., The daily average amount of traffic
fram & given centez; can be ascertalned, and the approximele uessage nuaber
can bs predicted. If any message from the originating center has been
read, {ts number can be used sas a point of departure for calculation., If
5o massige has been read, it is assumed thal mmbering bezins ovsr again
on or ahout January 1 of each year.

Let us consider the reforerces of L ectual messagos selected at random,
and attept to corrclate the file date with Anternzl mumber. e shall leave
the f81s time out of our consideration,
spril 18

PAREH cARX T.:0 FOUR FOUR NIN: EIMNE SPTOE SGVEN SIX NAUGHT FROM SOMERVELL
PHIRD SVC COMD PASS BALTIMORL SUB POE FOR ACTIUN FEHERS FARSIN 24499

pril 2
FARRR TARX T®O FPIVE NINS POUR THRED YRO¥ ZORLOP ACTING THk ADJUTART
GERERA! SBSTP RPT SPSTP PARGN 25943
pril 2

PAREN BARX 7.0 SIX FOUR TwO TaC SPICT RPT SPTU- EIGHT FIVY 31X FROM
GORVELY, THIRD LZRVICE COWIAND PASS TO BALTIMORE POE RPT PJE PAREN
22
April 23
PAREN =aRX TH0 STX WINZ 3LV:N ZERO PAREN 24570
Suppone we had at our disposal only the tw> mesasgss of Aprll 18 and

April 21. To get the dally averare, wa take the differonce belwzen 25943 and

Yoommunications Insiructions, U. 5. Navy, 194L, DNC Par, 2038, This pro-
tedure necessitates false time on 2nd, 3rd, 4th parts of a message}
for part indicatien is enciphered,

—GERET—
-ll -
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2499 and divice by 3. The result 1s 481. This dally average now becomos
a yardstick with vhich to predict other message numbers, To asproxinate
the numbers on April 22, add about EQ0 Lo 26422, Raé we added 481 ~ the
dadly avercge as determined belwecer the mesasges of ipril 18 and 21, we
would have been only 2 off, for the difference between 26422 and 25943 is
479111 1his i3 phenomenal. $So precise & prediction is generall impossible
from large venters, In large centers, a prodiction will be satisfisd with
a variance of 100, forgetting about the units and tens posltior entirely.

it we “zke the dally average between April 1€ and /pril 23, the figure
w11l be alightly higher, but st11) within the locus of 100 variation.

Now, suppose we have no solved messages at all at our dizprsal. In
that case we must assu.e messages start ouabering over agsin on or about
January 1, e would then take traffic of that period to work ou. If we
are successful, we can then use the resulting message nunbers an s control
in later predictions.

I we have o traffic or if we are unable to work an traffic of the
January 1 period, we must get traffic analysts to give us traffic volumes
from January 1 to the period under consideration, This will give an idea
of the approximate message number.

Lot ue consider another kind of correlation. Suppose me hare a

single solved measage at owr disposal, what can be done?” Using 4he message

of April 23 with the internal number 26970, we divide 25970 by the mmber

of days botween January 1 and April 23 - 114. This result — 216 - is
pow & daily average based on Jamary 1, Traffic volume and flow, however,
fluctuates a grest dosl, and so this figure must be adjusted by traffic
anslysts., It then can bs used for eryptanalytic purposes,

~12“
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By taking file time as well as file dato into consideration, &
rather precise pradiction can be made. The number interval betwien
nasaages bearing short file time differences will be very small., This
méans o changs in the hundreds or tens position of the message rumber;
enly a shange in the units position,

The deily average traffic volume must be :pd;ned for each center,
This has been done for all Jap Ammy traffic, where aboul 2500 se:ies have
now been sstadblished. Below is a spesimen chart showing how Jap message
numbers ave plotied1O after the plotting reaches a eertain level, delly
sverages sre estimated. ‘

IV. Collatersl information provided by I, IT, and IT1

the length of enciphered references sometimes becones quitc siszable.
tinder ordinary conditions, it averages over 60 letters) and in not too wn-
asual conditions may exces 3001 Needless to say, the longer thn set of
reforences, the great security disadvantage, for there is mors s'ercotype
material available. In some messsges, the ﬂt;nnuns may consti-ute as
much as 1/3 of the text.

This longevity is not peculiar to U. S. traffic. In Jap Aruy over 10%
41s taken wp by internal enciphered references i;: addition to the external
suciphered routing, addresses and signature.

It 1a possivle alwo to localize the position of the referentes in a
message. Practice has detemined that enciphered referances shoild not be

TB3ee Appendix I1T

nessage of April 23, from VD to CG Third Sve Csd., page 5, this report.

-

—SRERE?——
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buried in the beginning or at the end of messages. Tho result has been
o use the second fourth, Conventlonally the Japs bury roferences in the
last third of & message, while Germans prefer the opening. #eing type ¥
machine, it has estimated that British references nearly alwaye have started
about the $0th character., This has been partly due to form used ir writing
I TTTTT S
Ornis of the cancercus additions to the references has been the method
used to separate the references from the text proper, so as to eliminate
confusion &9 to what 1is mesasge text and what ia reference material. This
has been done by enclosing references in PAREN. The use of PARZN for thie
purpose has become much common practice that it is not exaggerating to
say that it is used in over 90X of all messages., The use of PAREN in pairs
t¢ pegregate references provides a 10 letter erib, the isolstion of which
in any text will determmine the position and length of the set of references. 12
The use of PAREN ias similar to the Jap use of TEXT EEDS and TEXT BEGINS.
Onoe isolated, TR and TB determine the position and length of the references
in the Jap message. The first attack and the xl;est successful is tc discover
the location of these two parenthetical dwice;. Yhe second step is to
go atter the references themselves. In some conditions, the isolation of
TE and 7B is so destructive that solution follows in a matter of minutes.
That the Japs realize the vulneradility of such practice is falrly certaln,
for radually the uae of TE and 1B has dimished almost to the point of
dimappearance from certaln centers., Nothing has replaced it, proving that

it was unnecessary,

ﬁln Navy messages, I represents every mark of punctuation, Vor clarity,
however, punctuation marks can be spelled out. Communications Instructions,
Uo 3. n‘w' 19“- wc 5’ Par. 203[&‘

#M-—
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The security disadvantages of enciphered references have now teen
smmerated, The attempt has been made ¢o show how tho dlsadvantages could
be used from a eryptanalytic point of view. Several comparisons with onqiw
systems worv made in order to demonstrate practically how we (at tie present
time) are tukdng advantage of deficiencies in enemy systems; deficiencles
which also cccur in our own systems. TWe must assime that if we car. do it
to them, thay can do 1t to us.

Spacifically, it has been pointed out that references enciphe:ed by
the sette systets as the text itself are dangervus and Jeopardize the text
because there is & dlrect correlation between external characteristics
of tho measage and the internal enciphered references, which constitute
a sterectype that can be localiszed in the traffic and used as a ertd,

The next step is to consider what can be done,’

ipi’—
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PART 1X
Khat Can Be Done

In considering what can be dons, we must rephrase the question in
the light of preceding exaaination to reads What can be done to blayck
the correlation between external charactoristics and enciphered refarencos?
This guestion could be attacked from either or both of two perspectives.
We could mske a conscious effort to disguise the external characteristics
{AS THE GRRMANS DO)j or we can propose means of disguising the references.
— There is no reason why both can't be done simulianeonsly. In this saper,
however, the problea will be approached solely from the viewpoint ol the
references.

Whenever an analysis is true, there ls a certain universality about
it which makes it valid irrespective of the modification oi’ conditinns
which originally gave rise to it. The security -~ or lack of securi.y -
of enciphered references hzs long been recognired. Various solutions have
also bean proposed as 3 remedy.

Yollowing 13 a quotation by M. W. F. Priedsan. It mas written in
connection with material used for educational purposes, and some of the
phrases in 1t refer to a particular situation; nevertheless, it is [1iven
" 4n 1ts entirety.

"The danger to cryptographie security resulting from the

inclusion of ,gm?wh_cg addresses and signatures in crypts-
graphic messages becomes quite obvious in the light of solution
by the probable-word method., To illustrate, reference is mads
to the message employed in Pars, 19-22, It will de noted in
Par. 22 that the message carried a signsture {Treer, Col.)

and that the latter was enciphered. Su:pose that this were an
suthorised practice, and that every message could be assuned
to conglute with a eryptographed signature. The signature

“ 18 -
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WIRLER COL" would at once afford s very gocd basis for the
quiek solution of subssquent messsges emanating from the

sme headjuarters as did the first messege, bece.se pre-
sumibly this same signature would ap.ear in other messages.

It 19 for thie reason that addresses and signatures must

pot be cryptographed; if they must be included they should

be cryptogrsphed in a totally differcnt sjstem or by a wholly .
dlfferent method, perhaps by msans of a special address and
aignature code, It would be best, however, t> omit all
addresses and signatures, and to let the call signs of the
headquarters concerned also convey these parts of the message,
huin; the delivery to the addressee a matter for local
action.*®

'v ’n m“hﬂ_’!
1938 Page 43 Far 258
HMlitary Cryptunalyeis
Part XX
It w1l be noted that Mr, Friedman has considered 3 poseibilities:
(1) "eddresses and signatures must not be eryptographed®

(2) "1f they must be included they should be cryptographed in a
totally different system or by & wholly differeat method®

(3) *"perhaps by means of a specisl sddress and ais;uture coda®
Here iz a2 univeraal analysis perfectly applicable to the problem of
entipherad references. Thore is however, ore aore questisn whieh must
be added to those ralsed by ¥r, friedman, and that is the practica-ility
of pntt_lng fnto effect either one or more of the 3 possibilities.

Lot us disress for a woment at this point to exsmine some of -he
mathods that are now being used by the enemy and by us in an attem:t to
solve the problem of enciphering references,

The Japancae go to one extreme irn the use of extamal encoded and en-
eiphered routings, addresses, and eignatures, by providing a separate code
Yook for sach of these, and a separate additive for enciphering thi last
two., This 4{» in addition to another code book and additive used on the

—SECREY —
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text., Howsver, even with thess precautions, there 1s a certain portion
of the referencas that must be buried in the text itself, T-hc Lburdied
portion tonsists of the originating office, the message mumber snd part,
and the Mstribution of the messsgej and these are encoded and imciphered
by the same system as the text {tsclf. It is :his Jatbter material which
provides mtiry into the Jap traffic.

Praciically every Jap message contains some kind of routini instructions
and externsl enciphered address, On tho contrary, very few Jap messages
have extemal enciphered aignatures.

Zith frequent change of ecode and additive books in the present Jap
methods, it iz far from easy to solve the external emciphered atidresses
and signatures. )

Solution of internal references in Jap messages are comparitively easler.

The Germans use internal enciphered references, in a rather modified
faghion, They leave out whatever is not absolutely necessary, repending
on c¢all algne which change daily to furnish addresses, They alzo at times
use internal cover name or code nares to disguise addreszes and signatures,
is is not a frequent practice. The most ieportant wedge intc German
diplometic traffic 1s the enciphared internal refersnces which isually
occur in the opening of the message.

The U. 3. Favy has attempted to limit the length of the stereotype
provided by enciphered internal references by issuing a book of address
and signature lhbrafvi;tions.n

At (BY, a kind of code directory has been put into effect for lateral
use (BICPARS-2). The directory uses 5 letter groupa called "internal

I3%nat do British, Finns, Ruselans, Swedes, French do?

—aPCRET——
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address indlcators® or "designators® to replace addresses and signatures.
It is unfortunstely mot constructed fram a 2 letter differential per-
satation chart, so that there is a posaibility of diffficulty witl. gertles.
The assignaent of values in the directory 1s bared on tne offici:l
designation of & uniti, since - as stated in FCEPARS - geographlic:d
locatlons and persomnnel change, but the offiod»1 designstion of 1 unit
asldon chunges. BICTARS contends thet the internal sddresc incdlcstors
ars aecifrate, offer cryptograptic security, mcg refuce the time of
Ressage praparation and treansrdssiorn, Mellowing ars 2 exsmples)

(1) PAREN CRFLA CAD (meg serisal no.) FROE CAPAN PAREN

Signal Officer Army Alr Forces No, from Comumanding
'Qeneral AAF, CBI)

(2) ACTION CRAGG CFB IAPO CTAAC AND CASAT ¥ROM CFADS

{Aotion C.0. Hgs USAP-CSI Pranch Hgs, USAP-CBI #
info C.3, XCTATC, Station Ne, 1, Calcutta and
somaanding gensral ASC fraz C.C. Branch Ygs, USAY-CRY)

BICPARS contalns a systematic assignuent of values in which the first
Sdements of the code growp eonstitute a trigraph designating the main
hasfdguarters or unit and tle last tw elenents are a digraph designation
ef a sud unit. 7This may be desirsbic within the local theater. It

is questionable wrether this would bo desirshle for wrld wide communi-
eation,

In the light o2 the analysis of Purt Y and the methods rnow belng
uged, what sugpcations cem be propcssd to modify the present pr<cedure
in U, 8. Army? ... keoping in mind that whatever 1s suggectcd must in-
volve teciniques that are not alien to U, 3. eryptograrhic procodure
and 80 will not entall too much treining ol personnel. It wusi cut down

—SEENET
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the lengtl. of references as mch as possible, It muzt be a synten shich
w11l differ in some way froa that used on the text pioper, Tt mudt not
Binder the preparation and transaission of messagus.

That the genoral mles of economy make for eryplogrephic zeeurity
iz sxiom:ztic, Thus, 1t 1s imperative to omit entirely whct is not absolutely
necessary. Ii the pame FISENHOILE oceurs in every single messwge comning
ints WAR from the Turopean irea, it is superfluosus, for it can be taken
for granted. Likewise with OHQ SYTA and 1) AJXAER fro= the Souihwast Pecific,
If chaln ofcomaand routings are the norzal ones, they also can be taken
for granted, The Intent of enciphersd relay instructions may Lie implieit
in the external transnmitting instrnections.

Abbreviations should be used wherevor possible. They are not only
econonical but also very disconcerting to a cryptanalyst as anyone who
has worked an the Geraman police cipher can testify.

Bowever, in addition to rules for economy, it 1a felt easentlal that
escze additional steps be taken to disguise the internal refercnces.

It 15 heredy proposed ihat a special addreas and signat.ure code
directory be prepared and used in conjunction with the same ays-em used

to encipher the text proper.

(1) Directory siculd contaln 5 element groups based on a ! letter
differentizl chart.
(2) Consist of individual groups for high echslon units,

(3) Coatain groups for 1000 numbers which can be used in various combi-
nations with each other for encoding internal message numbers.

(k) Contain individual groups for most frequent routinge.

(5) would be dlstributed by eryptonet holder. Each holder would get
a #ection of the master code directory - that portion wertaining

—8ECTET—
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to his umual channols of comrmnieatisn, Certzin centers
. would hold several sections.
(6) Mrectory wuld be changed at irregular intorvals,
(7) Usc of specisl addross and stgneturc code directsry 13 not
nandstory. YT no code group exists Jor a particuler umit or
routing, or 1f the code directory is not awvailable, the practice
no% In use can be followed, Tartisl coding, alsc, is per-
missible. .
It will be seen Lhat thess suggestions are but expsnsions on ¥,
Priedronts fdes that a epeclel addreds and signature code he used,

The practicibility of a specls) address and signature eode diructory
43 evidenced by BICTARS which 1s now in use for laleral comsunication within
CRY. Ruports indicste that 1t 1z feesible, I a dircectory ¢sn be used in

lower echolons, it can bte used in higher cehelons, A drectory of abbre~
viations rox In uae by the U. 2. Favy deronstrates practieadtility of an
extrs boo¥, 4 spacial telephone directory has long been conventional in
the U. 8. irmy, 30 the 1dea of an addross snd signoture book 1s gquite in
lins with U, &, procedura.

Would the use of 2 special signature smud 3ddress directory hinder the
preparation and tranend! ssion o messages?

On the contrary althourh extra time would be involved in the encoding
anéd decoding process, the time of enciphering and transmi'ting mearages
would be cut down since entire routings would ;mquenﬂy he condenied into
s single 5 latier group.

Is She uso of a speclsal address and sigoature directory crypingraphically

mre secnre than the present pructice?
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Thie gquestion will be considered in the light of ability to mike
deductions from a esorrelation of external features of the tranmmitted

form of the message to the enciphered gode references,

(1) Flain taxt word assusptions would be utterly invalid.

{2) It is very likely that stereotype internal signatures ani
addresses in the fora of eods groups will éontinuo to exisi;
but it would be impossible to make correlations between sxternal
¢haractoristics and the code groups unless many messages are
soived and the directory reconstructed or the directory captured
#nd compromised, The former is not sasy despite the fact that
directory groups will be built on a two letier differential
basis; the latter is not too probable for high schelon centers.
Also, succeeding editions of the directory are contempluted.

The use of a single code group for an entire routing will malie
reforences shorter and provide less cipher text on which to work, besides
offering the handiecsp of a code,

Ax for internal rumbers: — they will be reprosented by eode growps.
Howsver, an additional ciange in procedure is advocsted; thst number
keries start over again at irregular periods and not run consecutively
for an entire year. This will obstruct the ability to use any nuaber groups
that may have been solved by enemy cryptanalysts,

It may or may not be necessary to use some method cof isolating the
code references from the text proper. If necessary it is sugpested that
the use of PAREN be discontinued, The use of I as a unlversal punctuation
sign used by the Kavy is an alternative; or perhaps it nmay be advisable to
uss 2 letter separators in which case XX, YY or gg could be used in any

Q RN Q Q
conbination; asi X2 wwee YL, XY woe 22, YZ o 2X, ete.
—SECRET
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SARPLES CF HEIFPLUENCES TO SLRIAL WUMPER, ADDRESSEES, AND SIGHATURES,

CRITTOCUAHED WITEIN MRAsAGHR,

These sumples are teken from usctusl
treffic. Only the specific numbering serics
hzve been changed so aa not le ;ive numbers
of actual messnges; the order md form is f
suthentic, Positions of these insertions
are feirly well varled, h thare is &
tenilengy to pluce thaem tow the bagianing
of the massage. :
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—SECRET— FROM GOUTEWEST PACIPIC AREA

PARKR CEARLIE TWO T®O PIVE EEVEN ZERO FROX GHQ EWPA SCD MACARTHUR TO CHIBY OF STAFF WaR
DEPARTHENT PAREN

PAREX TU CHILP CI" ST4FF T.R DEPARTESNT FROM VACARTHUR CIHARLIE TWC T%0 FIVE 3EVERE ONB

Jeaginning of msg/ Fi0i GH{ SWPA SGD MACARTHUR CEHARLIE XRAY T%0 TWC FIVE BEVEN TWO T0O
ACGYAR LHPFUL AlC SACUIRLTOE

PAREN CHARLIE TWO IW0 FIVS BuVER SIX FROE GHQ Swra oGl NalA2THUR PG AGWAR PAREX

QQQAQ ©20Y GRG BWPA TOD EACAANTHUR TO AGRAR INFO TO ATC WABHINGTON CHARLIE XRAY ta( TG
FIVL SVBN EIGHT FD

PaRLE CHARLIY T=0 THO FIVE S£VER NIXL F0R INGLLZ FROM AKIN PAREN PuRisN RBUSRAD ~ 1LLIAY
MOUX EIN OEE POUR ORK THREL SLY=NTH BAY CITE P30T PAREN

PAREN i“gR OBOE PETER DGO PARLYE PARRY Tu AGWAR PROM VACAKTHUR CHARLIE TV0O Tn0 FIVE BICER
ZERC CAHEN

PAREH :*'-‘GRGUBOE] g.:!!“ﬂ!! DCG FaRER CEARLIE TVWO TW0 FIVE BIGHT CNE FROX GHQ 3%PA #GD MACARTHUR
TC LAGE. 2 P

PAREN /RO GH:; &Wra SICGEED MACARTHUR 70 AGNAR CHARLIE TWO TRC FIVE BIGHT THREEL PAREX

PARER FHOM VACARTHUR GHY r%2A CHARLIK XRAY THQ T%0 rIVE RINE ZERC TC AGUAR 1XFOQ AIC
LASHINGTON YOUR WILLIA! POUR FOUR PIVE SEVEX ONE PARER

PARER CHARL1E T%C T%0 PIVE KINE ONZ FROW MiCARTHUR GHQ SWFA TO CHIKF OF STAFF T4R
DEPARTYINT FAREN

/beginning of msg/ FROM GHY STPA 5GD MACARTHUR CHAHLIE TWHOU TWC PIVE NINB FUUR T0 AGIAR
REFLABICE YOUR WILLIAY) XBRAY THRiE THREE 8IX SIX FOUR APRIL SIXTLENTH ARD WILLIAM
FGUR FIVL ZERO SKLVER KIGE. MaAY ELEVLNTH D

PAREN BCGY HEBSAQE aGWAR CC HECLL CG alwIsCa CG AMMDEL CQ SOUPAC CJ CERTPAC MILITARY
ATTACHE LOKDOR FHOL GEQ GWPa SGD MACARTHUR CHARLIE XRAY TWO IO FIVE HINE SEVEN 2AREN

PAREN TOPSLC PROL GH: STPA SIONLY LACARTHUR TOQ CLIEF OF 8TAFF wAR DEPARTMEMT FOR WNARSHALL
IR CHARLIE TWO TWC I'IVE NINE NIKE 2ARER

PAREN CHARLIE T%¢ TG £IX ONE EIGET FROMW GHC SW24 TU CLILF OF ETAFF YWiR DhoARTHENT PARER
QrERATICKC REPORT SOTESPAC ARBA PLRIOD 1400z/15 TO 14002/16 SIGEED MACARTHUR PD

PRON GHQ SWPA 20D EACARTHUR TO CHIEF OF STAFF YAR DEPARTMENT PRRSONAL FOR MARSHALL
CHARLIE TW0 IRO SIX T'0 ZERQ FARER

PARSK CHARLIE THO TWO GIX T¥C THREE FROW WMACARTHUR GHQ S¥PA TO CRIELF OF 8TaFF WABZINGICN

OC PAREM

PAREF CHARLIL XRAY TWC IWC 1X TWC “EVEN CYA FROV GHG EWPA 00D NACARTHUR T0 ACGWAR POR
ACTION TO COMGLNDOPAC CCNOERCENPAC FOR IBFORMATION PARER

REURAD PA ZERO POUR TWNU FIVL DATEDR ONE FIVK MAY OKE KIEL FOUR FOUR PARLN FROM GHQ S¥PA 3GD
%gamsnﬁ TO gglﬁ!ﬂi USAFICPA FOR RYAN ACTION AGYAR INFO CHARLIE XRAY TIWO IWC 81X

'REE 8IX PaR

PARER }ROM GHG SWPA CHARLIE IWO TWC SIX THREE LIGHT TO CHIELF SIGNAL OFFICER WASHINGYON D C

POR GEMERAL IRGLES FRUK OGENERAL AKIX PAREE

-] -
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PAREX FROM GHG SWPA OIGKED MACARTHUR TO AGEAR CHARLIE TwO T%0 GSIX THRRE NINE PD DILLER T0O
SURLLKE PD SEE YOUR POUR SEVER MOUR THHRE THREZ BEVENTEENTH P4AREN

PAREY FROE GHQ SWPA 5GD MACARTHUR TO AGWAR ¥WASHILOTON CHARLIE TWQ TWRC SIX FOUR THRRE

. REVRAD WILLIAM TW0 NINE SEVEL THREE FIVE Da¥TiD T NINE APRIL PAREN

PAREN "RCY GB({ SWPA SGD MACARTHUR 2C AGW.R W.ORIKGTON CHARLIE TR0 TWO SIX FOUR FOUR ATTEXTION
KLQUIBITION AND RECORDS SECTIOF CLASSIFICATION AMD REPLACKMNRT BRANCH PAREN

PAREN PROL CGHG SW2L S0D SACAMULULA AU aluall VabRIRGIOR Cikhbin TwC TWO SIX POUR PIVE DAREX

PAREN ™! CC TSAFFE £GD YaCuRTHUR TU AGW#R UNCLE THRLL TiREL GiZ FPIVE OUNE PAHEER ¢

PAREN FROM G.NLHAL AKIN T(¢ CliIhy SIGRAL OFFICER WAGHIKQTCN 24587 TC CIGHLL CORPC L1 ISOR
CPPICE RATIC RESEARCY LABORATOHY HARVAHD UNIVEAREITY CHaRLIE IWO TWG SIX FIV.. TWO PARER

PARLN FHOM WACANTHUR CGHCG CWPA CHARLIE TWO TWO IIX FPIVE THREE TC AGMWR PAREX -

PAREN FRON GBG K¥Pa OGD TACARTHUR CRARLIE IW0 THC SIK PIVE FOUR TO AGUWAK wiashINGTOE
{DILLXR TO SURLIG) Bik YOUR THRAE SEVWEK OUR THREE THREE DASE OKE SEVER PAREN

PAREN PROW GHQ BWPA TO CHIWF OF STAFF WaR DEPARTIENT (CHARLIE TVWC T0 SIX #IVL £RVEE)
OCERATIORS REPORT SOWBSPAC Aiih FERIOD 14002/16 TO 14002/17 S5GD MACARTHUR PANRK

PARER CEARLIE T°C T0 SIX EIGHT FIVL FROM MACARTRUR GHG S%PA TO0 AGW.H PAREN

PAREN CHE.LRLIE XRAY TVO TWCO SIX EIGHT iIGHT FROR WACARTRUR GHG S'YiPhA TO COMMANDING GENLRAL
ARIY SLRVICE FOICES ACTION 10 COMMANDER OF NAVAL OPHRATIONS INFORMATICN PANEK REURAD
WILLIlgnxﬂﬁY THREE E8IK NIKE ZERO THREE OF TWO THREK APRIL Si20BM MOUR ZERO HINE DOG
BAKER

FROM NORTH AFRICAN ARKA

PAREX POX SEVEX FOUA ZERC HIRE LIGET CIGNED DEVERE CITR NAGAP PAHEK

PARLN "0X SEVEK FCUR ZERC NINE NINE SI1GHNLD DEVERRS CITE NAADE TO AGWAR PakEN

PAREN FOX SEVEN FOUR CHE ZERC TIRBE CICN.D DEVERS CITE RAAGE TO AGWAR PARER

PARER MOX SEVLE FOUR OlE ZERO PINE FIGEED DEVERE CITE NAAGE TO AGWAR PAREN

PARER FOX SEVLR FOUR CHE LERC BIX S1GEED DLVERG CITE RAAG. TO ALGWAR PAREK

Plnnlhﬁox SLVLE POUR ORL THREL TWO £IGKED WILSOK CITE FHLNG TO AGWAR FOR RNGINKUR FOR

JPERE raRER

PARER 70X GEVBR MCUR ONE THREE THREN SICNED GILSOK CITE IFHEMNG TC AC¥AR FOR ENGINEER
FCH AREY 4P SERVICE PiREN '

PAREN CIGHED DEVHERS CITE NAGLP FOX DEVEN DUR CHE THREE MINE PAREN . ,

PAREY FOX SEVEN FOUR ONE IPOUR ZERO SICHED DEVERE CITH NAAGE TO AGUAR FUR CIPION AND FNG
FRISONER OF WAR INFORMATION BEHELD PAIRE

PAREY »'0X GEVEN FOUR ONE IMOUR OXE JIONLD DEVERS CITE BAAGEH TO AGY, R FAREN

PAREY FOY CEYHL POUR ONE FUUR THREE SIGRED DRVERE CITE RAAGE 70 AGWAR PAREN

PARLY POX SEVLE FOUR OBE PFIVE ONB TO AOWAR POR CCE FOR CCAC REPEAT USFOR SICHNED WILSON CITE
FOR BRITISH CBIKFS OF STAFF FRMOS

”a-
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PAREN FOX SEVEN FOUR ONG FIVL FIVE BIGNED DEVLAS CITE HAGAP

PAREN AAI FO7 CSC TRUOPERS FOR SIGG SEVEX & AGWAM CITE SPSOL MAAP FOR 4IR SIGNAL OFFICER
IN CHZEF MID ZAET FOR SIS FROM AVHQ CITE FESIG FOX SKVEN FOUR ONE SIX FOUR OME GEVEN MAY

PAREW ¥0Y ORVEN FOUR OHs LIORT ZERO PMB TO OWI SIGNED ¥ILGOR CITE FHPWO ALWAE ONE SEVEE
NINi THREL ZERO raAid

PAREK FOX SZVEN FOUR ONE RINE FOUR TO AGWAR FOH SURLE: SIGHLD TILSON STTH FHING SAREN

PAREN GIGHED DEVERS CITE NATPN TO AG%4R POR ACTICK TO CC 506 NATOUSA AKD GO MBS IKFUMKATION
PCX DEVEL FOUR Y70 ZERO FIVE ruRRN

PARKE FGX GETTC FULE TRC TRC POUR TO &GRWA. FCX JCS FOR CCAC RPID KTUUSH FOR BCS SIGNED
WILSON CITE FENGS PAHEN

PAIEE FUX OEVL: FOUR OHE FIVE ZERC TC AG™AR Ok CCB AXD CCAC KePD UsiGh. FOx POE SIGHNED
WILSON CITE FI'MGS PD THIS 1t LOVE 4BLZ CHARLIE FOUR ZERC TEC PAKEN

REFENENCE OUR 7.46725 OF 16 MAY (.) FOX SEVEN FOUR TRO ZERO GLVEN TO ACWAR FOK CCS, USFOR
FOR BRITISHCHIEFS OF STAFF, UNITY LONDON, FAIRBANKS, FROM FREEDOY

PAREN CITE NAAGP FOX CuVEN FCUR'TWG TR0 PIVE SIGELD DAVERS TO AGWAR INFORMATIOE OG CBI PAREN -

X SIGNED WILSON CITE FIORB FUX SHVEN FUUR THO BEVEN TXO. AFEQ POR ACTION MILSTAF WASEINGTOR
FRCY LGUNTFORD FCR BiDY X

X (FOX CEVLE FOUR T90 SIGHT CIX) ACTION AGAR %AK SHI/PING ADMIRISTRATION FOR CADDEES CIGHED
v 1L8OK CITE KALLOCH MAwE 323 X

KAMS 32¢ RIPERICE “CNA 767 X{FOX SLVEK PULR THO LICHT SEVEN) ACTION AGXAR FOR GADDEC. WAR
EHIPPING ADMINISTRATION FASUIRGTCH SIONED WILSON CITE KALLOCE

X (MCX SLVER FOUA TRC EICHT LIGHT) ACTICH ACW-R POR GILLLSFIE AMERICA' EXPORT LINES 25
BROADSAY NC® YORE CIONED TILSON CITE XALLCCH X

X (POX SEVEN FOUR TRO LIGHT NINE) ACTION 407aR FOK GILLESPIE ANZRICAN EXPORT LINEB 25
BROADYAY NEY YORK SIGNKD ¥ ILGOR CITH KALLOCH X

X (POX SEVEEK iOUR TS0 KINE ORE) ACTION AGWAl WAR SHIPPING 4DMINISTRATION FOR CONWAY SIGNED
WILSON CITE KALLGCHB EAS 32 X

X {POX SKVEN FOUR THRLL TFO BIX) .TO AGVAR CITE NakGC SIGN:.D DEVERE X

X (POX SEVER POU: THRoE TERLE TWO) ACTION AGFAR PASE TO ANPB FOR LIEUTLNANT COLONEL KORGAN
CITE HPET CICHLD % ILSON X

' PAREN TC AGWAR ¥C GEORGL TOR INELAND °ASS TC SUNLLE FROK LAUCH SIGHID WILGOR POX SLVEN

FLUR THREL THREE EEVEN PAREN

PAREN FOX BEVEN FOUR THREE THRkE BIGET FROY CWITZER FOR RISSELL BIGHHD WILSCM SLREN

PAREN {POX BKVEN FOUR THRE: FOUR NINE) FROV GAXBEIDGE SIGNED DKVERS CITE NAGAP TO AGWAR
PERBONAL FOR WHITE PAREN

1

FROM EUROPEAN ARRA

FD FOR SPFES REURA. TaR TW0 LIGHT? FOUR SEVEN BINE FROM COBBS 308FD SIGNED BISENROWRR
EASY LI1GHT IWO TWO FIVE OME PD
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PAREN POR SPPER FRON CORBS B08FD 3 GNRD RISENHEOWER FASY EYGHT TWC TWO FTIVE ZIRO PARSK |
PAREX POR BONERVELL FROY LEER STONED EISEWHOWER EASY EYOBT TWO THO PTVR TWO PAREXN '
PARSY PECE IER STORRED BISENHCWERL EASY EXI0EY TWC TWO PIVE 3EVEN PAREX
PD 70 KERR FRON IEYL STGNED ETSEFHOWBR EA3Y EIGHT TWO TWO SIX ZXRO PD
’ PAREY TQ XERR FHON LIEE SYGRED ETSENEOWER EASY NIOHT T#0 TEO SIX ZERQO PARRE
PARRE FOR 3PSRE FOR CO AP POR | RANSEA® rii Thmaois. FOR HALLUP DR RERF PROM LEE SIGNED
EISENHOWER RA3Y TIGHT TWQ TWO 37X ORR PAREN
PARXE SYONED EYSENEROWER EASY EICHT TUO TWO SEVEN ZFERO PARESN
PD TOR SPAPR STOFED EYSENEOWER EAZ" BIGNT TEC TWO SEVER OWX PD
PO FOR SPPAN FRON £0B2S D0SPR STORED ETSEYHOSER EASY ETYONT TwO SEVEN THRE- PD
PD BASY ETOHT TWO TWO SLVEW FOUR FROM LEE STGNED RYEENHORER FD
PD TO ARNOLD PROK APAANTZ EASY RTOHY TWC T¥O SEVER FIVE STOKED EISENHOWER PD
PAIEN FUOR DOOLYTTIE TO ARNOLD PROK SPARTZ (RASY ETONE TWO TWO SKVENX RYIONT] STOURD RISES
NOWER REFEREECE WARY THREE ZEFO THRER 3XVER FIVE MAY FIRST PARENM
PARRN FOR SPPAN PFON COBBS SYGNED FISTHROWER TASY RIGHT TWO TWO SEVEN WIBE SCEPD PAREY
PARER STONED BRISFRHOWER EARY EXCEY TRO TWO EICET CNR PAREN
PAREN ;&g& so&uvm POR GRIGORY FRON LRET STONYD RISREROWER K4ASY XRAY T®O EIGET TWO BIGH®
L 4
1 PAREN STOBED ETSENHOSUR RASY BEIGRT TWO TWC EIGET RPIVE PAREBN
| PAREN CITE 3080D FHON LEE BIPERENCE RUMIER YAZY EXRAY TWO RYGET TWO FIOHT STCHRED EISEE-
HOWER REPEFRECE YOUR FILIYAM ABLR ROOBR THARET SEVEY POUR FYWR PIVE PAREN
PAREN STQGFRD ETBEFHOER RASY TIGHT TWC TWO RIORT SEVER PAREE
PAREN SIGNED BISRUKQWER EASY EXRAY EICHT THO WO ZIGHY NTER PAREN
PAREY TO TNGLES FOR SP3CC DASE L vOM IR S7GNED RTSENECEER EASY EXRAY ETGHT TWO TWO NINE
ZERo CYTE 3S0B3C
PD PRON LEF BIOGNED ETEEWHOWEAR EASY EXRAY EICET THO TW0 WIFE 790 FD
PARER TO SOMPRYRLL FOR BOONE PRON LER 3TONEYL STHENHOWER HASY ZIRAY EIOHT T8O TWO NIAR TS
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APPENDIX II
FILE DATE/TIME

The file datc/time group widch appesrs in clear in the preasble
of messoges usually signifies the date and time put on by the writer upon
fintehing the cacposition of his messago or the time in which the writer

files hiwxqseage in the message canter. Ii infrequently designetes the
time a mesnage leaves messspe conter om its way to radio operator.

That are the relative adventages and disadvantages in keeping the
file dato/tino in clear as at present, omitting it .altogntl.er, or en~
«iphering it internally?

{1) The date/tims group in clezr allows deductions from the

eorreélation of dats/time and type of traffie. Thus, alir traffic
at & certain tima may mean planes arriving, jepartic, et.c, Water
transport traffic say refer to a situation reparl or convoy move~
mants, etc, Removinz the date/time gromp fros the preaible of
massage would not aliminate ability to mske this deduct.on, for
tranamittal or intercept time could function just as well.

(2) Pile date/time group sllow: eollecting of parts of same message.
Intercept time functions just as well.

(3) rile date/time group can be used for correlation with iiternal
RmaftssZe nunbers,
Iatercept date/time and cryptographic date function just as wall.

(4) Can the file dete/time bo omitied altogether?
The file date/time allows ihe recipient %o evaluate the contents
of a message; and provides a check on the exmunlcztions intervai.

T2is may be very important. Thie recipient is informed that at a
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given hour, the ¢ontents of the message are velid,

17 two
rather eontradictory measages are reseived, it is important

%o know the sequence in whieh they were writton. Omdsedon of
£1%e dats/time would also zake the servicing of mesasges
MefSeult., The file date/time cannot be omitied,

(5) &Spould the m; date/tima be enciphered interrally?
Eoipterzent of date/time is insccure eryptograzhically, for
llmmlauorss are possible betveen intercest date and file date.
It wuld also be Alffieult %o Ldentlfy messsgzs for servicing.

Since intercept dete/time will funcilion in mo=zt vagcs as walldly
as fle date/tine, and since 1t 35 not feamidble to encipher date/-ime growp
from security viowpoint; sincs flle date/tize provides a commmlention
check whieh connot be provided by any other means....,.,lthore seein litile

reascn %o dlacontinue the pressnt practice of clear file date/tin: group
in preaadble,




