SAP PowerConnect Java Installation Instructions

Introduction

This document details the installation instructions for the SAP PowerConnect Java
monitoring agent.

Prerequisites
SAP PowerConnect Java has the following requirements:

e SAP NetWeaver 7.3 and above
e 100 MB free disk space
e Administrator access to the SAP NetWeaver system

Installation

The installation has the following high level steps:

1. Installation of the software

a. Sap PowerConnect Java monitoring agent

b. Sap PowerConnect configuration GUI
Configuration of Splunk
Initialization of database table to store configuration
Granting JMX security permissions
Configuration of Sap PowerConnect Agent

vk wnN

Installing the Sap PowerConnect Java monitoring agent
To install the Sap PowerConnect Java monitoring agent perform the following steps:

1. Acquire the PowerConnect agent from file from sap-powerconnect-java-X.X.sca BNW
Consulting

2. Deploy the .SCA using SAP Software Update Manager (SUM) and ensure its listening
on port 1129
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has been restarted
SAP Host Agent configured. start the UI from the hrowser now e
You are using SAP Host Agent vewsion:
hostagent release: Seaen
hostagent patch number i
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tempsSUM>netstat —ano .flnd.,tr 1129
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Open a browser and connect to theJava SUM control page
https://<host>:1129/Imsl/sumjava/P75/index.html
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AS Java Administrator
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Additional Information
The AS Java Administrator user credentials are used to log onto the SAP system.
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Current step: Show System Parameters

System Parameters

System Parameters
SAF System ID P75
Dual Stack System  false
ABAP Kernel Unicode false

Database Parameters

Database SID P75
Database Host W12812PI750

Application Instance Parameters

Instance Number 00

Instance Host W12512PIT50
Operating System T/ AMDB4, Version AMDG4 6.3
Kernel 64 bit, Unicade

SCS Instance Parameters

Instance Number 01
Instance Host W1 2812FIT50
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System 1D P75 v
Process Runtime 00 h 10 min
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Reuse this SUN directory for future maintenance activities and backup the current execution artifacts to the
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Onceyou exit SUM you can |ater start itthe same way as described in described in chapter "Starting the Software Update Manager” of the
SUM guide.
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Feedback to SAP

Evaluation Form

AR SE's aim is o provide fast and efficient procedures. To evaluate the procedure you just carried out, we need information generated by the toal during process execution
and your experience with the tool itself. The below form contains a simple questionnaire and XML data generated during the procedure. The XML data comprises only
technical information and statistics ahoutthe executed steps as well as the product and system context in which the steps have been carried out There is no business,
personal or other sensiive data included. The questionnaire and the XML data are solely used for improving performance, quality, and behavior of the procedure. Thus, they
will nat be used far any marketing or sales pumases.

Once your feedback has been analyzed and fallowed up, your email address (ifyou decide o provide itto us) will he deleted. If you have specific questions or problems,
please repartan incident at AP Senice Marketplace.

After having accepted the lenial statement below, you will be able to send the questionnaire and the XML data to SAP,

141 | accest the following:

1. In order for SAP SE to utilize the feedback provided in the questionnaire, | grant to SAP SE a h perpetual, i worldwide, license,
with the right to sublicense {o AP SE's aifliates, licensees and customers, to use, publish, and disclose such feedhack in any manner SAP SE chooses and {o display;
perform, copy, make, have mate, use, sell, and otherwise dispose of SAP SE's and its affiliates” or sublicensee’s products or services embocying my feedback in any
manner and via any media SAP SE chooses, without reference to the source. SAP SE shall be entitled to use my feedback for any purpose without restriction or
remuneration of any kind.

2.1 agree that SAP SE may use my email address to contact me regarding th I provided in the

SAP SE (i) will process the email address in Germany andior Bulgaria and/or |nma, (i only as long as it is required to evaluate the information that | provided in the
questionnaire and (iil) will not use my email address for any other purpose. In case you want to have your email address corrected o deleted, please contact
Im_anahtics@sap.com.

3.1'agree not to enter into anyfree fields of the questionnaire any information which could be a trade secret, personal data (other than my email address), proprietary
or otherwise confidential for me, my employer or any third party:

SEND TO SAP This send button submits the evaluation of your maintenance process and the form helow to SAP SE.
SERDAICEARS Please send this to SAP SE even if you do not fill in the form below.

Development system
What kind of systern did you run the process on? Cuality system
Production system
Actual system

Did you run the process on the actual system or a copy of i {i. e. test process)?
Test on copy of the system

How many times did you contact SAP SE for help with vour process {customer calls or incidents)?



3. Once deployed the application should be visible in the SAP Netweaver console:
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Configuration of Splunk

The SAP PowerConnect monitoring agent sends its metrics and events to Splunk using the
Splunk HTTP Event Collector.

To configure the Splunk HTTP Event Collector (HEC) follow the documentation on the Splunk
website here:



http://docs.splunk.com/Documentation/SplunkCloud/6.6.0/Data/UsetheHTTPEventCollecto
.

This should result in creating a HEC token for the SAP PowerConnect monitoring agent to
use in the next section.
Granting JMX security permissions to the Sap PowerConnect Agent (NetWeaver 7.5)

If you are using NetWeaver 7.5 the Guest user account needs to have read permissions to
JMX in order to consume metrics from SAP specific JIMX beans.

To do this use the User Management section in the SAP Netweaver Ul:
SAP NetWeaver Application Server Java

SAP Library
SAP Library contains the complete documentation for SAP NetWeaver Application Server Java. You can access il by choosing SAP NetWeaver.

SAP NetWeaver Administrator

A poweriul administration, configuration and monitoring tool, which bundles key administrative tasks to keep your SAP NetWeaver system landscape running. SAF NetWeaver Administrator can be used i
Administrator.

System Information

System information provides administrators with an overview of the system configuration and its state. It shows all of the system's instances and processes, their current state and important parameters (s
the versions of the components installed.

Web Services Navigator
Web Services Navigator is a tool that gives you a short averview of a specific Web service based on its WSDL, and enables you to test your Web service by creating and sending a client request to the rez

ﬂ@m E

User Management
The user managemeant administration console provides administrators with the functions they need to manage users, groups, roles, and user-related data in the User Management Engine (UME). Users w

profile.

‘Web Dynpro

Web Dynpro is a User Interface technology available within the SAP NetWeaver Developer Studio. Various Web Dynpro tools provide administrators and application developers with performance measure
runtime is already deployed.

SAP Management Console

The SAP Management Console (applet version) offers administrative system access.

Services Registry
The Services Registry is a UDDI based registry that contains definitions of enterprise services and references 1o their metadata.

(S=c (B B8

}

Information about Usage Types
This page lists the installed usage types on this server {requires administrator authentication)

Server Java Trol hooting Guide
The Troubleshooting Guide provides interactive step-by-siep solulions to user problems.

EJB Explorer
@ This tool allows testing, exploring and execution of the business components (Enterprise JavaBeans) deployed on the AS Java.

In the Search Criteria dropdown choose Role then enter Guest and click Go:

i ——-—

Welcome Administrator

| Identity Management IiTIDDr‘t

Search

Consistency Chack

Configu ration

Search Criteria: [F{ole v] [NI Data Socurces v] [Guest ]

[ Create Role | | [ Delete | | [ Export |

5y | Principal Type Name = | Description

@ Enter a search parameter and choose Go



http://docs.splunk.com/Documentation/SplunkCloud/6.6.0/Data/UsetheHTTPEventCollector
http://docs.splunk.com/Documentation/SplunkCloud/6.6.0/Data/UsetheHTTPEventCollector

Click on the Guest user in the table and click on the Assigned Actions tab:

y L . —

Welcome Administrat T % T e N %

elcome Administrator e LSl A \\ =
identily Management | (import | Configuration | Consistency Check

No element found.
Search

g
Search Criteria: [AlData Sources | [Guest ]
l | |
5 | Principal Type Name = | Description Data Source =
& Guest Guest role. UME Database
=
Details of Role Guest

|| [Save J[ Cancel|

General Information Assigned Groups Assigned Users .~ Assigned Actions User Mapping for System Access
Assigned Actions

S — )

Principal ... | Type

Service / Application = | Name
(3] Enter a search parameter and choose Go

3]

Click Modify and in the Get text box enter “JmxManageAll” then click Go.

Welcome Administrator

-
Ientity Management | [ import | Config

istency Gt

— YET SADA
SN =
Search El
Search Crtera: [AiData Sources ] [Guest [z
=) \
Ty | Principal Type: Name. = | Desaription Data Source =
= Guest Guest role. UME Database
=
Details of Role Guest
[ Modiy ] |
General Information Assigned Groups | Assigned Users . Assigned Actions | User Mapping for Sysiem Access
Available Actions Assigned Actions
Get: [JmxManageAl Get: |
5| P | Tyee Sarvice / Application = | Name | | P | Type ‘Service / Application Name. =
[T wme jmx [T we Jmx JmxManageAl
[ g | wme
= =
‘Add Remove

Select the JmxManageAll action at the top of the table and click Add, then Save.

Configuration of Sap PowerConnect Agent

The final step is to use the Sap PowerConnect Ul to configure the agent.

The URL to view the Ul is:

<host>:<port>/webdynpro/resources/com.bbramley/spcj_wd/SapPowerConnectlava

The Ul should look like this:



SAP PowerConnect Java Edition

~ General | Splunk Jhd Pl honitaring

Admin

Configuration Update Interval (zeconds):
JWE Monitoring Enabled:

JhtE Monitoring Interval [zeconds):

Pl Monitaring Enakled:

Remaote Debuy Enabled (advanced use only):

(300000 |
[Bo000 |
¥

Save

General Tab

The configuration under the General tab can normally be left as default options.

Splunk Tab

Click the Splunk tab and configure the Splunk HEC details:

Configuration Key

Description

Splunk HEC Key

The token that you generated when configuring Splunk

Splunk HEC URL

The host and port of where the Splunk HEC is listening e.g.
http://localhost:3088

Splunk Index

The name of the index where you would like to store the
SAP PowerConnect monitoring data

Splunk Sourcetype

The name you would like give to identify the SAP
PowerConnect monitoring events (should usually be left as
default)

Click the Save button.

Click the JMX tab to pick the events you would like to collect from the SAP Netweaver
system. By default the java.lang domain beans are collected.

Once configured events should start to appear in the JVM tab of the SAP PowerConnect for

Splunk app:



http://localhost:8088/

JVM

Range Host

Last 60 minutes ~ || AllHost ol
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Time

JVM Runtime Information - Start and Up Time

JVMStartTime
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Time

JMX Tab

Edit v | MoreInfo v + &

System Load % JVM CPU TIME
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|
|
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Time Time
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Garbage Collection Time (in milliseconds) JVM Non Heap Memory Usage
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3,00 Pu 5,10 Pu 520 M 3:30PM 9:40 P BSOPM S00PM G0PM 920 PM 530 PM
Sun Jul 23 Sun Jul 23
2017 2017
Time Time

To enable monitoring of a specific IMX object simply search for the object and once you
have it in the top table, click on the down triangle to move it to the list of monitored jmx

objects and click save.

SAP PowerConnect Java Edition

General Splunk < JMX Pl Manitoring Admin

Available JMX Beans
T Bean hame
o

bled JMX Beans

Bean Mame

. java langtype=OperatingSystem
| | javalenestype=Threading
[ ] Jjava langtype=Memary
] java langtype=Classl oading
i java langtype=Runtime

com sap default S4P_JIEECluster=PT4 j262Type=54P_J2EECommandsGroup name=webcontsiner_spplications_by_dlias

iIo)

com.sap default SAP_ITSAMI2eeApplicationConfigurstion. Application'y' encor=sap.com SAP_ITSAMI2ee ApplicationC onfiguration. nstancelD=sc~bi_udi SAP_ITSAMJ2eeCluster CreationClasshame=SAP_|ITSAM 2esCluster 5. ..
com sap default SAP_J2EECIuster=PT4 SAP_IZEECustariode=4865450 j2esType=5AP_MonitorPeriode name="rSer vicesiish Container”

com.zap defaut SAP_ITSAMI2eeApplicationComponert Name=te~bpem~cortert~z0, SaP_TSah 2ecipplicationComponent Software Type=J2EE, SAP_ITSAMI2zeApplicationComponent. Vendor=gap com cimclass=SAP TS, ..
com.sap default EJBModule=s3p commtc~archtech~shook_init_sib jar J2EEApplication=sap comAc~archtech~shook_vwd JZEEServer=P74 SAP_ITSAMIZeeApplication. CrestionClassMName=32AP_|TSAM2eespplication, SAP |

com.sap default SAP_J2EECster=PT4 SAP_I2EECIusterMode=4565430 j2eeType=34P_MontorPeriode name="/ServicesiConnector Service/Applicationsisap com/com.sap.ai at appUnknown/Redister TestTopicFactory . ..

com sap default EJBModule=sap cometcrbpemstmrejb jar J2EESpplication=sap comAc~bpem~tm=ssr J2EEServer=P74 SAP_ITSAMI2esspplication CrestionClassName=5AP_ITSAMJ2esApplication SAP_ITSAMI2ee8 pplicst
com.sap default SAP_ITSAMI2eeApplicationConfiguration. Application'' endor=sap com SAP_ITSAMI2ee ApplicationConfiguration. nstancelD=com sap ip.bi base application SAP_ITSAM2ecCluster CreationClasshame=S4P. ..
com.sap defaut EIBModule=s3p commtc~sim~busingss jar JZEEApplication=sap comAc~sim~simapp JZEEServer=P74 SAP_ITSAM) 2ee s pplication CreationClassMName=32AP_ITSAM et pplication SAP_ITSAMIZ2eelpplicati. . .

com sap default J2EEServer=P74,54P_ITSAMI2esAppication CreationClasshiame=5A4P_ITSAM2eeApplication SAP_ITSAM2ee pplication Name=sap com/ore dev,5AP_ITSAMI2eeCluster CrestionClassName=54P_TS4. . [+

com.sap.defaul SAP _JZEEC uster=P74 SAP __J2EECsterMNode=4865450 j2ee Type=3AF _MonitorPerMode mame="Hernel'Session Manager/LogaedinlsersTable"
com sap.default SAP_IZEECiuster=P74 SAP_J2EEClusterhode=4865450 j2eeType=SAP_ManitorPerbode name="KermelSession Manager L ogged-in Users Court”
com.sap.defaul SAP_JZEECIuster=P74 SAP _J2EECsterMode=4565430 j2ec Type=3AP _MonitorPerhode name="iServices/DevelopmentServeriSessions/Statistics User Sessions"

Pl Monitoring Tab




To monitor a specific Pl channel in the Pl monitoring tab you can enter the following
information

direction - "OUTBOUND,"INBOUND" or leave as NOT_CONFIGURED to monitor
both directions

onlyFaultyMessages - <leave cleared>

recieverName — Enter the receiver name, or leave NOT_CONFIGURED to monitor
all receivers

recieverParty - Enter the receiver party name, or leave NOT_CONFIGURED to
monitor all receivers

senderName - Enter the sender name, or leave NOT_CONFIGURED to monitor all

senders

senderParty - Enter the sender party name, or leave NOT_CONFIGURED to
monitor all senders

status — Can be one of the following values “success”, “toBeDelivered”, “waiting”,
“holding”, “delivering”, “systemError”, “canceled”, or leave NOT_CONFIGURED to

monitor all statuses
messageType - Enter the message type name, or leave NOT_CONFIGURED to

monitor all senders

Admin Tab
This tab shows the license key, license validity, amount of data sent to Splunk today

SAP PowerConnect Java Edition

General |, Splunk |, JhE |, Pl konitaring /V A:lmin]

Licenze Key: C000-o0-0000- 00
License Expiry: October 14, 2017
Licenze Usage: 1 MB

Save




