Tech Talks LIVE Schedule — Presentation will begin shortly

Silicon Labs LIVE:

Wireless Connectivity

Tech Talks

How to Measure and Debug Network Performance - Using Silicon Labs
Network Analyzer

RF Regulatory and Qualification Testing for Bluetooth, Zigbee & Z-Wave

Simplicity Studio Tips & Tricks: Our FAEs Know All The Tricks - Improve Your
Life in Simplicity Studio

Wireless Module vs Wireless SoC Tradeoffs and Decision Making Criteria
Thunderboard BG22 Unboxing. You Have Our Kit... What Can You Do With It?

Designing in Bluetooth using Bluetooth Xpress Modules with Minimal Code
Writing

Overview of Silicon Labs Wi-Fi Solutions (Including Redpine Signals Wi-Fi
Solutions)

Thursday, May 7

Tuesday, May 12

Thursday, May 14

Tuesday, May 19

Thursday, May 21

Tuesday, May 26

Thursday, May 28

Please take the 3 question poll while waiting and be
entered to receive a BG22 Starter Kit.

Wireless Gecko|

BG22 SoC Starter Kit

SLWSTK6120A

Find Past Recorded Sessions at:
https://www.silabs.com/support/training



https://www.silabs.com/support/training
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A Complete Solution for Enabling Wireless Products

SoCS AND MODULES STACK SOFTWARE MOBILE APPLICATIONS DEVELOPMENT TOOLS

Industry leading Zigbee,
Thread, Bluetooth 5.2, and
proprietary SoCs and pre-
certified modules

Mesh Model

Mesh Profile

Bluetooth Link Layer

In-house developed stacks
with latest Zigbee, Thread,
Bluetooth 5.2 and mesh
features

Reference applications and Free-of-charge development
source code for i05 and and protocol analysis tools
Android P .y.

to boost productivity

Phone interoperability test
program



A Common Platform

o)
) Proprietary

€3 Bluetooth G? THREAD @ zigbee FLEX SDK ()

Customer Application Customer Application Customer Application

Application Customer Application

Network /
Transport Customer
Proprietary
Stack
Link Bluetooth Link Layer IEEE 802.15.4 MAC IEEE 802.15.4 MAC IEE,E bl
like MAC
Phvsical Bluetooth PHY I[EEE 802.15.4 PHY I[EEE 802.15.4 PHY Proprietary PHY
y (2.4 GHz) (2.4 GHz) (2.4 GHz) (2.4 GHz or Sub-GHz)
RAIL RAIL RAIL RAIL
Platform
Common Bootloader Common Bootloader Common Bootloader Common Bootloader




The Right Tool Set — Simplicity Studio™

Wireless and MCU design made simple " Cross platform development environment
for MCU and Wireless products

= Eclipse-based IDE

[ Teats]|

:! J-Link Silicor} La”bs (440063176) [ | Complete Documentat|0n

Prefemed SUK: Evke@Net v3.0.2

= Demos / Software Examples

= Advanced Tools

= AppBuilder

Radio Configurator

Commander

Energy Profiler

Network Analyzer

Single Tool for Development




Overview

Network Analyzer

= Radio packet tracing in real time

Simultaneous capture from multiple
nodes

Debug Multiple wireless protocols

Debug Multiprotocol networks (Zigbee
& BLE)

Developed by our own networking
engineers to develop and debug our
stacks

## Network Analyzer - File: C:\Files\Customers\iControl\logs\20131217_Doorl.ockCommFail isdTime interval: from Dec 17, 2013 11:29:24 to Dec 17, 2013 11:50:03€vent count: 5000Segment: event11.logStack version: EmberZNet 5.0, ZigbeePro - Simplicity Studio ™ (3

File Edit Filters Window Help
Vo HRHEOFYAYNQ O~
% Devices: 12
& New Group
7Y AXI162-1SA3-EM357
4 7% )-Link Pro 0B (104.180.227)
£ EFR32MG 24 GHz 13 dBm Radio Board (BRD4153A)
£ Wireless Starter Kit Mainboard (BRD4001A)
¥ No name (104.180.223)
¥ No name (104.180.226)
7% No name (104.180.230)
" No name (104.180.233)
" kps123
4 7 kps142

@

v

FA CEL EM3588 +20dBm module on daughtercard, trace antenr

4 7% ronb-170-9EF

£ CEL EM3588 +20dBm module on daughtercard, trace antenr

7 tm3-j2
7 yxia0l27
7 yxia0128

© Project Explorer
4 {8 SPI Host [(No too Toolchain Conf
& build
& af-structsh
B attribute-idh
I attribute-sizeh
[ attribute-typeh
I att-storageh
B callbackh
14 callback-stub.c
< call-command-handler.c
I call-command-handlerh
o dic
I clih
® client-command-macroh
I cluster-idh
A command-idh
I8 debug-printing.n
< I

n

rM~ @@®? ™~ 1

G

87| RRMEDA S AALD =24« T »EBF
BUAXERD" O @dentisc @SPL Hostisc | 4*20131217 DoorlockCommailisd a 20131217, DoorLockCommFailisd, 1 segment i

‘0 saved lilters.‘ AND

13} 1
L 167.520

[ | f Launcher {} SimplicityIDE % Debug |, Network Analyzer

=0

event Detail 8

Time:13,181.0520005 Real time:Dec 17,2013 11:3215 Nodes:10 EventZigBee APS transaction o
° ¢ °
N 5413 _—-
: (1589)
3293 PAN: 1545 ) ;
¥ PAN: (1545 PAN: 1545
k nnuuaénuoogmae’ PAN: 1545 & 000DEFOD003ABBFS & 000DEF0002F79B"
00 3020 4604 (7652) =
PAN: 1545 PAN: 1545 PAN: (1545)
PAN: 1545 000D6FO002F7AA3A N 7
00185A00B00F42E9 ° p 000DEF0003493211 000D6F00035FC674
(91DE) (BE1B)
. PAN: [1545)7 ACS1 PAN: (1545) @
S0 000D6F000187EBA9 PAN: 1545 (B37) 561
PAN: 1545 9CAA PAN: (1545) PAN: 1545
000D6F0000E93D3D PAN: 1545 000D6F000341BDFF 0022A3000003EC80 ™
) 1]
Transactions  total:139 shown139 =}
Time Duration  Summary NWK Src NWK Dest PE M#  E¥ Status i
| 13181052000 0289 ZCL: QueryNextimageRequest 9CAA 0000 4 3
13181347000 0024  ZCL QueryNextimageResponse 0000 9CAA 4
13213839000 1045 Many-to-One Route Discovery 0000 FFFC 23
13224076000 0927  Many-to-One Route Discovery 0000 FFFC )

13226434000
B2

13206488000 0006

0014

Update Device 91DE

Rejoin Request 7652 91DE 4
00 foseRewd o€ w02
0000 2

Events total:3458 shown:3458  Decoders: EmberZNet 5.0, ZigbeePro

o

Time

3,181,0580

181

3,181.3410X

13181202000 Packet
13181332000 Packet

13181336000 Packet

Type
13181052000 Packet

Summary
2CL: QueryNextimageRequest
Link Status

Data Request

APS Ack

Packet 802,154 Ack

MAC Sre MACDest  Status
9CAA 0000
000! CAA
1589 FFFF
9CAA 0000
( CAA
9CAA

wl >

IEEE 802.154 (10 bytes) s
ZigBee Network (8 bytes)
ZigBee Network Security [14 bytes]
ZigBee Application Support (8 byte:
4 ZigBee Cluster Library [12 bytes)
2CL Frame Control: 0x01
Frame Type: Cluster commanc|
Manufacturer Specific: false |
Command Direction: Client to
Disable default response: fals¢
Reserved: 0x00
Sequence number. 0x63
Command Identifier: QueryNextls
Field Control: 0x00
Manufacturer Id: 0xC20F
Image Type: 0x0005

o )

Hex Dump (61 bytes]
39 61 86 C6 45 15
00 00 AA 9C 08 02
00 00 AA 9C 1E B4
2D 1A 20 01 00 09
EC 03 00 00 A3 22
00 00 40 01 19 00
04 01 01 47 01 63
01 00 DF 2 [
10 50 01 01 A4 74
6D B4 7C 2F 00 7C

1 ZigBee Network decrypted (1 more) ]

o
SILICON LABS



Packet Trace Interface (PTI)

= Direct feedback from baseband radio
= Raw TX and RX packet

= Timestamp, RSSI, channel, protocol,
etc.

® Implemented in hardware and radio
sequencer

= Dedicated UART/SPI interface

= Zero overhead to Cortex code

= Captured and timestamped by
Wireless Starter Kit (WSTK)

5. Network — 1. Radio
Analyzer receives or
decodes and

| _ transmits a
visualizes the packet
packet

Mighly Gecko
LIFRRIMG
2.4 Gix 19, s oy

2. Frame
é}. PC reads controller
binary debug writes packet
packet from to PTI pin
WSTK
3. WSTK
captures and
timestamps

packet

Silicon Labs Confidential



Development Hardware

Radio pin access headers for
prototyping

Radio card header for
Integrate J-Link debugger (\ easy swapping
Connect via USB or Ethernet
Virtual Com Port support
Packet Trace Antat

Energy Profiler

Expansion header for

Ultra-low power 128x128 pixel prototyping

memory LCD, buttons and LEDs

------

\\;4.,‘1‘ .‘ .".-‘,‘. aal X 4‘-%
\ L9e \ 4 L4 -
USB Power or

> ARM Coresight 19-pin
Battery Power 8 P

debug/trace header

Advanced Energy Monitoring (AEM)
USB Serial Port
Packet Trace Port



Getting Started with BG22 SoCs

Wireless Gecko

BG22 SoC Starter Kit
SLWSTK6120A

10

Thunderboard BG22

SLTBO10A

SLWSTK6120A

SLWRB4182A

SLWRB4183A

SLTBO10A

1x WSTK main boards

1x SLWRB4182A radio boards (QFN40)
1x SLWRB4183A radio boards (QFN32)

BG22 +6 dBm radio board (QFN40)

BG22 +6 dBm radio board (QFN32)

Thunderboard BG22 kit


https://www.silabs.com/products/development-tools/wireless/efr32xg22-wireless-starter-kit
https://www.silabs.com/products/development-tools/thunderboard/thunderboard-bg22-kit

How to capture packet trace on demo boards - Hardware connection

" Ca ptu re paCket tra ce on WSTK Klt File Edit Navigate Search Project Run File Edit Filters Window Hel
. . ™ v _EL = o ) I s 2] £8 '_;Ln“’ L Y B9 ’0 P v v
= \WSTK main board + Radio board, debug mode set to ‘MCU’ O-HeecEl@Rasw: s P @:
#H Debug Adapters: 11 3 25 AXRI-E@>- 0
= USB/Ethernet cable - J-Link Silicon Labs (440005438)
) J-Link Silicon Labs (440095505)
= Running Network Analyzer on PC ] PCOL-ISA3 (10.6.54.99) Connect
. " ) - Ray-ncp (10.6.54.100) Disconnect
= Click “Start capture” on adapter ¥ TB2-lightl. (10.6.54.60) —
. ¥ TB2-light2 (10.6.54.61) ——
| TB2-light3 (10.6.54.62) Start capture with options...
TB2-ncp (10.6.54.90) Stop capture

| TB2-switchl (10.6.54.68) Redo last upload
| TB2-switch2 (10.6.54.75)
| TB2-switch3 (10.6.54.76)

Upload application...
Upload adapter firmware...

Rad|0 boal’d Rename

Make a sniffer

Mighty Gecko
55'3;331”169.5@" I 7 >=] Launch Console...

38 Device configuration...
=] Open SWO Terminal...

11 Silicon Labs Confidential



How to capture packet trace - Hardware connection

| ] Ca ptu re packet trace On Custom Boa rd Pin# Pin Name Pin Function EFR32 Functionality

1 VAEM Target Advanced Energy Monitor Voltage Net VDD
- . 2 GND Target Ground VSss
WSTK m a I n boa rdl d e b u g m Od e Set to File Edit Navigate Search Project Run File Edit Filters Window Hel 3 RST Target Reset (Active Low) RESETn
(O UT’ [’3‘ -B® & L‘a‘_f uw Lﬁl c?l EE % . ‘:;‘ 7) ; Lio @ . . . 4 VCOM_RX Target Pass-through UARTI\{irtuaI COM Port Receive.e USO0_RX
— ‘ ——— 5 VCOM_TX Target Pass-through UART/Virtual COM Port Transmit US0_TX
. o e WDebugAdapters: o 4% & {:} M=l = 6 SWo Target Serial Wire Output SWO
| S I y b g Ad p d J-Link Silicon Labs (440095438) SWDIO T Serial Wire Data | o SWDIO
I m p ICIt De u a te r Boa r J-Link Silicon Labs (440095505) ! i aroet Serl "ie afa npotoutput :
) PCO1-ISA3 (10.6.54.99) R 8 SWCLK Target Serial Wire Clock SWCLK
] 1 O_ H H b b b I Ray-ncp (10.6.54.100) T 9 PTI_FRAME Target Packet Trace Interface Frame Signal FRC_DFRAME
P I n rl O n Ca e 1 TB2-lightl (10.6.54.60) Start capture 10 PTI_DATA Target Packet Trace Interface Data Signal FRC_DOUT
| TB2-light2 (10.6.54.61) Stort canture with oni
] U S / h b I | TB2-light3 (10.6.54.62) art capture with options...
B Et e rn et Ca e TB2-ncp (10.6.54.90) Stop capture VAEM| 1 | 2 [GND
. | TB2-switchl (10.6.54.68) Redo last upload rsT| 3 | 4 Ivcom Rx
= Running Network Analyzer on PC | Te2 vitch2 0065475 :
switch3 (10.6.54.76) Upload adapter firmware... VCOM_TX| 5 | 6 |SWO
H ' ” R SWDIO| 7 | 8 |SWCLK
= Click “Start capture” on adapter eeme
Make a sniffer [PT[_FRAME 9 | 10 [PTI_DATA ]
-] Launch Console... .
. We strongly recommend that customers include 10-
38 Device configuration...
2| Open SWO Terminal... pin mini simplicity connector pin-out on

development hardware

- i
oriris LEEEE]

12 Silicon Labs Confidential



How to capture packet trace — Software configuration for Bluetooth

= Bluetooth - Configure PTl in hal-config-app-common.h

#define HAL_PTI_ENABLE L
#define HAL_PTI_MODE (HAL_PTI_MODE_UART)
#define HAL_PTI_BAUD_RATE (1600000)

EFR32_PCO[7..0] <o
EFR32 PCOO. USO_TX FLASH_MOSI
EFR32_PCOT US0_RX
EFR3Z PCOZ US0_CLK  FLASH MISO
- =0_C S ASH_SCLK
RP200 EXP_HEADER6  WSTK_P3
1 _ 18 L1
71— [z R overiay £ R214/R21
i T [ |_|R%‘ EXP_HEADER3 _ WSTK PO
OR
. NM
EXP_HEADER4  WSTK_P1 WSTK_P1 DISP_MOSI WSTK_F16
EXP_HEADER8 __ WSTK_P5 WSTK_P5 DISP_SCLK WSTK_F15
VMCU
EXP_HEADER10 __ WSTK_P7
EXP_HEADER5 __ WSTK P2 ;‘;07
OR AL
EFR32_PC04 NM 2216/ WSTK_P25 WSTK_P25 PTI_DATA WSTK_F20
EFR32_PC05 WSTK P27 WSTK P27 BT1_SYNC WSTK_F19
Cr . FLUUD VWOTRN FZY VWOTRN FZY UISF OSU. VWOITRN FI7
EFR32_PC07 WSTK P31 WSTR P31 — DISP_ENABLE WSTR F14
| S
VMCU R208  OR
R206
O0R
NM
R205
P SENSOR_ENABLE WSTK_P37
| S—
O0R
R204
0R
NM
GND

13 Silicon Labs Confidential



How to capture packet trace — Software configuration in App Builder

= App Builder Projects - Configure PTl in .hwconfig file

= PTI_FRAME
= PTI_DATA

14

& ncp-empty-target.isc ‘& i inil _2.isc [ j rd4182a_efr32mg22c224f512im40.hwconf 23]

DefaultMode Peripherals
L

] ey ey

Packet Trace Interface

|D

Bootloader Entry

[ Button H "~ SPIFlash ][ ") 12C Sensor ][ 7 12C 1/O Expander

[LED

[ ") SPIDisplay }

|D

—
)

SPINCP M "1 UARTNCP }

|D

Antenna Diversity ] [ Coexistence ] [ EZRadioPro ] [ External FEM ]

5= outline %

|7 DefaultMode
» & Peripherals
v & Port /0

# PortA
# PortB
+ PortC
7 PortD

[ Properties 5%

@ ~v=0

Properties of PTI

Property
v
mode
PTl baud rate
DFRAME pin
DOUT pin

PTI

Value

Asynchronous (UART)
1600000 (0x186A00)
PCO5
PCO4

& DefaultMode Port I/O |1/ DefaultMode Peripherals ZSJ

[2) Problems 5% l & console | v

0 items.
Description ~ Resource Path Location Type

4 Port 1/0 Mapping 8%

No valid mapping selection

= 0

|
q

Silicon Labs Confidential



How to capture packet trace — Software configuration, peripheral routing

15

= GPIO LOCATION
= FRC_DFRAME
= FRC_DOUT

Peripheral.Resource

Table 6.6. DBUS Routing Table

CMU.CLKINO Available Available
CMU.CLKOUTO Available Available
CMU.CLKOUT1 Available Available
CMU.CLKOUT2 Available Available

EUARTO.CTS Available Available Available Available
EUARTO.RTS Available Available Available Available
EUARTO0.RX Available Available Available Available
EUARTO.TX Available Available Available Available
FRC.DCLK Available Available
FRC.DFRAME Available Available
FRC.DOUT Available Available

Silicon Labs Confidential



Network Analyzer Perspective

16

= Editor Panes

= Adapters

= Map

= Transactions
Events
Event Details
Hex Dump
Filters
Tools

letwork Analyzer -
File Edit Filters Window Help
H-HRicHBE & & %!

PHP@IL -5 v e

@ T | (DhR@)A @IA QB =8 TZLEF

?mbug Adapters: 11 23
®

J-Link Silicon Labs (440095438)
> ? J-Link Silicon Labs (440095505) [capture]
1 PCO1-ISA3 (10.6.54.99)

Ray-ncp (10.6.54.100)
" TB2-lightl (10.6.54.60)
' TB2-light2 (10.6.54.61)
> I TB2-light3 (10.6.54.62)
TB2-ncp (10.6.54.90)
" TB2-switchl (10.6.54.68)
" TB2-switch2 (10.6.54.75)
> I TB2-switch3 (10.6.54.76)

[& c

JalR 2| EE

Tx count: 1, Rx count: 0
4 Q) sender: 000440095505 [DA]
Time: 95.601051
Status: 05

s | 1 Launcher {} Simplicity IDE :[_: Configurator [%, Network Analyzer Start Replay '
‘ J-Link Silicon Labs (440095438) o Live &2 ‘ = b
2 (5[4 X% & {:} A= é 2 saved filters... | AND v :4: @ 6 E]
95, 60
ik 80 96
Time:95.601051s Real time:N/A Nodes:3 EventEFR Tx packet PAN filter: 925F 8 Event Detail <
P PY & NWK crypto: ROOT, DB E9 2D A5 C6 6D §
‘f‘ IEEE 802.15.4 [10 bytes]
000440095505 47DF = .
0000 000BS7FFFEG 48DBA — | » ZigBee Network [£ bytes]
\_ 000BS7FFFE648DD3 J - ZigBee Network Security [14 bytes]
ransactions  total:53 shown:54 8 ZigBee Application Support (8 bytes]
ZigBee Device Profile V2 [9 bytes]
/ Time Duration Summary NWK Src NWK Dest P Mz E2 Status = Network encryption MIC [4 bytes]
94.435029 0.204 Association 47DF 0000 6 Radio Info EFR32 [6 bytes]
- 94643273 0.003 Transport Key (NWK) 0000 47DF 2
N w D = 8 || &P ous61081 0959 Permit Join Request 0000 FFFC 4
- @ 94679578 0.960 Permit Join Request 0000 FFFC 4 =
1) 94689971 0.000 Device joined. El
@ 94,689972 0.992 Device Announce 47DF FFFD 4 < m J »
| 95601051 0.069 Match Description Request 0000 47DF 6 1 Hex Dump [60 bytes] —
\_ seorsts 003 [NEE GO O I N N - ([oc 56 6155 2 6 .
P s ~ SF 92 DF 47 00 _..G.
4 - 3\ 00 08 02 DF 47 ....G
Events total:630 shown:477 Decoders: Auto-detecting decoder stack, Default B oo 00 1E ED 2D =
X 6F DO 02 00 D3 o....
Time Type Summary MAC Src MAC Dest  Status “|/18D 64 FE FF 57 .d..¥
[ 95601051  Packet Match Description Request 0000 47DF P R
&P 95601077 APITrace Send unicast 00044009... 31 24 DF 47 04 1.6
@P 95601100  EZSP sendUnicast Response 00044009... N SRR 30
@ 95.601127 ASH ASH TX: Data 00044009... Ll|c2 ¥D 00 05 00 ...
95.603179 Packet 802154 Ack 47DF 0000 Y

Q______ J .

NigBee Network decrypted (1 more]/]

: Capture with adapter J...abs (440095505) w "&1 © © 2018 Silicon Labs

Silicon Labs Confidential




Tools in Network Analyzer - Bookmark

17

= Add bookmark
= Right click on the transaction or event
= Choose “Add bookmark”

e Edit Filters Window Help

W@it-i-eooro-i@a? (D R@aldA@VMAXE =8 T
gurator [, Network Analyzer |

o “Live 53 | &2 J-Link Silicon Labs (440095438)

2 saved filters... | AND transaction.summary == "ZCL: Toggle"
L. 0d248s
113.435s

Time:249.525661s Real time:N/A Nodesi6 Event:ZigBee APS transaction PAN filter: 3C6B 8
)]
o |_|nc1incomingMessageHandler Response 333340095505 i
ransactions _total:97 shown:4 < 8
Time Dura.. Summary NWK Src NWKDest P# M# E#  Status

il 249525661 0065  7ZCL: Toggle
259361251 0.064  ZCL: Toggle
2,066.2791... 0067  ZCL: Toggle
2196.1891.. 0.066 ZCL: Toggle Also show only source: 0000

Also show only status: <none>

Also show only type: APS

Also hide type: APS

Also show only summary: ZCL: Toggle
Also show only destination: B54A

Events total:4,042 shown:16 Decoders: Auto- Also show only end-to-end retries: 0 B

. Type Summary Also show only mac retries: 0 -
[~ 249.5256.. Packet ZCL: Toggle Also show only packet count: 4
| 2495275.. Packet  80215.4 Ack e =
| 2495886.. Packet APS Ack v
- Packet 802154 Ack

259.3612... Packet ZCL: Toggle Unset zero-time

631... Packet 802.15.4 Ack Set zero-time anchor to this event
259.4231... Packet APS Ack
2504249.. Packet 802154 Ack Showinltneroy/Brotileq

: Capture

= Go to bookmark

= Click #% on toolbar

cilve ey i@t 0| (D REABPNMAAE =82« TZL »

yurator | L, Network Analyzer

- “Live & J-Link Silicon Labs (440095438) & *ZigBee 3.0 demo trace £

2 saved filters... | AND

Timeinotset Real time:N/A Nodes:0 Eventnone =]
[ i) Bookmarks @
L J
tools—0f | Double-click bookmark, or select it and hit OK to jump to it.
(0000) <
Bookmark Time Type
Transactions total:281 ) Joining device checks to see if its new parent is an R21 device. 24.823593 Group bookmark - —
) The parent indicates that it is an R21 device. 24.829205 Group bookmark
E Jime g 1) Since this is a centralized network, the joining device requests a new ... 24.839538 Group bookmark i
) 49732008 04l | ) The trust center responds to the link key request. 24.858660 Group bookmark
49.732009 oy |y The joining device verifies the key with the trust center. 24.879475 Group bookmark
49.743780 04l | 1B The trust center confirms the key verification. 24.898636 Group bookmark
52419532 oy |y The joining device then opens its network. 28.706366 Group bookmark
52431051 ofl |8y The joining device then acts as a finding and binding initiator. 31.714233 Group bookmark
54.881657 081l | ) After the bindings are made, the switch can send ZCL commandsto ... 49.732008 Group bookmark N
55.507691 o4 s
55.523010 o) |
e ofl OK ] [ Cancel L
Events total:136 sho - g
Time Type Summary MAC Src MAC Dest  Status ol
Packet 802154 Ack B
01 9 Packet 802154 Ack
0671712 Packet Link Status 0000 FFFF
4.399670 Packet Link Status 0000 FFFF
8366018 Packet Link Status 0000 FFFF -

Capture with adapter J...abs (4400

Silicon Labs Confidential



Tools in Network Analyzer - Filters

18

= Filters

= Right click on the transaction or event and choose “Also show only xxxx”

= Edit filters with regular expression (&& or | |)

File Edit Filters Window Help

N-HRicHBEAF S V/PINP@ -3 -ve-

121 [ ) Launcher {} Simplicity IDE [ Configurator [ £, Network Analyzer

@ 0[Sl BG4 BTN A AE 2,8+ TZL »

BH Debug Adapters: 11 52 = 0

2PEAXXB-OE

[ J-Link Silicon Labs (440095438) -

4 ? J-Link Silicon Labs (440095505) [capture] \:\
[ EFR32MG12 2.4GHz 10 dBm (BRD4162A

[‘ 1 Wireless Starter Kit Mainboard (BRD400 ~

111 Radio Info &2 v =8
Tx count: 1, Rx count: 0
4 () Sender: 000440095505 [DO]
Time: 249525661

Status: 05

& “Live 2 ‘ &2 J-Link Silicon Labs (440095438)

= 0

[Z saved filters...] AN[{ transaction.summary == "ZCL: Toggle"

Time:249.525661s Real time:N/A Nodes:6 Event:EFR Tx packet PAN filter: 3C6B

8 $ Event Detail - =
o NWK crypto: ROOT, 0B 93 24 C0 38 56 1C 81 9F FO4E0BBD 91
® -~ > IEEE802.15.4 [10 bytes]

«| m

> ZigBee Network [8 bytes]

Transactions  total:78 shown:4

> ZigBee Network Security [14 bytes]
» ZigBee Application Support [8 bytes]

Time Dura.. Summary NWK Src
| 249525661 0065 ZCL:Toggle 0000 B54A =
259361251 0064  ZCL: Toggle 0000 B54A 4
2,066.279153 0067  ZCL: Toggle 0000 B54A 4
2196189182 0066 ZCL: Toggle 0000 B54A 4
Events total:2,975 shown:16 Decoders: Auto-detecting decoder stack, Default
Time Type Summary MAC Src  MACD...
I 249525661 Packet ZCL: Toggle
I Packet 802.15.4 Ack
| 249588670 Packet APS Ack
L. 249.500478  Packet 802154 Ack
259.361251 Packet ZCL: Toggle
259 7 Packet 802154 Ack
259423101 Packet APS Ack
259

NWKDest P# M# E#  Status

> ZigBee Cluster Library [3 bytes]
rk encryption MIC [4 bytes]

Also show only summary: ZCL: Toggle

nfo EFR32 [6 bytes]
Also show only destination: B54A 2: FC 46
Also show only source: 0000 End: Tx Success (0xFD)
dio info: 0x04

Also show only status: <none>
Also show only type: APS
Also hide type: APS

Also show only end-to-end retries: 0

Antenna Select: 0x00

Sync Word Select: 0x00

Channel Number: 15.4 Cp0 channel 15, 2.425 GHz (4)
tus byte: 0:05

Error Code: Success (0)

Protocol ID: ZigBee on RAIL (5)

o Configuration: 0x00

[TxRx Indicator: Tx (0)

Appended info Length: 0x00

Appended Info Version: 0x00

Also show only mac retries: 0

Also show only packet count: 4

Append to file
Extract to...

Unset zero-time

Set zero-time anchor to this event

Show in Energy Profiler = ] B

Add bookmark...

ZigBee N k decrypted (1 more)

Packet 802.15.4 Ack

T C

: Capture with adapter J...abs (440095505) e &) : © 2018 Silicon Labs
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Tools in Network Analyzer - Event difference

19

File Edit Filters Window Help
m-eiedH@a
@ | 4 Launcher {} Simplicity IDE

VPP PR @L<

Configurator |1, Network Analyzer

-1

= Simplicity Studio->Windows->Show View-> Event Difference

T 0| SLoBo & al & LA Q095

)

L0

B Debug Adapters: 11 52 \ AR -E@° B || ativeR \é@J.Link Silicon Labs (440095438) \ = g8
» <7 J-Link Silicon Labs (440095438) - AND - %O 05
> ¢ J-Link Silicon Labs (440095505) i

2 e ~ [23 00 ps 2,305_3223
£F Event Difference i3 D ORITTR @\: 8 N o biudas 3. 288 . 757s

Time difference: 41.575313s \ Time:2,805.322130s Real time:N/A Nodes:10 Event:ZigBee APS transaction PAN filter: 925F 8 ‘ Event Detail < B8
Field 2763746817 2.805.322130 B incomingRoqlncoming message handlerl 2 NWK crypto: ROOT, DB Eg;i

originator | 000440095505 000440095505 g W | b 4 IEEE 802154 [10 bytes]
s fifteenFour present ; Transactions  total:290 shown:290 -~ PH:alj::tdf:nong?: 48 |=
b zigbeeNetwork present different Time Dur.. Summary NWKSrc  NWKDest P2 M# E£  Stat Frame Control: 0x8861 |
b zigbheeSecurity present different ~i
4 zigbeeApplicationSupport present different [t LUACON E2CEliongle ;ZT:;’:::::SI)‘_
1 ; ._--IIII
deliveryModeV2 0 0 2,763.80.. 0013 ZCL: DefaultResponse Ack REqu"Ed: true
indirectAddressMode 0 0 g 2,780.73... 1070 Many-to-One Route Discovery 0000 FFFC 7 IFntra pj/"' tfue. P
securityEnabled false false 2,78619.. 299.. ZCL: global clustld141 (0x8d), cmdld... OF00 0100 30 Miss R’e"’s':rie;';':{’]'(;'
ackRequired true true 2,801.85... 0001 Data OFOO 00FF 1 R
extHeaderPresent false false 2,805.32... ZCL: Toggle 4459 Lttt U
clusterldV2 6 6 H FC 30 61 88 0a.
profileld 104 104 ¥ 280538.. 0011 ZCL: DefaultResponse AC 5F 92 59 _-Y
sourceEndpoint 1 ! _281715.. 299.. ZCL: alobal clustld141 (0:8d). cmdld... OF00 0100 30 | 42 09 00 08 D.
apsCounter 6 7 [l ) J et 00 1E EF 2D -
4_zclPayload present different W Events total:8,535 shown:4,763 Decoders: Auto-detecting decoder stack, Default 8 ]A)g gg 23 gg 5‘.:1' =
zclFrameControl 1 1 - FF 57 0B 00 V..
zclFrameType 1 1 Time Type Summary MACS.. MAC.. Status “| oo 420 o1 06 @
manufSpecific false false I~ 28053.. Packet  ZCL:Toggle 0000 4459 gg g; 3} 3%
direction 0 0 @ 2,805.3... EZSP sendUnicast Command 00044... 73 AE A2 D8 s =
disableDefResp false false < |l|dF 28053.. APITrace Send unicast 00044... 3 21: 2?, FD 00 8
o)) —— S = | @ 28053.. EZSP  sendUnicast Response 00044.. - | [rigBee Network decrypted (L more
| Capture with adapter J...abs (440095505) [ | & : © 2018 Silicon Labs
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Tools in Network Analyzer - Radio Info

= Simplicity Studio->Windows->Show View-> Radio Info

Network Analyzer - File: /Users/jtjohr implici io/v4_worksp: k Analyzer/capture-2020_May_7-09_56.isd - Studio ™ - /L jtiohr implicif idio/v4_workspace
eeEB *o (o e 0 esed ool @l APTLGAUA B8 THLP B LT B f¥auncner {}Simplcity IDE % Debug 1 Configurator |1, Network Analyzer| |
[ No Adapters 3¢ } % XK fo 20 =] # = O || m *capture-2020_May_7-09_56.isd 3 ] & ZigBee 3.0 demo trace ‘ & capture-2020_May_7-09_40.isd a *Sensor / Sink demo
2 saved filters... | AND
Time:15.809025s Real time:N/A Nodes:30 Event:EFR Tx packet B % Event Detail <8
_35 dom Corrupt: field length overflow: 1 [at field: txPhys]
» BLE Data [2 bytes]
* . Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y 'V BLE Control [9 bytes]
Op Code: Length Request (0x14)
000440145118 Maximum Rx Octets: OxOOFB
Maximum Rx Time: 0x4290
'3 3 . - . * * * [ . Maximum Tx Octets: OXO0FB
* Maximum Tx Time: 0x4290
16 Thto
Crc3: 47 C7 38
000430063960 HW End: Tx Success (OXFD)
Sync Word: EA A3 D5 E8
Radio info: Ox24
Antenna Select: 0x00
Sync Word Select: 0x00
Channel Number: RF channel 36, 2474 Mk
Status byte: 0x03
Error Code: Success (0)
Protocol ID: BLE (3)
Info Configuration: 0x20
TxRx Indicator: Tx (0)
Appended info Length: 0x04
Appended Info Version: 0x00 j
Transactions  total:165 shown:165 <8
Time Duration Summary NWK Src NWK Dest P# M Eit Error Status Warning Status
16.479321 0.001 BLE Adv - Scan Request/Response 548088 E6 CD OF 58 8E 81 A547 75 2
1] Rad... 8 } E%Eve... ‘ & con... | [ proj... © Dat... | = 15.806672 0.001 BLE LL Control - Feature Exchange Procedure 58 8E 817027 1A 58 8E81A547 75 1 Missing packets
= 15.807277 0.001 BLE ATT: MTU Request 58 8E 817027 1A 58 8E 81 A547 75 1 Missing packets
18.106797 0.052 BLE ATT - Read By Group Type Request/Response 58 8E 8170 27 1A 58 8E 81 A5 47 75 2
5 - 18.206802 0.052 BLE ATT - Read By Group Type Request/Response 58 8E 8170 27 1A 58 8E 81 A5 47 75 2
v (1) sender: 000440063960 [5D] \ 18.306809 0.052 BLE ATT - Read By Type Request/Response 58 8E 817027 1A 58 8E81A547 75 2
Time: 15.808025 18.406813 0.052 BLE ATT - Read By Type Request/Error 58 8E 817027 1A 58 8E 81 A547 75 2
18.506819 0.052 BLE ATT - Read By Type Request/Response 58 8E 817027 1A 58 8E81A547 75 2
Bytes: 47 C7 38 FD E8 D5 A3 EA 24 03 20 18.606824 0.052 BLE ATT - Read By Type Request/Error 58 8E 817027 1A 58 8E81A547 75 2 e ':zxi“'::’ zi:y::]u 8 00
Type: EFR Tx packet 18.706829 0.052 BLE ATT - Read By Type Request/Response 58 8E 81 70 27 1A 58 8E 81 A547 75 2 90 42 47 C7 38 FD E8 D5 A3 EA
Status: 03 18.806835 0.052 BLE ATT - Read By Type Request/Error 58 8E 81 70 27 1A 58 8E 81 A547 75 2 24 03 20
v i Receiver: 000440145118 [C4] 18.906841 0.052 BLE ATT - Read By Type Request/Response 58 8E 817027 1A 58 8E81A547 75 2
N 19.006846 0.052 BLE ATT - Read By Type Request/Error 58 8E 817027 1A 58 8E81A547 75 2
Time: 15.809711
Bytes: 47 C7 38 F9 DD E8 D5 A3 EA 24 03 68
Events total:2,678 shown:2,583  Decoders: Auto-detecting decoder stack, Default =]
Type: EFR Rx packet Time Type Summary MAC Src MAC Dest Eventerror status  Event warning status
Raw RSSI: 221 16.807277 Packet BLE ATT: MTU Request 58 8E 81 58 8E 81 A5 4...
Scaled RSSI: -35 dBm 15.807761 Packet BLE LL Control: Slave Feature Request 58 8E 81 58 8E 81 70 27... Packet Out of Sync...
\Smus: 03 / 15.807849 Packet BLE LL Control: Feature Response 58 8E 81 58 8E 81 A5 4... Packet Out of Sync...
@ 15.808350 Packet BLE ATT: MTU Request 58 8E 81 58 8E 8170 27... Packet Out of Sync...
P 15.808452 Packet BLE ATT: MTU Response 58 8E 81 58 8E 81 A5 4... Packet Out of Sync...
@& 15.808937 Packet BLE LL Control: Feature Response 58 8E 81 58 8E 81 70 27... Packet Out of Sync...
[ 15.809025 Packet BLE LL Control: Length Request 58 8E 81 58 8E 81 A5 4... field length overflo...
@ 15.809525 Packet BLE ATT: MTU Response 58 8E 81 58 8E 8170 27... Packet Out of Sync...
15.810112 Packet BLE LL Control: Length Request 58 8E 81 58 8E 8170 27... field length overflo
15.856675 Packet BLE LL Control: Length Response 58 8E 81 58 8E 81 A5 4... field length overflo
15.857763 Packet BLE LL Control: Length Response 58 8E 81 58 8E 81 70 27... field length overflo...
15.906677 Packet BLE LL - Empty PDU 58 8E 81 58 8E81A54
15.907694 Packet BLE LL - Empty PDU 58 8E 81 58 8E 8170 27... I
15.956680 Packet BLE LL - Empty PDU 58 8E 81 58 8E 81 A5 4.
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Tools in Network Analyzer - Network Key

= Corrupt: NWK decryption failed

= Missing Network Key in packet trace

2 saved filters... | AND

W ryption failed
4 IEEE 802154 [10 bytes]
PHY Header: 0x34
Packet Length: 52
Frame Control: 0x8861
Frame Type: Data (1)
Security Enabled: false
Frame Pending: false
Ack Required: true
Intra Pan: true
Frame Version: 2003 (0)
Reserved: 0x00
Destination Address Mode: Short (2)

Source Address Mode: Short (2)

$ Event Detail < 8

m

Time:5.739840s Real time:Jul 17, 10:27:59 Nodes:®6 Event:ZigBee unicast transaction B8
L L |
s #
® o £12g ’ v
<« T »
Transactions  total:94 shown:94 < B8
Time Durati... Summary NWK Src NWK Dest pz M B2 Status =
il 5739840 0.002 Data 5325 0000 2 L
5.742958 0.002 Data 5325 0000 2
5.751840 0.002 Data 5325 0000 2
5.754473 0.002 Data 5325 0000 2
5.759440 0.002 Data 5325 0000 2
7.343840 0.002 Data 5325 0000 2
7 251982 nnny Nats 5275 nnnn p) 2
Events total:i4,017 shown:1,384 Decoders: Auto-detecting decoder stack, Default B8
Time Type Summary MAC Src MAC Dest  Status i
I 5.739840 Packet Data 5325 0000 NWK decryption failed L
L. 5.740000 Packet 802154 A 0000 5325
5.742958 Packet Data 5325 0000 NWK decryption failed
5.744990 Packet 802154 A 0000 5325
5.751840 Packet Data 5325 0000 NWK decryption failed
5.752000 Packet 802154 A 0000 5325
5.754473 Packet Data 5325 0000 NWK decryption failed
5.756505 Packet 802154 A 0000 5325
Data 0000 NWK decryption failed

5.759440

Packet

5325

21

Hex Dump [59 bytes] <
F8 34 61 88 83 A3 .da. ..
47 00 00 25 53 08 G..%S.
02 00 00 25 53 1E %S.
FD 28 30 63 OE 00 (0c. .
2D E1 F4 FE FF 5E - 7
CF DO 00 25 EB B5S %. .
F6 81 8C 47 8E BC G..

..... d
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Tools in Network Analyzer - Get Network Key

= Get Network Key
= Print “keys print” CLI on console
= Read it from packet trace

ep 2 [endp01nt "enabled, dewvice enabled] nwk [D] profile [0x0104] devId [0=x010D] ver [0=x00]
in (=erver) cluster: 0=x0000 (Basic)
in (=erver) cluster: 0x0003 (Identify)
in {(=server) cluster: 0x0004 (Groups)
in (=erver) cluster: 0=x0005 (Scenes)
in (=erver) cluster: 0x0006 (Onsoff)
in (=erver) cluster: 0=x0008 (Lewvel Control)
in (=erver) cluster: 0x0300 (Color Control)
out({client) cluster: 0x1000 (ZLL Commissioning)
in (=erver) cluster: 0x1000 (ZLL Commissioning)
ep 242 [endpoint enabled, device enabled] nwk [0] profile [0xAlE0] devId [0x0061] wer [0x00]
out({client) cluster: 0x0021 (Green Power)
Hwk cnt: 1
nwk 0 [Primarvy (pro)]
nodeType [0=x02]
securityProfile [0x05]
Z3LightSocZD0OTesting >EMBER_SECURITY_LEVEL: 05
NUK Key out FC: 00015B02
HWE Kev seq num: 0x=00

HUK Key: 0B 93 24 CO 38 56 1C 81 9F F9 4E 0B BD 9C 84 FS
Link Key out FC: 00004002
TC Link Key
(>)000BS7FFFE648DD3 00025005 L v 74 0B AA DS 29 FF 57 S4& 06 27 80 B9 78 OF Ce A3

L1nk Key Table
00 entries used.
Z3LightSocZD0Testing>

00 keys print

[Qffenpaa gy

N”Kcrpm ROOT, 0B 93 24 C038 56 1C 81 9F F9 4EO0B BD9C 8AF5:
» IEEE802.15.4 [10 bytes]
> ZigBee Network [8 bytes]
> ZigBee Network Security [14 bytes]
» ZigBee Application Support [8 bytes]
»» ZigBee Device Profile V2 [3 bytes]
> Network encryption MIC [4 bytes]
> Radio Info EFR32 [6 bytes]

22
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Tools in Network Analyzer - Import Network Key

23

= Simplicity Studio->Windows->Preferences->Network Analyzer->Decoding->Security keys

r

«= Preferences ‘ = =
type filter text Security Keys Lrovy
» General
b C/Ce+ Check to activate. Enter 16 char ASCII or 32 char Hex
> Help A T Name Key Touched o New
’ E‘:::V lip:atle F Harvested (57)  C81227 7E 2D 5B BS EA B7 ED 0C 94 A2 50 76 3E Yesterday m
“ C:'tursacﬁff: sration F Harvested (58)  FE C9 D3 E8 80 DC 9507 1C 223296 AC1A 75 D3 Vesterday
cﬂzture . Stgorage F Harvested (59) EC 2B 7B FD 4B 2E D568 98 71 95 A8 CF 32 4E 0D Vesterday Clone
" i F Harvested (60) 98 DF EF EA 3C F9 FC FB ED C8 82 B5 40 93 D2 BF Yesterday
onnectivity Display Delete
4 Decoding F Harvested (61) 139A7B7F Al 54 1A FAE497 32 C7 3FE370 DA Yesterday
Bluetooth F Harvested (62) 6B 237D 66 FA 58 51 5B 5B 8F 81 EB 86 2D E0 06 Vesterday Invert
Frames and Fields F Harvested (63) EA7B132B09 COBF002F1B 84 A2 D4 C2 E1 EO Yesterday
Reports F Harvested (64) CO1COFO3FAB77EFB25 CBAFBF3AB2EI6C  Vesterday Eleaihl
Security Keys F Harvested (65) C152D176723A6A8D EC9057 7C CB1C 60 BC Yesterday Run HMAC...
Stack Versions N New profile D8 E2 8D 22 E0 05 84 CO E8 27 E0 1C 3F A7 OF 88 Jul16
Transaction Groupe N New profile (1) 707D E76279 EE74 67 B9 F6 A8811032B371 Jul17 ASCI edit...
p p
Energy Profiler Integrati F  New profile (.. FC13338974 B6OF FF 05 9F B1 B8 37 11 82 EC Yesterday | _
Node Icons N New profile (2) 707D E7 6279 EE 74 67 B9 F6 A381 1032 B3 71 Jul17 i
Optional Dialogs C Sensor/SinkL.. 5AG696762656520536563757269747921 Jul1l
Stream Visualization C Sensor/Sink.. 656D 62657220 454D 323530 20 6368 69 70 Julll
Ninelne C SmartEnergy.. 12333333333333333333333333333333 Julll
Wireshark C SmartEnergy.. 5677777777777717777171771771771717177 Jul1l
> 2}"‘/ Eevb”g . [ StandaloneB.. 656D 62657220 454D 32 35 30 20 6C 69 6 68 Jul1 .
’ T'"‘p icity Studio L StandaloneB.. 656D 6265722045 4D 32 3530 20 6E 77 6B 20 Julll
; v:a"[’ - C SuperParent.. 5375706572506172656E 74 4C 69 6E 6B 4B Julll
4 IFEiEsS Lieve opment |7|‘ r Civimnme Navmnd E2TFIETINACE TIECN A1 TIAC AC TA ACASE 74 77 AD L1 ‘ at
< n 3
Save decryption keys in ISD files Disable keys when not used for 365 days
dl = - [ Restore Defaults] ’ Apply ]
©) [ ok |[ concel |
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Protocol Decoding

[ NON )
= Usually auto detected but can be manually

configured > Clons

» Help

P Install/Update

¥ Network Analyzer
Capture Configuration
Capture File Storage
Connectivity Display
Decoding
Energy Profiler Integratiol
Node Icons
Optional Dialogs
Stream Visualization
Timeline
Wireshark

» Run/Debug

» Simplicity Studio

P Team

» Wireless Development

= Possible to implement your own decoders
for proprietary protocols

TP TTPREVUTN

Preferences

Decoding

Selected stack: Auto-detecting decoder stack
Selected profile: Default

Security Level:

5 - Encrypted, 4 byte MIC

Custom decoders (check to enable):
Protocol Name

Sensor-Sink Decoder
HTTP Decoder
| ZigBee Test Profile
Connect Demo Decoder
Connect Mailbox Protocol
Connect OTA Bootloader Protocol
Connect OTA Unicast Bootloader Protocol
Wake-up decoder
Generic Device Profile
ZigBee Remote Control 1.x
ZigBee Remote Control 2.x
MSO Profile
ZigBee Cluster Library
ZigBee Light Link Commissioning
Green Power Application Payload
ZigBee Tunnel Data

Enabled Debug Logging:
Log File Location:

{workspace}/.metadata/DecoderDebug.log | [

Do you wish to change the stack version and profile?

LTGRO AR DU Y/ /0 DIEIOOL £ 1T C U2 NS O £ DU FIEX /£ T VI DM DU VG Y

A
v

Editable Options Add

4«4

Restore Defaults Apply

24
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Silicon Labs Test Network

25

= 500+ node test network for QA and performance testing
= Ability to configure various network topologies

= Consists of device clusters spaced over entire office

= Controlled over Ethernet backchannel to allow

= Learn more at www.silabs.com/mesh-peformance
or check out the following application notes:

= AN1138: Zigbee Mesh Network Performance
= AN1141: Thread Mesh Network Performance

= AN1142: Mesh Network Performance Comparison



http://www.silabs.com/mesh-peformance

Silicon Labs Test Network

e e, Ty

26




Energy Profiler

= Key Features
= Multi-node support allowing analysis of power consumption of entire network
= Code correlation support for all monitored nodes
" |ntegration with Network Analyzer
= Complex searches are supported
= Configurable capture triggers
= Color coding of code sections to highlight relevant areas on graphs

27
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Energy Profiler — Single Node

Quick Access v [@ Single-Node :0:* Multi-Node lw Scope View ’

DisplayNode v, Sortby v, Search Q CUREeRt Y Voltage Avg IRQ RX/TX  Bookmarks
s W W

D 350.00 1.96
264.67 |4 585.51 190.31

J ‘ |

'\ﬂp‘-'f‘--*V[,""v"‘“llp" ﬁ){f";"‘m’\,wu‘v vy | AW Iy Il VAR AY Sl | o gy 'ngt/\“‘.\“*'J |r~'u'“*‘\r"' ,\v""-v\’“f\."«'\-v,' e 'wh. [} n_dr'h,"-.ﬂf“b WV wHlh HW(I‘," UAN\NN M i WY WAy 9‘;\
J \ J |

( ’ ! {
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Energy Profiler — Multi Node

L 697.17

W

!\|1 ‘| mh
HMWNWWMMMWMW“MM

Y ‘W\ 'iW W |||[ W IHl ”ipl'\””ﬁ N W W \W W ”W" M ]I’l |l "

1“““%“%““&”““

349.44 2.14
643.07 207.74

5.00 1.97 mw
& 591.71 273 w

il
(N \Win'n'ffu'ﬂ“nn”f’\W TN

wmu M"W'Ilﬂ’"l"

h
| \“(“ i l,n nm{ ul |

i 'M I mhm{“uu” Il m
nﬁn nl”fll n”fnh’: I’M mwnu W ] nn’Y |

|

llumnln“n\uu I uu{‘uu

o uu)mww
(I ll\ |||| nnm I f “ v L l.lln.uhnu

(TR
nmul l’m { nnhnn lul U .n i llhl

2 Energy Profile (live) &2 D Energy Profile (range) B Debug Adapters: 2 = 0

_ink Silicon Labs (440062893)

Link Silicon Labs (440081912) C | Function Energy Contribution (%)
_ink Silicon Labs (440081918) RTCCSYNC_PostWakeUp 7.52 yWh 7.926% | ]
I 0x0E000000-0x0E000FFF 3.67 iWh 3866% ]
| BUS_RegBitRead 2.82 iWh 2974% W ]
BN RTCCSYNC_Presieep 237 iWh 2497% N ]
SystemHFClockGet 1.35 uWh 1423% I ]
I e Tt 122, S

[h em_bus.h [€ em_i2 =
{
uint32_t mp ;
uint32 pending
I2C T £ TypeDef transf
I2C T ferSeq_TypeDef eq;

EFM_ASSERT (I2C_REF VALID(i2c)):

Support up to 2 I2C buses.
if (i2c == I2C0) {
transfer = i2cTransfer
}
#1f (I2C_COUNT > 1)
else if (i2c == I2C1) {
transfer = i2cTransfer + 1;
}
#endif
#if (I2C_COUNT > 2)
else if (i2c == I2C2) {
ransfer = i2cTransfer + 2;

;)
pending = i2c->IF;

/ If some sort of fault, abort tr
if (pending & I2C_IF_ERRORS) {
if (pending & I2C_IF ARBLOST) {
* If tration fault, in
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Network Analyzer — Energy Traces

tDebug Adapters: 2 2 S AR ROB-E @ O | [ embush

J-Link Pro OB (10.12.25.37)
J-Link Silicon Labs (440081918)

| Radio In... &2 £ Event D... &4 Connec... % Data Ca...

Tx count: 0, Rx count: 1
’ L((‘ Receiver: 000440062893 [9246]
Time: 67.656205
Raw RSSI: 218

Scaled RSSI: -38 dBm
Status: 03

€] system_efr32bg13p.c [€] em_i2c.c €] em_usart.c [¢] dmd_display.c a ThreeNodeCapture_3.isd, 1 segment 3 = C
2 saved filters... | AND l V] »@0C
68.964
Time:67.656205s Real time:Jul 23, 10:55:22 Nodes:18  Event:EFR Rx packet 8 ‘ Event Detail < [
BLE Data [2 bytes]
v Radio Info EFR32 [12 bytes]
s<c—e . . . . . . . . . . . Cre3 FCDC T8
000440062893 000440080B1440081918 HW End: Rx Success (0xF9)
RSSI: -38 dBm (0xDA)
@ Sync Word: 50 6573 18
Radio info: 0x0A
Antenna Select: 0x00
Sync Word Select: 0x00
Channel Number: RF channel 10, 2422
Status byte: 0x03
Error Code: Success (0)
Protocol ID: BLE (3)
Info Configuration: 0x68
TxRx Indicator: Rx (1)
Appended info Length: 0x03
Appended Info Version: 0x00
Transactions  total:109 shown:109 < 8
Time Duration Summary NWK Src NWK Dest pz Mz E2 Status =
66.856580 0.051 BLE LL Control - Length Update Procedure 000B5718187E 484B85E25976 2
66.931186 0.026 BLE LL Control - Feature Exchange Procedure 484B85E25976 000B5718187E 2
67.073738 0.001 BLE Adv - Scan Request/Response 45DFC6487F2B 000B57181940 2
67.074869 0.001 BLE Adv - Scan Request/Response 472BDC45AE52 000B57181940 2
67.178090 0.001 BLE Adv - Scan Request/Response JAEBC9EF9C63 000B57181940 2 £
67.283089 0.001 BLE Adv - Scan Request/Response JAEBC9EF9C63 000B57181940 2 Hex Dump [15 bytes] <
67.389952 0.001 BLE Adv - Scan Request/Response TAEBCO9EF9C63 000B57181940 2 F8 0D 00 FC DC 7B ... .. €
67.599316 0.001 BLE Adv - Scan Request/Response TAEBCOEF9C63 000B57181940 2 F9 DA 18 73 65 50
67.700565 0.001 BLE Adv - Scan Request/Response JAEBCOEFOC63 000B57181940 2 04 03 68
68.959336 0.001 BLE Adv - Scan Request/Response 45DFC6487F2B 000B57181940 2
v
Events total:4,198 shown:4,190 Decoders: Auto-detecting decoder stack, Default 8
Time Type Summary MAC Src MAC Dest Status &
[ 67.656205 Packet BLELL - Empty PDU 484B85E259.. 000B571818..
@ 67.656290 aem_curren aem_current_packet_v2 000440062893
& 67656510 Packet BLELL - Empty PDU 000B571818.. 484B85E259..
(§"> 67.656677 exception_ exception_packet 000440081918
@ 67.656683 pc_sample_ pc_sample_packet 000440081918
67.656874 Packet BLE LL - Adv Indication: BG10382 000B 5702 28...
67.657264 aem_curren aem_current_packet_v2 000440081918
67.658882 pc_sample_ pc_sample_packet 000440062893
67.666997 exception_ exception_packet 000440081912
67.668882 exception_ exception_packet 000440062893
67.671674 exceotion exception packet 000440081918 v
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Demo — Bluetooth advertising and connections, Zigbee 3.0

= \WWSTK with BG22 radio card in
NCP mode

= BGTool used to graphically scan,
connect, read attributes, disconnect

= WSTK with BG22 Thunderboard
advertising multiple advertising
sets

= One iBeacon
= One connectable advertisement
= Simple GATT

vIP Sy Yaierd

I &

1]

S,
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Additional documentation

= Main documentation link — docs.silabs.com

= Application Notes
= AN0822 - Simplicity Studio User Guide.pdf
= AN958 - Debugging and Programming Interfaces for Custom Designs
= UG343 - Multi Node Energy Profiler
= UG104 - Testing and Debugging Applications for the Mighty Gecko

= KBAS
= Can | examine captured packet/event data outside of Network Analyzer?

= How to open large *.isd(packet trace) file with Network Analyzer?

32

SILICON LABS

UG104: Testing and Debugging
Applications for the Silicon Labs EM35x
and Mighty Gecko (EFR32MG) Platforms

AN0822: Simplicity Studio™ User's Guide

Simplicity Studio greatly reduces development time and complex-
ity with Silicon Labs' EFM32, EFMS, and 8051 MCUs, wireless | sexrosss
MCUs, and Zigbee SoCs. ity S mees e dereopment

 Sevpiciy St makes
i g ety

resources, sl incne. e
¥ one place. - Geting s wihdevelopment s ik

Eanpies
- oy bt el and dsi resurces.

S .. Blue Gecko BGM121 Wireless Starter Kit (SLWSTK6102A) gy

_ = &
I slUcoN LaBs

AN958: Debugging and Programming
Interfaces for Custom Designs

‘The Silicon Labs MCU and Wireless Starter Kits and Simplicity

and dobeg envionment

“This appication .

osigns and prowides e detals rogaring iose nteaces
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http://docs.silabs.com/
https://www.silabs.com/documents/public/application-notes/AN0822-simplicity-studio-user-guide.pdf
https://www.silabs.com/documents/public/application-notes/an958-mcu-stk-wstk-guide.pdf
https://www.silabs.com/documents/public/user-guides/ug104-test-debug-apps.pdf
https://www.silabs.com/community/wireless/zigbee-and-thread/knowledge-base.entry.html/2012/06/28/can_i_examine_captur-uFfw
https://www.silabs.com/community/wireless/zigbee-and-thread/knowledge-base.entry.html/2018/04/17/how_to_open_a_bigis-XPCR

BG22 Virtual Workshop

Hands-on Virtual Bluetooth Workshop
Develop a Secure loT Device

=" _on a Thunderboard Kit

Learn how to develop and deploy more powerful, efficient, and secure loT products with your own
BG22 Thunderboard — free for all registrants!

North America: May 19th-21st, May 12th-14t, 2020
10:00AM —11:30 AM CST
(Other sessions available for Asia Pacific and Europe)

We have added new workshops in AMER for May 26-28, June 2-4, June 9-11, June 23-25 and June 30-
July 2. We'll soon be adding new dates for APAC and EMEA.

Register today! https://www.silabs.com/about-us/events/virtual-bluetooth-workshop



https://www.silabs.com/about-us/events/virtual-bluetooth-workshop

Thank You | Questions and Answers

Webinar will be available soon at:

https://www.silabs.com/about-us/events/tech-talks

Previous webinars on CHIP, Bluetooth and Security are already posted
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