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Cisco Emergency Responder enables emergency agencie s to identify the location of 911 callers and elimi nates the need for
any administration when phones or people move from one location to another. Enhancing the existing E9- 1-1 functionality of
Cisco CallManager, Cisco Emergency Responder’s real  -time location-tracking database and improved routi ng capabilities
direct emergency calls to the appropriate Public Sa  fety Answering Point (PSAP) based on the caller's|  ocation.

When coupled with Cisco CallManager, Cisco Emergenc  y Responder surpasses traditional private branch ex change (PBX)
capabilities by introducing zero-cost user or phone moves and changes and dynamic tracking of user and phone locations
for E9-1-1 safety and security purposes.

FEATURE OVERVIEW

Automatically Locates Phones and Users

Cisco Emergency Responder proactively queries GistiManager for new phone and user login registnagévents. In response to these events,
Cisco Emergency Responder automatically searchmsrkisco CatalyStswitches in the network and finds the locatiothef phone and the user,
based on the switch port to which the phone ish#d. This information is then updated in a CisoweEency Responder location database, and is
used to identify a caller’s location when an E9-&all is placed. With this solution, users can maithin a campus or between sites, wherever and
whenever they want, without any administrative inéation from the IT organization. This eliminatee administrative costs associated with
relocating phones or users, while maintaining aateuand updated location information for E9-1-1estand safety mandates.

Dynamically Routes Emergency Calls and Provides Rea  |-Time Location Information

Cisco Emergency Responder makes informed inboudaatbound call-routing decisions based on thetiogcaf emergency callers, and provides
crucial location information to emergency operaiarBublic Safety Answering Points (PSAPs). Outlibemergency calls are directed to a gateway
associated with the PSAP that is nearest to thercahd in the event of an unintentional call distect or need for additional information, inbound
calls from a PSAP are returned to the originalecall

For example, Dallas telephone users who visit Gfuand dial 911 are connected to a PSAP in Chisagm though a Cisco CallManager cluster
in Dallas processes their calls. The Chicago PS&Rives accurate and updated location informatimutthe 911 callers visiting Chicago from
Dallas, and can return their calls. When the Dalkess return home, their subsequent 911 calldiereted to a PSAP in Dallas, with no
administrative intervention from the IT organizatid\gain, the Dallas PSAP receives accurate andtegdocation information, and can return
their calls.

Cisco Emergency Responder achieves this breakthrioug9-1-1 administration by transcending theitradal method of associating a user’s
phone number to a physical location. Rather thadisg the caller's phone number in the calling yadmber field of outbound emergency calls,
Cisco Emergency Responder sends a different Dingeird Dial (DID) number that represents the curpysical location of the caller. This
substitute DID number, called an Emergency LocatidNumber (ELIN), acts as a key to the locatiotatbase which local exchange carriers and
PSAPs use to route calls and identify caller laratData from physical floor plans and site cablitans are posted a single time to a Private
Switch Automatic Location Identification (PS-ALlathbase, and no additional updates are requireahfouser moves, adds, or changes.
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This elegant solution both meets and exceeds ivaditE9-1-1 requirements. User and phone locati@nges are automatically updated in real
time, whereas traditional E9-1-1 requirements &ifguan update within 24 to 48 hours.

Provides Real-Time Alerts

During an emergency, a reduction of just a few sdsan response time can have an enormous impdifephealth, and property. Cisco
Emergency Responder helps minimize response tinpedwding real-time alerts to onsite personnebtiyh e-mail, pager, telephone call, and Web
page notifications. Onsite response personnellihga knowledge of a caller’s location, the ownethef originating phone, and the phone number
(ELIN) as received by the PSAP. This informatioailfeates an immediate response before public fisdice, or medical services reach the scene,
and improves the effectiveness of public servicksmthey arrive.

Provides Auditing and Reporting

Cisco Emergency Responder tracks and logs adnitiigrchanges that affect the emergency locatitabadae. This information “audit trail”
facilitates a responsible change management proaedss a valuable tool to maintain service abdlily. In addition, the configuration audit trail
is a source of information for investigative ordégroceedings in cases of intentional misuse.

Cisco Emergency Responder also maintains a comchargtory log of all emergency calls, which faitiés capacity planning for emergency voice
trunks, monitoring of emergency call abuse, andudentation of emergency incidents.

KEY BENEFITS

Cisco Emergency Responder enhances the E9-1-lidnality inherent in Cisco CallManager, and creaesinrivaled “Dynamic E9-1-1" solution
for organizations with multi-line telephone systems

* Meets and exceeds traditional E9-1-1 features

« Automates all user and phone moves, adds, and ekang

« Enables users and phones to move an unlimited nuofitienes per day

* Avoids the expense and burden of daily PS-ALI rdagvloads

« Avoids daily documentation updates that potentigityoduce errors

« Enables quicker and more effective emergency respfrom onsite personnel and public agencies

« Provides configuration auditing to facilitate respible change management and investigative or [@gaksses
« Provides call history logs for capacity planninggmagement of emergency call abuse, and incidenindeatation
¢ Is compatible with any emergency number (for examn@99 in UK, E1-1-2 across Europe)

As a result, customers experience cost savings ffealinced telecom administration of user moves, ,a@tls changes. And, by freeing telecom
resources from tedious E9-1-1 location databasatepdcustomers can be more productive and focus afitheir attention on core strategic
initiatives. Because ongoing maintenance of Cisoeigency Responder is minimal, E9-1-1 compliana®is/erted from an administrative and
financial burden to an opportunity for organizatibgains through risk management, loss prevensibe security, employee safety, and community
stewardship.
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SPECIFICATIONS

Supported Platforms

« Cisco Media Convergence Server, MCS-7845H; highajlable server, suitable for platform mountingl®inch racks

¢ Cisco Media Convergence Servers, MCS-7835H and M&35!; highly available servers, suitable for matfi mounting in 19-inch racks

¢ Cisco Media Convergence Server, MCS-7825H and M8Z&I7 powerful platforms at only one rack unit highRU), the most space efficient of
the Cisco MCS-7800 Server Family

« Cisco Media Convergence Server, MCS-7815I, a pawerii-tower platform

Scalability MCS-7815I| MCS 7825H MCS-7835H MCS 7845H
MCS 7825l MCS 7835l
Switches 200 500 1,000 2,000
Switch Ports 12,000 30,000 60,000 120,000
Manual Phones 1,000 2,500 5,000 10,000
Roaming Phones 600 per Cisco ER cluster 1,200 per Cisco ER cluster 2,000 per Cisco ER cluster 3,000 per Cisco ER cluster
(remote Cisco ER group)
IP Phones 6,000 12,000 20,000 30,000

Elements to be Configured Include

Cisco e Call routing and digit manipulation to forward user-initiated emergency calls and PSAP return calls to and from Cisco Emergency
CallManager Responder as appropriate

Cisco « Cisco Emergency Responder version 1.2(2) can be installed only as an upgrade. The upgrade can be performed from the
Emergency following previous versions of Cisco ER: Cisco ER 1.1(4) and Cisco CER 1.2(1) Upgrades from Cisco ER service patches (for
Responder example, Cisco ER 1.1(4) spA or Cisco ER 1.1(4) spB) to Cisco ER 1.2(2) are not supported. If you are running Cisco ER with

a service patch, uninstall the service patch before proceeding with the upgrade.
« System administration interface—for access to all configuration components or oversight of outsourced vendors
¢ LAN administration interface—for IT LAN group or an outsourced vendor
* Emergency Response Location (ERL) administration interface—for IT telecom group or an outsourced vendor
Other ¢ Cisco CallManager Backup and Restore Utility Version 3.5.44
Component . Configure e-mail account on a Simple Mail Transfer Protocol (SMTP) Internet mail server for use by Cisco Emergency
S Responder
« Configure an email-to-pager gateway, or use an email paging service
« Configure a PS-ALI transfer application provided by the PS-ALI database service provider (often requires a dialup modem
connection)
« Provision an E9-1-1 capable voice trunk (Centralized Automated Message Accounting [CAMA] or Primary Rate Interface [PRI])
through a local exchange carrier

System Capacity

A single Cisco Emergency Responder server suppdtth Cisco CallManager version 4.0 cluster of®®@ phones and 2000 LAN switches with
attached phones in the same PS-ALI database negantea. Cisco recommends a second Emergency Rissmrver to form a fully redundant
Cisco Emergency Responder Group with the same itg@ael increased availability compared with a Brm@isco Emergency Responder server. A
single Cisco Emergency Responder Group can supperbr more Cisco CallManager clusters, providedl tte total number of phones and LAN
switches with attached phones is within the systapacity. Larger campuses and distributed systeensupported via a network of Cisco
Emergency Responder groups called a Cisco Emerdeesyonder Cluster.
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Note that trunk and bandwidth capacity planningcaiitical to ensure that audio paths are availédnl@mergency calls. Cisco Emergency

Responder does not address trunk or bandwidth itgpdanning; this is a planning function assoadibwéth the underlying telephony system. Some

organizations rely on a minimal Grade of Service$Brecommendation of P=0.01, though many orgapizsbpt for more stringent call

completion requirements.

FEATURES

Administrative Features

Server administration is partitioned to maintaimfiguration integrity and allow simultaneous acdeggroups with different areas of functional
responsibility:

— Full Cisco Emergency Responder administrative acces

— ERL Administration Interface—allows modificationslgmo E9-1-1 location information

— LAN Administration Interface—allows modifications lgrto LAN switch search parameters
Supports major Cisco CallManager releases—releds&2, 3.3 and 4.0.
Authentication and authorization are compatibléhviticrosoft” networked user account services
Configuration data is stored in the same directoay is used by Cisco CallManager
Support for Microsoft Active Directory

Support for Cisco IP Telephony Applications Baclkitgity Version 3.5.44—provides a reliable and coniant way to perform regularly
scheduled automatic or user-invoked backups of gata.

Password Encryption—Cisco ER 1.2(2) uses a passsrang/ption method to authenticate the user namegpassiword login
Ethernet ports are automatically identified on &t Cisco Catalyst switches

Support for CiscoWorks IP Telephony Environment Mamn2.0 (ITEM)—a suite of network management apgtiiens that monitor and manage
IP telephony implementations.

ERLs are flexibly assigned to specific Ethernetfdo an entire line card in a Cisco Catalystawibr to an entire Cisco Catalyst switch
Configure Subnet-based ERLs—support for 3rd pariiches

One or more ELINs can be specified for each ERL

Independent emergency-response personnel confaghation can be configured for each ERL

ERL configuration changes are tracked and audited

ERL Debug Tool—the phone extension is used as thelseriteria and displays the ERL for the phorfés Tiagnostic tool is used to verify
Cisco ER configuration during ERL creation and gissient phase and to troubleshoot calls directéactrect ERLSs.

Bulk Import/Export of Manual Phone Configuration—f&eilitate bulk creation of manually-configured ples

Media-Access-Control (MAC) address discovery by 8ahAddressable Memory (CAM) table search canrtabdled or disabled on a per-switch
basis

Multiple data import and export functions for ba@&ministration
Manual PS-ALI entries are accommodated for broadepoint support

Automatic Location Information formatting tools fepecific carriers: Bell Canada, SBC PacBell, SBQtB Western Bell.
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User Features for Onsite Emergency Response Personn el
« Real-time web alerts— Cisco ER 1.2(2) displays %l én the web alert screen immediately afteretrergency call is received and routed
by Cisco ER call-routing service.

« Simplified Web interface to search current user pinoine locations
« Call history review with an editable comment figler call
< Auto-refreshing Web alert screen that displays samgrinformation for all unacknowledged emergendisca

« Simple links to detailed location information farkkmowledged emergency calls

Functional Features
« Supports the following phone types via Cisco Digggwrotocol (CDP) Neighbor search on Cisco Catalydtches:

— Cisco IP Phone models 7970, 7960, 7940, 7912,784@RG, 7902
— Cisco IP Conference Station 7935
— All other skinny phones with CDP support, with gheeeption of ATA devices
» Supports the following phone types via CAM tablarsh on Cisco Catalyst switches:
— Cisco IP SoftPhone 1.2 and 1.3, including connestida IEEE 802.11b wireless Ethernet devices
— Cisco IP Phone models 12 SP+, VIP 30
— All skinny-based phones that lack CDP support
« Supports phone tracking using IP subnet:
— Wireless phones, such as Cisco Wireless IP Pho2@ &8d Cisco IP SoftPhones running on 802.11b
— Cisco IP Communicator
— Supported Cisco IP Phones connected to Cisco m-fiairty switches that are not discovered or rezaghby Cisco ER.
« Supports the following phone types via manual gprrfition in Cisco Emergency Responder:
— Analog phones connected to VG248 and ATA devices
— H.323 endpoints (see the latest Release Notepémifec endpoints supported)

— Cisco IP Phones not attached to an identified O&atalyst switch (for example home-based telecoraraytvithin the boundaries of PS-
ALl database service provider territories)

— Any phone otherwise supported for automatic tragkirat is connected to an unsupported switch port
< Supports phones connected to the following Ciscbllstvitches (see the latest Release Notes for speeifices supported within each series):
— Cisco Catalyst 2900 XL Series
— Cisco Catalyst 2950 Series
— Cisco Catalyst 3500 Series
— Cisco Catalyst 3550 Series
— Cisco Catalyst 3560 Series
— Cisco 3725 & 3745 Multiservice Access Routers

1. Requires ER 1.2(2)sr1.
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— Cisco Catalyst 4000 Series
— Cisco Catalyst 4500 Series
— Cisco Catalyst 5000 Series
— Cisco Catalyst 5500 Series
— Cisco Catalyst 6500 Series
« Tracks user and phone location to the ingress Gadtzh port

« Receives emergency calls and changes the valbe icalling party number field from the caller's pleonumber to an ELIN that represents the
caller’s current location

« Redirects emergency calls to a gateway that cosnedhe nearest PSAP
« Caches the mapping of real caller phone numbéegd NS, to enable PSAP callback
« Immediately alerts onsite response personnel afroetgency calls via:
— Real-time web alerts
— E-mail or pager
— Automated telephone call
— Auto-refreshing Web page that requires acknowleagegm
* Records acknowledged emergency calls in a calbifyisbg, and includes an editable comment field

« Natively supports CAMA interface using VIC-2CAMA

ORDERING INFORMATION

Description Part Number

Cisco Emergency Responder Server software, including 100 user licenses SW-CER-1.2-SVR=
Incremental 100 user license key for Cisco Emergency Responder KEY-CER1.2-100=
Incremental 500 user license key for Cisco Emergency Responder KEY-CERL1.2-500=
Incremental 1000 user license key for Cisco Emergency Responder KEY-CER1.2-1K=
Incremental 5000 user license key for Cisco Emergency Responder KEY-CERL1.2-5K=
Incremental 10,000 user license key for Cisco Emergency Responder KEY-CER1.2-10K=

Cisco Emergency Responder can be purchased wiikca ®1CS-78151-2.0-EVV1, MCS-7825H-3.0-IPC1, MCS3B81-3.0-IPC1, MCS-7835I-
3.0-IPC1 or MCS-7845H-3.0-IPC1 Media Convergenae&e Customers can also purchase the softwardiambes, and provide their own server
that has been certified for use with Cisco Emergdesponder.

SERVICE AND SUPPORT SOLUTIONS

Cisco AVVID (Architecture for Voice, Video and Irgeated Data) support solutions are delivered ®aetof design and technical experts trained
and certified in this highly specialized field. €isand its specialized channel partners offer implgation services based on tested and verified
designs and best practices. Delivered through Gisdoits partners, end-to-end services enable &éssis to configure and optimize each converged
solution. Cisco service and support solutions eoédie value of your investments in network infiastiure, resulting in an overall reduction in the
cost of doing business.

« «Advanced Services enable you to plan, design, build, implement, aptiimize your solution for rapid deployment andréased stability and
availability.
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« Technical Support Services provide the maintenance and troubleshooting yead e keep your solution operational.

Delivered directly or through an ecosystem of liddtreed service partners, Cisco provides strat@gitconsultative support that maps to each
stage of the solution lifecycle: planning, desigmplementation, operation, and optimization (PDIOO)

Cisco SYSTEMS

®

Corporate Headquarters European Headquarters Americas Headquarters Asia Pacific Headquarters
Cisco Systems, Inc. Cisco Systems International BV Cisco Systems, Inc. Cisco Systems, Inc.
170 West Tasman Drive Haarlerbergpark 170 West Tasman Drive 168 Robinson Road
San Jose, CA 95134-1706 Haarlerbergweg 13-19 San Jose, CA 95134-1706 #28-01 Capital Tower
USA 1101 CH Amsterdam USA Singapore 068912
WWW.CiSCO.com The Netherlands WWW.CiSco.com WWW.CiSCO.com
Tel: 408 526-4000 WWW-europe.cisco.com Tel: 408 526-7660 Tel: +65 6317 7777

800 553-NETS (6387) Tel: 31 0 20 357 1000 Fax: 408 527-0883 Fax: +65 6317 7799
Fax: 408 526-4100 Fax: 31 0 20 357 1100

Cisco Systems has more than 200 offices in theviatlg countries and regions. Addresses, phone nianaed fax numbers are listed on
the Cisco Web site at www.cisco.com/go/offices

Argentina « Australia ¢ Austria « Belgium « BraziBulgaria « Canada ¢ Chile « China PRC « Colomb@osta Rica ¢ Croatia *« Cyprus Czech Republic
« Denmark « Dubai, UAE  Finland « France « Germar@reece « Hong Kong SAR ¢ Hungary ¢ India * Inésia ¢ Ireland Israel ¢ Italy « Japan * Korea
« Luxembourg ¢ Malaysia « Mexico * The Netherlandsew Zealand « Norway ¢ Peru ¢ Philippines « Pdl&ortugal « Puerto Rico « Romania * Russia
« Saudi Arabia ¢ Scotland ¢ Singapore ¢ Slovak&lovenia « South Africa ¢ Spain « Sweden Switzetlaaiwan ¢ Thailand ¢ Turkey ¢ Ukraine ¢ United
Kingdom ¢ United States * Venezuela ¢ Vietham « @aiowe

Copyright© 2004 Cisco Systems, Inc. All rights reserved. CCIP, CE&gPCiscdPowered Network mark, Cisco Unity, Follow Me Browsing, FormShamed StackWise are trademarks
of Cisco Systems, Inc.; Changing the Way We Work, LIRlay, and Learn, and iQuick Study are service markdsabCSystems, Inc.; and Aironet, ASIST, BPX, Catalgs€DA, CCDP,
CCIE, CCNA, CCNP, Cisco, the Cisco Certified InternmtwExpert logo, Cisco I0S, the Cisco 10S logo, Cisco P@ss0 Systems, Cisco Systems Capital, the Cisco Systgms
Empowering the Internet Generation, Enterprise/SolvererEhannel, EtherSwitch, Fast Step, GigaStack, neteQuotient, 10S, IP/TV, iQ Expertise, the iQ logo, M@t Readiness
Scorecard, LightStream, Linksys, MGX, MICA, the Netwaskdogo, Networking Academy, Network Registrédacket, PIX, Post-Routing, Pre-Routing, RateMUX, Registrar,
ScriptShare, SlideCast, SMARTnet, StrataView Plusat®t SwitchProbe, TeleRouter, The Fastest Way toaser& our Internet Quotient, TransPath, and VCO alistezgd trademarks
of Cisco Systems, Inc. and/or its affiliates in thetehiStates and certain other countries.

All other trademarks mentioned in this document or Webasitethe property of their respective owners. The useeofvird partner does not imply a partnership relationship batwee
Cisco and any other company. (0402R) 204121.7_ETMG_LF_09.04

Printed in the USA


http://www.cisco.com/go/offices

© 2004 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 8 of 8



	DATA SHEET
	CISCO EMERGENCY RESPONDER VERSION 1.2(2)
	FEATURE OVERVIEW
	Automatically Locates Phones and Users
	Dynamically Routes Emergency Calls and Provides Real-Time Location Information
	Provides Real-Time Alerts
	Provides Auditing and Reporting

	KEY BENEFITS
	SPECIFICATIONS
	Supported Platforms
	Elements to be Configured Include
	System Capacity

	FEATURES
	Administrative Features
	User Features for Onsite Emergency Response Personnel
	Functional Features

	ORDERING INFORMATION
	SERVICE AND SUPPORT SOLUTIONS


