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Abstract: The network is in the development trend of integration and opening. The traditional external and passive security mechanism driven
by security events and equal guarantee compliance cannot meet the needs of business. The endogenous security with "architecture deter-
mines security" as the core concept has become the development direction of the network security field in the next stage. Starting from the
existing security technology, this paper analyzes the defects of the former endogenous security technology and the necessity of developing
endogenous security technology, introduces the concept and evolution stage of endogenous security, and summarizes the research status
of mainstream endogenous security routes including mimicry defense, trusted computing, zero trust, DevSecOps, etc. The key technologies

of each route are introduced from the principle level.

Keywords: endogenous security; mimicry defense; trusted computing; zero trust; DevSecOps; physical layer security
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Abstract: The basic ideas and characteristics of active immune trusted computing are expounded, and active immune trusted computing is

then introduced in detail from three aspects of the standard system, solution, and industrial development. It is believed that with the imple-

mentation of level protection 2.0 standard, the active immune trusted computing technology has played an important role in ensuring the se-

curity and credibility of important information systems.
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Abstract: The key issues of secure and trusted end—to—end transmissions in connectionless are addressed. Aiming to ensure the consis-
tency between network policies and the end—to—end transmission behavior, a new technique based on the working principles of the Inter-
net is presented, i.e., identifying and mitigating vulnerabilities in protocol stacks by leveraging cross—layer interactions and semantic consis-
tency analysis, detecting the correctness of packets forwarding path by leveraging random labels and hierarchical verification, as well as iden-
tifying the reliability of transmission connections by leveraging frequency domain analysis and interaction graph construction. Our technique
can ensure the reliable generation, safe transmission and trusted application of IP packets in the three—stage life cycle, thus enhancing the
security of the Internet. Through large—scale applications and deployments in the real world, experimental results show that our technique
can effectively mitigate the threats of denial of service (DoS), traffic hijacking, identity spoofing, and route tampering.

Keywords: Internet architecture; end—to—end transmission; semantic consistency; path verification; malicious traffic detection
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Abstract: The zero—trust platform is composed of three major parts: "center + component + service”, which fully integrates the technical ad-

vantages of Software Defined Perimeter (SDP), Identity and Access Management (IAM), and Micro—Segmentation Gatekeeper (MSG) as a
platform. Through key technological innovation, this platform achieves the best—trusted access control and security isolation, and achieves
the effect of "never trust, always verify" for user access at the business layer, data layer, and terminal layer, improving the overall security

level while reducing security complexity and operating expenses.
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Abstract: A new method of design, construction, and operation of security systems in the field of cybersecurity is proposed. Through the in-

trinsic security framework, the cybersecurity capabilities and the digital environment are integrated, to achieve deep integration and compre-

hensive coverage with information technology. With the method of system engineering and enterprise architecture, combined with the en-

dogenous security concept, and from a systematic and global perspective, a new dynamic and comprehensive network security defense sys-

tem can be built.
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Abstract: A security framework for the Internet of Medical Things (loMT) based on zero trust architecture and technology is proposed. Using
the zero trust control platform, Internet of Things security access gateway, medical terminal, medical business system, and relevant auxiliary
support system components, the security framework realizes the access subject, operating environment, and access object fusion symbio-
sis, which can form a security capability that takes identity trusted management as the center, fully integrate business security access, con-
tinuous risk assessment and dynamic access control, and support loMT equipment unified management, security access control, device be-

havior analysis, terminal security detection, dynamic trusted access, secure encryption channel, and other security applications.
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Abstract: Security tools play a vital role in helping developers build secure software. However, it is challenging to introduce and fully utilize secu-
rity tools without compromising the speed or frequency of DevOps deployments. By analyzing the current problems of traditional security
tools, the code vaccine technology covering interactive application security testing (IAST) technology and runtime application self—protection

(RASP) technology is proposed. The practice of code vaccine technology under the DevSecOps system is expounded. Taking the remote code
execution vulnerability protection of Log4j2 component as an example, the protection process of code vaccine technology is summarized.

Keywords: DevSecOps; code vaccine technology; RASP; IAST; DevOps
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Abstract: A bionic immune model adapted from human immune mechanisms and neural control mechanisms is proposed in response to the
problem of inadequate design and insufficient fusion in the current computer immune system. By imitating the unique working mechanism
including the adaptive immune strategy and the pipeline of "perception—strategy—effect—feedback" from the human immune control system,
our model allows for an improved security defense design with flexible control and active defense capabilities. Meanwhile, the efficient link-
age of bionic safety components enables a heightened architectural integration of safety systems and information systems in our model.
The experimental results show that the proposed bionic immune model integrating human immune and neural control mechanisms can
achieve active defense against security risks and adaptive adjustment of security policies while maintaining the steady operation of the sys-

tem, which provides a theoretical framework for the realization of the computer immune system.
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Abstract: For uncertain disturbances such as unknown vulnerabilities and backdoors in cyberspace, the mimic defense technology realizes ef-
fective control of random or non—-random disturbances based on dynamic heterogeneous redundancy architecture and mimicry camouflage
mechanism. For the above endogenous security problems, the Petri nets, martingales, probability theory, and other theories and technolo-
gies are used to evaluate and simulate the security of the system, and the evaluation results and actual deployment strategies are analyzed.
At the same time, the advantages and disadvantages of different theoretical tools are compared in quantifying availability, attack success

probability, escape probability, and other indicators. Finally, in view of the shortcomings of the applicability of the existing theories and tech-

nologies in different scenarios and the quantitative problems of the practical deployment, the main direction of the subsequent mimicry de-

fense system in qualitative and quantitative analysis is discussed.

Keywords: cyberspace endogenous security; mimic structure; modeling methods; evaluation
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Abstract: A modern digital enterprise is a living organism that is constantly evolving. The complexity of its architecture will grow explosively,
and the continuous introduction of external digital products and services and the evolution of industrial technologies will promote the accu-
mulation of internal digital genes. In order to deal with severe threats of network security attacks, comply with strict data security compli-
ance requirements, and ensure the healthy development of enterprise digital lifeforms, modern enterprise security infrastructure must be
more adaptable to this dynamic complexity. The aspect—oriented security is described. The core idea is to integrate security capabilities into
enterprise infrastructure and decouple them from business, so that security capabilities can penetrate into business logic, and at the same
time both parties can achieve independent and rapid development, and ensure continuous dynamic security in a higher dimension.

Keywords: aspect—oriented security; endogenous security; security—native; enterprise security architecture; enterprise as digital lifeforms
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Abstract: The security requirements of the Internet of Things (loT) are analyzed, and the security capabilities of 5G networks are introduced.
It is believed that 5G networks can meet the security requirements of loT. The enhancement of the 5G networks security capabilities helps
meet the needs of loT applications for network security. The 5G networks can also use the security capabilities to enable loT security
through providing customized virtual private network or security capability exposure. The security capabilities include 5G network security ca-
pabilities, slice—specific security capabilities, and other security capabilities deployed in the network by the operators.
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Abstract: In the past ten years, deep learning has made great progress in algorithm, computing power, and data, which has enabled artificial
intelligence (Al) technology to meet commercial requirements, and has an increasingly wide range of application in various kinds of business,
and the scale of the industry has continued to expand. In terms of basic models, there have been key breakthroughs such as convolution
and attention mechanisms; in terms of learning methods, technologies such as reinforcement learning, self—supervised learning, and parallel
training of large—scale model have greatly enhanced performance. New Al chips continue to emerge, and computing energy efficiency has
increased by a hundredfold. In the next ten years, deep learning will maintain a sustainable exponential growth trend, and green, efficient,
and safe will become the new core elements. Spatial computing, approximate computing and other technologies are expected to continue
to improve the performance of Al chips by a hundredfold. Some integration tools will appear to solve the increasingly severe ecological frag-

mentation problem. Al security and trustworthiness will become the basic requirements for the application of Al technology.
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2 MBLERAETTLBERAEHPRRNER, NA5IE56MBLERATTE, HEE6GTINAFRRK, RIS 5G-Advanced
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Abstract: Network security technologies are constantly enhanced in the evolution of wireless communication technology. The security tech-
nology solutions of the existing 5G networks are introduced, and the 5G—advanced enhanced security technologies are discussed in combi-
nation with the 5G industry application requirements. Based on the vision of intelligent interconnection of everything, the intrinsic security
technologies are analyzed from the aspects of massive equipment connection, intelligent operation and maintenance, artificial intelligence/
machine learning, and blockchain. It is considered that intrinsic security is the focus of 6G network security research, and lightweight is one

of the main features of 6G intrinsic security.

Keywords: intrinsic security; industry application; Internet of Things; massive connections; lightweight
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Abstract: An adaptive ant colony algorithm based on Spark platform is proposed to solve the large—scale capacitated vehicle routing problem
(CVRP). First, the algorithm uses improved adaptive state transfer rules and dynamic pheromone update strategy to alleviate the drawbacks
of fixed parameters; then, it combines 2—opt for local search optimization; finally, the algorithm is implemented in distributed parallel on
Spark cluster, using the application programming interface (API) provided by Spark to realize various operations on ant colony resilient distrib-
uted datasets (RDDs) to achieve ant colony distributed computation. The experimental results on the standard dataset CVRPLIB show that

the algorithm has a significant improvement in the speed of solving the large—scale arithmetic problem.
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