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 CIVIL SERVICE COMMISSION 

  CITY AND COUNTY OF SAN FRANCISCO 
 

Sent via Email 
 

February 24, 2022 
 

NOTICE OF CIVIL SERVICE COMMISSION MEETING 
 
Therese Becker 

 

 
 
 
SUBJECT: REQUEST FOR A HEARING BY THERESE M. BECKER OF HER FUTURE 

EMPLOYMENT RESTRICTION WITH THE CITY AND COUNTY OF SAN 
FRANCISCO. 

 
Dear Therese Becker: 
 
 The above matter will be considered by the Civil Service Commission at a virtual meeting 
(Cisco WebEx) to be held on March 7, 2022 at 2:00 p.m.  You will receive a separate email invite 
from a Civil Service Commission staff member to join and participate in the meeting. 
 
 The agenda will be posted for your review on the Civil Service Commission’s website at 
www.sfgov.org/CivilService under “Meetings” no later than end of day on Wednesday, March 2, 
2022.  Please refer to the attached Notice for procedural and other information about Commission 
hearings.  A copy of the department’s staff report on your appeal is attached to this email. 
 
 In the event that you wish to submit any additional documents in support of your appeal, 
email them to the Civil Service Commission’s email at civilservice@sfgov.org by 5:00 p.m. on 
Tuesday, March 1, 2022, please be sure to redact your submission for any confidential or sensitive 
information that is not relevant to your appeal (e.g., home addresses, home or cellular phone 
numbers, social security numbers, dates of birth, etc.), as it will be considered a public document. 
 
 Attendance by you or an authorized representative is recommended.  Should you or a 
representative not attend, the Commission will rule on the information previously submitted and any 
testimony provided at its meeting.  Where applicable, the Commission has the authority to uphold, 
increase, reduce, or modify any restrictions recommended by the department.  All calendared items 
will be heard and resolved at this time unless good reasons are presented for a continuance. 
 
 You may contact me at (628) 652-1100 or at Sandra.Eng@sfgov.org if you have any questions. 
 
     CIVIL SERVICE COMMISSION 
 
     /s/ 
 
     SANDRA ENG 

Executive Officer 
 
Attachment 
 
Cc: Dr. Grant Colfax, Department of Public Health  
 Greg Wagner, Department of Public Health 
 Carol Isen, Department of Human Resources 
 Luenna Kim, Department of Public Health  
 Louise Brooks Houston, Department of Public Health  
 Gail Byrdsong SEIU 1021 Gail.Byrdsong@seiu1021.org 
 Commission File 

 Commissioners’ Binder 
 Chron 
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NOTICE OF COMMISSION HEARING POLICIES AND PROCEDURES 

 
A. Commission Office 
The Civil Service Commission office is located at, 25 Van Ness Avenue, Suite 720, San Francisco, CA 94102.  The telephone number is 
(628) 652-1100.  The fax number is (628) 652-1109.  The email address is civilservice@sfgov.org and the web address is 
www.sfgov.org/civilservice/.  Office hours are from 8:00 a.m. to 5:00 p.m., Monday through Friday. 
 
B. Policy Requiring Written Reports 
It is the policy of the Civil Service Commission that except for appeals filed under Civil Service Commission Rule 111A Position-Based 
Testing, all items appearing on its agenda be supported by a written report prepared by Commission or departmental staff.  All documents 
referred to in any Agenda Document are posted adjacent to the Agenda, or if more than one (1) page in length, available for public inspection 
and copying at the Civil Service Commission office.  Reports from City and County personnel supporting agenda items are submitted in 
accordance with the procedures established by the Executive Officer.  Reports not submitted according to procedures, in the format and 
quantity required, and by the deadline, will not be calendared. 
 
C. Policy on Written Submissions by Appellants 
All written material submitted by appellants to be considered by the Commission in support of an agenda item shall be submitted to the 
Commission office, no later than 5:00 p.m. on the fourth (4th) business day preceding the Commission meeting for which the item is 
calendared (ordinarily, on Tuesday).  An original and nine (9) copies on 8 1/2-inch X 11 inch paper, three-hole punched on left margin, and 
page numbered in the bottom center margin, shall be provided.  Written material submitted for the Commission’s review becomes part of a 
public record and shall be open for public inspection. 
 
D. Policy on Materials being Considered by the Commission  
Copies of all staff reports and materials being considered by the Civil Service Commission are available for public view 72 hours prior to the 
Civil Service Commission meeting on the Civil Service Commission’s website at www.sfgov.org/CivilService, and in its office located at 25 
Van Ness Avenue, Suite 720, San Francisco, CA 94102.  If any materials related to an item on this agenda have been distributed to the Civil 
Service Commission after distribution of the agenda packet, those materials will be available for public inspection at the Civil Service 
Commission’s during normal office hours (8:00 a.m. to 5:00 p.m. Monday through Friday). 
 
E. Policy and Procedure for Hearings to be Scheduled after 5:00 p.m. and Requests for Postponement 
A request to hear an item after 5:00 p.m. should be directed to the Executive Officer as soon as possible following the receipt of 
notification of an upcoming hearing.  Requests may be made by telephone at (628) 652-1100 and confirmed in writing or by fax at 
(628) 652-1109. 
A request for a postponement (continuance) to delay an item to another meeting may be directed to the Commission  
Executive Officer by telephone or in writing.  Before acting, the Executive Officer may refer certain requests to another City official for 
recommendation.  Telephone requests must be confirmed in writing prior to the meeting.  Immediately following the “Announcement of 
Changes” portion of the agenda at the beginning of the meeting, the Commission will consider a request for a postponement that has been 
previously denied.  Appeals filed under Civil Service Commission Rule 111A Position-Based Testing shall be considered on the date it is 
calendared for hearing except under extraordinary circumstances and upon mutual agreement between the appellant and the Department of 
Human Resources. 
 
F. Policy and Procedure on Hearing Items Out of Order 
Requests to hear items out of order are to be directed to the Commission President at the beginning of the agenda.  The President will rule on 
each request.  Such requests may be granted with mutual agreement among the affected parties. 
 
G. Procedure for Commission Hearings 
All Commission hearings on disputed matters shall conform to the following procedures: The Commission reserves the right to question each 
party during its presentation and, in its discretion, to modify any time allocations and requirements. 
 
If a matter is severed from the Consent Agenda or the Ratification Agenda, presentation by the opponent will be for a maximum time limit of 
five (5) minutes and response by the departmental representative for a maximum time limit of five (5) minutes.  Requests by the public to 
sever items from the [Consent Agenda or] Ratification Agenda must be provided with justification for the record.   
 
For items on the Regular Agenda, presentation by the departmental representative for a maximum time of five (5) minutes and response by 
the opponent for a maximum time limit of five (5) minutes. 
For items on the Separations Agenda, presentation by the department followed by the employee or employee’s  
representative shall be for a maximum time limit of ten (10) minutes for each party unless extended by the Commission.   
Each presentation shall conform to the following: 

1. Opening summary of case (brief overview); 
2. Discussion of evidence; 
3. Corroborating witnesses, if necessary; and 
4. Closing remarks. 

 
 
 

http://www.sfgov.org/CivilService


 
The Commission may allocate five (5) minutes for each side to rebut evidence presented by the other side. 
 
H. Policy on Audio Recording of Commission Meetings 
As provided in the San Francisco Sunshine Ordinance, all Commission meetings are audio recorded in digital form.  These audio recordings 
of open sessions are available starting on the day after the Commission meeting on the Civil Service Commission website at 
www.sfgov.org/civilservice/. 
 
I. Speaking before the Civil Service Commission 
Speaker cards are not required.  The Commission will take public comment on all items appearing on the agenda at the time the item is heard.  
The Commission will take public comment on matters not on the Agenda, but within the jurisdiction of the Commission during the “Requests 
to Speak” portion of the regular meeting.  Maximum time will be three (3) minutes.  A subsequent comment after the three (3) minute period 
is limited to one (1) minute.  The timer shall be in operation during public comment.  Upon any specific request by a Commissioner, time 
may be extended. 
 
J. Public Comment and Due Process 
During general public comment, members of the public sometimes wish to address the Civil Service Commission regarding matters that may 
come before the Commission in its capacity as an adjudicative body.  The Commission does not restrict this use of general public comment.  
To protect the due process rights of parties to its adjudicative proceedings, however, the Commission will not consider, in connection with 
any adjudicative proceeding, statements made during general public comment.  If members of the public have information that they believe to 
be relevant to a mater that will come before the Commission in its adjudicative capacity, they may wish to address the Commission during 
the public comment portion of that adjudicative proceeding.  The Commission will not consider public comment in connection with an 
adjudicative proceeding without providing the parties an opportunity to respond. 

 
K. Policy on use of Cell Phones, Pagers and Similar Sound-Producing Electronic Devices at and During Public Meetings 
The ringing and use of cell phones, pagers and similar sound-producing electronic devices are prohibited at this meeting.  Please be advised 
that the Chair may order the removal from the meeting room of any person(s) responsible for the ringing or use of a cell phone, pager, or 
other similar sound-producing electronic devices. 
 
Information on Disability Access 
The Civil Service Commission normally meets in Room 400 (Fourth Floor) City Hall, 1 Dr. Carlton B. Goodlett Place. However, meetings 
not held in this room are conducted in the Civic Center area.  City Hall is wheelchair accessible.  The closest accessible BART station is the 
Civic Center, located 2 ½ blocks from City Hall.  Accessible MUNI lines serving City Hall are 47 Van Ness Avenue, 9 San Bruno and 71 
Haight/Noriega, as well as the METRO stations at Van Ness and Market and at Civic Center.  For more information about MUNI accessible 
services, call (415) 923-6142.  Accessible curbside parking has been designated at points in the vicinity of City Hall adjacent to Grove Street 
and Van Ness Avenue. 
 
The following services are available on request 48 hours prior to the meeting; except for Monday meetings, for which the deadline shall be 
4:00 p.m. of the last business day of the preceding week.  For American Sign Language interpreters or the use of a reader during a meeting, a 
sound enhancement system, and/or alternative formats of the agenda and minutes, please contact the Commission office to make 
arrangements for the accommodation.  Late requests will be honored, if possible. 
 
Individuals with severe allergies, environmental illness, multiple chemical sensitivity or related disabilities should call our ADA coordinator 
at (628) 652-1107 or (628) 652-1100 to discuss meeting accessibility.  In order to assist the City’s efforts to accommodate such people, 
attendees at public meetings are reminded that other attendees may be sensitive to various chemical based products.  Please help the City to 
accommodate these individuals. 
 
Know your Rights under the Sunshine Ordinance (Chapter 67 of the San Francisco Administrative Code) 
Government’s duty is to serve the public, reaching its decisions in full view of the public.  Commissions, boards,  
councils, and other agencies of the City and County exist to conduct the people’s business.  This ordinance assures that deliberations are 
conducted before the people and that City operations are open to the people’s review.  For more information on your rights under the 
Sunshine Ordinance or to report a violation of the ordinance, or to obtain a free copy of the Sunshine Ordinance, contact Victor Young, 
Administrator of the Sunshine Ordinance Task Force, 1 Dr. Carlton B. Goodlett Place, Room 244, San Francisco, CA 94102-4689 at (415) 
554-7724, by fax: (415) 554-7854, by e-mail: sotf@sfgov.org, or on the City’s website at www.sfgov.org/bdsupvrs/sunshine. 
 
San Francisco Lobbyist Ordinance 
Individuals and entities that influence or attempt to influence local legislative or administrative action may be required by the San Francisco 
Lobbyist Ordinance (San Francisco Campaign and Governmental Conduct Code Section 2.100) to  
register and report lobbying activity.  For more information about the Lobbyist Ordinance, please contact the San Francisco Ethics 
Commission at 25 Van Ness Ave., Suite 220, San Francisco, CA  94102, telephone (415) 252-3100,  
fax (415) 252-3112 and web site http://www.sfgov.org/ethics/. 
 

http://www.sfgov.org/ethics/


CIVIL SERVICE COMMISSION
CITY AND COUNTY OF SAN FRANCISCO
CIVIL SERVICE COMMISSION REPORT TRANSMITTAL (FORM 22) 

Refer to Civil Service Commission Procedure for Staff - Submission of 
Written Reports for Instructions on Completing and Processing this Form 

1. Civil Service Commission Register Number:    0214     -      21      -  7

2. For Civil Service Commission Meeting of:

3. Check One: Ratification Agenda  

Consent Agenda 

Regular Agenda x 

Human Resources Director’s Report

4. Subject: Appeal by Therese M. Becker of Future Employment Restriction with the   

City and County of San Francisco  

5. Recommendation: Deny the appeal and adopt the report.

6. Report prepared by:      Rebecca Do (DPH)            Telephone number: (415) 420-9567

7. Notifications: (Attach a list of the person(s) to be notified in the format described in 
IV. Commission Report Format -A).

8. Reviewed and approved for Civil Service Commission Agenda:

Human Resources Director:

Date:                        

9. Submit the original time-stamped copy of this form and person(s) to be notified
(see Item 7 above) along with the required copies of the report to:

Executive Officer 
Civil Service Commission 
25 Van Ness Avenue, Suite 720 
San Francisco, CA 94102 

2/11/22

March 7, 2022



 
10. Receipt-stamp this form in the ΑCSC RECEIPT STAMP≅ 

box to the right using the time-stamp in the CSC Office. 
 
 

Attachment 
 

 
CSC-22  (11/97) 
 
 
 
 

CSC RECEIPT STAMP 



Notifications (CSC Register #0214-21-7) 

Grant Colfax, MD 
Director of Health 
De a1tment of Public Health 

Greg Wagner 
Chief Operations Officer 
De artment of Public Health 

Carol Isen 
Human Resources Director 
De artment of Human Resources 

LuennaKim 
Chief Human Resources Officer 
De aitment of Public Health 

Louise Brooks Houston 
Labor Relations Manager 
De aitment of Public Health 

Gail Byrdsong 
SEID 1021 Field Re resentative 

Therese Becker 



Date: February 10, 2022  

To: Honorable Civil Service Commission 

Through: Carol Isen 
Human Resources Director 

From: Rebecca Do, Senior Human Resources Analyst 
San Francisco Department of Public Health 

Subject: Appeal of the Department of Public Health's Future 
Employment Restrictions for Therese Becker, PEX Class 2930 Behavioral Health 
Clinician, Civil Service Register 0214-21-7 

San Francisco Department of Public Health Recommendation 

Deny Ms. Becker's appeal of the employment restriction "No future employment with the City and County 
of San Francisco" imposed by the San Francisco Department of Public Health ("DPH"). 

Authority 

Civil Service Rule 122.1.4 provides: 

1) The employee has the right to a hearing before the Civil Service Commission provided
that a request for a hearing is made in writing and is received by the Executive Officer within 
twenty (20) calendar days from the date of termination of appointment or from the date of mailing 
of the Notice of Termination whichever is later. In the event the 20th day falls on a non-business 
day, the deadline shall be extended to the close of business of the first (1st) business day 
following the 20th day. 

2) The decision of the Civil Service Commission may affect any future employment with
the City and County of San Francisco. 

Background 

Appointment Date/Date of Hire: 

Ms. Becker worked for the City and County of San Francisco ("CCSF" or "City") from March 20, 2021 
through December 17, 2021, as a Category 18 Permanent-Exempt ("PEX") Class 2930 Behavioral Health 
Clinician at the Department of Public Health ("Department" or "DPH"), Behavioral Health Services, Street 
Based and Justice-Involved Supporting Treatment and Reducing Recidivism ("STARR") Program.   

Ms. Becker reported to Allison Horky, Class 2932 Senior Behavioral Health Clinician. On November 8, 
2021, Therese Becker was included in an email regarding a client seeking treatment in a residential 
treatment program. Although this client was not assigned to Ms. Becker, she contacted the client’s parole 
agent. She disclosed the individual's mental health and substance use disorder information, which is 
protected health information ("PHI").  

Following an investigation, Ms. Becker was released from her permanent exempt appointment based on the 
privacy violation that breached the confidentiality of a client not under her care. Her conduct violated the 
DPH Code of Conduct section 10.1. DPH Compliance and Privacy Programs. 



 
DPH Investigation — Summary from the Notice of Release from Exempt Appointment  
 
In her 2930 Classification, Ms. Becker was a STARR clinician. She went into the jails and assisted her 
clients who were considered for admission to Harbor Light, a substance abuse program. Ms. Becker was 
also included on referral emails from other practitioners because she had access to the STARR@sfdph.org 
email account.  

On November 8, 2021, a DPH Behavioral Health Access Center Nurse Practitioner sent an email addressed to 
Angel (angel.carter@usw.salvationarmy.org) who worked with The Salvation Army Harbor Light Program 
and asked her to arrange care for her client. STARR@sfdph.org was included in that email.    

Ms. Becker, who was not involved in this client's care, then contacted the client's parole agent via email and 
shared the client’s protected health information without an operational reason to do so. In the email, Ms. 
Becker included the client's name, and stated that "is on his way to Harbor Light (Salvation Army) he left 
Health Right 360 and was taken to ZSFG for a 5150 for danger to self and others and disorganized 
behavior. He is being released into a residential program." Ms. Becker did not have a business reason to 
access or share this information with the parole agent.  
  

In her interview, Ms. Becker confirmed taking the DPH annual compliance and privacy training and 
confirmed the training discussed HIPAA violations and DPH staff's responsibility in protecting PHI. Ms. 
Becker stated that she was concerned that this client had not received adequate care. Ms. Becker also 
confirmed it was not her responsibility to arrange care for the client since a nurse practitioner had referred 
the client. 
 
Ms. Becker also confirmed incidents in the past where she disclosed PHI either verbally or through email. 
Ms. Becker stated that Robin Candler, Deputy Director Street Based and Justice-Involved Behavioral 
Health Services and Allison Horky's supervisor, had reminded her in the past of the importance of only 
sharing protected health information when required to perform her job duties.  
 
 
This matter directly concerns Ms. Becker's ability to protect the privacy and protected health 
information of her clients and of others who are not under her care. Therefore, Ms. Becker was 
released from her Permanent Exempt Class 2930 Behavioral Health Clinician position on 
December 17, 2021.   
 
The Department recommends permanent future restrictions for all City and County of San 
Francisco employment because Ms. Becker accessed confidential and protected health 
information of someone who was not her client and then shared it with the client’s parole agent. 
This is a willful violation of DPH Code of Conduct 10.1. DPH Compliance and Privacy 
Programs.  
 

 
Recommendation 

 
The Department of Public Health respectfully requests that the Civil Service Commission deny 
Ms. Becker's appeal and adopt the staff report to place the following restriction on the Appellant's 
future employment with the City:  
 

1. No future employment with the City and County of San Francisco 
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Exhibits 

A. Notice of Receipt of Appeal (Dated December 23, 2021, Register No. 0214-21-7); and               
B. Therese Becker Notice of Release from Exempt Appointment (Dated December 15, 2021) - one 

hundred thirty-five (135) pages  

 
 
 

  



Exhibit A 

Notice of Receipt of Appeal  

(Dated December 23, 2021: Register No. 0214-21-7) 

(four (4) pages, excluding this page)  
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CIVIL SERVICE COMMISSION 

CITY AND COUNTY OF SAN FRANCISCO 

NOTICE OF RECEIPT OF APPEAL 

DATE: 

REGISTER NO.: 

APPELLANT: 

Carol Isen 
Human Resources Director 
Department of Human Resources 
1 South Van Ness Avenue, 4th Floor 
San Francisco, CA 94103 

Dear Carol Isen: 

December 23, 2021 

0214-21-7 

Therese M. Becker 

Sent via Email 

The Civil Service Commission has received the attached letter from Therese M. 
Becker, requesting a hearing on her employability with the City and County of San 
Francisco. Your review and action are required. 

If this matter is not timely or appropriate, please submit CSC Form 13 "Action 
Request on Pending Appeal/Request," with supporting information and documentation to my 
attention at 25 Van Ness Avenue, Suite 720, San Francisco, CA 94102. CSC Fo1m 13 is 
available on the Civil Service Commission's website at www.sfgov.org/CivilService under 
"Forms." 

In the event that Theresa M. Becker's appeal is timely and appropriate, the 
department is required to submit a staff report in response to the appeal within sixty (60) days 
so that the matter may be resolved in a timely manner. Accordingly, the staff report is due 
no later than 11 a.m. on February 24, 2022, so that it may be heard by the Civil Service 
Commission at its meeting on March 7, 2022. If you will be unable to transmit the staff 
report by the February 24th deadline, or ifrequired departmental representatives will not be 
available to attend the March 7th meeting, please notify me by use of CSC Form 13 as soon 
as possible, with information regarding the reason for the postponement and a proposed 
alternate submission and/or hearing date. 

25 VAN NESS AVENUE, SUlTE 720 • SAN FRANCJSCO, CA 94102-6033 0(628) 652-1100 • FAX (628) 652-1109 • www.sfgov.org/civilservice/ 
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Appellant: Therese M. Becker 
December 23, 2021 
Page 2 of2 

You may contact me at Sandra.Eng@sfgov.org or (628) 652-1100 if you have any 
questions. For more information regarding staff report requirements, meeting procedures or 
future meeting dates, please visit the Commission's website at www.sfgov.org1Civi1Service. 

Attachment 

Sincerely, 

CIVIL SERVICE COMMISSION 

Isl 

SANDRA ENG 
Executive Officer 

Cc: Jeanne Buick, Department of Human Resources 
Kate Howard, Department of Human Resources 
Mawuli Tugbenyoh, Department of Human Resources 
Luenna Kim, Department of Public Health 



CIVIL S ERVICE COMMISSION 

CITY AND COUNTY OF S AN FRANCISCO 

Sent via Enwil 

December 23, 2021 

Therese M. Becker 

Subject: Register No. 0214-21-7: Requesting a Hearing on her Future Employability 
with the City and County of San Francisco. 

Dear Therese M. Becker: 

This is in response to your appeal submitted to the Civil Service Commission on 
December 23, 2021, requesting a heaiing on your fhture employability with the City and County 
of San Francisco. Your appeal has been fo1waTded to the Depaitment of Human Resources for 
investigation and response to the Civil Service Commission. 

If your appeal is timely and appropriate, the depa1tment will submit its staff repo11 on this 
matter to the Civil Service Commission in the near fhmre to request that it be scheduled for 
hearing. The Civil Service Commission generally meets on the 1st and 3rd Mondays of each 
month. You will receive notice of the meeting and the depa1tment's staff repo1t on your appeal 
two F1idays before the hearing date via email, as you have requested on your appeal fo1m. 

In the meantime, you may wish to compile any additional info1mation you would like to 
submit to the Commission in suppo11 of your position. The deadline for receipt in the 
Commission office of any additional info1mation you may wish to submit is 5:00 p .m. on the 
Tuesday preceding the meeting date by email to civi1se1vice@sfgov.org. Please be sure to redact 
your submission for any confidential or sensitive info1mation ( e .g., home addresses, home or 
cellular phone numbers, social secmity numbers, dates ofbitth, etc.), as it will be considered a 
public document. 

You may c-ontact me by email Sandra.Eng@sfgov.org or by phone at ( 628) 652-1100 if 
you have any questions. You may also access the Civil Se1vice Commission's meeting calendai·, 
and info1mation regai·ding staff reports and meeting procedures, on the Commission's website at 
www.sfgov.org/CivilSe1vice. 

Sincerely, 

CIVIL SERVICE COMMISSION 

Isl 

SANDRA ENG 
Executive Officer 
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December 16, 2021 
Executive Officer 
Civil Service Commission 
25 Van Ness Avenue Suite 720 
San Francisco, CA 94102 

Dear Executive Officer: 

I have been released from a PEX position as a Behavioral Health Clinician in the 
Department of Public Health effective tomorrow 12/17/2021. 

A permanent future employment restriction is also being imposed. I believe t hat 
this is unjust and unwarranted. Therefore, I am requesting a hearing to review 
this restriction. 

Sincerely, 

--rr~~~ 
Therese M. Becker 

' ·, • 
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Exhibit B  

Therese Becker Notice of Release from Exempt Appointment  

(Dated December 15, 2021, one hundred thirty-five (135) pages)  

Notice of Release from Exempt Appointment .………..…….…..………………Pages 10 and 11  

Notice to Exempt Employee ….……….………………………...….….…………..………Page 12    

Notice of Future Employment Restrictions….……….……………………..………Pages 13 - 15 

Separation Report….…………………….…………….…….…….………….…. Pages 16 and 17 

Investigative Report of Therese Becker ….….…..…..…….….…….………….... Pages 18 - 22 

Exhibit A……………………………………………………………Becker’s training….Page 24  

Exhibit B…………………….…….……………….. November 8, 2021 email..Pages 26 and 27 

 Exhibit C……………………..….…………………..…..DPH Code of Conduct….Pages 29 -51 

 Exhibit D………….……….…..………………..……email to parole agent…..Pages 53 and 54 

 Exhibit E… Federal Register Rule and Regulations, Dept of Health and Human Services             
42 CFR …………………………………………….……………….…….………….Pages 56 - 131  
               
 Exhibit F……emails from Robin Candler, Deputy Director, re: policy reminders..Pages 133-140 

 Exhibit G………………………. Code of Conduct Acknowledgement signed April 6, 2021....Page 149  

 

 

 

 

 

 

 

 

 

 



DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5 

December 15, 2021 

Therese Becker 

Via Regular, Electronic mail 
).and Hand delivery 

Class 2930 Behavioral Health Clinician 
Street Based and Justice Involved BHS 

SEIU Local 1021 Miscellaneous 

NOTICE OF RELEASE FROM EXEMPT APPOINTMENT 

Dear Ms. Becker: 

You are notified that effective the close of business, Friday, December 17, 2021, you are 
hereby released from your position as a Pe1manent Exempt, Class 2930 Behavioral Health 
Clinician with the City and County of San Francisco Department of Public Health. 

This release is punitive, and the Depaitment will be recommending pe1manent restrictions on your 
future employment with the City and County of San Francisco as indicated on attachment two (2) 
Notice of Future Employment Restrictions. 

This recommendation is based on a privacy violation which breached the confidentiality of a client 
not under your cai·e, in violation of the DPH Code of Conduct. 

On or about November 8, 2021 , you contacted the parole agent of a client who was not under your care 

and disclosed protected health info1mation about the client to the parole agent. 

A copy of the suppo1iing documentation, including the investigatory repo1i and attachments, are 
attached as attachment four (4). 

As a Pe1manent Exempt employee, your employment may be te1minated at any time by the Appointing 
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Officer.  

As a result, the department has elected to release you from your position effective Friday, December 17, 
2021.  

If this matter is subject to the California Code of Civil Procedure (CCP) Section 1094.5, the time within 
which judicial review must be sought is set forth in CCP Section 1094.6. 
 
 
 
Reviewed by: _ ____________________________________________ 
                    Louise Brooks Houston, DPH Labor Relations Manager  
 
 
 
Approved by: _ ____________________________________________ 
                    Hillary Kunins, MD, Director Behavioral Health Services 
 
 
 
Attachments: One hundred thirty (130) pages, including this letter: 
(1) Notice of Exempt Appointment – 1 page; (2) Notice of Future Employment Restrictions - 2 pages; 
(3)Separation Report – 2 pages; and (4) Investigatory Report and Attachments dated December 10 2021, 
123 pages 
 
 
cc: Luenna Kim, Human Resources Director, DPH* 
 Angelica Almeida, Director, Street Based and Justice-Involved Behavioral Health Services* 
 Kim Walden, HR Operations Manager, DPH* 
 Jesse Su, Payroll, DPH* 
 Gilda Cassanego, DHR* 
  
 Personnel File   
  *electronic copy only 

 
    

DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5
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DocuSign Envelope ID: F2FD54CD-59DD-47B5cA448-9B79EDC330E5 

City and County of San Francisco Department of Human Resources 

Notice to Exempt Appointee 

Therese Becker 

Name of Appointee 

Street Address 
2930 BEHAVIORAL HEALTH CLINICIAN 

Job Code (Class) and Title 

Category or Type of Exemption 

3/17/2021 

Date IsSl,led 

City 
DPH 
Department 

State Zip 

l&I Ex.empt Under Charter Section: 10.104-1 8 

Anticipated Last Day of Employment: Month 3 Day 20 Year 2024 ---- ---

0 ASO Section 1.1.D. (Authorization of Up To Six Months - Position for Succession Planning) 

Last Date of Employment: Month ____ Day ___ Year _ _ _ 

Ap pointment Status (Check One) ,vorkScbedule (Check One) 

X Permanent Exempt 

Temporary Exempt 

X Full-Time Regularly Scheduled 
Part-Time Regularly Scheduled 
REG<1040 

School-Term, Full-Time Regularly Scheduled 
School-Tenn, Part-Time Regularly Scheduled 

As-Needed (not regularly scheduled) 
Important Information 
As an exempt appointee you acquire no guaranteed right or preference for permanent Civil Service employment. Your 
exempt appointment under certain Charter Sections, or under the ASO Section, is time limited (applicable box is 
checked). 

D Charter Section 10.104-16: Limited to (6) months in a fiscal year. 
D Charter Section 10.104•17: Limited to (2) years in 4--six month increments. 
~ Charter Section 10.104-18: Limited to (3) years. 
D Charter Section A8.5 l l : L imited to 960 hours in a fiscal year. 
□ Annual Salary Ordinance (ASO) Section 1. l.D. : Limited to 6 mopths only ( or less if stated above - refer to 

Last Date of Employment). 

Further, exempt employees serve at the pleasure of the Appointing Officer. Therefore, regardless of the anticipated or last 
date of employment noted above1 your employment may be terminated at any time by the Appointing Officer with or 
without cause. You may also be displaced by an eligible from a Civil Service list at any time prior to the anticipated last 
date of employment indicated above. 

The signature below is to acknowledge effective end date of employment, and the receipt of copy of this notice. 

G
OocuSlgned by: 

DccvSlgnod by: 

~t. 6u.locr April 6 , 202 Ll » PM PDT April 6, 2021 

:i'~~~~ppointee Date ~of Appointing Officer/Designee Date 

Original To: DBR Referral Unit Copy To: Employee's Personnel Folder 

(SEE INSTRjYCTIONS) 
OHR 6-20 (amended May 2015) 
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City and County of San Francisco 
Micki Callahan 

Human Resources Director 

Department of Human Resources 
Connecting People with Purpose 

www.sfdhr. org 

NOTICE OF FUTURE EMPLOYMENT RESTRICTIONS 

Therese Becker 
Employee Name 

Street Address _____________ ___. __ _ 
City State Zip 

December 17, 2021 
Mailing Date 

DPH/BHS 
Department/Division 

PEX 
Type of Appointment 

This notice is to inform you that a future employment restriction is being imposed along with your separation action, or with 

the action of automatic resignation, reported to the Department of Human Resources separating you from your position in 
Class~ Title Behavioral Health Clinician effective 12118/2021 for the reasons outlined in the attached document( s ). 

The items checked below are the restrictions made by the department on your future employability for positions covered by 
the San Francisco civil service system: 

ID No Restrictions on Employment 

~ Permanent Restriction 

IQI Conditional Restriction 

[Z] Citywide D Department(s) : 

□ DOT/SAPP □ Job Code(s): 

D Cancel Current Examination & Eligibility Status 

Conditional restrictions may be lifted by proving you have satisfactorily met the following requirements: 
Level of 

Re11uirement Type Description: Measurement: 
CER: Certification 
EXP: Work Experience 

LIC: Licensure 
SAP: Substance Abuse Pro_gram 

Other: 

Measurement 
al V ue: 

In addition to the noted conditional restrictions, you are also restricted from specific attributes of a job class and/ or 
department until y ou satisfactorily prove y ou meet the requirements to lift the restriction(s) as noted below: 

Level of Measurement 
Future Employment Restrictions Description: Measurement: Value: 

001: Vehicle/Heavy Machinerv 

002: Vulnerable Populations 

003: Face to Face Contact w /Public 

~ 004: Contact w / Animals 

- 005: Shming/Annroving Citv Docs 

006: Financial Instruments 
007: Confidential/Privileged Information 
008: IT Infrastructure 
009: Means of Entrv to Living Spaces 

010: Pharmaceutical/Drug Inventorv 

011: CDC Defined Toxins 
012: Weapons/Explosives 
013: City Property Valued> $100 

One South Van Ness Avenue, 4th Floor • Sa,r\=rancisco, CA 94103-5413 • (415) 557-4800 



DHR 1-13e (Revised 10-2017)  

014:  Electronic Voting Systems 

You may request a hearing before the Civil Service Commission on your future employability with the City and 
County of San Francisco. The Civil Service Commission has the authority to remove restrictions or impose 
additional restrictions on your future employability. You may request a hearing for review of any restrictions on 
your future employability with the Civil Service Commission within ________ calendar days of the mailing date of 
this notice or from the date of separation, whichever is later. The request must be submitted in writing to the 
Executive Officer, Civil Service Commission, 25 Van Ness Avenue, Suite 720, San Francisco, CA 94102 by 
_____________. Requests received after this date will not be considered and your right to a hearing will be forfeited. If 
you do not request a hearing or file an appeal, the Human Resources Director will take final administrative action 
to confirm the restriction(s) in effect on the date of separation (Note: Future Employment Restriction(s) effective 
immediately). 

If this matter is subject to the Code of Civil Procedures (CCP) Section 1094.5, the time by which judicial review 
must be sought is set forth in CCP Section 1094.6. (SEE BELOW) 

List #: Rank #: Pending Final  Status of Action 

DSW: 

Emp Organization: 

SIGNATURE  

METHOD OF SERVICE: 

Hand Delivered NAME 

Certified Mail TITLE 

INFORMATION FOR FORMER EMPLOYEE FOLLOWING SEPARATION 

1. This document serves as an official notice of future employment restrictions imposed with the Notice of
Automatic Resignation from Employment to the former employee or with a Separation Action that is
subject to the provisions of a collective bargaining agreement, to the Civil Service Commission, and the
Department of Human Resources.

2. A separated employee may request a hearing before the Civil Service Commission only for review of any
restrictions on their future employability with the City and County of San Francisco.

3. Such appeals or requests for hearing must be in writing and received from the employee or the
employee’s representative by the date specified on this notice, or within twenty (20) calendar days from
the mailing date of this notice, or the effective date of the separation, whichever is later. The request must
be submitted to the Executive Officer, Civil Service Commission, 25 Van Ness Avenue, Suite 720, San
Francisco, CA 94102.

4. An employee who requests a hearing within the time limits is entitled to:
a. Representation by an attorney or authorized representative of her/his own choice.
b. Notification of date, time, and place of hearing at a reasonable time in advance.
c. Inspection by the employee’s attorney or authorized representative of those records and

materials on file with the Civil Service Commission which relate to the restrictions on future
employability.

5. Any interested party may request that the hearing be continued or postponed.
6. The decision of the Civil Service Commission is final and not subject to reconsideration.
7. In the absence of a timely request for a hearing as provided above, no later request for a hearing will be

considered.

20

1/06/2022

n/a n/a ✔

210104 

Department of Public Health

Hillary Kunins, MD 

Director, BHS 
✔

DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5
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DEPARTMENT INSTRUCTIONS FOR COMPLETING FORM DHR 1-13E 

 Refer to related provisions of appropriate collective bargaining agreements 
 Refer to CSC Rule 122, Article VI: Absence From Duty Without Leave (Misc) 
 Refer to CSC Rule 222, Article IV: Absence From Duty Without Leave (UPPD) 
 Refer to CSC Rule 322, Article VI: Absence From Duty Without Leave (UPFD) 

 
Use this form when: 

The appointing officer or Human Resources Director has taken action of automatic resignation on an employee on the  
basis of abandonment of position, regardless of employment status; and/or the separation action is subject to the 
provisions of the collective bargaining agreement. 
 
Complete the information on the top section of the form: Name, Address, City, State, Zip, Mailing Date, 
Department/Division, Type of Appointment, Type of Separation. 

In the first paragraph of the notice, enter the Class Number, Title and effective date of the separation. 
 
If there are no restrictions imposed with the separation, the box “no restrictions on future employability,” must be 
checked to indicate this action, and attach applicable documents, e.g., a settlement agreement. 
 
Indicate the restrictions on future employability by checking the appropriate boxes. If the restrictions are 
conditional, you must complete the section on the requirements needed to lift the restrictions, including the 
level of measurement (entry, journey, etc.) and values (length of time in months, years, etc.) of the requirements.  
 
If Future Employment Restrictions are included, complete that section including details on the requirements 
needed to lift the restrictions. Attach a copy of all separation-related letters and supporting documentation. 
Documentation must provide justification and the rationale for the imposed restrictions.  
 
The separated employee may request a hearing for review of any restrictions on his/her future employability. 
Indicate the date by which the appeal must be filed in the space provided. Consistent with the separation action, 
count twenty (20), or thirty (30), calendar days from the mailing date of the notice or the effective date of release, 
whichever is applicable. When counting the days, count the day after the mailing date as the first day. 
 
Complete the information on the bottom section of the form: Rank, List#, DSW#, and Employee Organization. 
Check the method of service used and tracking # if applicable. 
 
Indicate status of action: 

 Select “Pending” if Notice of Future Employment Restrictions is subject to the provisions of a collective 
bargaining agreement 

 Select “Final” if the status is not subject to the provisions of a collective bargaining agreement, or to update 
a previously reported “Pending” action. 

 
Type in the name and title of the appointing officer. The appointing officer must sign the form. 
 
Send the original Notice of Future Employment Restrictions along with the original Notice of Automatic 
Resignation from Employment (DHR 1-48a) to the employee. Make two sets of copies of the notices; send one set of 
copy to DHR - Client Services along with the original Separation Report (DHR Form 1-67); and retain the other set 
of copy in the Official Employee Personnel Folder. 
 
Reminder: Imposed restrictions on future employability are effective immediately, and must be reported to DHR – 
Client Services concurrent with the departmental notice to separate the employee. This will enable timely and 
appropriate updates to DHR systems and other dependent programs, such as exams, adoptions of eligible lists, 
citywide recruitments, and certifications/referrals. 

DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5
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City and County of San Francisco 

Micki Callahan 

Human Resources Director 

Department of Human Resources 

Connecting People with Purpose 

www.sfdhr.org 

INSTRUCTIONS: Please complete the Separation Report to: 
1. Document internal departmental processes. Please do not send to OHR. 
2. Document that the employee separation is not a complete separation from City service, Separation Report must be completed by the sending 
department and submitted to the receiving department to be attached to the AP ESR. 
3. To process a layoff. Please send to the OHR layoff coordinator. 
4. To administer a settlement agreement involving the separation of the employee-submit documentation to your Client Services Representative. 
(Reference TER_RZA)" 

Date of Request:._1_21_1_7/_2_O_21 ___ _ 

Department Contact:_R_e_b_e_c_ca_ D_o ______ Email: rebecca.n .do@sfdph.org Phone: (415) 420-9567 

SECTION I: PERSONAL AND JOB INFORMATION 

Name (Last, First, M. l.):._B_e_c_ke_r_, T_h_e_re_s_e ___________ Employee I.D:-------

Job Code: 2930 Job Title: Behavioral Health Clinician ----------------------------
Position Number: 01145564 Hourly Rate: $46.0000 Step: 1 Effective Date: 12/18/2021 

Empl. Class: !TEX I Work Schedule: .. !F_u_ll-_Ti_m_e ____ __.! 
Is the employee serving a probationary period at the time of the separation? 

Is this a complete separation from City and County Service? ~ Yes 

D Yes 

□ No 

~ No 

If no, continuing in: -----
Department Code: !(Select One) I Status: ________ Job Code:. _____ Effective Date:. _____ _ 

Is employee granted leave pursuant to Civil Service Rule 120.31? D Yes ~ No 

If no, is employee a transfer? ~ No D Yes, type of Transfer: .. !(s_e_le_c_t _o_ne_) _____ __. 

SECTION II: SEPARATION INFORMATION 

D Resignation 

D Satisfactory Services (TER_RSS) D Unsatisfactory Services (TER_RUS) 
(Form OHR 1-13 must be on fi le) 

By the appointee: I hereby freely and voluntarily resign from the above position. I request approval of this 
resignation as of the effective date with the full understanding that once approved, I may acquire another position in 
this class only as provided in the rules of the Civil Service Commission (see employee copy and CSC Rules 
114&119). 

Employee Signature Date 

D Lay-off 
D Involuntary Leave (PCS_LIL) D Elective Involuntary Leave (PCS_EIL) 

□ Involuntary Lay-off (PCS_LIO) □ Voluntary Lay-off (PCS_LVO) 

□ (PV & EX Only): !(Select One) 

Reason for lay-off: .. lcs_e_le_c_t _o_ne_) ________ _ 

Employee acknowledges receipt of the OHR information leaflet. 

Employee Signature '-----------------------------------Date 

16 



SEPARATION REPORT 

DEPARTMENT USE ONLY 

Termination  

Settlement Agreement (TER_RZA)
*(Separation Report and Settlement Agreement must be forwarded to Client Services Rep.)

Release from appointment:

Release from probation:

Dismissal:

Terminated for cause (TFC) (TPV,NCS, & Exempts only)

Automatic Resignation (ARS)

Never Reported to Work (DSH)

Death of an employee (DEA)

Other (Specify):

Retirement: 

DEPARTMENT CERTIFICATION 

The Appointing Officer/Authorized Designee named below hereby certifies that the information provided on this 
Separation Report is accurate, complete, and in compliance with applicable CCSF rules and policies. 

Appointing Officer/Authorized Designee Signature      Telephone 

Name/Title:              

Department Number:    Department Name:        

Personnel File Forwarded?     Yes          No 

Forwarded to:  
Department:       Contact:

----------------------------------------------------------------------------------------------------------------------------- ---------------------------- 
DHR USE ONLY 

Action Pending? Yes      No 

Analyst Name        Telephone 

SR Ref Number:       Holdover Canvass:

Reference Number used for layoff actions:     

Page 2     Revised September 2018 

✔

✔

Hillary Kunins, MD

81 DPH

✔

Release of NCS, TPV, EX, (RLS)

Non-Disciplinary

(Select One)

(Select One)

DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5
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Subject: Therese Becker 

CONFIDENTIAL 
Investigative Report 
December 10, 2021 

Subject Dept/Unit: DPR/ BHS/ Supporting Treatment Reducing Recidivism 

Summary of Complaint 

It is alleged that on or about November 8, 2021, Therese Becker, a Behavioral Health Clinician. was 
made aware of a client seeking residential treatment. Although this case was not assigned to Becker, she 
contacted the individual's parole agent and disclosed the individual's protected health information. If the­
allegation is substantiated. Becker may have committed a HIPAA privacy violation and breached the 
confidentiality of a client or individual not under her care, in violation of the DPH Code of Conduct. 

Background 

Therese Becker has worked as a permanent exempt, PEX 2930 Behavioral Health Clinician with the 
Department of Public Health ("Department" or "DPH") Behavioral Health Services, Supporting 
TTeatment -and Reducing Recidivism (11STARR") Program since March 2021. A Class 2932 Senior 
Behavioral Health Clinician, Allison Horky is Becker's direct supervisor. 

While ho disciplinary actions are on file, Horky and her d.u·ect supervisor, Robin Candler, a Class 0922 
Manager, have coached Becker regarding HIPAA and privacy processes on several occasions .. 

Investigatory lnterviews 

Therese Becker 
I interviewed Becker on December 2, 2021. SECTJ Field Representative Gail Byrdsong represented 
Becker. Becker stated in her work as a STARR clinician; she receives requests for assessments from 
various sources. Becker goes into the jails and completes paperwork for those considered for admission 
to Harbor Light, a substance abuse program. Becker stated that she is supervised by Allison Horky. 
Becker stated that she also performs outreach to unboused people. B ecker confirmed taking the DPH 
annual compliance and privacy training. Becker confomed the training discussed HIPP A violations and 
DPH staffs responsibility in that area. 

Becker stated on November 8, 202 1, she became aware of this Client through tbe ST ARR email. Becker 
confinned that she received all the emails to the STARR account. This email was from a Nurse 
Practitioner arranging for the Client to be admitted to the program. Becker stated she contacted a parole 
agent on behalf of the Client being admitted to Harbor Light. Becker confinned that it was not her Client 
or her responsibility to contact the parole agent. Becker stated that as a clinician, she was concerned that 
the Client did not have sufficient suppo1i. 



19

When asked who was assigned to this Client, Becker did not answer the question but stated that she, 
herself, is assigned to the STARR program, and she notices things that others may not notice because 
she is a clinician. 

Becker said she receives the STARR emails, and it fidt like her professional responsibility to find 
additional support for this Client. Becker stated she saw the email, then spoke with the Probation 
Department's Reentry Division Director, who coordinates and creates programs. Becker stated that she 
verbally asked him if there were programs to support this individual but did not disclose the Client's 
name or ru1y protected health infotmation ("PHI"). He recommended that she speak with the Parole 
supervisor. 

Becker stated she then verbally asked the Parole supervisor if additional support was available. Becker 
stated that she did not share the Client's name or PHf. Becker stated she then sent an email to Parole 
Agent Rodolfo Muniz. Becker stated that she did not speak to Muniz. In the email, Becker stated that 
she stated the C lient's name, and that the Client was on the way to Harbor Light. Becker also shared the 
C lient had been placed on a 5150 hold (a danger to himself or others) and had suffered from 
d isorganized behavior. Becker stated that she was concerned that this Cl ient had not received sufficient 
care. 

Becker con.finned that it was not her responsibility to ruTange care for the Client and that it was a nurse 
p(actitioner who was referring the Client. 

Becker disclosed that there had been other incidents where she disclosed protected health infonnt1tion either 
verbally or through email. Becker stated that Robin Candler, her supervisor's supervisor, had reminded her in the 
past of the importance of securing protected health information. 

Document Review 

I reviewed the following documents as patt of the investigation: 

• San Francisco Department of Public Health Office of Compliance and Privacy Affairs, Code of 
Conduct 

• Federal Register / Vol. 82, No. L 1 / Wednesday, January 18, 20 l 7 / Rules and Regulations 
DEPARTMENT OF HEALTH AND HUMAN SERVICES Office oftbe Secretaq 42 CFR Part 
2, Confidentiali ty of Substance Use Disorder Patient Records 

Analysis/Discussion 

Tl,e San Francisco Department of Public Health, Office of Compliance and Privacy Affairs Code 
of Conduct 3.2. Respecting Patient Privacy and Confidentiality states: "DPH collects and maintains 
pmienl medical, .financial/billing, social, and.family infbrmation to provide the best possible 
qualify health care. We recognize the sensitive natw'e of this il?formation and do not access 
patient infonnation, intemally w,e patient ir!formation, or disclose patient il?formation outside the 
organization except as 11ecessatJ1 to pe,jiJrrn ourjobs and as allowed by lm,v. We comply with state 
and.federal pril1acy laws and ass isl patients to exercise their privacy rights." 
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Becker stated that she was aware of the compliance polices and that she had been trained on them. 
Becker was trained on the DPH Compliance Policies on April 16. 2021 and April 19, 2021. 

A copy of Becker's training record is attached as Exhibit A. 

Becker stated that she monitors the ST ARR email box and on November 8, 2021. she saw an email and 
she wanted to provide additional support to the Client. A Nurse Practitioner refen-ed the Client for 
res·idential treatment. The assessment was completed by a DPH Nurse Prnctitioner and was sent directly 
to a residential h·eatment center. The email was not addressed to Becker and she had no operational 
reason to read the assessment. While Becker stated that she felt it was her professional responsibility to 
find additional support for this Client, by her own admission, this was not Becker's Client. Assessments 
are sent to the STARR@sfdph.org email address. which includes thi:ee other people, including the 
STARR evaluators, so that the STARR evaluators and can track them. Becker is part of that email 
address distribution list because refeITals to ber also come in that way. however, it is clear that this was 
not a refeITal to Becker, but a completed assessment for which Becker bad no responsibility. 

A copy of the November 8, 2021, referral email is attached as Exhibit B. 

The DPH Code of Conduct, I 0.1 Compliance and Privacy Programs states: "DPH is dedicated lo 
providing high-quality and affordable health care services in an ethical manner and in compliance 
with all applicable laws, rules and reguJalions. This commitment applies at all levels of the 
organization. 

DPH expects that al.I employees 1,vi/1 conduct themselves according to generally accepted 
standards of conduct and pe~-formance. 1:.,'ach individual is responsible.for his or her conduc:t. 

The DPH Compliance and Privacy Program was created to ensure that DPH employees conduct 
husiness with integrity and in accordance with applicable laws and policies, as well as to 
provide a safe environment for raising compliance and privacy concerns and questions. The 
Qffice of Compliance and Privacy Ajfairs (OCPA) oversees the program a,id ensures 
compliance wUh /he DPH Code of ( 'onduct. 

DPH is commilled to the privacy and security of health il?(ormation and othe,· restricted 
information entrusted to it by our patients, clients, and research participants. Patients re~y 

on us to safeguard their in.formation so they willfeel cor~f1dent sharing the detailed and 
sensitive il?(ormation we need to provide the best possible care. !,?formation regarding 
patients, clients, and research participants is confidenLial and we only share this ir1formatiun 
with those who have a legitimate need to know and who are authorized to receive this 
Information. Protecting the privacy of health i1!(0rmation is required by law." 

The DPH Code of Conduct i.s attached hereto as Exhibit C. 

Becker admitted that this was not her Client and that she had no responsibility for the Client's care. 
Becker look it upon herself to research the Client's parole agent witl10ut authorization to do so and 
disclosed the Client's PHI to that parole agent. In Becker's email, she stated: "the Client's name on his 
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way to Harbor Light Center (Salvatio11 Army). He lefi Hea/.thRight360 and was taken to Z~FCiH 011 a 
5150.for danger to self and others and disorganized behavior. He is being released today into this 
residential program." 

Thus, in the Becker shared both substance use disorder ano mental health information. 

The emai l to the parole agent is attached as Exhibit D. 

While Becker claims to have done this for the good of the Client, it was not her decision to make. The 
Client was not under her care and sharing infom1ation with a client's Parole agent could have the 
consequence of sending the Client back to prison. Sharing this confidential, protected, health 
infonnation with someone outside the organization and without a leg it imate need to know is a 
serious v iolation of the DPH Office of Compliance and Privacy Affairs (OCPA) Code of 
Conduct. 

This violation not only violated HIPAA, but also the Rules and Regulations of the Depai1ment of Health 
and Human Services Office of the Secretary, 42 CFR Pa1i 2, Confidentiality of Substance Use Disorder 
Patient Records, ("42 CFR"). 

42 CFR is attached as Exhibit E. 

42 CFR prohibits the disclosure and use of substance use disorder patient records tmless certain 
circumstances exist. 

Becker's actions are particularly egregious because, by her own admission, Becker had been remi11ded 
before of the importance of pi:-otecting private health information. 

Emails from Robin Candler reminding Becker of privacy policies are attached as Exhibit F. 

Even after several reminders, one of which occuned on September 14, 2021, w here Candler informed 
Becker that since the Client was "already been referred to Harbor Light, and he's not our client, it's not 
appropriate to be looking for other referrals right now." Becker disregarded direction of her supervisor 
as well as the importance of secw-ing dients' protected health information as evidenced by this incident 
of sharing PHI with the parole agent. 

Factual Findings 

This .investigator finds a violation of the DPH Office of Compliance and Privacy Affairs (OCP A) 
Code of Conduct substantiated. 

l2:::_n•,:,-tdb~y:1>11'/\'::-'~.----------------------~ ~- December 14, 2021 I 6 : 54 AM PST 

Rebecca Do Date 
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Exhibit A A copy of Becker's training record, one (I) page. 

Exhibit B A copy of the November 8, 2021, referral email, two (2) pages. 

Exhibit C The DPH Code of Conduct. twenty-two (22) pages. 

Exhibit D The email to the parole agent, two (2) pages. 

Exhibit E 42. CFR is attached. seventy-six (76) pages. 

Exhibit F Emails from Robin Candler reminding of privacy policies, eight (8) pages. 
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Exhibit A 
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Exhibit B 
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n 
Heat 

anc1 c:o 
Net or 

From: Truong, M ichel le (DPH) <rnichelle.truong@sfdph.org> 

Sent: Monday, November 8, 20216:46 AM 

To: DPH-angel.carter <angel.carter@usw.salvationarmy.org>; DPH-Starr <starr@sfdph.org>; DPH­

Salvation Army Starr <SalvationArmy-starr@sfdph.org> 

Cc: Aman, Mitch (UCSF) <Mitch.Aman@ucsf.edu>; Perera, Rachel (UCSF} <Rachel.Perera@ucsf.edu>; 

Fleeter, Abby <Abby.Fleeter@ucsf.edu> 

Subject: Secure: ZSFG referral for direct discharge to HLC on 11/8 

HI Angel, 

Please see attached referral information for xxxxxxxxxx. SOC: Opioid. Admitted to ZSFG on xxxx 

for altered mental status. restarted on suboxone 8-2mg film 3x/day. This is the patient I texted 

c1nd emailed you on Friday. ZSFG wants direct discharge from ZSFG to HLC today. I will send 

LOC and DSM S Dx within 24 hours of admission, 



Note: the patlen l was released from prison in Jan 2021 after serving 25 years sentence. Per 

record, he was arrested and jailed on J1~ne 2021 in SF, 

/vl ~ T v~ PlvlHNP -BC 
13ehvv.JC,orcil, 1-teaUfvAccew C~e¥ 
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** CV NFI'DENTIA Lin1 NV TICE * * ~ e,m,a,il, ~ cwwl; CM'YI 
aft~ ru,-e; ~ for the,, witertdeci veciptA?M.f:: cwu;l,, ~ 

contcu.+11 ~uii; or pvw~ £At\[ormat"'l..01'v. If yow {Ml"e; vw:t the,, 

IH\t"ertdecir-e,c,q,~ ~ -~E1/, copyiM.fr, ~ CM'\.al~Yan.-tt-'WYll 
of~ fAt\format"'ww ~ ~ ~ ~ Cvn.a1 ~ act~ 
w p r-oMn.t-eci. If yow MA/EV yec,e,,(.Ne<:l, ~ ~w-n, ~ evvor_,. 
pleaM?,, ~L-01 ~~ ~e½t a,vuLpe.y~ ~0-V 

othe,yw 14€1 CU¼Croy the,, i,nfor~W"Yl.l. 
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Exhibit C 
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San Francisco Department of Public Health 

CODE OF CONDUCT 

San Francisco Department of Public Health 

Office of Compliance and Privacy Affairs 

Office of Compliance and Privacy Affairs, San Francisco Department of Public Health 
101 Grove Street, Room 400, San Francisco, CA 94102 

Office email: oompliance.privacy@sfdph.org 
Confidential Compliance and Privacy Hotline: 1-855-729-6040 toll-free 

Calls may be made confidentially and anonymously - Always remember: DPH has a non-retaliation policy 
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The Code of Conduct and the Public Health Code of Ethics are a vital part of how we achieve our mission 
and values. 

_. _ _ ___ _ __ - :..2._DPH1Missio111 Co$ of Ethics, aod Leader5hlp Co~_mltnlenf-_ · ! 

2.1. Mission and Vision 

OPH Mission: To protect and promote the health and well-being for all in San Francisco. 

DPH Vision: Making San Francisco the healthiest place on earth. 

2.2. Public Health Code of Ethics 

The Public Health Code of Ethics is a vital part of what we do, as a society, to protect and promote the 
health and well-being of all San Franciscans. 

1. Public health should address principally the fundamental causes of disease and requirements for 
health, aiming to prevent adverse health outcomes. 

2. Public health should achieve community health in a way that respects the rights of individuals in the 
community. 

3. Public health policies, programs, and priorities should be developed and evaluated through 
processes that ensure an opportunity for input from community members. 

4. Public health should advocate and work for the empowerment of disenfranchised community 
members, aiming to ensure that the basic resources and conditions necessary for health are 
accessible to all. 

5. Public health should seek the information needed to implement effective policies and programs that 
protect and promote health. 

6. Public health institutions should provide communities with the information they have that is needed 
for decisions on policies or programs and should obtain the community's consent for their 
implementation. 

7. Public health institutions should act in a timely manner on the information they have within the 
resources and the mandate given to them by the public. 

8. Public health programs and policies should incorporate a variety of approaches that anticipate and 
respect diverse values, beliefs, and cultures in the community. 

9. Public health programs and policies should be implemented in a manner that most enhances the 
physical and social environment. 

10. Public health institutions should protect the confidentiality of information that can bring harm to an 
individual or community if made public. Exceptions must be justified on the basis of the high 
likelihood of significant harm to the individual or others. 

11 . Public health institutions should ensure the professional competence of their employees. 
12. Public health institutions and their employees should engage in collaborations and affiliations in 

ways that build the public's trust and the institution's effectiveness. 
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Code of Conduct 

2.3. DPH Leadership Commitment 

DPH promotes a culture of openness and accountability in order to sustain an ethical and compliant 
work environment and to enhance business performance. DPH leadership is committed to ethical 
decision-making in all aspects of business, and to equip managers and employees with tools to 
confidently address ethics-related matters, and be able to speak up without fear of reprisal. DPH 
leadership affirms its commitment to its clien ts, members, providers, business partners and employees. 

To our clients/patients: DPH is committed to providing quality health care services in a compassionate, 
honest, timely, respectful and professional manner, regardless of insurance or immigration status. 

To our employees: DPH is committed to fully performing its responsibilities to manage its business in a 
manner that reflects the standards expressed in this Code of Conduct, and which treats employees with 
fairness, dignity and respect, in an environment that fosters professional growth. 

To our affiliated providers (consultants, contractors and vendors): DPH is committed to working with 
its valued affiliated providers in a way that demonstrates our commitment to contractual obligation and 
reflects our shared concern for quality and efficient health care. DPH treats its affiliated providers fairly 
and in accordance with appropriate business standards. 

3.1. Quality Healthcare 

DPH is committed to providing and delivering the highest quality health care in a manner that is safe, 
medically necessary, patient-centered, and equitable. We treat all patients with compassion, respect, 
and dignity. DPH is committed to patient safety and avoiding injury to patients from the care that is 
intended to help them. 

We make no distinction based on age, gender, disability, race, color, religion, national origin, marital 
status, gender identity, or sexual orientation in the availability of services. We recognize and respect the 
diverse backgrounds and cultures of our patients and ensure our care respects each patient's cultural 
needs. 

3.2. Respectin~ Patient Privacy and Confidentiality 

DPH collects and maintains patient medical, financial/billing, social, and family information to provide 
the best possible quality health care. We recognize the sensitive nature of this information and do not 
access patient information, internally use patient information, or disclose patient information outside 
the organization except as necessary to perform our jobs and as allowed by law. We comply with state 
and federal privacy laws, and assist patients to exercise their privacy rights. 

Keeping data confidential, private, and secure is essential to: 
• Preserving the trust of our members and patients; 
• Providing quality health care; 
• Complying with federal and state regulations and DPH policies; 
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• Protecting our reputation. 

4.1 . Workplace Conduct 

San Francisco Department of Public Health 
Office of Co mpliance and Privacy Affairs 

Code of Conduct 

4. OPH Commitment to Employees' - l 

Our employees are the key to our long-term success. DPH promotes a work environment that fosters 
transparency, communication, creativity, teamwork, productivity, and employee engagement. 

We understand that we thrive when we respect one another. We are proud of our collegial 
environment that honors diversity and dignity for all. We listen to and respect the opinions of others, 
even when our views differ. When caring for our patients and serving our members and clients, we 
strive to act with courtesy, in a careful and considerate manner, and with a high degree of 
professionalism - never forgetting our responsibility for our patients' and each other's well-being. 

4.2. Non-Discrimination 

DPH has a diverse workforce, possessing a wide complement of talents and traits, which greatly 
contributes to our success. DPH complies with all laws, regulations, and policies related to non­
discrimination in all personnel actions, including recruitment, hiring, compensation, reductions, 
reassignments, layoffs, corrective action, discipline, recalls and promotions. DPH does not discriminate 
against any individual with a disability with respect to any offer, term or condition of employment, and 
makes reasonable accommodations to the known physical and mental limitations of qualified individuals 
with disabilit ies. 

4.3. Non-Harassment 

Harassment undermines our ability to work together and is contrary to our beliefs in personal dignity 
and respect for each other. DPH is committed to maintaining an environment that is free of unlawful 
harassment and intimidation. We do not tolerate harassment of any kind by anyone working in our 
facilities. 

Harassment includes any behavior or conduct that unreasonably interferes with an individual's work 
performance or creates an intimidating, hostile or offensive work environment. A few examples of 
harassment are: 

• Jokes, insults, threats, and inappropriate comments concerning a person 's race, color, gender, 
gender identity, age, religions, national origin, ancestry, citizenship, physical or mental disability, 
veteran status, or sexual orientation. 

• Unwelcome or inappropriate sexual advances, sexual remarks, display of offensive material, 
requests for sexual favors, and other unwelcome verbal or physical conduct of a sexual nature. 

• Verbal or physical conduct that disrupts another's work performance or creates an intimidating 
or hostile work environment. 

• Communicating or displaying of offensive material in the workplace. 
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4.4. Bullying in the Workplace 

San Francisco Department of Public Health 
Office of Com pliance and Privacy Affairs 

Code of Conduct 

DPH is committed to maintaining an environment that is free of unlawful intimidation or bullying in the 
workplace. Bullying involves repeated incidents or a pattern of behavior that is intended to intimidate, 
offend, degrade or humiliate a particular person or group of people. It can also be described as the 
assertion of power through aggression. Bullies often use tactics such as blaming for errors, 
unreasonable work demands, sabotaging someone's work, insults, putdowns, stealing credit, 
threatening job loss, and discounting accomplishments. 

4.5. Workforce Development 

DPH encourages its employees to continue their education and training while they work with us. DPH 
places a priority on promoting employees internally and supports educational opportunities, including 
internal training, scholarships, and tuition reimbursements that can advance employees' careers. 

The DPH Workforce Development Division is engaged in a variety of employee development and training 
initiatives such as, racial humility and trauma-informed systems, staff mentoring, training and coaching 
for supervisors and managers, interdepartmental training programs, strategic planning for the future 
workforce (Lean A3, succession planning). DPH collaborates with learning institutions to offer classes 
thro1.1gh the City University program; facilitates organizational development projects (e.g., team 
building, retreats); and develops staff as leaders. These internal programs and events are designed to 
work together to s1.1pport diversity and inclusion throughout DPH. 

5.1. Complete and Accurate Records 

It is DPH's duty to create and maintain records that are accurate, complete, and in compliance with all 
applicable laws and regulations. DPH prepares and maintains business records and communications 
that are used to make critical decisions within the department. DPH business records may also be 
reported outside DPH to regulators, the Health Commissi0n, accrediting bodies, and the public. 

DPH staff must never create or change a document for the purposes of misleading anyone, and no 
relevant information should ever intentionally be left out, hidden, falsified, or covered up. 

5.2. Record Retention and Destruction 

No DPH employee may destroy organizational records (business, financial, and medical), except as 
allowed by federal, state, and local laws, and the DPH Records Management Policy. Records include 
information in any format, including but not limited to paper, electronic, audio, or video. 

Documents requested for any government investigation or legal proceeding or documents relevant to 
any expected government audits, investigation or legal proceeding must not be altered or destroyed in 
any manner. 
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5.3. Financial Reports and Records 

DPH maintains a high standard of accuracy and completeness of all financial records. DPH financial 
information represents actual business transactions and conforms to generally accepted accounting 
principles or other applicable rules and regulations. 

State and federal laws requires DPH to submit reports of its operating costs and statistics, known as cost 
reports that define what costs are allowable and outline the appropriate methodologies to claim 
reimbursement for the cost of services provided to government program beneficiaries. DPH is 
committed to preparing accurate and timely cost reports. 

6. Sctentifte and Cltnical Re-search Conduct and Ethics 

6.1. Integrity in Research 

All members of the DPH community engaged in research are expected to conduct their research with 
integrity and intellectual honesty at all times and with appropriate regard for human subjects. 
Responsible research conduct includes maintaining high quality standards, while acknowledging 
mistakes. 

6.2. Research Misconduct 

DPH is dedicated to the safe conduct of research involving human subjects and to the humane 
treatment of animals involved in research. We follow the highest ethical standards and comply with all 
federal and state laws and regulations - and our own policies - governing research, investigations and 
cl inical trials involving human subjects or animals. DPH expects all research at DPH facilities, with DPH 
patients or clients, or by DPH employees, vendors, associates, or affiliates to be conducted free of any 
misconduct. 

Research misconduct is defined as "fabrication, falsification, or plagiarism, in proposing, performing, or 
reviewing research. or in reporting research results." 

• Fabrication is making up data or results and recording or reporting them. 
• Falsification is manipulating research materials, equipment, or processes, or changing or 

omitting data or results such that the research is not accurately represented in the research 
record. 

• Plagiarism is the appropriation of another person's ideas, processes, results, or words without 
giving appropriate credit. 

Research misconduct does not include honest human error or differences of opinion. 

6.3. Research Grants/Funds 

DPH complies with contractual, grant, and research funding obligations and ensures that research 
monies are handled responsibly and used appropriately, in strict compliance with all applicable laws and 
regulations, and DPH policies. 
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Code of Conduct 

6.4. Research and Intellectual Property 

Ideas and intellectual property are assets of DPH and are important to our organizational success. Staff 
shall exercise reasonable care to ensure these intellectual property rights are carefully maintained and 
managed to protect their value. Staff shall only share proprietary or confidential information with those 
who need to know the information to perform the responsibilities of their job. Examples of confidential 
information include personnel data, financial data, clinical research information, strategic plans, 
marketing strategies, process, techniques, and any information with a copyright. 

Copyrights, Patents and Trademarks: Staff will not copy or otherwise infringe on copyrights, patents 
and/or trademarks owned by other individuals or organizations. This prohibition includes copying 
computer software or downloading software onto a computer that is not licensed for the software. 

6.5. Use of DPH Name, Logo, and Prestige in Research Publication 

The following activities are expressly prohibited by this section: 

• Use of City Work Product: No DPH employee may sell, publish, or otherwise use any non-public 
materials that were prepared on City time or while using City facilities, property (including 
without limitation, intellectual property), equipment and/or materials in exchange for anything 
of value and without appropriate authorization. 

• Use of Prestige of the Office: No DPH employee may use his or her City title or designation in 
any communication for private gain or advantage. 

• Use of City Letterhead, City Title, or E-Mail: No DPH employee may use City or DPH letterhead, 
any City or DPH logo, the City title or DPH title, City email or DPH email, or other City or DPH 
resources, for any communication that may lead the recipient of the communication to believe 
that the employee is acting in an official capacity when employee is not. 

Whether for research or operations, if and when references to DPH participation, data, or subjects are 
made in publications or presentations to the public, the following disclaimer must be included: "The 
views expressed herein do not necessarily reflect the official policies of the City and County of San 
Francisco; nor does mention of the San Francisco Department of Public Health imply its endorsement." 

7. Enviranmental and Safety Consideralions1 :.:.--::::::.=------=-:=;:--._; 

7 .1. Environmental Compliance 

The DPH Occupational Safety and Health Program is designed to provide a safe and healthful 
environment for staff. We make sure that medical waste and hazardous materials are properly handled, 
transported, and disposed. We follow practices that reduce the spread of infection, including 
appropriate hand washing, isolation procedures, and personal protective equipment. We minimize the 
environmental impact by reducing waste, participating in recycling programs, conserving energy and 
water, and using renewable resources whenever possible. 
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7.2. Workplace Health and Safety 

The safety and well-being of our employees is very important. DPH strives to identify and eliminate 
employee exposures to avoidable hazards and conditions that can lead to injury, Illness or accidents. In 
our continuing commitment to an environment of healing and good health, DPH facilities are smoke­
free. 

DPH's Injury and Illness Prevention Programs (IIPP) helps to maintain a safe and healthful work 
environment and to comply with State regulations. Safety is every employee's responsibility. All 
employees are encouraged to remain alert and to report hazardous conditions and unsafe acts to their 
supervisor. Supervisors are responsible for providing a safe and healthful work environment and 
ensuring that employees work safely. 

7.3. Reporting Hazards and Other Safety Concerns 

DPH has established policies to protect its employees, patients, and facility visitors from potential 
workplace hazards. DPH facilities comply with all government rules and regulations and DPH policies 
and practices that promote a healthy and safe workplace. Managers and supervisors are responsible for 
ensuring that all workforce members receive proper training in healthy and safe work practices. 

OPH employees must notify their immediate supervisor or safety mahager as soon as possible if they 
know or suspect that an environmental hazard has occurred. Improper disposal of hazardous materials 
can have negative effects on people and the environment, and could result in DPH facing regulatory and 
criminal charges and penalties. 

8.1 . Business Ethics 

DPH is committed to conducting business with the highest standards of business ethics and integrity. All 
DPH employees, contractors, and consultants must demonstrate integrity in their business practices in 
order to instill and preserve trust on the part of our patients and business partners. Practices to be 
followed include: 

• Honesty in communication with others; 
• Confidentiality of all patient-related information; 
• Compliance with the pro.visions of the City's Administrative Code with regard to contracting, 

purchasing, or payment transactions. 

8.2. Marketing and Advertising 

DPH engages In marketing and advertising to educate and provide information to the public, to increase 
awareness of our services, and to recruit employees. DPH strives to present truthful, fully informative, 
and non-deceptive information in these materials and announcements. This includes communications 
in any printed, spoken, or electronic form, for example: interviews, social media, advertisements, or 
other digital media. 
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Our patients and community expect DPH employees to make decisions that are not influenced by 
personal interests. 

A "conflict of interest'' involves any circumstance where an employee has a personal or financial interest 
that may improperly influence their performance of DPH duties. All employees are expected to comply 
with federal, state, and local prohibitions on conflicts of interest, as well as the DPH Statement of 
Incompatible Activities, including, but not limited to, contracting, purchasing, and DPH's relationship 
with its vendors. Employees must consider and avoid conflicts, as well as the appearance of conflicts of 
interest. 

Actual or perceived conflicts of interest arise from many different kinds of relationships. DPH 
employees must not make any decision when they have a financial or personal interest in the outcome 
of the decision. 

DPH employees must conduct all business with patients, payers, vendors, contractors, customers, and 
other business associates without accepting offers, gifts, favors, or other improper invitations in 
exchange for their influence or assistance. 

In addition, DPH employees must avoid any external relationships or activities that have the possibility 
(either in actuality or in appearance) of interfering or competing with the DPH missions of education, 
research and clinical care, or the employee's ability or willingness to perform the full range of 
responsibilities associated with his or her position. 

8.4. Consulting or Other Outside Employment 

Consulting arrangements (with or without pay) or other outside employment of any kind requires the 
written approval of the Human Resources Director or designee. Requests for approval for outside or 
additional employment beyond the initial approved time period must be resubmitted to the Human 
Resources Director or designee. Any such outside employment must not interfere with an employee's 
City job and must adhere to the requirements specified in the Civil Service Ru les. 

8.5. Nepotism and Favoritism 

Nepotism and cronyism in the workplace are equally harmful. Favoritism in the workplace can breed 
resentment and destroy employee morale, which can lead to lost productivity. DPH is committed to 
making employment decisions based on merit, qualifications, and competence. 

To avoid a conflict of interest or an appearance of conflict of interest, no DPH employee may initiate or 
participate in, directly or indirectly, decisions involving a direct benefit, e.g., initial employment or 
rehire, promotion, salary, performance appraisals, work assignments or other working conditions to 
those related by blood or marriage, membership in the same household, including domestic partners, or 
persons with whom employees have an intimate relationship. The potential for conflict of interest may 
also exist in close personal relationships which involve other than family relationships. DPH views such 
conflicts of interest as seriously as it does those involving family members or blood rela tives. 
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8.6. Gifts, Gratuities, and Honorarium 
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Both City and County of San Francisco and DPH policies strictly prohibit offering or accepting any gift or 
gratuity that could be misinterpreted as an attempt to gain an improper business advantage. DPH 
employees must follow strict guidelines when determining if an offered gift or gratuity may be accepted, 
and are prohibited from soliciting gifts or gratuities from any individual. DPH employees are encoura_ged 
to contact the DPH Office of Compliance and Privacy Affairs (OCPA) or the San Francisco Ethics 
Commission (www.sfethics.org) for information on the City's gift rules and prohibitions. 

An "honorarium" is any payment made in consideration for any speech given, article published, or 
attendance at any public or private conference, convention, meeting, social event, meal, or like 
gathering. DPH employees should consult with the OCPA or the San Francisco Ethics Commission 
(www.sfethics.org) before accepting honoraria for presentations about your work at DPH. 

8.7. Use of Department Resources and Protecting Our Assets 

DPH resources and assets include equipment, furniture, supplies, organization funds (including 
purchasing cards), electronic devices, voicemail and instant messages, email, knowledge, information, 
buildings, identification cards, time, and media sites (including DPH Facebook pages and YouTube 
channels). DPH resources and assets are to be used for DPH business purposes only. They must be 
handled with care and protected against all forms of misuse, waste, damage, and loss. DPH employees 
may not use, or allow other persons to use, City or DPH resources or assets for any non-City business 
purpose. 

Computers and Data Information Systems: DPH employees with access to computer files and records 
may not release or disseminate information without authorization. The release or dissemination of such 
material may be grounds for disciplinary action and termination. Passwords exist for the protection of 
DPH documents and information. You may not share your password with any unauthorized persons. 

DPH employees must not store private, non-work related information on any DPH-issued computer or 
electronic device. The use of unauthorized programs and copies of commercial software packages is 
prohibited,. Computer programs utilized by the City or DPH may not be duplicated or altered for 
personal use. DPH employees must not use computers, electronic devices, printers, or information 
systems for personal business or entertainment. 

Computer documents and emails may be automatically saved in the City's archives in order to ensure 
compliance with applicable state and local laws regarding records retention and public disclosure. DPH 
employees should not transmit or store any private, non-work related email or documents on City 
computers. This applies to any and all personal use of City computers and email accounts, even 
incidental or minimal usage. 

8.8. Contact with the Media 

DPH employees must be authorized to speak with any media outlet or person, including writers, 
reporters, and photographers about any matter involving or affecting DPH so that we can make certain 
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that we comply fully with all laws and regulations governing the release of information and to protect 
our brand image and reputation. 

If contacted by media, DPH employees must refer the individual to the Public Information Officer (PIO) 
assigned to the appropriate program or facility regardless of the situation. The PIO is the first point of 
contact before arranging any media contact related to DPH or an individual's work at DPH regardless of 
where the employee is or what is happening. This is true regardless of how insistent the reporter 
appears or if their deadline is quickly approaching. There is no exception to this policy during an 
emergency, In fact, it is even more important during an emergency to involve the PIO. Employees are 
encouraged to refer to the DPH Media Policy for detailed information. 

8.9. Political Contributions and Activities 

DPH encourages all employees to exercise their civic duty and take part in the political process. 
However, DPH or City resources cannot be used under any circumstances to contribute to political 
campaigns or for gifts or payments to any politician or any of their affiliated organizations. 

It is unlawful for City employees to use public resources or personnel to engage in political activity 
relating to elective offices and ballot measures. City employees may not engage in political activities 
while on duty or in the workplace. Employees may not use City resources, such as photocopier or fax 
machines, telephones, postage, or email, for political activities. The ban on engaging in political activity 
while on duty prohibits such activities as circulating petitions, addressing campaign mailers or engaging 
in any other political activities that use City resources or divert employees from their assigned duties. 

For more information, DPH employees should contact the San Francisco Ethics Commission 
(www.sfethics.org) or review the City Attorney's opinion (www.sfcityattorney.org) regarding political 
activities. 

9. Workplace Conduct 

9.1. Alcoholic Beverages & Drugs in the Workplace 

Alcoholic beverages are not to be consumed at any time in the workplace or while on duty. Employees 
who are intoxicated while on the job will be immediately removed from the workplace. On occasion, 
there may be evidence of drinking without intoxication where issues of safety or job performance are 
involved; in these cases supervisors may need to temporarily reassign an employee. 

The use of illicit drugs or substances and abuse of controlled substances in the workplace is prohibited. 

The unlawful manufacture, dispensation, possession, use or distribution of a controlled substance of any 
kind in any amount on DPH property, or while in the conduct of DPH business away from campus is 
prohibited at all times. Violations of this policy may be grounds for serious disciplinary action up to and 
including termination of employment and possible criminal charges. 

Page 12 of21 - 0ffioe of Compliance and Privacy Affairs, San Francisco Department of Public Health v.03.10.2020 



43

9.2. Gambling 

San Francisco Department of Public Health 
Office of Co mplia nce and Priva cy Affairs 

Code of Conduct 

DPH employees are prohibited from engaging in professional or organized gambling activities while on 
duty or in DPH facilities. Exceptions to the prohibition include office or department sanctioned "pools," 
raffles, the friendly wager, or a DPH-sponsored event which supports a cause. When in doubt, a 
supervisor or employee should discuss the particular situation with the DPH Human Resources, Failure 
to comply with this policy may result in serious discipline. 

9.3 Respectful Behavior 

Respect is an essential part of DPH culture. When respect is not demonstrated between employees, 
workplace conflict is created which decreases the ability of staff to deliver high quality service. When 
disrespect is shown to community members, it undermines the ability for the public to access DPH 
services. DPH employees engaging in disrespectful behavior may be subject to disciplinary action. 

Employees are required to treat co-workers, patients. and members of the public with courtesy and 
respect, and to maintain collaborative relationships. Employees are prohibited from displaying 
disrespectful behaviors, such as behavi.ors that a reasonable person would find offensive, embarrassing, 
alienating, or humiliating in the workplace, whether deliberately or unintentionally. 

Examples of disrespectful behaviors include, but are not limited to: 

• Derogatory communication, malicious gossip or any language that a reasonable person 
would find to be degrading, intimidating, coercive or bullying to another individual or group 
of individuals 

• Insults, slurs, jokes or any language that implies a negative characteristic 
Profanity 

• Blocking normal movement, offensive gestures, unwelcome touching or shoving 
• Threats or assault 
• Slamming or throwing objects 
• Yelling 

Managers are responsible for their own conduct , and for keeping the workplace free of inappropriate 
conduct by their direct reports. Disrespectful manager conduct would also include unwarranted or 
malicious employment actions such as denial of training opportunities, employee leaves, removing job 
functions as a retaliatory measure, or creating a sense of alienation or isolation are unacceptable. 

Expressing contrary opinions is not disruptive conduct, nor is expressing concern or constructive 
criticism of existing policies or procedures, or questioning potentially unacceptable performance or 
conditions, if it is done in good faith, in an appropriate time, place and manner and with the aim of 
improving the work environment. It is the responsibility of all employees to demonstrate respect for 
their colleagues and the community we serve. Failure to do so undermines the mission of the 
Department of Public Health and will be taken seriously. 
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-~ 10. Compfi3nce and Privacy Program - ' 

10.1 . DPH Compliance and Privacy Programs 
DPH is dedicated to providing high-quality and affordable health care services in an ethical manner and 
in compliance with all applicable laws, rules and regulations. This commitment applies at all levels of 
the organization. 

DPH expects that all employees will conduct themselves according to generally accepted standards of 
conduct and performance. Each individual is responsible for his or her conduct. 

The DPH Compliance and Privacy Program was created to ensure that DPH employees conduct business 
with integrity and in accordance with applicable laws and policies, as well as to provide a safe 
environment for raising compliance and privacy concerns and questions. The Office of Compliance and 
Privacy Affairs (OCPA) oversees the program and ensures compliance with the DPH Code of Conduct. 

DPH is committed to the privacy and security of health information and other restricted information 
entrusted to it by our patients, clients, and research participants. Patients rely on us to safeguard their 
information so they will feel confident sharing the detailed and sensitive information we need to 
provide the best possible care. Information regarding patients, clients, and research participants is 
confidential and we only share this information with those who have a legitimate need to know and who 
are authorized to receive this information. Protectjng the privacy of health information is required by 
law. 

10.1 .a. Program Structure 

DPH has identified the following organizational structure to help achieve the goals of the Compliance 
and Privacy Program: 

• A Chief Integrity Officer to oversee the Department. 
• A Deputy Chief Integrity Officer to manage day-to-day operations and oversee the compliance 

and privacy activities performed throughout DPH. 
• Designated Compliance and Privacy Officers to manage the compliance/privacy activities at a 

facility level. 
• An Investigations Unit to manage the Hotline, investigate matters brought to its attention, and 

recommend corrective actions, as needed. 

10.1.b. Setting Standards 

DPH's Mission, Code of Conduct, and policies and procedures set the tone and requirements for staff 
and associates. The OCPA is responsible for the Code of Conduct contents and enforcing its standards. 
Acting responsibly and consistent with these requirements is a component of accountability for every 
DPH staff member and associate. Staff and associates are personally responsible for knowing and 
following these guidance documents as well as policy and procedure. 
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10.1 .c. Training and Communication for Compliance and Privacy Program 

Training and Education: DPH requires annual compliance training for all employees. The OCPA reviews 
and the training materials annually and updates when necessary to reflect changes in regulations and to 
address specific areas of risk, In addition to changes in regulations and risk, the annual training covers 
the DPH Code of Conduct and conflicts of interest. 

DPH Training and Education Tools: DPH incorporates various training methods to assist employees in 
meeting the annual compliance training requirement. These methods include computer-based training 
modules and live trainings. 

Lines of Communication: DPH provides various methods for employees to communicate compliance 
concerns or to report fraud, with the option of remaining anonymous. The methods are briefly 
described below. 

Hotline: The OCPA maintains a Hotline so that employees may report concerns regarding non­
compliance with federal, state or local laws in a confidential manner. These calls may also be made 
anonymously. DPH policy protects employees who report compliance or privacy concerns from any 
form of discrimination, harassment, or retaliation within DPH. Posters advertising the Hotline number 
are displayed throughout DPH. Additionally, the OCPA coordihates with the Office of the Controller, 
Whistleblower Program when complaints are submitted through the Citywide Whistleblower reporting 
system. 

Formal Communication: Every y.ear the OCPA prepares a calendar to ensure that face-to-face 
communication occurs with each of the DPH Divisions that bill Medicare, Medi-Cal and other th ird party 
payers. This is generally done through regular meetings with the Executive Staffs at the Hospitals, 
Community Primary Care, and other DPH Divisions. At these meetings, the OCPA may review specific 
investigations or areas of concern, recent developments or new regulations, status of each facility's 
compliance work plan, and answer questions. Important compliance and privacy related topics are also 
communicated to all staff through All Staff Memos and the DPH Director's Fast Facts. 

Website: The OCPA also maintains a website which can be accessed through the DPH, Zuckerberg San 
Francisco General Hospital and Trauma Center, or Laguna Honda Hospital intranet sites. The website 
includes the DPH Code of Conduct, DPH Statement of Incompatible Activit ies, and DPH Compliance and 
Privacy Policies and Procedures. 

10.1.d. Internal Controls, Audits and Monitoring 

The OCPA is responsible for conducting routine monitoring of health care claims practices throughout 
the Network. The Compliance Officer will determine the specific methodology for pursuing routine 
monitoring. When routine monitoring demonstrates that an overpayment has occurred, a refund shall 
be made to the appropriate payer/contractor with reasonable promptness, except in cases where self­
disclosure to the Health and Human Services Office of Inspector General (OIG) is warranted. When the 
magnitude of any overpayment (actual or potential) is significant, or where the facts suggest that the 
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noncompliance may be widespread, the Compliance Officer shall initiate an expanded review. An 
expanded review is required when the results of routine monitoring identify high-risk billing errors. 

10.1.e. Reporting Potential Errors or Suspected Violations 

Our reputation is everything! DPH is fully committed to ethical and legal conduct that is compliant with 
all relevant laws and regulations and to correcting wrongdoing wherever it may occur in the 
organization. Each employee is responsible and expected to report all known or suspected improper 
activities to their supervisor, onsite Compliance Officer, or to the OCPA Compliance and Privacy Hotline. 

10.1.f. Remedial Actions 

Remedial actions are not disciplinary but are done to correct mistakes, and enhance compliance with 
the state and federal regulations, and are designed to improve the performance of DPH personnel. The 
exact nature of and need for remedial action will be identified by supervisors within departments in 
collaboration with the Compliance Officer and may involve Human Resources and the Chief Integrity 
Officer. If remedial action is deemed necessary, an affected individual will be notified, informed of the 
concerns regarding their performance, and made aware, if applicable, of the right to grieve. 

Examples of behaviors that could require remedial actions might include the following: 

• Failure of an individual to understand and carry out required procedures and policies 
• Inappropriate or improper coding, billing and documentation of services 

Malicious or negligent conduct 

In accordance with the provisions of applicable personnel policies and collective bargaining agreements, 
remedial actions may include, among others, the following: 

• The individual(s) will be required to take part in an education program focused on the problem 
area. 

• Future billings may be handled in a designated manner, including a thirty party review of all bills 
and the temporary suspension or delay of some or all billing to allow for quality review prior to 
the distribution of bills to third parties. 

• The individual may be reassighed or there may be a change of duty until remediation has 
successfully corrected the errors. 

• In the case of an over-payment to a provider, there may be an adjustment from the appropriate 
source in order to refund the pay or pay any fines and penalties. 

10.1.g. Corrective and Disciplinary Actions 

Corrective Action: When an internal investigation substantiates a reported violation, it is the policy of 
DPH to initiate a corrective action, including, as appropriate, making prompt restitution of any 
overpayment amounts, notifying the appropriate governmental agency, instituting whatever disciplinary 
action is necessary, and implementing systemic changes to prevent a similar violation from recurring in 
the future. 
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Disciplinary Actions: The precise discipline utilized will depend on the nature, severity, and frequency of 
the violation and may result in any or all of the following disciplinary actions: oral warning; written 
warning; written reprimand; suspension; termination; and/or restitution. 

10.1.h. Measuring Program Effectiveness 

DPH uses various mechanisms to assess compliance initiatives and effectiveness. These include 
monitoring external audit findings and citations, complaints and citations for privacy or security 
concerns, number of Hotline calls made and resolved, frequency and outcome of enforcement activity, 
and ongoing evaluation of billing and coding issues as well as rejections. DPH also measures 
effectiveness by review of external audit findings and management's timely corrective response by 
specific area. Organizational compliance effectiveness is everyone's responsibility and is rooted in the 
Code of Conduct. 

11 .1. Healthcare Fraud, Waste and Abuse 

The State and Federal False Claims Acts and the Federal Deficit Reduction Act protect government 
programs such as Medicare, Medicaid, and other publicly-funded programs from fraud, waste and 
abuse. Healthcare fraud, waste, and abuse are defined as following: 

• Healthcare Fraud: Knowingly and willfully executing, or attempting to execute a scheme or 
arti fice to defraud any health care benefit program or to obtain, by means of false or fraudulent 
pretenses, representations, or promises, any of the money or property owned by, or under the 
custody or control of, any health care benefit program. Fraud may include, but is not limited to, 
inappropriate personal use of DPH resources, theft of DPH equipment or goods, or the 
falsification of records. 

• Healthcare Waste: Overutilization of services, careless, or needless expenditure of DPH or 
state/federal funds or other practices that, directly or indirectly, result in unnecessary costs to 
the health care system. It is not generally considered to be caused by criminally negligent 
actions, but by the misuse of resources, poor decisions, and practices. 

• Healthcare Abuse: Actions that may, directly or indirectly, result in unnecessary costs to the 
Medicare or Medicaid program or the improper payment for services that fail to meet 
professionally recognized standards of care or that are medically unnecessary. 

DPH views any act of healthcare fraud, waste, or abuse to be extremely serious and will take disciplinary 
action against those who knowingly and willfully engage in fraudulent activities. Any questions 
regarding what const itutes as fraud, waste, abuse, or the possibility of fraud, waste, or abuse should be 
directed immediately to the OCPA. 

11 .2. Anti-Kickback Law 

The Medicare and Medicaid Anti-Kickback Statute prohibits individuais and organizations from 
knowingly or willfully offering or paying, directly or indirectly, any form of compensation in return for, or 
to induce, the referral of any patient or business that is covered by Medicare, Medi-Cal or any other 
state or federal health care financing program. The law also prohibits purchasing, leasing, or ordering, 
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or arranging for or recommending purchasing, leasing, or ordering any good, facility, service, or items 
for which remuneration is received. Such an act constitutes a felony and may result in fines of not more 
than $25,000 or imprisonment for not more than five years, or both (42 U.S.C. 1320a-7(b)). 

11.2.a. Physician Self-Referral or Stark Law 

All of our business practices with physicians and other providers are conducted in conformity with the 
Federal Stark Law. The "Stark" law, also known as the "self-referral law," prohibits a physician from 
referring Medicare or Medi-Cal patients for certain "designated health services," or orderihg these 
services for Medicare/Medi-Cal patients, from a provider where the physician has a compensation or 
ownership arrangement with that provider. 

12. Duties of Staff J 

12.1. Government Requests and Investigations 

Federal and state agencies may make unannounced visits to our facilities to conduct inspections. DPH 
employees shall not make false or misleading statements to a government investigator. 

Employees shall promptly contact a supervisor, manager, or the OCPA for assistance on how to properly 
respond to any inquiry, phone call, visit, subpoena, or other legal document from any governmental 
agency regarding DPH business. 

12.2. Professional License and Certification Requirements 

DPH staff, contract employees, individuals retained as independent contractors, and privileged 
practitioners in positions which require professional licenses, certifications, or other credentials are 
responsible for maintaining the current status of their credentials and shall comply at all times with 
federal and state requirements applicable to their respective disciplines. To assure compliance, DPH 
may require evidence of a current license or credential status. Each program or facility must have 
appropriate processes and procedures to assure documentation of compliance with each position 
description requirement. 

12.3. Excluded or Debarred Individuals and Entities 

The U.S. Department of Health and Human Services, Office of Inspector General (OIG) maintains lists of 
individuals and organizations that have been excluded from participating in government health care 
programs. An excluded person can be an individual, contractor, or entity who has been identified by the 
Federal or State government as committing an act that excludes the individual/entity from participating 
in Federal or State health care programs. The exclusion applies regardless of who submits the claims and 
applies to all administrative and management services furnished by the excluded person. 

DPH will not knowingly employ, contract with, or purchase goods from individuals or entities that are 
excluded or suspended from participation in State or Federal health care programs by the State Medi­
Cal Program or the Office of Inspector General or that appear on the Uni ted States General Services 
Administration exclusion list. DPH screens these lists prior to a job candidate becoming an employee of 
DPH and monthly thereafter. 
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If you become aware by any means that you have been included on any of these government exclusion 
lists, you must provide written disclosure to the OCPA as soon as you become aware. Any existing or 
proposed employment, contract, or other association with any individual or entity on these lists will be 
handled on a case-by-case basis in accordance with the law and DPH policies. 

12.4. Standards of Personal and Professional Conduct 

All DPH employees, whether regular full-time or part-time or casual (hourly) employees are expected to 
meet a standard of conduct which is appropriate to the brand and reputation of DPH. Employees while 
on DPH premises, or representing DPH elsewhere as part of their work, are expected to demonstrate 
respect for the law and for the rights of others. 

DPH expects all employees to t reat co-workers and members of the pubic with courtesy and respect. 
DPH employees and managers are responsible for maintaining a safe and productive workplace which is 
free from inappropriate workplace behavior. 

12.5. Trauma Informed Systems & Cultural Humility 

OPH has implemented Trauma Informed Systems to combat the effects of systemic trauma and promote 
an organizational change towards a more open and adaptive environment. Cultural Humility is a process 
of self-reflection and discovery in order to build honest and trustworthy relationships with our patients 
and colleagues. We come f rom diverse social and cultural groups that may experience and react to 
trauma differently. When we are open to understanding these differences and responding to them 
sensitively, we make each other feel understood and enhance wellness (Tervalon & Murray-Garcia, 
1998). DPH expects all employees to commit to integrating trauma informed principles into their work 
life. 

12.6. Compliance with DPH Policies and Procedures and Applicable Laws 

The Code of Conduct does not address every situation or issue that could arise in your work. This Code 
provides general direction on a broad range of issues; however, laws and regulations may exist that 
have specific requirements for your particular job. Additionally, DPH has adopted policies and 
procedures that apply to your job and how you conduct yourself at work. In addition, DPH facilities may 
have their own policies that need to be followed. It is your responsibility for knowing which DPH and 
facility-specific policies and apply to you and your job. Violation of this Code of Conduct could result in 
disciplinary action, up to and including termination of employment and possible civil or criminal charges. 

12.7. Duty to Report 

To maintain the highest standards of business integrity, each DPH employees has a duty to report 
potential or perceived conflicts of interest involving suspected violations of applicable laws, regulations, 
government contracts and grant requirements covered under the DPH Code of Conduct. Anyone may 
report violations directly or anonymously to the OCPA at 1-855-729-6040 (toll-free) or by emailing 
compliance.privacy@DPH.org. It is against DPH policy, and in many cases illegal, to retaliate against a 
person who reports any wrongdoing. 
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12.8. DPH-OCPA Hotline 

DPH respects and protects our patients' privacy and is fully committed to complying with local, state and 
federal compliance laws and regulations, DPH not only expects, but depends on you to share in this 
responsibility through the reporting of concerns which involve possible noncompliance with policy or 
unethical behavior. The goal of the Hotline is to provide a confidential means for reporting all instances 
of suspected or observed potentially illegal activity or the following compliance and privacy violations: 

• Privacy breaches 
• Non-compliance with billing, coding, and documentation regulations 
• Issues regarding Code of Conduct or Compliance with OPH Policies 
• Possible Fraud, Abuse and Waste 
• Conflicts of Interest and Misuse of DPH and/or City resources 
• Research Misconduct 
• Workplace Misconduct 
• Retaliation 

12.9. Non-Retaliation 

DPH employees are expected to report all known or suspected improper activities, perceived 
misconduct, including actual or potential violations of laws, regulations, policies, procedures, or this 
organization's Code of Conduct. 

DPH has a strict non-retaliation policy. No adverse actions will be taken against someone for making a 
report in good faith or for cooperating with an OCPA investigation in good faith . The non-retaliation 
policy ensures that no one is penalized for reporting what is honestly believed to be a compliance 
problem. 

If a DPH employee purposely falsifies or misrepresents a report or makes false statements during an 
investigation, that person will not be protected under the non-retalia tion policy. False accusations or 
statements made in a report or during an investigation, including those made with the intent of harming 
or retaliating against another person, may result in disciplinary action, up to and including termination. 

Although we have a policy that does not permit retaliation for reporting or cooperating in good faith, it 
is important to understand that no policy can protect you from applicable consequences if you have 
broken the law or violated our policies. Breaking the law or violating our policies may result in 
disciplinary action, up to and including termination, as well as possible state and federal actions and 
penalties. 
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Revised as of February 11 , 2020 
13. Acknowledgement of the Code of Conduct 

My electronic signature and/or my hand-written signature on this Code acknowledges that I have read 
and understand the standards that are included in this Code. I agree to comply fully with these 
standards. I understand that violations of the principles embodied in this Code may result in disciplinary 
action, up to and including discharge. 

Name: 

Class# & Job Title: 

Division: 

Signature & Date: 
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From: 
To: 
Cc: 
Subject: 
Date: 

Becker, Therese (DPH) 
Do, Rebecca (DPtO 
Gail Byrdsong 
Fw: Secure 
Thursday, December 9, 202111:03:59 AM 

Therese M. Becker, LMFT 

Behavioral Health Clinician 

Supporting Treatment and Reducing Recidivision (STARR) 

CASC (Community Assessment and SeNices Center) 

San Francisco Department of Public Health 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected 
Health Info1mation (PHI) is contained in this email, unauthorized disclosure may subject the 
discloser to civil or criminal penalties under state and federal privacy laws. If you received this 
email in error, notify me and destroy the email immediately. 

From: Becker, Therese (DPH) 
Sent: Monday, November 8, 20211:56 PM 

To: rodolfo.muniz@cdcr.ca.gov <rodolfo.muniz@cdcr.ca .gov> 

Subject: Secure 

Therese M. Becker, AMFT 

l!l!!llllan 
Supporting Treatment and Reducing Recidivision (STARR) 

CASC (Community Assessment and SeNices Center) 
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San Francisco Department of Public Health 

CONF1D ENTIAUTY NOTICE: This e-mail is intended for the recipient onl y. If Protected 
Health Cnformation (P HI ) is contained i·n tbis ernail, unauthorized disclosure may subject the 
discloser to civil or criminal penalties 1.mder state and federal privacy laws. If you received th is 
email in error, notify me and destroy the email immediately. 
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6052 Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 /Rules and Regulations 

DEPARTMENT OF HEAL TH AND 
HUMAN SERVICES 

Office of the Secretary 

42 CFR Part 2 

[SAMHSA-4162- 20] 

RIN 0930-AA21 

Confidentiality of Substance Use 
Disorder Patient Records 

AGENCY: Substance Abuse and Mental 
Health Services Administration, HHS. 
ACTION: Final rule. 

SUMMARY: The Department of Health and 
Human Services (HHS) is issuing this 
final rule to update and modernize the 
Confidentiality of Alcohol and Drug 
Abuse Patient Records regulations and 
facilitate information exchange within 
new health care models while 
addressing the legitimate privacy 
concerns of patients seeking treatment 
for a substance use disorder. These 
modifications also help clarify the 
regulations and reduce unnecessary 
burden. 

DATES: Effective date: Th.is final rule is 
effective February 17, 2017. 
FOR FURTHER INFORMATION CONTACT: 
Danielle Tarino, Telephone number: 
(240) 276-2857, Email address: 
PrivacyRegulations@samhsa.hhs.gov. 
SUPPLEMENTARY INFORMATION: 

Preamble Table of Contents 

I. Executive Summary 
A. Purpose of the Regulatory Action 
B. Summary of the Major Provisions 
C. Summary of Impacts 

Il. Background 
A. Significant Technology Changes 
B. Statutory and Rulemak.ing History 

m. Overview of the Final Rule 
TV. Effective Date 
V. Discussion of Public Comments and Final 

Modifications to 42 CFR part 2 
A. General Comments on the Proposed 

Rule 
1. General Feedback on the Proposed Rule 
a. General Support for the Proposed Rule 
b. General Opposition to the Proposed Rule 
2. The Proposed Rule Did Not Go Far 

Enough To Facilitate Information 
Exchange 

3. Final Rule Should Balance Patient 
Protections With Enhanced lnfonnalion 
Exchange 

4. Part 2 Should Align With the Health 
Insurance Portability and Accountability 
Act 

B. Statutory Authority (§ 2.1) 
C. Reports of Violations(§ 2.4) 
D. Definltions (§ 2.11) 
1. New Definitions 
a. Part 2 Program 
b. Part 2 Program Director 
c. Substance Use Disorder 
d. Treating Provider Relationship 

e. Withdrawal Management 
2. Existing Definitions 
a. Central Registry 
b. Disclose or Disclosure 
c. Maintenance Treatment 
d. Member Program 
e. Patient 
f. Palient Identifying Information 
g. Person 
h. Program 
i. Qualified Service Organization 
j. Records 
k. Treatment 
3. Terminology Changes 
4. Other Comments on Definitions 
E. Applicability (§ 2.12) 
F. Confidentiality Restrictions and 

Safeguards(§ 2.13) 
1. Delayed Implementation of List of 

Disclosures Provision 
2. Responsibilities Under the List of 

Disclosures Process 
3. Technological Challenges and Burden of 

the List of Disclosures Provision 
4. Recommendations to Further Protect 

Patient Privacy 
5. Other Comments and Recommendations 

oa the List of Disclosures Provision 
G. Security for Records (§ 2.16) 
H. Disposition of Records by Discontinued 

Programs(§ 2.19) 
I. Notice to Patients of Federal 

Confidentiality Requirements (§ 2.22) 
J. Consent Requirements (§ 2.31) 
1. General Comments on Consent 

Requirements 
a.General 
b. Consent Form Validity Period 
c. Technical Challenges to Proposed 

Consent Requirements 
cl. Requests for Exemptions and Exceptions 
e. Commenter Recommendations 
2. To Whom 
a. General 
b. Determination of Treating Provider 

Relationship 
c. Requests for Clarification 
cl. Commenter Recommendations 
e. Proposed Alternative Approach for "To 

Whom" Section 
3. Amount and Kind 
a. General 
b. Impact of the Amount and Kind 

Requirement on Providers and Patients 
c. Required Substance Use Disorder 

Information on Consent Forms 
d. Requests for Clarificalion 
4. From Whom 
5. New Requlrements 
K. Prohibition on Re-Disclosure (§ 2.32) 
1. General 
2. Impact of Re-Disclosure Prohlbition on 

Patient Privacy and Patient Choice 
3. Disclosure of Information that May 

Indicate a Substance Use Disorder 
4. Technical Challenges in Preventing 

Unauthorized Re-Disclosure 
5. Requests for Clarification of the Re­

Disclosure Prohibition 
6. Recommendations to Improve the 

Prohibition on Re-Disclosure 
L Disclosures to Provent Multiple 

Enrollments (§ 2.34) 
M. Medical Emergencies(§ 2.51) 
1. General 
2. Definition of "Bona Fide Medical 

Emergency" 

3. Documentation of Medical Emergency 
4. Other Comments on Medkal Emergency 
N. Research (§ 2.52) 
1. General 
2. Suggestions for Improvement of the 

Research Provisions 
3. 1-llPAA and HHS Common Rule 

Requirements 
4. Data Linkages 
5. Multi-Payer Claims Database 
0. Audit and Evaluation (§ 2.53) 
P. Other Public Comments on the Proposed 

Rule 
1. Requests to Extend the Public Comment 

Period 
2. Rulemaking Process 
3. Implementation TimeUne and Other 

Barriers to Implementation 
4. Educational Oppormnities 
5. lncreased Enforcement 
6. Other Miscellaneous Comments on the 

Proposed Rule 
VI. Rulemak:ing Analyses 

A. Paperwork Reduction Act 
B. Regulatory Impact Analysis 
C. Regulatory Flexibility Act 
D. Unfunded Mandates Reform Act 
E. Federalism (Executive Order 13132) 

Acronyms 

ACO Accountable Care Organization 
ABAM American Board of Addiction 

Medicine 
ADAMHA Alcohol, Drug Abuse and Mental 

Health Administration 
APCD All Payer Claims Database 
ARRA American Recovery and 

Reinvestment Act of 2009 (Pub. L. 11 1-5) 
ASAM American Society of Addiction 

Medicine 
A TR Access to Recovery 
C-CDA Consolidated.Clinical Document 

Architecture 
CCD Continuity of Care Document 
CCLF Claim and Claim Line Feed 
CCO Coordinated Care Organization 
CFR Code of Federal Regulations 
CHIP Children's Health lnsurance Program 
CMS Centers for Medicare & Medicaid 

Services 
CPCMH Certified Patient-Centered Medical 

Home 
DS4P Data Segmentation for Privacy 
EHR Electronic Health Record 
EQRO External Quality Review 

Organization 
FAQ Frequently Asked Question 
FAX Facsimile 
FDA Food and Drug Administration 
FR Federal Register 
HHS Department of Health and Human 

Services 
HIE Health lnformation Exchange 
HlO Health Information Organization 
HJPAA Health Insurance Portability and 

Accountability Act of 1996 (Pub. L 104-
191) 

HlTECH Health Information Technology for 
Economic and Clinical Health Act of 2009 
(Pub. L. 111-5, title xm of division A and 
tit.le IV of division B) 

HITPC Health lnformation Technology 
Privacy Committee 

IG Implementation Guide 
IRB lnstitutional Review Board 
IT Information Technology 
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MCO Managed Care OrganizaLion 
MPCD Multi-Payer Claims Database 
NCQA National Committee for Quality 

Assurance 
NPRM NoLice of Proposed Rulemaking 
N-SSATS National Smvey of Substance 

Abuse Treatment Services 
OHRP Office for Human Research 

ProtecLions 
0MB Office of Management and Budget 
ONC Office of the National Coordinator for 

HealU1 Tnforrnation Technology 
POMP Presr:ription Drug Monitoring 

Program 
PPS Performing Provider System 
QE Qualified Entity 
QSO Qualille<l Service Organization 
QSOA Qualified Service Organization 

Agreement 
RFA Regulatory Flexibility /\cl 
RHJO Regional Health lnformaLion 

Organization 
SAMHSA Substance Abuse and Mental 

Health Services Administration 
SBm'I' Screening, Brief lntervention, an<l 

Referrals for Treatment 
S&-1 Standards aJld Interoperability 
TEDS Trealtnent Episode Data Set 
U.S.C. United Stales Code 
USAO United States Allorney's Office 
VA Department of Veterans Affairs 

I. Executive Summary 

A. Purpose of the Regulatory Action 

The laws and regulations governing 
the confidentiality of substance use 
disorder records were written out of 
great concern about the potential use of 
substance use disorder information 
against individuals, causing individuals 
with substance use disorders not to seek 
needed treatment. The disclosure of 
records of individuals with substance 
use disorders has the potential to lead 
to a host of negative consequenc:es, 
including: Loss of employment, loss of 
housing, loss of child custody, 
discrimination by medical professionals 
and insurers, arrest, prosecution, and 
incarceration. The purpose of the 
regulations at title 42 of the Code of 
Federal Regulations (CFR) part 2 (42 
CFR part 2) is lo ensure that a patient 
receiving treatment for a substance use 
disorder in a part 2 program is not made 
more vulnerable by reason of the 
availability of their patient record than 
an individual with a substance use 
disorder who does not seek Lrealrnent. 
Now, more thru1 29 years since the part 
2 regulations were last substantively 
amended, this final rule makes policy 
changes to the regulations to better align 
them with advances in the U.S. health 
care delivery system while retaining 
important privacy protections. 

Need for Regulatory Action 

The last substantive update to these 
regulations was in 1987. Over tJ1e last 29 
years, signiricant chru1ges have occuned 

within the U.S. heaJth care system that 
were not envisioned by the current 
(1987) regulations, including new 
models of integrated care that are built 
on a foundation or information sharing 
to support coordination of patient care, 
the development of an electronic 
infrastructure for managing and 
exchanging patient information, and a 
new focus on performance measurement 
within the health care system. SAMHSA 
wants to ensure that patients with 
substance use disorders have the ability 
to participate in, and benefit from health 
system delivery improvements. 
including from new integrated health 
care models while providing 
appropriate privacy safeguards. These 
new integrated models are foundational 
to HHS's delivery system reform goals of 
better care, smru'ler spending, and 
healtJ1ier people. 

Legal Authority for Regulatory Action 

This final rule revises 42 CFR part 2, 
Confidentiality of Alcohol and Drug 
Abuse Patient Records regulations. The 
authorizing statute. Title 42, United 
States Code (U.S.C.) 290dd-2, protects 
the confidentiality of the records 
containing the identity, diagnosis, 
prognosis, or trealment of any patient 
that are maintained iu connection witJ1 
the performance of any federally 
assisted program or activity relating to 
substance abuse (now referred to as 
substance use disorder) education, 
prevention, training, tTCatmenl, 
rehabilitation, or research. Title 42 of 
the CFR part 2 was first promulgated in 
1975 (40 FR 27802) and lasl 
substantively updated in 1987 (52 FR 
21796). 

B. Summary of tlie Major Provisions 

Proposed modifications lo 42 CFR 
part 2 were published as a Notice of 
Proposed Rulemaking (NPRM) on 
February 9. 2016 (81 FR 6988). After 
consideration of the public: comments 
received in response lo Lhe NPRM. 
SAMHSA is issuing this final rule 
amending 14 major provisions of 42 
CFR part 2, as follows: 

Statutory authority for confidentiality 
of substance use disorder patient 
records (§2.1) combines old§ 2.1 
(Statutory authority for confidentiality 
of drug abuse patient rec<lrds), and§ 2.2 
(Statutory authority for confidentiality 
of alcohol abuse patient records) and 
deleting references to 42 U.S.C. 290ee-
3 and 42 U.S.C. 290dd-3, as these 
U.S.C. sections were omitted by Public 
Law 102-321 and combined and 
renamed into Section 290dd-2, 
Confidentiality of records. Because 
SAMHSA combined former§§ 2.1 and 

2.2 into§ 2.1. we redesignated §§ 2.2 
tlnough 2.5 accordingly. 

Reports of violations (§ 2.4) revises 
tlrn requirement for reporting violations 
of these regulations by methadone 
programs (now referred lo as opioid 
treatment programs) to the Food and 
Drug Administration (FDA) because the 
authority over these programs was 
transferred from the FDA to the 
Substance Abuse and Mental Health 
Services Administration (SAMHSA) in 
2001. 

Definitions(§ 2.11) revises some 
existing definitions, adds new 
definitions of key terms that apply to 42 
CFR part 2, and consolidates all but one 
of the definitions that are currently in 
other sections into § 2.11 (e.g., the 
dnfinition of "Minor" previously found 
in§ 2.14(a)). We revised the definitions 
of "Central registry." "Disclose or 
disclosure,'' ''Maintenance treatment." 
'·Member program," "Patient." "Patient 
identifying information,'' "Person," 
"Program," "Qualified service 
organization (QSO)." "Records." and 
"Treatment." We also added definitions 
of "Part 2 program,'' ""Part 2 program 
director," "Substance use disorder,'' 
"Treating provider relationship," and 
"WHhdrawal management," some of 
which replaced existing definitions. In 
addition, SAMHSA revised the 
regulatory text to use terminology in a 
consistent manner. The following 
definitions were not revised 
substantively: "Diagnosis,'' 
"Informant," "Minor.'' ·'Third-party 
payer," and ''Undercover agent." 

Applicability(§ 2.12) continues to 
apply the 42 CFR part 2 regulations to 
a program tJ1at is federally assisted and 
holds itself out as providing, and 
provides, substance use disorder 
diagnosis, treatment, or referral for 
treatment. Most changes to the 
applicability of the part 2 regulations 
result from SAMHSA's decision not to 
finalize one of its proposed chru1ges to 
the definition or "Program" (see§ 2.11, 
Definitions}. Whereas the NP.RM 
definition of "Program" included, under 
certain conditions, "general medical 
practices" in addition to "general 
medical facilities,'' lhe definition in this 
final rule is limited to "general medical 
facil ities." However, consistent with the 
NPRM, lhe definition of ''Program" 
continues to use the term "general 
medical facil ity" rather than both 
"general medical facility" and '·general 
medical care facility" that were used 
interchangeably in the 1987 final rule 
definition of "Program." For example, 
an identified unit within a general 
medical facility is subject to pal'l 2 ifil 
bolds itself out as providing, and 
provides, substance use disorder 
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diagnosis, treatment, or referral for 
treatment. In addition, if the primary 
function of medical personnel or other 
staff in a general medical facility is the 
provision of such services and they are 
identified as providing such services, 
they arc considered a "Program" and, 
thus, subject to part 2. This final rule 
revises§ 2.12(d)(2l(i)(C) so that 
restrictions on disclosures also apply lo 
individuals or entities who receive 
patient rncords from other lawful 
holders of patient identifying 
information, such that patient records 
subject to the part 2 regulations include 
substance use disorder records 
maintained by part 2 programs, as well 
as those records in the possession or 
"other lawful holders of patient 
identifying information." 

Confidentiality restrictions and 
safeguards (~ 2.13) acids a requirement 
that, upon request, patients who have 
included a general designation in the 
"To Whom" section of their consent 
form (see§ 2.31) must be provided a list 
of entities (referred to as a List of 
Disclosures) to which their information 
has been disclosed pmsuant to the 
general designation. 

Security for records(§ 2.16) clarifies 
that this secUon requires both part 2 
programs and other lawful holders of 
patient identifying information to have 
in place formal policies and procedures 
addressing security, including 
sanitization of associated media, for 
both paper and electronic: records. 

Disposition of records by 
discontinued programs(§ 2.19) 
addresses both paper and electronic: 
records. SAMHSA also added 
requirements for san itizing associated 
media. 

l.n Section I., Notice to Patients of 
Federal Confidentiality Requirements 
(§ 2.22). SAMHSA clarifies that the 
written swnmary of federal law and 
regulations may be provided lo patienls 
in either paper or electronic format. 
SAMHSA also revised§ 2.22 to require 
the statement regarding the reporting of 
violations include contact information 
for the appropriate authorities. 

Consent requirements(§ 2.31) 
permits, in certain circumstances, a 
patient to include a general designation 
in lhe "To Whom" section of lhe 
consent form, in conjunction with 
requirements that the consent form 
include an explicit description of the 
amount and kind of substance use 
disorder treatment information that may 
be disclosed. SAMHSA decided not to 
finalize its proposed changes to the 
''From Whom" section. but did make 
minor updates to the terminology in the 
text. SAMHSA also revised § 2.31 to 
require the part 2 program or other 

lawful bolder of patient identifying 
information to include a statement on 
lhe consent f'orm when using a general 
designation in the '·To Whom' ' section 
of the consent form that patients have a 
right to obtain, upon request, a list of 
entities to which their information bas 
been disclosed pursuant to the general 
designation (see§ 2, 13). In addition, 
SAMHSA revised § 2.31 to pennit 
electronic signatures to the extent lhat 
they are not prohibited by any 
applicable law. 

In Section K., Prohibition on Re­
disclosure (§ 2.32), SAMHSA clarifies 
that the prohibition on re-disclosme 
only applies lo information that would 
identify, direc:tly or indirectly, an 
individual as having been diagnosed, 
treated, or referred for b·eatment for a 
substance use disorder. such as 
indicated through standard medical 
codes. descriptive language, or both , 
and allows other health-related 
information shared by the part 2 
program to be re-disclosed, if 
permissible under other applicable 
laws. 

Disclosures to prevent multiple 
enrollments(§ 2.34) modernizes the 
terminology and definitions and moves 
the definitions to§ 2.11 (Definitions). 

Medical emergencies (§ 2.51) revises 
the medical emergency exception to 
make it consistent with the statutory 
language and to give providers more 
discrntion to determine when a "bona 
fide medical emergency" exists. 

Research (§ 2.52) revises the research 
exception to pem1i t data protected by 42 
CFR part 2 to be disclosed to qualified 
personnel for the purpose of conducting 
scientific research by a part 2 program 
or any other individual or entity that is 
in lawful possession of part 2 data if the 
researcher provides documentation of 
meeting certain requirements related to 
other existing protections for human 
research. SAMHSA also revised § 2.52 
to address data linkages to enable 
researchers holding part 2 data to obtain 
linkages lo olher datasets, provided that 
appropriate safeguards are in place as 
oullined in section 2.52. 

Audit and evaluation (§ 2.53) 
modernizes the requirements lo include 
provisions governing both paper and 
electronic patient records. SAMHSA 
also revised § 2.53 to permit an audit or 
evaluation necessary to meet the 
requirements of a Centers for Medicare 
& Medicaid Services (CMS)-regulated 
account.able care organization (CMS­
regulated ACO) or similar CMS­
regulated organization (including a 
CMS-regulated Qualified Entity (QE)), 
under certain condi tions. 

The other sections in 42 CFR part 2 
that are not referenced above are not 

addressed in this final rule nor were 
they discussed in the NPRM because 
SAMHSA is maintaining their content 
substantively unchanged from the 1987 
final rule. 

C. Summary of Impacts 
1 n the first year that the final rule is 

in effect, we estimate that the total costs 
associated with updates to 42 CFR part 
2 will be roughly $70,691,000. In year 
two we estimate that costs will be 
$17,680,000. and increase annually as a 
larger share of entities implement List of 
Disclosmes requirements and respond 
to disclosure requests. Over lhe 10-year 
period of 2016-2025, the total 
undiscounted cost of the part 2 changes 
will be about $241 million in 2016 
dollars. When f-u.ture costs are 
discounted at 3 percent or 7 percent per 
year, the total costs become 
approximately $217,586.000 or 
$193,098,000, respectively. These costs 
are presented in the tables below. 

Costs associated with the 42 CPR part 
2 final rule, include: updates to health 
1T system costs, costs for staff training 
and updates to training curricula, costs 
to update patient consent forms, costs 
associated with providing patients a list 
of entities to which their information 
has been disclosed pmsua.nt to a general 
designation on the consent form (i.e .. 
the List of Disclosures requirement), and 
implementation costs associated with 
the List of Disclosures requirements. We 
assun1ed that costs associated with 
modifications to existing health 1T 
systems, staff trnining costs associated 
with updating staff lraining materials. 
and costs to update consent forms will 
be one-time costs the first year the final 
rule is in effect and will not carry 
forward into futme years. Staff training 
costs other than those associated with 
updating training materials are assumed 
to be ongoing annual costs to part 2 
programs, also beginning in the first 
year that the final rule is in effect. The 
List of Disclosures costs a.re assumed to 
be ongoing annual costs lo entities 
named on a consent form that disclose 
patient identifying information lo their 
participants under the general 
designation. Costs associated with the 
List of Disclosures provision are limited 
to implementation costs for entities that 
chose to upgrade their heal lb lT systems 
in order to comply with the List of 
Disclosures requirements. Several 
provisions in the final rule reference 
other lawl'ul holders of patient 
identifying information in combination 
with part 2 programs. These other 
lawful holders must comply wilb part 2 
requisements with respect to 
information they maintain tl1al is 
covered by pru·t 2 regulations. However, 
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because this group is not clearly defined 
with respect to the range of 
organizations it may include, we are 
w1able to include estimates regarding 
tl1e number and type of these 
organizations and are only including 
part 2 programs in this analysis. 

The benefits of modernizing the part 
2 regulations is to increase 
opportunities for individuals with 
substance use disorders to participate in 
new and emerging healtl1 and health 
care models and J1ealth i nformation 
technology OT). The final rule will 
facilitate the sharing of infonnation 
within the health care system to support 
new models of integrated healtl1 care 
which, among other things, improve 
patient safety while maintaining or 
strengthening privacy protections for 
individuals seeking treatment for 
substance use disorders. Moreover, as 
patients are allowed, in certain 
circumstances, to include a general 
designation in the "To Whom" section 
of the consent form, we anticipate there 
will be more individuals with substance 
use disorders participating in 
organizations that facilitate the 
exchange of healtJ.1 information (e.g., 
health information exchanges (HlEs)J 
and organizations that coordinate care 
(e.g., ACOs and coordinated care 
organizations (CCOs)). leading to 
increased efficiency and quality in the 
provision of health care for this 
population. In addition, the revisions to 
the research provision (§ 2.52) will 
allow additional scientific research to be 
conducted tl1at will facilitate continual 
quality improvement of part 2 programs 
and the important services they offer. 

Il. Bat:kground 

A. Significant Technology Changes 
Since the promulgation of 42 CFR part 

2, significant technology changes have 
impacted the delivery of health care. 
The Office of the National Coord inator 
for Health Information Technology 
(ONC) was established as an office 
within HHS under Executive Order 
13335 on April 27, 2004. Subsequeotly, 
on February 17, 2009, the Health 
Information Technology for Economic 
and Clinical Health Act (HlTECH Act) of 
tl1e American Recovery and 
Reinvestment Act of 2009 (ARRA) (Pub. 
L. 111-5) expanded the Department's 
health IT work, including the expansion 
of ONC's authority and the provision of 
federal funds l'or ONC's activities 
consistent with the development of a 
nationwide health IT infrastructure. 
This work included the certification of 
health IT; the authorization of CMS' 
Electronic Healili Record (EHR) 
Incentive Program, including payments 

to eligible providers for the adoption 
and meaningful use of certified EHR 
technology; and numerous other federal 
agencies' programs-all of which served 
the objective of ensuring patient healili 
information is secure, private, accurate, 
and available where and when needed. 
SAMHSA's role in encouraging the use 
of health IT by behavioral health 
(substance use disorder and mental 
health) providers, included: (1) 
Collaborating with ONC to develop two 
sets ol'Frequenlly Asked Questions 
(FAQs) and convening a number of 
stakeholder meetings to provide 
guidance on tJ1e application or 42 CFR 
part 2 to Hill models: (2) a one-yeru· pilot 
project witJ1 five state HTEs to support 
the exchange of health information 
among behavioral health and physical 
healtJ1 providers; and (3) Uie Data 
Segmentation for Privacy (DS4P) 
i nitiative within ONC's Standards and 
Interoperability (S&l) Framework 
facilitated: 

• The development of standards to 
improve the interoperability of EHRs 
containing sensitive information that 
must be protected to a greater degree 
than other health information due lo 42 
CFR pa.rt 2 and similar state laws, 

• s ix DS4P lmplemeotalion Guide 
(IG) use case pilot projects including tl1e 
Department of Veterans Affairs (VA)/ 
SAMHSA Pilot that implemented all the 
DS4P use cases and passed all 
conformance tests. and 

• the development of the application 
branded Consent2Share. an open-source 
health IT solution based on DS4.P which 
assists in consent management and data 
segmentation. Consent2Share is 
currently being used by the Prince 
Georges County (Maryland) Health 
Department to manage patient consent 
directives while sharing substance use 
disorder information with an HIE. 

Despite SAMHSA's efforts, some 
stakeholders continued to request 
modernization of 42 CFR part 2 out of 
concern that part 2, as written in the 
current (1987) regulation, continues to 
be a barrier to the integration of 
substance use disorder treatment and 
physical health care. As noted below, 
SAMHSA plans to release shortly an 
updated version of Consent2Share with 
improved functionality and ability to 
meet List of Disclosmes requirements. 

B. Statut01y and Rulemaking Histo1y 

The Confidentiality of Alcohol and 
Drug Abuse Patient Records regulations, 
42 CFR part 2, implement Section 543 
of the Public Health Service Act, 42 
LJ.S.C. 290dd-2, as amended by Section 
131 of the Alcohol, Drug Abuse and 
Mental Health Adminisb·ation 
Reorgru1ization Act (ADAMHA 

Reorganization Act), Public Law 102-
321 (July 10, 1992). The regulations 
were promulgated as a final rule on July 
1. 1975 (40 FR 27802). In 1980, the 
Department invited public comment on 
15 substantive issues arising out of its 
experience interpreting and 
implementing the regulations (45 FR 
53). More than 450 public responses to 
tllal invitation were received and taken 
into consideration in the preparation of 
a 1983 NPRM (48 FR 38758). 
Approximately 150 comments were 
received in response to the NPRM and 
were taken into consideration in the 
preparation of the final rule released on 
June 9, 1987 (52 FR 21798). 

The Department published an NPRM 
again in the Federal Register (FR) on 
August 18, 1994 (59 FR 42561), which 
proposed a clarification of the definition 
of "Program" in the regulations. 
Specifically. the Department proposed 
to clarify that, as to general medical cam 
facilities. these regulations cover only 
specialized individuals or units in such 
facil ities that hold tllemselves out as 
providing and provide alcohol or drug 
abuse lnow referred to as substance use 
disorder) diagnosis, treatment, or 
referral for treatment and which are 
federally assisted, directly or indirectly. 
On May 5, 1995. the final rule was 
released (60 FR 22296). 

SAMHSA posted a document in the 
FR on May 12. 2014. (79 rR 26929) 
announcing a public Listening Session 
planned for June 11, 2014, to solicit 
feedback on the Confidentiality of 
Alcohol and Drug Abuse Patient 
Records regulations, 42 CPR part 2. 
SAMHSA accepted written comments 
until June 25, 2014. The Listening 
Session comments ru·e posted on the 
SAMHSA Web site at http:// 
www.samhsa.gov/about-us/who-we-are/ 
laws-regulations/public-comments­
confidentiality-regulations. 

Prompted by the need to update and 
modernize the Confidentiality of 
Alcohol and Drug Abuse Patient 
Records regulations at 42 CFR part 2, on 
February 9, 2016, SAMHSA published 
an NPRM that proposed revisions to the 
part 2 regulations and requested public 
input on the proposed changes during a 
60-day public comment period (81 FR 
6988). Altlrnugh raised in tl10 Listening 
Session public comments, SAMHSA 
decided not to address issues pertaining 
toe-prescribing and Prescription Drug 
Monitoring Prngrams (PDMPs) in the 
NPRM because tl1ey were not ripe for 
rulemaking at the time due to the state 
of technology and because the majority 
of part 2 programs are not prescribing 
controlled substru1ces electronically. As 
noted in the NPRM, SAMtJSA intends 
lo monitol' developments i.n this area to 
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see whether further action may be 
warranted in the futw·e. SAMHSA 
received 376 public comment 
submissions on the part 2 NPRM. The 
comments received were detailed, 
thoughtful, and reflective of the 
complex issues addressed and balanced 
in the part 2 regulations. This final rule 
reflects SAMHSA's thorough 
cons ideration of all substantive issues 
raised in the public comments in 
response to its proposals in the NPRM. 

ill. Overview uf the Final Rule 

In this final rule, the Deparbnent 
finalizes the modifications to the 
Confidentiality of Alcohol and Drug 
Abuse Patient Records, 42 CFR part 2, 
including renaming it "Confidentiality 
of Substance Use Disorder Patient 
Records." The modifications modernize 
the rule by facilitating electronic 
exchange of substance use disorder 
information for treatment and other 
legitimate health care purposes while 
ensming appropriate confidentiaJily 
protections for records that might 
identify an individual, directly or 
indirectly, as having or having had a 
substance use disorder. 

Ove1view of Public Comments 
We received 376 public comments 

from medical health care providers: 
behavioral health care provid<'lrs; 
combined medical/behavioral health 
care providers; Hills, ACOs, CCOs, and 
certified patient-centered medical 
homes tCPCMHs). sometimes called 
health homes: third-patty payers; 
privacy/consumer advocates: medjcal 
health care provider associations; 
behavioral health care provider 
associations: accrediting organizations: 
researchers; individuals (with no stated 
affiliation); attorneys (with no stated 
affiliation); HIT vendors; and state/local 
governments. The comments ranged 
from general support or opposition to 
the proposed provisions to very specific 
questions or comments regarding the 
proposed rules. 

Some comments were outside the 
scope of' or inconsistent with 
SAMHSA's legal authority regarding the 
confidentiality or substance use disorder 
patient records. Likewise, other 
comments did not pertain to specific 
proposals made by SAMHSA in the 
NPRM. fn some instances, commenters 
raised policy or operational issues thal 
are best adcfressed through 
sul>regulatory guidance that SAMHSA 
will consider issuing subsequent to this 
final rule. Consequently, SAMHSA did 
not address these comments in this final 
rule. 

Commenters have also provided 
SAMHSA with informative feedback on 

how lawful holders, including third­
party payers and others within the 
healtl1care industry, use health data or 
hire others to use health data on their 
behalf to provide operational services 
such as independent auditing, legal 
services. claims processing, plan pricing 
and other functions that a.re key to Lhe 
day-to-day operation of entities subject 
lo this rule. We have previously 
clarilled in responses to particular 
qu<'lstions that contracted agents of 
individuals and/or entities may be 
treated as the individual/entity. 
Questions raised by commenters during 
this n.1lemaking have, however, 
highlighted varying interpretations of 
the current (1987) rule's restrictions on 
lawful holders and their contractors· 
and subcontractors' use and disclosme 
of pa.rt 2-covered data for purposes of 
carrying out payment, health care 
operations, and other health care related 
activities. Tn consideration of this 
feedback and given the critical role that 
third-party payers, other lawful holders. 
and their conb·actors and subcontractors 
play in the provision of health care 
services. SAMHSA is issuing a 
supp le mental notice of proposed 
rnlemaking (SNPRM) to seek further 
comments and information on tJ1is 
matter. 

IV. Effective Date 

In this final rule, SAMI--ISA has 
established a single effective date of 30 
days after the publication of the final 
rule, or February 17, 2017. On this date, 
ll1e revised 42 CFR part 2 will replace 
the 1987 version of pru·t 2 in the Cf'R 
and all part 2 programs and other lawful 
holders of patient identifying 
information must comply with all 
aspects of the regulations. fn the NPRM, 
SAMHSA proposed that, with the 
exception or§ 2.13(d), part 2 programs 
and other lawful holders of patient 
identifying information would have to 
comply with appl icable requirements or 
the revised part 2 regulations beginning 
30 days after the publication of the final 
rule. See Section V.O.3 below !'or a 
discussion of "other lawful holders.' ' 
We proposed that entities would not 
have to comply with the Lisi of 
Disclosures requirements of§ 2.13(d) 
until two-years after the effective date of 
the final rule. As explained below, 
because the right to obtain. upon 
request, a List of Disclosures is only 
available to patients who use a genural 
designation in Lhe "To Whom" section 
of the consent form, entities must only 
have the technical capability to provid<'l 
the List of Disclosures if they take 
advantage of the general designation 
provision. Therefore, SAMHSA has 
revised the effective date from that 

proposed to avoid confusion. However, 
signed consent forms in place prior to 
the effective date of this final rule will 
be valid until they expire. Nonetheless, 
part 2 programs may update signed 
consent forms consistent witl1 the final 
rule, prior to Lhe effective date of the 
final ruJe if they so choose. Consents 
obtained after the effective date will 
need to comply with the final rule, 
regru·dless of whether the consents 
involve patient identifying information 
obtained prior to or after the effective 
date of this final rule. 

Public Comments 
One commenter urged that the final 

rule allow for implementation of the 
research provision(§ 2.52) immediately 
or shortly after the rule takes effect. 
Several comment.ers raised concerns 
about how to interpret tl1e two-year 
delayed implementation of List of 
Disclosures and whether the general 
designation will be used during tJiat 
period. 

SA!v[J-/SA Response 
SAMHSA acknowledges commenlers' 

confusion regarding the proposed two­
year delayed compliance date for tlie 
List of Disclosures requirements. After 
considering the public comments 
received on this point. SAMHSA 
realized that such a two-year delayed 
compliance date for the requirements of 
§ 2.13(d) is not helpful. As explained in 
the "To Whom" section of the part 2-
compliant consent requirements (see 
Section V.J.2 below), an entity that 
serves as an .intermediary (e.g., HIE. 
ACO, CCO) must comply with the List 
of Disclosures provision in order lo 
disclose information pursuant to a 
general designation provided on the 
consent form (see 
§ 2.31(a)(4)(iii)(B)(3)(i)). Therefore. an 
entity that serves as an intermediary 
would be prohibited from electing to 
disclose information pursuant to a 
general designation without tJrn ability 
lo comply with the List of Disclosures 
requirement. It would not make sense to 
implement a two-year delayed 
compliance date for the List of 
Disclosures requirements at§ 2.13(d) 
because the only reason an entity lhat 
serves as an intermediary would have to 
comply wi. th the List of Disclosures 
requirements would be if they wanted to 
disclose information pmsuant to general 
designations that have been included in 
the "To Whom" section of the patient 
consent form. which requires alerting 
patients to the fact that they have a right 
to request a list of entities to which their 
information has been disclosed (per 
§ 2.13(d)). Thus. an entity tJ1at serves as 
an intermediary is prohibited from 
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disclosing information pursuant to a 
general designation without having the 
capability lo comply with the Lisi of 
Disclosures requirements. For these 
reasons, it is not advisable to include a 
two-year delayed compliance date for 
the List of Disclosures provision. Some 
entities that serve as intermediaries as 
described by§ 2.31(a)(4)(iiiHB) may 
elect never to disclose information 
pursuant to a general designation and. 
thus, would not need to comply with 
tbe List of Disclosures requirement. 
Those that choose to disclose 
information pursuant to general 
designations must ensure the capability 
to comply with the List of Disclosures 
requirements al§ 2.13(d) before they 
disclose the information pursuant to a 
general designation. But there is no 
timeframe in whicl1 they need to 
comply; only the condition that if they 
choose to have the option of disclosing 
information pursuant to a general 
designation on a consent form, they 
must also be capable of providing a Lisi 
of Disclosures upon request per 
§ 2.13(d). 

Regarding the suggestion to allow for 
implementation of the Research 
provision§ :l.52 immediately after the 
final rule takes effect. SAMHSA 
declines to make tltis change. For clarity 
regarding part 2 compliance, the 1987 
part 2 final rule remains in effect until 
the effective date for the 2016 part 2 
regulations establ ished in this final rule. 
Because of the revised definitions that 
impact the research provision. it would 
create unnecessary conFusion to make 
effective§ 2.52 before the rest of the 
final rule. 

V. Discussion of Public Comm1mts and 
Final Modifications to 42 CFR Part 2 

In this section of the final rule, 
SAMHSA explains the finalized 
revisions to the part 2 regulations and 
responds to publ ic comments received. 
lf a part 2 CFR section is not addressed 
below, it is because SAMHSA did not 
propose changes to that part 2 provision 
and that this final rule maintains the 
existing language in that section. 
However, SAMHSA notes that in 
addition to l'he revisions discussed 
below, SAMHSA bas made other 
technical. non-substantive, and 
nomenclature changes to various pa.rt 2 
provisions. Those changes are reflected 
in the regulatory text at the end of this 
rule. 

A. General Comments on tJ1e Proposed 
Rule 

1. General Feedback on the Proposed 
Rule 

a. General Support for the Proposed 
Rule 
Public Comments 

Many commenlers expressed general 
support for the proposed rule, with 
some noting that the proposed rule 
would preserve the confidentiality 
rights of substance use disorder patients 
while facilitating the sharing of health 
infomrntion; would ensure that patients 
with a substance use disorder 
participate in, and benefit t'rom. new 
fotegrated health ca.re models without 
fear of putting themselves al risk of 
adverse consequences; would help 
reduce the stigma associated with 
substance use disorder; and would 
provide patients comfort in knowing 
they have control of their record. 

Several commenters expressed 
general support for the NPRM's 
proposed part 2 changes to enhance 
integrated care and information 
exchange. Multiple commenters, with 
some stressing the need for patient 
privacy protections, suggested that 
integrated networks of care between 
medical and behavioral health services 
is current best practice and will benel'it 
patients. Two commenlers implied 
general support. The first of tJ1ese two 
commenters stated that the current 
practice of keeping paper substance use 
records separate from the EHR system 
increases work required to maintain 
records, creates redundancies, and 
could contribute lo providers missing 
critical information needed for treating 
patients. The second commenter stated 
that tJ1e current (1987) part 2 regulations 
are out of step with tbe health care 
system·s rapid adoption of EHRs, its 
capacity to quickly exchange 
i nformation (e.g., HIBs), the federal 
privacy and security regulations [Health 
Insurance and Portability and 
Accountability Act [HIP AA land 
HlTECH) governing lhese EHRs and 
exchanges, and the increasing trealment 
of patients' substance use in health care 
systems not covered by existing part 2 
regulations, but by .HIPAA. 

Another commenter expressed 
support for the facilitation of electronic 
exchange of substance use disorder 
treatment information where the 
confidentiality protections historically 
afforded patients by part 2 are 
maintained. 

A few commenlers slated that the 
proposal would help patients with 
substance use disorders benefit from 
emerging care models tJ1at require 

enhanced 11ealth information exchange 
for better ca.re coordination (e.g., 
CPCMHs, ACOs). 

SAMHSA Response 

SAMHSA appreciates the support for 
updating lhe regulations. This final rule 
is intended to modernize the part 2 
regulations by facilitating the electronic 
exchange of substance use disorder 
information for treat.men! and other 
legitimate health care purposes while 
ensuring appropriate confidentiality 
protections for records that might 
identify an individual, directly or 
indirectly, as having or having had a 
substance use disorder. Many new 
integrated care models rely on 
interoperable health IT and these 
proposed changes are expected to 
suppmt the integration of substance use 
disorder treatment into primary and 
other specially ca.re, improving tlrn 
patient experience, clinical outcomes. 
and patient safety while at the same 
time ensuring patient choice, 
confidentiality, and privacy. Due to its 
targeted population, pru-t 2 provides 
more stringent federal protections than 
most other health privacy laws, 
including HIPAA. 

b. General Opposition to the Proposed 
Rule 

Public Comments 

Some commenters expressed general 
opposition to the proposed rule. with 
some arguing that it would eliminate the 
right of patients to protect and control 
persona.I healtJ1 information: would 
introduce comp.lexity, not 
simplification; and would maintain the 
stigma surrounding drug use. One 
commenter warned the proposed rule 
would create concessions to 
institutional stakeholders, both 
providers and researchers. who find the 
consent requirements inconvenient and 
burdensome. 

Many commenters requested that part 
2 remain unchanged, with some stating 
that loosening part 2 regulations would 
dissuade substance use disorder 
patients from seeking help out of fear of 
how their information could be used 
against them or that the propost1d 
regulations would not offer the .intended 
protection. 

Some commenters asserted that 
maintaining a separate set of 
confidentiality restrictions aimed sok:ly 
at substance use disorder providers and 
patients perpetuates the discrimination 
associated witJ1 substance use disorder 
and ultimately negatively impacts 
patients and the care they receive, 
suggesting tbat issues of substance use 
disorder information confidentiality 
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should be part of the broader general 
medical care confidentiality regulations. 
Others argued that the !'ear of 
discrimination is a real problem for 
many individuals suffering from a 
substance use disorder and being able to 
receive treatment without worrying that 
personal information will be leaked is 
crucial in helping these people gel the 
help they need so that they can return 
lo their communities as contributing 
members of society. 

SAMHSA Response 

SAMHSA wants to ensure that 
patients with substance use disorders 
have the ability to participate in, and 
benefit from, new and emerging health 
care models that promote integrated 
care and patient safety while respecting 
the legitimate privacy concerns of 
patients seeking treatment f'or a 
substance use disorder due to the 
potential for discrimination, harm to 
their reputations and relationships, and 
serious civil and criminal consequences. 
This approach is consistent witJ1 tl1e 
intent of the governing statute (42 U.S.C. 
290dd-2) and regulations at 42 CFR part 
2, which is to protect the confidentiality 
of substance use disorder patient 
records. SAMHSA has added more 
flexibility to some of the consent 
provisions, including a range of "To 
Whom" consent options that includes 
tlrn current (1987) ''To Whom'' consent 
requirement, but still retained core part 
2 protections, including tl1e prohibition 
on re-disclosure as well as requiring the 
"Amount and Kind" section of the 
consent form to include how much and 
what kind of information is to be 
disclosed, including an explicit 
descr.iption of the substance use 
disorder information that may be 
disclosed. Changes to the research 
provision also enable patients to benefit 
from advanced research protocols while 
still complying with part 2 protections 
regarding patient confidentiality. 
However, with these conflicting 
comments, as well all oilier comments, 
SAMHSA was guided by the governing 
statute in developing tlrn final rule, 
which restricts disclosure without 
consent oilier than under a small 
number of exceptions 

2. The Proposed Rule Did Not Go Far 
Enough To Facilitate Information 
Exchange 

Public Comments 

Several commenters suggested tl1at 
the proposed part 2 revisions did not go 
far enough to facilitate information 
exchange and data sharing. For 
example, some commenters asserted 
that the proposed regulations would 

maintain previous barriers and create 
additional barriers tl1at impede the 
sharing of information exchange and 
care coordination necessary to 
effectively treat patients who seek care 
in a variety of settings. A few 
commenters said the proposed part. 2 
revisions go beyond the protections 
intended by the statutory requirements 
in 42 U.S.C. 290dd-2 and suggested that 
the proposed changes would continue to 
decrease access to substance use 
disorder treatment and the achievement 
of positive health outcomes. 

Citing concerns about people with 
substance use disorders who visit 
multiple health care providers to obtain 
medication, one commenter advocated 
that substance use disorder health care 
records should be accessible lo all 
healfu care facilities for the sole purpose 
of better treating and rehabilitating these 
patients. 

Other commenters requested further 
clarification on the regulations to ensme 
that coordination of care happens 
smoothly for all paLients, especially 
those at the highest need of 
coordination. without unnecessary 
barriers. Citing a 2010 report from the 
President's Council of Advisors on 
Science and Technology, a couple of 
commenters urged SAMHSA to initiate 
a broad conversation among other HHS 
agencies lo develop a granular data 
specification standard that enables 
patients to be in full control of ail their 
heal tJ1 data, not just part 2 data. 

Citing technological ban:iers, a 
commenter asserted that additional 
changes to part 2 are necessary to allow 
l'or technological solutions for sharing 
data. One commenter said new fund ing 
for Hills permitted by recent CMS 
guidance could be maximized by more 
substantial revisions to part 2 that 
would encourage the inclusion of 
substance use disorder providers in 
Hills. Exi>ressing trncertainty as to 
whetl1er data segmentation can be 
implemented effectively absent clear 
standards, a commenter expressed 
concern the result would be a two-tier 
system of how substance use disorder 
data are defined botl1 by payers and by 
local ru1d state jurisdictions that has the 
effect of having substance use disorder 
data exchanged differently depending 
on if the patient received services 
within or beyond the veil of part 2 
regulation. 

Some commenters suggested that the 
current (1987) part 2 regulation and the 
proposed revisions maintain a status 
quo of segregated substance use disorder 
information with minimal benefits to 
patients, high compliance costs, and 
deterrence l'or organizations to provide 
substance use treatment. Some of these 

commenters said the part 2 regulations 
keep the substance use disorder 
treatment system isolated from general 
health care providers and reduce access 
lo substance use disorder treatment 
being added by general health care 
organizations. which, due to 
administrative bw·den and liability 
fears, are less likely to add substance 
use disorder treatment. A few of these 
commenters asserted that the part 2 
regulations have unintended 
consequences, including disadvantaging 
persons ~vith a substance use disorder 
and treatment providers because of the 
burdens associated with constantly 
updating exi>iri.ng consents. One of 
these commenters said that the burdens 
caused by the part 2 regulations are 
particularly costly because patients with 
substance use disorder are among Lhe 
highest cost utilizers in the health care 
system. 

Some commenters asserted that 
maintaining a separate set ol' 
confidentiality restrictions aimed sole] y 
at substance use disorder providers and 
patients perpetuates the stigma 
associated with substance use disorder 
and ultimately negatively impacts 
patients and the care they receive, 
suggesting that issues of substance use 
disorder information confidentiality 
should be part of the broader general 
medical care confidentiality regulations. 

Some commenters expressed concern 
that the proposed part 2 revisions did 
not address information exchange issues 
associated wi.U1 specific types of health 
care services delivery, including 
integrated delivery systems operating 
with a behavioral health organization 
unit or department: organizations that 
include affiliated entities, such as 
jointly held and operated hospital-based 
systems and health insurance plans; 
risk-based Medicaid managed care; 
social service programs integrated with 
publicly financed healtl1 delivery 
systems; and combined behavioral 
health service delivery. 

One commenter urged SAMHSA to 
include the release of previous 
substance use disorder treatment 
information from insw·ance companies 
to part 2 programs as disclosure 
permitted without consent under pmt 2. 
Another commenter expressed concern 
tl1al SAMHSA did not propose an 
allowance under part 2 regarding 
appropriate disclosures by a healfu. plan 
for lhe coordination of a health plan 
member's care. 

Expressing concern that the proposed 
part 2 revisions do not address many of 
the issues on which SAMHSA has 
issued guidance with respect to health 
information networks, a commenter 
asserted that such gujdance is outdated 
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and creates unintended obstacles to the 
desired exchange of information on 
patients with substance use disorders. 

SAMHSA Response 
The govern ing statute (42 U.S.C. 

290dd-2) and regulations al 42 CFR part 
2 protect the confidentiality of 
substance use disorder patient records. 
Consistent with the governing statute, 
SAMHSA wants to ensure that patients 
with substance use disorders have the 
ability to participate in, and benefit 
from new and emerging health care 
models which promote integrated care 
and patient safety while respecting the 
legitimate privacy concerns of patients 
seeking treatment for a substance use 
disorder due to the potential for 
discrimination, harm to their 
reputations and relationships, and 
serious civil and criminal consequences. 
Toward that end, SAMHSA held a 
Listening Session on June 11, 2014 , to 
solicit feedback on the Confidentiality 
of Alcohol and 0mg Abuse Patient 
Records regulations. All the feedback 
received from the Listening Session was 
considered and helped to inform the 
development of the proposed and final 
rules. ln addition, SAMHSA 
collaborated with its federal partner 
experts in developing this fi.nal rule. 

Information exchange is addressed in 
both the applicability provision (§ 2.12) 
and the consent requirements provision 
(§ 2.31), among other places in this final 
rule. SAMHSA has added more 
flexibility to the "To Whom" section of 
the consent form, which will give 
patients the option to release their 
records to past, current, and/or future 
treating providers. In addilion, § 2.13 
requires a part 2-compliant consent 
form must list the date, event . or 
condition upon which the consent will 
expire, if not revoked before. Thus, H is 
not sufficient under part 2 for a consent 
form to merely stale tl1at that 
disclosures will be permitted until the 
consent is revoked by the patient. It is, 
however, permissible for a consent form 
to specify the event or condition that 
will result in revocation, such as lrnving 
its expiration date be ·•upon my death.'' 
The Applicability provision includes: 
"The restrictions on disclosure in these 
regulations do not apply to 
communications of information between 
or among personnel having a need for 
the information in connection witb tbeir 
duties that arise out of tbe provision of 
diagnosis. treatment. or referral for 
treatment of patients with substance use 
disorders if the communications are 
witbin a part 2 program: or between a 
part 2 program and an entity that has 
direct administrative control over the 
program." 

With this rulemak:ing, SAMHSA has 
attempted to facilitate the electronic 
exchange of substance use disorder 
treatment records while ensuring 
patient privacy. SAMHSA 
acknowledges that many EHRs and HIEs 
are experiencing technical barriers to 
segmenting or redacting substance use 
disorder treatment data. As a result, 
SAMHSA has spent several years 
supporting the continued development 
of the Consent2Share application, an 
open-source health IT solution based on 
DS4F. which assists in both consent 
management and data segmentation. It 
is designed lo integrate with existing 
EHR and Hill systems via the developed 
standards. Consent2Share enables 
electronic implementation of various 
sensitive health information disclosure 
policies by applying the information­
sharing rules needed to constrain the 
disclosure of sensitive data according to 
patient preferences. SAMHSA. in 
conjunction with ONC and other federal 
partners, also continues to support the 
development of data standards and !Gs 
to further reduce technical barriers in 
tl1e field. 

Finally, SAMHSA has added 
additional information from previously 
issued FAQ guidance to the preamble 
discussion in this final rule, such as 
information about medical emergencies 
and "holds itself out." and plans to 
issue additional subregulatory guidance 
after publication of the final rule. 

3. Final Rule Should Balance Patient 
Protections With Enhanced Information 
Exchange 

Public Comments 
Numerous commenters emphasized 

that the part 2 revisions must balance 
patient protections with enhanced 
information exchange and data sharing. 

Some commenters suggested that 
patient confidentiality should not be 
compromised by any updates to the pai-t 
2 regulations, reasoning that the stigma 
associated with having or having had a 
substance use disorder and the fear that 
this information may be used against an 
individual would lead them to not seek 
treatment. To this end, a few of these 
commenters cautioned SAMHSA to 
1'emain diligent in the oversight of these 
regulations to ensure that the 
information is only being conveyed to 
the appropriate parties with U1e sole 
intent to improve patient care. Other 
commenters emphasized that sharing 
patient information should be solely for 
necessary medical purposes. Another 
commenter argued that the interest in 
integrating mental health care with 
physical health care should not result in 
the erosion or elimination of the 
heightened privacy protections that are 

essential for effective mental health 
treatment. 

A few commenters urged SAMHSA to 
ensure that the final rule respects 
patient choice for privacy in the 
lrnatment of sensitive information like 
substance use disordet treatment 
records, including the right to control 
how their records are disclosed, even for 
healtb and payment pwposes. A 
commenter said the proposed part 2 
changes have substantially weakened 
the privacy protections smrounding the 
sharing of a patient's substance use 
treatment data. One commenter stated 
thal before an individual's health data 
can be accessed, there should be a 
specific, legitimate reason, and a careful 
review of the patient's set of 
permissions. In addition to suggesting 
that mental health and substance abuse 
records be blocked from view by any 
providers or staff not directly involved 
in the care and treatment of a patient, 
a commenter asserted that a palient has 
the right to have substance abuse and/ 
or mental health treatment records 
blocked from view by even their 
primary care frovider or nurses. 

A couple o commenters asserted that 
it is both necessary and technologically 
possible to integrate substance use 
disorder and other health care 
information and effectively exchange 
substance use treatment data while 
maintaining the cor'e protections of part 
2, including consent requirements and 
the prohibition 011 re-disclosure. 

Emphasizing the importance of 
patient confidentiality and privacy, a 
few commenters asserted that sacrificing 
the dignity and well-being of a person 
seeking help for a substance use 
disorder in tbe name of convenience. 
administrative efficiency, and research 
is a poor way to achieve the well-being 
of either the person in need or the 
community. One of these c:ommenters 
recommended that SAMHSA delay the 
part 2 changes until the technology is 
available to protect persons with 
substance use disorder. 

Another commenter encouraged a 
cautious, step-wise approach to making 
substance use treatment records more 
integrated witl1 general medical records. 
Th.is commenter expressed concern that 
making treatment records more 
accessible to other providers would 
exacerbate the stigmatization of 
substance use disorder, particularly 
an10ng pregnant women, which could 
lead to these individuals not seeking 
treatment for their substance use 
disorder or prenatal care. 

SAMHSA Response 
SAMHSA reiterates its intent to 

ensure that patients with substance use 
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disorders have the ability to participate 
in, and benefit from new and emerging 
health care models which promote 
integrated care and patient safety while 
respecting the legitimate privacy 
concerns of patients seeking treatment 
for a substance use disorder due to the 
potential for discrim ination, harm to 
their reputations and relationships, and 
seri.ous civil and criminal consequences. 
This approach is consistent with I.he 
intent of the governing statute (42 U.S.C. 
290dd-2) and regulations at 42 CFR part 
2, which is to protect the corrfidentfality 
of substance use disorder patient 
records. 

In response to the commenters who 
cautioned SAMHSA to remain diligent 
in the oversight of these regulations, 
SAMHSA has the statutory authority to 
promulgate 42 CFR part 2, but the 
Department or Justice retains the 
authority for enforcing 42 CFR part 2. 
Reports of violation of these regulations 
may be directed to the United States 
Attorney for the judicial district in 
which the violation occurs. The report 
of any violations of these regulations by 
an opioid treatment program may be 
directed to United States Attorney for 
the judicial district in which the 
violation occurs as well as the SAMHSA 
office for opioid b.'eatment program 
oversight. SAMHSA has oversight of 
opioid treatment programs through 42 
Cf'R part 8. Related to oversight and 
compliance education , SAMHSA 
ex-pects to issue FAQs as it has done in 
the past and develop other 
subregulatory guidance such as 
education and outreach materials. 

SAMHSA has added more flexibility 
to some of the consent provisions but 
still retained core part 2 protections, 
including prohibition on re-disclosure 
as well as consent options that would 
continue to give patients sign ificant 
control. For example, the "To Whom" 
section of the consent form includes an 
option permitting a general designation 
under certain circumstances. However, 
SAMHSA retained the option of listing 
the name(s) of the individual(s) to 
whom a disclosure is made. ln addition, 
any disclosure made under these 
regulations must comply with the 
"Amount and Kind" of information to 
be disclosed and the purpose of the 
disclosure, as provided on a part 2-
compliant consent form. Furthermore, 
§ 2.13(a) limits the information to be 
disclosed to that information wh ich is 
necessary to carry out the purpose of the 
disclosure. Moreover, a patient has the 
option to withhold consent to disclosure 
of any or their substance use disorder 
information. 

SAMHSA is aware that technology 
adoption is an ongoing process and that 

many behavioral health providers have 
yet to adopt electronic health records as 
incentive payments have been 
unavailable For such purposes for these 
providers under the HITECH 
Meaningful Use Program. ln addition, 
paper records arc still used today in 
some part 2 programs and shared 
through facsimile (FAX). Therefore, in 
spite of advances in technology. some 
stakeholders are concerned that pa.rt 2, 
as currently written, continues to be a 
banier to the integration of substance 
use disorder treatment and physical 
healtJ1 care. Rather than waiting for the 
development and adoption of 
technology. SAMHSA decided to issue 
these final regulations to ensure that 
patients with substance use disorders 
have the ability to participate in, and 
benefit from new and emerging health 
care models which promote integrated 
care and patient safely while respecting 
the legitimate privacy concerns of 
patients seeking treatment for a 
substance use disorder due to the 
potential for discrimination, harm to 
their reputations and relationships. and 
serious civil and criminal consequences. 
SAMHSA understands the importance 
of not compromising patient protection, 
and has, in § 2.13(cl) of these final 
regulations, requi red an entily that 
serves as an intermediary (upon request) 
to provide a List of Disclosures made 
pursuant lo the general designation 
option. FurtJrnr, as discussed later in 
this preamble, the general designation 
op lion may not be used until there is 
technical capability to provide the 
required List of Disclosures. 

4. Part 2 Should Align With the Health 
Insurance Portability and 
Accountability Acl 

Public Comments 
Many commrmters expressfld that part 

2 should be aligned with HIPAA. Some 
commente.rs specifically mentioned 
various areas for HIP AA alignment, 
including the consent form; Business 
Associate Agreement standards; 
treatment, payment, and health care 
operations; patient-requflsted 
resb'ictions on disclosure; de­
identification standards, medical 
emergencies; research; the definition of 
"Patient identifying information;'' 
HlPAA penalties contained in the 
HITEGH Act: and re-disclosure 
provisions. Many commenters asserted 
that aligning t]10 regulations wi tJ1 
HIPAA would help to strike an 
appropriate balance between protecting 
sensitive patient health information 
while providing coordinated, quality 
care. Many commenlers urged SAMHSA 
to align part 2 with HfPAA to broaden 

the allowable sharing of data for 
purposes of care coordination and 
patient safety. 

Numerous commenters urged that 
substance use disorder records and 
treatments should be held to the same 
level of privacy as all other health 
records. Other commenters raised the 
concem of equal access. staling U1at 
individuals with substance use disorder 
should have the same access lo the 
benefits of increased care coordination 
as individuals without substance use 
disorder. 

Comm enters encouraged the broader 
harmonization of part 2, HJPAA, and 
HITECH into a single uniform set of 
standards applicable f'or aD personal 
health information, including substance 
use disorder treatment and payment. 

Some commenters asserted that 
H[PAA is sufficient to protect patient 
privacy and part 2 is no longer 
necessary. Some commenters also 
asserted that part 2 also predates the 
development of EHR and HlEs, and 
there is pressing need to reconsider 
these rules in light of more recent 
technological and legal developments. 
Some commenters expressed concern 
that complying with both part 2 and 
HIPAA would lead to undue 
administrative burden and management 
issues across the continuum of patient 
care. 

A commenter recommended that 
SAMHSA should add tJie same release 
requirements for substance use disorder 
treatment as is required for 
psychotherapy notes under HJPAA, 
which are restricted from release 
without the client's consent. According 
to the commenter, lhis would give 
substance use disorder patients 
protections with Business Associates 
Agreements (instead of additional rules 
and forms for Qualified Servi.Ce 
Organization Agreements [QSOAsl), 
notification upon breach requirements. 
and other rights already afforded 
persons receiving medical and mental 
health care. 

Several commenters said part 2 
should be as consistent as possible with 
HIPAA, except for the prohibition on 
use for investigation, prosecution, or 
criminal charges. 

SAMHSA Response 
SAMHSA noted the many comments 

from a wide range of comm enters that 
requested that SAMHSA align part 2 
provisions witJ1 HIPAA where possible. 
1n some instances, SAMHSA has 
attempted to do so in this final rule lo 
the extent the change was pem:ussible 
under 42 U.S.C. 290dd-2. At the same 
time, part 2 and its governing statute are 
separate and distinct [rom HIPAA and 
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Hs implementing regulations. Because of 
its targeted population, part 2 provides 
more stringent federal protections lhan 
most other health privacy laws. 
including HIPAA. 

In response lo comments about 
alignment of this regulation with 
HIP AA, SAMHSA has aligned the 
interpretation the definition of "Patient 
identifying information" wi.th.HJPAA to 
the extent feasible. In addition, 
SAMHSA revised Security for records 
(§ 2.16) to more closely align wi.th 
HTPAA. 

B. Statutory Authority(§ 2.1 I 
SAMHSA is adopting this section as 

proposed. SAMHSA has combined what 
was §§ 2.1 (Statutory authority for 
confidentiality of drug abuse patient 
records) and 2.2 (Statutory authority for 
confidentiality of alcohol abuse patient 
records) and renamed the new§ 2.1, 
Statutory autJ10rily for conf'identiality of 
substance use disorder patient records. 
We have re-designated §§ 2.2 through 
2.5 accordingly. In the new §2.1, 
SAMHSA has deleted references to 42 
U.S.C. 290ee-3 and 42 U.S.C. 290dd-3. 
Sections 290dd-3 and 290ee-3 were 
omitted by Public Law 102-321 and 
combined and renamed into Section 
290dd-2, Confidentiality of records. lo 
addition, we have deleted references lo 
laws and regulations that have been 
repealed in § 2.21. 

Public Comments 
One commenter urged SAMHSA to 

assess whether existing statutory 
authority is adequate to modernize part 
2 regulatory requirements lo keep pace 
wiU1 existing laws and industry 
developments while also protecting 
privacy, and to discuss necessary 
statutory changes in the final rule. 
Further, the co=enter reco=ended 
that SAMHSA encotlrage Congress to 
convene pub] ic hearings to evaluate 
proposals for statutory changes and 
delay issuing a final rule if pending 
legislative proposals are enacted that 
change the legal landscape for substance 
use disorder information and related 
proteclions. 

A commenter urged SAMHSA to 
address the congressional action that 
may be needed to effectively expand the 
ability to provide coordinated services, 
such as including health and human 
services agencies' field staff clearly into 
lhe definition of treatment terms. A few 
commenters suggested that the statutory 
authority underlying the part 2 
regulations (42 U.S.C. 290dd-2) should 
be revised. Another co=enter asserted 
that the 1992 confidentiality statute 
should be reformed lo afford patients 
greater protections against unlawful 

disclosure of their substance use 
disorder lreatment, l im il the use of 
inf01mation shared for non-health 
purposes, provide meaningful 
enforcement and penalties, and more 
effectively prevent discrimination. 
AnotJrnr commenter recommended tl1at 
modifications should be made to HlPAA 
to incorporate special protections and 
limitations for substance use 
information and that the part 2 
regulations should be rescinded. lf the 
intent of the part 2 changes is to prevent 
inappropriate ad verse consequences 
from U1e disclosure of substance use 
disorder health data, a commenter 
suggested that those specific adverse 
consequences should be targeted with 
legislation reform. rather than providing 
a blanket privacy allowance that hides 
medical information from providers. 

SAMHSA Response 
SAMHSA does not have the authority 

lo repeal or revise the goveming statute 
for the regulations codified at 42 CFR 
part 2 nor any other statute, as that 
power is given to Congress. The part 2 
authorizing statute, 42 U.S.C. 290dd-2, 
gives the Secretary broad authority lo 
carry out the confidentiality provisions 
therein, but to promulgate requirements 
to: (1) Carry out ilie purposes of the 
legislation; (2) prevent its 
circumvention or evasion; and (3) 
facilitate its compliance. These part 2 
revisions were drafted to further these 
three purposes while. to the ex1:ent 
allowable under the legislation, 
permilting d isclosure and use to 
increase access to treatment and 
improve treatment services. The intent 
of the part 2 regulations and its 
governing stahite (42 U.S.C. 290dd-2) is 
to protect the confidentiality of 
substance use disorder patient records. 
Because individuals seeking treatment 
for substance use disorders may 
experience a host of negative 
consequences, including discrimination, 
hann lo their reputations and 
relationships, and possibly serious civil 
and crim inal consequences should 
information regarding their treatment be 
improperly disclosed. there is a specific 
need for strong privacy protections for 
substance use disorder records. 

C. Reports of Violations(§ 2.4) 

SAMHSA is adopting this section as 
proposed. We have revised the 
requirement of reporting violations of 
these regulations by a methadone 
program to ilie FDA(§ 2.5(b)). The 
authority over metlrndone programs 
(now referred to as opioid treatment 
prograa1s) was transferred from the FDA 
lo SAMHSA in 2001 (66 FR 4076). 
Suspected violations of 42 CFR part 2 by 

opioid treatment programs may be 
reported to the U.S. Attorney's Office for 
the judicial district in which the 
violation occurred. as well as the 
SAMHSA office responsible for opioid 
treatment program oversight. 

Public Comments 
SAMHSA received no public 

comments on this section. This section 
of the final rule is adopted as proposed. 

D. Definitions(§ 2.11) 

SAMHSA has consolidated all of the 
definitions in 42 CFR part 2, with the 
exception the definition of the term 
"Federally assisted." into a single 
section at § 2.11. SAMHSA has relai ned 
the definition of the term "Federally 
assisted" in§ 2.12 (Applicabili ty) for the 
purpose or clarity because it is key to 
understanding the applicability ofthe 
part 2 regulations. SAMHSA is adopti ng 
these structural changes as proposed in 
the NPRM. Specific definitions are 
discussed in the sections below. Ifa part 
2 definition is not addressed below, it 
is because SAMHSA did not propose or 
make substantive changes to iliat 
definition. However, as discussed 
below, SAMHSA updated the terms in 
those definitions, as appropriate (e.g., to 
replace "program" with "part 2 
program." and when "alcohol abuse" 
and "drug abuse" were used collectively 
to replace it with "substance use 
disorder"). Tbe definitions in the 
regulatory text of tbis final rule re□ect 
these changes. 

1. New Definitions 

a. Part 2 Program 
SAMHSA is adopting this definition 

as proposed. SAMHSA defines a ' 'Part 
2 program' ' as "a federally assisted 
program (federally assisted as defined in 
§ 2.12(b) and program as defined in 
§ 2.11 ). See§ 2.12(e)(1) for exam pies.'' 
We have retained the examples 
provided in § 2.12(e)(l) of the current 
(1987) regulations, with minor 
clarifications in § 2.12(e)(1), because 
they explain the part 2 applicability and 
coverage. SAMHSA has replaced the 
term "program" with "part 2 program.' ' 
where appropriate. For example, we 
have revised the definition of QSO, 
including replacing "program" wi tJ1 
"part 2 program," which is discussed in 
depth below (see Section V.D.2.i., 
Existing Definitions). We also replaced 
"program" wiili "part 2 program" in 
several other definitions, while making 
no addi ti.on.al changes. 

While a couple of commenters 
purported to address the proposed 
definition of "Part 2 program," the 
nature of their comments made clear 
01at tbei.r uJ1derlying concern was bow 
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SAMHSA defined "Program" for 
purposes of part 2. For this reason, these 
comments are addressed in tl1e 
discussion of the definition of 
"Program" below (see Section V.D.2.h). 

b. Part 2 Program Director 
SAMHSA is adopting this definition 

as proposed, except for a non­
substantive technical edit. Because of 
the addition of the "Part 2 program" 
def'inition, we have defined a "Pa1t 2 
program director" as: 

• In the case of a pa.rt 2 program that 
is an individual, thal individual: and 

• 1rl the case of a part 2 program that 
is an entity, the individual designated as 
director or managing director, or 
individual otherwise vested with 
authority to acl as chief executive officer 
of the part 2 program. 

We have deleted the definition of 
"Program Director ... 

Public Comments 
SAMHSA received no public 

comments on this definition. This 
section of the final rule is adopted as 
proposed. 

c. Substance Use Disorder 
SAMHSA is adopting tl1is definition 

as proposed, except to remove the final 
sentence, "Also referred to as substance 
abuse." Throughout this rule, SAMHSA 
made revisions to refer to alcohol abuse 
and drug abuse collectively as 
"substance use disorder" but. when 
referring to the part 2 governing statute. 
we use "substance abuse" since that is 
tl1e term used in 42 U.S.C. 290dd-2. 
SAtvt:HSA also uses the term "substance 
abuse'' when discussing public 
comments and other publications tllat 
use that term. For consistency, 
SAMHSA also revised the Litle of 42 
CFR part 2 from ''Confidentiality of 
Alcohol and Drug Abuse Patient 
Records" lo ''Confidentiality of 
Substance Use Disorder Patient 
Records." SAMHSA has replaced 
"alcohol or drug abuse'' with 
"substance use disorder'' in several 
definitions. 

While SAMHSA has deleted the 
definitions of" Alcohol abuse" and 
"Drug abuse," we continued to use the 
terms "alcohol abuse" and '' drug abuse" 
when referring to 42 U.S.C. 290dd-3 
and 42 U.S.C. 290ee-3 (omitted by Pub. 
L. 102-321 and combined and renamed 
into Section 290dd-2), respectively, 
because they are the terms used in the 
statutes. 

SAMI-ISA is defining the term 
''Substance use disorder" in such a 
manner as to cover substance use 
disorders that can be associated with 
altered mental status that has the 

potential to lead to risky and/or socially 
prohibited behaviors, including, but not 
limited to. substances such as, alcohol, 
caru1abis, hallucinogens, inhalants, 
opioids. sedatives, hypnotics, 
anxiolytics. and stimulants. 1n addition. 
the "Substance use disorder" definition 
clarifies that, for the purposes of these 
regulations, the term excludes both 
tobacco and caffeine. 

Public Comments 

Several commeoters expressed 
support for the newly defined term 
"substance use disorder" to replace 
references to alcohol and drug abuse. 
One commenter requested that 
SAMHSA clarify the scope of substance 
use disorder and what constitutes 
substance use treatment Another 
commenter suggested that, in the 
definition of substance use disorder, 
protected data should be directly related 
to an objective measure, such as 
information related to specific payment 
or clinical diagnosis codes submitted in 
connection with reimbursement for 
services. 

SAMHSA Response 

Thr. final rule adopts the definition of 
substance use disorder as proposed, 
except Urnt the parenthetical of the 
proposed definition is not adopted in 
the fi.nal rule. Use of the term is 
consistent witl1 recognized classification 
manuals, current diagnostic lexicon, 
and commonly used descriptive 
terminology. Moreover, SAMHSA 
declines to define substance use 
disorder treatment by specific billing or 
diagnostic codes in in the final rule as 
these codes are subject to frequent 
revision. 

d. Treating Provider Relationship 

SAMHSA is modifying the proposed 
definition of "Treating provider 
relationship" slightly to account fm the 
situation of involuntary commitment 
and other situations where a patient is 
diagnosed. evaluated and/or treated, but 
may not have actually consented to such 
care, as discussed in greater detail 
below. In summary, a treating provider 
relationship means that, regardless of 
whether there has been an actual in­
person encounter: 

• A patient is, agn➔es to, or is legally 
required lo be diagnosed, evaluated, 
and/or Lreated, or agrees to accept 
consultation, for any condition by an 
individual or entity. and: 

• The individual or entity undertakes 
or agrees to undertake diagnosis, 
evaluation, and/or treatment of the 
palienl, or consultation wilh the patient, 
for any cond ition. 

As explained in the NPRM, the term 
"agrees" as used in the definition does 
not necessarily imply a formal written 
agreement. An agreement might be 
evidenced, among otlier things, by 
making an appointment or by a 
telephone consultation. 

lt is also important to note that, based 
on Lhe definition of treating provider 
relationship. SAMHSA considers an 
entity lo have a treating provider 
relationship with a patient if tl1e entity 
employs or privileges one or more 
individuals who have a treating 
provider relationship with the patient. 

Public Comments 
A few commenters expressed support 

for the proposed definition of"treating 
provider relationship." One commenter 
suppo1ted the definition and added that 
this type of relationship could be a 
result of any action taken to schedule, 
refer, or order services that are related 
to health services to be provided in the 
future. 

Other commenters provided 
suggestions lo improve the definition. 
including specifying entities involved in 
identifying, evaluating, and referring for 
treatment any persons in need of 
substance use disorder services; adding 
related services, including social 
services, and consultation; accounting 
for patients who cannot agree or cons<mt 
to the relationship: and clarifying that 
an individual's designated treating 
provider is also a treating provider for 
parl 2 purposes, even before the 
_patient's first appointment. A l'ew 
commenters requested that HJEs, beaHb 
plans, and organizations that provide 
care coordination be added to the 
definition. or tllat comparable 
definitions be provided for these 
entities. 

A few commenters objected to the 
consent requirements limiting recipients 
to entities with a "treating provider 
relationship." and suggested that the 
requirement be eliminat<~d. or the term 
be redefined to include entities that 
provide care management. A few 
comrnenters also disagreed with the 
interpretation that equates making an 
appointment with an agreement to 
diagnose or treat. 

Some commenters raised a number of 
questions about the definition. 
including whether the definition applies 
to each hospital in a system or to the 
system as a whole; whether the 
definition appl ies to Medicaid managed 
care programs witll mandatory 
enrollment; whether a care coordination 
entity can form a treating provider 
relationship with an individual; and 
whether ancillary providers, such as 
laboratories, pharmacies, lherapisls, 
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counselors, or mental heallh specialists, 
fall within the definition of treating 
provider relationship. 

SAMHSA Response 
A trealing provider relationship, as 

defined in this final rule, begins when 
an individual seeks or receives heallh­
related assistance from an individual or 
entity who may provide assistance. 
However, the relationship is clearly 
established when the individual or 
entity agrees to undertake diagnosis. 
evaluation, and/or trealment of the 
patient, or consultation with lhe patient, 
and the patient agrees to be treated, 
whether or not U1ere has been an actual 
in-person encounter between the 
individual or entity and the patient. 
When a patient is not regarded as being 
legally competent under the laws of 
U1eir jurisdiction. such as when a 
patient is subject to an involuntary 
commitment (i.e .. formally committed 
for behavioral health treatment by a 
court, board, commission, or other legal 
authority), a treating provider 
relationship may be established when a 
patient is, agrees to, or is legally 
required to be provided consultation, 
diagnosis, evaluation, and/or b·eatment 
by ru1 individual or entity. A treating 
provider relationship may be 
established whether or nol there has 
been an actual in-person encounter 
between the individual or enti ty and 
patient. A treating provider relationship 
with a patient may be established by 
any member of the health care team as 
long as the relationship meets the 
definition of ''Treating provider 
relationship." SAMHSA believes that 
further specification in this definition is 
unnecessary. 

e. Withdrawal Management 
SAMHSA is adopting tJ1is definition 

as proposed. SAMHSA has removed the 
definition of "Detoxification treatment" 
and replaced it with the definition of 
Urn currently acceptable term 
''Withdrawal management" as indicated 
in the American Society of Addiction 
Medicine (ASAM) Principles of 
Addiction Medicine. 5th edilion:1 

Public Comments 
One commenter supported replacing 

the term '·Detoxification treatment'' 
with the term "Withdrawal 
management." 

SAMHSA Response 
SAMHSA appreciates this support. 

1 ASAM Prlnciples of Addicrtion Medicine. 5th 
edition, 2014, Richard Ries et al., editor. http:// 
www.usum.org/quulity-µmcticclcsse11tiul•lcxtbooksl 
principles•of-addiction-medicine (last accessed 
Aug. 1, 2016). 

:.!. Existing Definitions 

a. Central Registry 
SAMHSA is adopling this definition 

as proposed. SAMHSA has updated the 
definition of "Central registry" to 
incorporate currently accepted 
terminology. 

Public Comments 

One commenter staled iliat lhe NPRM 
preamble described the proposed 
revisions to the definition of ·'central 
registry" as changes to ''update 
terminology to make the definition 
cleru·er," rather tbru1 detailing the 
proposed changes to the definition, so 
there was insufficient information for 
public comment. 

SAMHSA Response 
Exact language for the definition of 

"central registry" was provided in the 
NPRM regulation text and is being 
adopted as proposed. 

b. Disclose or Disclosure 

SAMHSA is modifying the proposed 
definition of '•Disclose'' lo specifically 
cover diagnosis, treatment, and referral 
f'or treatment for substance use disorder, 
as follows: "Disclose means to 
communicate any information 
identifying a patient as being or having 
been diagnosed with a substance use 
disorder, having or having had a 
substance use disorder, or being or 
having been referred for treatment of a 
substance use disorder either directly, 
by reference to publicly available · 
information, or through verification of 
such identification by another person." 
We have updated terminology and made 
lhe definition clearer. SAMHSA bas 
defined only one word, "Disclose," 
since it is implied that the same 
definition applies to other forms of the 
word. 

Public Comments 

A commenter encouraged SAMHSA 
to develop guidance ru1d promote 
standards adoption for the identification 
of part 2 data so that the 
implementation and applicability of 
concrete restrictions and obligations can 
be appl ied to the disclosure of such 
data. Another commenter urged 
coordination between the definitions of 
' 'disclosure'' ofa substance use disorder 
and a current or former "pa Lieut," 
because someone may have a past 
substance use disorder but may not have 
been a former patient. A commenter 
stated that the NPRM preamble 
described the proposed revisions to the 
definition of "disclosure'' as changes to 
"update terminology and make the 
definition clearer." rather than detailing 

the proposed changes to the definition, 
so there was insufficient information for 
public comment.SAMHSA Response 

WiU1 regard to developing 
subregulatory gujdance and promoting 
standards adoption, SAMHSA is an 
organjzational member of Health Level 
7 (HL7) and is working to ensure that 
health IT standards support the needs of 
behavioral health treatment patients and 
providers. SAMHSA has suppo1ied the 
creation of several HL7 standards, 
including the Composite Privacy 
Consent Directive Domain Analysis 
Model to capture the requirement of 
states and federal agencies. Those 
requirements were reflected in the lG for 
Clinical Document Architecture Release 
2 (CDA R2) to provide a standard-based 
electronic representation of a consent to 
support the management of consent 
directives and pol ides. 

1n response to comments urging 
coordination between the definition of 
"disclosure" and a current or former 
patient. SAMHSA has expanded the 
definition of "disclose" to include any 
information identifying a patient as 
"being or having been diagnosed with a 
substance use disorder, having or 
having had a substance use disorder, or 
being or having been referred for 
treatment of a substance use disorder." 
Exact language for the definition of 
"disclosure'' was provided in the NPRM 
regulatory text and is being adopted as 
proposed. We note that to the extent an 
individual may have had a past 
substance use disorder diagnosis, but 
never sought or received diagnosis, 
treatment, or referral for substance use 
disorder treatment, tJ1e definition of 
patient would not cover such individual 
and the part 2 regulations would not 
apply to that individual's health 
information unless and until the 
individual is a patient as defined in 
these regulations. 

c. Maintenance Treatment 

SAMHSA is modifying this definition 
from what was proposed by replacing 
the term ·'phru·macotherapy" with the 
phrase "long-term pharmacotJrnrapy" 
for purposes of clarity to read as 
follows: "Maintenance treatment means 
long-term pharmacotherapy for 
individuals with substance use 
disorders that reduces tJie pathological 
pursuit of reward and/or relief and 
supports remission of substance use 
disorder-related symptoms." As 
compared to the 1987 final rule 
definition of "Maintenance trnatmenl," 
SAMHSA updated terminology in the 
definition and moved it from§ 2.34 to 
§2.11. 
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Public Comments 
A commenter stated that tJ1e NPRM 

preamble described the proposed 
revisions to ilie definition of 
"maintenance treatment" as changes to 
''update terminology and make the 
definition clearer," rather than detai ling 
tJ1e proposed changes to tJ1e definition, 
so there was insufficient information for 
public comment. 

SAMHSA Response 

Exact language for the proposed 
del'inition or "maintenance treatment" 
was provided in. the NPRM regulation 
text at 81 FR 7014. 

d. Member Program 

In response to comments received. 
SAMr!SA bas revised the definition of 
"Member program," by replacing a 
reference to a specific geographic 
distance, so it reads as follows: 
"Member program means a withdrawal 
management or maintenance treatment 
program which reports patient 
identifying information to a central 
registry ru1d which is in the same state 
as that central registry or is in a state 
that participates in data sharing with the 
central registry of the program in 
question." 

Publ ic Comments 

A commenter asserted that the 125-
mile distance lo a stale border limitation 
contained within. the definition of 
"member program'' does not adequately 
recognize the geographic realities of 
states with signjficant rLLral and frontier 
areas, and the commenter strongly 
suggested that it be el iminated. 

SAMHSA Response 

In response to the comment, 
SAMHSA has removed the distance 
from the definition lo address ilie 
concerns about rural areas and replaced 
it with ' 'is in a state that participates in 
data sharing with the central registry of 
ilie program in question." We removed 
U1e distance requirement from the 
definitjon or "Member progTam" to 
reflect that in. some states (e.g., "vith 
rural areas) the distance from the border 
of the state in which lhe central registry 
is located may exceed 125 miles. 

e. Palient 

SAMHSA is adopting this definition 
as proposed. To emphasize that the term 
''Patient" refers to both current and 
former patients. SAMHSA has revised 
ilie definition as follows: "Patient 
means any individual who has applied 
for or been given diagnosis, treatment. 
or referral for treatment for a substance 
use disorder al a part 2 program. Patient 
includes any ind ividual who, after 

arrest on a criminal charge. is identified 
as an individual wiili a substance use 
disorder in order to determine that 
individual's eligibility to participate in 
a part 2 program. Th is definition 
includes both current and former 
pat:ien ts." 

Public Comments 
One comment opposed the inclusion 

of former patients in the defin ition 
because retrospective outcome studies 
would be difficult to conduct because 
many patients relocate or their contact 
information becomes otherwise 
unobtainable for purposes of obtaining 
consent lo disclose and use patient 
identifying information. One commenter 
opposed including in tJ10 definition 
individuals who ''applied for" but d id 
not receive a diagnosis and a lso asked 
who makes the identification of an 
individual with a substance use 
disorder. Another cmnmenter suggested 
that tJie definition should include 
i ndivi.duals participating in prevention 
programs and recovery support 
programs. A commenter asked whether 
lhe definition includes an individual 
who has been involuntarily committed 
to a program for treatment and 
suggested that lhc final rule clarify that 
such an individual is considered a 
patient and entitled to part 2's 
protections. 

SAMHSA Response 
Regard ing the opposition lo including 

former patients in the definition of 
"Patient" because retrospective outcome 
studies would be difficult to conduct. 
this concern appears to be based on a 
misunderstanding U1at a consent 
requires a speci fie expiration date. A 
part 2-compliant consent form must list 
the date, event, or condition upon 
which the consent ·will expire . .if not 
revoked before. Therefore, it would be 
permissible for a consent form to specify 
the event o r cond ition that will result in 
revocation, such as havin.g its expiration 
date be "upon my death." 
Consequently, it is possible for 
researchers lo obtain consents that 
would permit relrospecti ve outcome 
studies. 

Regarding the inclusion of"applied 
t'or" in tJie definition of "Patient," this 
definition has not changed from that 
included in the 1987 final rule except to 
replace ''alcohol and drug abuse" with 
"substance use disorder." SAMHSA 
declines to make the recommended 
change since no olher concerns 
regarding the inclusion of '·applied for'· 
have been :received in over 29 years. 
Patients who are involuntarily 
committed Lo participating in or 
receivi ng substance use disorder 

services from a part 2 program are 
covered by the definition. SAMHSA 
declines to accept the suggestion iliat 
the definition should be expanded to 
cover patients in prevention programs 
as such programs are not covered by the 
defirution of a part 2 program. 

f. Patient Identifying Information 

SAMHSA is modifying the definition 
as proposed to: (1) Clarify that SAMHSA 
in.tends for the identifiers listed in the 
H[PAA Privacy Rule al 45 CFR 
164.514(b)(2)(i) that are not already 
included in the definition of patient 
identifying information to meet the "or 
similar information" standard: (2) delete 
the word "publicly" from the phrase 
"can be determined with reasonable 
accw·acy either directly or by reference 
to other publicly available information"; 
and (3) to revise the last sentence as 
follows: for internal use only by the part 
2 program, if that number does not 
consist of, or contain numbers (such as 
a social security, or driver's license 
nllillber) that could be used to identify 
a patient with reasonable accuracy from 
sources external to the part 2 program." 

SAMHSA intends for the identifiers 
listed in the IUPAA Privacy Rule al 45 
CFR 164.514(b)(2)(i) that are not already 
in.eluded in the definition of ''Patient 
identifying information" to meet the 
following clause: "or similar 
information." Those HIP AA Privacy 
Rule identifiers am: 

(1) Name; 
(2) All geographic subdivisions 

sma!Jer than a lsltate, including street 
address, city, county, precinct, zip code. 
and their equivalent geococles, excepl 
for the initial three digits of a zip code 
if, according to the current publicly 
available data from the Bw·eau of the 
Census: 

(i) The geographic unit fo1med by 
combining all zip codes with the same 
three initial digits contains more than 
20,000 pe<lple; and 

(ii) The initial iliree digits of a zip 
code for all such geographic uni ts 
containing 20,000 or fewer people is 
changed to 000: 

(3) All elements of dates (except year) 
for dates directly related lo an 
individual, includ ing bilih date, 
admission elate, discharge date, date of 
death; and all ages over 89 and ail 
elements of dates (including year) 
in.dicative of such age, except that such 
ages and elements may be aggregated 
into a single category of age 90 or older; 

(4) Telephone numbers; 
(5) Fax numbers; 
(6) mectronic mail addresses; 
(7) Social security nllffibers; 
(8) Medical record nwnbers; 
(9) Health plan beneficiary numbers; 
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(10) AccoLLnt numbers; 
(11) Certificate/license numbers; 
(12) Vehicle identifiers and serial 

numbers, including license plate 
numbers; 

(13) Device identifiers and serial 
numbers; 

(14) Web Universal Resource Locators 
(URLs); 

(15) Internet Protocol (IP) address 
numbers; 

(16) Biometric identifiers, including 
finger and voice prints; 

(17) Full face photographic images 
and any comparable image; or 

(18) Any other unique identifying 
number, characteristic, or code. 

Public Comments 
A few commenlers urged that the 

defo1ition of ·'Patient identifying 
information" be aligned with the 
' ' protected health information," 
including the patient identifiers, wlder 
HIPAA. One commenter recommended 
that telephone numbers and email 
addresses should be mentioned because 
they are accessible by electronic means. 
Another commenter suggested that 
SAMHSA delete the reference to 
publ icly available information; use a 
phrase such as, " information with 
respect to which there is a reasonable 
basis to believe that the information can 
be used to identily the individual"; and 
mention other identifiers assigned to an 
individual, including credit card 
numbers, driv0r's License numbers, and 
automobile license numbers. 

SAMHSA Response 

The HlP AA Privacy Rule. al 45 CFR 
164.514(b)(2)(i), enumerates 18 
identifiers that make health information 
individually identifiable. SAMHSA 
considers any of these identifiers to be 
patient identi lying info11nation either 
because SAMHSA has explicitly listed 
the identifier in the definition of patient 
identifying information in 42 Cl7R part 
2 or because SAMHSA considers the 
.identifier to be 'sinlilar information' 
(See§ 2.11 Definitions). Also as 
suggested, SAMHSA has deleted the 
word "publicly" from the phrase "can 
be determined with reasonable accuracy 
either directly or by reference to other 
publicly available information;" 

g. Person 
SAMHSA is adopti ng th is definjtion 

as proposed. SAMHSA has revised Llie 
definition of "Person" to clearly 
indicate that "Person" is also referred to 
as individual or entity. 

Public Comments 
A commenter urged SAMHSA to 

recognize an "Affiljated Covered Entity" 

under HIPAA as an "entity" in the 
definition of "Person." Another 
commenter asked that the definition 
specify that it includes limited liability 
companies. A commenter suggested 
removing the redundant parenthetical at 
the 1md of the proposed definition. 

SAMHSA Response 
SAMHSA bas determined that no 

change is needed in response to the 
comments; the definition covers any 
legal entity. SAMHSA declines to delete 
the clarifying parenthetical at the end of 
the definition since th.e terms 
''individuaJ" and "entity" are more 
intuitive than the term "person," as 
defined in these regulations. 

b. Program 
SAMHSA decided not to finalize its 

proposed changes to the defin ition of 
"Program." but did make minor updates 
to the terminology in the text. We are, 
however, finalizing certain other minor 
changes to the proposed definition to 
update terminology so that it is 
consistent with current best practice. 

First, SAMHSA moved the reference 
to examples from the definition of 
"Program" to the definition o( "Part 2 
program." 

Second, we retain the language 
changes from drug and/or alcohol abuse 
to substance use disorder. 

Finally, as stated in the NPRM, 
SAMHSA clarifies that paragraph (1) or 
the definition o( "Program" would not 
apply lo "general medical facilities'', 
However. paragraphs (2) and (3) of the 
definition of" Program" would apply to 
"general medical facilities ." 

Public Comments 
A few commcnters expressed support 

for the revised definition of ''Program." 
However, many commenters generally 

opposed the proposed revision to the 
definition of "Program." The reasons 
primarily related to interpretations that 
SAMHSA did not intend to imply. 
Many commenlers asked that SAMJ-ISA 
not call out general medical practices as 
a separate category of provider excluded 
from paragraph one but included in 
paragraphs two and three of the 
definition of program. 

Some commenlers requested 
clarification in various areas, including 
the meaning and examples of "holds 
itself out;'' determining "primary 
function:" treatment of behavioral 
healtJ1 clinics and community mental 
heal th centers; roles of general medical 
or dental practices that engage in 
screening, brief intervention, and 
referrals for treatment (SBJRT) activities, 
and co-located substance abuse/mental 
heaJU1 counselors; whether covered part 

2 facilities provide some, primarily 
provide, or only provide substance use 
disorder diagnosis, treatment, and 
referral to treatment; physicians who 
prescribe buprenorphine products and 
pharmacies that fill those prescriptions; 
a general psychiatric unit that also 
provides substance use disorder 
treatment; and offering patients 
integrated behavioral health care in a 
primat1' care setting. 

Some commenters suggested limiting 
programs to those that meet a mininrnm 
standard, are specifically licensed, 
credentialed, or accredited. such as state 
licensure. Several commenters asked 
that SAMHSA provide an exception l'or 
pharmacists and pharmacies 0 1· dentists. 
Lastly, a commenter said the rule 
should include rehabilitation centers as 
medical facilities . 

SAMHSA Response 
Based on the number and type of 

comments received regarding including 
general medical practices in the 
Program definition, SAMHSA has 
decided not to finalize the general 
medical practices language in the final 
rule. The number and type of comments 
led SAMHSA to believe separating out 
general medical practices from genernl 
medical faci li ties was more confusing 
than clarifying. Most commenters 
indicated a belief that SAMHSA was 
expanding the definition of program lo 
include individuals and entities that 
had nol previously been covered. As 
we've previously noted in our publicly 
available FAQ guidance, a practice 
comprised of primary care providers 
could be considered a ;'general medical 
facility and be subject to 42 CFR part 2 
if they are both "federally assisted" and 
meet the definition of a program under 
42 CFR 2.11. Nevertheless, consistent 
with the definition of a "program'': 

1. lf a provider is not a get1eral medical 
care facility, thet1 Lile provider meets the part 
2 definition of a "Program" if it is an 
individual or enlity who holds itself oul as 
providing, and provides substance use 
disorder diagnosis. treatment, or referral for 
treatment. 

2. 1f the provider is an identified unit 
within a general medical facility, it is a 
"Program" if it holds itselJ out as providing. 
and provides, substance use disorder 
diagnosis, treatment, or referral for Lreatmenl. 

3. Jr the provider consists of medical 
personnel or other staff in a general medical 
facility, it is a "Program'' if its primary 
function is the provision of substanr.e use 
disorder diagnosis, treatment, or referral for 
lreatmen l and is identified as sucl1 
specialized medir.al personnel or other staff 
by the general medical facility. 

SAMHSA's f AQ guidance further 
addresses the issue of what constitutes 
a general medical (acility. This FAQ 
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guidance Clarifies that, while the term 
''general medical care faci lily" is not 
defined in the definitions section of 42 
CFR 2.11, hospitals, trauma centers. or 
federally qual ified health centers would 
generally be considered "general 
medical care" facilities. Therefore, 
primary care providers who work in 
such facilities would only meet part 2·s 
definition or a program if (1) they work 
in an identified unit within such general 
medical facility that holds itself out as 
providing, and provides. substance use 
disorder diagnosis, treatment or referral 
for treatment, or (2) the primary 
fonction of the provider is substance use 
disorder diagnosis, treatment or refeITal 
for treatment and they are identified as 
providers of such services. Io additjon. 
a practice comprised of primary care 
providers could be considered a 
"general medical facility .. , As such, 
only an identified unit withm that 
general medical care facility which 
holds itself out as providing and 
provides substance use disorder 
diagnosis, treatment or referral for 
treatment would he considered a 
"program" under the definition in the 
part 2 regulations. Medical personnel or 
staff within that faeility whose primai·y 
function is the provision of IJ10se 
services and who are identified as such 
providers would also qualify as a 
"program" under the definition in the 
pai·l 2 regulations. Other units or 
practitioners within that general 
medical care facility would not meet the 
definition of a part 2 program unless 
such units or practitioners also hold 
themselves oul as providing and 
provide substance use disorder 
diagnosis, treatment or referral for 
treatment. 

SAMHSA also clarifies that the 
progrillll definition does not 
categorically exclude huprenorphine 
providers. However, holding a waiver to 
prescribe buprenorphine or holding a 
waiver and prescribing bu prenorphi ne 
as part of primary care practice also 
does not lead to categorical inclusion of 
providers in the definition of a part 2 
program: such determinations are fact­
specific. Also, a health care provider 
that does not otherwise meet the 
definition of a part 2 program would not 
become a program simply because they 
provided screening, brief intewention, 
and/or referral to treatment within the 
context of general l1ealth care. SBfRT is 
discussed in furthHr detail under 
Section V.E (Applicability) below. 

Regarding comments on the meaning 
of "primary function," SAMHSA did 
not propose a definition of "prima.ry 
function" because it has not historically 
received many, il'any. questions on its 
meaning. 

Consistent with previously published 
FAQ guidance, we reiterate that "Holds 
itself out'' means any activity that 
would lead one to reasonably conclude 
that tJ1e individual or entity provides 
substance use disorder diagnosis, 
treatment:, or referral for treatment, 
including but not limited to: 

• Authorization by the state or federal 
government (e.g. licensed, certified, 
registered) to provide, and provides, 
such services. 

• Advertisements. notices, or 
statements relative to such services . or 

• Consultation activities relative to 
such services. 

i. Qualified Service Organization 
SAMHSA is adopting the definition of 

''Qualified Service Organization" as 
proposed. SAMHSA has revised the 
deliDition of QSO to include population 
health management in tJ1e list of 
examples of services a QSO may 
provide. SAMHSA also revised the term 
"medical services'' as listed in the 
exam pies of permissible services offered 
by a QSO to clarify tJ1at it is limited lo 
"medical staffing services." SAMHSA 
made this revision to emphasize that 
QSOAs should not be used to avoid 
obtaining patient consent. 

Public Comments 
A large number of commenters 

supported the proposed QSO definition, 
particularly the addition of "population 
health management." Many commenters 
requested a clarification or a narrow 
definition of ''population health 
management." 

SAMHSA Response 
SAMHSA provided guidance in the 

NPRM preamble regarding what 
constitutes population health 
management services. Specifically, 
population health management refers to 
increasing desired health outcomes and 
conditions through monitoring and 
identifying individual patients within a 
group. To achieve the best outcomes, 
providers must supply proactive, 
preventive, and chronic care to all of 
their patients, both during and between 
encounters with the health cam system. 
For patients with substance use 
disorders, who often have comorbid 
conditions, proactive, preventive, and 
clrronic; care is important to achi<wing 
desired outcomes . Any QSOA executed 
between a pai'l 2 program and an 
organization providing population 
healtl1 management services would be 
limited to the office(s) or unit(s) 
responsible for population health 
management in the organization (e.g., 
the ACO, CCO, CPCMH, or managed 
care organization [MCO]), not the entire 

organization and not its participants 
(e.g., case managers, physicians, 
addiction counselors, hospitals, and 
clinics). However, the presence of a 
QSOA does not preclude disclosures of 
patient identifying information to other 
individuals within these organizations 
based on a valid part 2-compliant 
consent. 

Public Comments 
Some commenters requested 

clarification about the definition, such 
as whether an 1-TTE could be considered 
a QSO; whether the dnfinition, which 
includes "an individuaJ." can include 
members of the covered entity's 
workforce; and whether public health 
management staff can share part 2 
information with case managers. 

A few commenters expressed 
opposition to the proposed definition of 
QSO. asserting that patient consent 
should be obtained before making a 
disclosure of substance use disorder 
information lo multiple entities. 
Another commenter warned that under 
tl1e definition, it would be difficult to 
track which part 2 patients may or may 
not be within a population health 
program at: any given time. 

SAMHSA Response 
The NPRM as well as the current 

(1987) definition of QSO uses tbe term 
person. Person is defined in the current 
(1987) regulations as: "Person means an 
individual, pai·tnership, corporation, 
federal, state or local government 
agency, or any other legal entity." The 
NPRM definition proposed a 
parenthetical: "(also referred to as 
individual or entity)." Because both the 
1987 regulations and the NPRM 
definition of person includes both 
individuals and entities, the definition 
of the term QSO has always included 
both individual and entities. the 
definition of the term QSO has a lways 
included individuals, as well as entities. 

Whether the QSO definition applies 
to members of an entity's workforce and 
case ma11agers depends on whether they 
meet the definition of QSO as defined 
in§ 2.J 1 because such dete1minations 
are fact-specific. An individual or entity 
who does not meet the definition of a 
QSO may, however, meet the definition 
of "Treating provider relationship'' for 
tl1e purposes of obtaining consent. 
Likewise, care coordination was not 
added to the list of examples of 
permissible services offered by a QSO 
because care coordination has a patient 
treatment component. 

Under the part: 2 governing statute, 
patient records pertaining to the 
patient's substance use disorder may be 
shared only with the prior written 
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consent of the patient or as permitted 
under the part 2 statute, regulations, or 
guidance. However. the regu1ations may 
contain such definitions, and may 
provide for such safeguards and 
procedures, including procedures and 
criteria for the issuance and scope of 
orders, as in tJ1e judgment of the 
Secretary are necessary or proper to 
effectuate the pul'poses of this statute, to 
prevent circumvention or evasion 
thereof. or to facilitate compliance 
tJ10rew ith. 

Regarding the concern about 
disclosing to multiple entities undei· a 
QSOA, as noted above, any QSOA 
executed between a part 2 progrnm and 
an organization providing population 
health management services would be 
limited lo the office(s) or unit(s)/ 
entity{ies) responsible for population 
health management for the organization 
{e.g., the ACO, CCO, CPCMH, or MCO), 
not the entire organization and not its 
participants (e.g .. case managers, 
physicians, addiction counselors, 
hospitals, and clinics). 

Public Comments 
Cornmenters provided various 

suggestions to improve the definition. 
Several commenters said the definition 
should be expanded lo permit a multi­
party agreement for multi-directional 
sharing of information. Commenters 
said the description of the provision 
shou1d address overlapping 
requirements of HIP AA and part 2 with 
respect to contractual agreements and 
services such as data processing and 
billing. A commcmt0r said facilitating 
entities should be able to enter into QSO 
agreements with participati11g providers 
to perform quality improvement 
activities. Another commenter said the 
QSO exception to restrictions on 
disclosure should apply to third-party 
payers and other holders of part 2 
informalion , and the definition should 
include other functions to support 
improved care de1ivery. 

SAMHSA Response 
Part 2 and its implemenling statute 

are much more resb·ictive than HIP AA. 
Because 42 CFR parl 2 and its governing 
statute are separate and distinct from 
HlPAA, the part 2 regulations use 
different terminology than used in 
HTPAA. However, SAMHSA aligned 
po1icy wi th HIPAA where possible. 

Because a QSOA is a two-way 
agreement between a part 2 program and 
the entity provid ing the part 2 program 
and an individual or entity providing a 
service to a part 2 program, agreements 
between more than those two parties 
(e.g. mu !ti-party agreements) are 
proh ibited. A QSOA cannot be used to 

avoid obtaining patient consent in the 
lrealrnent context. 

As stated previously in this preamble, 
SAMHSA is issuing an SNPRM to seek 
further comments and information on 
the disclosure to and use ol' part 2 
information by the contractors and 
subcontractors of third-party payers and 
otJ1er lawful holders l'or purposes of 
payment. health care operations, and 
other health care related activities 
bel'ore establishing any appropriate 
restrictions on disclosures to them. 

Public Comments 
Commenlers generally expressed 

opposition to the change of "medical 
services" to "medica1 staffing services'' 
in the definition. A commenter 
expressed opposition to the 
interpretation that the QSO agreement 
executed between a part 2 program and 
an organization that provided 
populaUon healtJ1 management services 
would be limited to a specific office(s) 
or un il(s) with in the organization that 
is/are tasked with carrying out such 
services. 

SAMHSA Response 
SAMHSA has revised the term 

''medical services'' as listed in tbe 
examples of permissible services offered 
by a QSO to clarify that it is limited lo 
"medical staffing services." SAMHSA 
proposed to make this revision to 
emphasize that QSOAs should not be 
used to avoid obtaining patient consent. 
Accordingly, a QSOA could be used by 
a part :l program to contract with a 
provider of on-call coverage services 
(previously clarified in FAQ guidance) 
or other medical staffing services but 
could nol be used lo disclose Tohn Doe's 
patient identifying information to his 
primary care doctor for the purpose of 
treatment (other than that provided 
under a QSOA for medical staffing 
services). However. an individua1 or 
entity who is prohibited from providing 
treatment to an individual patient under 
a QSOA may still meet the requirements 
of having a treating provider 
relaLionship (as tJiat term is del'ined in 
§2.11) with respect to the consent 
requirements in § 2.31. 

With respect to the comment 
regarding an organization providing 
population health management services, 
a QSOA is a two-way agreement 
between a part 2 program and the entity 
providing the service. We reiterate lhat 
disclosures by a QSO pursuant to a 
QSOA executed between a part 2 
program and an organization that 
provides population beaJth management 
services would be limited to a specific 
office(s) or unil(s)/entity(ies) that is/are 
tasked with carrying out such services 

for the organization. SAMHSA believes 
tl1is is a needed safeguard to limit 
disclosures to that which is reasonably 
necessary to carry out services under the 
QSOA. 

Public Comments 
Many commenters expressed 

opposition to tJ1e exclusion of "care 
coordination" from the QSO definition 
or requested clarification for the 
meaning of "care coordination." Some 
commenters specifically requested 
adding care coordination to the list of 
services a QSO may provide, reasoning 
that it would facilitate integrated 
substance use disorder, health. and 
mental health services. The commenters 
asserted that Lhe addition wou1d benefit 
patients' health, safety, and quality of 
life while maintaining confidentiality 
protections. 

SAMJ-lSA Response 
In the NPRM. SAMHSA r:larified that 

an individual or entity is prohibited 
from providing treatment to an 
individua1 patient under a QSOA. 
SAMHSA has revised the term "medical 
services" as listed in the examples of 
permissib1e services offered by a QSO to 
clarify that it is limited to "medical 
staffing services." SAMHSA proposed to 
make this revision lo emphasize that 
QSOAs should not be used to avoid 
obtaining patient consent. Accordingly, 
a QSOA could be used by a part 2 
program to contract wi tJ1 a provider of 
on-call coverage services (previously 
clarified in FAQ guidance) or other 
med ical staffi n.g services, but could not 
be nsed to disclose John Doe's patient 
identifying information to his primary 
care doctor for the purpose of treatment 
(other than that provided under a QSOA 
for medical staffing services] . For this 
reason, care coordination and 
medication management, both of which 
have a treatment component, were not 
added to the list of ex=ples of 
permissible services offered by a QSO. 
However, an individual or entity who is 
prohibited from providing treatment to 
an individual patient under a QSOA 
may still meet the requirements of 
having a treating provider relationship 
(as that term is defined in§ 2.11) with 
respect to the consent requirements in 
§ 2.31. 

Regarding the request to clarify the 
meaning of"care coordination" and 
how it differs from "population health 
management," because SAMHSA 
decided not to include care 
coordination in the examples of 
permissible services under the 
definition of a QSO, we did not define 
the term "care coordination" in tJ1e 
NPRM and. therefore, decline lo do sn 
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in this final rule. Population health 
management refers to increasing desired 
health outcomes and conditions Lhrough 
monitoring and identifying patients 
within a group. 

j. Records 
SAMI-ISA has revised the proposed 

definition. As suggested by commenters. 
SAMHSA bas modified the definition of 
"Records" by adding "created by" and 
a parent helical with examples to read as 
follows: "Records means any 
information, whether recorded or not, 
created by, received, or acquired by a 
part 2 program relating to a patient (e.g., 
diagnosis, t.realment and referral for 
treatment information, billing 
information, emails, voice mails, and 
te..-xts). For the purpose of these 
regulations, records include both paper 
and electronic records." SAMHSA 
revised the defin ition of "Records" to 
include any information, whether 
recorded or not, which includes verbal 
communications, created, received or 
acquired by a part 2 program relating to 
a patient. The revised definition makes 
clear that. for the purpose of the part 2 
regulations. records include both paper 
and electronic records. 

Public Comments 
A commenter remarked that the 

proposed definition of ''records" does 
not address "identifiability," asserting 
that information that is not individually 
identifiable, that is not reasonably 
capable of being re-identified, or tl1at is 
aggregate may not need to be covered by 
the definition of record. Regarding the 
phrase "whether recorded or not" in the 
proposed definition, a couple of 
commenters requested guidanr.e on 
what constitutes ''unrecorded 
information." 

SAMHSA Response 
SAMHSA clarifies that unrecorded 

information includes verbal 
communicatjons and is still considered 
part of the record. To add further clarity 
to the definition, SAMHSA has rnviscd 
the definition of "Records" from the 
proposed language by adding examples 
(e.g., diagnosis, treatment and rel'erral 
for treatment information, billing 
information, emails, voice mails, and 
texis). SAMI-ISA also added the phrase 
"created by'' to clarify that "records'' 
includes information received, acquired, 
or created by a part 2 program relating 
to a patient. Regarding "identifiabi Ii ty." 
identification is addressed in the term 
"Patient identifying information,' ' not in 
the definition of ''Record." The 
definition of rer.ords is just that and 
does not address information that may 
be disclosed. 

k. Treatment 
SAMHSA is adopting the proposed 

definition of "Treatment." SAM HS A 
has deleted tJ1e term "management" 
from the "Treatment" definition. 

Public Comments 
A few commenters opposed the 

proposed removal of the term 
"management" from the definition of 
"treatment" because the narrower 
definition would decrease information 
sharing and have a chilling effect on 
care coordination. A couple of 
commenters mged that "treatment" 
should be limited to care of the 
substance use disorder and not be 
extended to include care of other 
medical conditions secondary to or that 
arose because of the substance use 
disorder. One commenter suggested that 
''care" should be defined as it is used 
in the definition of "treatment." 

SAMHSA Response 
SAMHSA removed tlie term 

"management" from the definition of 
''Treatment" because in today's health 
care environment. ·'management'' has a 
much broader meaning than it did when 
the regulations were last revised. 
Treatment is not linlited to care of the 
substance use disorder because patients 
with a substance use disorder often have 
comorbid conditions. 

3. Terminology Changes 
SAMHSA is adopting the changes 

proposed in this section, as described in 
the NPRM. 1n addition to changes to 
several definitions, SAMHSA is also 
implementing several terminology 
changes intended to ensure consistency 
in the use of tenns throughout the 
regulations and to increase the 
understandability of the rule. First, we 
made revisions to consistently refer to 
law enforcement as ·'law enforcement 
agencies or officials." Secondly, 
SAMHSA revised the part 2 regulations 
to use Lbe term "entity" instead of 
"organization" wherever possible. 
Thirdly, SAMHSA clarifies that, for the 
purposes of this regulation, the tern1 
"written" includes boLh paper and 
electronic documentation. Fmuthly, we 
use tl1e phrase ·'part 2 program or other 
lawful holder of patient identifyjng 
information" to refor to a part 2 program 
or oLher individual or entity tl1at is in 
lawful possession of patient identifying 
information. A ''lawful holder" of 
palienl identifying information is an 
i ndividual or entity who has received 
such information as the result of a part 
2-compliaJ1t patient consent (with a 
prohibition on re-disclosure notice) or 
as a resu It or one of tlie exceptions to 
the consent requirements in the statute 

or implementing regulations and. 
therefore, is bound by 42 CFR part 2. 

Public Comments 
One commenter requested 

clarification about what entities are 
considered "lawful holders" of patient 
identifying information in the context of 
complex healtl1 care systems. For 
example, would the parent company of 
a health care system, each specific 
hospital. or each entity affiliated with 
the health care system be considered a 
"lawful holder"? 

Another commenter urged that the 
term ·•ot11er lawful holder" should be 
clearly defined in the final rule. 

SAMHSA Response 
A ·'Jaw--ful holder" ofpatient 

identifying information is an individual 
or entity who bas received such 
information as the result of a part 2-
com pliant patient consent (with a 
prohibition on re-disclosure notice) or 
as permitted under the prut 2 statute, 
regulations. or guidance and, therefore, 
is bound by 42 CF'R part 2. SAMHSA 
cannot determine what entities are 
"lawful holders" because such 
determinations are fact-specific. ln 
addition, SAMHSA determined thnt it 
was not feasible to de line all ]awful 
holders of information so has not 
included a definition in the rule. As 
explained in the NPRM, examples of 
"lawful holders" include a patient's 
treating provider, a hospital emergency 
room, an insurance company. an 
individual or entity performing an audit 
or evaluation, or an individual or entity 
conducing scientific research. This list 
provided in the NPRM was intended 
only as an illustrative example of who 
could be a lawful holder. 

4. Other Comments on Definitions 
Public Comments 

Many commenters expressed general 
support for the proposed clarification of 
definitions. Some comrnenters sought 
new definitions for terms including HIE; 
recipient; population health 
management and care coordination; 
population health: re-disclosure; law 
enforcement agency or official: 
repository; and scientific resec11·ch. 

Several commenlers addressed Lhe 
' 'alternative approach" discussed in Lbe 
NPRM for allowing disclosure to 
treating providers by requesting the 
addition of a defin ition for 
"organization" lo §2.11. Commenters 
generally supported a clec11· definition of 
"organization" to allow for the exchange 
of part 2 information. One commenter, 
however. opposed relying upon a 
definition rather than specifying the 
process for consent in the rule itself. 
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SAMl-lSA Response 

SAMHSA did not propose delinilions 
for the terms suggested and has decided 
not to pursue the ''alternative approach" 
since that approach as written received 
no support and only 2 commenters 
supported the "alternative approach 
with suggested revisions." Based on 
comments received, the agency has 
addressed disclosures to treating 
providers within this rule's COllsent 
requirements. 

E. Applicability(§ 2.12) 

SAMHSA is adopting this section as 
proposed. In addition to the rnvisions to 
tl10 definitjon of "Program" and the 
addition of a definition for "PaJ't 2 
program" mentioned above. SAMHSA 
has revised § ;2.12(d)(Z)(i)(C) so that 
restrictions on disclosures also apply to 
individuals or entities who receive 
patient records from other lawfu I 
holders of patient identifying 
information (see §2.11. Terminology 
Changes). Patient records subject to 
these regulations include patient 
records maintained by part 2 programs, 
as well as those records in Lhe 
possession of "other lawful holders of 
patient identifying information." 
SAMHSA may issue additional 
subregulatory guidance addressing the 
applicability section, as deemed 
necessary, after publication of the final 
rule. 

Public Comments 

A few commenters supported the 
proposed applicability provisions. Some 
commenters cited relevant preamble 
language but remained uncertain about 
who qualifies as a part 2 provider. 
Several commenters requested greater 
clarification in idenlifying part 2 
coverage. including whether the 
provisions apply to various models of 
integrated behavioral health and 
primary care; mixed-use facilities that 
provide primary care and behavioral 
health services or mental health and 
substance use treatment; certified 
community behavioral health centers 
that do not necessarily '·primarily" 
furnish substance abuse services but 
rather provide a comprehensive 
approach to care; embedded behavioral 
health information within an acute case 
record; a medical facility providing 
several distinct books of business. of 
which only one receives federnl 
assistance; pharmacies: dentists; 0mg 
Addiction Treatment Act (DATA 2000)­
waived physicians; employee assistance 
programs that may include substance 
use assessment and counseling; a 
provider who bills Medicaid and 
Medicare but is not otherwise a 

"federally assisted program:" and 
confidential information related to 
safety and incident reporting. A 
commenter requested clarification about 
the definition of "direct adrninislralive 
control" in Lhe proposed provision 
related to exceptions for 
communications within a prut 2 
program. A commenter urged 
consideration for reporting by programs 
to a publ ic heallh registry and suggested 
advantages of such a requirement. 

Some commenters requested 
applicability exemptions. Some 
commenters requested exclusions for 
employee assistance programs; 
Medicaid overutilization control 
progrnms; and plans with integrated 
care delivery models. SomP. commenters 
requested exemptions to consent for 
communications between a QSO and a 
pmi 2 program or Lhird-parly payer (e.g .. 
Medicaid) and between a paJ't 2 
program. One commenter requested 
clarification that consent and disclosure 
requirnments would not apply when the 
patient directs electronic disclosure for 
a consumer health application. A 
commenter requested clarification that 
services are only covered under part 2 
if the personnel are identified as 
providing substance use disorder 
treatment outside the organization lo the 
general public. Commenters favored an 
exception for reporting of child abuse 
and elder abuse. A few commenters 
mentioned certain concerns related to 
the proposed rule. A commenter argued 
that the proposed rule would do little to 
simplify requirements for providers, and 
this may result in providers not 
documenting substance use disorder­
related inl'omiation in medical records. 
Other commente.rs opposed the lack of 
protections in the proposal and warned 
that the rule would impose constraints 
and burdens on providing a patient's 
behavioral health data and impede 
information sharing. A commenter 
staled lhat general health care 
organizations that hire an employee 
with substance use disorder expertise 
would be considered a covered entity, 
so they may be discouraged from 
integrating substance use disorder 
services into their operation. Similarly, 
hospital emergency depm·tments may be 
discouraged from hfri ng staff with 
specialized experience in substancn use 
disorders. One commenter expressed 
concern that the rule may extend 
protection not just to records f'or 
substance use disorder treatment. but 
a lso to medical conditions and 
medications that aJlow an inference that 
the patient has a substance use disorder. 
One commenter argued lhat any 
substance use record shou Id be 

protected from unauthorized disclosure 
for criminal justice investigations. 
Expressing support for the continued 
proleclion of substance use disorder 
rncords from disclosure and use in 
criminal investigations except under 
certain conditions, a commenter said 
that while HIP AA and other laws also 
provide similar protections, part 2 has 
more slringent due process and court 
order provisiolls. 

One commenter argued that the 
proposed rule exceeds the underlying 
statutory requirements in 42 U.S.C. 
290dd-2 by expanding protections of 
substance use information and 
establishing penalties. Another 
commenter mentioned that the HITECH 
revisions lo HIPAA already require 
general medical facilities to utilize 
enhanced security measures to protect 
the confidentiality and privacy of 
patient's health records. 

A few commenters advocated that tl10 
safeguards applied to protected health 
information (as defined under H!Pf\A) 
for all other health conditions could 
apply for substance use disorder-related 
information. 

One commenter urged a focus on the 
actual information that requires 
protection, as opposed to the origin of 
the b·eatment records. Similarly. another 
commenter expressed disappointment 
that SAMHSA rejected the option to 
redefine the applicability of part 2 based 
on the type of substance use disorder 
treatment services, rather than the type 
of provider. 

Several commenters suggested 
exceptions to tl1e applicability of part 2 
regulations. One commenter said 
SAMHSA should create a due diligence 
exception to allow a part 2 program's 
records to be reviewed in the event of 
a proposed sale of the part 2 facility . 
Another commenter said SAMHSA 
should include an exception to allow 
disclosure of part 2 records in 
connection with the seeking of a grant 
or much needed funding for substance 
abuse patients. A commenter said 
SAMHSA should create a payment 
exception tJ1at would allow part 2 
programs to submit information lo 
governmental or commercial payers 
without the patient's prior 
authorization. 

Other commenters stated that 
exceptions should be added for the 
purpose or seeking involuntary 
commitment of an individual who poses 
a likelihood of serious harm to self or 
others by reason of a substance use 
disorder, in accordance with applicable 
provisions of state law and subject to 
appropriate terms regarding tlrn 
continued confidentiality or such data. 
AnoUier conuneo ter stated that U1e rule 
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should specilica11y permit continued 
data collection of substance use disorder 
by slate agencies. Another commenter 
stated that an exception limited 
disclosures to law enforcement and 
other appropriate parties in the event a 
committed patient escapes from a 
lreatmenl facil ity, and to other part 2 
programs and appropriate state agencies 
as necessary for purposes of discharge 
planning or transferring a patient 
without consent. 

SAMHSA Response 
With respect to the comments 

recommending aligning with HlP AA, 
SAMHSA has attempted to do so in this 
final rule to the extent the change was 
permissible under 42 U.S.C. 290dd-2. At 
the same lime, part 2 and its governing 
statute are separate and distinct from 
HTPAA and its implementing 
regulations. Because of its targeted 
population, part 2 provides more 
stringent federal protections than most 
other health privacy laws, including 
HlPAA. 

As stated in the preamble discussion 
of lhe applicability(§ 2.12) in the 
NPRM, SAMHSA considered options for 
defining what information is covered by 
part 2, including definjng covered 
information based on the type of 
substance use disorder treatment 
services provided instead of the type of 
facility providing the services. 
SAMHSA however, rejected that 
approach because more substance use 
disorder treatment services are 
occurring in general health care and 
integrated care settings, wbich typically 
are not covered under the current (1987) 
regulations. Providers who in the past 
offered only general or specialized 
health care services (other than 
substance use disorder services) now, 
on occasion, provide substance use 
disorder t.reatment services, but only as 
incident to the provision of general 
health. 

The definitions of "Part 2 program" 
and "Program" are critical to 
applicability. These terms are defined in 
§ 2.11. The response to comments on the 
definition of program in U1is final rule 
further clarifies coverage. Holding a 
waiver to prescribe buprenorphine or 
holding a waiver and prescribing 
buprenorphine as part of primary care 
practice does not lead to categorical 
inclusion or providers in the definition 
of a part 2 program; such determinations 
are fact-specific. The same concept 
applies whenever determining 
applicability. 

With respect to comments on part 2 
coverdge, although the statute may not 
be explicit with regard to certain 
provisions in 42 CFR part 2, the statute 

directs the Secretary to prescribe 
regulations to carry out the purpose of 
tl1e statute, which may include 
definitions and may provide for such 
safeguards and procedures that in U1e 
judgment of the Secretary are necessary 
or proper to effectuate the purposes of 
this section, to prevent circumvention 
or evasion thereof, or to facilitate 
compliance therewith. For vatious 
models of integrated behavioral health. 
SAMHSA strives to facilitate 
information exchange within new 
health cm-e models while addressing the 
legitimate privacy concerns of patients 
seeking treatment for a substance use 
disorder. These concerns include, but 
are not limited to, the potential for loss 
of employment. loss of housing. loss of 
child custody, discrimination by 
medical professionals and insurers, 
arrest, prosecution, and incarceration. 

The response to comments on the 
definition of program in this final rule 
forth.er clarifies coverage. 

SBIRT is a cluster of activities 
designed to identify people who engage 
in risky substance use or who might 
meet the criteria for a fo1mal substance 
use disorder. Clinical findings indicate 
that the overwhelming majority of 
individuals screened in a general 
medical setting do not have a substance 
use d isorder and do not need substance 
use d isorder treatment. A health care 
provider that does not otherwise meet 
the definition of a part 2 program would 
not become a part 2 program simply 
because they provide SBIRT with in Lhe 
context of general health care. 

For behavioral health facilities, 
SAM SHA notes tl1at federally quali lied 
healtl1 centers, community mental 
health centers. and behavioral health 
clinics meeting tl1e definition of apart 
2 program must comply with 42 CFR 
part 2 and those that do not meet the 
definition of part 2 pmgram do not have 
to comply v.rith 42 CFR part 2 unless 
they become a lawful holder of patient 
identifying information because they 
received patient idenlilying information 
via consent [along with a noticP. of 
prohibition on re-disclosure) or as 
permitted under the part 2 statute, 
regulations, or guidance. Ratlrnr than 
offer definitions or ouiline an 
exhaustive list of entities that could 
meet the definition of a part 2 program. 
we prefer to offer illustrative examples 
in tl1e explanation of applicability 
provision of lhese regulations (see 
§ 2.12(e)(1 )). SAMHSA has not received 
questions in the past concerning the 
definition of general medical facility. 

Regarding the question of part 2 
applicability when a patient directs 
electronic disclosure for a consumer 
healtJ1 application. the NPRM preamble 

discussion of lawful holder in the 
Terminology Changes section stated: ' 'A 
patient who has obtained a copy of their 
records or a family member who has 
received such information from a 
patient would not be considered a 
'lawful holder' of patient identifying 
information in this context." 
Information disclosed by a part 2 
program or a lawful holder of patient 
identifying information is covered by 42 
CFR part 2 and requires patient consent 
unless disclosure is otherwise pern1ilted 
under the part 2 statute or regulations. 
Therefore, it is permissible for a patient 
lo disclose information lo a personal 
health record or similar consumer 
health application but if a part 2 
program or lawful holder of patient 
identifying information discloses that 
information to the personal health 
record or other similar consumer 
applicat-jon on behalf of the patient, 
consent would be required. 

Regarding patient records and 
Medicaid overulilization control 
programs, U1e prohibition on re­
disclosure (§ 2.32) applies to 
information that would identify, 
directly or indirectly, an i ndividual as 
having been diagnosed, treated, or 
referred for treatment for a substance 
use disorder, such as indicated through 
standard medical codBs, descriptive 
language, or both, and allows other 
health-related information shared by the 
part 2 program to be re-disclosed, if not 
prohibited by any other applicable laws. 
Under the current statutory authority, 
patient records pertaining to substance 
use disorder may be shared only ~vith 
tlrn prior written consent of the patient 
or as permitted under the part 2 statute 
and implementing regulations. In 
addition, the authorizing statute 
specifically enumerates the areas of 
non-applicability, which includes U1e 
reporting w1der state law of i ncidents of 
suspected child abuse and neglect to 
appropriate stale and local authorities. 
Therefore, SAMHSA did not adopt this 
requested change. Regarding elder 
abuse, ifa program determines it is 
important to report elder abuse, 
disabled person abuse, or a threat to 
someone's heallh or safely, or if U1e laws 
in a progi·am's state require such 
reporting, the program must make the 
report anonymously, or in a way that 
does not disclose that the person 
making the threat is a patient iJ1 the 
program or has a substance use disorder, 
or obtain a court order if Lime allows. 

Some commenters asked about the 
applicability of the part 2 regulations to 
various faciJities or entities. such as 
rehabilitation facilities, dentists, and 
pharmacies. In summary, if a provider is 
not a general medical faci lity or does 
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not hold itself out as providing, and 
provides, substance use disorder 
diagnosis. treatment or referral for 
treatment, it would not meet the first 
section of the definition of "Program." 
lf the provider is either not an identified 
unit w.ithin a general medical facility 
lhat holds itself out as providing, or 
does not provide, substance use 
disorder diagnosis, treatment, or referral 
for treatment, it does not meet the 
second section of the definition of 
"Program.'' lf the provider either does 
not consist of medical personnel or 
other staff in a general medical facility 
whose primary function is the provision 
of substance use d.isorder d.iagnosis. 
treatment, or referral for treatment or is 
not identified as such specialized 
med.ical personnel or other staff by the 
general medical faci lity, it does not meet 
the third section of the definition of 
"Program." Whether embedded 
behavioral health information is covered 
by 42 CfR part 2 depends on several 
factors: First. only patient identifying 
information is subject to part 2 
protections. If the acute care facility 
meets tJie definition of a part 2 program 
and the information would identify, 
d.ire~yminfu~~anind.iri~alu 
having been diagnosed, treated, or 
referred for treatment for a substance 
use disorder, the informat ion is subject 
to part 2 protections; and if tJie acute 
care facility received the patient 
identifying information ria a valid part 
2 consent (with a notice of prohibition 
on re-disclosure) or as otherwise 
permitted under the part 2 statute or 
regulations, the information is subject Lo 
part 2 protections. 

With respect to pharmacies, when 
they receive prescriptions directly from 
part 2 programs, the patient identifying 
information related to those 
prescriptions is subject to 42 CrR part 
2 confidentiality restrictions (as 
ind.ir.ated by the accompanying 
prohibition on re-disclosure notice). 
Pharmacies lhat receive paper 
prescriptions directly from patients (and 
do nol receive a prohibition on re­
d.isdosure notice) are, therefore, not 
subject to the part 2confidentiality 
restrictions. However, if.' lhe pharmacy 
or pharmacist meets the definition of a 
part 2 program, they must comply with 
tl1e part 2 regulations. 

Tn response to the commenter's 
request for clarification that serriccs are 
only covered under part 2 if the 
persormel a.re identified as providing 
substance use disorder treatment 
outside the organization to tJ1e general 
public, the th ird section of the 
definition of program uses the term 
·'personnel" to stale that medical 
personnel or other staff in a general 

medicaJ facility whose primary function 
is the provision of substance use 
disorder diagnosis, I realment or refe1Tal 
for treatment and who are identified as 
such providers. This section of the 
definition of program does not include 
the phrase "holds i tsclf out" as do the 
first two sections of the definition of 
program. In the third section of the 
definition, the medical personnel or 
other staff must be identified as such 
specialized medical personnel or other 
sta!Tby the general medical facility. 

Although commenters requested an 
exclusion for employee assistance 
programs, the regulation tex1 al 
§ 2,12(d)(1) stales: "Coverage includes, 
but is not limited to, those treatment or 
rehabilitation programs, employee 
assistance programs, programs within 
general hospitals, school-based 
programs, and private practitioners who 
hold themselves oul as providing, and 
provide substance use disorder 
diag11osis, treatment, or referral for 
treatment. 

Commenlers requested an exemption 
for communications between a prut 2 
program and another entity under 
common ownership or control, but 
SAMHSA declines to make the 
requested change. However, as stated in 
the regulatory text(§ 2.12(c)(3) 
restrictions on disclosure in these 
regulations do not apply lo 
communications of information between 
or among personnel having a need for 
the information in connection with their 
duties that arise out of the provision of 
diagnosis. treatment, or referral for 
treatment of patients wil11 substance use 
disorders if the communications are: 

(i) Within a part 2 program; or 
(ii) Between a part 2 program and an 

entity that has direct administrative 
control over the program." 

SAMHSA declines to add the various 
suggested exceptions to the applicability 
of the parl 2 regulations. and encourages 
all stakeholders lo consult wit11 legal 
counsel lo ensure compliance with 42 
CFR parl 2, as well as any other 
applicable federal, state, or local laws or 
regulations. Si\MHSA is Limited by 
statute to the specific exceptions listed 
in tJ1e law; it cannot, therefore, add 
exceptions. As stated previously. 
SAMHSA is aul11orized to promulgate 
regulations and to provide such 
safeguards and procedures necessary to 
carry out the purposes of the 
aulhorizing statute. SAMHSA Jias 
endeavored to strike an appropriate 
balance between lhe important privacy 
protections afforded patients with 
substance use disorders and the 
necessary exchange of information lo 
improve treatment outcomes f'or these 
individuals. 

f . Con£dentiality Restrictions and 
Safeguards(§ 2.13) 

SAMHSA is modifying this section 
slightly from that proposed in the 
NPRM by adding a paragraph clarifying 
responsibility for the List of Disclosures 
requirement. As discussed in the 
proposal, hecause SAMRSA is revising 
the consent requirements to allow a 
general designation in certain 
circumstances. we have rerised § 2.13 
by adding a paragraph (d), which 
requires that, upon request, patients 
who have included a general 
designation in the "To Whom" section 
of their consent form must be provided, 
by the entity that serves as an · 
intermediary, a list of entities to which 
their information has been disclosed 
pursuant to the general designation (Lisl 
of Disclosures). 

The new§ 2.13(d) specifies that 
patient requests f'or a list of entities to 
which their information has been 
disclosed must be in writing. Consistent 
with the NPRtvf, we consider ·•written" 
to include both paper and electronic 
documentation. The list is limited to 
disclostu·es made within lhe past 2 
years. 

FurtJ1er, entities named on the 
consent form that disclose information 
pursuant lo a patient's general 
designation (entities that serve as 
intermediru·ies as described in 
§ 2.31 (a)(4)(iii)(B)) must respond lo 
requests for a List of Disclosures in 30 
or fewer days of receipt of the request. 

1. Delayed Im plementalion of List of 
Disclosurns Provision 

Public Comments 
Several corru11enters raised concerns 

about how to interpret the two-year 
delayed implementation of List of 
Disclosures and whether the general 
designatjon will be used during tJ1at 
period. A commenter e>-'})ressed concern 
about the immediate in1plementation of 
the general designation while the right 
of patients to obtain a List of Disclosures 
is postponed f'or lwo years. 

Other c:ommenters stated that, based 
on Lhe NPRM language, Hills will. not be 
able to take advantage of a general 
designation on the consent form until 
they have the ability to comply with the 
List of Disclosures requirement. 

Commenters said SAMHSA needs to 
clarify that the duty to begin collecting 
and storing disclosures under the 
general designation begins two years 
after tJ1e effective date of the final rule 
and not before. 

A commenter recommended that the 
right to obtain a list of those who have 
received the patient's in formation 
should be implemented s imultaneously 
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with any other revisions to the part 2 
regulation. Another commenter said 
SAMSHA should implement tJ1e List of 
Disclosures requirement within 90 days. 

SAMHSA Response 

SAMHSA clarifies that the general 
designation on a consent fonn may not 
be used until entities have the ability to 
comply with the Lisi of Disclosures 
provision. However. SAMHSA has 
removed the two-year delayed 
compliance date for the List of 
Disclosures provision for the reasons 
discussed in Section fV above. 

2. Responsibilities Under the List of 
Disclosures Process 

Public Comments 

Commenters said SAMHSA should 
allow non-treating entities, that do not 
have a treating provider relationship 
with the patient whose information is 
being disclosed and serve as 
intermediaries named on the consent 
form, to release thH List of Disclosures 
to the facility where the patient receives 
care (or the part 2 program), rather than 
to the patient directly. One commenter 
said because this process, in which the 
patient/consumer requests and receives 
the List of Disclosures from the site 
where they receive care/part 2 program, 
rather than from the HIE, resembles the 
process cw-rently being used to meet 
HJP AA disclosure requirements. it 
could be implemented without 
requiring additional burdens on HTEs. 
Since most HIBs are not patient-facing, 
commenters stated that there are 
typically nol policies or procedures in 
place for interacting with patients 
directly, particularly for patfont 
authentication, and suggested it be done 
al the provider level, and that the 
patient communication be maintained at 
the part 2 program level. 

Other commenters said SAMHSA 
does not specify what responsibility, if 
any, the part 2 program has to 
coordinate or verify the compliance of 
the CCO or Hill with the List of 
disclosures. One commenter said if 
SAMHSA intends for U1e part 2 program 
to have any responsibilities beyond this, 
then it should obtain additional 
feedback from part 2 programs before 
proposing any new obligations. Some 
commenters appeared to assume the 
part 2 program was responsible for the 
List of Disclosures and requested that 
SAMHSA modify the requirement lo 
impose the duty directly upon the HIE, 
ACO. CCO, or research institution to 
provide the LisLing to the patient. rather 
than tJ1e part 2 program. 

A commenter said SAMSHA should 
clarify what entities must be included 

on the List of Disclosures when the 
entity is part ofa complex healthcare 
system. 

Another commenter said U1e absence 
of requiring disclosure of individual 
names undermines Urn intent of the List 
of Disclosures and undermines the 
purpose of expanding the "To Whom" 
provision and the palient's incentive or 
wi II inguess to consent to a general 
designation. The commenter said the 
provision must be very explicit in 
disclosing those agencies or individuals 
that will receive the patients' medical 
information. 

SAMHSA Response 
Regarding tJ1e suggestion to allow 

entities that serve as intermediaries as 
described by§ 2.31(a)(4)(iii)(B) to 
release tJ1e List of Disclosures lo the 
facility where the patient receives care 
(or the part 2 prngram) or with the 
providers to whom the disclosure was 
made. rather than directly to the patient. 
SAMHSA has decided to retain the 
NPRM language and proposed 
responsibilities because the party 
making the disclosw'e under the general 
designation should be accountable for 
that disclosure. SAMHSA has clarified 
in paragraph § 2.31(d)(3) tJ1at the part 2 
program is not responsible for 
complying with foe List of Disclosures 
requirement; the entity that serves as an 
intermediary, as described in 
§ 2.31(a)(4)(ii_i)(B). is responsible for 
comp liance with the List of Disclosures 
requirement. 

SAMHSA plans to issue subregulatory 
guidance that clarifies how the patient 
may request the List of Disclosures from 
intermed iaries as described by 
§ 2.31 (a)(4)(iii){B). 

On the responsibility of pa.rt 2 
providers to comply with the List of 
Disclosures requirement, SAMHSA 
agrees with the commenters that more 
clarity is needed. In the circumstance in 
whicl1 a patient provides a generaJ 
designation in the "To Whom" part of 
a consent form, the part 2 program may 
not know to whom the disclosures have 
been made by the entity that serves as 
an intermediary. As such, the List of 
Disclosu.res provision requires tl1at: The 
entity named on the consent form lhat 
discloses information pursuant to a 
patient's general designation (the entity 
that serves as an intermediary. as 
described in§ 2.31(a)(4)(iii)(B)) must: (i) 
Respond in 30 or fewer days of receipt 
of the written reql1esl; and (ii) Provide, 
for each disclosure, the na.me(s) of the 
entity(ies) to which the disclosure was 
made. the date of the disclosure, and a 
brief description of the patient 
identifying information disclosed. 
Further, paragraph (d)(3) clarifies tJ1at 

the part 2 program is not responsible for 
complying with § 2.13(d). 

Jn response to the request for 
clarification on what entities must be 
listed on the List of Disclosures and 
suggestion tl1at individuals (rather than 
entities with whom such individuals are 
affiliated) must be listed, SAMHSA 
clarifies that the List of Disclosures 
must include a list of the entities to 
which the information was disclosed 
pursuant to a general designation. 
Individuals who received patient 
identifying information pursuant to the 
general designation on a consent form 
should be included on the List of 
Disclosures based on an entity 
affiliation, such as the name of their 
practice or place of employment. 
However, if entities that arn required to 
comply with the List of Disclosures 
rnquirement wish lo include individuals 
on the List of Disclosures, in addition to 
the required data elements which are 
outlined in§ 2.13(d)(2)(ii), nothing in 
this rnle prohibits it. 

SAMHSA considered requiring both 
individuals and entities to be included 
on the List of disclosures but, after 
reviewing the Health Information 
Technology Privacy Committee's 
(HlTPC's) recommendations (hllps:/1 
www.healthit.gov/sites/Jaca/Jiles/PSTT_ 
Transmitta/010914.pdj), decided to 
require, al a minimum. a list of entities. 
These recommendations addressed the 
HJTECH requ.irement that HIP AA 
covered entities and business associates 
account for disclosures for treatment, 
payment, and heal lb care operations 
made through an EHR. The TransmitlaJ 
Letter recommended, "that the content 
of the disclosure report be required to 
.include only an entity name rather than 
a specific individual as proposed in the 
NPRM." In addition, the Transmittal 
Letter noted that the Organization for 
Economic Cooperation and 
Development (OECD) principles, the 
Fair Credit Reporting Acl, and the 
Privacy Act of 1974 do not require U1at 
the names of individuals be provided. 
The HITPC, a committee established by 
the American Recovery and 
Reinvestment Act of 2009 in accordance 
with the Federal Advisory Committee 
Act (FACA), provides recommendations 
on health IT policy issues to the ONC 
for consideration. The HITPC gave a 
broad charge to its Privacy & Security 
Tiger Team (Tiger Tean1) "to provide 
recommendations on how to implement 
the requirements of the HJTECH Act of 
2009 for covered entities and business 
associates to account l'or disclosures for 
treatment, payment and health care 
operations made thJ'Ough an EHR. ln the 
referenced Transmittal Letter, the 
HJTPC did not focus on 42 CFR part 2, 
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however. given the s imilarities of the 
issues and the importance of the lessons 
the Tiger Team learned, SAMHSA was 
persuaded by the Tiger Team's 
discussion. 

3. Technological Cballenges and Burden 
of the List of Disclosures Provision 
Public Comments 

Public Comments 
Many commenters argued that entities 

may not be equipped to maintain and 
provide a List of Disclosures. A l'ew 
commenters expressed general concern 
about the burden associated with the 
List of Disclosures provision. Several 
commenters added that the burden is 
disproportionate to the anlicipaled 
benefit. Other commenter:; specified 
areas of burden , including 
administering consents: developing a 
tracking system; manually reviewing or 
auditing all records: and transmitting 
information by U.S. mail. Some 
comments menlioned the operalional 
impact of the provision, including the 
impact on existing business practices; 
uncertainty about interoperability with 
additional systems; and operationalizing 
a different approach !'or HTPAA. One 
commenter argued that HIPAA already 
provides sufficient protections through 
the requirement for tracking and 
providing an accounting of certain 
disclosures. Another commenter 
expressed concern that there are varying 
levels of technical resources avaHable 
for compliance with the rule. 

A commenter warned that one 
componenl of the Affordable Care Act is 
its focus on sharing of certain medical 
information and the proposed regulation 
may prevent real izatjon of that goal. 
Similarly, another commenter said, if 
Hills are included in the disclosure 
request, entities would be left with the 
choice of either not sending this 
information, which would then not be 
available in emergent situations, or nol 
complying with this requirement. 
Another commenter said creating 
additional accounting requirements, 
without further clarification on the 
interoperability of such EHR systems, 
can create a state of continuous 
uncertainty and flux, deterring 
investment into substance use disorder 
treatment programs within integrated 
care networks. 

Some commenters stated that the 
proposed provision conflicts with 
existing HIP AA accounting of disclosure 
requirements or state laws. Other 
commenters said it would be 
administratively burdensome to 
implement, particularly in light of the 
fact that the health information 
technology industry is still waiting for 

OCR to determine how it will address 
the I-TTTECH changes to H[PAA 
accounting of disclosures. 

For the above reasons, some 
commenters urged SAMHSA not to 
include the List of Disclosures provision 
in the final rule; delay promulgating 
until OCR decides bow it will approach 
the HITECH provisions concerning the 
HIP AA accounting of disclosures 
requirnment; and engage with OCR, 
providers. and vendors to fully 
understand the implications of such a 
requirement before establish ing an 
implementation date for the List of 
Disclosures requirement. 

SAMHSA Response 
SAMHSA is including the List of 

Disclosures requirement in the final rule 
to balance the flexibility of allowing a 
general designation in the ' 'To Whom .. 
section of the consent form against the 
protection of patient privacy. We 
understand commenter concerns about 
the technical feas ibility of implementing 
the List of Disclosures requirement. 
However. there is no timeframe in 
which part 2 programs and lawful 
holders need to comply with the List of 
Disclosures requirements; only the 
condition t11at if they choose to have the 
option to disclose information pw·sua.nt 
to a general designation on the "To 
Whom" part of the consent form. they 
must also be capable of providing a List 
of Disclosures upon request per 
§ 2.13(d). Because the general 
designation is not mandated on a 
consent form, tl1is allows entities time 
lo develop and test tJ,e technology 
needed for compliance with the List of 
Disclosures requirements or to decide 
nol to disclose information pursuant to 
a general designation and not 
implement technology needed for 
compliance with the List of Disclosures 
provision. 

Public Comments 
A commenter said the List of 

Disclosures will impose a complex 
burden upon all parties involved in the 
disclosure and receipt of substance use 
disorder treatment, asserting that the 
disclosing party-if it is not a part 2 
program-would need lo know that the 
information being disclosed is subject to 
the part 2 requirements. The commenter 
said there may be a question of whether 
this type of disclosure would be 
prohibited per the Prohibition on re­
disclosure provision, and this becomes 
more complex if farther disclosures or 
re-disclosures take place. 

SAMHSA Response 
SAMHSA responds that the entity 

that serves as an intermediary should be 

provided a copy of the part 2-compliant 
consent form or the pertinent 
information on the consent form 
necessary for the intermediary to 
comply with the signed consent. The 
providers with a treating provider 
relationship wilh the patient whose 
information is being disclosed would be 
aware of the part 2 protections because 
the disclosure would also be 
accompanied by the prohibition on re­
disclosure notice. 

Public Comments 
A commenter said SAMHSA has not 

addressed whether tJ1ere will be a cost 
to the patient for obtaining a List of 
Disclosures. If patients will be required 
to pay a fee for this list of disclosures, 
the commenter said SAMHSA should 
establish a reasonable fee for the 
provision of the List of Disclosures. 

SAMHSA Response 
SAMHSA strongly encourages entities 

to provide the List of Disclosures al no 
charge to the patient. 

4. Recommendations To Further Protect 
Patient Privacy 

Public: Comments 
A commenter said SAMHSA should 

require the List of Disclosures to include 
all disclosures of the patient's health 
information, whether such disclosw·e 
was made pursuant to a consent form, 
QSOA, medical emergency. or any other 
means. Similarly, another commenter 
stated that, when a record of al I uses 
and disclosures already exists, a 
prngram should be required to make 
tJ1al record ava.i lab le lo a patient upon 
request. Other comm enters asserted that 
the List of Disclosures should be 
presented to the patient at the time the 
consent is signed, rather than after the 
disclosurns have been made. A 
commenter said patients should also be 
given the option, at tJ,e lime of signing. 
to cross out entities to whom they do 
not want their information disclosed. 
Also, a commenter said patients should 
be informed of changes to the list that 
may now have access to their 
information. 

Some commenters expressed concern 
that the List of Disclosures would be 
limited to disclosures made within the 
past two years, which does not allow 
the patient to learn about past data 
breaches. Some commenters 
recommended expanding the tjme 
period lo five years or not including a 
time limit. 

SAMHSA Response 
ln response to these concerns and 

recommendations about increasing 
patient privacy rights, SAMHSA 
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clarifies that the List of Disclosures 
provision was proposed in the NPRM as 
a way to balance the revision to the 
consent form allowing a more general 
designation in the "To Whom'' section, 
which is optional. The List of 
Disclosures provision is limited to 
information disclosed pursuant to the 
general designation by the entity U1at 
serves as l11e intermediary, but these 
entities as well as part 2 programs are 
not prohibited from providing patients 
with all available information. Patients 
wi11 have tJ1e right to request this List 
of Disclosures and have it produced in 
a timely fashion; however, SAMHSA 
has chosen not to require entities to 
provide this information at tJ1e time of 
patient consent as this would be 
impossible because disclosure of the 
patient's information has not occurred 
at that point SAMHSA also emphasizes 
that patients are not requirnd to use a 
general designation in the "To Whom" 
section of the consent form. Therefore, 
patients can limit disclosures by a more 
concrete specification (i.e .• named 
individual(s)). 

In response the comments on 
expanding the time period that the List 
of Disclosures covers, this final rule's 
provision to limit tl1e List of Disclosures 
to those made within the last two years 
docs not preclude an entity that serves 
as an intermediary from providing the 
patient with a list covering disclosures 
made for periods greater than two years. 

Public Comments 

A commenter said SAMHSA should 
not include the sample language for a 
request for a List of Disclosures under 
the general designaUon in the final rule 
because HIPAA has shown that entities 
construe such sample language as 
mandates to use the san1ple language, 
tl1ereby making it more difficult for an 
individual Lo request such i nformation, 
and hindering their ability to obtain 
such information contrary to the intent 
of the proposed rule. The commenter 
suggested that SAMHSA, as part of this 
rule or in subregulatory gu idance at a 
later date, recommend that certain 
criteria be included as pru-t of an 
rndividual's request for such 
disclosures. 

SAMHSA Response 

SAMHSA did not intend for the 
sample language for a request for a list 
of disclosures provided in the NPRM to 
be construed as a requirement for 
requesting a List ofDisclosmes. but 
rather to assist patients in making such 
a request. SAMHSA is retaining the 
sample language ill this rule. 

Public Comments 

A commenter asserted that stales can 
set a higher standard than part 2, but the 
NPRM language would lead the patient 
to think that they could get information 
via unencrypted email. The commenter 
suggested the provision be modified to 
indicate that responses sent to the 
patient electronically may be sent by 
unencrypted email at the request of the 
patient "so long as it is not prohibited 
by applicable law." In addition, the 
commenter said the final mle should 
require patients to be notified that tl1ere 
may be some level of risk that the 
information in an unencrypted email 
could be read by a third party. ln 
addition, the commenter said the rule 
should state that, if patients are notified 
of the risks and still prefer unencrypted 
email, tJ1e patient has l11e right to 
receive the information i n that way, and 
entities are not responsible for 
unauthorized access of the information 
while in transmission lo the patient 
based on the patient's request. 

SAMHSA Response 

The language regarding unencrypted 
email transmissions appears in lhe 
NPRM preamble only and acknowledges 
both encrypted and unencrypted email 
as acceptable modes of transmission. 
The language goes on to say: ''Responses 
sent to the patient electronically may be 
sent by encrypted transmission (e.g .. 
encrypted email or portal). or by 
unencrypted email at the request of the 
patient, so long as the patient has been 
i nformed of the potential r isks 
associated wjth unsecured transmission. 
Patients should be notified that there 
may be some level of r isk that the 
information in an unencrypted email 
could be read by a third party. If 
patients are notified of the risks and still 
prefer unencrypted email, the patient 
has the right to receive the information 
in that way. and entities are not 
responsible for unauthorized access of 
the information while in transmission to 
the patient based on the patient's 
request. Before using an unsecured 
method to respond to a request for a list 
of disclosures, an entity should take 
certain precautions, such as checking an 
email address tor accuracy before 
sending it or sending an email alert to 
the patient for address confirmation to 
avoid unintended disclosures." 
SAMHSA does not intend to be 
prescriptive regarding how the 
information is relayed to the patient or 
to preempt applicable state law that may 
prohibit unencrypted transmission (see 
§ 2.20), 

Public Comments 

A commenter said the NPRM 
abandoned the current statement that 
tJ1e rule does not restrict a disclosure 
tJrnt "an identified individual is not and 
bas never been a patient." The 
commcnters said the new approach 
militates against fishing by third parties. 

SAMJ-ISA Response 

SAMHSA agrees with the commenter 
tJ1at prohibiting a disclosure tl1at "an 
identilied individual is not ru1d has 
never been a patient" mitigates against 
fishing by third parties. 1n the NPRM, 
SAMHSA proposed to remove the 
concept from§ 2.13(c){2) that the 
regulations do not restrict a disclosure 
tJ1al an identi fied individual is not and 
never has been a patient and has 
retained this position in the frnal rule. 

Public Comments 

Commenters made other 
recommendations relating to the 
proposed List of Disclosures 
requirement focused on generally 
improving patients' rights, including 
suggestions to keep information 
confidential: notify when a treating 
provider has accessed tl1e patient's 
confidential information; ensure 
patient-approved information sharing; 
provide a process by which an 
individual can raise a complaint; and 
disclose to patients in plain language. 

SAMJ-ISA Response 

SAMHSA acknowledges and shares 
the commenters' concerns with patient 
privacy. We believe that 01e List of 
Disclosures requirement as proposed in 
the NPRM is adequate to info,m patients 
of how their information has been 
shared in the event that they provided 
a general designation in the "To Whom" 
portion of their consent. SAMHSA 
encourages entities to provide tJ1e 
information associated wi tJ1 a List of 
Disclosures in plain language and with 
sufficient specificity so that patients 
understand the List of Disclosures, 
including the brief description of the 
patient identifying in formation 
djsclosed. 

5. Other Comments and 
Recommendations on tl1e List of 
Disclosures Provision 

Public Comments 

One commenter recommcmded that 
SAMHSA allow consent to include a 
description ofHlE as a function to 
support patient earn, and exclude this 
fu nction from the information 
disclosure accounting [List of 
Disclosure} requirement. 
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A co=enter recommended that 
SAMHSA offer add itional guidance on 
best practices and make infrastructure 
grants available to create the necessm·y 
modifications within providers' EHRs or 
other consent tracking systems. 

Some commenters made other 
suggestions. For example, a commenter 
requested that SAMHSA define "in 
v.rriting" and "written requests" as those 
terms are used in the List of Disclosures 
provision(§ 3.13(d)). Another 
commenter urged SAMHSA to explore 
options lo reduce the cost of the List of 
Disclosures provision and Further clarify 
how the enhanced protection of 
substance use disorder treatment 
information can be consistent and 
interoperable with other health systems. 

SAMHSA Response 
As for the rnquest to define "in 

writing" and "written requests" as those 
terms are used in the List 01.· Disclosures 
provision, in the NPRM preamble 
discussion of Terminology Changes, 
SAMHSA explained that for the 
purposes of this regulation, we also 
propose that the term ''written" include 
both paper and elect.ronic 
documentation. 

The consent requirements(§ 2.31) 
include the option of including in the 
"To Whom'' section of the consent form 
the name of an entity that does not have 
a treating provider relationship with the 
patient whose information is being 
disclosed (and is not a third-party payer 
that requires patient identifying 
information for the pw·poses of 
reimbursement for the services rendered 
by the pm·t 2 program) and either the 
name(s) of an individual participantts); 
or the name(s) of an entily parlicipant(s) 
that has a treating provider relationship 
with lhe patient whose information is 
being disclosed; or a general designation 
of an individual or entity participant(s) 
or class of participant(s) who has a 
treating provider relationship with the 
patient whose information is being 
disclosed. Any HIE that serves as an 
intermediary is subject to the List of 
Disclosures requirement regardless of its 
other "functions.'' Regarding the 
requests for guidance, SAMHSA may 
issue additional subregulatory guidance 
on this provision aJ'ter this final rule is 
published. 

G. Security for Records(§ 2.16) 

SAMHSA is adopting this section as 
proposed except. l'or some non­
substantive, technical changes to lhe 
language in proposed§ 2.16(a)(2)(i). 
SAMHSA is modernizing this section to 
address both paper and electronic 
records. First, SAMHSA revised the 
heading by deleting the word "written" 

so that it now reads: SecW'ity for 
Records. Secondly, SAMHSA clarified 
that tllis section requires both pa.it 2 
programs and other lawful holders of 
patient identifying information to have 
in place formal policies and procedW'es 
for the securi ly of both paper and 
electronic records. Finally, SAMHSA 
has replaced language in other sections 
of part 2 with a reference to the policies 
and procedures established under 
§ 2.16, where applicable. As noted 
above, SAMHSA has made some 
technical changes to the language in 
proposed§ 2.16(a)(2)(i). In particular. to 
more closely align wilh the HIPAA 
Securit-y Ru.le, SAMHSA has revised 
§ 2.16(a)(2)(i) to require that part 2 
program security for electronic records 
policies must include "creating, 
receiving, maintaining, and transmitting 
such records." The proposed language 
was "copying. downloading, 
forwarding. transferring. and removing 
such records.'' 

Public Comments 

Some commenters supported the 
proposed provisions on secW'ity and 
stated that they provide appropriate 
protections. However. mm1y 
commenters asserted that the security 
provisions of HIP AA should be followed 
and that those requirements should 
satisfy the part 2 provisions. 

A commente1· also supported the use 
of internal confidentiality agreements. 

A commenter expressed concern that 
the rule does not address what a non­
part 2 provider who receives pm'l 2 data 
must do to ensure adequate safeguards 
are in place. Similarly, another 
commenter expressed concern about 
security obligalions lhat would be 
placed on olher lawful holders, such as 
courts, law firms, family members, or 
other private citizens who are often not 
the types of providers subject to the 
current (1.987) part 2. 

One commenter recommended an 
expiration date for electronic records. 
Another commenter recommended that 
the use of secure, certified HIT be added 
as a requirement for part 2 program 
providers, as well as any services 
provided that conduct audits and 
evaluations related to transition of 
palienl information. 

SAMHSA Response 

SAMHSA appreciates the support of 
commenters on this issue. On the issue 
of HJPAA, covered entities must comply 
with all regulations that are applicable 
to them. Because some entities subject 
to this rule are not subject to HIP AA, 
SAMHSA may provide subregulatory 
guidance after the ru lemaki ng on the 
extent to which compliance with 

HIPAA security requirements. for those 
subject to them, will satisfy § 2:16. 
SAMHSA emphasizes that if an entity 
aheady has security practices and 
policies in place that meet the 
requirements of this rule, whether those 
practices were developed to meel the 
regulatory requirements or simply as a 
matter of good practice, the entity may 
not need to take additional action on 
this issue. In the NPRM, SAMHSA 
suggested resources for part 2 programs 
and other lawful holders l'or developing 
formal policies and procedures 
including materials from the HHS Office 
for Civil Rights (e.g., Guidance 
Regarding MetJ1ods for De-identification 
of Protected Health Tnformation in 
Accordance with the Health Insurance 
Portability and Accountability Act 
(H!PAA) Privacy Rule), and tJ1e National 
Institute of Standards and Technology 
(NIST) (e.g .. the most current version of 
the Special Publication 800-88, 
Guidelines for Media Sanitization). 

On the issue of use of internal 
confidentiality agreements ru1d the 
required use of secure, certified Health 
IT, § 2.16 provides requirements for 
formal policies ru1d prncedures lo 
reasonably protect against unauthorized 
uses and disclosure of patient 
identifying information and to protect 
against reasonably anticipated threats or 
hazards to t11e security of patient 
identifying information. A part 2 
program or other lawful holder of 
patient identifying information may 
impose any additional requirements that 
they feel will enhance protections. 

With regard to sectlrity of the records 
lawfully obtained by non-part 2 
programs,§ 2.16 applies equally to these 
entiti.es (referred to as lawful holders of 
patient identifying information). The 
required formal policies and procedures 
are intended to ensme protection of 
patient identifying information when 
electronic records are exchanged 
electronically using health IT, as well as 
when they are exchanged using paper 
records. In addition, the formal policies 
and procedures will have to address, 
among other thi_ngs, the sru1itization of 
hard copy and electronic media, which 
is addressed in the NPRM discussion of 
Disposition of Records by Disconfinued 
Programs(§ 2.19). On the concern 
raised that § 2.16 places an 
unreasonable burden on courts, law 
firms, family members, or other private 
citizens who may obtain the 
information. a patient who bas obtained 
a copy of his or her records or a family 
member or private citizen who has 
received such information from a 
patient would not be considered a 
lawful holder of patient identifying 
information in this context. Genera.Uy, 
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consents and permissible disclosures 
are i.nitiated by a lawful holder who 
desires the information and, therefore, 
the lawful holder would already be 
familiar wi01 part 2. 

H. Disposition of Records by 
Discontinued Programs(§ 2.19) 

SAMHSA is modi lying this section 
from thal proposed in the NPRM in 
response to public comments, as 
discussed below. Tn this section, 
SAMHSA addresses the disposition of 
both paper and electron ic records by 
discontinued progrnms, including 
added requirements for sanitizing paper 
and electronic media, which is 
distinctly different from deleting 
electronic records and may i.nvolve 
clearing (using software or hardware 
products to overwrite media with non­
sensitive data) or purging (degaussing or 
exposing the media to a strong magnetic 
field in order to disrupt the recorded 
magnetic domains) the information from 
the electronic media. Lf circumstances 
warrant the destruction of the electronic 
media prior to disposal. destruction 
methods may include disintegrating, 
pulverizing, melting, incineraling, or 
shredding the media. SAMHSA expects 
the process of sanitizing paper media 
(iocluding printer and facsimile (FAX) 
ribbons, drums, etc.) or electronic media 
to be permanent and irreversible. so that 
there is no reasonable risk that the 
information may be recovered. For Lhe 
purpose of this rule, SAMHSA makes a 
distinction between electronic devices 
(something Lhat has computing 
capability, such as a laptop, tablet, etc.) 
and electronic media (something that 
can be read on an electronic device, 
such as a CD/DVD. flash drive. etc.). 

Public Comments 
A co=enter expressed support for 

the proposal related to disposition of 
recmds by discontinued programs. 
Another commenter recommended tl1at 
the rule allow l'or "selective sanitizing,'' 
using methods that will not requ ire 
overwriting the entire electronic media. 
Two commenters asked about patient 
records when a program is acquired by 
another program. A commenter 
suggested that the rule should address 
situations in which a patient cannot be 
located or is deceased and cannot give 
consent. The commenter provided 
multiple suggestions relating to 
disposition of records, including permit 
more flexible means of storage; permit 
scanning and electronjc storage of 
records; do not require transfer to a 
portable device; offer an option to store 
records in a production encrypted 
network storage device. This commenter 
also asserted that sanitation of 

electronic co=unications would not 
be feasible in organjzations storing 
millions of electmnic records: requiring 
storage of a portable electronic device in 
a sealed container does not add 
additional security if it is already 
encrypted; and deleting sub5iance use 
information from records does not 
conceal the fact that someone has a 
substm1ce use disorder but instead 
highl ights the fact. 

SAMHSA Response 
SAMRSA ackoowledges the support 

for the proposed provision. With regard 
to the issue of multiple sources of 
records, we have revised the language in 
the final rule to allow one year to 
complete the process of sanitizing paper 
or electronjc media (see§ 2.19(b)(2)(iii)). 
This change should allow for select 
palienl records lo be removed from both 
the specific site and any operational 
sources without disrupting other patient 
records. Regarding acquisition of one 
program by another, the§ 2.19(a) 
regulatory text outlines the exceptions 
lo removing patient identifying 
information from its records or 
destroying its records. 

1f the patient cannot be located or is 
deceased and cannot give consent, the 
part 2 program that has discontinued 
operations or is taken over or acquired 
by another program, must remove the 
patient's identifying infom1ation from 
its records, including sanitizing any 
associated hasd copy or patient records 
or palient identifying in formal ion 
residing on electronic media, to render 
the patient identifying information non­
retrievable in a mrumer consistent with 
policies and procedures umler § 2.16. 

Regarding comments on more flexible 
means of electronic record storage, 
SAMHSAhas revised§2.19(b)(2) to 
allow for more flexibility. The revisnd 
language allows for electronic records to 
be transferred to a portable electronic 
device with implemented encryption to 
encrypt the data at rest so that there is 
a low probabil ity of assigning meru1ing 
without the use of a confidential process 
or key and implemented access controls 
for the confidential process or key (see 
§ 2.19(b)(2)(i)): or transferred, along with 
a backup copy, to separate eleclronic 
media, so thal both the records and the 
backup have implemented encryption to 
encrypt the data at rest so that them is 
a low probability of assigning meaning 
wiiliout the use of a confidential process 
or key and implemented access controls 
for the confidential process or key (see 
§ 2.19(b)(2)(ii)). For electronic storage of 
the records, if the records are scanned, 
they would have to be maintained 
consistent with§ 2.19(b)(2) and the 
paper records would have to be 

desb·oyed consistent with§ 2.16. 
Regarding portable device storage, the 
final§ 2.19 language specifies that the 
portable elecb·onic device or the original 
and backup electronic med ia must be 
sealed in a container along with any 
equipment needed lo read or access the 
informatioo. The sealed container 
prevents the portable electronic device 
or the original and backup electronic 
media from being separated from the 
equipment needed to read or access the 
information. 

T. Notice to Patients of Federal 
Confidentiality Requirements(§ 2.22) 

SAMHSA is adopting this section as 
proposed. Consistent with the NPRM, 
SAMHSA considers the term "written" 
to include both paper and electronic 
documentation. Accordingly, the notice 
to patients may be either on paper or in 
an e lectronic format. SAMHSA also 
revised§ 2.22(b)(2) to require the 
statement regarding the reporting of 
violations to include contact 
information for the appropriata 
authorities. 

Public Comments 
Several commenters expressed 

support for the proposed provisions, 
particularly the allowing of electronic 
notice, and they encouraged the use of 
plain language and notices in languages 
other than English. Several commenters 
recommended that SAMHSA should 
make a sample notice or language 
available to covered entities. One 
co=enter asked how written notice 
can be provided for encounters that arc 
not in person. 

Other commenters suggested that the 
patient be given copies rather than 
written summaries of stale and federal 
law; a paper report, if requested; the 
right to request and obtain restrictions; 
and a description of how patient 
information may be disclosed for 
scientific research. 

SAMHSA Response 
The final rule requires that the notice 

include contact information for the 
appropriate authorities for reporting 
violations. SAMHSA believes this 
change will make it easier fol' patients 
to identify to whom they should file a 
complaint of a potential violation ofparl 
2. Therefore, SAMHSA declines to 
include a sample complaint form at this 
Ume but may consider whether to issue 
one outside of this rulemaking process. 
SAMHSA also declines to require copies 
rather than summaries of state and 
federal law because the notice to 
patients of federal confidentiality 
rnquirements is required to provide 
citations to the federal law and 
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regulations that protect the 
confidentiality of patient records and 
including information concerning state 
laws and regulations is optional. The 
notice must also be provided in writing 
but as was discussed in Terminology 
Changes(§ 2.11). the term •'in writing'· 
includes both paper and electronic 
documentation. Because the purpose of 
tJ1e notice is to communicate to the 
patient the federal law and regulations 
that protect the confidentiality of 
patient records, SAMHSA declines to 
require anything additional. However, if 
a part 2 program wishes to provide 
additional i11formation, nothing in this 
provision prohibits them from doing so. 

/. Consent Requirements (§2.31) 

SAMHSA is finalizing the consent 
requirements in this section, with 
certain modifications as described in 
greater detail below. In summary, 
SAMHSA is adopting all proposed 
changes to§ 2.31 except for two at this 
time. In the "From \"/horn'' section of 
the consent requirements(§ 2.31(a)(2)), 
SAMHSA decided not lo finalize its 
proposal to remove the general 
designation option, but did ma.ke minor 
updates to the terminology in the 
current (1987) regulatory text. As 
explained in greater detail below, the 
final "from Whom" provision of the 
consent requirements specifies that a 
written consent to a disclosure of part 
2 informal.ion must include the specific 
name(s) or general designation(s) of the 
part 2 program(s), entity(ies), or 
individual(s) permitted to make the 
disclosure. SAMHSA also decided not 
to finalize the proposed requirement 
that a part 2 program or other lawful 
holder of patient identifying 
information obtain wTitten confirmation 
from the patient that they understand 
the terms of the consent. 

SAMHSA has revised tJ10 section 
heading from "Form of written consent'· 
to "Consent requirements.'' SAMHSA 
also made revisions to the two other 
sections of the consent form 
requirements: the "To Whom" section 
and the "Amount and Kind" section. 
SAMHSA also revised § 2.31 to require 
a pru·t 2 program or other lawful holder 
of patient identifying information to 
include on the consent form that 
patients, when using a general 
designation in the "To \J\lhom" section 
of the consent form, have the right to 
obtain, upon request, a List of 
Disclosures (see§ 2.13). In addition, 
SAMHSA revised§ 2.31 to permit 
electronic signatures to the extent that 
they are not prohibited by any 
applicable law. 

1. General Commeots on Consent 
Requirements 

a. General 

Public Comments 

SAMHSA received many comments 
on the proposed rule's updated consent 
requirements. Some commenters 
generally supported the new consent 
requirements. OtJ1er commenters listed 
various reasons for their support, 
including increased facilitation of 
infonned patient decisions. increased 
patient choice with regard to protection 
of their health information, and 
increased sharing of health care records 
among providers. One commenter 
supported the use of paper and 
electronic forms of written consent. 

Many co=enters, however, 
expressed general opposition to the 
proposed consent requirements. Several 
commenters argued tJ1at the proposed 
rule created unnecessary burdens for 
providers, such as staff training, 
constant updates to consent forms, and 
expensive updates to provider EHRs. 
Several commenters asgued the 
proposed consent rules would create 
obstacles to information sharing and 
integrated care. Specifically. a 
commenter argued that the '·To Whom" 
and "From Wl10m" format restricts who 
within organizations can view a 
patient's records, fwther hampering 
coord inated care. Another commenter 
argued Lhat the proposed consent form 
requirements would make it difficult for 
many Hills to exchange part 2 
information, and that the new 
requirements do little to promote a 
patient's informed consent. A couple of 
commenters argued that tJ10 proposed 
regulations would reduce access to 
substance use disorder treatment being 
added by general health care 
organizations, due to administrative 
burden and liability fears. General 
health care providers are less likely to 
add substance use disorder treatment. or 
partner or unde1·take projects with 
substance use disorder treatment 
proyjders. Another commenter stated 
this rule may result in providers not 
screening patients for substance use 
disorders and not documenting 
substance use disorder related 
inf01:mation. 

According to a few commentcrs, the 
cu1Tent part 2 regulat.ions exceed the 
statutory requirements that led to the 
regulations. One commenter suggested 
that 42 U.S.C 290dd-2 requires consent 
to share information and does not allow 
any shared information lo be used for 
prosecution. The commenter goes on to 
stale that nothing in Title 42. U.S.C. 
290dd-2 requires an explicit description 

of what information can be released, or 
requLres time limits on consent. The 
commenter suggested that SAMHSA 
could reduce confusion and 
administrative burden by proposing 
revisions that are much more consistent 
with HlPAA than its current proposal. 

SAMHSA Response 
Regarding the comments on statutory 

authority, we do not agree that the 
regulations in 42 CFR part 2 exceed the 
authority provided for in 42 U.S.C. 
290dd-2. The statute specifies that 
patient identifying information may be 
disclosed in accordance with prior 
written patient consent, ''but only to 
such extent under such circumstances, 
and for such purposes as may be 
allowed under regulations prescribed" 
by the Secretary. 

Regarding concerns about 
unnecessary burdens for providers. such 
as staff trai ning, constant updates lo 
consent forms, and expensive updates to 
provider EHRs. these burdens might be 
offset by the benefits of increased in 
flexibility in the consent requirements. 
With respect to obstacles to i nformation 
sharing, one of SAMHSA's goals for this 
rulemaking is to ensure that patients 
with substance use disorders have the 
ability to participate in and benefit from 
new integrated health care models 
without fear of putting tJ1emselves at 
risk of adverse consequences. 

Public Comments 
Some commenters stressed that 

consent forms should be easy to read, 
accessible to limited English proficiency 
patients, and should meet HIPAA's 
plain language requirements. 
Commenters stated that language and 
literacy concerns could be barriers to 
actual understanding of the form's 
contents. Similarly, suggesting that 
SAMHSA take into account the reading 
level standards in otJ1er health 
programs, including Medicare ru1d 
Medicaid, one commenter asserted that 
the proposed regulations do not provide 
adequate options for an individual to 
easily and simply determine who can or 
cannot access their substance use 
disorder records. 

SAMHSA Response 
SAMHSA agrees with the commenters 

tJ1at the consent form should be written 
c learly so LJ1at the patient can easily 
understand the form. SAMHSA is 
considr.ring issuing subregulatory 
guidance in the future to provide 
examples of forms that comply with the 
basic consent requirements in 2.31(a). In 
addition, SAMHSA encourages part 2 
programs lo be sensitive lo the cultural 
and linguistic composition of theis 
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patient population when considering 
whether the consent form should also be 
provided in a language(s) otlier than 
English (e.g., Spanish). 

b. Consent Form Validity Period 

Public Comments 
Several commenters s tated that a two­

year time limit for tlie validity of 
consent is insufficient, with some 
commenters suggesting that consent 
forms be valid indefinitely or until 
death. For example, one commenter 
asked why SAMHSA would deny a 
person who bas received substance use 
disorder treatment the right to decide 
that they want any and all information 
regarding their treatment shared with 
any and all of their health care 
providers indefinitely as needed for 
coordination of care. Another 
commenter stressed the language of 
§ 2.31(a) was confusing and requested 
clarification on the permissible length of 
time a consent is valid. 

SAMHSA Response 
Under§ 2.31, a part 2-compliant 

consent form must list the date, event, 
or condition upon which the consent 
will expire, if not revoked before. Thus, 
it is not sufficient under part 2 for a 
consent form to merely state that tlrnt 
disclosures will be permitted until the 
consent is revoked by the patient. It is, 
however. permissible for a consent form 
to specil'y the event or condition that 
will result in revocation, such as having 
its expiration date be "upon my death." 
The rule does not set a two-year time 
limit for consents, as some commenters 
thought. 

c. Technical Challenges to Proposed 
Consent Requirements 

Public Comments 
Commenters expressed concern about 

the technical challenges providers 
would face in complying wi.th the 
proposed consent requirements. 
Generally, commenters expressed 
concern that few, if any, EHR systems 
and/orHIEs have the capability lo 
segregate substance use disorder patient 
information in a way that could fully 
support the rule by reflecting the 
patient's consent choices, and many 
providers would have to expend 
sign ificant amounts of funds to create or 
acquire a compliant system. 
Commenters argued that if providers do 
not have data segmentation capability, 
they may simply exclude substance use 
disorder patient data from their systems. 
tJJUs adversely impacting system 
integration and patient care. 

A couple of commenters asserted that 
EHR, HIE, and other electronic records 

systems have no way of selecting 
different levels of consent for treating 
providers. Specifically. a commenter 
stated Lhat SAMHSA should remove 
requirements for varied levels of 
consent within a given organization 
(e.g., between departments or 
individuals), instead limiting such 
variation to HlEs that share information 
between or across organizations. A 
commenter staled that it is not feasible 
to do individual exclusionary consents 
in an HIE, especially for an entity that 
has thousands of employees across 
multiple states. 

A commenter stated that providers in 
an integrated care network may be 
precluded from performing important 
quality improvement checks because no 
set of clinically integrated network 
officials can be expected to have a direct 
treatment relationship with every 
patient in the large data pools necessary 
to drive these impo1iant public health 
efforts. 

A commenter staled thal the 
confidentiality of a substance use 
disorder patient's information should 
not be compromised if some electronic 
systems were poorly designed and 
without regard for part 2. Similarly, 
another commenter stated tJrnl 
technology should be regarded as a tool 
and should not diminish a patient's 
privacy rights. 

SAMHSA Response 
SAMHSA acknowledges the concerns 

regarding technical challenges to the 
consent requirements and data 
segmentation more broadly. As stated 
above, SAMHSA has played a 
significant role in encouraging the use 
of health IT by behavioral health 
(substance use disorders and mental 
health) providers and towards 
minimizing technical burdens through a 
variety of activities. SAMHSA actively 
participates in the development and 
stewarding of data standards to promote 
data segmentalion and interoperability. 
Specifically, the Data Segmentation for 
Privacy (DS4P) initiative within ONC's 
Standards and Interoperability (S&I) 
Framework facilitated the development 
of standards to improve the 
interopel'ability ofEHRs containing 
sensitive information tl1at must be 
protected to a greater degree than other 
healt11 information due to 42 CFR part 
2 and similar state laws. The DS4P 
standards were used in several pilot 
projects, including tl1e Department of 
Veterans Affairs (V A)/SAMHSA Pilot, 
which implemented all the DS4P use 
cases and passed all conformance tests: 
and SAMHSA's Opioid Treatment 
Program (OTP) Service Continuity Pilot 
that co1U1ected OTPs to an HTE lo 

facilitate continuity of care during 
disasters or other unexpected 
disruptions in service. Additionally, 
DS4P standards were adopted in ONC's 
2015 Edition final rule (80 FR 62702, 
Oct. 16, 2015) as part ofthe 2015 
Edition Health IT Certification Criteria 
(2015 Edition). See 45 CFR 170.315(6)(7) 
and (8). SAMHSA has also supported 
the development of t11e application 
branded Consent2Share, an open-source 
health IT solution based on OS4P, 
which assists in consent management 
and data segmentation and is currently 
being used by tJie Prince Georges 
County (Maryland) Health Department 
to manage patient consent directives 
while sharing substance use disorder 
information with an HIE. SAMHSA is 
currently updating Consent2Share. 
slated for release i.n late 2016, with the 
aim that its st.eamlined data stack and 
improved functionality will lower 
barriers to implementation in the field. 
SAMHSA is considering issuing 
subregulatory gujdance in the future to 
address other technical solutions lo 
complying wiU1 the regulation. 

Regarding the comment that it is not 
feasible to do individual exclusionary 
consents in an HIE, the HIE does not 
have to give the patient the option to do 
individual level consent. SAMHSA has 
provided more flexibility in the consent 
provisions in an effort to ensure that 
patients witJ1 substance use disorders 
have the ability to participate in and 
benefit from new integrated health care 
models while, at the same time, 
maintaining core confidentiality 
protections. 

d. Requests for Exemptions and 
Exceptions 
Public Comments 

Several commenters requested various 
exemptions or exceptions from the part 
2 consent requirements, including a 
public health exception similar to that 
of the HTPAA Privacy Rule (see http:// 
www.hhs.gov/hipaa/for-professionals/ 
special-topics/public-health/ 
index.html), an exemption for CCOs 
who have a treating relationship with a 
patient. an exemption for ACOs who 
have integrated delivery systems, an 
exception for state heallh data 
organizations that collect data under 
legislative authority and collection of 
substance use disorder data by state 
agencies, and in instances where part 2 
data may be used to improve patient 
care coordination, ensure 
interoperability, and ensure patient 
safety. One commenter requested an 
exception for care coordination 
purposes t'or valid and vital clinical 
reasons. 
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Regarding§ 2.20 (Relationship to state 
laws), a commenter said SAMHSA 
should include an except ion under paI1 
2, subpart D (Disclosmes Without 
Patient Consent) allowing disclosures of 
substance use disorder treatment 
information based on state laws that 
authorize or compel such disclosUies 
(e.g., for public health or medical 
assistance reasons). Another 
commenter, noting the role of multi­
payer claims databasP.s or MPCDs (also 
known as all payer claims databases 
(APCDs)), suggested that SAMHSA add 
a new section to include state health 
data organizalions that collect data 
under a legislative authority, reasoning 
that these stales have decades of 
experience in collecting and managing 
sensitive data with strict legal and 
policy controls. 

A commenter said SAMHSA should 
permit oral consent with documentation 
and specific information to be sha.red. 

SAMHSA Response 
SAMHSA appreciates the 

perspeclives expressed by those who 
seek additional except ions or 
exemptions from part 2 consent 
requirements. as well as the suggestion 
U1at SAMHSA permit oral consents that 
are documented in writing. 

The part 2 underlying statute, 42 
U.S.C. 290dd-2, and this rule require a 
written patient consent lo disclose part 
2 information unless the disclosure is 
otherwise permitted under the part 2 
statute or regulations. The statute, for 
instance, does not provide a general 
exception to the consent requirement for 
the purpose of sharing information wilh 
public health officials. In certain 
circumstances, disclosures of part 2 
information may be authorized by court 
order to protect against an existing 
threat to life or of serious bodily injury 
(see§ 2.63, Confidenlial 
communications) or to the extent 
necessary lo meet a bona fide medical 
emergency in which the patient's prior 
informed consent cannot be obtained 
(see§ 2.51, Medical emergencies). 
SAMHSA may in the future consider 
issuing subregulatory guidance to 
further describe medical emergencies 
under§ 2.51 and how such emergencies 
may relate to public heallh emergencies 
declared at the federal, state, local, and/ 
or tribal levels. SAMHSA does not, 
however, have fue statutory authority to 
authorize routjne disclosure of part 2 
information for public health reporting, 
surveillance, investigation or 
intervention pmposes. 

With respect to§ 2.20 (Relationship to 
state laws), in the proposed and final 
rules SAMHSA maintains current 
language regarding preemption. As 

discussed above, SAMHSA cannot 
develop a new general exception for 
public health or medical assistance 
purposes in light of the statute. 
Likewise, SAMHSA cannot develop a 
specific new exception for APCDs 
(hereinafter referred lo as MPCDs). The 
role of MPCDs is d iscussed in the 
section of this preamble concerning 
research(§ 2.52). SAMHSA disagrees 
with lhe recommendations to consider a 
specific exemption to tl1e consent 
requirements for ACOs iliat have 
integrated delivery systems. except as 
described in § 2.53 for the purposes of 
audits and evaluations. Similarly. 
SAMHSA is not accepting the 
suggestion to provide a specific 
exemption from the part 2 consent 
requirements for CCOs that have a 
treating provider relationship with a 
patient (i.e., that meet the definition of 
having a treating provider relationship 
with lhe patient whose information is 
being disclosed). SAMHSA believes tl1at 
the final changes to the consent 
requirements will facilitate care 
coordination and information exchange. 
Jmproving the quality of substance use 
disorder care depends on effective 
collaboration of mental health. 
substance use disorder, general health 
care, and other service providers in 
coordinating patient care. However, the 
composition of a health care team varies 
widely among en Lili.es. Because 
SAMHSA wants to ensure thal palient 
identifying information is only 
disclosed to those individuals and 
enlities on the health care team with a 
need to know this sensitive information, 
we are limiting a general designation in 
the "To Whom" section of the consent 
requirements to those individuals or 
entities with a treating provider 
relationship. Patients may further 
designate their treating providr.rs as 
"past." "cmTent," and/or "futtue" 
treating providers. 1n addition, the 
consent form can include multiple 
authorizations in ilie "To Whom" 
section. A consent may allow a patient 
to designate, by name, one or more 
individuals with whom they do not 
have a treating provider relationship, 
that tl1ey authorize lo receive or access 
their health care data. 

While we are not establishing specific 
additional exemptions or exclusions 
from the consent requirements at this 
Lime in response to commenters' 
suggestions, in light of the longstanding 
role that contractors and subcontractors 
play in the health care system and ilieir 
handling of part 2 data, we are issuing 
an SNPRM related to lawful holders' use 
of contractors and subcontractors. 

e. Commenter Recommendations 

Public Comments 

Some commenlers said SAMHSA 
should e,rpand the list of persons who 
could view the patient's medical record 
without the patient's written consent lo 
include clergy, social workers, 
psychologists and family members i r in 
their professional opinion they were 
necessary for the patient's recovery and 
progress. Another commenter 
recommended expanding the list to 
include all types or professionals 
involved in the l.realment of individuals 
rnceiving substance use treatment inlo 
the respective definitions, including 
those employed in social services that 
are members of the treatment team. 

SAMHSA Response 

The definition of "treating provide!' 
relationship" is su fficieJ1tly broad to 
cover the necessru·y components of a 
patient's care team. The statute, 42 
U.S.C. 290dd-2, does not provide an 
exception to the consent requirement for 
tJrn purpose of sharing information with 
family members. Part 2, therefore. 
requires a part 2-compliant consent to 
disclose patient identifying information 
unless disclosure is otherwise permitted 
under the stalule or regulations. 

Public Comments 

Many commenters said SAMHSA 
should provide a sample consent form.. 
Some commenters stated that any 
sample consent fomi. should not be 
mandated lo allow stakeholders 
Ilexi bili ty. 

SAMHSA Response 

SAMHSA may, after publication of 
tl1is rule. issue subregulatory guidance 
that includes a sample consent form iliat 
meets the specifications o f the Ii nal rule. 
SAMHSA has never and bas no 
intention of mandating the use of a 
specific consent form. 

Public Comments 

Several commenlers generally 
supported Lhe use of electronic 
signatures. Several commenters only 
supported electronic signatmes when 
also authorized under state law. A 
couple of commenters requested 
guidance on what steps the provider 
would need lo take lo verify identity. 
provide the required prefatory 
information and to obtain a substanca 
use disorder patient's electronic 
signature. A commenter requested 
guidance from SAMHSA on tlie areas 
modified by SAMHSA. A commenter 
said SAMHSA should identify the 
signatory and enforceability 
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consideration of e lecb·onic consent 
through reference to other laws. 

SAMHSA Response 

Because there is no s.ingle federal law 
on electronic signatures and there may 
be variation in state laws, SAMHSA 
recommends that stakeholders consult 
their altorneys to ensure they are in 
compliance with all applicable laws. 

Public Comments 

Some commenters made 
recommendations for patient privacy 
protection. One commenter noted that 
the use of secure, certified health IT, 
networks, and devices . especially for the 
transmission of patient records, does not 
appear to be included in the proposed 
provisions. Another commenter said 
meaningful consents could only be 
achieved by adding statements that 
in form the patient of the unprecedented 
risks of making highly sensitive 
substance use disorder information 
accessible throughout integrated health 
care systems or electronic health 

information systems that cannot be 
made secure. 

A commenter stated the proposed rule 
did not address revocation or refusal of 
consent. Similarly. another commenter 
recommended adding language that 
makes dear that revocation of consP.nt 
prevents unauthorized access but does 
not remove the in fo rmation from the 
electronic record. 

SAMHSA Response 
Section 2.16 addresses security for 

records and requires formal policies and 
procedures to reasonably protect against 
unauthorized use and disclosures of 
patient identifying information and lo 
protect against reasonably anticipated 
threats or hazards to the security of 
patient identifying information. 
Whereas this provision does not 
specifically address the use of certified 
healtl1 IT networks, and devices, they 
may be used as long as the requirements 
of section 2.16 are met. Regarding 
revocation of consent, § 2.31 (a)(6) 
requires: '·A statement thal the consent 

is subject to revocation at any time 
except to the extent that the part 2 
program or other lawful holder of 
patient identifying information that is 
permitted to make tl1e disclosure has 
already acted in reliance on it. Acting in 
reliance includes the provision of 
treatment se1vices in reliance on a valid 
consent to disclose information to a 
third-party payer." To the extent an 
individual refuses to consent to Lhe 
disclosure of their patient identifying 
information. part 2 prohibits such 
disclosure unless otherwise permitted 
under the s tatute or regulations (e.g .. 
audi t or evaluation, or scientific 
research). 

2. To Whom 

SAMHSA is adopting this aspect of 
the p roposal. SAMHSA has moved the 
former§ 2.31(a)(2), "To Whom" 
provision, to§ 2.31(a)(4). The fo llowing 
table provides an overview of the 
options permitted when completing the 
designation in the "To Whom" section 
of the consent form. 

TABLE 1-DESIGNATING INDIVIDUALS AND ORGANIZATIONS IN THE "TO WHOM" SECTION OF THE CONSENT FORM 

42 CFR 2.31 
Individual or 

entfty to whom disclosure 
ls to be made 

Treating provider 
relationship with patient 

whose Information is 
being disclosed 

Primary designation Required additional 
designation 

(a)(4)(i) .............................. Individual ......................... Yes ................................ .. Name ol indlvidual(s) (e.g., Jane Doe, 
MD). 

None. 

None. 
None. 

(a)(4)(i) .............................. lndlVidual ......................... No .................................. .. Name of individual(s) (e.g., John Doe) 
Name of entity (e.g., Lakeview County 

Hospital). 
(a)(4)(il) ............................. Entity ............................... Yes ................................ .. 

(a)(4)(iil)(A) ........................ Entity ............................... No ............... ,. ................. .. Name ot entity that Is a third-party None. 
payer as specified under 
§2.31(a)(4)(1ii)(A) (e.g., Medicare). 

(a)(4)(iil)(B) ........................ Entity ............................... No .............. ~·~-~ .......... .. . Name of entity that Is not covered by 
§2.31(a)(4)(Iil)(A) (e.g. , HIE, or re­
search Institution). 

At least one ol the following: 

If a general designation is used, the 
entity must have a mechanism in place 
to determine whether a treating provider 
relationship exists with the patient 
whose information is being disclosed. 
Patients may further designate their 
treating providers as "past," "current," 
and/or "future" treating providers. ln 
addition, a patient may designate, by 
name, one or more individuals oo their 
health care team with whom lhey do not 
have a treating provider relationship. 

a. General 

Public Commenls 

Several commenters generally agreed 
with the proposed ''To whom" section 
of the consent requirements, stating that 
i t allows patients to disclose substance 
use disorder information to past, 
cuITent, or future treating providers; 
would improve information and data 
sharing for health care, especially for 
entities that are continually adding new 
members; allow patients to remain in 

1. The name(s) of an Individual partici­
pant(s) (e.g., Jane Doe, MD, or 
John Doe). 

2. The name(s) of an entity partici­
pant(s) with a treating provider rela­
tionship with the patient whose in­
formation is being disclosed (e.g., 
Lakeview County Hospital). 

3. A general designation of an Indi­
vidual or entity partlcipant(s) or a 
class of participants limited to those 
participants who have a treating 
provider relationship with the patient 
whose Information ls being dis­
closed (e.g .. my current and future 
treating providers). 

control of their substance use disorder 
information and understand who had 
access to their data. One commenter 
supported the express permission to 
designate the name of the entity for 
third-party payers that require patient 
identifying information for purposes of 
reimbursement of services rendered to 
the patient. 

Many commenters offered general 
support for the proposed rule's general 
designation. Some commenters stated 
that the general designation creales a 
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balance between patient privacy and 
operational functions, facilitates 
internal communication witJ1in an 
integrated delivery system, streamlines 
tlie consent process, reduces 
administration burdens, cmates new 
flexibility, may help facilitate increased 
behavioral health participation in some 
Hills around the country, and would 
help improve the quality and continuity 
of care within integrated delivery 
models. A commenter supported the 
expansion of the use of a general 
designation when there is a treating 
provider relationship, hut said it is 
unworkable to require an updated 
consent form every time new entities are 
added to Urn "umbrella" consent. 

Some commenters generally disagreed 
with the proposed ''To Whom" 
provision of the consent requirements. 
Several commenters argued that the 
proposal was burdensome, would create 
additional complexity, would reduce 
information sharing, and would nol 
improve patient privacy protections or 
facilitate informed consent. Commenters 
stated it is unnecessary and impractical 
to require the consent form to name 
every HIE and other intermediaries that 
may assist in transmitting or providing 
access to the patient's information. A 
couple of commenters staled the 
proposed rule would restrict the ability 
of patients to specifically name an entity 
or to authorize part 2 programs to send 
tl1eir information lo entities that do nol 
have a treatment relationship [treating 
provider relationship]. Another 
commenter said the regulatory preface 
mentions a number of very specific 
drivers of thjs purported need for 
broader sharing (such as HlEs). but the 
regulatory language itself contains no 
such limitation and offers HIE only as 
an illustrative example. 

Many commenters specifically d id not 
support the general designation in the 
''To Whom'' section. Some commenters 
claimed that the proposal presumes 
each person entering a Lreatmenl 
process has !'he ability lo understru1d the 
longer-term consequences. or 'tliat 
substance use disorder patieuts, who are 
under tremendous stress, would simply 
choose the general designation because 
it was easiest. A commenter said the 
general designaLion does not guarantee 
that a HIE or other organizations will 
send all patient data, which could be a 
critical source of information in the case 
of an emergency. 

SAMHSA Response 
A patient may consent to designate, 

for example, an HJE (an entity that does 
not have a treating provider relationship 
with the patient whose information is 
being disclosed) and "all my treating 

providers" (a general designation of an 
individual or entity pa1'ticipant(s1 or a 
class of individual or entity participants 
that must be limited lo a participant(s) 
who has a treating provider relationship 
with the patient whose information is 
being disclosed). Using the same 
concept, an ACO, pursuant to a general 
designation, may disclose information 
described in tl1e "Amount and Kind'' 
section of a consent form (explained 
further in 3. Amount and Kind) to "all 
my entity treating providers." If a 
general designation is used. the entity 
must have a rnechru1ism in place lo 
determine whether a treating provider 
relationship exists with the patient 
whose information is being disclosed 
(e.g., an attestation). In the HIE and ACO 
examples above, the entity that does not 
have a treating provider relationshj p 
wilh the patient whose informatjon is 
being disclosed and serves as the 
intermediary may not further disclose 
the patient identifying in formation 
except to those providers who have a 
treating provider relationship with the 
patient whose information is being 
disclosed tJ1at can be verified by the 
intermediary. The prohibition on re­
disclosure notice must be provided with 
the disclosure because it also applies to 
the treating provider(s) who receive the 
information from the entity tJiat serves 
as an iotermediru-y. rn addition, a copy 
of the part 2-compliant consent form or 
the pertinent information on the consent 
form necessary for tl1e treating 
provider(s) to comply with the signed 
consent should be provided with the 
disclosme. 

The patient retains the ability to namP. 
only specific individuals or entities to 
whom their records will be disclosed. 
Palienls have the option to use a general 
designation to designate entities with 
which they have a treating provider 
relationship, but are not required to do 
so. Although SAMf'ISA received 
comments suggesting U1at the proposed 
rule makes it more difficult to disclose 
necP.ssary information to an 
organization that does not have a 
treating provider relationship with the 
patient whose information is being 
disclosed other than a 3rd party payer, 
the commentcrs did not provide 
examples of such entities. The final rule 
permits the "To Whom" section of the 
consent form to designate disclosure or 
information to an entity that does not 
have a treating provider relationship 
with the patient whose information is 
being disclosed. as long as the consent 
also includes one of three options 
specified in§ 2.31 (a)(4)(iii)(B). for 
exam pie, include the nrune(s) of an 
i ndividual pruticipant(s). 

lf the patient designates all my 
current treating providers, and another 
of the patient's treating providers 
becomes a participant in the entity tJ1at 
does not have a treating provider 
relationship with the patient and serves 
as the intermediary, a new consent form 
would not be required. For example, if 
a patient designates an HTE (an entity 
U1at does nol have a treati ng provider 
relationship with the patient whose 
information is being disclosed and 
serves as an intermediary) and "my 
current treating providers," aod 
subsequently another of Lhe patient's 
treating providers becomes a participant 
in the Hill, a new consent form would 
not be required. 1n additiou, more than 
one HIE or other intermediary may bP. 
listed on tJ1e consent form. With respect 
to bw·den, SA.MHSA acknowledges that 
there may be burdens associated with 
the revised consent requirements. 
SAMHSA made these changes based on 
comments from stakeholders in the field 
and SAMHSA strongly believes that the 
changes to "To Whom" will increase 
fiexibil ity for patients ru1d providers. 

b. Determination of Treating Provider 
Relationship 

Public Com men ls 
A commenter agreed witl1 SAMHSA's 

suggestion that entities must have an 
established mechanism for determining 
whether a treating provider relationship 
exists. However. several commenters 
stated that determining who has a 
treating provider relationship would be 
difficult. Commenters expressed 
concern that entities do not currently 
have mechanisms io place to determine 
whether a treating provider relationship 
exists with the palienl whose 
information is being disclosed. Another 
commenter asked how an .Hill would be 
able to determine which participants 
have a past/present/future treating 
provider relationship with Lhe patient. 
A commenter stated that creating this 
mechanism would require additional 
resources and would discomage entities 
from sharing necessary data. Another 
commenter recommended a provision 
that exempts the provider from liability 
when relying in good faith on an 
attestation or representation from an 
outside treating provider. 

Several commenters expressed 
concern that once a consent rellecting a 
general designation of recipients with a 
treating provider relationship has been 
executed and relied upon by the part 2 
program, there is no method by which 
the program can ensure that the 
recipients are properly authenticated by 
the HIE or research institution. 
Commenters suggested the proposed 
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rule should specify I.hat the HIE, ACOs. 
CCOs or research institution, as well as 
the recipient thaL has a treating provider 
relationship with tbe patient, be 
responsible for ensuring that the 
recipient is actually a treating provider 
and that the disclosure is appropriate 
under part 2. 

A commenter requested clarification 
on whetJ1er care managers would be 
included as having a •'treating provider 
relationship." Another commenter 
requested clarification as to whether 
care coordinating entities that have a 
treating provider relationship may 
assign additional designees under the 
general designation (e.g., treatment 
providers with different levels of care or 
recovery services). 

Commenters recommended the 
language in the ·'To Whom" clause state 
"my treating providers" or "my service 
providers." A commenter recommended 
"my substance use disorder providers'' 
or "my treating providers except Dr. 
f ohn Doe." Another commenter 
recommended "my treating providers 
and transferring HIEs" 

SAMHSA Resporue 
Although SAMHSA understands the 

concerns about further clarifying when 
an entity is considered a t.reating 
provider, il respectfully declines to 
provide more specificity in the final rule 
tl1an was included in t11e NPRM. The 
arrangements between treating 
providers and other entities evolve loo 
rapidJy to be comprehensively 
addressed in regulations. Although, 
SAMHSA has not revised I.he proposed 
text, SAMHSA may provide additional 
subregulatory guidance in the future i 1.· 

further clarification is needed. ln 
addition, only individuals and entities 
that meet the definition of having a 
treating provider relationship with a 
patient are considered treating 
providers. The determination is fact­
specific. Consistent with the NPRM, 
SAMHSA continues to encournge 
innovative solutions to implement this 
provision. For example, an HTE could 
have a policy in place l'equiring theil' 
participant providers to attest to have a 
treating provider relationship with a 
patient, or provide a patient portal 
where patients designate their treating 
providers. 

c. Requests for Clarification 

Public Comments 

Some commentel's requested 
clarification regarding the patient's role 
i.n consent, including the patient's 
ability to alter their consent, how 
patients can authorize disclosures to 
non-health entities other than th ird-

party payers, and what the inlpact 
would be if a patient failed to des ignate 
past, present, and future disclosures. 
One commenter stated that, if a patient 
designates an enlity without a lreating 
provider relationship and "my treating 
providers·· without further specifying 
"past. present, O I' future," it should be 
assumed that the intent is to designate 
"current" treating providers. 

SAMHSA Response 
Patients may designate on the consent 

fol'm a specific individual(s) with whom 
they either have or do not have a 
b·eating provider relatioruhip and/or a 
specific entity(-ies) with whom they 
have a treating provider relationship. 
Consents for disclosures to enti ties tllal 
do not have a treating provider 
relationship (other than third-party 
payers) require at least one of the 
following: (1) The name(s) ofan 
individual participant(s); (2) the name(s) 
of an entity participant(s) that has a 
treating provider relationship with the 
patient whose information is being 
disclosed: or (3) a general designation ol.' 
an individual or entity pa.rticipanl(s) or 
a class of participants tl1at must be 
limited to a participant(s) who has a 
treating provider relationship with tho 
patient whose information is being 
disclosed. 

lf a patient uses a general designation 
and lists "my treating providers" 
without fusther specifying "past. 
current, or future," it should be 
presumed that the intent is to designate 
"current" trnating providers. Finally, a 
patient can revoke a consent at any 
liule, except to the e.xtent that the part 
2 program or other lawful holder of 
patient identifying information that is 
permitted to make the disclosure has 
already acted in reliance on it. Acting in 
reliance includes the provision of 
treatment services in reliance on a valid 
consent to disclose information to a 
third-party payer. 

Public Comments 
Other commrmters requested 

clarification regru·ding entity roles, 
including whether a CCO can request a 
single consent for multiple purposes 
(e.g., case coordination, treatment, and 
payment); whether providers need to 
maintain the variety of forms to meet 
the requirements of§ 2.31(a)(4); what 
liutltations (if any) would be placed on 
HJE entities or research institutions 
using substance use disorder 
information received via the new 
consent process, specifically whether 
the disclosure would not be l.inuted to 
treatment pill'poses; and whether an 
HIE-to-HIE disclosure is permissible 
and, if so, for what purposes. A few 

commenters asked whether it would be 
permissible to list multiple HIEs on a 
consent form. Similarly, another 
commenter recommended SAMHSA 
adopt a b road definition of an HIE to 
allow a "network of networks,., such as 
Ll1e statewide healLl1 information 
network to be considered an HIB. A 
commenter requested clarification as to 
whether 42 CFR part 2 information can 
flow through other Hills not designated 
on the consent form to transfer the 
information to the recipient. 

A few commenters requested 
clarification on how the proposed 
changes would inlpact multi-party 
consent forms that allow disclosure 
''among and between" all the parties 
listed on the form. Similarly, a 
commenter requested clari Fi cation 
regarding the "To Whom" and "From 
Whom" definitions and how they would 
apply between two providers to whom 
a patient has independently given 
consent to receive information, urging 
that the definitions be general and 
consistent so that they al low for bi­
directional flow of information. 

A commenter said SAMHSA should 
clarify that the provision of general 
consent to disclosure of substance use 
disorder treatment also applies to 
disclosill'e of information between those 
responsible for lreatmenl in Lhe 
comm trn.ity and those responsible for 
treatment in correctional settings. 

SAMHSA Response 
Under tl1e changes to the consent 

requirements, an entity that does not 
have a treating provider relationship 
with tl1e patient may further disclose, 
with a part 2-compliant consent, to a 
named individual who does not have a 
treating provider relationship with the 
patient. 

Section 2.31(a)(4) of the consent 
requirements may be completed with 
one or more recipients. Section 
2.31(a)(5) of the consent requirements 
requires that Ll1e consent fo1m include 
the pw-pose of the disclosure. Part z 
allows the use of a single consent form 
authorizing the disclosure of part 2 
patient information to different 
recipients for different purposes. 
However, pru'l 2 also requires a consent 
form to specify the amount and kind of 
information that can be disclosed, 
inc:luding an explicit description of the 
substance use disorder information that 
may be disclosed, lo each of the 
recipients named in the consent. The 
amount of information to be disclosed 
"must be limited to that information 
which is necessary to carry out the 
purpose of the disclosllre (see§ 2.13(a)). 
This will vary depending on tJ1e 
different ptu·poses for which different 
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recipients are being allowed to access or 
receive the i nformation. Thus the 
consent form would have to be 
structured to make il clear whal 
information may be given lo each of the 
recipients, and for which purposes. 

Disclosure of patient identifying 
information made with the patient's 
written consent must be accompanied 
by a written notice regarding the 
prohibition on re-disclosure (see§ 2.32). 
This notice informs them that 42 CFR 
parl 2 pmhibits the recipients of the 
palient identi t'ying information from re­
disclosing it to any individual or 
organization not specified in the 
consent form unless otherwise 
permitted under the part 2 statute or 
regLtlations. 

The rule includes an additional 
patient safeguard, in which patients 
who have included a general 
designation in the "To Whom" section 
of theiT consent form (see§ 2.31) must 
be provided, upon request. a list of 
entities to which theiT information has 
been disclosed pmsuant lo the general 
designation. 

With respect to multi-party consent, 
SAMHSA is not finalizing the "From 
Whom" provision (2.31(a)(2)) as 
proposed for the reasons discussed in 4. 
"From VVhom.'' Therefore, consents may 
authorize disclosures "among and 
between" the parties designated in the 
"To Whom'' and "From Whom'' 
sections of the consent form. 

Public Comments 
Some co=enters requested 

clarification regarding aspects of the 
"To Whom" provision. such as what 
would happen if a person does not want 
to give a general designation; how the 
process of designating past, present, and 
future trnating providers would work in 
practice; whether a Performing Provider 
System (PPS) could be assigned in the 
"To Whom" section of the consent form; 
and whether a health care organization 
would be an appropriate entity to be 
named for disclosure. 

With regard to third-party payers, a 
co=enter asked whether a general 
designation for third-party payers could 
be used for other pmposes. such as care 
coordination, population health, or 
other services that may fall under tJie 
definition of health care operations 
within the meaning ofHlPAA. Some 
co=enters recommended that third­
party payers should not have to be listed 
in the "To Whom" section of the 
consent form. 

SAMHSA Response 
With regard to third-party payers, the 

regulations require written consent f'or 
disclosure of patient identifying 

information to third-paTty payers. The 
statute does not provide an exception lo 
this consent requirement. However, 
with respecl to patients who have both 
a substance use disorder and a mental 
illness,§ 2.15 of the regulations states 
that, in tJrn case of a patient. other than 
a minor or one who bas been 
adjudicated incompetent, that for any 
period suffers from a medical condition 
that prevents knowing or effective 
action on their own behalf, the part 2 
program director may exercise tJ1e right 
of the patient to consenl to a disclosure 
under subpart C of this part for the sole 
purpose of obtaining payment for 
services from a third-party payer. m. 
addition, in the case of minor patients, 
§ 2.14 of the regulations states the 
regulations do nol prohibit a part 2 
program from refusi11g lo pmvide 
treatment until the minor patient 
consents to the disclosure necessary to 
obtain reimbursement, but refusal to 
provide treatment may be prohibited 
under a state or local law requiring the 
program to furnish the service 
inespective of ability to pay. 

lf an individual does not want to use 
a general designation, they have several 
other options, which are enumerated in 
§Z.31(a)(4) of this final rule. 

If a patient does not designate 
"current. past. and/or future" treating 
provider(s), the presumption is that the 
patient means ·'current treating 
provider(s)." SAMHSA may, after 
publication of this final rnle, also 
provide further clarification on this 
process of designating past. present. and 
future treating providers in 
subregulatory guidance. 

WhetJ10r a PPS or a health care 
organization may be listed in the ''To 
Whom" section of the consent form 
depends upon whether they have a 
treating provider relationship with the 
palienl whose information is being 
disclosed. lf an enlity does have a 
treating provider relationship with the 
patient, the enlity name may be listed 
on the consent (see§ 2.31(a)(4)(ii)). 
However. if the entity does nol have a 
treating provider relationship with the 
patient whose information is being 
disclosed, and is not a th ird-party payer. 
the entity name may be listed on the 
consent. f'orm as long as one or more of 
the following is also listed: (1) The 
name(s) of an individual participant(s); 
(2) the name(s) of an entity 
participant(s) that has a Lreati11g 
provider relationship with the patient 
whose information is being disclosed; or 
(3) a general designation of an 
individual or entity pa1'1icipant(s) or a 
class of participants that must be 
limited to those participants who have 
a treating provider relationship with the 

patient whose information is being 
disclosed. 

SAMHSA plans to address issues 
concerning third-party payer use and 
disclosure of part 2 in formation in 
greater detail in an SNPRM. 

d. Commenter Recommendations 

Public Comments 

Commenters reco=ended more 
flexibility in the "To Whom'' section. 
Commenters recommended that 
SAMHSA expand the general 
designation to include aJl of the various 
participants in lhe modern health care 
system and their respective activities: 
Providers, care managers, health plans 
and ACOs, MCO services, CCOs. and 
similar integrated heaJtJ1 care networks. 
One commenter said the general 
designation should include those who 
do not have a treating provider 
relationship with the patient but who/ 
which require access lo the patient's 
information solely in relation to 
fulfilling a specific function f'or tJie 
benefit of the individual or entity tha1· 
has the treating provider relationship 
wi.th specific patients. Another 
commenter requested that SAMHSA 
allow patients to generally consent to 
disclose information to any company 
assisting in processing their insurance 
claims. Another commenter suggested 
that patients be able to name as many 
treating providers as they wish under 
the general designation. One commenter 
said patients should be permitted to 
provide a generalized consent for all of 
their previous provi.ders lo disclose 
information. One commenter said 
generic consent (i.e., disclosure through 
an HIE) is all that should be required 
because SAMHSA has prnviously 
provided guidance that HIEs may have 
access to part 2 information under a 
QSO agreement without patient consent. 
A commenter said the rule should allow 
for the general designation of certain 
types of non-treating pToviders, rather 
than requirn a listing of the name of 
each entily. 

In contrast, other commenters 
suggested increased limitations on tl1e 
''To Whom'' designation. A commenter 
proposed excluding health information 
networks and health information 
organizations (HlOs) from being 
specifically identi lied on patient 
consent form because they are not true 
recipients of patient health information 
and simply facilitate electronic 
exchange of information. One 
commenter recommended thal 
SAMHSA preserve the patient's right of 
consent to disclosures only to 
specifically identified practitioners 
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involved in their mental health 
lrealment. 

Regarding third-party payers, several 
commenters recommended allowing 
third-party payers to act as 
intermediaries for purposes of sharing 
substance use disorder information, 
allowing them to share information with 
all of the patient's treating providers. 
Another commenter requested general 
designation for third-party payers. To 
accommodate the operational realities of 
Medicaid, a commenter stressed that the 
rule should explicitly provide that 
consent to disclose covered data lo 
Medicaid constitutes consent to release 
such data to Medicaid or to the payer's 
contracted entity (e.g. the MCO) to 
apply to both entitles as a third-pru·ty 
payer. Similarly, another commenter 
recommended that the rule consider a 
designation to the name of the state 
agency, the MCO, or simply Med icaid as 
consent that applies to the state and its 
contracted delivery system, reasoning 
that not aJJ Medicaid beneficiaries 
understand their health care system. 

SAMHSA Response 
SAMI-ISA acknowledges the 

commenters' concerns related to the 
recommendations above. SAMHSA has 
concluded that the proposed changes to 
tJ1e consent requirements would 
facilitate care coordination and 
information exchange. Improving the 
quality of substance use disorder care 
depends on effective collaboration of 
mental health, substance use disorder, 
general health care, and other service 
providers in coordinat ing patient care. 
However, the composition of a health 
care team varies widely among entities. 
Because SAMHSA wants lo ensurn that 
patient identifying information is only 
disclosed to tJJOse individuals and 
entities on the health ca.re learn with a 
need to know this sensitive infom1ation, 
we are limiting a general designation to 
those individuals or entiti es with a 
treating provider relationship. Patients 
may further designate their treating 
providers as "past," "current," and/or 
"fo ture" treating providers. Tn add ition. 
a patient may designate, by name, one 
or more individuals on their healtJ1 care 
team with whom l11ey do not have a 
treating provider relationship. SAMl-ISA 
clarifies that a QSO can be used to share 
part 2 information with the HIE when 
the HTE is a service provider to the part 
2 program, but the QSO cannot be used 
to share information with the members 
of an Hill v.rHhoul patient consent. 

As for third-party payers and others, 
SAMHSA must baJance the need for and 
benefits of care coordination with the 
need for consent and t11e requirements 
of the part 2 governing statute. 

SAMHSA declines to adopt commenter 
recommendations lo allow th ird-party 
payers to serve as intermediaries that 
could share information with all the 
patient's treati ng providers because we 
conclude that the ''To Whom" consent 
requirements arc sufficiently broad to 
cover the necessary components of a 
patient's care team. For purposes of 
payment-related activities, lo the extent 
that federal or state law authorizes or 
requires that the Medicaid or Medicare 
agency or program share data or enter 
into a contractual arrangement or other 
formal agreements t.o do so, consent to 
disclose patient identifying information 
to the agencies or programs (as a third­
party payer) under section 
2.31(a)(4)(iii)(A) is considered to extend 
to the contractors and subcontractors of 
the agencies or programs. 

Commenlers have provided SAMHSA 
with informative feedback on how 
lawful holders, including third-party 
payers and others witJ1in the heall11care 
industry. use heaJlh data or hire others 
to use health data on their behalf to 
provide operational services such as 
independent auditing, legal services. 
claims processing, plan pricing and 
ot11er functions t11at are key to the day­
to-day operation of entities subject to 
this rule. Those comments indicate that 
there may be varying interpretations of 
the part 2 rule's restrictions on lawful 
holders and their contractors' ru1d 
subcontractors' use and disclosure of 
part 2-covered data for purposes of 
carrying out payment, health care 
operations, and other health ca.re related 
activities. Tn consideration of this 
feedback and given the critical role 
third-party payers, other lawful holders, 
and their contractors and subcontractors 
play in the provision of health care 
services. SAMHSA is issuing an SNPRM 
to seek furU1er comments and 
information on this matter before 
establishing any appropriate 
restrictions. 

Public Comments 
Instead oflisting organizations in the 

"To Whom" section, a commenter 
recommended that a consent form 
should specify the reasons for 
disclosure (e.g. care coordina[jon. 
management of benefits). 

SAMHSA Response 
In addition to the ·'To Whom" 

section, the consent form is required lo 
include how much and want kind of 
i nformation is to be disclosed, including 
an explicit description of the substance 
use disorder information that may be 
disclosed. ln addition. the consent form 
must include the purpose or the 
disclosure. All the required elements 

must be included on the consent form. 
SAMHSA declines lo make the 
suggested change to allow ilie 
"Pmpose" of the consent to dictate the 
recipients or the patient idenli fying 
information. The intent of SAMHSA's 
approach lo the "To Wbom" section of 
the consent form is to provide lhe 
patient options for the degree to which 
they will be able to identify, at the point 
of consent. who iliey are authorizing to 
receive their information. 

Public Com men ls 
A commenter stated that SAMHSA 

should e,....-plicitJy recognize and include 
health plan care services, such as 
managed care, care coordination, case 
management and other integrated care 
activities as part of the required 
elements for written consent for entities 
that do not have a treating provider 
relationship with the patient under 
proposr.d § 2.31(a)(4)(iv). 

A commenter stated any privacy 
concerns could be fixed by requiring (1) 
a general designation of a class of 
participants with a treating provider 
relationship: and (2) that the disclosing 
organization provide patients, upon 
request. a list entities to which their 
information has been disclosed. 

A commenter proposed that 
§ 2. 31 (a)( 4) be revised to aJJow a general 
designation to be used whenever there 
is a "treating provider relationship" or 
a "care management relationship." The 
commenter stated the "care 
management relationship" should be 
defined to inc:lude the concepts of 
assistance in obtaining appropriate care, 
care coordination, and assistance in the 
implementation or a plan or medical 
care. 

A couple of commenters suggested 
SAMHSA revise proposed 
§ 2.31(a)(4)(iv)(C) to read:", .. to a 
participant(s) who has a treating 
pwvider relationship with the patient at 
the time the disclosure is made." (Note, 
the relevant text is now found al 
§ 2.31 (a)(4)(iii)(B)(3) due to renumbering 
or the final regulation.) The commenters 
stated this would make it clear that 
participants who develop a treatment 
relationship with the patient after the 
date t11e consent can gain access. 

Commenters recommended that the 
general authorization mirror the 
authorization u.nder HIP AA to ease the 
transition and reduce compliance 
issues . 

A commenter recommended 
SAMHSA work with other federal 
entities that are exploring parity 
enforcement to ensure that the proposed 
rul e changes would not create barriers 
for stales workjng on enforcement of the 
parity law. 
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lf a patient notes their information 
may be shared with current and future 
health care providers, one commenter 
said the specific name of the ACO or 
othei· provider should not be required. 

SAMHSA Response 

SAMHSA declines to explicitly 
recognize and include health plan care 
services, such as managed care, care 
coordination, case management and 
other integrated care activities as part of 
the required elements for wrillen 
consent for entities that do not have a 
treating provider relationship with the 
patient under proposed§ 2.31(a)(4)(iv), 
or broaden the "treating provider 
relationship" to also include a ''care 
management relationship." The 
definition of "Treating provider 
relationship" is sufficiently broad lo 
cover the necessary components of a 
patient's care team. 

A commenter stated any privacy 
concerns could be fixed by requiring (1) 
a general designation of a class of 
participants with a treating provider 
relationship; and (2) that the disclosing 
organization provide patients, upon 
request, a list of en ti Lies to which tlieir 
information has been disclosed. Another 
commenter wanted to delete the 
requirement of naming the entity 
without a treating provider relationship 
with the patient whose information is 
being disclosed. SAMHSA is retaining 
the consent requirements discussed in 
this section of the preamble because we 
believe it balances increased llexibility 
with necessary privacy protections. 

SAMHSA declines to mirror the 
authorization under HTPAA to ease the 
transition and reduce compliance 
issues, as a commenter suggested, 
because. due lo its targeted population. 
part 2 provides more stringent federal 
protections than most other health 
privacy laws, including HTPAA. 

SAMHSA may, after publication of 
this final rule, provide furtheT 
subregulatory guidance on specific 
concerns. such as states working on 
enforcement of tJrn parity law. 

Public Comments 

Several commenters recommended 
splitting proposed§ 2.31 (a)(4)(iv) into 
two sections. The first would contain 
special provisions governing disclosures 
made through Hills and would retain 
tJ1e references to ''individual 
participants" and "entity participants." 
The second would cover all entities that 
do not fall into any of the other 
categories in proposed paragraph 
(a)(4)(iv); in these cases, the specific 
entity to which disclosure is made 
would have lo be specified. 

SAMHSA Response 

SAMHSA proposed §Z.31(a)(4)[iv) to 
apply to an entity (1) that does not have 
a treating provider relationship with the 
patient whose information is being 
disclosed, and (2) is not a th ird-pru-ty 
payer. Therefore, SAMHSA declines to 
make the recommended changes. We 
note, however; that due to re-numbering 
the proposed§ 2.31(a)(4)(iv) provision is 
found in the final regulation at 
§ 2.31 (a)(4)(iii)(B). 

Public Comments 

A commenter recommended that the 
use of multi-party consents be 
permissible even when the "To Whom" 
section contains a general des ignation, 
and that the party(ies) named in the ''To 
Whom" section be permitted to re­
disclose patient information if the 
patient has consented to such re­
disclosures in order to allow patients' 
treating providers lo communicate with 
each other (pursuant to patient consent) 
within network~ like Hill and integrated 
care organizations. Another commenter 
stated that the general designation is a 
step in the right direction but the 
proposed rule would add a burdensome 
accounting, which is not required for 
disclosures pursuant to a valid 
authorization under HlPAA. 

SAMHSAResponse 

On the issue of multi-party consent, a 
multi-party consent can be achieved by 
allow ing for bi-directional 
communication using the general 
designation in both the ''To Whom'' and 
"From Whom" sections of the consent. 
It can also be created by naming 
multiple individuals with or without a 
treating provider relationship with the 
patient whose information is being 
disclosed or entities with a treating 
provider relationship with the patient 
whose information is being disclosed in 
the "To Whom" and "From Whom" 
sections of the consent. The key is to 
make sure the consent form authorizes 
each party to disclose to the other ones 
the information specified and for the 
purpose specified, in the consent. The 
"To Whom" ru1d '·From Whom" 
sections of the consent provisions of the 
final rule will permit multi-party 
consents. 

With respect to the comment 
regarding the additional burden of the 
List of Disclosures associated with the 
use of a general desig11ation on the 
consent form, SAMHSA addressed this 
issue in Section F.3, in the preamble 
discussion of Confidentiality 
Restrictions ru1d Safeguards (§ 2.3). Thal 
discussion emphasizes the fact tJ1at 
there is no timeframe in which part 2 

programs and lawful holders need to 
comply with the List of Discloslu·es 
systems requirements; the final rule 
only requires that ii' they choose to 
disclose information pursuru1l to a 
general designation on the ''To Whom" 
part of the consent form. they must also 
be capable of providing a List of 
Disclosures upon request per§ Z.13(d). 

e. Proposed Alternative Approach fol' 
"To Whom" Section 

SAMHSA is not finalizing the 
alternative approach to the "To Whom" 
consent provision. ln the NPRM, 
SAMHSA proposed an alternative 
approach for the ''To Whom" aspect of 
a consent form that attempted to reflect 
the same policy goal as the proposed 
regulation text while attempting to 
simplify the language that would appear 
on the consent l'orm. This alternalive 
approach would not change the existing 
language in the ''To Whom" section of 
the consent form. Under this alternative 
approach, SAMHSA proposed to add a 
definition of"organization" to §2.11. 
Organization would mean, for purposes 
of§ 2.31, (a) an organization that is a 
treating provider of the patient whose 
information is being disclosed; or (b) an 
organization that is a third-party payer 
that requires patient identifying 
information for the purpose of 
reimbursement for services rendered to 
the patient by a part 2 program; or (c) 
an organization that is not a treating 
provider of the patient whose 
information is being disclosed but that 
serves as an intermediary in 
in1plemenling the patient's consent by 
providing patient identjfying 
information to its members or 
participants that have a trealing 
provider relationship, as defined in 
§ 2.11. or as othe1wise specified by the 
patient. 

Public Comments 
No commenters expressed support for 

the proposed rule's alternative approach 
to required elements as stated. One 
commenter said the alternative 
approach would impose fewer burdens 
on patients and pa1t 2 entities but did 
not agree with the restriction on 
dissemination to only treating entities. 
Another commenter supported the 
proposed alternative if it results in only 
the name of the HTE and not its 
participants being listed on the consent 
form. 

Several commenlers expressed 
general opposition to the proposed 
alternative approach. One commenter 
stated that redefining "organization" to 
make it more expansive would lead lo 
erosion of trust. and would have a 
chilUng effect on the communications 
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necessary for effective treatment. 
Another commenter stated that a more 
expansive defini lion of "organization" 
may defeat a patient's intent because a 
patient would have less notice that their 
information could be disclosed to an 
entity not specifically named on the 
consent form. 

SAMHSA Response 
Based on the comments, SAMHSA 

has not adopted the alternate approach. 
Although a few commenters supported 
the adoption of the broad definition of 
"orga11ization," none provided 
sufficient information to determine how 
lhat definition could be implemented lo 
protect the patient's information from 
disclosure to parties without a need to 
know. lt is also unclear how the List of 
Disclosures requirement would be 
applied under a broader definitjon of 
"organization." SAMHSA, therefore, has 
not adopted a definition of 
"org8llization.'' SAMHSA disagrees 
with the recommendation that 
disclosure to a wider range of entities 
should be allowed wil11oul the patient's 
specific consent. 

3. Amount and Kind 

SAMHSA is adopting this aspect of 
the proposal. SAMHSA has moved the 
former§ 2.31(a)(5), "Amount and Kind'' 
provision, to § 2.31 (a)(3) and revised the 
provision to require the consent form to 
explicitly describe the substance use 
disorder-related information to be 
ilisclosed. The designation of the 
''Amount and Kind" of information to 
be disclosed must have sufficient 
specificity to a11ow the ilisclosing 
program or other entity lo comply with 
ilie req_ uest. 

a. General 

Public Comments 
Many commenlers provided feedback 

on the proposed rule's "Amount and 
Kind" requirements on a patient's 
consent form. A few commenlers 
generally supported the provision. 
However, several commenters generally 
disagreed with the proposed provision 
because it would either decrease or fail 
lo improve the sharing of patient 
information; would hamper integrated 
care; would result in consent forms 
routinely becoming outdated; patients 
should not decide what information is 
disclosed; 8lld the current (1987) rule 
language is adequate for protection of 
patient privacy. 

Some commenters said the rule 
should continue to allow a general 
description ofthe type of information 
being ilisclosed. Other commenters 
asked SAMHSA to clarify why the 
revision of the regulatory language was 

necessary and why specific information 
is preferable to simply stating that the 
consent form covers all the records 
maintained by the part 2 program. 

SAMHSA Response 

The designation of the "Amount and 
Kind" of information to be disclosed 
must explicitly describe the substance 
use disorder-related information to be 
disclosed and have sufficient specificity 
to allow the ilisclosing program or other 
entity to comply with the request. 
However, the entity creating the consent 
form may provide options by including 
free text space, or choices based on a 
generally accepted architecture (e.g. the 
Consolidated-Clinical Document 
Architecture (C-CDA)), or document 
(e.g. the Summary of Care Record as 
defined by CMS for the EHR T11centive 
Programs). It is permissible to include 
"all my substance use disorder 
information'' as long as more granular 
options are also included. 

Nothing in the rule would prevent the 
development and use of broad 
categories of the substance use disorder­
related information on the Amount and 
Kind section of the consent form. The 
types of information that might be 
requested include iliagnostic 
information, medications and dosages, 
lab tests, allergies, subst8llce use history 
summm·ies, trauma history summary, 
elements of a medical record such as 
clinical notes and discharge summary, 
employment information, living 
situation and social supports. and 
claims/encounter data. If options are 
provided, it is also permissible to 
provide check boxes next lo each 
option. 

b. lmpact of the Amount and Kind 
Requirement on Providers and Patients 

Public Comments 

Commenters expressed concern that 
the prnposed "Amount and Kind" 
provision would be unduly burdensome 
for providers, thus obstructing 
communications. Several commenters 
stated that the proposed rule would 
require boili patients and providers to 
have an in-depth understanding of the 
precise tel'ms used for substance use 
disorder information. Some commenters 
thought iliis would put undue burden 
on patients. Other commenters argued 
that the ''Amouut and Kind" 
requirement would place an add itional 
burden on patients to anticipate future 
care and/or continually update their 
consent forms. Similarly, commenters 
stated that patients do not know what 
information is necessary to support their 
treatment, which could lead to 
important information being omitted. 

Comm enters argued that the "Amount 
and Kind" provision would require 
requesting health providers to know the 
format. titling, and nomenclature used 
for substance use disorder information 
in the part 2 program. 

A commenter argued that many 
patients would want all of their 
substance use disorder information 
disclosed if it would improve the 
quality and coordination of their care. 
Many commenters recommended that 
patients should be able to sign a consent 
lo sharing their entire record (i.e., a 
global consent), with some arguing that 
the form should include a statement that 
covers "all my records," "all my 
substance abuse records,'' •·entire 
record'' and/or "full record.'' Other 
commenters said patients should be able 
to choose via a check box "substance 
abuse treatment inf'ormalion" or 
authorize the entire medical record and 
list what cannot be ilisclosed. Several 
comm enters stated that an exhaustive 
list of check boxes on the consent form 
would be confusing for many patients. 

Some commenters said patients 
should be able to designate an option for 
overall record release with an option for 
further specification of dates and 
materials to be released from the 
substance use disorder record. However, 
8llother commenter said selections 
should be "all or notJ1ing" to enable 
providers to exchange information with 
Hill, ACO. CCO or a similar entity 
according to the patient's consent 
directive wilh other providers. 

SAMHSA Response 

The patient will be aware that they 
have substance use disorder information 
and can make a determination whether 
tlrny want that information disclosed. 
The 1987 final rule part 2 regulations 
require tlie patient to list "how much 
8lld what kind of information is to be 
disclosed"(§ 2.31(a)(5)). SAMHSA has 
revised the provision to reqwre that !be 
consent form explicitly describe the 
substance use disorder information to be 
disclosed to ensure patients understand 
they are disclosing the specified 
substance use disorder information. The 
8lllount or specificity patients wish to 
include in the ''Amount and Kind'' 
section or the consent form is lert to 
them, as long as it has sufficient 
specificity to allow the disclosing 
program or other entity to comply with 
the request. As such, this section does 
not prohibit a patient from listing "all 
my substance use disorder information" 
or "none of my substance use disorder 
information." However, the Amount 
and Kind section of a consent form must 
accommodate more specific options. As 
slated previously, notJ1ing in the rule 
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would prohibit the inclusion on a 
consent form of broad categories of the 
substance use disorder-related 
information that would generally appeaJ 
in patient records lo assist patients in 
identifying the information they wish to 
disclose. 1n developing broad categories 
of information to be included on the 
consent form, part 2 programs and other 
lawful holders of patient identifying 
information would need lo take into 
consideration reading level standards 
and the concepts of plain language. The 
rule does not require further consent 
when new information is added to the 
substance use disorder record if the new 
information is covered by the "Amount 
and Kind" section on the consent form. 
lf the "Amount and Kind" sr.ction does 
include specificity that the patient 
doesn't understand, the party obtaining 
the consent should explain it to the 
patient. SAMHSA may, after publication 
of this final rule, issue in subregulatory 
guidance informaUon for educating staff 
and patients. We a1'e reliant on the 
provider to be clear lo patient, which 
has always been the case. 

c. Required Substance Use Disorder 
lnformation on Consent Forms 

Public Comments 
Some commenters said the level of 

detail required in the ''Amount and 
Kind" sectjon of the consent form was 
unrealistic, unnecessary, and confusing. 
A commenter argued t11at the level of 
detail required by Lhe rule was at odds 
with the general designations necessary 
for information exchange. A commenter 
stated that EHR infrastructure may not 
be able to categorize and segregate 
information as described in _proposed 
§ 2.31 (a)(3). 

Some commenters urged SAMHSA to 
simplify or otherwise revise this section 
of the consent form. A commenter 
recommended that t.he list could be 
simpl ified by including standardized 
fields on ·the consent form that align 
with information commonly found on a 
Continuity of Care Document (CCD). 
Commenters recommended narrowing 
the list to several broad categories (e.g. 
employment information. living 
situalion, social supports). A commenter 
stated that i r more specific categories 
were needed, the patient could write in 
their own terms. Some commenters said 
the elements and extent of the consent 
should be the same under part 2 as it is 
in HJPAA. Ot11er commenters said 
SAMHSA should use the required 
elements of a Summary of Care Record 
as defined by CMS for the EHR 
incentive Program as a basis for the 
''kind" and "type" of information able 
lo be disclosed. Another commenter 

sru d SAM HS A should defer to the 
expertise of health plans to determine 
what is necessary for a treating provider 
to know about substance use disorder. 

SAMHSA Response 

The types of information that might 
be requested include diagnostic 
information, medications and dosages. 
lab tests, allergies, substance use history 
summaries, trauma history summary, 
employment information, living 
situation and social supports, ru1d 
claims/encounter data. However. the 
entity c reating the consent form may 
provide options to include free text 
space, or choices based on a generally 
accepted architecture or document such 
as the C-CDA. or Summary of Care 
Record, as defined by CMS for the EHR 
Incentive Program. Jl is permissible lo 
include "aJl my substance use disorder 
information'' as long as more granular 
options are also included. II options are 
provided , it is also permissible to 
provide check boxes next to each 
option. The designation of the ''AmoWJl 
and Kind" of information to be 
disclosed must have sufficient 
specificity to allow the disclosing 
program or oilier entity to comply with 
the request. 

cl. Requests for Clarification 

Public Comments 

A couple of commenters asked 
SAMHSA to clarify whether the 
' 'Amount and Kind" section is to inform 
the patient or the providers. A 
commenter requested clarification on 
whetl1er multiple patient consents 
would be necessary when the contents 
of a record changes over time. Some 
commenters requested that SAMf:ISA 
provide more specific examples of 
adequate descriptions of the type of 
information being disclosed. Another 
commenter recommended SAMHSA 
create a sample consent form. 

SAMHSA Response 

The "amount and kind'' section 
informs both the patienl and the 
providers. It allows patients t.he 
opportunity to specify whether all of 
their substance use disorder treatment 
information or only some may be 
disclosed and sets the limits on what a 
part 2 program or other lawful holders 
may disclose. The amount and kind 
section will generally cover classes of 
information so that changes to the 
record should not trigger the need for re­
consents for the same classes of 
information. SAMHSA may provide 
examples or a sample consent form ·in 
subregulatory guidance fo11owing the 
publication of the final rule. 

4.From Whom 

SAMHSA is not finalizing the 
substantive changes that were proposed 
for the ''From Whom" provision in 
§ 2.31 (a)(2). In the NPRM, SAMHSA 
proposed lo move the 1987 § 2.31 (a)(1) 
"From Whom" language of the consent 
requirements provision to§ 2.31(a)(2). 
1n addition, because SAMHSA was also 
proposing, in certain instances, to 
permit a general designation in Urn "To 
Whom" section of the consent form. 
SAMHSA proposed to require the 
"From Whom" section of the consent 
form to specifically name the part 2 
program(s) or other lawf-ul holder(s) of 
the patient identifying infmmalion 
permitted to make the disclosure. 

Public Com men ls 

SAMHSA received comments on the 
"From Whom" section of !Jl8 consent 
form from a group of commenters 
eepresenting a broad spectrum of 
stakeholder organizations. The 
overwhelming majority of these 
commenters were opposed to t.he 
proposed change and many suggested 
withdrawing t11e proposal in§ 2.31(a)(2) 
and retaining the 1987 "From Whom" 
language(§ 2.31(a)(1)). 

Commenters expressed concern that 
the proposed§ 2.31(a)(2) could decrease 
the sharing ofhealth info1malion: would 
add complexity with little or no benefit 
to patient privacy; would unnecessm·ily 
limit the use of a consent; and may 
accidentally cause l11e patient lo omit a 
provider whom they want or need to see 
their data; would negatively impact 
certain Hill models. A significant 
majority of the comments regarding the 
"From Whom" section of tJ1e consent 
form voiced slrong opposition to the 
proposal. A few commenters said the 
proposed change would unnecessarily 
limit the positive step SAMHSA took in 
permitting, in certain circumstance, a 
general designation in the ''To Whom" 
section of t110 consent form. One 
commenter suggested revising the 
requirements on the basis that the 
proposed changes do not modernize the 
regulation. 

SAMHSA Response 

SAMHSA was persuaded by the 
overwhelming opposition to the 
proposed "From Whom'' language and, 
with the exception of minor technical 
revisions, will retain in this final rule 
the language in the current (1987) 
regulation. SAMHSA made this decision 
for several reasons. first, the existing 
"From Whom" requirements have been 
in effect for nearly 30 years and were 
based on the Department's prior 
determination that, even with a genera] 
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designation option, the provision did 
not jeopardize patient privacy. The fact 
that SAMHSA is not aware of any 
reports of the current (1987) ·'from 
Whom" requirement resulting in 
unintended consequences further 
supports this position. 

Second, in the NPRM, SAMHSA 
supported the elimination of the general 
designation option in the "From 
Whom" section of the consent form 
based on concerns that "[t]he patient 
may be unaware of possible 
permutations of combining the two 
broad designations (i.e .. in the "To 
Wbom" and "From Whom" sections) to 
which they are consenting, especially if 
these designations include future 
unnamed treating providers." Based on 
U1e comments received, we believe this 
concern may have been overstated. 
Commenters generally did not agree tJiat 
Urn "unintended consequences" Urn 
NPRM postulated were likely to occur. 
Commenters also asserted that 
SAMHSA's proposal shifted the burden 
from the receiver to the sender of health 
information and would be burdensome 
both to providers and patients. In 
addition, the prnposed change could 
UJ1dermine new models to streamline 
consent. 

While the option of using a general 
designation in either the "To Whom" or 
U1e " From Whom" sections (or both) 
provides the patient greater flexibility, 
and may result in two broad 
designations, it is still ultimately the 
patient's decision whether to use tliese 
options or to specifically name both the 
disclosing and receiving parties on the 
consent form. We agree with the 
remw·ks of one commenter that t.be 
proposed change to the ''Frnm Whom" 
section potentially undermines, rather 
than supports, patient choice, which 
was not SAMHSA's intent. Another 
commenter suggested that SAMHSA's 
proposed revisions may restrict multi­
party consents and disclosw·es, such as 
consents that authorize disclosures 
"between and among'' the parties. These 
types of consents are an important 
option for part Z programs and patients, 
which SAMHSA believes would be 
eliminated if it were to finalize the 
proposal articulated in the NPRM. 
Another characterized the proposed 
change as adding greater complexity to 
U1e consent process for patients with 
litUe or no benefit to patient privacy. 

Third, leaving the 'I 987 "From 
Whom" section essentiall y unchanged 
may reduce the burden 011 providers 
and lT vendors to accommodate this 
final regulation. HIE consortiums/ 
associations and state governments were 
particularly concerned about the impact 
of the proposed revisions on consent·to-

access HIE models (sometimes referred 
to as a community-wide consent-to­
access model). As several commenters 
said, t.be only way for the participant to 
comply with the NPRM "From Whom" 
requirement would be for the 
participant lo list the name of every part 
2 program in the relevant state in the 
"Prom Whom" section of the consent 
form in order to inform the patient that 
there is a possibility that one of these 
progrnms might be the source of the 
information being accessed. Not only 
would thfa requfre the listing of 
hundreds of providers on the face of a 
consent form-effectively transforming 
the document into a provider 
directory-but it would also require the 
!isling of part 2 programs that are not 
participating in the HIE. which would 
be misleading and likely draw 
objections from these programs. 

Moreover, the identities of pru't 2 
programs that may be sources of 
information are consta11tly changing as 
new programs are licensed or join the 
HIE. This would mean that every time 
a participant sought to access a patient's 
information in an Hill, it would have to 
provide the patient with a consent form 
listing all of these new providers, and 
the participant would constantly need 
to print new forms with updated lists of 
part 2 programs in the state. This would 
even apply in the vast majority of cases 
where no part Z information would be 
exchanged, since a participant in a 
consent-to-access model often does not 
know whether the sought-after 
information contains part 2 in formation 
and, therefore, needs to assume that it 
does. Requiring pru'licipants to print 
lengtJ1y consent forms with an updated 
list of part 2 programs every time a new 
part 2 program is licensed in the 
relevant state (and developing a system 
to inform every participant about such 
updates) is simply not feasible. The 
commW1i ty consent-to-access model 
was imp1emenled specifically in order 
to meel the spirit and letter of the 198 7 
part 2 regulations. In addition. federal 
and state governments have invested 
hundreds of millions of dollars to build 
statewide health information networks 
in rel iance on the 1987 part 2 
regulations, which allow consent forms 
to have a general designation of "From 
Whom'' the records are being disclosed. 
Theoretically, it is possible for part 2 
programs Lo switch Lo a consent-to­
disclose model while all other 
participants continue to operate under a 
consent-lo-access model. 

fourth, the flexibility provided in the 
"To Whom" and "From Whom" 
sections of the consent form are 
balanced by the specificity in lhe 
"Amount and Kind" and ·'Purpose" 

sections of the consent form. SAMHSA 
has revised the "Amount and Kind" 
element on the consent form to require 
the consent form to explicitly describe 
tJrn substance use disorder-related 
informal.ion to be disclosed so that 
patients will be a¥.rare of the substance 
use disorder in formation Uley are 
authorizing to disclose when they sign 
the consent form. In addition , under the 
current (1987) regulation, consent forms 
are required to include the purpose of 
the disclosure. Any disclosure made 
under these regulations must be limited 
to that information which is necessary 
to carry out the purpose of the 
disclosure. 

5. New Requirements 
SAMHSA is modifying this aspect of 

the proposal. SAMHSA proposed to add 
two new requirements related to the 
patient's signing of the consent form. 
First, SAMHSA proposed a provision 
that would have required tJ1e part 2 
program or other lawful holder of 
patient identifying information Lo 
include a statement on tJie consent form 
that the patient understands the terms of 
their consent. For Uie reasons explained 
below. SAMHSA is not incorporating 
this rcqnirement into§ 2.31 in this final 
rule. Second, SAMRSA revised § 2.31 lo 
require the pw·t Z program or other 
lawful holder of patient identifying 
informalion to include a statement on 
the consent form that the patient 
understands their right, pursuant to 
§ Z.13(d), to request and be provided a 
list of entities to which their 
informal.ion has been disclosed when 
the patient includes a generaJ. 
designation on the consent form. 
SAMHSA is including this requirement 
in the final rule (see 
§ 2. 31 (a)( 4)(iii)(B)(3)(iJ). 

Public Comments 
A few commenters supported the 

additional statement clarifying that the 
patient understands the terms of 
consent and t.beir rights. One 
commenter suggested expanding the 
statement to include language aboul the 
potential consequences of utilizing a 
general designation in tl1e "To Whom" 
and .. From Whom" fields, which would 
address concerns about the use of two 
general designations, while preserving 
the flexibility allowed in the "From 
Whom" section of the current (1987) 
regulation. 

However, otJier commenters opposed 
updating the consent requirements 
because doing so would require 
prnviders to update consent forms or 
would require a separate substance use 
disorder consent form. Several 
conunenters questioned the purpose of 
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the additional signed statement. A 
commenter criticized the proposed 
language and argued that it was an 
attempt to avoid liability. 

Several commenters argued that 
patients would not have the capacity to 
understand what they are signing. 
Furthermore, another commenter stated 
that a signed statement saying that the 
patient has read the terms of the consent 
does not mean the patient actually read 
and understood the consent. A 
commenter recommended a provision to 
allow the treating physician to sign a 
consent for substance use disorder 
records for patients who may lack the 
cognitive abil ity lo s ign a waiver. 

SAMHSA Response 

SAMl-ISA agrees with the commenters 
that the requirement that the part 2 
program or other lawful holder of 
patient identifying information must 
include a statement on the consent form 
that the patient understands the terms of 
their consent is unnecessary. As 
commenters stated, a signature on a 
confumation statement does not assure 
that the patient has, in fact, read or 
understood it. It is also the case, as 
com.menters stated, that some patients 
may not have the capacity, at the time 
they are admitted, to provide an 
informed consent. Therefore, SAMHSA 
has elim inated this requirement. 

K. Prohibition on Re-Disclosure(§ 2.32) 

SAMI-ISA is adopting this section as 
proposed except for a clarifying revision 
to§ 2.32(a). As discussed in the NPRM 
preamble, the prohibition on re­
disclosure provision only applies to 
information that would identify, 
directly or indirectly, an individual as 
having been diagnosed, treated, or 
referred for treatment for a substance 
use disorder and allows other health­
related information shared by the part 2 
program to be re-disclosed. if 
permissible under the applicable law. 
SAMHSA also clarified in the NPRM 
preamble that, ii data provenance (the 
historical record of the data and its 
origins) reveals information that would 
identify. directly or indirectly, an 
individual as having or having had a 
substance use disorder, the information 
is prohibited from being re-disclosed. In 
addition, SAMHSA revised § 2.32 to 
clari l'y that tl1e l'ederal rules restrict any 
use of the information to criminally 
investigate or prosecute any patient 
with a substance use disorder, except as 
provided in§§ 2.12(c)(5) and 2.65. 

1. General 

Public Comments 

Several commenters generally 
supported the prohibition on re-

disclosure, with some stating that the 
prohibition ensured the confidentiality 
of the patient's information and would 
facilitate broader sharing of information 
among providers and programs in 
support of integrated care, thus 
increasing quality of care. A commenter 
supported the delineation between 
substance use disorder data and other 
health-related data, particularly the 
flexibility to shase portions of a patient's 
record that do not fall under part 2 
requirements. Another commenler 
supported application of the prohibition 
on re-disclosure to individuals or 
enlities that receive confidential 
identifying information from lawful 
holders. 

However, many com:menters generally 
disagreed with the prohibition on re­
disclosure. Commenters argued tl1at the 
prohibition created unnecessary barriers 
and challenges for health care providers 
and would jeopardize patient treatment 
and care coordination (e.g .. due to over­
restriction of medical records). One 
commenter argued that the prohibition 
would prevent the inclusion ol' 
substance use disorder treatment 
information within HIB, ACOs, CCOs, 
and research instit1.1tions. Another 
commenter stated the prohibition would 
prevent substance use disorder 
treatment clinics from being 
incorporated into integrated care 
networks. A commenter said the 
prohibition on re-disclosure would 
prohibit providers or payers from 
correcting or supplementing knowledge 
of another provider based on fear ol' 
violating the law. Lastly. a commenter 
said the proposed rnles prohibition on 
re-disclosure was not different from the 
current (1987) regulation and therefore 
no clarification was necessary. 

SAMHSA Response 
SAMHSA is adopting§ 2.32 as 

proposed except for a minor 
clarification in § 2.32(a). As discussed 
elsewhere in this final rule, SAMHSA is 
attempting to balance tJ1e facilitation of 
infmmation exchange within new 
healtl1 care models that promote 
integrated care with the continued need 
for confidentiality protections that 
encournge patients to seek treatment 
without fear of compromis ing their 
privacy. SAMHSA acknowledges the 
legitimate concerns of commenters 
regarding how care coordination relates 
to patient safety. However, SAMHSA 
must consider the intent of the 
governing statute (42 U.S.C. 290dd~2), 
which is to protect the confidentiality of 
substance use disorder patient records. 
SAMHSA believes that the prohibition 
on the re-disclosure ol' information that 
would identify, d irectly or indirectly, an 

individual as having been diagnosed, 
treated, or referred for treatment for a 
substance use disorder comports with 
its statutory mandate. SAMHSA notes 
that the revisions to§ 2.32 clari Fy that 
the prohibition on re-disclosure only 
applies to information tliat would 
identify an individual as having been 
diagnosed, treated, or referred for 
Lreatment !'or a substance use disorder, 
but does not apply to health information 
unrelated to the substance use disorder, 
such as treatment for an 1IDJ·elated 
health condition. These revisions 
should minimize decisions by part 2 
programs to protect an entire patient 
record. 

Public Comments 

Several com:menters argued lhat the 
original statute for the substance use 
disorder regulations did not prohibit re­
disclosure. Another commenter argued 
that HIPAA did not exist when the 
original regulations regarding substance 
use disorder data were promulgated and 
that the re-disclosure prohibition was 
not needed in today's legal 
environment. Another commenter stated 
that the re-disclosure prohibition is al 
odds with lhe goals of The Mental 
Heal th Parity and Addiction Equity Act 
and the Affordable Care Act. 

SAMHSA Response 

While the statute may not be explicit 
with regard lo certain provisions in 42 
CFR part 2, the statute directs the 
Secretary to prescribe regulations to 
carry out the purpose of the statute, 
which may include definitions and may 
provide for such safeguards and 
procedures that in the judgment or the 
Secretary are necessary or proper to 
effectuate the purposes of lhis section, 
to prevent circumvention or evasion 
thereof, or to facilitate compliance 
tJ1erewi tJ1. 

Because 42 CFR part 2 and its 
governing statute are separate and 
distinct from. HIP AA and due to its 
targeted population, part 2 provides 
more stringent federal protections than 
most other healtJ1 privacy laws, 
including HIPAA. However, SAMHSA 
aligned policy wilh HIPAA where 
possible. 

SAMHSA strives to facilitate 
information exchange within new 
health care models while addrnssing the 
legitimate privacy concerns of patients 
seeking treatment f'or a substance use 
disorder. These concerns include: The 
potential for loss nf employment, loss of 
housing, loss of child custody, 
discrimination by medical professionals 
and insurers, arresl, prosecution, and 
incarceration. 
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2. Impact of Re-Disclosure Prohibition 
on Patient Privacy and Patient Choice 

Public Comments 
Several commenters expressed 

concerns that the prohibition on re­
disclosure did not improve patient 
privacy protections. A commenter stated 
that the proposed changes allowed more 
disclosures without patient notice, 
undermjnjng the goaJ of protecting a 
patient's privacy. A commenter argued 
that any information given by a 
substance use disorder treatment 
program, inclurung a refusal to provide 
.information, could identify an 
individual as having a substance use 
disorder (whether or not the patient 
actually does) or having received 
treatment for a substance use disorder. 
Another commenter argued against 
expanding the scope of part 2 to non­
substance use disorder conditions 
which may unfairly suggest the 
presence of a substance use disorder. 

Several commenters expressed 
concern that the prohibition on re­
disclosure interfered witJ1 a patient's 
choice on whether lo disclose their 
medical record. Commenters argued that 
the prohibition on re-disclosure 
imposed an unnecessary burden on 
substance use disorder patients who 
wish to have the same level of quality 
coordinated care as other patients. 
Several commentr.rs r.xpressed concern 
that the prohibition on re-disclosure 
required patients to anticipate future 
care. Several commenters argued that a 
patient should be allowed to consent to 
or otherwise control the re-rusclosure of 
their information. 

SAMHSA Response 
Patients may pe1m.it re-disclosures of 

their information via written consent. 
Part 2-compliant consent forms can 
authorize an exchange of information 
between multiple parties named in the 
consent form. The key is lo make sure 
the consent form authorizes each party 
to disclose to the other ones the 
information specified and for the 
purpose specified, in tJ1e consent. In 
addition, the revised consent 
requirements allow patients, under 
certain circumstances, to authorize 
disclosure of their information via a 
general designation (e.g. , to " all my 
current and future treating providers") 
ralher than to specifically name each 
recipient. 

As SAMHSA has staled in this 
regulation, the "To Whom" section of 
the consent form can authorize a 
rusclosure of patient identifying 
information to an entity that does not 
have a treating provider relationship 
with the patient whose information is 

being disclosed and acts as an 
intermediary for its participants, such as 
an HlO, and a general designation of 
individual and entities with a lreat.ing 
provider relationship with the patient 
whose information .is being disclosed 
that are pmticipants. The required 
statement prohibiting re-disclosure 
should accompany the information 
disclosed tJ1rough consent along with a 
copy of the part 2-compliant consent 
form (or the pertinent information on 
the consent form necessary for the 
intermediary to comply with the signed 
consent), so that each subsequent 
recipient oflhat information is notified 
of Lhe prohibition on re-disclosure. 

3. Disclosure of Information that May 
Indicate a Substance Use Disorder 

Public Comments 

Several commenlers argued that 
determining which conditions and 
medications would "identify a patient 
as having or having had a substance 
abuse order" would be a burden on 
providers. Commenters said most staff 
within an HIE do not have Lhe 
qualifications (e.g., cl inica.l knowledge 
regarding medical conditions and 
medications) to distinguish which 
information could indicate an 
individual's substance use disorder and 
would thus need lo be trained 
accordingly. Commeuters stressed that 
the difficulty in determining what 
palient information would indicate a 
patient bad a substance use disorder 
would discourage providers and health 
plans from exchanging information. 
further inhibiting coordinated care and 
enforcing differential treatment of 
individuals with substance use 
disorders. 

Several commenters expressed 
concern that the language of the 
proposed rule was too broad. A 
commenter said the provision was 
problematic because many medications 
are frequently related to substance use 
disorder or other physical or mental 
conditions. so there is a risk of 
indicating a patient bad a substance use 
disorder whether or not the patient 
aclually did have a substance use 
disorder. Similarly, commenters a rgued 
that preventing disclosure of 
infoi:mation that suggests a substance 
use disorder is too broad and would 
overly restrict the information available 
to health care providers, thus 
endangering patient safety. A 
commenter recommended that 
SAMHSA interpret "identifies a patient 
as having or having had a substance use 
disorder" lo mean only information that 
actua lly identifies a patient as having a 
substance use rusorder, rather than 

incluru:ng information that merely 
suggests that a person might have an 
substance use disorder. A commenter 
recommended that the provision be 
interpreted as written in the rule 
language, not as expansively considered 
in the NPRM preamble. 

One commenter argued that a 
prescription for a certain drug is not 
enough to identify a person as having a 
substance use disorder, Jet alone 
indicate the person is receiving care 
from a substance use disorder program. 
The commenter slated that this 
ambiguity is sufficient to be able to say 
that the information does not "identify" 
the person as having a substance use 
disorder or, moreover, that iliey are 
being treated in a program. 

A commenter stated that, when the 
data sharing of tJ1e records are redacted 
to remove all evidence of substance use 
rusorder they become worthless in terms 
of ensuring improved client care. 
Further, this commenter said that there 
is no way to ensure such redaction 
would be done effectively and that there 
is a high risk of inadvertent disclosure. 
which cannot be made private again. 

SAMHSA Response 
Comments received by SAMHSA 

suggest tJ1at the discussion in the NPRM 
of re-disclosure regasding medications 
and examples provided were not clear. 
Both the proposed rule and tbis final 
rule prohibit re-disclosure of pru'l 2 
.information that would identify, 
directly or indirectly, an inruvidual as 
having been diagnosed, treated, or 
referred for treatment for a substance 
use disorder, such as indicated through 
standard medical codes, descriptive 
language, or both, unless further 
disclosure is expressly permitted by the 
written consent of the individual whose 
information is being disclosed or is 
otherwise permitted by the part 2 statute 
or regulations. Such information could. 
in some circumstances, include pru'l 2 
information concerning a patient's 
prescription for a medication typically 
used for medication-assisted treatment 
or a disease or condition frequently 
associated with substance use disorders. 
While certain medical inf'ormation in 
and of itself may not identify a patient 
as having a substance use disorder and 
approved medications may be used for 
various purposes, the context of this 
preamble and§ 2.32 concerns the re­
disclosure ofinformation that is directly 
related to the patient's undergoing 
treatment for substance use disorders. 
Therefore, it is considerably more likely 
that the re-disclosure of such 
information would result in identifying 
the patient as receiving trealment for a 
substance use disorder. By contrast, a 
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patient who is not receiving such 
treatment (and, therefore, whose health 
information is nol covered by tl1is rule) 
would not face such risks even if their 
medication or condition is frequenlly 
associated with substance use disorders. 
It is also important to note that in some 
cases, patients may expressly consent to 
further re-disclosure and that such re­
disclosure may in some cases be 
allowed under other provisions of this 
rulP.. SAMHSA understands that this is 
an important topic and may provide 
additional subregulatory guidance on 
this issue after the publication or this 
fmal rule. 

4. Technical Challenges in Preventing 
Unauthorized Re-Disclosure 

Public Comments 

Comrnenters expressed concern that, 
due to how information is exchanged 
electronically, it may be technically 
difficult l'or the medical industry lo 
prevent re-disclosure. Commenters 
argued that providers do not have the 
technical ability to segregate substance 
use disorder contr.nt and redc1ct that 
information from being sent to new 
providers who use or review the record. 
More specifically, a commenter argued 
that EHR cunently have the ability lo 
contribute patient data to an HlE or a 
Regional Health Information 
Organizal.ion (RHIO) at Lhe patient level, 
not al the services .rendered level. A 
commenter stated that this capability 
was five to ten years away. A 
commenter argued that if the outputs of 
the OS4P's pilots were refined and 
required under the federal health IT 
certification program, there would have 
been solution for the re-disclosure of 
substance use disorder information. 

Several commenters expressed 
concern about the lack of technical 
standards. A comment.er recommended 
tl1at SAMHSA adopt clear technical 
methods and standards l'or recipients or 
disclosures, by which pa.rt 2 providers 
and programs would be able to identify 
which records are not part 2 sensitive 
and ca11 be incorporated directly into 
recipient's EHR. Similarly, a commenter 
stated there needed to be standards for 
all EHR Vendors and Hills to address 
the re-disclosure prohibition. 

Some comrnenters expressed concern 
about the bmden of upgrading their 
record system to comply with tl1e 
prohibition on re-disclosure. 
Commenlers slated that the re­
disclosure prohibition would require 
upgrades and modifications to EHR and 
Hills. A commenter stated that 
SAMJ-ISA should provide funding lo 
upgrade HIE systems or HTEs would be 

likely to refuse to accept substance use 
disorder data. 

Many commenters said the 
prohibition on re-disclosure and the 
technical limitations many providers 
raced in preventing re-disclosure would 
have adverse impacts on sharing of 
information and patient care. A 
commenter staled that, due to the 
technical limitations, some providers 
would continue to prohibit re-disclosure 
of Lhe palienl's entire medical record. 
Other commenters argued that the 
technical limitations would result in 
substance use disorder information 
being kept out ofthe electronic health 
care environment, leaving gaps that 
could contribute to poor patient 
outcomes. A commenter stated that part 
2 programs would be unable to 
participate in integrated care delivery 
models because their system was not 
equipped to segregate substance use 
disorder data. 

A commenter stated that SAMHSA 
should encourage Lhe expansion of 
meaningful use to allow behavioral 
health care providers to adopt data 
segmentation technology. A commenter 
stated that, in light of the EHR 
requirements under meaningful use, 
SAMHSA should consider ways to 
reduce the bmden on entities using EHR 
with respect to disclosure statements 
under§ 2.32. Another commenter 
argued that SAMHSA should simply 
issue consent recommendations and 
i ncorporate more complex slructures, 
such as data segmentaLion. in a broader 
mandate or on other requirements in 
order lo allow sufficient time for 
implementation. 

SAMHSA Response 
SAMHSA actively supports the 

continued development of data 
standards lo support the integral ion of 
substance use disorder treatment in 
emerging health care models. The Data 
Segmentation for Privacy (DS4P) 
initiative within ONC's Standards and 
lnteroperability (S&l) Framework 
facilitated the development of standards 
to improve the interoperability of EHRs 
containing sensitive information that 
must be protected to a greater degree 
than other health information due to 42 
CFR part 2 and similar state laws. The 
DS4P standard allows a provider to tag 
a C-CDA document with privacy 
metadata that expresses the data 
classification and possible re-disclosure 
restrictions placed on tlie data by 
applicable law. This aids in the 
electronic exchange of sensitive health 
infm:mation. In October 2015, ONC 
adopted the DS4P standard as part of 
the 2015 Edition health IT certification 
criteria. The OS4P certification criteria 

require health lT to demonstrate the 
ability to send and received summary 
care records that are document-level 
tagged. SAMHSA will continue to work 
with ONC lo further refine the DS4P 
standard so that i l can be applied to 
segment data at the data element level 
in the manner described in ONC's 
·'Connecting Health and Care for the 
Nation: A Shared Nationwide 
Interoperabil ity Roadmap-Version 1.0 
Final (Roadmap)," 2 and to accelerate 
the adopting of-the DS4P send and 
receive standards. 

Regarding re-disclosure, the primary 
advantage of continuing the prohibition 
on re-d isclosure by recipients ofa 
disclosure wi th patient consent is that it 
assures a greater measure of 
confidentiality for patient identifying 
infonnation. SAMHSA strives lo 
facilitate information exchange within 
new healtJ1 care models while 
addressing the legitimate privacy 
concerns of patients seeking b·eatment 
for a substance use disorder. These 
concerns include: The potential for loss 
of employment, loss of housing, loss of 
child custody, discrimination by 
medical professionals and insurers, 
arrest, prosecution, and incarceration. 

The prohibition on re-disclosure 
predates this rulemaking and providers 
were already required to comply with 
the existing provision. SAMHSA 
proposed only minor changes lo the 
provision for clarity, which should not 
necessitate system upgrades. Therefore, 
SAMHSA declines to respond to 
comments regarding the butdens of 
system upgrades to comply with the 
prnhibition on re-disclosure. 

Finally, SAMHSA works closely wilh 
its federal colleagues to improve the 
integration or substance use disorder 
treatment providers and their data. 
Although the part 2 authorizing statute 
does nol give SAMHSA authority to 
mandate data segmentation, as noted 
above. DS4P was included in the ONC 
2015 Edition Health IT Certification 
Criteria (2015 Edition). SAMHSA has 
also supported the development of the 
application branded Consent2Sha.re, an 
open-source health IT solution based on 
DS4P which assists in consent 
management and data segmentation and 
will continue to work lo improve the 
granularity of bow the DS4P standard 
operates. 

z https://www.he.(l/thil.gov/sites/rlef nu/I /fileslhie­
i11/eroperobililylna1io11111ide-interopernbilily­
roadmap-final-version-1.0.pdj'. 



96

6092 Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 

5. Requests for Clarification of the Re­
Disclosure Prohibition 

Public Comments 
Commenters requested clarification 

on various aspects of the re-disclosure 
prohibition. Some commenters asked for 
clarification on what records were 
subject to the re-disclosure prohibition 
{e.g., the actual record, or the part 2-
compliant record that is now 
incorporated into the physician's notes 
at the receiving institution). The 
commenters requested examples of how 
data may, or may not, be disclosed after 
lawful receipt of part 2 data. 

A commenter suggested that 
SAMHSA confirm that only records that 
originated at a part 2 program are 
subject to lbe prohibition on re­
disclosure. 

SAMHSA Response 
Once patient identifying information 

has been initially disclosed {with or 
without patient consent). no re­
disclosure is permitted without the 
patient's express consent to re-disclose 
or unless otherwise permitted by the 
part 2 statute or regulations. Only 
disclosure of patient identifying 
information made with the patient's 
written consent must be accompanied 
by a written notice regarding the part 2 
prohibition on re-disclosure. Although 
there is no requirement to provide such 
written notice to individuals and 
entities who receive information 
through other means under the part 2 
program. all lawful holders must 
comply with the part 2 program 
requirements. including. but not limited 
to the limitations on re-disclosure. 

Regarding requested confirmation that 
only records originated at a pa.rt 2 
program are subject to the prohibition 
on re-disclosure, SAMHSA clarifies that 
individuals and entities that arc not 
covered by part 2 that possess substance 
use d.isorder data that did not originate 
i11 a part 2-covered provider are not 
subject to the part 2 program 
requirements. However, if those 
individuals and entities received that 
information that is subject to part 2 via 
patient consent (with or without the 
notice of prohibition on re-disclosure) 
or through any other means under the 
part 2 program (i.e., through means that 
made U1em a lawful holder), they would 
be required to comply with part 2. 

Public Comments 
Several commen ters asked for 

clarification with regard to disclosing 
prescription medications. A few 
commenters asked whether prescription 
medications could be disclosed without 
consent if the prescriber states that the 

presctiption is not for substance use 
disorder treatment. Another commenter 
asked what the requirements were for 
medications that a.re used "off label'' to 
treat substance use disorder and 
medications that treat withdrawal. A 
commentP.r asked for clarification on 
whether providers in part 2 programs, 
who do not reveal their part 2 program 
affiliation. would be prohibited from 
disclosing information about substance 
usfl disorder prescriptions that are also 
presctibed for non-substance use 
disorder purposes, unless the patient 
has consented to the disclosure. 

SAMHSA Response 
SAMHSA agrees that pait 2 would 

permit the disclosure of information 
without patient consent relative to a 
medication that is used for both 
substance use disorder and non­
substance use disorder purposes. even 
when it is being prescribed for the 
purpose of substance use disorder 
treatment. In disclosing the information, 
both the provider and the data 
provenance must not identify the 
provider as being affiliated with a part 
2 program or prescrihing the substance 
use disorder medication for substance 
use disorder treatment. 

Public Comments 
Regarding the prohibition on re­

disclosure. a commenter requested that 
SAMHSA provide clarification on what 
impact a court order has on shai'ing 
information otherwise deemed 
confidential wider U1e past 2 
regulations. 

SAMHSA Response 
SAMHSA has previously stated in 

FAQ guidance concern ing re-disclosw·es 
Lhat when information is disclosed 
pursuant to an authorizing court order, 
part 2 requires that steps be taken to 
protect patient confidentiality. In a civil 
case, part 2 requires that the court order 
authorizing a disclosure include 
measures necessary to limit disclosw·e 
for the patient's protection, which could 
include sealfog from public scrutiny the 
record of any proceeding for which 
disclosure of a palient's record has been 
ordered 142 CFR 2.64(e)(3)]. [n a 
criminal case. such order must limit 
disclosure to those law enforcement and 
prosecutorial officials who are 
responsible for or are conducting the 
investigation or prosecution, and must 
limit their use of the record to cases 
involving extremely serious crimes or 
suspected crimes 142 CRF § 2.65(e)(2)1. 

Public Comments 
A commenter asked how a mixed-use 

mental health and substance use 

treatment facility should handle re­
disclosw·e and how SBIRT would be 
addressed under tJ1is section. 

SAMHSA Response 

Only tJie substance use disorder 
information is covered by part 2. The 
mental health information is not. The 
prohibition on re-disclosure only 
applies to information that would 
identify, directly or indirectly, an 
individual as having been diagnosed, 
treated, or rel'erred for treatment for a 
substance use disorder, such as 
indicated through standard medical 
codes, descriptive language. or both. 
and allows other health-related 
information shared by tJ1e part 2 
program to be re-disclosed, if 
permissible undflr other applicable 
laws. 

6. Recommendations To Improve the 
Prohibition on Re-Disclosure 

Public Comments 

Severa] commenlers recommended 
exclusions to tJ1e prohibition on re­
disclosure of substance use disorder 
-patient data. A commenter said patients 
should be able to consent to the 
disclosure of substance use disorder 
info1-mation lo a covered enlity and such 
information would be protected by 
HIP AA, but would be free from the re­
disclosw·e prohibition. Some 
comm enters said SAMHSA should 
permit re-disclosure of substance use 
disorder treatment information for the 
purpose ol' treatment and/or care 
coordination. Another commenter 
suggested an exemption for providers 
within a given PDMP, CCO, ACO or 
HIE, for the purposes of treatment, 
payment, or health care operations. A 
commenter said SAMFISA should allow 
re-disclosures without patient consen t 
for public health purposes to prevent 
disease or control injury or disability. 
Lastly. a commenter said SAMHSA 
should add a category under subpart D 
·'Disclosures without Patient Consent" 
lo include state health data 
organizations that collect data under a 
legislative authority. 

SAMHSA Response 

Due to its targeted population, parl 2 
provides more stringent federal 
protections than mosl other health 
privacy laws, including H[PAA. In light 
of the statute, SAMHSA declinfls to 
create the specific suggested exclusions 
from the use and disclosure restrictions. 
SAMHSA will specifically address 
disclosures to subconlractors and 
contractors for healtJ1 care purposes in 
the SNRPM. 
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Public Comments 

Commenters requested that SAMHSA 
provide guidance in several areas. 
including the type of permissible 
information that can be disclosed; 
applicability to co-occw-ring disorders; 
and applicability to multi-use 
organizations. A commenter said 
SAMHSA should publish the medical 
codes (e.g .. ICD-10s) that are affected by 
th.is prnv.isioo. 

SAMl:ISA Response 

As for the type of permissible 
information that can be disclosed, the 
proposed clarifications to § 2.32 clarify 
that the prohibition on re-disclosure 
only applies to information that would 
identify, directly or indirectly. an 
individual as having been diagnosed, 
treated, or referred for treatment for a 
substance use disorder. such as 
indicated through standard med ical 
codes, descriptive language, or both, 
and allows other heaJth-related 
information shared by the part 2 
program to be re-disclosed. if 
permissible under other applicable 
laws. 

Regarding the re-d isclosure of 
information related to co-occurring 
disorders, only the substance use 
disorder information is covered by part 
2. The mental health information in a 
patient record is not. However, part 2 
programs must ensure adequate 
confidentiality protections for mental 
health patient data that are applicable 
based on any relevant federal or stale 
law. 

Public Comments 

Commenters proposed many otJrnr 
recommendations to improve the re­
disclosure provision. One commenter 
said the rule should specify the 
consequences part 2 providers will faco 
if they violate the proposed rule's 
prohibition on re-disclosure. A 
commenter said non-part 2 programs 
lhat prescribe substance use disorder 
medication should not be forbidden 
from disclosing such prescriptions. nor 
required to state the purpose of the 
medication. A commenter said the rule 
should contjnue to pl'ohibil information 
being shared with law enforcement for 
criminal prosecution. A commenter said 
SAMHSA should include an updated 
sample Notice of Prohibition of Re­
disclosure in the final rule. One 
commenter said patients should have 
the ability to remove their substance use 
disorder history from their medical 
record after ten years. A commenter said 
SAMHSA should rescind the proposed 
prohibition on re-disclosure relative to 
general designations and advocate for 

the medical community to do more 
within their industry to recognize and 
provide appropriate, comprehensive 
care for those living with substance use 
disorders. 

SAMHSA Response 
Regard ing the consequences for 

violation of the re-disclosure 
prohibition, each disclosure made with 
the patient's written consent must be 
accompanied by the notice of 
prohibition on re-disclosure. Under 42 
U.S.C. 290dd-2 (f), any person who 
violates any provision of this section or 
any regulation issued pursuant to tbis 
section shall be fined in accordance 
with Title 18. 

Regarding the comment on non-part 2 
prescribers. prescribers that are not 
covered by part 2 are not prohibited 
t'rom disclosing such prescriptions nor 
required to specify the purpose of such 
prescriptions. 

On prohibition of information being 
shared with law enforcement for 
criminal prosecution, this prohibition 
remains in effect. Speci lically, 
SAMHSA has clarified§ 2.32(a) to state 
' '[ t lhe federal rules restrict any use of 
the information to criminaJly investigate 
or prosecute any patient with a 
substance use disorder, except as 
provided at§§ 2.12(c)(5) and 2.65." 

Public Comments 
A commenter stated that individuals 

or entities who are not part 2 programs 
may not be familiar with the specific 
consent requirements of part 2, so the 
ne:-..1-to-last sentence of§ 2.32 should 
include a citation to§ 2.31. 

SAMHSA Response 

SAMHSA appreciates lhe suggestion 
and has revised§ 2.32 to add a reference 
to the§ 2.31 to the penultimate sentence 
in paragraph (a). 

L. Disclosures to Prnvenl Multiple 
Em·offments (§ 2.34) 

SAMHSA is adopting this section as 
proposed. SAMHSA has modernized 
§ 2.34 by updating terminology and 
revising corresponding definitions. 
SAMHSA also consolidated definitions 
by moving definitions from tJ1 is seclion 
to the part 2 definitions provision 
(§ 2.11), as discussed in Section lll.D. 

Public Comments 
A few commenters supported 

disclosures lo prevent multiple 
enrnllments. Some urged the proposed 
regulations to go further and specifically 
allow registries iJ1 the form of Hills or 
PDMPs to share controlled substance 
prescriptions in the same manner that it 
would aJ low withdrawal management or 

maintenance treatment programs. The 
aim would be to prevent multiple 
prescribing of prescription drugs that 
can be abused. Other commenters 
argued that the regislry should be 
available to check enrollment beyond 
200 miles. Asserbng that Lhe 
requi_rement to list every site that may 
be contacted in the consent document is 
an unusuaJ burden. one ol' these 
commenters suggested that the concern 
can be better addressed by indicating 
"any l icensed treatment center within 
the state when a patient presents for 
treatment." One commenter requested 
clarification as to what type of "central 
registry" is being considered for 
djsclosure of patient records. Another 
suggested language that allows for 
multiple payments to providers in 
situations where clients arn emailed in 
multiple programs and where programs 
may be obtaining multiple payments for 
multiple services. 

SAMHSA Response: 
Central registries, defined as "an 

organization that obtains from two or 
more member programs patient 
identifying information about 
individuals applying for withdrawal 
management or maintenance treatment 
for the purpose of avoiding an 
individual's concurrent enrollment in 
more than one treatment program," 
serve a different purpose than HfEs or 
PDMPs. According to tJrn Centers l'or 
Disease Control and Prevention, PDMPs 
are state-run eleclronic databases used 
to track the prescribing and dispensing 
of controlled prescription drugs to 
patients. They are des igned. in part, lo 
monitor this information for suspected 
abuse or diversion (i.e .. channeling 
drugs into illegaJ use), and can give a 
prescriber or pharmacist critical 
information regarding a patient's 
controlled substance prescription 
history. Although PDMPs may serve 
many valuable purposes, SAMHSA 
decided not to address issues pertaining 
toe-prescribing and PDMPs in the final 
rule because, as stated in the NPRM. 
they were not ripe for rulemaking at the 
time due to the state of technology a:nd 
because the majority of part 2 programs 
are not prescribing controlled 
substances electronically. 

Under§ 2.34(a)(3)(ii), the consent may 
authorize a disclosure to any 
withdrawal management or 
maintenance treatment program 
established within 200 miles of tJie 
program after the consent is given 
without naming any such progran1. 
Regarding comments on the 200-mile 
limit, SAMHSA declines to make any 
changes to tJ1e 200-mile limit because it 
is unlikely Uiat a palient would be 
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enrolled in multiple programs greater 
than 200 miles from each other. The 
regu1ations do not confine Lhe 200-mj1e 
limit to within a state. 

As !'or tlle request to allow a consent 
for disclosure to "any licensed 
treatment center within the state where 
a patient presents for treatment," 
SAMHSA has concluded that lhe 
proposed specificity is needed. Section 
2.34 requires that the consent must list 
the name and address of each central 
registry and each known withdrawal 
management or maintenance treatment 
program to wl1ich a disclosure will be 
made. This specificity was retained 
because Lhe purpose of the section is to 
prevent multiple enrollments that 
would result in a patient receiving 
substance use disorder treatment 
medication From more than one 
provider. thereby increasing the 
likelihood for a11 adverse event or 
diversion. 

Regarding the request to allow for 
multiple payments to providers in 
situations where clients are enrolled in 
multiple programs and where programs 
may be obtaining multiple payments for 
multiple services , SAMHSA has 
determined that this request it outside 
of the scope of the proposed part 2 
changes in the NPRM. 

M. Medical Emergencies(§ 2.51) 

SAMHSA is adopting this section as 
proposed. SAMHSA has revised the 
medical emergency exception to give 
providers more discretion to determine 
when a ' 'bona fide medical emergency" 
(42 U.S.C. 290dd-2(b)(2)(A)) exists. The 
revised language states U1at patient 
identifying informalion may be 
disclosed to medical personnel to the 
extent necessary to meet a bona fide 
medical emergency in which the 
patient's prior informed consent cannot 
be obtained. SAMHSA continues to 
require the part 2 program to 
immediate1y document, in writing. 
specific information related to the 
medical emergency. 

1. General 

Public Comments 

Many commenters expressed support 
for tJ1e proposed change in language or 
the medical emergency exception to 
provide medical pnrsonnel with 
increased discretion to determine a 
"bona fide medical emergency." Some 
commenters expressly supported 
align ing the regulatory language with 
the statutory language for medical 
emergencies. A commenter supported 
the special rule that would allow the 
disclosure of patient identifying 
information to medical personnel at the 

FDA who provide reason to believe that 
the health of any individual may be 
threatened by a product under the 
FDA's jurisdjction and that the 
information used solely for notifying the 
patient or their physicians of the 
potential dangers. 

However, several cornmenters warned 
that part 2 programs should not be 
expected to assume the unrealistic 
burden ofliability for a Hffi's capability 
lo comply with all part 2 requirements. 
Another commenter argued the cmrenl 
medical emergency exception is clear 
under current (1987) law and providers 
are already making the determination as 
to what constitutes an emergency. 

SAMHSA Response 
SAMHSA appreciates the support of 

commenlers on this issue. With regard 
to the comment about the burden of 
liability, SAMHSA asserts lhal the 
lreaUng provider must make the 
determination as to whether a bona fide 
medical emergency exists. However, 
concern alone about potential drug 
interaction may not be sufficient to meet 
the standaJd of a medical emergency. 
Thus, based on the circumstances of the 
presenting situation, SAMHSA 
recommends that healU1 care providers 
obtain consent from the patient where 
l'easible. 

2. Definition of " Bona Fide Medical 
Emergency" 

Public Comments 
Commenters provided various 

suggestions for expanding the definition 
to include disclosure of records for 
mental health involuntary commitment 
evaluations and other psychiatric 
emergencies; to detoxification centers; 
when there is "risk or serious harm·• Lo 
self or others by reason of an substance 
usr. disorder; in order to save a life or 
prevent further injury of a person who 
is not able to make a rational decision 
due to mental impainnent; and to 
prevent suicide. Several commenlers 
asserted the revisions should include an 
exception for disclosw·e without 
consent in order to prevent medical 
emergencies from occurring in. the first 
place. Other commenters suggested not 
limiting this section to only medical 
emergencies, but a1Iowing disclosures 
for treatment, payment, and operation 
purposes. A few commenters supported 
adding a duty to warn exception where 
a substance use disorder patient 
discloses intent. plan, or means to 
inflict harm onto another individual or 
the public. 

SAMHSA Response 
On Lhe request Lo expand the 

definition, while the statute authorizes 

an exception for a bona fide medical 
emergency, broadening this provision to 
include non-emergency situations 
would be inconsistent with the statutory 
scheme. With respect to warnings, pal'L 
2 does not impose a duty to warn-or 
a duty lo disclose any information. ll 
only governs when disclosures may be 
made, not when they must be made. 
SAMHSA has previously provided FAQ 
guidance on when a part 2 program may 
make a disclosure without divulging 
patient identifying in formation. 
SAMHSA will monitor this issue and 
may consider whether additional 
subregulatory guidance in the future 
may be helpful. 

Regarding involuntary commitment, 
patient identifying information may be 
disclosed to medical personnel to the 
extent necessary to meet a bona fide 
medical emergency in which the 
patient's prior informed consent cannot 
be obtained. This may include 
situations in which tJ1e patient is not 
regarded as being legally competent 
under the laws of their jurisdiction. 
Such circumstances may apply when a 
patient is subject to an involuntary 
comm itment (i.e .. formally committed 
for behavioral health treatment by a 
court, board. commission, or other 
lawful authority). Consistent with 
§2.51, during the period of time a 
patient is nol regarded as being legaJ1y 
competent, any previously established, 
unrevoked, or unmodified genera1 
designation remains valid for their 
current treating providers until such 
time as the individual's competency is 
restored. The treating provider(s) would. 
in such circumstances, be expected to 
follow provisions of this rule pursuant 
to medical emergencies. including all 
documentation requirements. 
Importantly, at any time when a patient 
is legally competent, they may modify 
their general designation consistent 
with the provisions of this final rule. 

Public Comments 
Other commenters suggested 

restrictions on Lhe definition of "bona 
fide medical emergency" or other 
limitations to the medical emergency 
exception. Several recommended that 
Lhe final rule explicitly state lhat the 
medical emergency exception continues 
to be limited to circumstances in which 
an individual needs immediate medical 
care and the patient's consent cannot be 
obtained. The medical emergency 
exception does not apply t.o situations 
where the patient could but will not 
consent, since the exception should not 
be used to avoid obtaining consent. A 
commenter urged that a "bona fide 
medical emergency" be limited to 
circwnstances in which an individual 
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needs immediate medical care because 
of an immediate (not futW'e) threat to a 
person's health. 

A commenter asserted that it be 
specified that a ''medical emergency" is 
determined by the treating provider. 

A commenter asserted that the 
.information disclosed in a "bona fide 
medical emergency" should be more 
clearly limited and the rule should 
require the provider to affirmatively 
share the requirnd documentation of' the 
disclosure with the patient. 

A commenter stated that part 2 
information disclosed in a medical 
emergency should not be re-disclosed 
for criminal investigation or 
prosecution. 

A few commenters advocated for 
emergency care providers to be 
permitted to access only limited part 2 
information available through a HTE. 

SAMHSA Response 

On situations in which the patient 
could but vvill not consent, SAMHSA 
has not revised the regulatory language, 
but agrees that "patient consent cou Id 
not be obtained" refers to the fact that 
the patient was incapable of providing 
consent, not that the patient ref-t1sed 
consent. 

With regard to the request that a 
"medical emergency" be determined by 
the treating provider, SAMHSA clarifies 
that any health care provider who is 
treating the patient for a medical 
emergency can make that determination. 

On limiting the information disclosed, 
§ 2.13(a) of ll1e rule indicates that tlrn 
amount of information to be disclosed 
''must be limited lo that information 
which is necessary to carry out the 
purpose of the disclosure.,. 

With regard to the comment on re­
disclosure, SAMHSA will address re­
disclosure of part 2 information 
obtained during a medical emergency in 
subregulatory guidance rather than in 
the rule, as it has in the past. 

Public Comments 

Several commenters asserted that 
automated or pre-determinations for 
medical emergencies should be allowed. 
A commenter suggested that pre­
del'ining the criteria for medical 
emergency would enable Hills to 
automate the decisions about whether a 
patient visit is a medical emergency. 
The commenter said such criteria could 
be defined by each individual hospital 
or could be based on national standasds. 
Another commenter argued that Level of 
Care Utilization System (LOCUS) scores 
and the ASAM levels could be used as 
clinical standards for detennining ''bona 
fide emergency" situations where 

behaviornl health information should be 
more broadly shared. 

SAMHSA Response 

Automated electronic health 
information systems can be programmed 
to flag specific patient information for 
medical personnel to use in determining 
whetJ1er a bona fide medical emergency 
exists and may be programmed to 
provide alerts lo autJ1orized providers. 
However. as SAMHSA has explained in 
previous FAQ guidance, one may not 
automate the determination of a medical 
emergency. 

Public Comments 

Many commenlers requested 
examples of emergency situations in 
order to minimize confusion among 
providers and organizations as to thr, 
circumstances under which medical 
emergencies would be valid . Many of 
these commenters provided their own 
instances requesting clarification if 
disclosure would be necessary. 

SAMHSA Response 

SAMHSA plans to provide the 
requested examples in subregulatory 
guidance after the publication of this 
final rule. 

3. Documentation of Medical Emergency 

Public Comments 

Many commenters argued for removal 
of the requirement that a part 2 program 
immediately document a disclosure 
pursuant to a medical emergency. A 
commenter staled that SAMHSA should 
s implify the existing onerous 
documentation requirements tbat 
impede vital sharing of information. 
Anot11er commenter suggested part 2 
programs should rely on other 
functionalities that retain disclosure and 
specific information related to the 
medical emergency, such as audit 
reports. 

A commenter suggested the language 
be modified to aUow the part 2 program 
to document the disclostlre ''promptly" 
rather than "immediately." 

Other commenters suggested 
e liminating the requirement to provide 
' ' the name of the medical personnel to 
whom disclosure was made." 

Another commenter asserted that the 
rnle should allow an HTE lo maintain 
documentation of disclosures for the 
part 2 prngram and provide ongoing 
access to such information. 

A commenter suggested that a "list of 
the information disclosed" be added to 
tbe list of information that must be 
entered into the patient record at the 
time or the emergency disclosure. 

SAMHSA Response 
SAMHSA is not convi need of tJ1e 

benefit of replacing "immediately" with 
''promp tly," particularly since neither 
term is del'ined in the final rule. With 
regard to the suggestion to elim.inate the 
requi_rement to provide "the oame of the 
medical personnel to whom disclosure 
was made," the cunent (1987) part 2 
regulations (as well as the regulatory 
language in the NPRM) require part 2 
programs lo document the name or the 
medical personnel to whom disclosure 
was made and their affiliation with any 
health care facility because it is 
important for that information to be 
available to the pa.It 2 program and the 
patient. 

4. Other Comments on Medical 
Emergencies 
Public Comments 

Some commenters suggested that 
SAMHSA expand who is authorized to 
access emergency records. Some 
commenters requested the definition of 
"medical personnel" include any 
professional who provides health­
related services, including behavioral 
health services, rather than being 
limited to medical doctors, nurses, and 
emergency medical technicians. Other 
commenters suggested the language be 
changed so that "non-medical 
personnel" who are CW'rently working 
with clients in an emergency situation 
have access to the patient emergency 
record. A commenter argued that 
substance use disorder patients 
commonly face medical emergencies 
and therefore it is prudent for an 
emergency department be named or 
identified under the "general 
disclostu·e" provision. 

SAMHSA Response 
Part 2 allows patient identifying 

information lo be disclosed to medical 
personnel in a medical emergency. Part 
2 does not define the term "medical 
personnel" but merely provides that 
information can be given to medical 
personnel who have a need for 
information about a patient in a bona 
fide medical emergency. It is up to the 
health care prnvider or facility treating 
the emergency to determine the 
existence of a medical emergency and 
which personnel are needed to address 
the medical emergency. The name of the 
medical personnel to whom tJ1e 
disclosure was made, tJ1eir affiliation 
with any health care facility, the name 
of the individual making the disclosure, 
the date and time of the disclosure, and 
the nature of the medical emergency 
must be documented in the patient's 
records by the pa.rt 2 program disclosing 



100

6096 Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 

the i_nformation. SAMHSA does nol 
have the authority to permit information 
to be disclosed to "non-medical 
personnel" pursuant to a medical 
emergency because the authorizing 
statute for the regulations codified at 42 
CFR parl 2 limits disclosures to 
"medical personnel. ' ' 

With regard to identifying emergency 
departments under the "general 
disclosure" provision, the medical 
emergency exception requires that a 
provider dHtermine that a bona fide 
medical emergency exists and that a 
patient's visit to an emergency room 
does nol automatically constitute such 
an emergency. SAMHSA reiterates that 
there is a difference between refusal to 
consent and being incapable of 
consenting to disclosure. 

Public Comments 

Commenters requested clarification 
on which entity, the receiving 
emergency department or HIE, would be 
obligated to marntain part 2-compliance 
with information received through a 
declared patient emergency. A 
commenter argued the rule should state 
U1at a hospital emergency room or other 
health care provider that obtains 
program information under the medical 
emergency exception would not be 
subject to part 2 rules with respect to 
such program information. 

SAMHSA Response 

Part 2 requires that when a disclosure 
is made in connection with a medical 
emergency, the part 2 program must 
document in the patient's rncord the 
name and affiliation of the recipient of 
the information, the name of the 
individual making the disclosure. the 
date and time of the disclosw·e, and the 
nature of the emergency. Thus, data 
systems must be designed to ensure that 
the part 2 program is notified when a 
"break the glass" disclosure occurs and 
part 2 records am released pursuant to 
a medical emergency. The notification 
must include all the information that 
the part 2 program is required to 
document in the patient's records. The 
information about emergency 
disclosures should also be kept in the 
Hill's electronic system. Regarding the 
requests for darification on part 2 
applicability to information disclosed 
pursuant lo a medical emergency, 
SAMHSA understands the importance 
of these questions. However, because 
these issues are not related to specific 
proposals made in the NPRM. SAMl-:ISA 
plans to address them in subregulatory 
guidance after the publication of the 
fu1a.l rule. 

Public Comments 

A commenter warned that emergency 
disclosures for requesting of pa.rt 2 
records can occur by means other than 
solely through an HIE. 

SAMHSA Response 

The EHR is the vehicle for the 
disclosure of the part 2 record hut not 
Lhe decision-maker. The name of the 
person who makes the determination to 
disclose and discloses the information 
e lecb·onically through an EHR system 
should be recorded. SAMHSA clarifies 
that the example used of an Hill was nol 
meant to be exbaustive lo include all 
potential sources of disclosures. 

N. Research (§ 2.52) 

SAMHSA is modifyrng this section 
from the regulatory text proposed, as 
described in detail below. SAMHSA is 
implementing several changes lo the 
research provision. First. we have 
revised the section heading by deleting 
the word "activities." ln addition. 
SAMHSA has revised the research 
exception to permit data protected by 42 
CFR part 2 to be disclosed by any 
individual or entity that is in lawful 
possession of part 2 data (lawful holder 
of pa.rt 2 data) under certain conditions. 

SAMHSA also addressed data 
linkages because the process of linking 
two or more streams of data opens up 
new research opportunities and 
potential risks. Tn Lhe NPRM. SAMHSA 
proposed to permit researchers to 
request to link data sets Lhat include 
patient identifying information if (1) the 
data linkage uses data from a federal 
data repository. and (2) tJrn project, 
including a data protection plan, is 
reviewed and approved by an 
Institutional Review Board (1RB) 
registered with the Office for Human 
Research Protections (OHRP) in 
accordance with 45 CFR part 46. 
SAMHSA requested comments in the 
NPRM on whetJ1er to expand the data 
linkages provision beyond federal data 
repositories. After considering the 
public comments received on this topic, 
as discussed in greater detail below, 
SAMHSA has revised the data linkages 
provision to permit researchers to link 
to federal and non-federal data 
repositories provided certain conditions 
are met. 

The revised§ 2.52 permits a 
researcher to include part 2 data in 
reports only in aggregate form. 
SAMHSA clarified in this final rule that, 
with respect to these types of reports, 
the patient identifyrng information has 
been rendered non-identifiable such 
that the information cannot be re­
identified and serve as an LLnauU10rized 

means to identify a patient, directly or 
indireclly as having or having bad a 
substance use disorder. SAMHSA 
requires any individual or entity 
conducting scientific research using 
patient identifying information to meet 
additional requirements to ensllfe 
compliance with confidentiality 
provisions under part 2. Note that de­
identi tied information cru1 be shared for 
the purposes of research; this was the 
status quo under the previous part 2 
regulations, and this final rule does not 
change that. 

Finally,§ 2.52 addresses, in addition 
to the maintenance of part 2 data, lhe 
retention and disposal of such 
information used in research. SAMHSA 
expanded the provisions in § 2.16 
(Security for records) and references the 
policies and procedures established 
under~ 2.16 in revised § 2.52. The 
NPRM language rn (a)(1) only referenced 
"tlie HIP AA privacy rule at 45 CFR 
164.512(i)" while the final rule 
regulatory language in (a)(1) now says: 
"consistent willi the HJPAA Privacy 
Rule at 45 CFR 164.508 or 164.512(i), as 
applicable''. 

1. General 

Public Com men ls 

Many commenters expressed support 
for revising the research exception to 
permit data protected by part 2 to be 
disclosed to qualified personnel for the 
purpose of conducting scienlific 
research by a part 2 program or any 
other individual or entity that is in 
lawful possession of part 2 data (lawful 
holder of part 2 data). Many 
commenters expressed general support 
for expanding the circumstances in 
which reseru·ch may be conducted with 
part 2 data. Many cornmenters 
supported disclosure of data from other 
lawful holders of substance use disorder 
records with researchers. Commenters 
supported the prevention of data 
scrubbing of records and other data 
suppression related to substance use 
disordP.rs. Some commenters specified 
support to stop "suppression" of 
Medicare and Medicaid data from any 
records associated with substance use 
disorder. 

SAMHSA Response 

SAMHSA's revisions to the research 
provision address tJ1ese concerns 
regarding access to substance use 
disordP.r rnformation from CMS claims/ 
encounter data disclosed for research 
purposes. First, the research provision 
permits part 2 programs and other 
lawful holders of patient identi fy ing 
information (nol just part 2 program 
cUrectors) to disclose data protected by 
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42 CPR part 2 to qualified personnel for 
lbe pu rpose of conducting scientific 
research if Lhe researcher provides 
documentation of meeting certain 
requirements related to other existing 
protections for human research. Second, 
SAMHSA also addressed data linkages 
to enable researchers holding part 2 data 
to link lo data sets from federal and non­
federal data repositories provided 
certain conditions are mel as spelled oul 
in section 2.52. 

Public Comments 
AnotJ1er commenter supported the 

use of data use agreements for all 
research t.ransfers of part 2 information 
and requested the proposed regulation 
provide examples of these agreements. 
A commenter stated that the agency 
should allow research of additional 
administrative data sets such as those 
held by HIEs, ACOs, state Medicaid 
agencies, commercial insurance 
companies, and Medicare Advantage 
plans with appropriate IRB reviews. 

SAMHSA Response 
Although not requ ired by§ 2.52, the 

regulation would permit any lawful 
holder of patient identifying 
information to require a researcher sign 
a data use agreement spelling out these 
requirements. 

SAMHSA is adopting its proposal 
rega.rding the research exception to 
permit data protected by 42 CPR part 2 
to be disclosed to qualified personnel 
for the purpose of conducting scientific 
research by a part 2 program or any 
other individual or entity that is in 
lawful possession of part 2 data if the 
researcher provides documentation of 
meeting certain requirements relai-cd to 
other existing protections for human 
research. If an enlity meets the 
requirements of an •'other lawful holder 
of patient identifying information,'' as 
described in the preamble of this final 
rule, the entity would be authorized to 
disclose part 2 data for research 
purposes in accordance with§ 2.52. 

Public Comments 
Another commenter asked a series of 

questions related to the release of data 
by lawful holders tliat are not part 2 
programs (e.g., HIEs). The commenter 
asked how these HlEs, third-party 
payers, etc., will be able to determine 
that a researcher will maintain the 
confidential patient identifying 
information in accordance with the 
security requirements set out in 
§ 2.52(a)(2); how will the ' 'lawful 
holders" be able to assess whether the 
potential benefits of the research 
outweighs any risks to con l'identiality as 
required by § 2.52(a)(3); and what 

individual at these various "lawful 
holders" will be the equivalent of a parl 
2 program director and have the 
authority to make these decisions. The 
commenter staled that it is almost 
certain that these ''lawful holders" will 
not sufficiently know the confidentiality 
regulations so as lo ensure the 
researchers are aware of, and will 
comply with t11e prohibition against re­
disclosure specified in§ 2.52(b). 

SAMHSA Response 
SAMHSA exam ined the existing 

regulations that protect human subjects 
in research and concluded that, if those 
requirements were fulfilled. 42 CFR part 
2 would ensure confidentiality 
protections consistent witJ1 tJ1e statute. 
while providing the expanded authority 
for disclosing patient identifying 
information. Requirements tl1at ensure 
compliance with HIPAA and the 
Common Rule (e.g., !RB and/or privacy 
board review) with respect to research 
provide these assurances, including that 
the researcher has a plan to protect and 
destroy identifiers and to not re-disclose 
the information in an unauthorized 
manner. The individual who would 
make the determination to disclose part 
2 data on behalf of a part 2 program or 
other lawful holder would be the 
individual designated as director or 
managing director, or individual 
otherwise vested with authority to act as 
chief executive officer or tJ1eir designee. 
In addition, there is nothing in the 
regulation that requires this individual 
to disclose the data, even if the 
researcher provides documentation of 
compliance with the requirements 
under§ 2.52. 

Public Comments 
A commenter stated that the proposed 

rule adopted an overly narrow approach 
to disclosures for scientific research, by 
limiting part 2 disclosures only to 
entities or individuals subject to tl1e 
HJPAA Privacy Rule or the HHS 
Common Rule. The commenter staled 
that because the commenter is not a 
I-DP AA covered entity or business 
associate under HIP AA, and is not 
currently subject to the Common Rule, 
the commentel' does not appear to meet 
the conditions required for disclosure 
for scientific research. The commenter 
stated that limiting disclosures for 
research purposes only to entities or 
individuals subject to U1e HTP AA 
Privacy Rule and/or Common Rule is 
i nconsistent with the language and 
intent of the governing statute, which 
broadly authorizes disclosures to 
qualified personnel for the purposes of 
conducting scientific research." (42 
U.S.C. 290dd-2(b)(2)(B)). The 

commenter urged SAMHSA to interpret 
resea.rch broadly to include state 
analytic activities lo identify patterns 
and variations in the cost, quality and 
delivery of health care, similar to the 
approach adopted by CMS for the 
release of CMS claims/encounter data ro 
state agencies. 

SAMHSA Response 

The revised research exception will 
now permit data protected by 42 CFR 
parl 2 lo be d isclosed for research 
purposes by part 2 programs and other 
lawful holders of patient identifying 
information not just by part 2 program 
dirnctors as the 1987 final rule 
regulations require. Because SAMHSA 
is expanding the autJrnrity for disclosing 
patient identifying information beyond 
part 2 program directors, it was 
necessary to establish a mechanism to 
ensure that confidentiality protections 
consistent with lhe slatule were fulfilled 
in alJ cases. SAMHSA determined lbat 
tl1e existing regulations that prolect 
human subjects in reseaJ·ch would 
accomplish this, and, therefore. decided 
to limit the permitted disclosures for 
resea.rch plu·poses under part 2 to 
instances in which the researchers 
would meet the requirements governing 
their receipt of protected health 
in.formation from a covered entity under 
the HlPAA privacy rule and/or the 
requirements governing research on 
human subjects under the HRS 
Common Rule. Under this expanded 
authority, the HIPAA standards wou]d 
be applied as a test regardless of 
whether the data sotu-ce for the 
disclosure was a HlPAA covered entity. 

Under 42 CFR part 2, the research 
provision provides clear policies on 
conducting research and protecting the 
confidentiality of patient identifying 
information. including their obligations 
to comply with requirements under 42 
CFR 2.16, Security for Records. 

Public Comments 

A commenter stated tliat SAMHSA. in 
coordination with state regulators. 
should work together to issue guidance 
related to the application of the federal 
part 2 requirements to substance use 
disorder information that may be 
requested by states for public health and 
other purposes. 

SAMHSA Response 

The statute authorizing part 2 
contains specific limited exceptions to 
the consent requirement, and making a 
change to exempt states from this 
requi_rement, under certain conditions, 
would be inconsistent with the statutory 
scheme, 
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Public Comments 
One commenter stated that the 

expansion of the disclosure of patient 
identifying information should be 
limited lo CMS and/or stale 
govemmental agencies that have 
authority over substance use disorder 
treatment services. The commenter 
stated that an unintended consequence 
of implementing the potential of wide­
spread disclosure of previously 
protected information is that the 
protections the confidentiality 
regulations afforded patients will be 
eviscerated as essp,ntially all the 
recipients of protected information, for 
lhe last 40 years will no longer be bound 
by the prohibilion of re-disclosure, 
subjecting the patient's .information to 
re-disclosure, without lhe patient's 
consent, to any individual or entity 
representing that they are conducting 
scientific research. The commenter 
argued that SAMHSA should limit the 
number of entities who can release 
patient identifying information to those 
who actually have the resources to 
verify that such disdosure to a 
researcher is for a valid research 
purpose; can ensure proper research 
protections are in place; and affirm the 
patient will not bP. more vulnerable as 
a result ofthe disclosure. The vast 
majority of lawful holders cannot 
adequately perform this analysis and 
therefore cannot protect the patient's 
interest as required under lhe part 2 
regulations. 

SAMHSA Response 
SAMHSA declines to narrow the 

scope of the research provision as 
suggested. 1n developing the proposed 
rule, SAMHSA examined the exist ing 
regulations that protect human subjects 
in research and concluded that, if those 
requirements were fulfilled, 42 CFR part 
2 would ensure confidentiality 
protections consistent with the statute, 
while providing the ex1)anded authority 
for disclosing patient identifying 
information. Specifically, lRBs 
determine lhat. when appropriate, them 
are adequate provisions to protect the 
privacy of subjects and lo maintain Lhe 
confidentiality of data before approving 
the research (45 CFR 46.111 (a)(7)). 
SAMHSA is interested in affording 
patients protected by 42 CFR part 2 the 
same opportunity to benefit from 
advanced research protocols while 
continuing lo safeguard lheir privacy, 
and narrowing the scope of lawful 
holders that may disclose part 2 data for 
research purposes, as suggested by lhe 
commenter would limit the ability of 
patients to benefit from these research 
efforts. 

Public Comments 

Olher commenlers expressed concern 
about the expanded research exception. 
A commenter stated that the proposed 
provision would create a wide 
opportunity for data sharing with 
increased risk of adverse impact. 
Similarly, a commenter warned that the 
research exception revision poses 
unnecessary risk of data breach of 
patient's confidentiality. 

SAMHSA received a large nwnber of 
comments. particularly from 
researchers, expressing support for Lhe 
revised research provision. These 
commenters expressed concern that, 
without this revised provision, 
researchers' access to substance use 
disorder-related data in Medicare and 
Medicaid claims/encounter databases 
would be limited to instances in which 
consent could be obtained. A number of 
commenlers cited a study by K. Rough 
et al. published in the March 15, 2016, 
issue of the Journal of tlie American 
Medical Association that found the 
exclusion of part 2 data from Medicare 
and Medkaid claims/encounter data in 
research contexts coincided with 
decreases in tJ1e rates of diagnoses for 
certain conditions commonly co­
occurring with substance use disorder. 
Commenters reiterated a point made in 
the article that undcrestin1ating 
diagnoses has the potential lo bias 
health services research studies and 
epidemiological analyses. Some 
commenters also stated that 
implementing appropriate data 
safeguards can protect patient privacy 
while still allowing researchers access 
to critical data. 

SAMHSA Response 
SAMHSA agrees with the 

commenters· assertions regarding how 
the exclusion of this substance use 
disorder data hampers vital public 
healtJ1 research, particularly in light of 
the growing national opioid epidemic 
and is finalizing the research data access 
p.roposal in the final rnle. 

With respect to concerns about 
privacy and the expansion of the 
research exception, SAMHSA clarifies 
that tJ1e research exception is intended 
lo permit data protected by 42 CFR pa.rt 
2 to be disclosed to qualified perso11nel 
l'or the purpose of conducting scienlific 
research by a part 2 program or any 
other individual or entity that is in 
lawful possession of part 2 data (lawful 
holder of par t 2 data). 

The research provision(§ 2.52(b)) 
already includes a requirement that the 
researcher receiving the part 2 data is 
fully bound by 42 CPR part 2. AJthougl1 
not required by§ 2.52, the regulation 

would permit any lawful holder of 
patient identifying information to 
require a researcher to sign a data use 
agreement spelling out these 
requirements. Lawful holders of patient 
identifying information may disclose 
part 2 data without patient consent for 
research purposes only under the 
specified circumstances under the 
research provision. 

Public Comments 
A commenter requested clarification 

as to whether "lawful holders" may 
disclose part 2 data to third parlies to 
conduct research or wbcther the "lawful 
holder" has to conduct the research 
itself. 

Citing the HlPAA tracking criteria for 
disclosures outside the entity pursuant 
to a waiver of authorization, another 
commenter asked SAMHSA to clarify 
what trncking requirements would 
apply to disclosure of part 2 data for 
purposes of research. This comment!'lr 
also asked SAMHSA lo clarify whetJ1er 
disclosure for purposes of research 
means sharing the data with anyone J'or 
research purposes or only applies when 
part 2 data is shared with an outside 
entity. 

SAMHSA ResptmsP. 
The research provision permits part 2 

programs and olher lawful holders or 
patient identifying information to 
disclose data protected by 42 CFR part 
2 to qua.Ii fied personnel for the purpose 
of conducting scienti lie research i r tJrn 
researche1· provides documentation of 
meeting certain requirements related to 
other existing protections for human 
research. ''Qualified personnel" is a 
statutory term and SAMHSA has 
clarified that this term includes lhose 
individuals who meet the requirements 
specified in the research provision to 
receive part 2 data for the purpose of 
conducting scientific research. 

The proposed rule did not include a 
tracking requirement for information 
disclosed u11der the research exception 
and so we are decl ining to include such 
a requ irement in the final rule. 

Public Comments 
Another commenter reasoned that 

municipalities should be able lo receive 
and match patient identifying 
information and then use the de­
identified data for planning and analysis 
purposes (e.g., determining how many 
criminal justice-involved defendants 
have a previous history of substance use 
disorder treatment). 

SAMHSA Response 
SAMHSA declines lo make the 

recommended expansion to the research 



103

Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 6099 

provision. SAMHSA is revising the 
research exception to permit data 
protected by 42 CFR part 2 lo be 
disclosed to qualified personnel for the 
purpose of conducting scientific 
research by a part 2 program or any 
other indjvidual or entity that is in 
lawful possession ofpar l 2 data (lawful 
holder of part 2 data). "Qualified 
personnel" is a statutory term and 
SAMHSA has clarified that this term 
includes those individuals who meet 
the requirements specified in the 
research provision to receive part 2 data 
for the purpose of conducting scientific 
research. This term would not preclude 
researchers from conducting such 
research efforts on behalf of a 
municipality. However, part 2 prohibits 
researchers from re-disclosing patient 
identifying information except back to 
the individual or entity from whom that 
patient identifying information was 
obtruned or as permitted under§ 2.52(c) 
of this section, and permits researchers 
to include part 2 data in reports only in 
aggregate form in which patient 
identifying information has been 
rendered non-identi fiable such that the 
information cannot be re-identified and 
serve as an unauthorized means to 
identify a patient. directly or ind irectly. 
as having or having had a substance use 
disorder. 

Public Comments 
A commenter expressed support for 

the strengthened proposed research 
provision whereby patient identifying 
information may be released only after 
the program director has determined the 
research recipient has obtained 
appropriate IRB and/or privacy board 
approval and consent. Another 
commenter asserted that information 
that is de-identified and presented in 
aggregate should be pe1mitted to be 
more readily used in research. The 
commenter stated that this was another 
area where SAMHSA can promote 
greater alignment wilh HIP AA, which 
provides allowances for covered 
information that is de-identified and 
presented in the aggregate. 

SAMHSA Response 
Part 2 only applies to information that 

would identify a patient as having or 
having had a substance use disorder. 
The revised research provision allows 
researchers to include part 2 data in 
reports only in aggregate form in which 
patient identifying information has been 
rendered non-identifiable such that the 
information cannot be re-identified and 
serve as an tmauthorized means to 
identify a patient. directly or indirectly, 
as having or having had a substance use 
rusorder. The revised § 2.52 also 

requires researchers to maintain and 
destroy patient identifying information 
in accordance with the security policies 
and procedures established under 
§ 2.16. SAMHSA aligned policy with 
HlPAA where possible. However, 42 
CFR part 2 and its governing statute arc 
separate and distinct from I-IIPAA, and 
the part 2 regulations usn different 
terminology than used in HIPAA. 

Public Comments 
A commenter requested clarification 

on whether data disclosed to qualified 
personnel under§ 2,52 would include 
"identifiable information." For example. 
this commenter asked why a name 
would be relevant if the data and 
information would be used for research. 
Another commenter stated that certain 
patient identifying information such as 
social security numbers should not be 
included. as it serves no purpose to 
researchers. The commenter stated that 
this can easily be mitigated by data 
segmentation and consent management, 
but until then the rule should be 
mai11tained in that tJ1e part 2 program 
director is the only individual 
authorized to release of information. 

SAMHSA Response 
The part 2 data tlrnt may be disclosed 

for research purposes include patient 
identifying information, as that term is 
defined in § 2.11. One reason 
researchers would need identifiable 
i nformation is to link part 2 data to 
other data sets, or for conducting data 
linkages. SAMHSA also proposed to 
address data linkages. which requires 
identifiable information, because the 
process ol'linking two or more streams 
of data opens up new research 
opportunities and potential risks. for 
example. the practice of requesting data 
linkages from other data sources to 
study the longitudinal effects of 
treatment fa becoming widespread. 
SAMHSA is interested in affording 
patients protected by 42 CFR part 2 the 
same opportunity to benefit from these 
advanced research protocols while 
continuing to safeguard their privacy. 
Likewise, SAMHSA revised the research 
provision to enable part 2 data to be 
disclosed for research purposes by part 
2 programs and other lawful holders of 
patient identifying infonnation so that 
patients may benefit from the adrutional 
scientific research that will be 
conducted and that will facilitate 
continua l quality improvement ol' part 2 
programs and the important services 
they offer. This additional research 
would not be able to be conducted if 
SAMHSA were to continue to maintain 
the existing part 2 research provision, as 
suggested. 

2. Suggestions for Lmprovement of the 
Research Provisions 

Public Comments 
Some cornmenters made suggestions 

lo improve privacy protections as it 
relates lo research. A commenter 
suggested that the research p rovision 
require a certificate of confidentiality as 
a prerequisite to researcher access to 
part 2 information. 

SAMrISA Response 
The research provision(§ 2.52(b)) 

already includes a requirement that the 
researcher receiving the part 2 data is 
fully bound by 42 CFR part 2. Although 
not required by§ 2.52, the regulation 
would permit any lawful holder of 
patient identifying information to 
require a researcher sign a data use 
agreement spelling out these 
requirements. 

According to NIH, certificates of 
confidentiality do nol take the place of 
good data security or clear policies and 
procedures for data protect ion, which 
are essential to the protection or 
research parlicipants' privacy. Under 42 
CFR part 2, the reseaTch provision 
provides clear policies on conducting 
research and protecting the 
confidentiality or patient identifying 
information, including their obligations 
to comply with requirements under 42 
CFR 2.16, Security for Records. 

Public Comments 
A commenter concluded that the 

number of entities who could release 
patient identifying information sb0tdd 
be limited to those who have the 
resources to verify the research is valid 
and the patient will not become more 
vulnerable as result of rusclosure. A 
commenter suggested that strict policies 
be in place at all levels of research 
organizations to assure that prohibited 
re-disclosure of patient information 
does not occur. A commenter asserted 
that aligning part 2's requirements for a 
valid written consent with those 
applicable under the HIPAA Privacy 
Rule would avoid confusion. One 
commenter suggested that the filing of 
conflict of interest statements by the 
primary investigators and co­
investigators be required. A commenter 
suggested a change in language to clarify 
that researchers will resist any judicial 
demand for access to patient records, 
except as permitted by these 
regulations. 

SAMrISA Response 
SAMHSA examined the existing 

regulations that protect human subjects 
in research and concluded that, if those 
requirements were fulfilled, 42 CFR part 



104

6100 Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 

2 would ensure confidentiality 
protections consistent with the statute, 
while providing the expanded authority 
for disclosing patient identifying 
information. Requirements that ensure 
compliance with HlPAA and the 
Common Rule (e.g., lRB and/or privacy 
board review) with respect to research 
provide these assmances, including that 
the researcher has a plan to protect and 
destrny identifiers and lo not re-disclose 
the information in an unauthorized 
manner. Disclosure of part 2 data also 
would be allowable for research that 
qualifies for exemption under the 
Common Rule due to the lower risk lo 
subjects in the circumstances where 
exemptions apply, and this has been 
clarified in§ 2.52(a)(2). The individual 
who would make the determination to 
disclose part 2 data on behalf of a part 
2 program or other lawful holder would 
be the individual designated as dfrector 
or managing director, or an individual 
otherwisp, vested with authority to act as 
chief executive officer or their designee. 
lo addition, there is nothing in the 
regulation that requires this individual 
to disclose the data, even if the 
researcher provides documentation of 
compliance with the requirements 
under§ 2.52. 

SAMHSA declines to make the 
recommended change regarding 
conflicts of interest to the research 
section (§ 2.52). The revised research 
provision requires reviews, either by an 
ffiJ3 and/or privacy board. for the 
specific purpose of minimizing risk to 
patients and their privacy. The research 
provision also requires researchers 
requesting data linkages, as described in 
§ 2.52(c), to have the request reviewed 
and approved by an lRB registered with 
U1e Department ofHea]th and Human 
Services, Office for Human Research 
Protections in accordance with 45 CrR 
part 46 to ensure that patient privacy is 
considered and the need for identifiable 
dala is justified. In addition, HHS has 
issued subregulalory guidance that, to 
the extent financial interests may affect 
tl1e rights and we Hare of human subjects 
in research, lRBs, institutions. and 
investigators need to consider what 
aclions regarding financial interests may 
be necessary to protect those subjects. 

SAMHSA proposed to require any 
individual or entity conducting 
scientific research using patient 
identifying information to meet 
additional requirements to ensme 
compl iance with confidentiality 
provisions under part 2. Among these 
are a provision (§ 2.52(b)(1)) that 
"requires rese,U'chers to be fully bound 
by these regulations and, if necessary, to 
resist in judicial proceedings any efforts 
to obtain access to patient records 

except as permitted by these 
regulations." 

Public Comments 

Another commenter suggested lhal 
lhe rule allow an extended disclosure 
period specific to research that could be 
included in the initial disclosure 
approval. 

SAMHSA Response 

The part 2 regulations do nol specify 
a discloslll'e period in the research 
provision. 

Public Comments 

A commenter said that it would bring 
clarity and aid entities seeking to 
comply with Uie proposed rule if it 
included a definition of "repository" 
and of "scientific research ." The 
commenter stated that the HHS 
Co=10n Rule provisions. referenced 
repeatedly in the proposed rnle, apply 
only lo activities which meet the 
definition of research involving human 
subjects. It is not clear whether 
SAMHSA intends to adopt Common 
Rule definitions or create a separate 
scheme. 

SAMHSA Response 
SAMHSA did not propose a 

regulatmy definition for these terms in 
the NPRM and respectfully declines to 
define the terms in the final rule as 
suggested. "Scientific research" is a 
statutory term that is nol defined. 
Researchers requesting part 2 data for 
the purposes of conducting scientific 
research and whose research is subject 
lo the Common Rule would need to 
comply with requirements for the 
Common Rule as well as those of part 
2. SAMHSA refers to the term 
"repository" in the context of the data 
linkages provision, and intended the 
term lo broadly refer to data U1at is 
stored and managed. SAMHSA may 
address undefined terms that require 
further elaboration in subregulatory 
guidance or in subsequent nilemaking. 

Public Comments 

One commenter supported provisions 
that allow states lo work with outside 
entities, which are HlPAA and Common 
Rule compliant, to conduct research that 
will improve care and drive quality 
outcomes for Medicaid beneficiaries 
with a substance use disorder. 

SAMHSA Response 

SAMHSA supports the efforts of part 
2 stakeholders to work together 
collaboratively and in. compliance with 
the law. Part 2 prohibits researchers 
from re-disclosing patient identifying 
information except back to the 

individual or entity from whom that 
patient identifying information was 
obtained or as permitted under the data 
linkages provision. Resea1·chers may 
include part 2 data in reports only in 
aggregate form in which patient 
identi lying information nas been 
rendered non-identifiable such that the 
information cannot be re-identified and 
serve as an unauthorized means to 
identify a patient, directly or indirectly, 
as having or having had a substance use 
disorder. 

3. HTPAA and HHS Common Rule 
Requirements 

Public Com men ls 
Many comm.enters expressed support 

for aligning requi.remonts for discloslll'e 
of information for conducting research 
with existing requirements for research 
as regulated by t11e HHS Common Rule 
(45 CFR part 46). A commenter 
remarked that an alternate apprnach 
would be lo create a single category or 
consent for research purposes. 

SAMHSA Response 
ln this part 2 final rule, SAMHSA has 

implemented certain revisions that are 
predicated on the cmrent version of the 
Common Rule (45 CFR part 46, 
Protection of Human Subjects. 
promulgated in 1991 ). Should 
connicting policies be created in the 
future, SAMHSA will take appropriate 
action (e.g., issue an NPRM or technical 
correction). With respect to c reating a 
single category of consent for research. 
the existing consent requirements 
permit patient consent for lhe disclosure 
of patient identifying information for 
the pmpose of scientific research. 

4. Data Linkages 
SAMHSA revised§ 2.52 from the 

proposed regulatory tex1 by separating 
out t110 data linkages provisions into its 
own paragraph,§ 2.52(c) for purposes of 
clarity and readability. In addition, the 
final § 2.52 addresses data linkages to 
enable researchers holding part 2 data to 
link to data sets from federal and non­
federal data repositories as explained in 
greater detail below. SAMHSA proposed 
to permit researchers to request lo link 
data sets that include patient identifying 
information under certain conditions. 
We proposed to limit the data 
repositories from which a researcher 
may request data for data linkages 
pmposes to federal data repositories 
because federal agencies that maintain 
data repositories have policies and 
procedures in place to protect the 
security and confidentiality of the 
patient identifying information that 
must be submitted by a researcher in 
order to link the data sets. SAMJ-lSA 
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sought input from the public regarding 
whether to expand the data linkages 
provision beyond federal data 
repositories: what confidentiality, 
privacy, and security safeguards al'e in 
place for those non-federal data 
repositories: and whether those 
safeguards are sufficient to protect the 
security and confidentiality of the 
patient identi l'ying information. 

Publ ic Comments 
Several cornmenters suggested that 

researchers be al lowed to perform data 
linkages between data sets containing 
substance use disorder data. However, 
some warned that the proposed rule was 
unclear regarding data linkages. One 
commenter said SAMHSA should 
clarify that researchers have the option 
to submit data to a federal data 
repository, like CMS, for linking of 
federal data, but are nol required to do 
so. Other commenters argued that 
proposed§ 2.52 should explicitly allow 
researchers to perform their own data 
linkages between data sets containing 
substance use disorder records. A 
commenter asserted that non-profit 
entities who engage in research should 
be distinct from for-profit organizations 
and that for-profit organizations should 
not be allowed access to large linked 
data sets. 

Many commenters expressed support 
for permitting linkage with non-federal 
repositories where adequate, flexible 
safeguards are in place lo protect tl10 
security and confidentiality of part 2 
data. A co=e□ter asserted that only 
allowing researchers lo combine 42 CFR 
part 2 records received without patient 
consent with records from a federal 
repository is not consistent with the 
goal of enhancing research conducted 
with data prntected by part 2. In 
particular, commenlers pointed out that 
many state, local, tribal, and corporate 
data repositories with hospital 
emergency department and discharge, 
trauma registry, and birth and death 
records would not be covered by the 
federal data linkages language in the 
proposed rule. thereby hampering 
important research and evaluation 
activities. Additionally, commenters 
supported the expansion of data 
linkages in order to better support the 
analysis required by evolving health 
care delivery and payment models, such 
as Accountable Care Organizations. 

Commenters urged that appropriate 
privacy and security protections are in 
place, lo include physical security and 
disposition of data if SAMHSA permits 
Linkages to non-federal data repositories. 
One commenter remarked that 
protections imposed by federal 
repositories that are not imposed by 

other repositories should be identified 
and considered as requirements, so as 
not to lose the insight offered through 
additional linkage opportunities. 
A110ther suggested implementation of 
data use agreement language to non­
federal repositories. A commenter 
reasoned lRBs or privacy officers could 
ensure other repositories are in 
compliance with parl 2 requirements. 

However, a few commenters did not 
support expansion of data linkage to 
non-federal repositories. Some 
commenlers expressed concerns about 
the security of data in both federal and 
non-federal data repositories citing 
examples of healthcare data breaches. 
One commenter concluded data linkage 
to any data repositories be withdrawn 
from the proposed language citing the 
federal agencies as well as health care 
data repositories inability to adequately 
safeguard personal information. Another 
commenter suggested data repositories 
petforming the data linkages, ii' outside 
of part 2 entity. not be given information 
subject to pru·t 2. 

SAMHSA Response 
SAMHSA would like to clarify that 

the data linkages provision is not 
intended to prohibit a researcher from 
linking a data set in the researcher's 
possession that contains part 2 data 
wiU1 a data set from a thil'd party source, 
so long as U1e part 2 data is not further 
disclosed in the data linkage process 
and the researcher adheres to any 
applicable confidentiality, privacy. and 
security requirements and safeguards. 
Regarding the comment on for-pmfit 
organizations, whether the researcher is 
a for-profit or not-for-profit 
orgru1 ization, the researcher would be 
required to have UIB approval and/or 
privacy board review of their research, 
and, additionally, TR.B approval of the 
research project that contains the data 
linkage component, to ensure risks to 
the patient and their privacy are 
minin1ized. In addition, part 2 prohibits 
researchers from re-disclosing patient 
identifying information except back to 
tl1e individual or entity from whom that 
patient identifying information was 
obtained or as permitted under the data 
linkages provision.. Researchers may 
include part 2 data in reports only in 
aggregate form in which patient 
identifying information has been 
rendered non-identifiable such that the 
information cannot be re-identified and 
serve as an unauthorized means to 
identify a patient, directly or indirectly. 
as having or having had a substance use 
disorder. 

1n response to public comments, 
SAMHSA bas decided in U1e final rule 
to permit data linkages to both federal 

and non-federal data repositories subject 
to the conditions explained below. 
SAMHSA believes that these changes 
will enhance research while still 
ensuring the protection of part 2 patient 
identifying information. SAMHSA 
agrees witJ1 commenlers that many non­
federal data repositories, as well as 
federal data repositories, contain data 
that is critical to research ru1d, therefore, 
SAMHSA is expanding data linkages 
pmvisions. 

lo the data linkages provision of this 
final rule(§ 2.52(c)). SAMHSA revises 
its proposal to enable researchers 
holding part 2 data to link to data sets 
from any repos itory, including non­
federal repositories, provided that the 
linkage bas been reviewed and 
approved by ru1 Institutional Review 
Board registered with the Department of 
HealtJ1 and Human Services, Office for 
Human Reseru'Cl1 Protections in 
accordance with 45 CFR part 46 to 
ensure that patient privacy is 
considered and the need for identifiable 
data is justified. In addition to having 
the request reviewed and approved by 
an !RB, the researcher must ensure that 
patient identifying in formation obtained 
under the ru !e's research provisions is 
not provided to law enforcement 
agencies or officials. SAMHSA states in 
the final rule that the data repository is 
fully bound by the provisions of part 2 
upon receipt of tJ1e patient identifying 
data and must, after providing the 
researcher with the linked data, destroy 
or delete the linked data from its 
records, including sanitizing any 
associated ha.rd copy or electronic 
media, to render lhe patient identifying 
information non-retrievable in a manner 
consistent with the policies and 
procedures established under§ 2.16 
Security for records. Tn addition, the 
data repository musl ensure that any 
data obtained pursuant to part 2's 
research provisions is not provided to 
law enforcement agencies or officials. 

Public Comments 
One commenter recommended thal 

SAMHSA expand data linkages beyond 
research to the broader need for it to be 
inclusive of coordinated care. The 
commenter stated that this is another 
area where SAMHSA could look lo 
existing 1-TTPAA provisions and align lhe 
part 2 provisions accordingly. 

SAMHSA Response 
SAMHSA declines to make the 

revision suggested by the commenter. 
The transfer of part 2 information for the 
purposes of research, as allowed under 
§ 2.52. is ru1 exceptjon to paUent 
consent, and, therefore, Lhe data 
linkages provisio11 cannot be expanded 
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to other parts of the regulation. Because 
of its targeted population, part 2 
provides more stringent federal 
protections than most other health 
privacy laws, including HIP AA. 
However, SAMHSA al igned policy with 
HTP AA where possible. 

5. Multi-Payer Claims Database 

Public Comments 

Many commenters urged the final rule 
to explicitly include a statement on the 
authority granted to MPCDs (also 
referred to as APCDs) that maintain 
adequate safeguards to collect, link. and 
disseminate substance use disorder 
records without patient consent for 
research purposes. Several commenters 
argued that many states have 
established state-sponsored MPCD 
systems and urged the proposed rule to 
specifically ensure substance use 
disorder data are not systematically 
excluded from state MPCD systems, 
allowing part 2 data to be collected, 
linked, and disseminated without 
patient consent for research purposes. A 
commenter requested specific guidance 
as to whether MPCDs could be lawful 
holders of part 2 data with the same 
disclosITTe requirements as those for 
HlEs. A commenter staled that the rule 
should authorize stale data repositories 
such as an MPCD to link part 2 data to 
other data for research purposes. 

SAMHSA Response 

For an MPCD or any entity to disclose 
part 2 data for research purposes under 
the rule's research exception to consent 
requirements(§ 2.52), the entity must be 
a "lawful holder of patient identifying 
information." Under the research 
provision, any lawful holder of part 2 
data may disclose the data to quaJified 
researchers that meet the rnquirements 
under the HHS Common Rule or HlP AA 
Privacy Rule. As SAMHSA d iscussed in 
the NPRM preamble, a "lawful holder" 
of patient identifying information is an 
individual or entity who has received 
such information in accordance with the 
part 2 requirements, and, therefore, is 
bound by 42 CFR part 2. Examples of 
potential "lawful holders" of patient 
identifying information include a 
patient's treating provider. a hospital 
emergency room, an insurance 
company, an individual or entity 
performing an audit or evaluation, or an 
individual or entity conducting 
scientific research. As permitted by the 
authorizing statute and under these 
regulations. any lawful holder of patient 
identifying information may disclose 
part 2 data without patient consent for 
research pusposes under the 

circumstances specified under the 
research .prnvision. 

Regard mg tJrn specific scenario raised 
by commenters, SAMHSA wishes to 
clarify that MPCDs and other data 
intermediaries are permi Lted to obtain 
part 2 data under the research exception 
provided in§ 2.52, provided that the 
conditions of the research exception are 
mel. furthermore. an MPCD or data 
intermed iary that obtains part 2 data in 
tJ1is fashion would be considered a 
"lawful holder" under these final 
regulations and would therefore be 
permitted to redisclose part 2 data for 
research purposes. subject to the other 
conditions imposed under§ 2.52. The 
final rule edits the language under 
paragraph 2.52(a) to clarify that the 
regulations do not prohibit such a 
disclosure. 

Except as provided in pa1·agraph 
2.52(c), a researcher may not redisclose 
patient identifying information for data 
linkages purposes. SAMHSA's data 
linkages provision permits researchers 
lo request to link data sets that include 
patient idenlilying information ii the 
data linkages component is reviewed 
and approved by an IRB registered with 
OHRP in accordance with 45 CfR pm·t 
46 and certain other conditions are mel. 
The data linkages provision is not 
intended Lo prohibit a researcher from 
linking a data set in the researcher's 
possession that contains part 2 data 
with a data set from a third-party 
sow·ce, so long as the part 2 data is not 
further disclosed in the data linkage 
process and any applicable 
confidentiality. privacy, and other 
conditions as specified in this rule are 
adhered to. 

0. Audit and Evaluation (§2.53) 
SAMHSA is modifying the proposed 

language as discussed below. SAMHSA 
has revised the section heading by 
deleting the word "activities." 
SAMHSA modernized this section to 
include provisions governing both paper 
and electronic patient records. J.n 
addition, we revised the requirements 
l'or destroying patient identifying 
i nformation by citing the expanded 
Security for Records section(§ 2.16). 
Furthermore, we updated the Medicare 
or Medicaid audit or evaluation 
paragraph title to include Children's 
Health Insurance Program (CHIP) and, 
in subsequent language. rel'er to 
Medicare, Medicaid, and CHll'. 

The § 2.53 revisions permit the part 2 
program, nol just the part 2 program 
director, to determine who is qualified 
to conduct an audit or evaJuation of the 
part 2 program. The revised language 
also permits an audit or evaluation 
necessary to meet the req u iremenls of a 

CMS-regulated ACO or similar CMS­
regulated organizalion (including a 
CMS-regulated QE), under certain 
conditions. by better aligning the 
criteria in th is section with those set 
forth in the Affordable Care Act 
(regulating ACOs. in part, al 42 U.S.C. 
1395jjj). We have specified that such 
ACO or similar CMS-regulated entities 
must have in place administrative and/ 
or clinical systems. While the NPRM 
indicated both types of systems were 
required, it has been noted that some 
ACO or similar CMS-regulated entities 
will not have both cli rtical and 
administrative systems. We also have 
clmi.fied in the final rule that the ACO 
or similar CMS-regulated organization 
(including a CMS-regulated QE) is 
subject to periodic evaluations by, or 
receives patient identifying information 
from, CMS or its agents. To ensure that 
patient identifying inf'ormalion is 
protected, the ACO or similar CMS­
regulatr.d organization (including a 
CMS-regulated QE) tJiat is the subject of, 
or is conducting, the audit or evaluation 
must have a signed Participation 
Agreement with CMS or similar 
documentation that demonstrates that 
the organization and its auditors or 
evaluators must conduct the audit and 
evaluation activities in full compliance 
with all applicable provisions of 42 
U.S.C. 290dd-2 and 42 CFR part 2. 

Public Comments 
Several commenters provided 

comments with regard to§ 2.53, Audit 
and Evaluation. A few commenters 
discussed the application of this section 
lo Medicare and Med icaid. A couple of 
commenters recommended clarifying 
that Medicaid agencies are permilled 
under the QSO exception lo disclose 
part 2 information to third-party payers 
for audit or evaluation purposes. These 
commenters also suggested that 
Medicaid and other third-party payers 
may use (tJ1ird-parly) contractors and 
vendors to assist beneficiaries and 
perform such activities as program 
integrity activities. The commenters 
a1·gued that the QSO exception 
described above should .include 
communications between third-party 
payers such as Medicaid agencies and 
other holders of part 2 data and QSOs 
to help ensure "operational efficiency." 
Another commenter suggested that the 
revisions concerning tJie auditing 
process and Pmticipation Agreements 
would be loo burdensome. ru1d would 
be inconsistently applied because 
Medicare and Medicaid do not have to 
comply with the auditing requirements, 
whereas providers do. Further. a couple 
of commenters stated (hat part 2 
programs would be confused in 
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attempting to decipher which 
organizations have Participating 
Agreements witl1 CMS in place. further 
exacerbating the existing compliance 
issues w itl1 part 2. A commenter 
requested that SAMHSA clarify whether 
Medicaid program ACOs and external 
quality review organ izations (EQRO) are 
considered "CMS-regulated" for the 
purposes of permitted disclosures. The 
commenter suggested that Medicaid 
program entities should be considered 
CMS-regulated entities. 

SAMHSA Response 
A QSO is an individual or entity that 

provides a service lo a pa.rl 2 program 
consistent with a QSOA (see §§ 2.11, 
Definitions: 2.12(c)(4), Applicability). A 
QSOA is a two-way agreement between 
a pru·t 2 program and the individual or 
entity providing the desired service. 
Therefore, to be a QSO. the contracted 
entity must be providing the service to 
a pa.rt 2 program. The QSOA authorizes 
communication only between the pa.rt 2 
program and QSO. Third-party payers, 
such as Medicaid, a.re not considered 
pa.rt 2 programs as de.fined in this rule, 
and are not eligible to have QSO 
tluough a QSOA. That said, comments 
to the proposed rule raised questions 
that indicate that there may be varying 
interpretations of the cwTent (19871 part 
2 rule's restrictions regarding the use of 
contractors/subcontractors in contexts 
other than tJ1e QSO context, such as tJ1e 
sharing of pa.rt 2 information by third­
party payers with contractors and 
subcontractors to carry out activi ties 
related to audit and evaluation and 
program integrity, and we intend to 
address such scenarios with greater 
clarity in an SNPRM .. As stated under 
§ 2.12(a)(1 ), Restrictions on d isclosures, 
the restrictions on disclosures in these 
regulations apply to any information, 
whether recorded or not, which would 
identify a patient as having or having 
had a substance use disorder either 
directly, by reference to publicly 
available information, or truough 
ve1ificalion or such information bv 
another person. Patient identifying 
information that has been rendered non­
identifiable in a manner that creates a 
very low risk of re-identification may be 
disclosed. 

With regard to the concern that the 
proposed rnvisions to § 2.53 would be 
burdensome and create confusion when 
part 2 programs have lo determine who 
has a Pru'ticipation Agreement or similar 
documentation in place, CMS-regulated 
entities that. among other requirements, 
are subject to periodic evaluations by 
CMS or its agents, or are required by 
CMS to evaluate participants in the 
ACO or sim ilar CMS-regulated 

organization (including a CMS-regulated 
QE) .relative to CMS-defined or 
approved qual ity and/or cost measures 
should be able to produce evidence that 
they have Participation Agreements or 
similar docwnentation in place with 
CMS if requested by a part 2 program. 

As to whether Medicaid program 
ACOs and EQROs are considered ' 'CMS­
regulated," this rule explicitly states 
that ACOs and similar organizations 
regulated by CMS may, subject to 
certain conditions, disclose or require 
participants in the organization to 
disclose part 2-covered information in 
order for the organization to meet CMS 
audit and evaluation requirements. 
Other entities may also be considered 
"CMS-regulated" depending on the 
particular circwnstances, for example, 
as a result of their direct supervision by 
CMS, the establishment by CMS of 
regulations governing their conduct or 
qualification, or, in the case of Medicaid 
and CHIP-related entities, CMS' 
approval of state plans or waivers and 
supervision of the state agencies. 
Medicaid program ACOs and EQROs do 
fit within the entities covered by the 
audit and evaluation provisions oflhe 
pact 2 program. SAMHSA may furtlier 
elaborate on this topic in subregu.latory 
guidance issued following tbe 
publication of the final rule. 

Public Comments 

A few co=enters provided input cm 
SAMHSA's proposal to permit audit or 
evaluation necessary lo meet the 
requirements of a CMS-regulated ACO 
or similar CMS-regulated orgaoizatioD 
(including a CMS-regulated QE), under 
certain conditions. A couple of 
commenlers recommended that 
SAMHSA modify part 2 to permit CMS 
to provide all claims with substance use 
disorder lreatment informal ion through 
the Claim and Claim Line Feed (CCU') 
file so patients can receive 
comprehensive, quality treatment and 
programs can operate more efficiently 
and effectively. The commenlers 
suggested tbat because 42 U.S.C. 290dd-
2(b)(2)(B) permits substance use 
disorder treatment program to disclose 
treatment records without the consent of 
the patient for the pul'pose of aud its or 
evaluation; § 2.53 of the proposed rule 
also permits substance use disorder 
treatment programs to disclose 
treatment records to ACOs or other 
CMS-regulated organizations lo allow 
the organizations to meet CMS's audit 
and evaluation requirements for 
participation; therefore the provision 
could be expanded, or clarified, to also 
permit CMS to disclose substance use 
disorder treatment in l'ormalion to ACOs 
and bundled payment participants for 

audit and evaluation activities. Another 
commenter expressed concern about Uie 
expansion oflhe part 2 audit and 
evaluation exception to include ACOs, 
because ACOs are continually 
'·auditing" programs as a continual 
process of evaluating and monitoring 
and part 2's language makes clear that 
an audit or evaluation is a time-limited 
activity tlrnt is not intended lo permit 
ongoing access lo program records. This 
commenter asserted that the part 2 audit 
and evaluation exception should not be 
allowed Lo result in a practice that 
circumvents the need to obtain a 
patient's consent to access their 
informa ti.on. 

One commenter noted that CMS's 
application of part 2 in its removal of 
substance use disorder treatment 
information from the monthly CCU:', in 
which CMS redacts any claim submitted 
by any provider where a substance use 
disorder is either the principal or 
secondary diagnosis, causes CMS to 
remove claims from the CCLF file that 
ru·e not produced by federally assisted 
substance use disorder treatment 
programs. The commenter urged 
SAMHSA to work witb CMS to develop 
a pathway to include substance use 
disorder treatment information in the 
CCLF data file. 

SAMHSA Response 

CMS may disclose patient identifying 
information to a CMS-regulated ACO or 
.~imilar CMS-regulated organization 
(including a CMS-regulated QE) for 
Medicare audit and evaJuation purposes 
pursuant to § 2.53(c), which provides 
that ''lp]atient identifying information, 
as defined in § 2.11, may be disclosed 
under paragraph (c) of this section to 
any individual or entity for the purpose 
of conducting a Medicare, Medicaid, or 
CHIP audit or evaluation . ... " Neither 
the statute nor the prut 2 regulations 
define audit or evaluation. However, 
under this section of the audit and 
evaluation exception, the purpose of the 
disclosure must be to conduct a 
Medicare, Medicaid, or CHJP audit or 
evaluation. This may include audit or 
evaluation activities, such as reviews of 
.financial performance or the quality of 
health care services delivered, 
undertaken by the CMS-regulated 
organization itself to review its own 
performance. The exception does not 
cover any activities conducted by ACOs 
that may not be reasonably construed as 
being related to such a purpose. 

Public Comments 
Commenters provided other 

recommendations related to this section. 
A commenter suggested thal § 2.53(d) 
should be revised to permit disclosure 
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of patient information to entities that 
have administrative control over 
auditors. Another commenter suggested 
that SAMHSA consider allowing 
·'lawful holders" U1e ability to share 
information for audit and evaluation 
services, with the agreement that the 
service provider must adhere to pait 2. 

Another commenter recommended 
that SAMHSA convene a group of state. 
local. a11d provider representatives to 
develop draft guidance. 

SAMHSA Response 
Regarding the suggestion that 

§ Z.53(d) should be revised t<) permit 
disclosure of patient information to 
entities that have administrative control 
over auditors. except as provided in 
§ 2.53(c], patient identifying information 
disclosed under this section may be 
disclosed only back to the program from 
which it was obtained and used only to 
carry out an audit or evaluation purpose 
or to investigate or prosecute criminal or 
other activities, as autl10rized by a court 
order entered under§ 2.66. 

As recommended by a commenter, 
SAMHSA plans to develop and publish 
subregulatory guidance regarding the 
application of§ 2.53 audit and 
evaluation disclosures after publication 
of this final mle. 

P. Other Public Comments on the 
Proposed Rule 

1. Requests To Extend tl1e Public 
Comment Period 

Public Comments 
Several C()mmenters requested 

extension to the public comment period. 
Commenters stated tJrn complexity a11d 
importance of the rule warranted 
additional time for reflection and 
comment. A few commenters requested 
that the comment period be extended 
for one year to allow for a more open 
process. A couple of commenters 
suggested that in addition to extending 
the comment period l'or one year, public 
hearings also be held across the county. 

SAMHSA Response 
While SAMHSA recognizes that the 

issues addressed in the part 2 NPRM aee 
complex and important, we concluded 
that the 60-day comment period was 
sufficient to provide the public a 
meaningful opp()rtunity to comment, 
and this conclusion is supported by the 
hundreds of complex a11d thoughtful 
comments received. Additionally. tl1e 
NPRM was available to the public for a 
preliminary review on the Federal 
Register Web site upon submission of 
the NPRM to the Federal Register, 
which was several days prior to 
publ ication, thereby providing 

stakeholders additional time prior to the 
publication date. finally, on June 11, 
2014, SAMHSA held a public listening 
session and, invited tJ1rough a Federal 
Register notice. general comments, as 
well as comments on six key provisions 
of 42 CPR part 2. 

2. RuJemaking Process 

Public Comments 
One commenter expressed concern 

that SAMHSA did not summarize or 
address specific comments from 
stakeholders who participated in the 
public listening sessions. 

Another C()mmenter said that U1e part 
2 changes should move forward but 
should be monitored and modified 
accordingly over Lhe next two lo tl1ree 
years. 

SAMHSA Response 

SAMHSA will undertake further 
rulemaki.ng as necessary and intends to 
respond to issues raised with respect to 
the part 2 regulations, as they have in 
the past, through subregulatory 
guidance. 

SAMHSA considered all comments 
received in the June 2014 public 
Listening Session on the pa.rt 2 
regulations. As explained in the NPRM, 
feedback from the Listening Session was 
considered and helped to inform the 
development of the February 2016 
NPRM (see 81 FR 6988, 6993). SAMHSA 
posted all comments received in 
response to the Ljstening Sess ion 
Federal Register Notice on its Web site: 
h ltp:I /www.samhsa.gov/about-us/wlio­
we-are/Ja ws-regulationslpublic­
comments-confidentiality-regulations. 

3. Implementation Timeline and Other 
Barriers to Implementation 

Public Comments 

To allay privacy concerns. a 
commenter said that SAMHSA should 
delay the proposed part 2 changes t.o 
further develop its Consent2Share 
application and encourage wider 
adoption. Similarly, a commenter 
recommended further testing ru1d 
evaluation on TT solutions before 
issuing part 2 changes. Thjs commenter 
further urged SAMHSA to address tl1ese 
issues in the final rule by specifically 
detailing a process for updating the 
Consent2Share tool so that its design 
specifications remain compatible with 
tl1e rapidly advancing and very fluid 
EHR design landscape. 

SAMHSA Response 

SAMHSA declines to accept these 
recommendations to delay publication 
of a final rule pending technology 
developments or Congress ional action. 

Technology adoption is an ongoing 
process. and the majority of current EHR 
and Hill applications may not have the 
capability to support the DS4P 
initiative. Tn addition. paper records are 
still used today in some part Z progran1s 
and shared through facsimile (FAX). lo 
addition, SAMHSA's publication of a 
final rule would not prevent further 
Congressional action with respect lo 
part 2. 

Public Comments 
One commenter expressed concern 

that applying electronic data 
segmentation in conjunction with 
patient privacy preferences can 
significantly increase the complexity of 
the workflow process and have 
unintended consequences on system 
performance and response times at the 
point of care. The commenter 
recommended that SAMHSA, in 
conjunction with other federal agencies. 
advisory bodies, such as the National 
Committee on Vital and Health 
Statistics (NCVHS), and public and 
private stakeholders should convene 
public discussions to evaluate the 
possibility of data segmentation 
standards in electronic systems, the 
benefits and potential unintended 
consequences that may result, along 
with the associated costs and 
a11ticipated consumer uses of such 
standards aJ1d processes. 

In addition to the technical 
challenges, a commenter said that 
SAMHSA should recognize other 
baiTiers to implementation of part 2 
changes, including complexity i11 
navigating individual state regulations, 
challenges around mapping to clinical 
codes. and lack of a st.mdru·dized 
service discovery mechanism to ensure 
capability of exchanging systems to 
evaluate the ability to receive and 
interpret a tagged document. 

SAMHSA Response 
SAMHSA recognizes the concerns 

expressed by the commenter; however, 
SAMHSA's jurisdiction is limited to 
those regulations over which it has 
authority. We note that the part 2 
regulations permit. but do not require, 
data segmentation. 

4. Educational Opportunities 

Public Comments 
Some commenters urged SAMHSA to 

provide trainings/webinru·s ru1d 
technical assistance after the final rule 
is adopted so that substance use 
disorder providers, other health care 
providers. and patients wili understand 
tJrn changes to ensure compliance with 
the rule. Expressing concern that ma11y 
people wilJ not understand tJ10 idea of 
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an Hill or a registry, one commenter 
suggested creating paid space for a 
nurse visit to walk a consumer through 
the consent. 

A few commenlers encouraged 
SAMHSA to invest in provider and 
patient education efforts on the value of 
integrnted care, the role of information 
shru'ing in enabling integrated care. how 
tJ10 consenl process works. palient 
rights under 42 CFR parl 2, ru1d the 
implications of providing consent to 
share personal health information. 

A commenter encouraged SAMHSA 
to continue its efforts to provide 
guidance as to how pru't 2's 
requirements can be incorporated into 
Hill systems, suggesting that many of 
the perceived part 2 issues can be 
resolved by proper education regarding 
the actual requ.irements ru1d how 
information can be exchru1ged pursuant 
lo part 2 with little, if ru1y, add.ilional 
effort if proper operational practices are 
utilized by health care providers and 
management organizations. 

One commenter suggested thal 
SAMHSA establish a consumer 
engagement commillee or seek input 
from an existing national consumer 
advisory council to support part 2 
programs in complying with certain 
ru·eas of the rule, such as developing 
user-friendly consenl forms and crafting 
educational materials for patients. One 
commenter suggested that SAMHSA 
contract with ilie Legal Action Center to 
create a webinar or FAQ to provide 
guidance to co=unity health centers 
and other ''multi-use" organizations as 
to the applicability of part 2. 

Anoilier commenter recommended 
tJ1at SAMHSA develop educational 
materials targeted at pharmacists 
because of the pharmacy profession's 
growing role in substance use d.isorder 
treatment. 

SAMHSA Response 

SAMHSA appreciates these comments 
on educational opportunities and plans 
to address specific commenter requests 
in subregulatory guidance after ilie 
publication of the final rule. SAMHSA 
will consider additional educaLional 
aclivities, such as trainings, webinars, 
and establishing engagement 
committees, should SAMHSA 
determine 010 need during 
implementation of the final rule. 

5. Increased Enforcement 

Public Comments 

Some commenters urged SAMHSA to 
ensure that part 2 provides for 
meaningful enforcnment and penalties, 
with a few reasoning tJ1at the rule would 
create new avenues for the exchanges of 

patients' substance use disorder 
i nformation, especially to other pru·ts of 
the health care system that may have 
little to no experience treating substance 
use d isorder or complying with pru'I 2. 
One of these commenters asserted that 
fines imposed l'or parl 2 violations are 
so minimal that they ru·e not a deterrent 
to intentional or accidental violations. A 
commenler suggested tl1at SAMHSA 
adopt Lhe HIPAA penalties contained in 
the HITECH Act and specify that any 
disclosures of information in violation 
of Lhis statute must be excluded from 
evidence and deemed inadmissible for 
use in any administrative. civil, or 
criminal proceeding. 

Urging SAMHSA to review and 
correct the enforcement concerns of the 
underlying statute, one commenter 
argued that the current confidentiality 
obligations have questionable 
enforcement autl10rity because there is 
no express provision in Title 18 
pertaining to the corrfidentialily of drug 
and alcohol treatment records. Although 
the original part 2 underlying statute set 
forth specific fines, the commenter 
explained that a subsequent revision (by 
Pub. L. 102-321) eliminated the fines 
leaving only a reference lo Title 18. 
Moreover, the co=enter said that by 
the proposed lrru1sfer of the existing 
enforcement authority from FDA to 
SAMHSA, the proposed rule appears to 
remove enforcement authority that 
aclually exists lo a polential stale of 
unenforceability. Similru·ly, anolher 
commenter stated that SAMHSA does 
nol have legislative autl1ority lo impose 
penalties for disclosure. No mention of 
privacy law vjolation fines, penalties, or 
offenses exist in Title 18. Thus, the 
current confidentiality obligations have 
no enforcement auiliority. The 
commenter stated that entities receiving 
tmauthorized information would likely 
not be subject lo penalties unless a 
common law breach of privacy lawsuit 
is filed. 

SAMHSA Response 
The Department of Justice is 

responsible for enforcing violations of 
42 CFR part 2 in accordance with Title 
18 of the United States Code. Title 42 
U.S.C. 290dd-2 provides that "[a]ny 
perso11 who violates any provision or 
[the] section or any regulation issued 
pursuant to lthel section shall be fined 
in accordance with title 18." Reports of 
violation of the regulations may be 
directed lo the United Slates Altorney's 
Office (USAO) for the judicial district in 
which the violation occurs or may be 
directed to SAMHSA for possible 
refeITal to the relevant USAO. A report 
of any violation of lhese regulations by 
an op ioid treatment program may be 

clirectecl to the relevant USAO as well 
as the SAMHSA office for opioid 
treatment program oversight, pursuant 
to 42 CFR part 8. 

6. Other Miscellaneous Comments on 
the Proposed Rule 
Public Comments 

A commenter suggested that 
SAMHSA revise the title of part 2 to 
"Confidentiality of Patient Records 
Relevant to Substance Use Disorders 
and Associated Behavioral Diagnoses," 
to ensure person-centered lru1guage is 
used. 

SAMHSA Response 
To be consistent with recognized 

classification manuals, current 
d.iagnostic lexicon, and commonly used 
descriptive tenninology, SAMHSA 
proposed to refer to alcohol abuse and 
drug abuse collectively as "substance 
use disorder." and, for consistency. 
proposed to revise the title of 42 CFR 
parl 2 from "Confidentiality of Alcohol 
and Drug Abuse Patient Records" lo 
''Confidentiality of Substance Use 
Disordr.r Patient Records.•· 

Public Co=ents 
Some commenters made specific 

suggestions or requested clarification 
regarding parts of the part 2 regulations 
thal were not the subject of the 
proposed changes in the NPRM. For 
example, co=enters addressed§§ 2.14 
(Minor patients), 2.20 (Relationship to 
state laws), and 2.21 (Relationship to 
federal statutes protecting reseru·cb 
subjects against compulsory disclosure 
of their identity). 

SAMHSA Response 
SAMHSA acknowledges commenters' 

questions and suggestions relating to all 
aspects of the part 2 regulations. 
However, for purposes of this final rule. 
SAMHSA generaJly considered 
comments submitted on provisions for 
which changes were nol proposed in the 
Februru·y 2016 NPRM to be outside of 
the scope of this rulemaking. SAM HS A 
will take such co=ents and 
recommendations under advisement 
and may issue subregulatory guidance 
in the future lo address some of these 
issues brought up by commenters. 

Public Comments 
Another commenter also urged 

SAMHSA to work with CMS lo ensure 
tJ1al when proper criteria are met, such 
as through a QSOA and/or a signed 
consent form, patient substance use 
claim information is available to ACOs 
through their CCLF files. Asserting that 
it is a major blind spot in lhe abilily of 
8J1 ACO to manage total cru·e if it does 
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not have data on substance use disorder 
dala, a commenter encouraged 
SAMHSA lo work wil.h CMS on ways lo 
effectively manage substance use 
disorder care within the administration 
of the ACO program. One commenter 
suggested that SAMHSA work witJ1 
federal agencies, states, localities, and 
providers to identify the cost/burden of 
the rule on entities and professionals. 
The commenter also recommended I.hat 
SAMHSA work with the CMS and the 
Office of the National Coordinator for 
Health Tnformation Technology (ONC) 
to align the rule with guidance 
permitting tJ10 HlTECH enhanced 
funding l'or admjnistralive costs to otlier 
providers. 

SAMHSA Response 

SAMJ-ISA will continue to work with 
CMS and its other federal partners to 
ensure the effective and timely 
implementation of the pa.rt 2 final rule. 

Public Comments 

Because a state provides health care, 
including federally funded substance 
use disorder treatment programs, to 
inmates in the state jail system, a 
commenter stated tliat ilie part 2 
regulations impact the methods by 
which care is coordinated for in males 
and urged SAMHSA to consider part 2's 
impact on incarcerated populations. 

SAMJ-ISA Response 

SAMHSA considered how the 
regulations would impact part 2 
programs and lawful holders of patient 
identifying il1formation, as well as other 
stakeholders. All part 2 programs and 
other lawful holders of patient 
identifying information must comply 
with part 2. lfa jail or prison meets the 
definition of a part 2 program, it would 
be required to comply with pa.rt 2. 

Public Comments 

One commen ter stated that there 
should be an option l'or the patient to 
have the ability to remove their 
substance use disorder history from 
their medical record after a ten-vear 
minimum time period. · 

SAMJ-ISA Response 

Although SAMHSA is not prescribing 
any specific retention period, I.he 
expectation is the both paper and 
electron ic records would comply witJ1 
applicable federal, state, and local 
retention laws. 

Public Comments 
A commenter requested that 

SAMHSA provide a description of 42 
CFR part 2-covered entities similar lo 
the designation under HIPAA. 

SAMHSA Response 
SAMHSA may address applicability 

in subregulatory guidance or in 
subsequent rulema.king. 

VI. Rulemaking Analyses 

A. Paperwork Reduction Act 
Under the Paperwork Reduction Acl 

of 1995 (PRA), agencies are required to 
provide a 60-day notice in the FR and 
solicit public comment before a 
collection of information requ irement is 
submitted to tl1e Office of Management 
and Budget (0MB) for review and 
approval. We provided for this comment 
period as part of the NPRM. The part 2 
information collections are approved 
under 0MB Contrnl No. 0930-0092, and 
SAMHSA will shortly submit the 
changes associated wil.h this rule to 
0MB for review. 

This rule includes changes to 
infomrntion collection requirements, 
that is, reporting, recordkeepi ng or 
third-party disclosure requirements. as 
defined under the PRA (5 CFR part 
1320). Some of the provisions involve 
changes from the information 
collections set out in the previous 
regulations. In l'ormalion collection 
requirements are: (1) Section 2.13(d)­
Disclosure: Requjres entities named by 
patients using general designation under 
§ 2.31(al(4)(ivl(C) to provide a list of 
entities to which the patient's 
i nformation bas been disclosed lo 
participants pursuant to Ll1e general 
designation, (2) Section 2.22-
Disclosure: Requires each program 
notify each patient that federal law and 
regulations protect the confidentiality of 
substance use disorder patient records 
and provide a written summary of the 
effect of this law and these regulations. 
(3) Section 2.51-Recordkeeping: This 
provision requires the program to 
document a disclosure of a patient 
record to authorized medical personnel 
in a bona fide medical emergency as 
defined in§ 2.51. The regulation is 
silent on retention period for keeping 
these records as this will vary according 
to state laws. It is expected that these 
records will be kept as part of ilie 
patients' health records. The major 
change from current (1987) regulations 
is the list of disclosures requirement at 
Section 2.13(d). SAMJ-ISA proposed that 
entities named on a consent form that 

disclose patient identifying information 
to their participants under the general 
designation must provide patients, upon 
request, a list of entities to which their 
information has been disclosed 
pursuant to a general designation (i.e., 
list of disclosures). Impact of this 
provision is noted below. SAMHSA 
notes that entities are not required to 
use the general designation permitted 
under§ 2.31(a)(4)(iii)(B)(3)(i). 

Under the PRA, the Lime, effort. and 
financial resources necessary to meet 
the information collection requirements 
referenced in I.his section are to be 
considered in rulemaking. The NPRM 
solicited comments on PRA issues. 
Commenters did not raise concerns 
regarding the burden for information 
collection requ irements for the 
recordkeeping and notification 
provisions above. Though commenters 
expressed concern about some aspects 
of the list of disclosures requi.rements, 
these comments did not suggest that the 
burden of information collection would 
increase for 42 CFR part 2-compliant 
entities. Tndeed, one commenter noted 
that cur-rent practice for many facilities 
to maintain both paper and electronic 
records may be both burdensome and 
inefficient. By promoting use of EHRs, 
changes in tJiis rule may help to 
improve efficiency for providers. Some 
commenters also hypothesized iliat 
complying with the list of disclosures 
requirement would require such steps as 
developing a tracking system; or manual 
review or audit of all records; and 
mailing of letters through U.S. mail. 
Entities should already be collecting 
and retaining inl'ormation needed to 
comply wil.h the list of disclosw·es 
requirement. The final rule does not 
impose requirements to manually 
review all records, mail letters using ilie 
U.S. Postal Service or develop a tracking 
system speciGcally to comply with the 
list of disclosures provisions. foor 
instance, we note below that entities 
could comply with the List of 
Disclosures requirement by either 
collecting I.his information 
electronically by using audit logs to 
obtain the required information or by 
keeping a paper record. Similarly, we 
point out that list of disclosures may be 
transmitted through such met.hods as 
mail or email or through other means 
preferred by the patient. We discuss the 
list of disclosures requirements further 
in the impact analysis section below. 

Annual burden estimates for these 
requirements are summarized in the 
table below: 
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TABLE 2-ANNUAL BURDEN ESTIMATES 

Annual Responses 
Total I-lours per Total hour Hourly wage number of per Total cost 

respondents respondent responses response burden cost 

Disclosures 

42 CFR 2.13 {d) ..... .. ........... . _ .......... .. 
42 CFR 2.22 .......... .................. " ...... ............. . 

I 19.548 
• 12,034 

1 
155 

19.548 
5 1,861,693 

2 4.15 
.20 

81 ,124 
372,338.6 

3 $36.9175 
640,26 

$2.995.000 
14.990,000 

Recordkeeplng 

42 CFR 2.51 .......... ........ , ............................. .. 12.034 2 24.068 .167 4,019 7 34.16 137,000 

Total .... , .......... , .. ,, .. ............ , .. ,,.,, .......... , .. 8 31,582 1,905.309 457.482 18.123.000 

' The number ol entities required to generate a list ot disclosures based on the number ot estimated patient requests. Patient requests are based the total number 
of annual treatment admissions from SAMHSA's 2010-2012 Treatment Episode Data Set (TEDS) (see footnote 5). The estimated patient requests equal the average 
of the total number of requests for a 0.1 percent request rate and a 2 percent request rate. SAMHSA notes that this estimate rellects the number of patient requests 
rather than the number of impacted entities as some entitles may receive more than one request. 

2 The estimated time for developing a 11st of disclosures is 4 hours tor entities collecting the inlormatlon electronically Using an audit log and 3 hollrs for enlttles that 
produce such a list lrom paper records. Because 90 percent of entities are estimated to collect the information electronically using an audit log and 10 percent are es• 
timated to use paper records. the average weighted time to develop a list of disclosures Is 3.9 hours [(0.9 x 4 hours) + (0.1 >' 3 hours)]. Including the estimated 15 
minutes to prepare each list of disclosures. for mailing or transmitting. the total estimated time for providing a patient a list of disclosures is 4.15 hours (3.9 hours + 
0.25 hours). 

"The weighted hOurly rate for health information technicians, medical technicians and administrative stall who will be preparing the list of disclosures. The hourly 
rate is weighted to reflect the fact that t,ealth lnformalion and medical tectir,iclans, who WIii be generating the list of disclosures. have a higher wage rate than a.dmln· 
lstrative staff and Will contribute more hours to generating the 11st of disclosures. Bureau of Labor Statisijcs. U.S. Department of Labor. Occupatlonal Employment Sta• 
fist/cs [accessed June 3, 2015). standard Occupations Classllication codes (29-2071, 31-9092) [www.bls.gov/oes1J. The hourly wage rate was multiplied by 2 to ac• 
count for benefits and overhead costs. 

4 The number of publlcly funded alcohol and drug facilities based on SAMHSA's 2013 National survey of substance Abuse Treatment Servrces (N-SSATS). The 
estimated annual number of respondents, 12.034, Is based on N-SSATS data and reflects lacllities receiv1ng federal fundtng, However, under N--SSATS an organiza• 
tion may complete survey responses for multiple facilities. 

5 The average number of annual treatment admissions from SAMHSA·s 2010-2012 TEDS. 
6 Bllreau of Labor Slatistics, U.S. Department of Labor, Occupal/onal Employment Statistics [accessed July 16, 2015], Standard Occupations Classification code 

(21-1011 ) [www.bls.gov/oesi]. The hourly wage rate was multiplied by 2 to account lor benefits and overhead costs, 
7Bureau of Labor Slatistics. U.S. Department ol Labor. Occupallonal Employment Statistics [accessed July 16, 2015], Standard Occupations Classlficatlon code 

(43--0000) [www.bls.gov/oesi]. The hourly wage rate was multiplied by 2 to account tor benefits and overhead costs, 
• The combined total of the number of publicly funded alcohol and drug lacllities and the number of entities required to generate a list of disclosures. 

As described in greater detail in 
Section Vl.B, Regulatory lmpa(:t 
Analysis. tbe rnspondents for thfl 
collection of information undar s 2.22 
and 2.51 arc publicly (federal, state, or 
local) fundfld, assisted, or regulated 
substance use disorder treatment 
programs. The eslimute of tho number of 
such programs (responden.Ls) is based on 
the results of the 2013 N-SSATS, and 
the average number of annual total 
rnsponsr,s is bused on 2010-2012 
information on patient admissions 
repmted to the Treatment Episode Data 
Set (TEDS). approved under 0MB 
Control No. 0930-0106 illld 0MB 
Control No. 0930-0335. 

The respondenls for the collection of 
information under§ 2.13(d) are entities 
named on the consent form that disclose 
information to tbflir pmticipants 
pursuanl to the general designation. 
These entities primarily would he 
organizations that focilitate the 
exchange of health information (e.g., 
HIEs) or coordinate care (e.g., ACOs. 
CCOs, and CPGMHs), but other 
organizations, such as research 
institutions, also may disclose patient 
identifying information to their 
participants (e.g., clinical researchers) 
pursuant to lhe general designation on 
the consent form. Because there are no 
definitive data sourt.cs for Lhis potentiaJ 
range of organizations, we ore not 
associaling requests for a list of 
disclosures with auy particular type of 

organization. Consequentl_v, the number 
of organizations that must respond to 
list of disclosures rnquHsts is based on 
the total number of rnquests each year. 

B. Regufolory lmpoct Analysis 

·1. Public Comments on Notice of 
Proposed Rulemaking Regulatory 
Impact Analysis 

a. Support for Cost Estimates 

Public Comments 

SAMHSA ret.civcd rougbJ.y 376 
c:ommeoL~ on the proposed rule. 
However. relatively few c:ommenls 
focused on the Regulatory [mpact 
Analysis. We respond to tl10se 
comments below and have made 
changes in our analysis, when 
appropriate, to reflect these comments. 

A fow comm<mters suggr.stnd that the 
estimated costs outlined by SAMHSA in 
the proposed rule are in line with actual 
costs. For instance. ono commenter 
suggested Lhat the estimaterl to(al cost of 
$239 million over 10 years would not be 
unduly burdensome and would improve 
patient cure and safoty. A commenter 
stated lhat costs would bo miJ1imal for 
integrating the requirement properl y to 
sw1itize and dispose of records into 
training and instruction. Another 
commenter stated that the costs rnlated 
1(1 moduyi_ng release forms and traiJ1i11g 
sfaff would be absorbed by 
organizalions and would nol impact 
business processes. Explaining that in 

ordm to reflect tl1e revision in title of 42 
CrR part 2, a modification of Lhc printed 
and on-lfoe versions of applicable CFR 
Titles would he necessary, a commenter 
concluded that because of regular 
updates to CJl'Rs, the incorpo:ration of 
amendmen ts made as part of tJ1is ru .le 
should tmt result ju a significant 
economic impact. 

SAMHSA Response 

SAMHSA acknowl(ldgns und 
appreciates Lhe comments received that 
expressed suppo11 for the cost estimates 
in the NPRM. Thougl1 SAMSHA does 
not attempt in this rul e to quanLify 
benHfits, it is important to note thut 
updates to 42 CFR part 2 may result iu 
long-term cost savings as well due to 
improved care coorcl'inalion and 
integration and more e fficient use of 
data for research and performance 
improvement purposes. 

b. Assertions That SAMHSA 
Underestimated Costs 

Public Comments 

Some c:ommenters generally asserted 
that the compliance and 
implementation costs were 
underestimated. One commenter 
suggested lhat cost effectiveness of 
complying with thn propoS({d regulation 
wiJ1 impact members and patients 
because of the additional c:osts 
associated witJi implementation (e.g .. 
outreach ru1d education, cbru1ges to 
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consent forms), which undermines care 
coordination and effective delivery of 
services. Another commenter suggested 
that the projected costs of complying 
with part 2 should include cosls for 
other institutions that are affected with 
re-disclosure of the provision; costs to 
individual practitioners or health 
organizations with few clinicians that 
fall under part 2; vendor-related costs; 
costs for softwarn development and 
upgrades should be added to the costs 
of electronic record purchase and 
maintenance; cost to Hill; and costs to 
hire administrative staff. 

A few comrnenters suggested that the 
estimated $8,000 cost per facility to 
implement consent management was 
too low, failing to reflect fully 
development, testing and process costs. 
One commenter suggested that the 
estimated $8.000 cost per facility to 
implement consent management likely 
does not consider vendor-related costs 
such as development, testing, training, 
adoption and process modifications that 
may need to occur, only the cost of the 
infrastructure investment. Commenters 
urged SAMHSA and federal partners to 
consider funding HlT adoption by 
behavioral health providers. Another 
commenter stated that the proposed rule 
underestimated the cost of scaling 
efforts to integrate DS4P and 
Consent2Sharc, including upgrades and 
iterations across EHR products. 
Commenters also suggested SAMHSA 
modify its DS4P efforts to reflect 
updated 42 CFR part 2 requirements. 
Lastly, a commenLer suggested that the 
estimate of $8.000 to comply with the 
proposal underestimates the costs for 
existing pharmacy managemenl systems 
to add new functionalily and 
applications and does not include other 
software or security requirements. 
training. or other implementation (:osts 
associated witJ1 Lhe proposed rule. 
Another commenter generally suggested 
that the estimated cost burden of 
trans itioning lo a new consent form will 
be greater than proposed in the 
proposed rule. 

Several commenters mentioned other 
specific areas in which SAMHSA 
underestimated costs. One commenter 
suggested Lhal the costs estimated 
related to EHR customizations are 
underestimated because there is no 
current standard interoperability with in 
EHRs that address part 2 information. 
Another commenter also shared their 
own experience in which tJiey estimated 
a cost of $30,000 to comply with 42 CFR 
part 2 when including 2 substance use 
specialists as part of an integrated 
treatment model using an electronic 
health record. This commenter asserted 
based on their own experience that i f 

small entities attempt to develop 
i ntegrated substance use disorder 
treatment programs they may face 
similar costs, including information 
technology t ime and efforts to modify 
EHRs to include restrictions on sharing 
of 42 CFR part 2 information in an 
i ntegrated setting prohibitive. Another 
commenter stated that time, resources 
and training would be required to 
implement proposed changes to §§ 2.12, 
2.31, and 2.32, and that personnel and 
l'inancial constraints are common within 
the health care industry. The 
commenter estimated that the ability to 
adapt currently used electronic health 
records to segregate certain patient 
information will also take considerable 
effort and time. A commenter stated that 
the proposed cost analysis associated 
with staff training is inaccurate because 
it assumes that only substance use 
disorder counselors would need training 
when, in actuality, other fields would 
also need to be trained because they 
could potentially become lawful holders 
of the patient information (e.g., social 
work, psychology, medicine, managed 
care, HIE, research organizations). The 
commenter added that additional work 
will be needed to redact patient records 
to be in compliance with the data 
sharing elements related to information 
that could identify a patient as a 
substantive abuse disorder patient. A 
commenter stated that the cost to 
organizations to comply with the 
requirement for U.S. mail transmissions 
will be significant. 

SAMH.SA Response 
Though commenters suggested 

anecdotally that SAMHSA 
underestimated the burden of 42 CFR 
part 2-compliance, SAMHSA notes the 
availability of data segmentation tools 
such as Consent2Sbare, an open source 
tool for consent management that is 
compliant with 42 CFR part 2. As noted 
above (in Section V.J .1.c), SAMHSA will 
be shortly releasing an updated version 
of Consent2Sha1'e with improved 
functionality and ability to meet the list 
of disclosures requirements. Provided 
that a facility already is using electronic 
healtJ1. records and can parb1er with a 
health information exchange using 
Consent2Share or similar software, 
SAMHSA believes based on current 
efforts to pilot an updated version of 
Consent2Share tl1at a cost of between 
$6.000 and $10.000 is reasonable. At the 
indjvidual clinic level, initial set-up, 
training and testing are expected to 
constitute the main expenses. D4SP. 
Conscnt2Sha.re. and sirrular tools ma.ke 
it feasible for entities to comply with 
updated 42 CFR part 2 requirements at 
reasonable cost. 

While we acknowledge comments 
that entities other than those directly 
subject to LJ1is rule may be impacted by 
its provisions, includ ing vendors of EHR 
products, such impacts are outside the 
scope of the regulation. We do not 
mandate vendors to perform additional 
activities. Nonetheless, SAMHSA will 
monitor such impacts and, to the extent 
feasible. work w-ith stakeholders and 
federal partners to develop fact sheets 
and other materials to assist in outreach 
to patients and others about changes 
made in this rule. Likewise, while 
SAMHSA is unable to directly fund 
updates lo EHRs, SAMHSA continues to 
work closely with ONC and others to 
ensure inclusion of behavioral health 
providers in ongoing information 
technology programs (See http:!/ 
www.samhso.gov/health-informotion­
technology/somhsos-efforts; https:/1 
www.heolthit.gov/policy-researchers-
in1 plemen ters/behavioml-h ea! th). 

We acknowledge that the cost of 
updating consent forms may be greater 
than we had proposed and have made 
changes to our cost estimates in this 
final rule lo reflect the need to update 
forms to meet new requirements. We 
note that most of these costs may only 
need to be incurred once and in the past 
some organizations have made sample 
template forms and materials available 
(See e.g., h llp:/lloc.orglresourcesl 
substonce-use-resources/confidentiolily­
resources/somple-forms-confidentiolity/ 
). SAMHSA may, at a future time, 
develop sample templates and forms to 
ease compliance costs. 

c. Other Comments on Costs 

Public Comments 
Some commenters said existing 

functionalities within EHR systems and 
consent management tools do not easily 
separate or redact substance use 
clisorder information from general 
medical information when such systems 
a.re shared across an integrated health 
system. Similarly, comrnenters 
expressed concern that the proposed 
rule could have the opposite effect of its 
intended purpose by causing HIEs to 
exclude pa.rt 2 info1mation from 
information exchanges enti rely since 
most HTEs and EHRs today do not 
support data segmentation. Asserting 
that the proposed part 2 changes would 
require Hills to create an architecture for 
data management that provides for the 
segmentation of substance use disorder 
and general behavioral health data Crom 
physical health care data. including a 
way to have consent operate differently 
in each of the environments, one 
commenter asserted that this is a costly 
challenging administrat~ve burden tba"t 
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does nothing to promote the sharing of 
information between all necessary 
providers for lhe integration of 
coordination of care. 

A commenter suggested that the 
financial burden of the proposed rule 
would vary depending on the size or 
complexity of the covered entity. 

Another commenter asserted that the 
rule should not be adopted because it 
would result in increased health care 
costs. The commenter stated that 
SAMHSA is not able to estimate 
addiLional costs that are likely to occur 
when adding sensitive substantive 
abuse disorder treatment informalion of 
patients to electronic health information 
systems wilhout patient consent (e.g.1 

additional security, costs related to 
breaches, class action lawsuits for 
breached info1mation. and loss of 
business due to breaches). The 
commenter concluded that, because 
tJ1ese costs do not provide additional 
substance use disorder or health care 
services, and instead remove dollars 
from healtJ1 care services, the proposed 
rule is in conflict with SAMHSA's 
proposed goal of reducing unnecessary 
health care costs. 

SAMHSA Response 
SAMHSA agrees that costs may vary 

based on an institution's size, 
complexity and patient population 
served. However, we anticipate that 
over time compliance costs will drop 
significantly as institutions implement 
initial compliance efforts. SAMHSA 
notes that EHRs alteady are widely used 
in many health care settings with no 
evidence of class action lawsLLits, loss of 
business or other speculative impacts 
(see e.g .. http://dashboard.J1ealthit.gov/ 
quickstots/quickstots.php). Though 
SAMHSA is concerned about health 
care costs. tJrn use of EHRs is likely both 
to improve care and reduce costs over 
time. Changes made in this rule will 
help to support EHR adoption and 
integration of care. Though in general 
EHR adoption among behavioral health 
providers lags behind that of otJrnr 
health care providers, forthcoming N­
SSA TS data reflect that more than 25 
percent of surveyed substance use 
disorder lreatment facililies used EHRs 
only and more than hal ruse EHRs and 
paper-based records. Such growing 
adoption by substance use disorder 
treatment facilities reflects that EHR use 
is consistent with good quality of care 
and 42 CFR part 2 compliance. 

2. Statement of Need 
This final rule reflects changes in the 

health care system and behavioral 
health, such as the increasing use of 
electronic health records and drive 

toward greater integration of physical 
and behavioral health care. Despite 
eff01ts to enhance integration and 
coordination of care. however. it 
remains important to ensure persons 
seeking treatment for substance use 
disorders can remain confident as to U1e 
safeguarding of lheir medical 
information. This rule updates 42 CFR 
part 2 to balance these important needs. 

3. Overall l.mpact 
SAMHSA examined the impacts of 

this final rule as required by Executive 
Order 12866 on Regulatory Planning 
and Review (September 30, 1993), 
Executive Order 13563 on Improving 
Regulation and Regulatory Review 
(January 18, 2011 ), Urn Regulatory 
Flexibility Act (RFA) (September 19, 
1980, Pub. L. 96-354), Section 1102(b) 
of the Social Security Act, section 202 
of the Unfunded Mandates Reform Act 
of 1995 (March 22, 1995; Pub. L. 104-
4). Executive Order 13132 on 
Federalism (August 4, 1999) and the 
Congressional Review Act (5 U.S.C. 
804(2)). Execulive Orders 12866 and 
13563 direct agencies to assess all costs 
and benefits of available regulatory 
alternatives and, if regulation is 
necessary, to select regulatory 
approaches that maximize net benefits 
(including potential economic, 
environmental, public health and safety 
effects, distributive impacts. and 
equity). Section 3(f) ofExecutive Order 
12866 defines a "significant regulatory 
action" as an action that is likely lo 
result in a rule: (1) Having an annual 
effect on the economy of $100 million 
or more in any one yeru·, or adversely 
and materially affecting a sector of the 
economy, productivity, competition. 
jobs, lhe environment, public healtJ1 or 
safety, or state, local or tribal 
governments or communities (also 
referred to as "economically 
significant"); (2) creating a serious 
inconsistency or otherwise interfering 
with an action taken or planned by 
another agency; (3) materiaily altering 
the budgetary impacts or entitlement 
grants, user fees, or loan programs or the 
rights and obligations of recipients 
thereof'; or (4) raising novel legal or 
policy issues arising out of legal 
mandates, the President's priorities, or 
the principles set forth in the Executive 
Order. 

A regulatory in1pact analysis must be 
prepared for major rules with 
economically significant effects ($100 
million or more in any one year). This 
rule does not reach the economic 
threshold and thus is not considered to 
be an economically significant rule. 
However, because tl1is rule raises novel 
policy issues arising out of legal 

mandates, the rule is considered "a 
significant regulatory action," this 
regulatory impact analysis has been 
prepared, and the rule has been 
reviewed by 0MB. 

When estimaling Uie total costs 
associated with changes to the 42 CFR 
part 2 regulations, we assumed five sets 
of costs: updates to health lT systems 
costs, costs for staff training and updates 
to training cuniculum, costs lo update 
patient consent forms, costs associated 
with providing patients a list of entities 
lo which their information bas been 
disclosed pursuant to a general 
designation on the consent form (i.e., 
the List of Disclosures requirement), and 
implementation costs associated with 
the List of Disclosures requirements. We 
assumed that costs associated with 
modifications to existing health JT 
systems, staff training costs associated 
with updating staff trai uing materials. 
and costs to update consent forms 
would be one-time costs the first year 
the final rule is in effect and would not 
carry forwru·d into future yeru·s. Staff 
training costs olher than those 
associated with updating training 
materials were assumed lo be ongoing 
annual costs to part 2 programs, also 
beginning in the fu-st year that the final 
rul e is in effect. The List of Disclosures 
costs were assumed to be ongoing 
annual costs to entities named on a 
consent form lhat disclose patient 
identi lying information lo their 
participants under the general 
designation. In the NPRM, SAMHSA 
proposed lo require non-treating 
providers to implement the List of 
Disclosures requirement at any ti me, but 
they cannot use the general designation 
without being able to provide a List of 
Disclosures. Therefore, we assumed that 
starting in year 1 ten percent of entities 
would decide to implement each year, 
resulting in 100 percent of entities 
implementing by year 10. We note that 
it is possible that some entities will 
never implement this requirement and 
choose to forego use of the general 
designation. 

\/Ve estimated, therefore, Uiat in the 
first year that U1e final rule is in effect, 
the total costs associated with updates 
to 42 CFR part 2 will be about $70, 
691,000. In year two, we estimate that 
costs will be roughly $17,680,000 and 
increase annually as a larger share of 
entities implement List of Disclosures 
requirements and respond lo disclosure 
requests. Over the 10-year period of 
2016-2025, the total undiscounted cost 
of the part 2 changes will be about $241 
million in 2016 dollars. When future 
costs are discounted at 3 percent or 7 
percent per yeru', the total costs become 
approximately $217, 586,000 or 
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$193,098,000, respectively. These costs 
a.re presented in the tables below. 

TABLE 3- TOTAL COST OF 42 CFR PART 2 REVISIONS 

[Note: Numbers may not add due to rounding] 
[Note that all costs presented in this analysis are rounded to avoid communicating inaccurate levels of precision) 

Year Staff training costs Consent form 
updates List ot disclosures Health IT costs Total costs 

2016 ..................................................... .. 
2017 .......................................... ........... .. 
2018 ............... .... ...................... ............ .. 
2019 ..................................................... .. 
2020 ....... ... .. ....... ....... ................ ........... .. 
2021 ......................... ............................ . . 
2022 .......... .. ... .... .... ...... ......... ............... .. 
2023 ........ ....... ...................................... .. 
2024 ................ ............. ............ ............ .. 
2025 ....... ... ..... ....... ... ...................... ...... .. 
Total ..................................................... .. 

(A) 

$15,521 ,000 
12,438,000 
12,438,000 
12,438,000 
12,438,000 
12,438,000 
12,438,000 
12,438,000 
12,438,000 
12,438.000 

127,463,000 

(2016 dollars] 

(B) 

$2,104,000 
0 
0 
0 
0 
0 
0 
0 
0 
0 

2,104,000 

(C) (D) (E) 

$4,930,000 $48,136,000 $70,691,000 
5.242,000 0 17,680,000 
5,554,000 0 17,992,000 
5,866.000 0 18,304,000 
6,178.000 0 18,616,000 
6,490,000 0 18,928,000 
6,802,000 0 19,240,000 
7,114.000 0 19,552,000 
7,426,000 0 19,864,000 
7,738.000 0 20,176,000 

63,338,000 48,136,000 241 ,040,000 

TABLE 4-TOTAL COST OF 42 CFR PART 2 REVISIONS-ANNUAL DISCOUNTING 

[Note: Numbers may not add due to rounding) 

Year Total costs Total with 3% an- Total with 7% an-
nual discounting nual discounting 

[2016 dollars] 

(E) (F) (G) 

2016 ........................ ............. .... .... ............. .. ................................ ......... .... ........ ......... . $70,691,000 $70,691,000 $70,691,000 
2017 .............. ...... ...................... ............. ........................ .... ....... ............. .................. . . 17,680,000 17,165,000 16,523,000 
2018 ............... .. .. .. ............. .. .. .. ..... ...... ................... ... .. .. .. ......... .. .. .. ................... .... .. .. .. 17,992,000 16,959,000 15,715,000 
2019 ................. .. ........... ...... ..... ....... ...... ............. ............ ...................................... .. ... . 18,304,000 16,751 ,000 14,941,000 
2020 .................... ............................................................ .......... .............................. .. . 18,616.000 16,540,000 14,202,000 
2021 .... ................ .. ........... ... .. .............................. ........... .... ....................................... . 18,928,000 16,327,000 13,495,000 
2022 ................................................................................ , ........................ ... .............. . 19,240,000 16,113,000 12,820,000 
2023 ........ ... ........ .... .... ...... ... ..... .... .... ... ... ... .. .... .... ... ... ... .. .... ....... ... ........ ..... ... .......... ... . 19,552,000 15,897,000 12,1 76,000 
2024 ...................... ........... ...................... ......................... ... ....................................... . 19,864.000 15,681 ,000 11,561,000 
2025 .................... ................................... ........................ ........................................... . 20,176,000 15,463,000 10,974,200 
Total .... ................................................................................................................ ...... . 241 ,040.000 217,586,000 193,098,000 
Annualized ................................................................................................................ . ······························ 25,507,717.01 27,492,811 .02 

Note: Numbers may not add due to rounding. 

The costs associated wi lb the 
proposed revisions stem from staff 
training and updates to training 
curriculum, updates to patient consent 
forms, compliaJ1ce with the List of 
Disclosures requirement (including 
implementation costs), 8Jld updates to 
health IT infrastructure for information 
exchange. Based on data from tJ1e 2013 
N-SSATS, we estimated that 12,034 
hospitals, outpatient treatment centers, 
and residential treatment facilities are 
covered by part 2. N-SSATS is an 
annual survey of U.S. substance use 
disorder trealment facilities. Data is 
collected on facility location. 
characteristics, and service utilization. 
Not all treatment providers included in 
N-SSA Ts arc believed to be under the 
jurisdiction of the pa.rt 2 regulations. 

The 12,034 number is a subset of the 
14,148 substance use disorder treatment 
facilities that responded to the 2013 N­
SSATS, and includes all federally 
operated facilities, facilities lhat 
reported receiving public funding other 
than Medicare 8Jld Medicaid, facilities 
that reported accepting Medicare, 
Medicaid, TRICARE, and/or Access to 
Recovery (A TR) voucher payments, or 
were SAMHSA-certil'ied Opioid 
Treatment Programs. If a facil ity did not 
have at least one of these conditions. it 
was interpreted not to have received any 
federal funding and, therefore, not 
included in the estimate. The estim ated 
annual number of respondents, 12,034, 
is based on N-SSA TS data and re tlects 
facilities receiving federal funding. 
However, under N-SSATS 8Jl 

organization may complete survey 
responses for multiple facilities it 
oversees. Thus, an organization with 
tJiree facilities may complete three 
separate surveys, 

lf au independently practicing 
c linician does not meet the 
requirements of paragraph (1) of the 
definition of Program they may be 
subject to 42 CFR part 2 if tliey 
constitute an identified unit within a 
general medical facility which holds 
itself out as providing, and provides, 
substance use disorder diagnosis. 
treatment. or referral for treatment or if 
their primary function in the facility or 
practice is the provision of such services 
and they are identified as providing 
such services. Due to data limitations, it 
was not possible to estimate the costs 
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for independently practicing prnviders 
covered by part 2 that did not 
participate in the 2013 N-SSATS. For 
example, data from American Board of 
Addiction Medicine (ABAM) provides 
the number of physicians since 2000 
who have active ABAM certification. 
However, tbere is no source for the 
number of physicians who have not 
participated in the ABAM certificalion 
process. Tn addition, it is not possible to 
determine which ABAM-cP.rtifiP.d 
phys icians practice in a general medical 
setting rather than in a specialty 
treatment facility that was already 
counted .in the N- SSA TS data. 

Several prnvisions in the NPRM 
referenced "other lawful holders of 
patient identifying information" in 
combination with part 2 prngrams. 
These other lawful holders must comply 
with part 2 requirements with respect to 
information they maintain that is 
covered by part 2 regulations. However, 
because tJ1is group could encompass a 
v.ride range of organizations, depending 
on whether they received part 2 data via 
patient consent or as a result of one of 
the limited exceptions to the consent 
requirement specified in the regulations, 
we are unable lo include estimates 
regarding the number and type of these 
organizations and only included part 2 
programs in this analysis. 

Tn addition lo the part 2 programs 
described above, SAMHSA proposed 
that entities named on a consent form 
that disclose patient identifying 
information to their participants under 
the general designation must provide 
patients, upon request, a l ist of entities 
to which tJ1eir information has been 
disclosed pursuant to a generaJ 
designation (i.e., l isl of disclosures). 
These entities primarily would include 
organizations that facilitate the 
exchange of health information (e.g., 
Hills), and may also include 
organizations responsible l'or care 
coordination (e.g., ACOs, CCOs, and 
CPCMHs). The most recent estimates of 
iliese types of entities are 67 functional, 
publicly funded Hills and 161 
functional, privately funded HIEs in 
2013.1 As of January 2015, there were an 
estimated 744 ACOs covering 
approximately 23.5 million 
individuals.2 Finally, tJ1e National 
Committee for Quality Assurance 
(NCQA) recently noted thal' there are 
now more than 10,000 NCQA­
recogni.zed CPCMHs.3 While these types 
of organizations were the primary focus 
of this provision on ilie consent form, 
other types of entities, such as research 
institutions, may also disclose patient 
identifying information to their 
participants (e.g .. clinical researchers) 
pursuant Lo the general designation on 

the consent form. Because there ru·e no 
definitive data sow·ces for this potential 
range of organizations, we are not 
associating requests for lists of 
disclosures with any particular type of 
organization. We, instead, estin1ate the 
number of organizations that must 
respond to list of d isclosures requests 
based on the total number of requests 
each year. 

a. Direct Costs oflmplementing the 
Proposed Regulations 

There is no known baseline estimate 
of the cu1Tenl costs associated with 42 
CFR part 2-compliance. However. as 
reflected by commenters who requested 
alignment between HlPAA and 42 CFR 
part 2, HIP AA authorization and 
notification requirements have 
similarities to requirements of 42 CFR 
part 2 (see htlp:llwwv.r.hhs.gov!hipaal 
for-professionals/privocy/index.htm/). 
Instead, therefore, in the absence of data 
and studies specifically l'ocused on 
compliance v.rith 42 CFR part 2, 
SAMHSA has estimated these costs 
based on a range of published costs 
associated with HIP AA implementation 
and compliance.45 

i. Slaff Training 
Because SAMHSA Jacks specific data 

regarding the cost of staff training to 
comply with 42 CFR part 2, SAMHSA 
has examined analogous HlPAA 
implementation costs. A Standard 
HlPAA training that meets or axceeds 
the federal trnining requirements is. on 
average, one hour 1ong.6 Therefore, we 
also estimated one hour of training per 
staff to achieve proficiency in the 42 
CFR pru'l 2 regulations. To estimate the 
labor costs associated wilh staff training. 
we averaged the average hourly costs for 
counseling staff in specialty treatment 
centers ($20.33 7), hospital treatment 
centers ($21.80 8), and solo practice 
offices ($24.67 f 91). The resulting average 
wage rate was $22.27 per hour. ln order 
to account for benefits and overhead 
costs associated v.rith staff time, we 
multiplied the average hourly wage rate 
by two. These esLimates were only for 
training costs associated with 
counseling staff, who we assume will 
have primary responsibility for 
executing the functions associated with 
the part 2 revisions. 

It is important as well to note tl1at 
many current staff already have 
famil iru·ity with current (1987) 42 CFR 
part 2 requirements. Wilh regard lo 
training materials, most part 2 programs 
are assumed to already have training 
curricula in place that covers current 
(1987) 42 CFR part 2 regulations, and, 
therefore, these facilities wou Id only 
need lo update existing training 

materials rather than develop new 
materials. Part 2 entities may determine 
the content of tJ1is Lraining. The 
American Hospital Association 
estimated that the costs for the 
development of Privacy and 
ConfidonliaJity training, which would 
include the development of training 
materials and instructor labor costs, was 
$16 per employee training hour in 
2000.£101 Because we assumed that part 
2 programs would be updating existing 
rather than developing entirely new 
training materials, we estimated the cost 
of trnining development to be one-half 
of the cost of developing new materials, 
or $8 per employee. Adjusted for 
inflation,'11 / training development costs 
in 2016 would be $11.04 per employee. 

Using SAMBSA's 2010-2012 TEDS 
average annual number of treatnrnnt 
admissions (11=1,861,693) as an estimate 
of the annual number of patients at pa.rt 
2 progrnms and calculated staffing 
numbers based on a range of counseling 
staff-to-client ratios (i.e .. 1 to 101121 and 
1 to 5 /13 / ) . Based on these assumptions, 
staff train ing costs associated with part 
2 patient consent procedures were 
projected to range from $10.3 million to 
$20.7 m illion in 2016. We averaged the 
two estimated costs for staff training to 
determine the final overall estimate of 
$15,521.000. We assumed the costs 
associated with updating training 
materials will be a one-time cost. 
Therefore, in subsequent years, we 
assumed the costs associated wiili staff 
training would be a function of the 
average hourly wage rate (multiplied by 
two to account for benefits and 
overhead costs) and the estimated 
number of staff (developed based on the 
same two staff-to-client ratios described 
above multip lied by estimated patient 
counts). Staff' training costs associated 
v.rith part 2 revisions were projected to 
range from $8.3 million to $16.6 million 
after 2016. We averaged the two 
estimated costs for staff training to 
determine the final overall estimate of 
$12,438,000. 

ii. Updates to Consent Forms 

Updates to tl1e 42 CFR part 2 
regulations will need to be reflected in 
patient consent forms. As iliere is no 
literature to date on costs to update 
forms for 42 CFR part 2, we examined 
results from a 2008 study from the Mayo 
Clinic Health Care Systems 1141 that 
reported actuarial costs for HIP AA 
implementation activities. These costs 
were about $1 per patient visit. 
Adjusted for inflation, costs associated 
v.rith updating the patient consent forms 
in 2016 would be $1.13 per patient visit. 
We used the average number of 
substance abuse treatment admissions 
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from SAMHSA's 2010-2012 TEDS as 
our estimate of the numbel' of clients 
treated on an annual basis by part 2 
facilities. The total cost burden 
associated with updating the consent 
forms to reflect to the updated 42 CFR 
part 2 regulations would be 
approximately $2,104,000 (1,861,693 * 
$1.13),/14/ 

iii. List of Disclosures Costs 
The proposed parl 2 regulalions allow 

patients who have consented to disclose 
their identifying information using a 
general designation Lo request a list of 
entities to which their information has 
been disclosed pursuant to Lhe general 
designation. Under this final rule, 
entities named on a consent form that 
disclose patient identifying information 
to their participants under the general 
designation will be required to provide 
a list of disclosures after receiving a 
patient request. Under the List of 
Disclosures requirements, a patient 
could make a request, for example, to an 
organization that facilitates the 
exchange of health information (e.g .. an 
Hill) or an organization responsible for 
coordinating care (e.g., an ACO) for a 
!isl ol' disclosures Lhat would include 
the name of the entity to whom each 
disclosure was made, the date of the 
disclosure, and a brief description of the 
patient identifying information 
disclosed, and include this information 
for all entities Lo whom the patient 
idenlifymg information has been 
disclosed pursuant to the general 
designation in the past two years. 

For pw·poses of the analysis, we 
assumed that entities disclosing patient 
idenlifymg information to their 
participants pursuant to a patient's 
general designation on a consent form 
are already collecting the information 
necessary to comply with the List of 
Disclosures requirement, in some form, 
either electronically or using paper 
records. We also assumed that these 
entities could comply with the List of 
Disclosures requirement by eitl1er 
collecting this information 
electronically by using audit logs to 
obtain the required information or by 
keeping a paper record. However, to 
address possible concerns about 
technical feasibi lily and olher 
implementation issues, SAMHSA 
finalizes its proposal that the List of 
Disclosures requirement may be 
implemented a t any time, but non­
treating providers cannot use the 
general designatioo without being able 
to provide a List of Disc;losures to allow 
entities collecting this information time 
to review their operations and business 
_processes and lo decide whether 
technological solutions are needed to 

enable them to more efficiently comply 
with the requirement. 

In order to make prelimmary 
estimates of the implementation costs, 
we first estimated the number of 
potentially impacted entities based on 
the anticipated number of patient 
requests for a disclosure report in a 
calendar year. We used tlie average 
number of substance use disorder 
treatment admissions from SAMHSA's 
2010--2012 TEDS (n = 1,861 ,693) as Lhe 
number of patients treated annually hy 
part 2 programs. We then used the 
average ol' a 0.1 and 2 percent patient 
request rate as our estimate of the 
number of impacted entities (n = 
19,548). 

Frnm there, we assumed 10 percent of 
the impacted entities would use paper 
records to comply with tlle disclosure 
reporting requirements (n = 1,995) and 
would have minimal implementation 
costs. Among the remaining entities, 
many may be able to comply with the 
disclosure reporting requirements 
without developing or implementing 
new technologies. Par entities that do 
choose to eiUier update U1eir existing 
capabilities or develop and implement 
new technologies to facilitate 
compliance, we assumed two sets of 
costs: f 1) Planning and policy 
development costs and (2) system 
update costs. SAMHSA notes that the 
Office of the National Coordinator for 
Health Information Technology and 
oUrnr organizations are encouraging 
adoption of e lectronic health records to 
allow providers to access patient 
records remotely, improve 
communication with patients and other 
providers and reduce errors (hltps:/1 
www.healt_hit.gov/providers­
professionals/benefits-electronic-health­
records-ehrs)). For these reasons, we 
believe that the trend toward adoption 
of electronic health records will 
continue. 

Absent any data on the number of 
f'acilities that would require new 
technology or the type of technology to 
be implemented, we assumed that 
twenty-five percent (n = 4.398) of Lhe 
remaining entities would choose to 
upgrade Urnir existing health TT systems. 
The actual system upgrade costs will 
vary considerably based on the type of 
upgrades that are required. Some 
entities may only require minor system 
updates to streamline the reporting 
requirements, while others may choose 
lo implement an entirely new system. 
Given these data l imitations, we 
assumed an average, per-entity cost, of 
$2,500 for planning development costs 
and an average, per-entity cost, of 
$8,000 for system upgrades for a total 
cost of $10,500. We assume Uiat ten 

percent of entities will implement each 
year, resulting in 100 percent of the 
4,398 entities having implemented the 
system planning and upgrades by year 
10. The implementation costs for Li.st of 
Disclosures reporting compliance in 
year 1. and each year thereafter. are 
estimated to be approximately 
$4,618,000 (14,398•0.101 * 
[8,000+2,500)). We acknowledge that 
without better data on the number of 
facilities that may require new 
technology and U1e m011ber of facilities 
that would use the general designation 
and therefore be required to comply 
with the list of disclosures requirement. 
this approach may overestimate or 
underestimate the costs. 

As entities begin to comply with the 
disclosure reporting requirements, we 
assumed that the majority of the costs 
associated with the List of Disclosures 
requirement would primarily come from 
staff time needed to prepare a list of 
disclosures upon a patient's request. We 
also assumed that the information 
would need to be converted to a format 
tlial is accessible to patients. 

For those entities wiU1 a health IT 
system, we expected that disclosure 
information would be available in the 
system's audit log. We also assumed 
that, unless the audit log has some sort 
of electronic filtering system, it would 
contain information above and beyond 
the requirements for complying with a 
request for a list of disclosures. We had 
also assumed that the staff accessing 
and l'iltering an audit log to compile Lhe 
information for lists of disclosures 
would be health information 
technicians. The average hourly rate for 
health information technicians is $19.44 
an houl'J 151 In order to account for 
benefits and overhead costs associated 
with staff time, we multiplied the 
hourly wage rate by two. Absent any 
existing information on the amount of 
Lime associated with producing a lisl of 
disclosw·es from an audit log, we 
assumed it would take a health 
information technician half a day (or 4 
hours) on average, to produce the list 
from an audit lo&, 

For entities usmg paper records to 
lrack disclosures, we expected that a 
staff member would need to gather and 
aggregate the requested list of 
disclosw·es from paper records. We 
assumed medical record technicians 
would be the staff with the primary 
responsibility for compiling the 
information f'or a list ol' disclosures. The 
average hourly rate for medical record 
technicians is $19.44 an how· an 
hourJ161 In order to account for benefits 
and overhead costs associated with staff 
time, we multiplied the hourly wage 
rate by two. Absent aoy existing 
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information on the amount of Lime 
associated with producing a list of 
disclosures from paper records. we 
assumed it would take a med ical record 
technician 3 hours. on average, lo 
produce the list from paper records. £171 

The number of requests for a list of 
disclosures will determine the overall 
burden associated with the List of 
Disclosures reporting requ i rem en ts. 
However, because this is a new 
requirement, there were no data on 
which to base an estimated number of 
requests per year. We expected that the 
rate of requests will be relatively low. 
We therefore calculated the total costs 
for two rates. 0.1 percent and 2 percent 
of patients per year. 

We used the average number of 
substance use disorder treatment 
admissions from SAMHSA's 2010-2012 
TEDS as the number of patients treated 
annually by part 2 programs. Assuming 
that 10 percent of patients making 
requests (n = 186.17 ton= 3.723.39) 
would request a list of disclosures from 
entities that track disclosures through 
paper records and 90 percent of patients 
making requests (n = 1,675.52 to u = 
33,510.47) would make such a request 
of entities that track disclosures through 
health IT audit logs, the estimated costs 
to develop lists of disclosures range 
from roughly $21,700 to $434,300 for 
entities using paper records, and 
$261,000 to $5,212,000 for entities using 
audit logs. (These ranges reflect the 
costs based on the two estimated patient 

rates of request referenced above (i.e., 
0.1 percent and 2 percent of patients per 
year)). 

Once a list of disclosures has been 
produced, it can be returned to the 
patienl either by email or mail. Since 
the method of sending the list of 
disclosmes depends on patient 
preference, we assumed that 50 percent 
of Lhe lists of disclosures would be sent 
by email and 50 percent by first-class 
mail. We assumed that mailing and 
supply costs related to list of disclosures 
notifications were $0.10 supply cost per 
notification and $0.49 postage cost per 
mailing. We also estimated that it would 
take an administrative staff member 15 
minutes to prepare each list of 
disclosures for mailing and/or 
transmitting. and that staff preparing the 
letters earn $15.34 f 181 per hour. In 
order to account for benefits and 
overhead costs associated wilh staff 
time, we multiplied the hourly wage 
rate by two. The estimated costs for list 
of disclosures notifications range from 
approximately $7, 700 to $154,000 for 
notifications sent by firsl-class mail, and 
$7,140 to $143,000 for notifications 
sent by email. 

To produce the final overall cost 
estimate, we took the average of the 
minimum and maximum estimated 
costs to develop lists of disclosures by 
entities collecting the information 
electronically by using ru1 audit log. and 
the average of the minimum and 
maximum estimated costs to develop 

lists of disclosures by entities using 
paper records. We then added the 
averages together to produce our 
esti male of the total cost lo entities to 
develop lists of disclosures. Next we 
took the average of the :minimum and 
maximum estimated costs for list of 
clisclosw·es notifications sent via email 
and the min.imum and maximum 
estimated costs for such notifications 
sent via first-class mail. We then added 
these two averages together to produce 
our estimate of the total cost to entities 
for list of disclosures notifications. 
Finally, the development and 
notification costs for tJ1ese lists of 
disclosures were added together for the 
final estimate of costs associated with 
complying with List of Disclosures 
reporting requirements. The total cost 
for List of Disclosures reporting 
compliance across all entities was 
roughly $3,120,000 in 2016 dollars. 
Complying with List of Disclosures 
requirements is assumed to be an 
ongoing, annual activity for entities that 
have completed tJ1e system upgrade and 
comply with the disclosure 
requirements. Since we assume 10 
percent of entities begin to comply with 
the requirements each year, year 1 
reporting compliance costs is roughly 
$312,000 (3,120.000*0.10) and $624,000 
(3,120, 000*0.20) in year 2. and 
continues to increase each year until 
year 10 all entities are complying and 
have annual compliance costs of 
$3,120,000 

TABLE 5-TOTAL ESTIMATED DISCLOSURE REPORTING COSTS IN 2018 

[Note: Numbers may not add due to rounding] 

Minimum 
estimated cost 

Maximum 
estimated cost 

Average 
estimated cost 

Facilities with a Health IT System ............................................................................ . 
Facilities without a Health IT System ............................. , ........................................ .. 

Total Costs .............................................................. , ......................................... . 
Average Number of Facilities ................................................................................... . 

$261,000 $5,212,000 
21,700 434,300 

$2,736,000 
228,000 

2,964,000 
19,548 

TABLE 6-TOTAL ESTIMATED DISCLOSURE NOTIFICATION COSTS IN 2018 

[Note: Numbers may not add due to rounding] 

Minimum 
estimated cost 

Maximum 
estimated cost 

Average 
estlmated cost 

Email Notification ............................................ .......................................................... . 
First Class Mail Notification ............................................ , ......................................... . 

Total Costs ........................................................................................................ . 

iv. 1T Updates 

SAMHSA. in collaboration with ONC 
ru1d federal ru1d community 
stakeholders, has developed 
Conseut2Sbare which is an open source 

tool for consent management and data 
segmentation that is designed to 
integrate with existing EHR and Hill 
systems. SAMHSA plans to release 
shortly au updated version of 
Coosent2Shru·e with improved 

$7,100 $143,000 
7,700 154,000 

$75,000 
81,000 

156,000 

functionality and ability to meet list of 
disclosures requirements. 

The Consent2Shase architectw-e has a 
front-end. patient facing system known 
as Patjent Consent Management and a 
backend control system known as 
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Access Control Services. 
Communications with EHR vendors 
indicated that Lhe cost Lo facilities of 
pW'chasing and installing additional 
functional ity to existing electron ic 
medical records applications, such as 
Consent2Share, typically range from 
$2,500 Lo $5,000. Because the add-on 
systems for part 2 programs may he 
more complex than standard patient 
monitori ng systems, we estimated that 
the cost of adding the new functionality 
would be approximately $8,000 per 
facility. We also assumed that this 
would be a one-time expense, rather 
than a recu1Ting cost, for each provider. 
SAMHSA acknowledges thal there may 
be nucluation in costs among affected 
entit ies l'rom the average cost. However. 
though costs could possibly be higher 
for some entities, information shared by 
commenters was largely anecdotal and 
it is unclear how such data could be 
broadly extrapolated to a wide range of 
entities. 

furthermore, national estimates 
indicated that no more than 50 percent 
of substance use disorder Lreatmenl 
facilities have an operational 
·'computerized administrative 
information system." fWJ We, therefore, 
estimated that only half of the 12.034 
part 2 programs (i.e., 6,017 facilities) 
would have operational health TT 
systems that would require 
modifications to account for the changes 
to 42 CFR part 2. With 6,017 part 2 
programs with operational information 
systems, we estimated that each facility 
would need to spend $8,000 to modify 
their health IT system, which would 
lead to a total burden for updating 
health IT systems of $48.1 million. 
Updating health lT systems would be a 
one-time cost. ru1d maintenance costs 
should be part of general health lT 
maintenance costs i.n later years. The 
final rule does not require that part 2 
programs adopt health IT systems so 
there are no health lT costs associated 
with substance use disorder treatment 
facilities that continue to use paper 
records. 

C. Regulatory Flexibility Act (RFA) 

The RF A requires agencies to analyze 
options for rngulatory relief of small 
entities. For purposes of the RFA, small 
entities include small businesses, 
nonprofit organizations, and small 
governmental jurisdictions. Most 
hospitals and most other providers are 
small entities, either by nonprofit status 
or by having revenues of less than $7.5 
million to $38.5 million in any one year. 
Individuals and states are not included 
in the definition of a small entity. We 
are not preparing an analysis for Lhe 
RFA because we have determined, ru1d 

the Secretary certifies, that this final 
rule will not have a significant 
economic impact on a substantial 
number of small entities. While the 
changes in the regulations will apply to 
all part 2 programs, the in1pact on these 
entities would be quite small. 
Specifically, as described in the Overall 
Impact section, the cost to pa.rt 2 
programs associated with updates to 42 
CFR pru·t 2 in the fi rst year that the final 
rule is in effect will be $76.1 million, a 
figure that clue to a number of one-time 
updates, is the highest for any of the 10 
years estimated. The per-entity 
economic impact in the first year will be 
approximately $6.300 ($76,100,000 + 

12.034), a fi.gure that is unlikely to 
represent 3 percent of revenues for 5 
percent of impacted small entities. 
Consequently, it bas been determined 
that the final rule will not have a 
significant economic impact on small 
en ti lies. 

Tn addition. Section 1102(b) of Lhe Act 
requires us to prepru·e a regulatory 
impact analysis if a rule may have a 
significant impact on the operations of 
a substantial number of small TW'al 
hospitals. This analysis must conform lo 
the provisions of Section 603 of the 
RF A. for pW'poses of Section 1102(b) of 
the Act, we defined a small rural 
hospital as a hospital that is located 
outside of a Metropolitan Statistical 
Area for Medicare payment regulations 
and has fewer than 100 beds. We are not 
preparing an analysis for Section 
1102(b) oftbe Act because we have 
determined, ru1d the Secretary certifies, 
that this final rule will not have a 
significant impact on the operations of 
a substantial number of small rural 
hospitals. 

D. Unfunded Mandates Reform Act 

Section 202 of the Unfu nded 
Mandates Reform Ac:t of 1995 also 
requires that agencies assess anticipated 
costs and benefits before issuing any 
rule whose mandates require spending 
in any one yeru· of $100 million in 1995 
dollars, updated annually for inflation. 
ln 2016, thal threshold is approximately 
$146 million. This rule will have no 
consequential effect on state, local, or 
tribal governments or on the private 
sector. 

E. Federalism {Executive Order 13132) 

Executive Order 13132 establishes 
certain requirements that an agency 
must meet when it promulgates a 
proposed rule (ru1d subsequent final 
rule) that imposes substantial direct 
requirement costs on state and local 
governments. preempts state law, or 
otherwise has Federalism implications. 
Since tlus rule does not impose any 

costs on state or local governments, the 
requirements of Executive OrdP.r 13132 
are not applicable. 

SAMHSA is modernizing 42 CrR part 
2. With respect to our revisions lo the 
part 2 .regulations, we do not believe 
tJ1at this final rule will have a 
significant impact as it gives more 
flexibility to individuals and entities 
covered by 42 CFR part 2 but also adds 
privacy protections witJ1in the consent 
requixements for the patient. We are 
rnvising the part 2 regulations in 
response to concerns that 42 CFR part 
2 was outdated and burdensome. 

Executive Order 13132 on Federalism 
(August 4, 1999) establishes certain 
requirements that an agency must meet 
when il promulgates a proposed rule 
(ru1d subsequent final rule) that imposes 
substantial direct requirement costs on 
state and local governments, preempts 
state law, or otherwise bas Federalism 
implications. We have reviewed this 
final rule under the threshold criteria of 
Executive Order 13132, Federalism, and 
have determined that il will not have 
substantial direct effects on the rights, 
roles, and responsibilities of states, local 
or tribal governments. 

Conclusion 

SAMHSA is enacting changes to 
modernize 42 CFR part 2. With respect 
to our revisions to the regulations, we 
do not believe that this final rule will 
have a significant impact as i t gives 
more flexibility to individuals and 
entities covered by 42 CFR pru·t 2 but 
also increases privacy protections 
within the consent requirements and 
adds an additional confidentiality 
safeguard for patients. This final rule 
does not reach the thJ'esbold for 
requiring a regulatory impact analysis 
by Executive Orders 12866 and 13563 
and thus is not considered an 
economically significant rule. This rule 
will not have a significru1t economic 
impact on a substantial number ol' smal 1 
entities. This rule will not have a 
significant impact on the operations of 
a substantial number of small rural 
hospitals. Since this rule does not 
impose any costs on state or local 
governments, the requirements of 
Executive Order 13132 on federalism 
are not applicable. 

Footnotes 
1. Trends in 1-lea/Lh Information Exchanges 

(Trends in Health Information Exchanges) 
https:llinnovations.ahrq.govlperspectivesl 
tre11ds-healLh-informalion-excha11ges#3. 

2. Muhlestein, D. (2015). Growth and 
Dispersion of Accountable Care 
Organizations in 2015. I Ieallh Affairs Blog. 
19. 

3. National Committee for Quality 
Assurance. /\ Victory Lap .. , For Patients. 



119

Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 6115 

Blog, May 15, 2015. hllp:llblog.nr.qa.orgla­
viclory-lop-f or-patients/. 

4. Kilbridge, P. (2003). The c;osl of HIPAA 
compliance. New England Joumal of 
Medicine, 348(15), 1423-1477. 

5. Williams, A.R., Hennan, D.C., Moriarty, 
f.P., Beebe, 'J'.J., Bruggeman, S.K., Kh1veller, 
E.W. & Bartz, J.K. [2008). HlPJ\/\ costs and 
patient perceptions of privacy safeguards al 
Mayo Clinic. faint Commission fournal on 
Quality and Patient Safely. 34 [1), 27-35. 

6. 65 JIR 82462, 82770 [Dec. 28, 2000) 
(Standards for Privacy oflndividually 
Identifiable Hfmlth lnformation). 

7. Dmeau of Labor Sta6stics, U.S. 
Oeparunent of Labor, Occupotional 
Employment Statistics, !accessed May 2, 
2015] Outpatjent Mental Heallh and 
Substance Abuse Centers (NAICS code 
621420), Standard Occupations Classification 
code (211011) I www.bls.gov/ocs/J. 

8. Bureau of Labor Statistics, U.S. 
DeparLmenl of Lahor, Occupational 
Employment 8/olislics, [accessed May 2, 
2014 I Psychiatric and Subslance Abuse 
Hospilals (NAICS code 622200), Standard 
Occupations Classific;alion code (211011) 
[www.bls.gavloP.sl]. 

9. Bureau of Labor Statistics, U.S. 
Department of Labor, Occupational 
Employment Statistics, [ac<.:essed September 
2:1, 2014] Offir.es of Mental Health 
Practitioners (except Physicians) fNATCS 
code 621330), Standard Occupations 
Classification code (211011) [ www.bls.gov/ 
oes/J. 

1 o. These estimates are not HHS estimates 
nor are they HHS-endorsed cost estimates of 
HIPAA implementation and compliance. 

1 ·1. Calculated using the Consumer Price 
lndex. 

12. North Carolina NC Administrative 
Code [accessed Soplember 23, 2014J. lhttp:// 
repo1·ts.ooh .state.nc.us/ncac/t itle%201 0a 
%20-%20health%20and%20hwnan%20 
serviceslchapter%2013%20-%20nc%2D 
medical%20care%20commissionlsubcl1apter 
%20bl1 0o%20ncoc%2013b%20.5203.pdf.] 

13. Commonweallh of Peru1sylvania­
Deparlmenl of Health Slaffing Requirements 
for Drng and Alcohol Treatment Activities 
[accessed September 23, 2014]. [http:// 
www.pacade.com/secureldala.l028/ 
t.:hapler704/s704.12.htmJ.] 

14, Williams, A.R., Herman, D.C., Moriarty, 
J.P., Beebe, T.J., Bruggeman, S.K., Klavetter, 
KW. &BarLz. J.K (2008). HlPAA costs and 
patient perceplions of privacy safeguards al 
Mayo Clinic. Joint Commission Journal on 
Quality and Patient Safety, 34 (1), 27-35. 

15. Ilureau of Labor Statistir.s, U.S. 
Department of Labor, Occupational 
Employment Statistics, Standard 
Occupations Classification code (29-2071) 
I www.bls.gov/oes/l. 

16. IBID. 
17. For facilities that maintain paper 

records, consent forms would incticale who 
has heen given access lo lhe record. By 
conu·ast, our understanding of heaJtJ1 IT audit 
logs is that they include a record of all 
instances in which a record has been 
accessed. The audit log will include a record 
of who accessed 1he system, the date lhe 
record was accessed, and what operations 
were performed. The audit Jogs, therefore, 

will include <.:onsiderably more data than 
what we would anticipate [mding in paper 
records. Unless the audit log has an 
electronic fillering syslem, we are assuming 
that a heallh information lechnician will 
need to manually review all records in an 
audit log in order lo compile the necessary 
information for a lis t of disclosures. 

t 8. Bureau of Labor Statistics, U.S. 
Deparlmenl of Labor, OccupaUonal 
Employment StaUsUcs, [accessed June 3, 
20151, Standard Occupations Classification 
code (31-9092) [www.bls.gavlm1s/J. 

19. M<.:Lellan, A.'l'., Kathleen Meyers. K., 
Contemporary addiction t-realment: /\ review 
of systems prohlerns for adults and 
adolescents. Biological Psychiatry, Volume 
56, lssue 10, 15 November 2004, Pages 7M-
770, ISSN 0006-3223, hltp:l/dx.doi.orgl 
10.1016/i,biopsych.2004.06.01 B. 

List ufSubjeuts in 42 CFR Part 2 

Alcohol abuse, Alcoholism, Drug 
abuse, Grant programs-health, Health 
records, Privacy, Reporting, and 
Recordkeeping requirements. 
■ For the reasons stated in the preamble 
of this final rule. SAMHSA revises 42 
CFR part 2 to read as follows: 

PART 2-CONFIDENTIALITY OF 
SUBSTANCE USE DISORDER PATIENT 
RECORDS 

Subpart A-Introduction 

Sec. 
2.1 Statutory authority for confidenliality of 

substance use disorder patient records. 
2.2 Purpose and effect. 
2.3 Criminal penalty for violation. 
2.4 Reports of violations. 

Subpart 8 - General Provisions 

Set.. 
2.11 Definitions. 
2.12 Applicability. 
2.13 Confidentiality restrictions and 

safeguards. 
2.14 Minor patients. 
2.15 lncompetenl and deceased p11tients. 
2.16 Secttrity for records. 
2.17 Undercover agents and in formants. 
2.18 Restrictions on the use of 

identification cards. 
2.19 Disposition of records by discontinued 

programs. 
2.20 Relationship to state laws. 
2.21 Relalionship lo federal statutes 

protecting research subjecls against 
compulsory disclosure of their identity. 

2.22 Notice to patients of federal 
confidentiality requirements. 

2.23 Patient access and restriclions on use. 

Subpart C- Disclosures with Patient 
Consent 

Sec. 
2.31 Consent requirements. 
2.32 Prohlbition on re-disclosure. 
2.33 Disclosures permitted wi th written 

co11senl. 
2.34 Disclosures to prevent multiple 

enrollments. 
2.35 Disclosures to elements or the cl'im inal 

justice syslern which bave reforred 
patients. 

Subpart 0- Disclosures without Patient 
Consent 

Sec. 
2.51 Medical emergencies. 
2.52 Research. 
2.53 Audit and evaluation. 

Subpart E-Court Orders Authorizing 
Disclosure and Use 

Sec. 
2.61 Legal effect or order. 
2.62 Order not applicable to records 

disclosed without consent to researchers, 
auditors and evaluators. 

2.63 Confidential communications. 
2.64 Procedures and criteria for orders 

aulhorizi11g disclosures for 11oncriminal 
purposes. 

2.65 Procedures and criteria for orders 
authorizing disclosme and use of records 
lo criminally investigate or prosecule 
patients. 

2.66 Procedures and criteria for orders 
authorizing disclosure ai1d use of records 
to investigate or prosecute a part 2 
program or I.he person holding lhe 
records. 

2.67 Orders authorizing the use of 
undercover agents and informants lo 
criminally investigate employees or 
agents of a part 2 program. 

AutJ1ority: 42 U.S.C. 290dd-2. 

Subpart A-Introduction 

§2.1 Statutory authority for confidentiality 
of substance use disorder patient records. 

Title 42, United States Code, Section 
290dd- 2(g) authorizes the Secretary to 
prescribe regulations. Such regulations 
may contain such definitions, and may 
provide for such safeguards and 
procedures, including procedures and 
criteria for the issuance and scope of 
orders, as in the judgment of the 
Secretary are necessary or proper to 
effectuate Lhe puxposes of this statute, lo 
prevent circumvention or evasion 
thereof. or to facilitate compliance 
therewith. 

§2.2 Purpose and effect. 

(a) Purpose. Pursuant to 42 U.S.C. 
290dd-2(g), Lhe regulations in this part 
impose restrictions upon the disc:losUJ'e 
and use of substance use disorder 
patient records which are maintained in 
connection with tl1e performance of any 
part 2 progmm. The regulations in this 
part include the following subparts: 

(1) Subpart B of this part: General 
Provisions, including definitions, 
applicability, and general reslrictions: 

(2) Subpart C of lhis part: Disclosures 
with Patient Consent, including 
disclosures which require patient 
consent and the consent form 
requirements: 

(3) Subpart D of this part: Disclosures 
without Palient Consent, including 
disclosures wh ich do not require patient 
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consent or an authorizing court order; 
and 

(4) Subpart E or this part: Court 
Orders Authorizing Disclosure and Use, 
including disclosures and uses or 
patient records which may be made 
with an authorizing court order and the 
procedmes and criteria for the entry and 
scope or those orders. 

fb) Ejfect. (1) The regulations in this 
part prnhibit the disclosure and use of 
patient records unless certain 
circumstances exist. lf any circumstance 
exists under which disclosure is 
permitted, Lhat circumstance acts to 
remove the prohibition on disclosure 
but it does not compel disclosure. Thus, 
the regulations do not require disclosure 
under any circumstances. 

(2) The regulations in this parl are not 
intended to direct tJ1e manner in which 
substantive functions such as research. 
treatment, and evaluation are carried 
out. They are intended to ensure that a 
patient receivin.g treatment for a 
substance use disorder in a part 2 
program is not made more vulnerable by 
reason of tJ10 availability of their patient 
record than an individual with a 
substance use disorder who does not 
seek treatment. 

(3) Because there is a criminal penalty 
for violating the regulations, they are lo 
be construed strictly in favor of the 
potential violator i.o the same manner as 
a criminal statute (see M. Kraus l?I 
Brothers v. United States, 327 U.S. 614, 
621-22, 66 S. Ct. 705. 707-08 (1946)). 

§ 2.3 Criminal penalty for violation. 

Under 42 U.S.C. 290dd-2(f), any 
person who violates any provision of 
this section or any regulation issued 
pursuant to this section shall be fined in 
accordance with Tit le 18 of the U.S. 
Code. 

§ 2.4 Reports of violations. 

(a) The report or any violation of the 
regulations in this part may be directed 
to the United States Attorney for the 
judicial district in which the violation 
occurs. 

fb) The report of any violation of the 
regulations in this part by an opioid 
treatment program may be directed lo 
the United States Attorney for the 
judicial district in which ihe violation 
occurs as well as to the Substance 
Abuse and Mental Health Services 
Administration (SAMHSA) office 
responsible for opioid treatment 
program oversight. 

Subpart B-General Provisions 

§ 2.11 Definitions. 

For purposes of the regulations in this 
part: 

Central registry means an organization 
which obtains from two or more 
member programs patient identifying 
information about individuals applying 
l'or withdrawal management or 
maintenance treatment for the purpose 
of avoiding an individual's concurrent 
enrollment in more than one treatment 
program. 

Diagnosis means any reference to an 
individual's substance use disorder or to 
a condition which is identified as 
having been caused by that substance 
use disorder which is made for the 
purpose of treatment or refen-al for 
treatment. 

Disclose means to communicate any 
information identifying a patient as 
being or having been diagnosed with a 
substru1ce use disorder, having or 
having had a substance use disorder, or 
being or having been referred for 
treatment of a substance use disorder 
either directly, by reference to publicly 
available information, or through 
verification of such identification by 
anotJ1er person. 

Federally assisted-see§ 2.12fb). 
Informant means an individual: 
(1) Who is a patient or employee of a 

part 2 program or who becomes a 
patient or employee of a part 2 program 
al the request or a law enforcement 
agency or official; and 

(2) Who at the request of a law 
enforcement agency or official observes 
one or more patients or employees of 
the part 2 program for the purpose of 
reporting the information obtained lo 
the law enforcement agency or official. 

Maintenance ll'eatment means long­
term pharmacotherapy for individuals 
wilh substance use disorders that 
reduces the pathological pursuit of 
reward and/or relief and supports 
remission of substance use disorder­
related symptoms. 

Member progmm means a withdrawal 
management or maintenance treatment 
program which reports patient 
identifying .information to a central 
registry and which is in the same stale 
as that central registry or is in a state 
that participates in data sharing with the 
central rngistry of the program in 
question. 

Minor, as used in the regulations in 
this part, means an individual who has 
not attained the age or majority 
specified in the applicable state law. or 
if no age of majority is specified in the 
applicable state law, the age of 18 years. 

Part 2 progmn1 means a federally 
assisted program (federally assisted as 
defined in § 2.12(b) and program as 
defined in this section). See§ 2.12(e)(1) 
l'or examples. 

Part 2 program director means: 

(1) ln the case of a part 2 program that 
is an individual. that individual 

(2) ln the case of a part 2 program that 
is an entity, the individual des ignated as 
director or managing director, or 
individual otherwise vested with 
authority to act as chief executive officer 
of the part 2 program. 

Patient means any individual who has 
applied for or been given diagnosis, 
treatment, or referral for treatment for a 
substance use disorder at a part 2 
program. Patient includes any 
individual who, after arrest on a 
criminal charge. is identified as an 
individual with a substance use 
disorder in order to determine that 
individual's eligibility to participate in 
a part 2 program. This definition 
includes both cwTent ru1d former 
patients. 

Patient identifying information means 
the name, address, social security 
number, fingerprints. photograph, or 
similar information by which the 
identity or a patient, as defined in t11is 
section, can be determined with 
reasonable accuracy ei tJier directly or by 
reference to other information. The term 
does not include a number assigned to 
a patient by a part 2 program, for 
internal use only by the pru't 2 program, 
if tJ1at number does not consist of or 
contain numbers (such as a social 
security, or driver's license number) that 
could be used lo identify a patient with 
reasonable accuracy from sources 
external to the part 2 program. 

Person means an individual, 
partnership. corporation. federal. state 
or local government agency. or any 
other legal entity, (also referred to as 
"individual or entity"). 

Program means: 
(1) An individual or entity (other than 

a general medical facility) who holds 
itself out as providing. and provides, 
substance use disorder diagnosis. 
treatment, or referral for treatment; or 

(2) An identified unit within a general 
med ical facil ity that holds itself out as 
providing, and provides, substance use 
disorder diagnosis, treatment, or referral 
for treatment; or 

(3) Medical personnel or other staff in 
a general medical facility whose 
primary function is tJie provision of 
substance use disorder diagnosis, 
treatment. or referral for treatment and 
who are identified as such providers. 

Qualified se1vice organization means 
an individual or entity who: 

(1) Provides services to a part 2 
prngram, such as data processing. bill 
collecting, dosage preparation. 
laboratory analyses. or legal, accounting, 
population health management, medicaJ 
staffing. or other professional services. 
or services to prevent or treat child 



121

Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 6117 

abuse or neglect, inclucling training on 
nutrition and child care and individual 
and group Lherapy. and 

(2) Has entered into a written 
agreement with a part 2 program under 
which that individual or entity: 

(i) Acknowledges that in receiving, 
storing, processing, or otherwise dealing 
with any patient records from tl1e part 
2 program, it is fully bound by Lhe 
regulations in this part; and 

(ii) Tf necessary, will resist in judicial 
proceedings any efforts lo obtain access 
to patient identifying information 
related to substance use disorder 
diagnosis, treatment. or referral for 
lreatmenl except as permitted by the 
regulations in this part. 

Records means any information, 
whether recorded or not, created by, 
received, or acqu ired by a part 2 
program relating to a patient (e.g., 
diagnosis, treatment and 1·eferral for 
treatment information, billing 
information, emails, voice mails, and 
texts). For the purpose of the regulations 
in U1is part, records include botl1 paper 
and electronic records. 

Substance use disorder means a 
cluster or cognitive, behavioral, and 
physiological symptoms indicating that 
the individual continues using the 
substance despite significant substru1ce­
related problems s uch as impaired 
control, social i mpairment, risky use, 
and phrumacological tolerance and 
withdrawal. For the purposes of the 
regulations in this part. this definition 
does not include tobacco or caffeine use. 

Third-pa1ty payer means an 
individual or entity who pays and/or 
agrees to pay for cliagnosis or treatment 
furnished to a patient on the basis of a 
contractual relationship with the patient 
or a member of the patient's family or 
on the basis of the palient's eligibility 
for federal , stale, or local governmental 
benefits. 

Treating provider relationship means 
that, regardless of whether there has 
been an actual in-person encounter: 

(1) A patient is, agrees to, or is legally 
required to be diagnosed, evaluated. 
and/or treated, or agrees to accept 
consultation, for any condition by an 
individual or entity, and; 

(2) The individual or entity 
undertakes or agrees lo undertake 
diagnosis, evaluation, and/or treatment 
of the patient, or consultation with Lhe 
patient, for any condition. 

Treat men/ means the care of a patient 
suffering from a substance use disorder, 
a condition which is identified as 
having been caused by the substance 
use disorder, or boili. in order to reduce 
or e liminate tl1e adverse effects upon the 
patient. 

Undercover agent means any federal, 
stale, or 1ocal law enforcement agency 
or official who enrolls in or becomes an 
employee of a part 2 program for the 
purpose of investigating a suspected 
violation of law or who pursues that 
purpose after enrolling or becoming 
employed for olher purposes. 

Withdrawal management means the 
use of pharmacotherapies to treat or 
attenuate the problematic signs and 
symptoms arising w hen heavy and/or 
prolonged substance use is reduced or 
discontinued. 

§ 2.12 Applicability. 
(a) Geneml-(1) Rest1ictions on 

disclosw·e. The restrictions on 
disclosure in tl1e regulations in this pru·t 
apply lo any information. whether or 
not recorded, which: 

(i) Would identify a patient as having 
or having had a substance use disorder 
either directly, by reference to publicly 
available information, or through 
verification of such identification by 
another person: and 

(ii) Is drug abuse information obtained 
by a federally assisted drug abuse 
program after March 20, 1972 (part 2 
program), or is alcohol abuse 
information obtained by a federally 
assisted alcohol abuse program after 
May 13, 1974 (part 2 program); or if 
obtained before the pertinent date, is 
maintained by a part 2 program after 
that date as part of an ongoing treatment 
episode which extends past that date: 
for Urn pw-pose of treating a subs lance 
used isorder, making a diagnosis l'or that 
treatment, or making a referral for that 
treatment. 

(2) Restriction on use. The restriction 
on use of information to initiate or 
substantiate any criminal charges 
against a patient or to conduct any 
criminal investigation ofa patient (42 
U.S.C. 290dd-2(c)) applies to any 
information, whether or not recorded, 
which is drug abuse information 
obtained by a federally assisted drug 
abuse program after March 20, 1972 
(part 2 program) , or is alcohol abuse 
information obtained by a l'ederally 
assisted alcohol abuse program after 
May 13, 1974 (part 2 program); or if 
obtained before the pertinent date, is 
maintained by a part 2 program after 
that date as part of an ongoing treatment 
episode which extends past that date; 
for the pmpose of treating a substance 
use disorder, making a diagnosis for the 
treatment, or making a referral for the 
treatment. 

(b) Federal assistance. A program is 
considered lo be federally assisted if: 

(1) It is conducted in whole or in part, 
whetl1er directly or by conlracl or 
otherwise by any department or agency 

of the United States (but see paragraphs 
(c)( 1) and (2) of this section relating to 
the Department of Veterans Affairs and 
the Armed Forces); 

(2) ll is being carried out under a 
license, certification, registration, or 
other authorization granted by any 
deprutmenl or agency of the Unjted 
States including but not limited to: 

(i) Participating provider in the 
Medicare program; 

(ii) Authorization to conduct 
maintenance treatment or witl1drawal 
management; or 

(iii) Registration lo dispense a 
s ubstance tu1der the Controlled 
Substances Act to the extent the 
controlled substance is used in the 
treatment of substance use clisorders; 

(3) lt is supported by funds provided 
by ru1y department or agency of tlrn 
United States by being: 

(i) A recipient of federal financial 
assistance in ru1y form, including 
financial assistance which does not 
directly pay for the substance use 
disorder diagnosis, treatment, or referral 
for treatment; or 

(ii) Conducted by a state or local 
government unit which, through general 
or special revenue sharing or other 
forms of assistance, receives federal 
funds which could be (but are not 
necessarily) spent for the substance use 
disorder program; or 

(4) IL is assisted by the Internal 
Revenue Service of the Depru·tment of 
the Treasury through the allowance of 
income tax deductions for contributions 
to the program or through the granting 
of tax exempt status to the program. 

(cl Exceptions-(1) Department of 
Veterans Affairs. These regulations do 
not apply to information on substance 
use disorder patients maintained in 
connection with the Department of 
Veterans Affairs' provision of hospital 
care, nursing home cru·e, domiciliru·y 
care, and medical services under Title 
38, U.S.C. Those records are governed 
by 38 U.S.C. 7332 and regulations 
issued under that authority by the 
Secretary of Veterans Affairs. 

(2) Armed Forces. The regulations in 
this part apply to any information 
described in paragraph (a) of this 
section which was obtained by any 
component oftbe Armed Forces during 
a period when the patient was subject 
to the Uniform Code of Military Justice 
except: 

(i) Any interchange of that 
information within lhe Armed Forces; 
and 

(ii) Any interchange of that 
information between the Armed Forces 
and those components of the 
Department of Veterans Affairs 
furnishing health care to veterans. 
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(3) Communication within a part 2 
program or between o par/ 2 program 
and an entity having direct 
administrative contrnl over that part 2 
program. The restrictions on disclosure 
in the regulations in this pa.rt do not 
apply to communications of information 
between or among personnel having a 
need for the information in connection 
with Lheir duties Lhat arise oul of' the 
provision of diagnosis, treatment, or 
referral for treatment of patients with 
substance use disorders if the 
communications are: 

(i) Within a pa.rt 2 program: or 
(ii) Between a pa.rt 2 program and an 

entity that has direct administrative 
control over the pro~am. 

(4) Qualified service organizations. 
The restrictions on disclosure in the 
regulations in this part do not apply to 
communications between a part 2 
program and a qualified service 
organization of information needed by 
the qualified service organization to 
provide services to the program. 

(5) Crimes on part 2 program premises 
or against part 2 program personnel. 
The restsictions on disclosure and use 
in the regulations in this part do not 
apply to communications from part 2 
program personnel to law enforcement 
agencies or officials which: 

(i) Are direclly related to a patient's 
commission of a crime on the premises 
of the pa.rt 2 program or agamst part 2 
program personnel or to a threat to 
commit such a crime; and 

(ii) Are limited to the circumstances 
of the incident. including Lhe patient 
status of the individual committing or 
threatening to commit the crime, that 
individual's name and address, and that 
individual's last known whereabouts. 

(6) Reports of suspected child abuse 
and neglect. The restrictions on 
disclosl!l'e and use in the regulations in 
this part do not apply to the reporting 
under state law of incidents ol' 
suspected child abuse and neglect to the 
appropriate state or local authorities. 
However, the restrictions continue to 
apply to the original substance use 
disorder patient records maintained by 
lhe pru·t 2 progrrun includ ing their 
disclosure and use for civil or criminal 
proceedings which may arise out of the 
report of suspected child abuse and 
neglect. 

(cl) Applicability to recipients of 
information- (1) Restriction on use of 
informal ion. The restriction on the use 
of any information subject lo the 
regulations in this part to initiate or 
substantiate any criminal charges 
against a patient or to conduct any 
criminal investigation of a patient 
appl ies to any person who obtains thal 
information frnm a part 2 program, 

regardless of the status of the person 
obtain ing the information or whether 
the information was obtained in 
accordance with the regulations in this 
pa.rt. This restriction on use bars, runong 
other things, the introduction of that 
information as evidence in a criminal 
proceeding and any other use of the 
information to investigate or prosecute a 
patient with respect to a suspected 
crime. lnformation obtained by 
undercover agents or informants (S()e 
§ 2.17) or tJ1rough patient access (see 
§ 2.23) is subject to the restriction on 
use. 

(2) Resliictions on disclosures-(i) 
Third-party payers, administrative 
entities, and otl1ers. The restrictions on 
disclosure in the regulations in tJ1is pa.rt 
apply to: 

(A) Third-party payers witJ1 regard to 
records disclosed to them by plli'l 2 
programs or under§ 2.31(a)(4)(iii)tA): 

(BJ Entities having direct 
administrative control over pa.rt 2 
programs with regard to information 
that is subject to the regulations in this 
part communicated to them by the pru·t 
2 program under paragraph (c)(3) of this 
section; and 

(C) Individuals or entities who receive 
patient records directly from a part 2 
program or other lawful holder of 
patient identiiying information and who 
are notified of tl1e prohibition on re­
disclosure iu accordance with§ 2.32. 

(ii) !Reserved] 
(e) Explanation of applicability-(1) 

Coverage. These regulations cover any 
infm:matioo (including information on 
referral and intake) about patients 
receiving diagnosis, Lreatment, or 
referral for treatment for a substance use 
disorder created by a part 2 program. 
Coverage includes, but is not limited to, 
those treatment or rehabilitation 
programs, employee assistance 
programs, programs within general 
hospitals, school-based programs, m1d 
private practitioners who hold 
themselves out as providmg, and 
provide substance use disorder 
diagnosis, treatment, or referral for 
treatment. However, the regulations in 
this pru·t would not apply, for example, 
to emergency room personnel who refer 
a patient to the intensive care UJJit for 
an apparent overdose, unless the 
primary function of such personnel is 
the provision of substance use disorder 
diagnosis, treatment, or ref'erral for 
treatment and they are identified as 
providing such services or the 
emergency room has promoted itself to 
the commun ity as a provider of such 
services. 

(2) Federal assistance to program 
required. If a patient's substance use 
disorder diagnosis, treatment, or referral 

for b·eatment is not provided by a part 
2 program, that patient's record is not 
covered by the regulations in this part. 
Thus, it is possible foi- an individual 
patient to benefit from federal support 
and not be covered by the 
confidentiality regulations because the 
program in which the patient is emailed 
is not federally assisted as defined in 
paragraph lb) of this section. For 
example, if a federal court placed ru1 
individual in a private for-profit 
program and made a payment to the 
program on behalf of tl1at individual, 
that patient's record would not be 
covered by the regulations in this part 
unless the program itself received 
federal assistance as defined by 
paragraph (b) of this section. 

(3) lnformaUon to which restrictions 
are applicable. Whether a restriction 
applies to use or discloslll'e affects the 
type of information which may be 
disclosed. The restrictions on disclosure 
apply to any information which would 
identify a patient as having or having 
had a substance use disorder. The 
restriction on use nf information to 
bring criminal charges against a patient 
for a crime applies to any information 
obtained by the part 2 program for tJ1e 
purpose of diagnosis, lrealmenl, or 
referral for treatment of patients with 
substance use disorders. (Note that 
restrictions on use and disclosure apply 
to recipients of information u.nder 
paragraph td) of this section.) 

( 4) How type of diagnosis affects 
coverage. These regulations cover any 
record of a diagnosis identifying a 
patient as having or having bad a 
substance use disorder which is initially 
prepared by a pru·t 2 provider in 
connection with tJu: treatment or 
referral for treatment of a patient with 
a substance use disorder. A diagnosis 
prepared for the purpose of Lreatment or 
referral for treatment but which is not so 
used is covered by the regulations in 
this part. The following a.re not covered 
by the regulations in tl1is part: 

(i) Diagnosis which is made solely for 
the purpose of providmg evidence for 
use by law enforcement agencies or 
officials; or 

(ii) A diagnosis of drug overdose or 
alcohol intoxication which cleru·ly 
shows that the individual involved does 
not have a substance use disorder (e.g., 
involuntary ingestion of alcohol or 
drugs or reaction to a prescribed dosage 
of one or more drngs). 

§ 2.13 Confidentiality restrictions and 
safeguards. 

(a) General. The patient records 
subject to the regulations in this pllit 
may be disclosed or used only as 
permitted by the regulations in this part 
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and may not otherwise be disclosed or 
used in any civil, criminal, 
administrative, or legislaLive 
proceedings conducted by any federal, 
state, or local authority. Any disclosure 
made under the regulations in this part 
must be limited to that information 
which is necessary to carry out the 
purpose of the disclosure. 

(b) Unconditional compliance 
requfred. The restrictions on disclosure 
and use in Lhe regulations in this part 
apply whether or not the part 2 program 
or other lawful holder of the patient 
identifying information believes that the 
person seeking the information ah-eady 
has it, has other means of obtaining it, 
is a law enforcement agency or official 
or other government official, has 
obtained a subpoena, or asserts any 
other justification for a disclosure or use 
which is not permitted by the 
regulations in this part. 

(c) Acknowledging the presence of 
patients: Responding to requests. (1) 
The presence of an identified patient in 
a health care facility or component of a 
health care facility which is publicly 
identified as a place where ouly 
substance use disorder diagnosis, 
treatment, or referral for treatment is 
provided may be acknowledged only if 
the patient's written consent is obtained 
in accordance with subpart C of this 
part or if an authorizing court order is 
entered in accordance with subpart E of 
this part. The regulations permit 
acknowledgement of the presence of an 
identified patient in a health care 
facility or part of a health care facility 
if the health care facility is not publicly 
identified as only a substance use 
disorder diagnosis, lrnatment, or referral 
for treatment facility, and if the 
acknowledgement does not reveal that 
the patient has a substance use disorder. 

(2) Any answer to a request for a 
disclosufe of patient records which is 
not permissible under the regulations in 
this part must be made in a way that 
will not affirmatively reveal thal an 
identified individual has been, or is 
being, diagnosed or treated for a 
substance use disorder. An inquiring 
party may be provided a copy of the 
regulations in this part and advised that 
they restrict the disclosure of substance 
use disorder patient records, but may 
not be told affirmatively that the 
regulations restrict the disclosure of the 
records of an identified patient. 

(d) List of disclosures. Upon request, 
patients who have consented lo disclose 
their patient identifying information 
using a general designation pursuant to 
§ 2.31(aJ(4)(iii)(B)(3) must be provided a 
list of entities to which their 
information has been disclosed 
pursuant to the general designation. 

(1) Under this paragraph (d), patient 
requests: 

li) Must be made in writing; and 
(ii) Are limited to disclosures made 

within the past two years; 
(2) Under this paragraph (d). the 

entity named on the consent form that 
discloses information pursuant to a 
patient's general designation (the entity 
that serves as an intermediary. as 
described in§ 2.31(a)(4)(iii)(Bl) must: 

(i) Respond in 30 or fewer days of 
receipt of the written request; and 

(ii) Provide, l'or each d isclosure, the 
name(s) of the enlity(-ies) to which the 
disclosure was made. the date of the 
disclosure. and a brief description of the 
patient identifying information 
disclosed. 

(3) The part 2 program is not 
responsible for compliance with this 
paragraph (d); the entity lhal serves as 
an intermediary, as described in 
§ 2.31 (a)(4)(iii)(B), is responsible for 
compliance with the list of disclosures 
requirement. 

§ 2.14 Minor patients. 

(a) State law not requiring parental 
consent to lTeatment. If a minor patient 
acting alone has the legal capacity under 
the applicable state law to apply for and 
obtain substance use disorder treatment, 
any \>vritten consent l'or disclosure 
authorized under subpart C of this part 
may be given only by the minor patient. 
This rnstriction includes, but is not 
limited to, any disclosure of patient 
identifying information to the parent or 
guardian of a minor patient for the 
purpose of obtaining financial 
reimbursement. These regulations do 
nol prohibit a part 2 program from 
refusing to provide treatment until the 
minor patient consents to the disclosure 
necessary to obtain reimbursement, but 
refusal lo provide treatment may be 
prohibited under a state or local law 
requiring the program to furn ish the 
service irrespective of ability to pay. 

(b) State law requiring p01·ental 
consent to /realment. (1) Where stale 
law requires consent of a parent, 
guru·dia:n, or other individual for a 
minor to obtain treatment for a 
substance use disorder, any written 
consent for disclosure authorized under 
subpart C of this part must be given by 
both the minor and their parent, 
guardian, or other individual authorized 
under state law to act in the minor's 
behalf. 

(2) Where state law requires parentaJ 
consent to treatment, the fact of a 
minor's application for treatment may 
be communicated to the minor's parent, 
guardian, or other individual authorized 
under state law to acl in the minor's 
behalf only if; 

(i) The minor has given written 
consent to the disclosure in accordance 
with subpart C of this part; or 

(ii) The minor lacks the capacity to 
make a rational cboice regarding such 
consent as judged by the part 2 program 
director under paragraph (c) of this 
section. 

(c) Minor applicant for services lacks 
capacity for rational choice. Facts 
relevant to reducing a substantial threat 
to the life or physical well-being of the 
minor applicant or any other Lndividual 
may be disclosed to the parent, 
guardian. or other individual authorized 
under state law to act in the minor's 
behalf if the part 2 program director 
judges that 

(1) A minor applicant for services 
lacks capacity because ol' extreme 
youlhor mental or physical condition to 
make a rational decision on whether to 
consent to a disclosure under subpart C 
of this part to their parent, guardian, or 
other individual authorized under state 
law to act in the minor's behalf; and 

(2) The minor applicant's situation 
poses a substantial thrnat to the life or 
physical well-being of the minor 
applicant or any other individual which 
may be reduced by communicating 
relevant facts to the minor's parent, 
guardian, or other ind ividual autJiorized 
under state law to act in the minor's 
behalf. 

§2.15 Incompetent and deceased patients. 

(a) Incompetent patients oUier than 
minors- (1) Adjudication of 
incompetence. ln the case of a patient 
who has been adjudicated as lac.king the 
capacity, for any reason other than 
insufficient age. to their ow11 affai1·s, any 
consent which is required under the 
regulations in fl1is part may be given by 
the guardian or other individual 
authorized under state law to act in the 
patient's behalf. 

(2) No adjudication of incompetency. 
In the case of a patient, other thau a 
minor or one who has been adjudicated 
incompetent. that for any period suHers 
from a medical condition that prevents 
knowing or effective action on their own 
behalf, the part 2 progrrun director may 
exercise the right of the patient to 
consent to a disclosure under subparl C 
of this part for the sole purpose of 
obtaining payment for services from a 
third-party payer. 

(b) Deceased patienls-(1) Vital 
stal.istics. These regulations do not 
restrict the disclosure of patient 
identifying information relating to the 
cause of death of a patient under laws 
requiring the collection of death or other 
vital statistics or permitting inquiry into 
the cause of death. 
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(2) Consent by personal 
representative. Any other disclosure of 
information identifying a deceased 
patient as having a substance use 
disorder is subject to Ule regulations in 
this part. If a written consent to the 
disclosure is required, that consent may 
be given by an executor, adminislrator. 
or other personal representative 
appointed under applicable state Jaw. If 
there is no such applicable state law 
appointment, the consent may be given 
by the patient's spouse or, if none, by 
any responsible member of the patient's 
family. 

§ 2.16 Security for records. 

(a) The part 2 program or other lawful 
holder of patient identifying 
information must have in place formal 
policies and procedures to reasonably 
protect against unauthorized uses and 
disclosures of patient identifying 
information and to protect against 
reasonably anticipated threats or 
hazards to the security of patient 
identifying information. These formal 
policies and procedures must address: 

(1) Paper records, including: 
(i) TransfeITing and removing such 

records; 
(ii) Destroying such records, including 

sanitizing the hard copy media 
associated with the paper printouts. to 
render the patient identifying 
information non-retrievable; 

(iii) Maintaining such records in a 
secure room, locked file cabinet. safe, or 
other similar container, or storage 
facility when not in use: 

(iv) Using and accessing workstations, 
secure rooms, locked file cabinets, safes, 
or other similar containers. and storage 
facilities that use or store such 
information; and 

(v) Rendering patient identifying 
information non-identifiable in a 
manner that creates a very low risk of 
re-identification (e.g., removing direct 
identifiers). 

(2) Electronic records, including: 
(i) Creating, receiving, maintainjng, 

and ll'ansmi tt ing such records; 
(ii) Destroying such records, including 

sanitizing the electronic media on 
which such records are stored, to render 
the patient identifying information non­
retrievable: 

(iii) Using and accessing electronic 
records or other electronic media 
containing patient identifying 
information; and 

(iv) Rendering the patient identifying 
information non-identifiable in a 
maimer that creates a very low risk of 
re-identification (e.g., removing direct 
identifiers). 

(b) [Reserved] 

§ 2.17 Undercover agents and informants. 

(a) Restrictions on placement. Except 
as specifically authorized by a court 
order granted under § 2.67. no part 2 
program may knowingly employ, or 
enroll as a patient, any undercover agent 
or informant. 

(b) Restriction on use of information. 
No information obtained by an 
undercover agent or informant, whether 
or not that undercover agent or 
informru1t is placed in a part 2 program 
pursuant to an authorizing court order, 
may be used to criminally investigate or 
prosecute any patient. 

§2.18 Restrictions on the use of 
identification cards. 

No person may require any patient to 
carry in their immediate possession 
while away from the part 2 program 
premises any card or other object which 
would identify the patient as having a 
substance use disorder. This section 
does not prohibit a person from 
requiring patients to use or carry cards 
or other identification objects on the 
premises of a part 2 program. 

§ 2.19 Disposition of records by 
discontinued programs. 

(a) General. lf a pru't 2 program 
discontinues operations or is taken over 
or acquired by another program, it must 
remove patient id<mtifying information 
from its records or destroy its records, 
including sanitizing any associated hard 
copy or electronic media, to render the 
patient identifying information non­
retrievable in a manner consistent with 
the policies and prncedures established 
under § 2.16, unless: 

(1) The patient who is the subject of 
the records gives written consent 
(meeting the requirements of§ 2.31) to 
a transfer of the records to the acquiring 
program or lo any other progrnm 
designated in the consent (the manner 
of obtaining this consent must minimize 
the likelihood of a disclosure of patient 
identifying information to a third party): 
or 

(2) There is a legal requirement that 
the records be kept for a period 
specified by law which does not expire 
until aJ'ter the d iscontinuation or 
acquisition of the parl 2 progTam. 

(b) Special procedure where retention 
period requited by low. If paragraph 
(a)(2) of this section appl ies: 

(1) Records, which are paper, must be: 
(i) Sealed in envelopes or other 

containers labeled as follows: "Records 
of [insert name of program] required to 
be maintained under I insert citation to 
statute, regulation. court order or other 
legal authority requiring that records be 
kept] until a date not later than [insert 
appropriate date]"; 

(A) All hard copy media from which 
the paper records were produced, such 
as printer and facsimile ribbons, dmms, 
etc., must be sanitized to render the data 
non-retrievable; and 

(BJ [Reserved] 
(ii) Held under the resb·ictions of the 

regulations in this part by a responsible 
person who must, as soon as practicable 
after the end of the required retention 
period specified on tJ1e label, destroy 
the records and sanitize any associated 
hard copy media to render the patient 
identifying information non-retrievable 
in a manner consistent with the 
discontinued program's or acquiring 
program's policies and procedures 
established under§ 2.16. 

(2) Records, which are electronic, 
must be: 

(i) Transferred to a portable electronic 
device with implemented encryption to 
encrypt the data at rest so that there is 
a low probability of assigning meaning 
without the use of a coufidential process 
or key and implemented access controls 
for the confidential process or key; or 

(ii) Transferred, along with a backup 
copy, to separate electronic media, so 
that both Uie records and the backup 
copy have implemented encryption lo 
encrypt the data at rest so that there is 
a low probability of assigning meaning 
without the use of a confidential process 
or key and implemented access controls 
for the confidential process or key; and 

(iii) Within one year ol'the 
cliscontinuation or acquisition of the 
prngram, all electronic media on which 
the patient records or patient identifying 
information resided prior lo being 
transferred to the device speci tied in (i) 
above or the original and backup 
electronic media specified in (ii) above, 
including email and other electronic 
communications, must be sanitized to 
render Lhe patient identifying 
information non-retrievable in a manner 
consistent with lhe discontinued 
program's or acquiring program's 
policies and procedures established 
under§ 2.16: and 

(iv) The portable electronic device or 
the original and backup electronic 
media must be: 

(A) Sealed in a container along with 
any equipment ne!lded to read or access 
the information, and labeled as follows: 
"Records of [insert name of program] 
required to be maintained under [insert 
citation to statute. regulation, court 
ord!lr or other legal authority requiring 
that records be keptj until a date not 
later than [insert appropriate date];" and 

(BJ Held under the restrictions of the 
regulations in this part by a responsible 
person who must store the container in 
a manner that w ill prolect Lhe 
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information (e.g., climate controlled 
environment); and 

(v) The responsihle person must be 
included on the access control list and 
be provided a means for decryptjng the 
data. The responsible person must store 
the decryption tools on a device or at a 
location separate from the data they are 
used to encrypt or decrypt; and 

(vi) As soon as practicable after the 
end of the required retention period 
specified on the label, the portable 
electronic device or the original and 
backup electronic media must be 
sanitized to render the patient 
identifying information non-retrievable 
consistent with the policies established 
w1der § 2.16. 

§ 2.20 Relationship to state laws. 
The statute authorizing the 

regulations in this part (42 U.S.C. 
290dd- 2) does not preempt the field of 
law which they cover to the exclusion 
of all stale laws in that field. If a 
disclosure permitted under the 
regulations in this part is prohibited 
under state law, neither the regulations 
in this pa.rt nor the authorizing statute 
may be construed to authorize any 
violation of that state law. However. no 
state law may either authorize or 
compel any disclosme prohibited by the 
regulations in this part. 

§ 2.21 Relationship to federal statutes 
protecting research subjects against 
compulsory disclosure of their identity. 

(a) Research privilege description. 
There may be concurrent coverage of 
patient identifying information by the 
regulations in this part and by 
administrative action taken under 
section 502(c) of the Controlled 
Substances Act (21 U.S.C. 872(c) and 
the implementing regulations at 21 CFR 
part 1316); or section 301(d) of the 
Public Health Service Act (42 U.S.C. 
241(d) and the implementing 
regulations at 42 CFR part 2a). These 
research privilege statutes confer on the 
Secretary of Health and Human Services 
and on the Attorney General, 
respectively, the power to authorize 
researchers conducting certain types of 
research to withhold from all persons 
not connected with the research the 
nan1es and other identifying in.formation 
concerning individuals who are the 
subjects of the research. 

(b) Effect of concurrent coverage. 
These regulations reslr.ict the disclosure 
and use of information. about patients, 
while administrative action taken under 
the research privilege statutes and 
implementing regulations protects a 
person engaged in applicable research 
from being compelled to disclose any 
identifying characteristics of the 

individuals who are the subjects of that 
research. The issuance under subpart E 
of this part of a court order authorizing 
a disclosure of information about a 
patient does not affect an exercise of 
authority under these research privilege 
statutes. 

§ 2.22 Notice to patients of federal 
confidentiality requirements. 

(a) Notice requ.iied. At the time of 
admission to a part 2 program or, in the 
case that a patient does not have 
capacity upon admission to understand 
his or her medical status, as soon 
thereafter as the patient attains such 
capacity, each part 2 program shall: 

(1) Communicate to the patient that 
federal law and regulations protect the 
confidentiality of substance use disorder 
patient records: and 

(2) Give to the patient a summary in. 
writing of the federal law and 
regulations. 

(b) Requfred elements of written 
summa1y. The written summary of the 
federal law and regulations must 
include: 

(1) A general description of the 
limited circumstances under which a 
part 2 program may acknowledge that 
an individual is present or disclose 
outside the part 2 program information 
identifying a patient as having or having 
had a substance use disorder; 

(2) A statement that violation of the 
federal law and regulations by a part 2 
program is a crime and that suspected 
vi.elations may be reported to 
appropriate authorities consistent with 
§ 2.4, along with contact information: 

(3) A statement that infom1ation 
related to a patient's commission of a 
crime on the premises of the part 2 
program or against personnel of the pa1t 
2 program is not protected; 

(4) A statement that reports of 
suspected child abuse and neglect made 
under state law to appropriate state or 
local authorities are not protected; and 

(5) A citation to the federal law and 
regulations. 

(c) Program op/ions. The part 2 
program must devise a notice to comply 
wilh the requirement to provi.de the 
patient with a summary in writing of the 
federal law and regulations. In this 
written summary, the pa.rt 2 program 
also may include information 
concerning state law and any of the part 
2 program's policies that are not 
inconsistent with state and fed0raJ law 
on the subject of confidentiality of 
substance use disorder patient records. 

§ 2.23 Patient access and restrictions on 
use. 

(aJ Patient access not prohibited. 
These regulations do not proh ibit a part 

2 program from giving a patient access 
to their own records, including U1e 
opportunity to inspect and copy any 
records that the part 2 program 
maintains about the patient. The pa.rt 2 
program is not required to obtain a 
patient's written consent or other 
authorization under the regulations in 
this part in order to provide such access 
to the patient. 

(b) Restriction on use of information. 
Information obtained by palient access 
to his or her patient record is subject to 
the restriction on use of this information 
to initiate or substantiate any criminal 
charges against the patient or to conduct 
any criminal investigation of the patient 
as provided for under§ 2.12(d)(1). 

Subpart C-Disclosures With Patient 
Consent 

§2.31 Consent requirements. 
(a) Required elements for written 

consent. A written consent to a 
disclostu·e under the regulations in this 
part may be paper or electronic and 
must include: 

(1) The name of the patient. 
(2) The specific name(s) or general 

designation(s) of the part 2 prograrn(s), 
entity(ies). or individual(s) permitted to 
make the disclosme. 

(3) How much and what kind of 
information is to be disclosed, including 
an explicit description of the substance 
use disorder information that may be 
clisclosed. 

(4)(i) The name(s) of the individual(s) 
to whom a disclosme is to be made; or 

(ii) Entities with a treating provider 
relationship with the patient. If tJrn 
recipient entity has a treating provider 
relationship with the patient whose 
information .is being disclosed, such as 
a hospital. a health care clinic, or a 
private practice, the name of that entity; 
or 

(iii) Entities without a treating 
provider relationship with the patient. 

(A) 1f the recipient entity does not 
have a treating provider relationship 
with t]10 patient whose information is 
being clisclosed and is a third-party 
pa)'<.Jr, the name of the entity; or 

{B) If the recipient entity docs not 
have a treating provider relationship 
with the patient whose information is 
being disclosed and is not covered by 
paragraph (a)(4)(iii)(A) of this section. 
such as an entity that facilitates Urn 
exchange of health information or a 
research institution, the name(s) of the 
entity(-ies); and 

(1) The name(s) of an individual 
participant(s); or 

(2) The name(s) of an entity 
participant(s) that has a treating 
provider relationship with the patient 
whose information is being disclosed; or 



126

6122 Federal Register / Vol. 82, No. 11 / Wednesday, January 18, 2017 / Rules and Regulations 

(3) A general designation of an 
individual or entity parlicipant(s) or 
class of participants lhat must be 
limited to a participant(s) who has a 
treating provider relationship with the 
patient whose information is being 
disclosed. 

(1) When using a general designation, 
a statement must be included on the 
consent form that the patient (or other 
individual authorized to sign in lieu of 
the patient), confirms their 
understanding that, upon theis request 
and consistent with this part, they must 
be provided a list of entities to which 
their information has been disclosed 
pursuant to the general designation (see 
§ 2.13(d)). 

(i i/ [Reserved] 
(5) The purpose or the disclosure. In 

accordance with§ 2.13(a), the disclosme 
must be limited to that information 
which is necessary to carry out the 
stated pw·pose. 

(6) A statement that the consent is 
subject to revocation at any time except 
to the exient that the part 2 program or 
other lawful holder of patient 
identifying in formation tJiat is permitted 
to make the disclosurn has already acted 
in reliance on it. Acting in reliance 
i.ncludes the provision of trealmenl 
services in reliance on a valid consent 
to disclose information to a third-party 
payer 

l7) The dale, event, or condition upon 
which the consent will expire if not 
revoked before. Tltis date, event, or 
condition must ensure that the consent 
will last no longer tJ1an reasonably 
necessary lo serve the purpose for 
which it is provided. 

(8) The signature of the patient and, 
when required for a patient who is a 
minor, the signature of an individual 
authorized to give consent under§ 2.14; 
or. when required for a patient who is 
incompetent or deceased, the signatme 
of an individual authorized to sign 
tmder § 2.15. Electronic signatures are 
permitted to the extent that they ase not 
prohibited by any applicable law. 

(9) The date on which the consent is 
signed. 

(b) Expired, deficient, or false 
consent. A disclosure may not be made 
on the basis of a consent which: 

(1) Has expired: 
(2) On its face substantially fails to 

conform to any of tbe requirements set 
forth in paragraph (a) of this section; 

(3) Is known to have been revoked; or 
(4) ls known. or thrnugh reasonable 

diligence could be known, by the 
individual or entity holding the rncords 
to be materially false. 

§ 2.32 Prohibition on re-disclosure. 
(al Notice to accompany disclosure. 

Each disclosure made with lhe patient's 

written consent must be accompanied 
by the following written statement: This 
information has been disclosed to you 
from records protected by federal 
confidentiality rules (42 CFR part 2). 
The federal rules prohibit you from 
making any further disclosurn of 
infonnation in this record that identifies 
a patient as having or having had a 
substance use disorder eitJ1er directly. 
by reference to publicly available 
information, or tJrrough verification of 
such identification by another person 
unless further disclosure is expressly 
permilted by tJrn written consent of the 
indiv idual whose information is being 
disclosed or as otJ1erwise permitted by 
42 CfR past 2. A general authorization 
for the rnlease of medical or other 
information is NOT sufficient for iliis 
purpose (see§ 2.31 ). The federal rules 
restiicl any use of the in l'ormalion to 
investigate or p rosecute with regard to 
a crimr. any patient with a substance use 
disorder, except as provided at 
§§ 2.12(c:)(5) and 2.65 . 

(b) [Reserved] 

§ 2.33 Disclosures permitted with written 
consent. 

If a patient consents to a disclosme of 
theirrecords under§ 2.31, a program 
may disclose tJ1ose records in 
accordance with that consent to any 
person identified in the consent, except 
that disclosures to cenb·al registries and 
in connection with criminal justice 
referrals must meet the requirements of 
§§ 2.34 and 2.35. respectively. 

§ 2.34 Disclosures to prevent multiple 
enrollments. 

(a) Restrictions on disclosure. A part 
2 program, as defined in§ 2.11, may 
disclose patient records to a central 
registry or to any withdrawal 
management or maintenance treatment 
program not more than 200 miles away 
for the purpose of preventing the 
multiple enrollment of a patient only if: 

(1) The disclosure is made when: 
(i) The patient is accepted for 

treatment; 
(ii) The type or dosage of Lhe drug is 

changed;or 
(iii) The treatment is interrupted, 

reswned or terminated. 
(2) The disclosure is Lim ited to: 
(i) Patient identifying information; 
(ii) Type and dosage of the drug; and 
(iii) Relevant dates. 
(3) The disclosure is made with the 

patient's wTitton consent meeting the 
requirements of§ 2.31, except that: 

(i) The consent must list the name and 
addsess of each central regisb·y and each 
known withdrnwal management or 
maintenance treatment program lo 
which a disclosure will be made; and 

(ii) The consent may authorize a 
disclosure to any withdrawal 
management or maintenance treatment 
program establ ished within 200 miles of 
the progran1. but does not need to 
individually name all programs. 

(bl Use of information limited to 
prevention of multiple enrollments. A 
central registi·y and any withdrawal 
management or maintenance treatment 
program to which information is 
disclosed to prevent multiple 
enrollments may not re-disclose or use 
patient identifying information for any 
purpose other than the prevention of 
multiple enrollments unless authorized 
by a comt order under subpast E of this 
part. 

(c) Permilled disclosure by a CP.ntral 
registry to prevent a mulliple 
enrollment. When a member program 
asks a central registry if an identified 
patient is enrnlled in another member 
program and Lhe registry determines 
that the patient is so enrolled, the 
registry may disclose: 

(1) The name. address. and telephone 
number of the member program(s) in 
which the patient is already enrolled to 
the inquiring member program: and 

(2) The name. adclress. and telephone 
number of the inquiring member 
program to the member program(s) in 
which the patient is alseady enrolled. 
The member programs may 
communicate as necessary lo verify that 
no error has been made and lo prevent 
or eliminate any multiple enrnllments. 

(cl) Permitted disclosure by a 
withdrawal management or 
maintenance treatment program ta 
prevent a multiple enrollment. A 
withdrawal management or 
maintenance treatment program which 
has received a disclosure under this 
section and has determined that the 
patient is already enroJled may 
communicate as necessary with the 
program making the disclosme to verify 
that no error has been made and to 
prevent or eliminate any multiple 
enrollments. 

§ 2.35 Disclosures to elements of the 
criminal justice system which have referred 
patients. 

(a) A part 2 program may disclose 
information about a patient to those 
individuals within the crimjnal justice 
system who have made participation in 
the part 2 program a condition of the 
ctisposition of any criminal proceedings 
against the patient or of the patient's 
parole or other eelease from custody if: 

(1) The disclosure is made only to 
those i_ndividuals within the criminal 
justice system who have a need for the 
information in connection with tJ1eir 
duty to monitor the patient's p rogress 
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(e.g., a prosecuting attorney who is 
withholding charges against the patient, 
a court granting prelrial or post-Lrial 
release, probation or parole officers 
responsible for supervision of t11e 
patient); and 

(2) The patient has signed a written 
consent meeting the requirements of 
§ 2.31 (except paragraph (a)(8) which is 
inconsistent with the revocation 
provisions of paragraph (c) of this 
section) and the requuements of 
paragraphs (b) and (c) of this section. 

(b) Duration of consent. The written 
consent must state the period during 
which ii' remains in effect. This period 
must be reasonable, taking into account: 

(1) The anticipated lengtl1 of the 
treatment; 

(2) The type of criminal proceeding 
iovolved, the need for the information 
in connection with t11e final disposition 
of that proceeding, and when the final 
disposition will occur; and 

(3) Soch other factors as the part 2 
program. the patient, and the 
individual(s) within the crim inal justice 
system who will receive t11e disclosure 
consider pertinent. 

(c) Revocation of consent. The written 
consent must state that it is revocable 
upon the passage of a specified amount 
of time or the occurrence of a specified, 
ascertainable event. The t ime or 
occurrence upon wh ich consent 
becomes revocable may be no later than 
the final disposition of the conditional 
release or other action in connection 
with which consent was given. 

(d) Restrictions on re-disclosure and 
use. An inctividual within the criminal 
justice system who receives patient 
information under this section may re­
disclose and use il only to carry oul that 
individual's official duties with regard 
to the patient's conditional release or 
other action in connection with which 
the consent was given. 

Subpart D-Disclosures Without 
Patient Consent 

§ 2.51 Medical emergencies. 

ta) General rule. Under the procedures 
required by paragraph (c) ofthis section, 
patient identifying information may be 
disclosed to medical personnel to the 
ex1ent necessary to meet a bona fide 
medical emergency in which the 
patient's prior informed consent cannot 
be obtained. 

(b) Special rule. Patient identifying 
information may be disclosed to 
medical personnel of the Food and Drug 
Administration (FDA) who assert a 
reason to belfove that the health of any 
inctividual may be threatened by an 
error in the manufacturn, labeling. or 
sale of a product wider FDA 

jmisdiction, and that the information 
will be used for the exclusive purpose 
of notifying patients or Lheir physicians 
of potential dangers. 

(c) Procedures. Immediately following 
disclosure, the part 2 program shall 
document, in writing, the disclosure in 
the patient's records, including: 

(1) The name of the medical 
personnel to whom disclosure was 
made and their affiliation with any 
health care facility; 

(2) The name of the inctividual 
making the disclosure; 

(3) The date and time of tlie 
disclosure; and 

(4) The nature of the emergency (or 
error, if the report was to FDA). 

§ 2.52 Research. 

(a) Notwithstanding other provisions 
of this part, including paragraph (b)(2) 
of this section, patient identifying 
information may be disclosed by the 
part 2 program or other lawl'u l holder of 
part 2 data, for the purpose of 
conducting scientific research if the 
individual designated as director or 
managing director, or individual 
otherwise vested with authority to act as 
chief executive officer or their designee 
makes a determination that the recipient 
of the patient identifying information: 

(1) [fa HI PAA-covered entity or 
business associate, bas obtained and 
documented authorization from the 
patient, or a waiver or alteration of 
authorization, consistent with the 
HlPAA Privacy Rule at 45 CfR 164.508 
or 164.512(i) , as applicable; or 

(2) lf subject lo the Hl-IS regulations 
regarding the protection of human 
subjects (45 CPR part 46), either 
provides documentation that the 
reseaccher is in compliance with the 
requirements of the HHS regulations, 
including the requirements related lo 
informed consent or a waiver of consent 
(45 CFR46.111 and46.116) orthatthe 
research qualifies for exemption under 
the HHS regulations (45 CFR 46.101 (b) 
and any successor regulations: or 

(3) Lfboth a HIPAA covered entity or 
business associate and subject to the 
HHS regulations regarding the 
protection of human subjects, has met 
the requirements of paragraphs (a)l1) 
and (2) of U1is section; and 

(4) lf neitlier a HWAA covered entity 
or business associate or subject to Urn 
HHS regulations regarding the 
protection of human subjects, this 
section does not apply. 

(b) Any individual or entity 
conducting scientific research using 
patient identifying information obtained 
under paragraph (a) of this section: 

(1) Is fully bound by the regulations 
i n t]1js part and, if necessary, will resist 

in jucticial proceedings any efforts to 
obtain access to patient records except 
as permitted by tbe regulalions in this 
part. 

(2) Must not re-disclose patient 
identifying information except back to 
the individual or entity from whom that 
patient identifying information was 
obtained or as permitted under 
paragraph (c) of this section. 

(3) May include part 2 data in 
research reports only in aggregate form 
in which patient identifying information 
has been rendered non-identifiable such 
that the information cannot be re­
identified and serve as an unauthorized 
means to identify a patient. dfrectly or 
indirectly, as having or having had a 
substance use disorder. 

(4) Must maintain and destroy patient 
identifying informatfon in accordance 
with Urn security policies and 
procedures established under§ 2.1 G. 

(5) Must retain records in compliance 
with appl icable federal, stale, and local 
record retention laws. 

(c) Data linkages- (1) Researchers. 
Any individual or entity conducting 
scientific research using patient 
identifying information obtained under 
paragraph (a) of U1is section Uiat 
requests l inkages to data sets from a data 
repository(-ies) holding patient 
identifying information must: 

(i) Have the request reviewed and 
approved by an Institutional Review 
Board (TRB) registered with the 
Department ofHealtJ1 and Human 
Services, Office for Human Research 
Protections in accordance with 45 CPR 
part 46 to ensurn that patient privacy is 
considered and the need for identifiable 
data is justified. Upon request, the 
researcher may be required lo provide 
evidence of the IRB approval of the 
research project that contains the data 
linkage component. 

(ii) Ensme that patient identifying 
information obtained under paragraph 
(a) of this section is not provided to law 
enforcement agencies or officials. 

(2) Data repositories. For purposes of 
this section, a data repository is fully 
bound by the provisions of part 2 upon 
receipt of the patient identifying data 
and must: 

(i) After providing the researcher with 
the linked data, destroy or delete the 
linked data from its records, including 
sru1itizing any associated hard copy or 
electronic media, to render t11e patient 
identifying information non-retrievable 
in a manner consistent with the policies 
and procedures established under§ 2.16 
Security for records. 

(ii) Ensure that patient identifying 
information obtained under paragraph 
(a) of this section is not provided to law 
enforcement agencies or officials. 
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(2) Except as provided in paragraph 
(c) of this section, a researcher may not 
redisclose patient identifying 
information for data linkages purposes. 

§ 2.53 Audit and evaluation. 
(a) Records not copied or removed. If 

patient records are not downloaded, 
copied or removed from the part 2 
program premises or forwarded 
electronically to another electronic 
system or device. patient identifying 
information, as defined in § 2.11, may 
be disclosed in the course of a review 
of records on the part 2 program 
premises to any individual or entity 
who agrees in wTiling to comply with 
the limitations on re-disclosure and use 
in paragrnph (cl) of this section and who: 

(1) Performs tJie audit or evaluation 
on behalf of: 

(i) Any federal. slate, or local 
government agency which provides 
.financial assistance to the part 2 
program or is authorized by law to 
regulate its aclivilies; or 

(ii) Any individual or entity who 
provides financial assistance to the part 
2 prngram, which is a third-party payer 
covering patients in the part 2 program, 
or which is a quality improvement 
organization performing a utilization or 
quality control review; or 

(2) Is determined by the part 2 
program to be qualified to conduct an 
audit or evaluation of the part 2 
program. 

(b) Copying, removing, downloading, 
or fo1warcling patient records. Records 
containing patient identifying 
information, as defined in§ 2.11, may 
be copied or removed from a part 2 
program premises or downloaded or 
forwarded to anolher electronic system 
or device from the part 2 program's 
electron ic records by any individual or 
entity who: 

(1) Agrees in writing to: 
(i) Maintain and destroy the patient 

identifying information in a manner 
cons istent with the policies and 
procedures established under§ 2.16; 

(ii) Retain records in compliance with 
applicable federal, slate. and local 
record retention laws: and 

(iii) Comply with the limitations on 
disclosure and use in paragTaph (d) of 
this section; and 

(2) Performs the audit or evaluation 
on behalf of: 

(i) AJ1y federal, state, or local 
govemment agency which provides 
financial assistance to the part 2 
program or is authorized by law to 
regulate its activities: or 

(ii) Any individual or entity who 
provides financial assistance to the part 
2 program. which is a third-party payer 
covering patients in the part 2 program, 

or which is a quality improvement 
organization performing a utilization or 
quality control review. 

(cl Medicare, Medicaid, Children's 
Hea/Lh Insurance Program (CffiP), or 
related audit orevaluotion. (1) Patient 
identifying information, as defined in 
§ 2.11, may be disclosed under 
paragraph (c) of this section to any 
individual or entity for the purpose of 
conducting a Medicare, Medicaid, or 
CHIP audit or evaluation, including an 
audit or evaluation necessary to meet 
the requirements for a Centers for 
Medicare & Medicaid Services (CMS)­
regulated accountable care organization 
(CMS-regulated ACO) or similar CMS­
regulated organization (including a 
CMS-regulated Qualified Entity (QEJ), if 
the individual or entity agrees in WTiling 
to comply with the following: 

(i) Maintain and desb·oy tlie patient 
identifying information in a manner 
consistent with the policies and 
procedures established under§ 2.16: 

(ii) Retain records in compliance with 
applicable federal, state, and local 
record retention laws: and 

(iii) Comply with the limitations on 
disclosure and use in paragraph (d) of 
this section. 

(2) A Medicare, Medicaid, or CHIP 
aud it or evaluation under this section 
includes a civil or administrative 
investigation of a part 2 program by any 
federal, slate, or local govemment 
agency with oversight responsibilities 
for Medicare, Medicaid, or CHIP and 
includes administrative enforcement, 
against the part 2 program by the 
government agency, of any remedy 
aulhorized by law to be imposed as a 
result of the findings of the 
investigation. 

(3) An audit or evaluation necessary 
to meet the requirements for a CMS­
regulated ACO or similar CMS-regulated 
organization (including a CMS-regulated 
QE) must be conducted in accordance 
with the following: 

(i) A CMS-regulated ACO or simila r 
CMS-regulated organization (including a 
CMS-regulated QE) must: 

(A) Have in place administrative and/ 
or clinical systems: and 

(B) Have in place a leadership and 
management structure, including a 
governing body and chief executive 
office1· with responsibility for oversight 
of the organization's management and 
f'or ensuring compliance with and 
adherence to the terms and conditions 
of the Participation Agreement or 
similar documentation with CMS: and 

(ii) A CMS-regulated A.CO or similar 
CMS-regulated organization (including a 
CMS-regulated QE) must have a signed 
Participation Agreement or similar 
documentation with CMS, which 

provides that the CMS-regulated A.CO or 
similar CMS-regulated organization 
(including a CMS-regulated QE): 

(A) ls subject to periodic evaluations 
by CMS or its agents, or is required by 
CMS to evaluate participants in the 
CMS-regulated A.CO or similar CMS­
regulated organization (including a 
CMS-regulated QE) relative to CMS­
defined or approved quality and/or cost 
measures; 

(Bl Must designate an executive who 
has the authority to legally bind the 
organization to ensure compliance witJ1 
42 U.S.C. 290dd-2 and this part and the 
terms and conditions of the 
Participation Agreement in order to 
receive patient identifying information 
from CMS or its agents; 

(C) Agrees to comply with all 
applicable provisions of 42 U.S.C. 
290dd-2 and this part; 

(DJ Must ensure that any audit or 
evaluation involving patient identifying 
information occurs in a confidential and 
controlled setting approved by the 
designated executive; 

(El Must ensure that any 
communications or reports or other 
documents resulting from an audit or 
evaluation under this section do not 
allow for the direct or indirect 
identification (e.g., through the use of 
codes) of a patient as having or having 
had a substance use disorder: and 

(F) Must establish policies and 
procedures to protect the confidentiality 
of the patient idenLifying information 
consistent with this part, the terms and 
conditions of the Participation 
Agreement, and the requirements set 
forth in paragraph (cl(l) of this section. 

( 4) Program, as defined in § 2 .11, 
includes an employee of, or provider of 
medical services under the program 
when lhe employee or provider is the 
subject of a civil investigation or 
administrative remedy, as those terms 
are used in paragraph (cl(Z) of this 
section. 

(5) lf a disclosure to an individual or 
entity is authorized under this section 
for a Medicare, Medicaid, or CHIP audit 
or evaluation, including a civil 
investigation or administrative remedy. 
as those terms are used in paragraph 
f c)(2) of this section, then a quality 
improvement organization which 
obtains tJ1e information under paragraph 
(a) or (b) of this section may disclose the 
information lo that individual or entity 
but only for the purpose of conducting 
a Medicare, Medicaid. or CHlP audit or 
evaluation. 

(6) The provisions of this paragraph 
do not authorize the pru·t 2 program. the 
federal, stale, or local government 
agency, or any other individual or entity 
lo disclose 01· use patient identifying 
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information obtained during the audit or 
evaluation for any purposes other than 
those necessary to complele the audit or 
evalualion as specified in paragraph (c) 
of this section. 

(d) Limitations on disclosure and use. 
Except as provided in paragraph (c) of 
this section, patient identifying 
information d isclosed under this section 
may be disclosed only back to the 
program from which il was obtained 
and used only to carry out an audit or 
evaluation purpose or to investigate or 
prosecute criminal or other activities, as 
authorized by a court order entered 
under§ 2.66. 

Subpart E-Court Orders Authorizing 
Disclosure and Use 

§ 2.61 Legal effect of order. 

(a) Eff eel. An order of a court of 
competent jurisdiction entered under 
this subpart is a unique kind of court 
order. Its only purpose is to authorize a 
disclosme or use of patient infonnation 
which would otherwise be prohibited 
by 42 U.S.C. 290dd-2 and the 
regulations in this part. Such an order 
does not compel disclosure. A subpoena 
or a similar legal mandate must be 
issued in order to compel disclosure. 
Th.is mandate may be entered al the 
same time as and accompany an 
authorizing court order c-ntercd undc-r 
the regulations in this part. 

(b) Examples. (1) A person holding 
records subject to the regulations in this 
part receives a subpoena for those 
records. The person may not disclose 
the records in response lo Lhe subpoena 
unless a court of competent jurisdiction 
enters an authorizing order under the 
regulations in this part. 

(2) An authorizing court order is 
entered under the regulations in this 
part, but the person holding the records 
does nol want to make the disclosure. 1f 
there is no subpoena or other 
compulsory process or a subpoena for 
the records has expired or been 
quashed, LlJat person may refuse to 
make t11e disclosure. Upon tl1e entry of 
a val id subpoena or other compulsory 
process the person holding the records 
must disclose, unless there is a valid 
legal defense to the process other than 
tl1e confidentiality restrictions or tl1e 
regulations in this part. 

§ 2.62 Order not applicable to records 
disclosed without consent to researchers, 
auditors and evaluators. 

A court order under the regulations in 
this part may not authorize qualified 
personnel, who have received patient 
identifying information without consent 
for tJ1e purpose or conducting research, 
audit or evaluation, to disclose that 

information or use it to conduct any 
criminal investigation or prosecution of 
a patient. However, a court order under 
§ 2.66 may authorize disclosure ru1d use 
of records to investigate or prosecute 
qualified personnel holding the records. 

§ 2.63 Confidential communications. 

(a) A cmut order under the 
regulations in this part may authorize 
disclosure or confidential 
commun ications made by a patient to a 
part 2 program in the course of 
diagnosis, treatment, or referral for 
treatment only if: 

(1) The disclosure is necessary to 
protect against an existing threat to life 
or of serious bodily injury, including 
circumstances which constitute 
suspected child abuse and neglect and 
verbal t11reals against third parties; 

(2) The disclosure is necessary in 
connection with investigation or 
prosecution of an extremely serious 
crime allegedly committed by the 
patient, such as one which directly 
threatens loss ofl ife or serious bodily 
injuJy, including homicide, rape, 
kidnapping, armed robbery. assault with 
a deadly weapon, or child abuse and 
neglect; or 

(3) The <lisclosure is in connection 
with litigation or an administrative 
proceeding in which the patient offers 
testimony or other evidence pertaining 
to the content of the confidential 
communications. 

(b) [Reserved] 

§ 2.64 Procedures and criteria for orders 
authorizing disclosures for noncriminal 
purposes. 

(a) Application. An order authorizing 
the disclosure of patient records for 
purposes other than criminal 
investigation or prosecution may be 
applied for by any person having a 
legally recognized interest in the 
disclosure which is sought. The 
application may be filed separately or as 
part of a pending civil action in which 
the applicant asserts that the patient 
records are needed to provide evidence. 
An application must use a fictitious 
name. such as John Doe, lo refer to any 
patient and may not contain or 
otlrnrwise disclose any patient 
identifying information unless the 
patient is the applicant or has given 
written consent (meeting the 
requirements of the regulations in this 
part) to disclosure or the court has 
ordered the record of the proceeding 
sealed from public scrutiny. 

(b) Notice. The patient and tlie person 
holding the records from whom 
disclosure is sought must be provided: 

(1) Adequate notice iu a manner 
which does not disclose patient 

identifying information to other 
persons; and 

(2) An opportunity to file a written 
response to the application, or to appear 
in person, for the I im iled purpose of 
providing evidence on the statutory and 
regulatory criteria for lhe issuance of the 
court order as described in§ 2.64(d). 

(c) Review of evidence: Conduct of 
hearing. Any oral argument, review of 
evidence, or hearing on the application 
must be held in the judge's chambers or 
in some manner which ensures that 
patient identifying information is not 
disclosed to anyone other than a party 
to the proceeding, the patient, or the 
person holding the record, unless the 
patient requests an open hearing in a 
manner which meets the written 
consent requirements of the regulations 
in this part. The proceeding may 
include an examination by the judge of 
the patient records referred to in the 
application. 

(d) Criteria for ent1y of order. An 
order under this sect.ion may be entered 
only if the court determines that good 
cause exists. To make th is 
determination the court must find tl1at: 

(1) Other ways of obtaining the 
information are not available or would 
not be effective; and 

(2) The public interest and need for 
the disclosure outweigh the potential 
injury to the patient, tl1e physician­
patient relationship and the lrealmenl 
servi ces. 

(e) Content of order. An order 
authorizing a disclosme must: 

(1) Limit disclosure to those parts of 
tl1e patient's record which are essential 
lo fulfill the objective of the order: 

(2) Limit disclosure to those persons 
whose need for information is the basis 
for the order; and 

(3) lnclude such other measures as are 
necessary to limit disclosure for the 
protection of the patient. the physician­
patient relationship and the treatment 
services; for example, sealing from 
public scrutiny the record of any 
proceeding for wh ich disclosure or a 
patient's record has been ordered. 

§ 2.65 Procedures and criteria for orders 
authorizing disclosure and use of records 
to criminally investigate or prosecute 
patients. 

(a) Application. An order authorizing 
the disclosure or use of patient records 
to investigate or prosecute a patient .in 
connection with a criminal proceeding 
may be applied for by the person 
holding the records or by any law 
enforcement or prosecutorial officials 
who are responsible for conducting 
investigative or prosecutorial activities 
with respect lo the enforcement of 
criminal laws. The application may be 
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filed separntely, as part of an 
application for a subpoena crr other 
compulsory process, or in a pending 
criminal action. An application must 
use a fictitious name such as John Doe. 
to refer to any patient and may nol 
t:ontain or otht:rwise disdosc potient 
identifying information unless the courl 
has ordered the record of the proceeding 
sealed from pub I ic scrutiny. 

(b) Notice and hcwring. Unless an 
order under~ 2.66 is sought in addition 
to an order under this section. the 
person holding the records must be 
provided: 

(1) Adequate notice (in a manner 
whir.;h will not disclose patient 
identifying information to other 
persons) of an application by a law 
enforcement agency or official; 

(2) An opportunity to appear and be 
hHard for the limited purpose of 
providing evidence on the statutory and 
regulatory criteria for the issuance of the 
court order as described in§ 2.65(d); 
and 

(3) An opportunity to be represented 
by counsel independent of counsel for 
an applicant who is a law enforcement 
agency or official. 

(c) Review of evidence: Conduct of 
l1earlngs. Any oral argument, review of 
evidence, or hearing on the application 
shall be held in !lie judge's chambers or 
in some other manner wh ich ensures 
tlmt patient identifying information is 
not disclosed lo anyone other than a 
party to the proceedings, the patient. or 
the parson holding the records. The 
proceeding may include an examination 
by ·the judge of the patient records 
referred to in the application. 

(d) CrilP-ria. A court may authorize the 
disclosure and usr. of patit:nt rncords for 
the purpose of condt1cting a criminal 
investigation or prosecution of a patient 
only if the court finds that all of the 
fo'llowing criteria ru·e mot: 

(1) The crime involved is extremely 
serious, such as one which causes ur· 
directly threatens loss of life or serious 
bodily injury induding homicide, rape, 
kidnapping, rumed robbery, assault w ith 
a deadly weapon , and child abuse and 
neglect. 

(2) There is a reasonable likelihood 
lhat the records will disclose 
information of substru1tial value in the 
investigation or prosecution. 

(3) Other ways of obtaining the 
information ill'C not available or would 
not be effoctive. 

(4) The potential injury to tho patient, 
to the physidan-pnticnt relationship 
and to the ability of the part 2 program 
to provide services to other patients is 
outweighed by tlrn public interest and 
lbe ueed for lhe disclosure, 

(5) _Lf the applicant is a law 
enforcement agency or official, that: 

(i) The _person holding tJ1e records has 
been afforded the opportunity lo be 
represented by indepemdent counsel; 
and 

(ii) Any person holding the records 
which is an enlity within federal , slate, 
Or local government has in fact been 
represented by counsel independent of 
the applicant. 

(e) Content of order. Any order 
authorizing a disclosurn or use of 
patient records under tllis section must: 

(1) Limit disclosurn and use to those 
pa.iis of the patient's record which are 
essential to fulfill the ohjective oftbe 
order; 

(2) Limit disclosure to those lnw 
enforcemenl and prosecutorial officials 
who are responsible for, or ure 
conducting, the investigalion or 
prosecution, and limit their use of the 
recorrls lo investigation und prosecution 
of the extremely serious crime or 
susprn:ted crime specified in the 
application; and 

(3) Include such other measmes as arc 
necessary to limit disclosure and use to 
the fulfillment of <Jnly that public 
interest and need found by the court. 

§ 2.66 Procedures and criteria for orders 
authorizing disclosure and use of records 
to investigate or prosecute a part 2 program 
or the person holding the records. 

(aJ Applico'lion. (1) An order 
authorizing the disc:losure or use of 
patient records lo investigate or 
prosecute a part 2 program or the person 
holding the records (or employees or 
agents of tl1at part 2 program or person 
holding IJ1e records) in connection with 
a criminal or administrative mattnr may 
he applied for by-any administrative, 
regulatory, supervisory. investigative, 
law enforcement, or proseculorial 
agency hav.ing jurisdiction over the 
prngrum's or person's activities. 

(2) The application may he filed 
separately or as part of a pending civil 
or criminal action against a part 2 
progn.un or the person holding the 
records (or agenls or employees of the 
pnrt 2 program ot person holding Urn 
records) in which the applicant asserts 
that >the patient records are needed to 
provide material evidence. The 
application must use a fictitious name. 
such as John Doe. to refer to any patient 
and may not contain or otherwise 
disclose any patient identifying 
information unless the court has 
ordered the record of I he proceeding 
sealed from public scrutiny or the 
palient bus provided written r.;onscmt 
(meeting the requirements of§ 2.31) to 
that disclosure. 

(b) Notice not required. An 
application under Ibis section may, in 

the disi;retion of the court, be granted 
without notice. Although no express 
notice is required to the part 2 program, 
to the person hold ing the records, or to 
any patient wbose records are to be 
disdosod, upon implementation of an 
order so granted any of the above 
persons must he afforded an 
opportunity to seek cevocation or 
aniendment of that order, limited lo the 
presentation of evidence on the 
statutory and regulatory criteria for the 
issuance oft he court order in 
accordance with§ 2.6(i{c). 

(c) Requirements for order. An ordHr 
under this section must he entered in 
accordance with, and comply with the 
requirements or, paragraphs (d) and (e) 
of§ 2.64. 

(d) Limitations on disclosure and use 
of patient identifying information. (1) 
An order entered under lhis section 
must require the deletion of patient 
identifying :information from any 
docum<:nts madP. available to the public. 

(2) No information obtained under 
this section may he used to conduct any 
investigation 01· prosecution of a patient 
in connection wi tJ1 a criminaJ malter, or 
be used as the basis for an application 
for an order under§ 2.65. 

§ 2.67 Orders authorizing the use of 
undercover agents and Informants to 
investigate employees or agents of a part 2 
program In connection with a criminal 
matter. 

(a) Applicotjon. A court order 
authorizing the placement of an 
undercover agent or informant in a pm1 
2 progf'dID as an r.mployee or patient 
may bo applied !'or by any law 
enforcement or prosecutorial agency 
which has reason to believe that 
employees or agents of tho pru·t 2 
program are engugP.d in criminal 
misconduct. 

(bl Notice. The part 2 program 
dirnc:tor must be given adequate nolic:e 
of the application and an opportuu.ity to 
appear and bP. h<{ard (for the limited 
purpose ol' providing evidence on the 
statutory ancl regulatory criteria for the 
issuance of the court order in 
accordance with§ 2.67(c)), unless tho 
application asserts that: 

(1) The part 2 program director is 
involved in the suspected criminal 
activit'ies to be investigated by the 
undercover agent or informant; or 

(2) The part 2 progrum d ireclor wi II 
intentionally or unintentionally disclose 
the proposed placement of ill.1 

undercover agent or informant to the 
employees or agents of the program who 
are suspected of crim inal activities. 

(c) Criteria. An order under this 
section may be entered only if the court 
determines thal good cause exists. To 
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make this determination the court must 
find all of the following: 

(1) There is reason to believe that an 
employee or ageul of the part 2 program 
is engaged in criminal activity; 

(2) Other ways of obtaining evidence 
of the suspected criminal activity are 
not available or would not be effective; 
and 

(3) The public interest and need for 
the placement of an undercover agent or 
informant in the part 2 program 
outweigh the potential injury to patients 
of the part 2 program, physician-patient 
relationships and the treatment services. 

(d) Content of order. An order 
authorizing the placement of an 
undercover agent or informant in a part 
2 program must: 

(1) Specifically authorize the 
placement of an undercover agent or an 
informant; 

(2) Limit the total period of the 
placement to six months; 

(3) Prohibit the undercover agent or 
informant from disclosing any patient 
identifying information obtained from 
the placement except as necessai·y to 
investigate or prosecute employees or 
agents of the part 2 program in 
connection with the suspeclccl criminal 
activity; and 

(4) .Cnclude any other measures which 
are appropriate to limit any potential 
disruption of the part 2 program by the 
placement and any potential for a real 
or apparnn t breach or patient 
confidentiality: for example, sealing 
from public scrntiny the record of any 

proceeding for which disclosure of a 
patient's record has been ordered. 

(e) Limitation on use of information. 
No information obtained by an 
undercover agent or informant placed in 
a part 2 program under this section may 
be used to investigate or prosecute any 
patient in connection with a criminal 
matter or as the basis for an application 
for an order under§ 2.65. 

Dated: December 20, 2016. 
Kana Enomoto, 

Acting Deputy Assistant Secretaiy for Mental 
Tleolth ond Substance Use. 
Sylvia M. Burwell, 

Secretarv. 
WR Doc. 2017-00719 Filed 1- 13- 17: 11:1fi aml 

BILLING CODE 4162- 20-P 
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From: 
To: 
Subject: 
Date: 
Attachments: 

Candler. Robin lDPHl 
Do Rebecca lDPH) 
Fw: Ongoing concerns 
Friday, December 10, 202111:27:25 AM 
Outlook-1508183402.pno 

From: Candler, Robin (DPH) <robin.candler@sfdph.org> 

Sent: Thursday, October 7, 20219:20 AM 

To: Becker, Therese (DPH} <therese.becker@sfdph org> 

Cc: Horky, Allison (DPH) <allison.horky@sfdph.org>; Almeida, Angelica (DPH) 

<angelica.alme1da@sfdph.org> 

Subject: Ongoing concerns 

Hi I erry, 

I am sending this email as Allison is now on vacation. 

Yesterday at 1:50pm, you informed Allison that you decided to not attend your assigned 

outreach shift to accommodate Ir helping with your computer Your outreach shift was 

scheduled to start at 1pm. Missing your outreach without supervisor approval has occurred on 

at least three other incidents and was previously addressed with you. The last incident w as on 

Monday, July 12th, and when you ta lked with Allison afterwards you acknowledged the 

expectation that you wil l check in with her ahead of any potential conflict and not change your 

schedule Without her approval. 

While we want to support resolving any IT issues this cannot be at the expense of client care 

and without checking in with your supervisor. Al lison has covered with you many times in 

supervision how to prioritize tasks for the day, and that IT issues must be worked out when 

you do not have other tasks assigned. We are aware of the IT cha llenges you are facing, and 

have suggested olher options while they are resolved. A webcarn and headset has been 

ordered and should be arriving shortly, but in the meantime a workstation with these tools 

and a scanner are available at 1380 Howard. You must understand that when you choose to 

not attend outreach as scheduled, and wait until it's too late to reschedu le to tell anyone, you 

are negatively impacting the team. Your outreach partner is counting on having you there to 

provide trauma-informed care lo clients who are expecting oulreach. 

We also want to formally document that we have had to remind you on multiple occasions to 

protect emails that con nin client Pl II with "S[CUR "in the subject line. Despite numerous 

reminders, you have continued to miss this. Protecting client information along HIPAA 
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guidelines is not something that we take lightly, and we can't stress to you enough that you 

need to take this seriously, too. 

We have discussed this with Angelica who is cc'd above and will follow up further. 

Robin Candler 

Deputy Director 

Street Based and Justice Involved Behavioral Health Services 

San Francisco Department of Public Health 

robin.candler@sfdph.org 

San F anc,sc 
Health etv11or 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected Health Information (PHI) is contained in 

this email, unauthorized disclosure may subject the discloser to civil or criminal penalties under state and federal privacy laws. 

If you received this email in error, notify me and destroy the email immediately. 
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From: 
To: 
Subject: 
Date: 
Attachments: 

candler, Robin (DPH) 
Do, Rebecca (DPH) 
Fw: secure: Re: Harbor Lights Referral 
Friday, December 10, 202111:24:33 AM 
Outlook-1508183402.png 

Here is an example of another time when I told her she shouldn't be working with someone 

who is not her client. 

Robin Candler 

Deputy Director 

Street Based and Justice Involved Behavior-al Health Services 

San Francisco Department of Public Health 

robin.candler@sfdph.org 

San Fa c sea 
Heat N t or 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected Health lnformatfon (PHI) is contained fn 

this email, unauthorized d isclosure may subject the discloser to civil or criminal penalties under state and federal privacy laws. 

If you received thi~ email in error, notify me and destroy the email immediately. 

From: Candler, Robin (DPH) 

Sent: Tuesday, September 14, 20218:30 AM 

To: Becker, Therese (DPH) <therese.becker@sfdph.org> 

Cc: Horky, Allison (DPH) <allison.horky@sfdph.org> 

Subject: Re: secure: Re: Harbor Lights Referral 

Since he has already been refetTed to Harbor Light, and he's not ow- client, it's not appropriate 
to be looking for other referrals right now, but Angel knows about language resources that she 
can use. 

On Sep 13, 2021, at 5:21 PM, Becker, Therese (DPH) 
<therese. becker@sfdph.org> wrote: 

Robin, 
OK. I have a Zoom appointment but can easily cancel it. 
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I am concerned still about the language issue. Any chance we can help address il'! 
It seems vital to his potential recovery success. 
Teny 



From: 
To: 
subject: 
Date: 
Attachments: 

Candler. Robin <DPH) 
Do. Rebecca (DPH) 
example 
Friday, December 101 2021 11:22:08 AM 
OuUook- 1 S08183'!02.ong 

From: Candler, Robin (DPH) <robin.cand ler@sfdph.org> 

Sent: Tuesday, August 3, 202112:58 PM 
To: Becker, Therese (DPH) <therese.becker@sfdph.org> 

Subject: secure: Re: Referral Packet for MM - two more coming 

Please don1t forget to make your emai ls containing Pl II secure! 

Robin Candler 

Deputy Director 

Street Based and Justice Involved Behavloral Health Services 

San Francisco Department of Public Health 

robin.candler@sfdph .org 

n F nc 

CONFIDENTIALITY NOTICE: This e-rnail is intended for the recipient only. If Protected Health Information (PHI) is centained In 

this email, unauthorized disclosure may subject the discloser to civi l or crTminal penattles under state and federal privacy laws. 

If you received this emai l In error, notify me and destroy the email immediately. 

From: Becker, Therese (DPH} <therese.becker@sfdph.org> 

Sent: 7 uesday, August 3, 202112:53 PM 

To: DPH-angel.carter <angel.carter@usw.salvationarrny.org>; DPH-PRSPR <PRSPR@sfdph.org> 
Subject: Referra l Packet - two more coming 

Therese M. Becker, AMFT 

Behavioral Health Clinician 
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Supporting Treatment and Reducing Recid1vlsion (STARR) 

CASC (Community Assessment and Services Center) 
San Francisco Department of Public Health 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected 
Health lnfonnation (PHD is contained jn this emajl, unauthorized disclosure may subject the 
discloser to civil or criminal penalties w1der state and federal privacy laws. If you received th is 
email in enor, notify me and destroy the emait immediately. 

138 
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From: 
To: 
Subject: 
Date: 
Attachments: 

candler, Robin {DPH) 
Do, Rebecca {DPH) 
Example 
Friday, December 10, 202111:20:34 AM 
Outlook-1508183402.png 
outlook-1sos1s3402,on□ 

Robin Candler 

Deputy Director 

Street Based and Justice Involved Behavioral Health Services 

San Francisco Department of Public Health 

robin.candler@sfdph.org 

San Fan ,s 
Healt Net o 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected Health Information (PHI) is contained In 

this email, unauthorized disclosure may subject the discloser to civil or criminal penalties under state and federal privacy laws. 

If you received this email in error, notify me and destroy the email immediately. 

From: Candler, Robin (DPH) <robin.candler@sfdph.org> 

Sent: Friday, July 16, 2021 11:58 AM 

To: Becker, Therese (DPH) <therese.becker@sfdph.org> 

Cc: Horky, Allison (DPH) <allison.horky@sfdph.org> 

Subject: Forwarding referrals 

Hi Terry, 

Thanks for sending those 3 referrals to the PRSPR email address. I assume you received them 

at the PRSPR address, too? So, the next step, going back to the email I sent you about 

receiving PRSPR emails: 

1hese emails Just need to be forwarded to our evaluators at 

HTA: dtoussaint@htaconsulting.com, kglatze@htaconsu lting.com, annie.shui@sfdph.org. Please cc me, 

too. No comments needed. Just forward. And make sure that SECURE is in the subject line. 
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Make sense? Thanks! 

Robin Candler 

Deputy Director 

Street Based and Justice Involved Behavioral Healt h Services 

San Francisco Department of Public Health 

robin.candler@sfdph.org 

San r anc1sco 
Health Networ 

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected Health Information (PHI) is contained in 

this email, unauthorized disclosure may subject the discloser to civil or criminal penalties under state and federal privacy laws. 

If you received this email in error, notify me and destroy the email immediately. 
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Electronic Record ;,nd Si9nature Disclosure created on: 12/26/2017 11 :oo: 17 AM 

Parties a9reed to; Rebecca Do 

ELECTRONIC RECORD AND SIGNATURE DISCLOSURE 
From time to time, SPDPH - Human Resources (we, us or Company) may be required by law to 
provide tu you certa in written notices or disc.:losures. Described below are the terms and 
conditions for providjng to you such notices and disdosw·es electronically through your 
OocuSign, Inc. (OocuSign) Express user account. Please read the information below carefully 
and thoroughly, and if you can access thi s information electronically to your satisfaction and 
agree to these terms and conditions, please confiJm your agreement by clicking the 'l agree' 
button at the bottom of this document. 
Getting paper copies 
At any time, you may request from us a paper copy of aoy record provided or made available 
electronically to you by us. For such copies. as loog as you are an authorized user of the 
DocuSign system you will have the ability to dowoload and p1i nt any documents we send to you 
through your DocuSign user account for a limited period of time (u:mally 30 days) a fter such 
documents are first sent to you. After such time. if you wish for us to send you paper copies of 
any such documents from our office to you, you will be charged a $0.00 per-page fee. You may 
re4uest delivery of such paper copies from us by foll owing the procedure described below. 
Withdrawing your consent 
If you decide to receive notices and discJosures from us electronically, you may at any time 
change your mind and tell us tl1at thereafter you want to receive required notices and disclosures 
only in paper format. How you must inform us of your decision to receive future notices and 
disclosure in paper format and withdraw your consent to receive notices and disclosures 
electronically is described below. 
Consequences of changing your mind 
If you elect to receive required notices and disclosures only in paper format, it will slow tbe 
speed at which we can complete certain steps in transactions with you and delivering services to 
you because we will need first to send the required notices or disclosures to you in paper format, 
and then wait until we receive back from you your acknowledgment of your receipt of such 
paper notices or disclosures. To indicate to us that you are changing your mind, you must 
withdraw your consent using the DocuSign Withdraw Consent' form on the signing page of your 
Ooc...·uSign account. This will indicate to us that you have withdrawn your consent to receive 
required notices and disclosures electron ically from us and you will no longer be able to use your 
DocuSign Express user account to receive required notices and consents electronically from us 
or to sign electronically documents fron1 us. 
All notices and disclosures will be sent to you electronically 
Unless you tell us otherwise in accordance with the procedures described herein, we will provide 
electronically to you through your DocuSign user account all re4uired notices, disclosures, 
authorizations, acknowledgements. and other documents that are required to be provided or 
made available to you duJing the course of our reJationsliip with you. To reduce the chance of 
you inadvertently not receiving any notice or disclosure, we prefer to provide all of the required 
notices and discJosures to you by the same method and to the same address that you have given 
us. Thus, you can receive all the disclosures and notices electronically or in paper format through 
the paper mail de live1y system. If you do not agree with this process, please let us koow as 
described below. Please also see the paragraph immediately above that describes the 
consequences of yow· electing not to receive delivery of the notices and disclosures 
electronican y from us. 
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How to contact SFDPH - Homan Resources: 
You may contact us to let us know of your changes as to how we may contact you electronically. 
tu request paper copies of certain infom1ation from us, and to withdraw your prior consent tu 
receive notices and disclosures electronically as follows: 
To contact us by email send messages to: Nicholas.Gonsalves@sfdpb.org 

To advise SFDPH - Human Resources of your new e-mail address 
To let us know of a change in your e-mail address where we should send notices and ctisclosures 
electronically to you, you must send an email message to us at Nicholas.Gonsalves@sfdph.org 
and in the body of such request you must state: your previous e-mail address. your new e-mail 
address. We do not require any other information from you to change your email address .. 
In addition, you must notify DucuSign. Inc tu arrange for your new email address tu be reflected 
in your DocuSign account by following the process for changing e-mail in DocuSign. 
To request paper copies from SFDPH - Human Resources 
Tu re4uest delivery from us of paper copies of the notices and disclosures previously provided 
by us to you electronically, you must send us an e-mail to Nicholas.Gonsalves@sfdph.org and in 
the body of such request you must state your e-mail address, full name, US Postal address, and 
telephone number. We will bill you for any fees at that time, if aoy. 
To withdraw your consent with SFDPH - Human Resources 
To inform us that you no longer want to receive future notices and disclosures in electronic 
format you may: 

i. decline to sign a document from within your DocuSign account, and on the subsequent 
page, select the check-box indicating you wish to withdraw yow· consent, or you may~ 
ii. send us an e-mail to Nicholas.Gonsalves@sfdph.org and in the body of such Tequest 
you must state your e-mail, full name, lS Postal Address, telephone number, and account 
number. We du not need any other information from you tu withdraw consent.. The 
consequences of your withdrawing consent for online documents will be that transaction~ 
may take a longer time to process .. 

R eqmre ar . db d d ft ware an .so ware 
Operating Sysrems: Windows2000? or WrndowsXP? 
Browsers (for SENDERS): Internet Explorer 6.0? or above 
Browsers (for SIGNERS): Internet Explorer 6.0?, Mozilla Firefox 1.0. 

Netscape 7.2 (or above) 
Email: Access to a valid email account 
Screen Resolution: 800 x 600 minimum 
Enabled Security Settings; 

•Allow per session cookies 

•Users accessing the internet behind a Proxy 
Server must enable HTIP 1.1 settings via 

I proxy connection 
** These minimum requirements a.re subject tu change. If these requirements change, we will 
provide you with an email message at the email address we have on file for you at that time 
providing you with the revised hardware and software requirements, at which time you will 
have the right to withdraw yow· consent 
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Acknowledging your access and consent to receive materials electronically 
Tu c.:onfirm tu us that you can access this information electronically, which will be similar to 
other electronic.: notices and disdusures that we will provide tu you , please verify that you 
were able to read this elecu-c.mic disclosure and that you a1su were able tu print on paper or 
electronically save this page for your future reference and access or that you were able to 
e-mail this disclosure and consent tu an address where you will be able to print on paper or 
save it for your future reference and accei;s. Further, if you consent to receiving notices and 
disclusw·es exclusively in electronic frnmat on the terms and conditions described above, 
please let us know by clicking the '[ agree' button below. 
By checking the 'I Agree' box, I confirm that: 

• I can access and read this Electronic CONSENT TO ELECTRONIC RECEIPT OF 
ELECTRONIC RECORD AND SIGNATURE DISCLOSURES document; and 

• I can print on paper the disclosure or save or send the disclosure to a p lace where I can 
print it, for future reference and access; and 

• Until or unless I notify SFDPH - Human Resources as described above, I consent to 
receive from exclusively through electronic means all notices. disclosures, 
authorizations, acknowledgen1enc;, and other docun1ents that are required to be 
provided or made available to me by SFDPH - Human Resources during the course of 
iny relationship with you. 
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San Francisco Department of Public Health 
Office of Compliance and Privacy Affairs 

Code of Conduct 

13. Acknowledgement of the Code of Conduct 

My electronic signature and/or my hand-written 
signature on this Code acknowledges that I have read 
and understand the standards that are included in this 
Code. I agree to comply fully with these standards. I 
understand that violations of 

Name Becker, Therese ------'-------------
CI ass # & Job Title: 

2930/Behavioral Health Clinician 
Division: 

DPH/CO 

11 

Signature & Date: 
April 6, 2021 I 1 : 14 PM PDT 

Page 20 of 20 Office of Compliance and Privacy Affairs, San Francisco Department of Public Health 
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