IVIL SERVICE COMMISSION
ITY AND COUNTY OF SAN FRANCISCO

Sent via Email

February 24, 2022
NOTICE OF CIVIL SERVICE COMMISSION MEETING

Therese Becker

SUBJECT: REQUEST FOR A HEARING BY THERESE M. BECKER OF HER FUTURE
EMPLOYMENT RESTRICTION WITH THE CITY AND COUNTY OF SAN
FRANCISCO.

Dear Therese Becker:

The above matter will be considered by the Civil Service Commission at a virtual meeting
(Cisco WebEX) to be held on March 7, 2022 at 2:00 p.m. You will receive a separate email invite
from a Civil Service Commission staff member to join and participate in the meeting.

The agenda will be posted for your review on the Civil Service Commission’s website at
www.sfgov.org/CivilService under “Meetings” no later than end of day on Wednesday, March 2,
2022. Please refer to the attached Notice for procedural and other information about Commission
hearings. A copy of the department’s staff report on your appeal is attached to this email.

In the event that you wish to submit any additional documents in support of your appeal,
email them to the Civil Service Commission’s email at civilservice@sfgov.org by 5:00 p.m. on
Tuesday, March 1, 2022, please be sure to redact your submission for any confidential or sensitive
information that is not relevant to your appeal (e.g., home addresses, home or cellular phone
numbers, social security numbers, dates of birth, etc.), as it will be considered a public document.

Attendance by you or an authorized representative is recommended. Should you or a
representative not attend, the Commission will rule on the information previously submitted and any
testimony provided at its meeting. Where applicable, the Commission has the authority to uphold,
increase, reduce, or modify any restrictions recommended by the department. All calendared items
will be heard and resolved at this time unless good reasons are presented for a continuance.

You may contact me at (628) 652-1100 or at Sandra.Eng@sfgov.org if you have any questions.

CIVIL SERVICE COMMISSION
/sl

SANDRA ENG
Executive Officer

Attachment

Cc: Dr. Grant Colfax, Department of Public Health
Greg Wagner, Department of Public Health
Carol Isen, Department of Human Resources
Luenna Kim, Department of Public Health
Louise Brooks Houston, Department of Public Health
Gail Byrdsong SEIU 1021 Gail.Byrdsong@seiul021.org
Commission File
Commissioners’ Binder
Chron

25 VAN NESS AVENUE, SUITE 720 « SAN FRANCISCO, CA 94102-6033 « (628) 652-1100 » FAX (628) 652-1109 « www.sfgov.org/civilservice/
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NOTICE OF COMMISSION HEARING POLICIES AND PROCEDURES

A. Commission Office

The Civil Service Commission office is located at, 25 Van Ness Avenue, Suite 720, San Francisco, CA 94102. The telephone number is
(628) 652-1100. The fax number is (628) 652-1109. The email address is civilservice@sfgov.org and the web address is
www.sfgov.org/civilservice/. Office hours are from 8:00 a.m. to 5:00 p.m., Monday through Friday.

B. Policy Requiring Written Reports

It is the policy of the Civil Service Commission that except for appeals filed under Civil Service Commission Rule 111A Position-Based
Testing, all items appearing on its agenda be supported by a written report prepared by Commission or departmental staff. All documents
referred to in any Agenda Document are posted adjacent to the Agenda, or if more than one (1) page in length, available for public inspection
and copying at the Civil Service Commission office. Reports from City and County personnel supporting agenda items are submitted in
accordance with the procedures established by the Executive Officer. Reports not submitted according to procedures, in the format and
quantity required, and by the deadline, will not be calendared.

C. Policy on Written Submissions by Appellants

All written material submitted by appellants to be considered by the Commission in support of an agenda item shall be submitted to the
Commission office, no later than 5:00 p.m. on the fourth (4™) business day preceding the Commission meeting for which the item is
calendared (ordinarily, on Tuesday). An original and nine (9) copies on 8 1/2-inch X 11 inch paper, three-hole punched on left margin, and
page numbered in the bottom center margin, shall be provided. Written material submitted for the Commission’s review becomes part of a
public record and shall be open for public inspection.

D. Policy on Materials being Considered by the Commission

Copies of all staff reports and materials being considered by the Civil Service Commission are available for public view 72 hours prior to the
Civil Service Commission meeting on the Civil Service Commission’s website at www.sfgov.org/CivilService, and in its office located at 25
Van Ness Avenue, Suite 720, San Francisco, CA 94102. If any materials related to an item on this agenda have been distributed to the Civil
Service Commission after distribution of the agenda packet, those materials will be available for public inspection at the Civil Service
Commission’s during normal office hours (8:00 a.m. to 5:00 p.m. Monday through Friday).

E. Policy and Procedure for Hearings to be Scheduled after 5:00 p.m. and Requests for Postponement

A request to hear an item after 5:00 p.m. should be directed to the Executive Officer as soon as possible following the receipt of
notification of an upcoming hearing. Requests may be made by telephone at (628) 652-1100 and confirmed in writing or by fax at
(628) 652-1109.

A request for a postponement (continuance) to delay an item to another meeting may be directed to the Commission

Executive Officer by telephone or in writing. Before acting, the Executive Officer may refer certain requests to another City official for
recommendation. Telephone requests must be confirmed in writing prior to the meeting. Immediately following the “Announcement of
Changes” portion of the agenda at the beginning of the meeting, the Commission will consider a request for a postponement that has been
previously denied. Appeals filed under Civil Service Commission Rule 111A Position-Based Testing shall be considered on the date it is
calendared for hearing except under extraordinary circumstances and upon mutual agreement between the appellant and the Department of
Human Resources.

F. Policy and Procedure on Hearing Items Out of Order
Requests to hear items out of order are to be directed to the Commission President at the beginning of the agenda. The President will rule on
each request. Such requests may be granted with mutual agreement among the affected parties.

G. Procedure for Commission Hearings
All Commission hearings on disputed matters shall conform to the following procedures: The Commission reserves the right to question each
party during its presentation and, in its discretion, to modify any time allocations and requirements.

If a matter is severed from the Consent Agenda or the Ratification Agenda, presentation by the opponent will be for a maximum time limit of
five (5) minutes and response by the departmental representative for a maximum time limit of five (5) minutes. Requests by the public to
sever items from the [Consent Agenda or] Ratification Agenda must be provided with justification for the record.

For items on the Regular Agenda, presentation by the departmental representative for a maximum time of five (5) minutes and response by
the opponent for a maximum time limit of five (5) minutes.
For items on the Separations Agenda, presentation by the department followed by the employee or employee’s
representative shall be for a maximum time limit of ten (10) minutes for each party unless extended by the Commission.
Each presentation shall conform to the following:
1. Opening summary of case (brief overview);
2. Discussion of evidence;
3. Corroborating witnesses, if necessary; and
4. Closing remarks.


http://www.sfgov.org/CivilService

The Commission may allocate five (5) minutes for each side to rebut evidence presented by the other side.

H. Policy on Audio Recording of Commission Meetings

As provided in the San Francisco Sunshine Ordinance, all Commission meetings are audio recorded in digital form. These audio recordings
of open sessions are available starting on the day after the Commission meeting on the Civil Service Commission website at
www.sfgov.org/civilservice/.

. Speaking before the Civil Service Commission

Speaker cards are not required. The Commission will take public comment on all items appearing on the agenda at the time the item is heard.
The Commission will take public comment on matters not on the Agenda, but within the jurisdiction of the Commission during the “Requests
to Speak” portion of the regular meeting. Maximum time will be three (3) minutes. A subsequent comment after the three (3) minute period
is limited to one (1) minute. The timer shall be in operation during public comment. Upon any specific request by a Commissioner, time
may be extended.

J. Public Comment and Due Process

During general public comment, members of the public sometimes wish to address the Civil Service Commission regarding matters that may
come before the Commission in its capacity as an adjudicative body. The Commission does not restrict this use of general public comment.
To protect the due process rights of parties to its adjudicative proceedings, however, the Commission will not consider, in connection with
any adjudicative proceeding, statements made during general public comment. If members of the public have information that they believe to
be relevant to a mater that will come before the Commission in its adjudicative capacity, they may wish to address the Commission during
the public comment portion of that adjudicative proceeding. The Commission will not consider public comment in connection with an
adjudicative proceeding without providing the parties an opportunity to respond.

K. Policy on use of Cell Phones, Pagers and Similar Sound-Producing Electronic Devices at and During Public Meetings

The ringing and use of cell phones, pagers and similar sound-producing electronic devices are prohibited at this meeting. Please be advised
that the Chair may order the removal from the meeting room of any person(s) responsible for the ringing or use of a cell phone, pager, or
other similar sound-producing electronic devices.

Information on Disability Access

The Civil Service Commission normally meets in Room 400 (Fourth Floor) City Hall, 1 Dr. Carlton B. Goodlett Place. However, meetings
not held in this room are conducted in the Civic Center area. City Hall is wheelchair accessible. The closest accessible BART station is the
Civic Center, located 2 ¥ blocks from City Hall. Accessible MUNI lines serving City Hall are 47 Van Ness Avenue, 9 San Bruno and 71
Haight/Noriega, as well as the METRO stations at VVan Ness and Market and at Civic Center. For more information about MUNI accessible
services, call (415) 923-6142. Accessible curbside parking has been designated at points in the vicinity of City Hall adjacent to Grove Street
and Van Ness Avenue.

The following services are available on request 48 hours prior to the meeting; except for Monday meetings, for which the deadline shall be
4:00 p.m. of the last business day of the preceding week. For American Sign Language interpreters or the use of a reader during a meeting, a
sound enhancement system, and/or alternative formats of the agenda and minutes, please contact the Commission office to make
arrangements for the accommodation. Late requests will be honored, if possible.

Individuals with severe allergies, environmental illness, multiple chemical sensitivity or related disabilities should call our ADA coordinator
at (628) 652-1107 or (628) 652-1100 to discuss meeting accessibility. In order to assist the City’s efforts to accommodate such people,
attendees at public meetings are reminded that other attendees may be sensitive to various chemical based products. Please help the City to
accommodate these individuals.

Know your Rights under the Sunshine Ordinance (Chapter 67 of the San Francisco Administrative Code)

Government’s duty is to serve the public, reaching its decisions in full view of the public. Commissions, boards,

councils, and other agencies of the City and County exist to conduct the people’s business. This ordinance assures that deliberations are
conducted before the people and that City operations are open to the people’s review. For more information on your rights under the
Sunshine Ordinance or to report a violation of the ordinance, or to obtain a free copy of the Sunshine Ordinance, contact Victor Young,
Administrator of the Sunshine Ordinance Task Force, 1 Dr. Carlton B. Goodlett Place, Room 244, San Francisco, CA 94102-4689 at (415)
554-7724, by fax: (415) 554-7854, by e-mail: sotf@sfgov.org, or on the City’s website at www.sfgov.org/bdsupvrs/sunshine.

San Francisco Lobbyist Ordinance

Individuals and entities that influence or attempt to influence local legislative or administrative action may be required by the San Francisco
Lobbyist Ordinance (San Francisco Campaign and Governmental Conduct Code Section 2.100) to

register and report lobbying activity. For more information about the Lobbyist Ordinance, please contact the San Francisco Ethics
Commission at 25 Van Ness Ave., Suite 220, San Francisco, CA 94102, telephone (415) 252-3100,

fax (415) 252-3112 and web site http://www.sfgov.org/ethics/.
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CivIL SERVICE COMMISSION
CiTY AND COUNTY OF SAN FRANCISCO

CIVIL SERVICE COMMISSION REPORT TRANSMITTAL (FORM 22)

Refer to Civil Service Commission Procedure for Staff - Submission of
Written Reports for Instructions on Completing and Processing this Form

Civil Service Commission Register Number: 0214 - 21 -7

For Civil Service Commission Meeting of:  March 7, 2022

Check One: Ratification Agenda
Consent Agenda
Regular Agenda X
Human Resources Director’s Report

Subject: Appeal by Therese M. Becker of Future Employment Restriction with the

City and County of San Francisco

Recommendation:  Deny the appeal and adopt the report.

Report prepared by: _ Rebecca Do (DPH) Telephone number: (415) 420-9567

Notifications: (Attach a list of the person(s) to be notified in the format described in
IV. Commission Report Format -A).

Reviewed and approved for Civil Service Commission Agenda:

Human Resources Director:

Date: 2/11/22

Submit the original time-stamped copy of this form and person(s) to be notified
(see Item 7 above) along with the required copies of the report to:

Executive Officer

Civil Service Commission

25 Van Ness Avenue, Suite 720
San Francisco, CA 94102



10. Receipt-stamp this form in the ACSC RECEIPT STAMP=
box to the right using the time-stamp in the CSC Office.

Attachment

CSC-22 (11/97)

CSC RECEIPT STAMP







Date: February 10, 2022
To: Honorable Civil Service Commission

Through: Carol Isen
Human Resources Director

From: Rebecca Do, Senior Human Resources Analyst
San Francisco Department of Public Health

Subiject: Appeal of the Department of Public Health's Future
Employment Restrictions for Therese Becker, PEX Class 2930 Behavioral Health
Clinician, Civil Service Register 0214-21-7

San Francisco Department of Public Health Recommendation

Deny Ms. Becker's appeal of the employment restriction "No future employment with the City and County
of San Francisco" imposed by the San Francisco Department of Public Health ("DPH").

Authority
Civil Service Rule 122.1.4 provides:

1) The employee has the right to a hearing before the Civil Service Commission provided
that a request for a hearing is made in writing and is received by the Executive Officer within
twenty (20) calendar days from the date of termination of appointment or from the date of mailing
of the Notice of Termination whichever is later. In the event the 20th day falls on a non-business
day, the deadline shall be extended to the close of business of the first (1st) business day
following the 20th day.

2) The decision of the Civil Service Commission may affect any future employment with
the City and County of San Francisco.

Background

Appointment Date/Date of Hire:

Ms. Becker worked for the City and County of San Francisco ("CCSF" or "City") from March 20, 2021
through December 17, 2021, as a Category 18 Permanent-Exempt ("PEX") Class 2930 Behavioral Health
Clinician at the Department of Public Health ("Department” or "DPH"), Behavioral Health Services, Street
Based and Justice-Involved Supporting Treatment and Reducing Recidivism ("STARR'™) Program.

Ms. Becker reported to Allison Horky, Class 2932 Senior Behavioral Health Clinician. On November 8,
2021, Therese Becker was included in an email regarding a client seeking treatment in a residential
treatment program. Although this client was not assigned to Ms. Becker, she contacted the client’s parole
agent. She disclosed the individual's mental health and substance use disorder information, which is
protected health information ("PHI").

Following an investigation, Ms. Becker was released from her permanent exempt appointment based on the
privacy violation that breached the confidentiality of a client not under her care. Her conduct violated the
DPH Code of Conduct section 10.1. DPH Compliance and Privacy Programs.



DPH Investigation — Summary from the Notice of Release from Exempt Appointment

In her 2930 Classification, Ms. Becker was a STARR clinician. She went into the jails and assisted her
clients who were considered for admission to Harbor Light, a substance abuse program. Ms. Becker was
also included on referral emails from other practitioners because she had access to the STARR@sfdph.org
email account.

On November 8, 2021, a DPH Behavioral Health Access Center Nurse Practitioner sent an email addressed to
Angel (angel.carter@usw.salvationarmy.org) who worked with The Salvation Army Harbor Light Program
and asked her to arrange care for her client. STARR@sfdph.org was included in that email.

Ms. Becker, who was not involved in this client's care, then contacted the client's parole agent via email and
shared the client’s protected health information without an operational reason to do so. In the email, Ms.
Becker included the client's name, and stated that "is on his way to Harbor Light (Salvation Army) he left
Health Right 360 and was taken to ZSFG for a 5150 for danger to self and others and disorganized
behavior. He is being released into a residential program.” Ms. Becker did not have a business reason to
access or share this information with the parole agent.

In her interview, Ms. Becker confirmed taking the DPH annual compliance and privacy training and
confirmed the training discussed HIPAA violations and DPH staff's responsibility in protecting PHI. Ms.
Becker stated that she was concerned that this client had not received adequate care. Ms. Becker also
confirmed it was not her responsibility to arrange care for the client since a nurse practitioner had referred
the client.

Ms. Becker also confirmed incidents in the past where she disclosed PHI either verbally or through email.
Ms. Becker stated that Robin Candler, Deputy Director Street Based and Justice-Involved Behavioral
Health Services and Allison Horky's supervisor, had reminded her in the past of the importance of only
sharing protected health information when required to perform her job duties.

This matter directly concerns Ms. Becker's ability to protect the privacy and protected health
information of her clients and of others who are not under her care. Therefore, Ms. Becker was
released from her Permanent Exempt Class 2930 Behavioral Health Clinician position on
December 17, 2021.

The Department recommends permanent future restrictions for all City and County of San
Francisco employment because Ms. Becker accessed confidential and protected health
information of someone who was not her client and then shared it with the client’s parole agent.
This is a willful violation of DPH Code of Conduct 10.1. DPH Compliance and Privacy
Programs.

Recommendation

The Department of Public Health respectfully requests that the Civil Service Commission deny
Ms. Becker's appeal and adopt the staff report to place the following restriction on the Appellant’s
future employment with the City:

1. No future employment with the City and County of San Francisco



Exhibits
A. Notice of Receipt of Appeal (Dated December 23, 2021, Register No. 0214-21-7); and
B. Therese Becker Notice of Release from Exempt Appointment (Dated December 15, 2021) - one

hundred thirty-five (135) pages



Exhibit A

Notice of Receipt of Appeal

(Dated December 23, 2021: Register No. 0214-21-7)

(four (4) pages, excluding this page)






Appellant: Therese M. Becker
December 23, 2021
Page 2 of 2

You may contact me at Sandra.Eng@sfgov.org or (628) 652-1100 if you have any
questions. For more information regarding staff report requirements, meeting procedures or
future meeting dates, please visit the Commission’s website at www.sfgov.org/CivilService.

Sincerely,

CIVIL SERVICE COMMISSION

/s/

SANDRA ENG
Executive Officer

Attachment

Cc:  Jeanne Buick, Department of Human Resources
Kate Howard, Department of Human Resources
Mawuli Tugbenyoh, Department of Human Resources
Luenna Kim, Department of Public Health









Exhibit B
Therese Becker Notice of Release from Exempt Appointment

(Dated December 15, 2021, one hundred thirty-five (135) pages)

Notice of Release from Exempt Appointment ...........ccocoviiiiiii i in e, Pages 10 and 11
Notice t0 EXEMPL EMPIOYEE ....oeeeie e e e e Page 12
Notice of Future Employment ResStrictions............cooooviiiiiiiiiiii e, Pages 13 - 15
Separation REPOIT........ie et e e e e Pages 16 and 17
Investigative Report of Therese BeCKer .........ooiiiiiiiiiii e, Pages 18 - 22
EXNIDIE A Becker’s training....Page 24
EXNIDItB......ooeie e, November 8, 2021 email..Pages 26 and 27
EXNIDILC. .o, DPH Code of Conduct....Pages 29 -51
EXNIDIED...co o email to parole agent.....Pages 53 and 54

Exhibit E... Federal Register Rule and Regulations, Dept of Health and Human Services
O PR Pages 56 - 131

Exhibit F...... emails from Robin Candler, Deputy Director, re: policy reminders..Pages 133-140

ExhibitG..................on Code of Conduct Acknowledgement signed April 6, 2021....Page 149
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Officer.

As a result, the department has elected to release you from your position effective Friday, December 17,
2021.

If this matter is subject to the California Code of Civil Procedure (CCP) Section 1094.5, the time within
which judicial review must be sought is set forth in CCP Section 1094.6.

DocuSigned by:
Reviewed by: @WS" Brooks Houston.

3OS 010BBO8SHET -

Louise Brooks Houston, DPH Labor Relations Manager

DocuSigned by:

tellay bunins, MD, MPH

2EARAETAFFBACHAT

Hillary Kunins, MD, Director Behavioral Health Services

Approved by:

Attachments: One hundred thirty (130) pages, including this letter:
(1) Notice of Exempt Appointment — 1 page; (2) Notice of Future Employment Restrictions - 2 pages;

(3)Separation Report — 2 pages; and (4) Investigatory Report and Attachments dated December 10 2021,
123 pages

cc: Luenna Kim, Human Resources Director, DPH*
Angelica Almeida, Director, Street Based and Justice-Involved Behavioral Health Services*
Kim Walden, HR Operations Manager, DPH*
Jesse Su, Payroll, DPH*
Gilda Cassanego, DHR*

Personnel File
*electronic copy only
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City and County of San Francisco Department of Human Resources

Notice to Exempt Appointee

Therese Becker 3M17/2021

Name of Appointce Date Issued
|

Street Address City State  Zip

2930 BEHAVIORAL HEALTH CLINICIAN DPH

Job Code (Class) and Title Department

Category or Type of Exemption

5 Exempt Under Charter Section; 10.104-18

Anticipated Last Day of Employment: Month 3 Day 20 Ycar 2024

O ASO Section 1.1.D. (Authorization of Up To Six Months - Position for Succession Flanning)

Last Date of Employment: Month Day Year
Appeintment Statns (Check One) Work Schedule (Check Onc)
X Permanent Exempt X Full-Time Regularly Scheduted
Part-Time Regularly Scheduled
Temporary Exempt REG<1040

School-Term, Full-Time Regularly Scheduled
School-Term, Part-Time Regularly Scheduled

As-Needed (not regularly scheduled)

Important Information
As an exempt appointee you acquire no guaranteed right or preference for permanent Civil Service cmployment. Your
exempt appoiniment under certain Charter Sechions, or under the ASO Section, is time limited (applicable box is

checked).

Charler Section 10.104-16: Limited to {6) months in a fiscal year.

Charter Section 10.104-17: Limited to (2) vears in 4-six month increments.

Charter Section 10.104-18: Limited to {3) years.

Charter Section A8.5)1; Limited to 960 hours in a fiscal year.

Annual Salary Ordinance (ASQ) Section 1.1.D.: Limited to 6 months only (or less if stated above — refer o
Last Date of Employment).

Ooox00

Further, exempt employees scrve at the pleasure of the Appointing Officer. Therefore, regardless of the anticipated or last
date of employment noted above, your employment may be tcrminated at any time by the Appointing Officer with or
without cause. You may also be displaced by an eligible from a Civil Service list at any time prior lo the anticipated last
date ol employment indiceted above,

Tmﬁdﬂ&rc below is to acknowledge effective end date of employment, and the receipt of copy of this notice.

DocyTigned iy, ]
Tlerese Becker April 6, 2027 | 2: PM POT April 6, 2021 |
TN MPREEPA ppointee Date :S’Fg’ﬁﬂ tifteof Appoiniing Officer/Designee Datc
Original To: DHR Referral Unit Copy To: Employee’s Personnel Folder

DHR 6-20 (amended May 2015)
(SEE INSTRYCTIONS)



[ sl DPH/BHS

Street Address Department/Division
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L] o014: Electronic Voting Systems | | |

You may request a hearing before the Civil Service Commission on your future employability with the City and
County of San Francisco. The Civil Service Commission has the authority to remove restrictions or impose
additional restrictions on your future employability. You may request a hearing for review of any restrictions on
your future employability with the Civil Service Commission within 20 ___ calendar days of the mailing date of
this notice or from the date of separation, whichever is later. The request must be submitted in writing to the
Executive Officer, Civil Service Commission, 25 Van Ness Avenue, Suite 720, San Francisco, CA 94102 by
1/06/2022 Requests received after this date will not be considered and your right to a hearing will be forfeited. If
you do not request a hearing or file an appeal, the Human Resources Director will take final administrative action
to confirm the restriction(s) in effect on the date of separation (Note: Future Employment Restriction(s) effective
immediately).

If this matter is subject to the Code of Civil Procedures (CCP) Section 1094.5, the time by which judicial review
must be sought is set forth in CCP Section 1094.6. (SEE BELOW)

List #: n/a Rank #: n/a @ Pending |:| Final Status of Action
DSW: 210104 DocuSigned by:
Emp Organization:  Department of Public Health tillary bawning, M), Mpi

“STERATURES -

METHOD OF SERVICE:
Hillary Kunins, MD
III Hand Delivered NAME
Director, BHS

|:| Certified Mail TITLE

INFORMATION FOR FORMER EMPLOYEE FOLLOWING SEPARATION

1. This document serves as an official notice of future employment restrictions imposed with the Notice of
Automatic Resignation from Employment to the former employee or with a Separation Action thatis
subject to the provisions of a collective bargaining agreement, to the Civil Service Commission, and the
Department of Human Resources.

2. A separated employee may request a hearing before the Civil Service Commission only for review of any
restrictions on their future employability with the City and County of San Francisco.

3. Such appeals or requests for hearing must be in writing and received from the employee or the
employee’s representative by the date specified on this notice, or within twenty (20) calendar days from
the mailing date of this notice, or the effective date of the separation, whichever is later. The request must
be submitted to the Executive Officer, Civil Service Commission, 25 Van Ness Avenue, Suite 720, San
Francisco, CA 94102.

4. An employee who requests a hearing within the time limits is entitled to:

a. Representation by an attorney or authorized representative of her/his own choice.

b. Notification of date, time, and place of hearing at a reasonable time in advance.

c. Inspection by the employee’s attorney or authorized representative of those records and
materials on file with the Civil Service Commission which relate to the restrictions on future
employability.

Any interested party may request that the hearing be continued or postponed.

The decision of the Civil Service Commission is final and not subject to reconsideration.

7. Inthe absence of a timely request for a hearing as provided above, no later request for a hearing will be
considered.

o u
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DEPARTMENT INSTRUCTIONS FOR COMPLETING FORM DHR 1-13E

e Refer to related provisions of appropriate collective bargaining agreements
o Refer to CSC Rule 122, Article VI: Absence From Duty Without Leave (Misc)

e Refer to CSC Rule 222, Article IV: Absence From Duty Without Leave (UPPD)
e Refer to CSC Rule 322, Article VI: Absence From Duty Without Leave (UPFD)

Use this form when:

The appointing officer or Human Resources Director has taken action of automatic resignation on an employee on the
basis of abandonment of position, regardless of employment status; and/or the separation action is subject to the
provisions of the collective bargaining agreement.

Complete the information on the top section of the form: Name, Address, City, State, Zip, Mailing Date,
Department/Division, Type of Appointment, Type of Separation.

In the first paragraph of the notice, enter the Class Number, Title and effective date of the separation.

If there are no restrictions imposed with the separation, the box “no restrictions on future employability,” must be
checked to indicate this action, and attach applicable documents, e.g., a settlement agreement.

Indicate the restrictions on future employability by checking the appropriate boxes. If the restrictions are
conditional, you must complete the section on the requirements needed to lift the restrictions, including the
level of measurement (entry, journey, etc.) and values (length of time in months, years, etc.) of the requirements.

If Future Employment Restrictions are included, complete that section including details on the requirements
needed to lift the restrictions. Attach a copy of all separation-related letters and supporting documentation.
Documentation must provide justification and the rationale for the imposed restrictions.

The separated employee may request a hearing for review of any restrictions on his/her future employability.
Indicate the date by which the appeal must be filed in the space provided. Consistent with the separation action,
count twenty (20), or thirty (30), calendar days from the mailing date of the notice or the effective date of release,
whichever is applicable. When counting the days, count the day after the mailing date as the first day.

Complete the information on the bottom section of the form: Rank, List#, DSW#, and Employee Organization.
Check the method of service used and tracking # if applicable.

Indicate status of action:
e Select “Pending” if Notice of Future Employment Restrictions is subject to the provisions of a collective
bargaining agreement
o Select “Final” if the status is not subject to the provisions of a collective bargaining agreement, or to update
a previously reported “Pending” action.

Type in the name and title of the appointing officer. The appointing officer must sign the form.

Send the original Notice of Future Employment Restrictions along with the original Notice of Automatic
Resignation from Employment (DHR 1-48a) to the employee. Make two sets of copies of the notices; send one set of
copy to DHR - Client Services along with the original Separation Report (DHR Form 1-67); and retain the other set
of copy in the Official Employee Personnel Folder.

Reminder: Imposed restrictions on future employability are effective immediately, and must be reported to DHR -
Client Services concurrent with the departmental notice to separate the employee. This will enable timely and
appropriate updates to DHR systems and other dependent programs, such as exams, adoptions of eligible lists,
citywide recruitments, and certifications/referrals.

DHR 1-13e (Revised 10-2017)
15



ot R ) s A0 S8 | DRI S AR ST X e

¥ Loy of S smisiss Sesmmeiorienl el st Reisounoes
Mizk) Coellabiar Ererppimnlioa el s Py esese

lprstar Hisotiroes el v sid b g

eI S Vo Tl R e s e A
e S Re e ik, s gl st e ok

RN R e e Rl i R s
s alib Pt by et o it cehemnong vagpsa el w b s

g e b el e s B e R D el i,
'1 e g i‘dr?&%‘-‘- Ay Pz el e et

b st = g s S G e e b el By

Raemaren B |
Vinbes w2 Vool L«-”""!r? AR

[esmarterpn Gonbed; | obeaes Lo | e« PR o R | e €475 ATHA U

Nissims §) st il B, SREE, heetes il |3

dikz .j".'p-g,g:-‘-__j@:"z:é “:u';_}'{g' i Heobavirm e S0 ek
Powitioo By 0 TARES ety e BABUODD G 1 i et T AIRETIRY
' :-'sw..a- Cmar LA Wik ety I i

o e il sering @ piehetariary seteat] e e e ol e separssan? O % o s
I:«'f;-'ﬁfﬂ.'iﬁ & ppriplete sopairston i Sy s oy Serecn W e [ e

b e, ol W
Choprarbmgy Godey  (SARCLONRS 0 o Jisks Fpgw | et (et

Tk oyl ety raryivaed Sessaines pmsussert b (el Sy ke 200 A9 fes o~ bl
i ey, e iaa;sw #paredee? W We ] Ve sppoof Trvedor (e Gne)

Vemigramon

T ssmposhiansioory Semnes 18 1 3885 [T instiesnetoey Someienss {1108 WLAG
Dot R B0 wrmeesh b Tlecd

B e pppointess | hevety eely and volilterly oo Seem b abiove posifion,  asgpes] apreoss oF Tes
msIn T s e o e e¥ietivie dedes il s Tl pmdespstetingg Bt eiren g, T oy agdine Al TN 0
s alawe cily s ol 1 he res o e Gl Secdien Sominissio fue arpleyes. cony aed G580 s
R

J s il 12 s

| i e

it g bt V908 T § [0 W llesestiss hrmicob it | s 10385 1 30 )
[ dreseshonmioenye Lot Q00008 | B9 ] Weoloibary |y ol 190250 ) 55
[0 25 o 5 iy it 30
Fesosessnan o faeof (Bl Qoey
i e sk e tdgess oomil et Thes 1T 1 intremation ioaflet,
i SN, Ty [

i



DocuSign Envelope ID: F2FD54CD-59DD-47B5-A448-9B79EDC330E5

SEPARATION REPORT

DEPARTMENT USE ONLY

Termination

|| Settlement Agreement (TER_RZA)
*(Separation Report and Settlement Agreement must be forwarded to Client Services Rep.)

Release from appointment: [Release of NCS, TPV, EX, (RLS) |

[ ] Release from probation: [Non-Disciplinary |
[ ] Dismissal:

[ ] Terminated for cause (TFC) (TPV,NCS, & Exempts only)

] Automatic Resignation (ARS)

|| Never Reported to Work (DSH)

[ ] Death of an employee (DEA)

| Other (Specify):

[ ] Retirement: |(Select One) |

DEPARTMENT CERTIFICATION

The Appointing Officer/Authorized Designee named below hereby certifies that the information provided on this
Separation Report is accurate, complete, and in compliance with applicable CCSF rules and policies.
DocuSigned by:

trllary baning, M), M

Appointing Officer/Authorized Designee Signature Telephone

Name/Title: Hillary Kunins, MD

Department Number; 81 Department Name:; DPH

Personnel File Forwarded? [ ] Yes No

Forwarded to:
Department:; Contact:

DHR USE ONLY

Action Pending? [JYes [ INo

Analyst Name Telephone

| SR Ref Number: Holdover Canvass:

Reference Number used for layoff actions:

Page 2 Revised September 2018
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CONFIDENTIAL
Investigative Report
December 10, 2021

Subject: Therese Becker
Subject Dept/Unit: DPH/ BHS/ Supporting Treatment Reducing Recidivism

Summary of Complaint

It is alleged that on or about November B, 202 1. Therese Becker, a Behavioral Health Clinician, was
made aware of a client seeking residential treatment. Although this case was not assigned to Becker, she
contacted the individual’s parole agent and disclosed the individual's protected health information. If the
allegation is substantiated, Becker may have committed a HIPAA privacy violation and breached the
confidentiality of a client or individual not under her care, in violation of the DPH Code of Conduct.

Background

Therese Becker has worked as a permanent exempt, PEX 2930 Behavioral Health Clinician with the
Department of Public Health ("Department” or "DPH") Behavioral Health Services, Supporting
Treatment and Reducing Recidivism ("STARR") Program since March 2021. A Class 2932 Senior
Behavioral Health Clinician, Allison Horky is Becker's direct supervisor.

While no disciplinary actions are on file. Horky and her direct supervisor, Robin Candler, a Class 0922
Manager, have coached Becker regarding HIPA A and privacy processes on several occasions.

Investigatory Interviews

Therese Becker

I interviewed Becker on December 2, 2021. SEIU Field Representative Gail Byrdsong represented
Becker. Becker stated in her work as a STARR clinician; she receives requests for assessments from
various sources. Becker goes into the jails and completes paperwork for those considered for admission
to Harbor Light, a substance abuse program. Becker stated that she is supervised by Allison Horky.
Becker stated that she also performs outreach to unhoused people. Becker confirmed taking the DPH
annual compliance and privacy training. Becker confirmed the training discussed HIPPA violations and
DPH staff's responsibility in that area.

Becker stated on November 8, 2021. she became aware of this Client through the STARR email. Becker
confirmed that she received all the emails to the STARR account. This email was from a Nurse
Practitioner arranging for the Client to be admitted to the program. Becker stated she contacted a parole
agent on behalf of the Client being admitted to Harbor Light. Becker confirmed that it was not her Client
or her responsibility to contact the parole agent. Becker stated that as a clinician, she was concemed that
the Client did not have sufficient support.

18



When asked who was assigned to this Client, Becker did not answer the question but stated that she,
herself, 1s assigned to the STARR program. and she notices things that others may not notice because
she is a clinician.

Becker said she reccives the STARR emails, and it felt like her professional responsibility to find
additional support for this Client. Becker stated she saw the email. then spoke with the Probation
Department’s Reentry Division Director, who coordinates and creates programs. Becker stated that she
verbally asked him it there were programs to support this individual but did not disclose the Client's
name or any protected health information ("PHI"). He recommended that she speak with the Parole
SUPETVISOL.

Becker stated she then verbally asked the Parole supervisor if additional support was available. Becker
stated that she did not share the Client's name or PHI. Becker stated she then sent an email to Parole
Agent Rodolfo Muniz. Becker stated that she did not speak to Muniz. In the email, Becker stated that
she stated the Client's name, and that the Client was on the way to Harbor Light. Becker also shared the
Client had been placed on a 5150 hold {a danger to himself or others) and had suffered from
disorganized behavior. Becker stated that she was concemed that this Client had not received sufficient
care.

Becker confinmed that it was not her responsibility to arrange care for the Client and that it was a nurse
practitioner who was referring the Client.

Becker disclosed that there had been other incidents where she disclosed protected health information either
verbally or through email. Becker stated that Robin Candler, her supervisor's supervisor, had reminded her in the
past of the importance of securing protected health information.

Document Review

| reviewed the following documents as part of the investigation:

e San Francisco Department of Public Health Office of Compliance and Privacy Affairs, Code of
Conduct

o Federal Register / Vol. 82, No. 11 / Wednesday, January [8, 2017 / Rules and Regulations
DEPARTMENT OF HEALTH AND HUMAN SERVICES Office of the Secretary 42 CFR Pant
2, Confidentiality of Substance Use Disorder Patient Records

Analysis/Discussion

The San Francisco Department of Public Health, Office of Compliance and Privacy Affairs Code
of Conduct 3.2. Respecting Patient Privacy and Confidentiality states: "DXPH collects and maintains
patient medical, financial/billing, social, and familyv information to provide the best possible
yuality health care. We recognize the sensitive nature of this information and do nof access
patient information, internally use patient information, or disclose patient information outside the
organization except as necessary to perforn our jobs and as allowed by law. We comply with state
and federal privacy laws and assist patients fo exercise their privacy rights.”
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Becker stated that she was aware of the compliance polices and that she had been trained on them.
Becker was trained on the DPH Comphance Policies on April 16, 2021 and April 19, 2021,

A copy of Becker's training record is attached as Exhibit A.

Becker stated that she monitors the STARR email box and on November B, 2021, she saw an email and
she wanted to provide additional support to the Client. A Nurse Practitioner referred the Client for
residential treatment. The assessment was completed by a DPH Nurse Practitioner and was sent directly
to a residential treatment center. The email was not addressed to Becker and she had no operational
reason to read the assessment. While Becker stated that she felt it was her professional responsibility to
find additional support for this Client, by her own admission, this was not Becker's Client. Assessiments
are sent to the STARR(@sfdph.org email address, which includes three other people. including the
STARR evaluators, so that the STARR evaluators and can track them. Becker is par of that email
address distribution list because referrals to her also come in that way. however, it is clear that this was
not a referral to Becker, but a completed assessment for which Becker had no responsibility.

A copy of the November 8, 2021, referral email is attached as Exhibit B.

The DPH Code of Conduct, 10.1 Compliance and Privacy Programs states: "DPH is dedicated to
providing high-quality and affordable health care services in an ethical manner and in compliance
with all applicable laws, rules and regulations. This commitment applies at all levels of the
nrganization.

DPH expects that all emplovees will conduct themselves according to generally accepted
standards of conduct cnd performance. Fach individual is responsible for his or her conduct.

The DPH Compliance and Privacy Program was created to ensure that DPH emplovees comduct
husiness with integrity and in accordance with applicable lows und policies, as well as 1o
provide a safe enviromment for raising compliance and privacy concerns and questions. The
Office of Compliance and Privacy Affairs (QCPA) oversees the program and ensures
compliance with the DPH Code of Condhict.

DPH is cammitted to the privacy and security of health information and other restricted
information enfrusted to it by our patients, clients, and research participants. Patients rely
o us to safeguard their information so they will feel confident sharing the detailed and
sensitive information we need 1o provide the best possible care. Information reguarding
patients, clients, and research participants is confidential and we only share this information
with those who have a legitimate need to know and wha are authorized to receive this
Information. Protecting the privacy of health information is required by law.”

The DPH Code of Conduct is attached hereto as Exhibit C.
Becker admitted that this was not her Client and that she bad no responsihility for the Client's care.

Becker took it upon herself to research the Client's parole agent without authorization to do so and
disclosed the Client's PHI to that parole agent. In Becker's email, she stated: "the Client’s name on his
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way fo Harbor Light Center (Salvation Army). He left HealthRight360 and was taken to ZSFGH on a
5130 for danger to self and others and disorgemized behuvior. He is being released today inta thiy
residential program.”

Thus, in the Becker shared both substance use disorder and mental health mformation.

The email to the parole agent is attached as Exhibit D.

While Becker claims to have done this for the good of the Client, it was not her decision to make. The
Client was not under her care and sharing information with a client's Parole agent could have the
consequence of sending the Client back to prison. Sharing this confidential, protected, health
information with someone outside the organization and without a legitimate need to know is a
serious violation of the DPH Office of Compliance and Privacy Affairs (OCPA) Code of
Conduct.

This violation not only viclated HIPAA, but also the Rules and Regulations of the Department of Health
and Human Services Office of the Secretary, 42 CFR Part 2, Confidentiality of Substance Use Disorder
Patient Records. ("42 CFR").

42 CFR is attached as Exhibit E,

42 CFR prohibits the disclosure and use of substance use disorder patient records unless certatn
circumstances exist.

Becker's actions are particularly egregious because, by her own admission, Becker had been reminded
before of the importance of protecting private health information.

Emails from Robin Candler reminding Becker of privacy policies are attached as Exhibit F.

Even after several reminders. one of which occurred on September 14, 202 1. where Candler informed
Becker that since the Client was "a/ready been referred to Harbor Light, and he's not o client, it's tof
appropriate 1o be looking for other referrals right now." Becker disregarded direction of her supervisor
as well as the importance of securing clients' protected health information as evidenced by this incident
of sharing PHI with the parole agent.

Factual Findings

This investigator finds a violation of the DPH Office of Compliance and Privacy Affairs (OCPA)
Code of Conduct substantiated.

== Decu3igned by:
Fa b December 14, 2021 | 6:54 AM PST

Eaiye & Cuap) | FEL bl o

Rebecca Do Date
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Exhibit A | A copy of Becker’s training record, one (1) page.

Exhibit B | A copy of the November 8, 2021, referral email, two (2) pages.
Exhibit C The DPH Code of Conduct, twenty-two (22) pages.

Exhibit 3 | The email to the parole agent, two (2) pages.

Exhibit E 42 CFR is attached, seventy-six {76) pages.

Exhibit F Emails from Rebin Candler reminding of privacy policies. eight (B) pages.
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Notle: the patienl was released from prison in ldn 2021 after serving 25 years sentence. Pe)
record, he was arrested and jailed on June 2021 in SF

Michelle Truong, PMHNP -BC
Behavioval Health Access Center

Treadlment Accesy Prograsw

** CONFIDENTIALITY NOTICE ** Thix email message and any
attachmenty ave solely for the intended recipient and may
conlain confidentiad ov privileged information. If yow ave not the
indtended recipient, any disclosure, copying, use, and distribution
of the information included inv this message and ary attachmenty
& prohibited:. If you have received this communication v ervor,
please notify the sendey immediately and permanently delete or



Exhibit C



29



Code of Conduct

San Francisco Department of Public Health (DPH) Code of Conduct
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Code of Conduct

The Code of Conduct and the Public Health Code of Ethics are a vital part of how we achieve our mission
and values.

2.1. Mission and Vision

DPH Mission: To protect and promote the health and well-being for all in San Francisco.

DPH Vision: Making San Francisco the healthiest place on earth.

2.2. Public Health Code of Ethics

The Public Health Code of Ethics is a vital part of what we do, as a society, to protect and promote the
health and well-being of all San Franciscans.

1. Public health should address principally the fundamental causes of disease and requirements for
health, aiming to prevent adverse health cutcomes.

2. Public health should achieve community health in a way that respects the rights of individuals in the
community.

3. Public health policies, programs, and priorities should be developed and evaluated through
processes that ensure an opportunity for input from community members.

4. Public health should advocate and work for the empowerment of disenfranchised community
members, aiming to ensure that the basic resources and conditions necessary for health are
accessible to all.

5. Public health should seek the information needed to implement effective policies and programs that
protect and promote health.

8. Public health institutions should provide communities with the information they have that is needed
for decisions on policies or programs and should obtain the community's consent for their
implementation.

7. Public health institutions should act in a timely manner on the information they have within the
resources and the mandate given to them by the public.

8. Public health programs and policies should incorporate a variety of approaches that anticipate and
respect diverse values, beliefs, and cultures in the community.

9. Public health programs and policies should be implemented in a manner that most enhances the
physical and social environment.

10. Public health institutions should protect the confidentiality of information that can bring harm to an
individual or community if made public. Exceptions must be justified on the basis of the high
likelihood of significant harm to the individual or others,

11. Public health institutions should ensure the professional competence of their employees.

12. Public health institutions and their employees should engage in collaborations and affiliations in
ways that build the public's trust and the institution's effectiveness.

Page 3 of 21 - v.03.10.2020
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Code of Conduct

The Code of Conduct and the Public Health Code of Ethics are a vital part of how we achieve our mission
and values.

2.1. Mission and Vision

DPH Mission: To protect and promote the health and well-being for all in San Francisco.

DPH Vision: Making San Francisco the healthiest place on earth.

2.2. Public Health Code of Ethics

The Public Health Code of Ethics is a vital part of what we do, as a society, to protect and promote the
health and well-being of all San Franciscans.

1. Public health should address principally the fundamental causes of disease and requirements for
health, aiming to prevent adverse health cutcomes.

2. Public health should achieve community health in a way that respects the rights of individuals in the
community.

3. Public health policies, programs, and priorities should be developed and evaluated through
processes that ensure an opportunity for input from community members.

4. Public health should advocate and work for the empowerment of disenfranchised community
members, aiming to ensure that the basic resources and conditions necessary for health are
accessible to all.

5. Public health should seek the information needed to implement effective policies and programs that
protect and promote health.

8. Public health institutions should provide communities with the information they have that is needed
for decisions on policies or programs and should obtain the community's consent for their
implementation.

7. Public health institutions should act in a timely manner on the information they have within the
resources and the mandate given to them by the public.

8. Public health programs and policies should incorporate a variety of approaches that anticipate and
respect diverse values, beliefs, and cultures in the community.

9. Public health programs and policies should be implemented in a manner that most enhances the
physical and social environment.

10. Public health institutions should protect the confidentiality of information that can bring harm to an
individual or community if made public. Exceptions must be justified on the basis of the high
likelihood of significant harm to the individual or others,

11. Public health institutions should ensure the professional competence of their employees.

12. Public health institutions and their employees should engage in collaborations and affiliations in
ways that build the public's trust and the institution's effectiveness.

Page 3 of 21 - v.03.10.2020

33



Code of Conduct

2.3. DPH Leadership Commitment

DPH promotes a culture of openness and accountability in order to sustain an ethical and compliant
work environment and to enhance business performance. DPH leadership is committed to ethical
decision-making in all aspects of business, and to equip managers and employees with tools to
confidently address ethics-related matters, and be able to speak up without fear of reprisal. DPH
leadership affirms its commitment to its clients, members, providers, business partners and employees.

To our clients/patients: DPH is committed to providing quality health care services in a compassionate,
honest, timely, respectful and professional manner, regardless of insurance or immigration status.

To our employees; DPH is committed to fully performing its responsibilities to manage its business in a
manner that reflects the standards expressed in this Code of Conduct, and which treats employees with
fairness, dignity and respect, in an environment that fosters professional growth.

To our affiliated providers (consultants, contractors and vendors): DPH is committed to working with
its valued affiliated providers in a way that demonstrates our commitment to contractual obligation and
reflects our shared concern for quality and efficient health care. DPH treats its affiliated providers fairly
and in accordance with appropriate business standards.

3.1. Quality Healtheare

DPH is committed to providing and delivering the highest quality health care in a manner that is safe,
medically necessary, patient-centered, and equitable. We treat all patients with compassion, respect,
and dignity. DPH is committed to patient safety and avoiding injury to patients from the care that is
intended to help them.

We make no distinction based on age, gender, disability, race, color, religion, national origin, marital
status, gender identity, or sexual orientation in the availability of services. We recognize and respect the
diverse backgrounds and cultures of our patients and ensure our care respects each patient's cultural
needs.

3.2. Respecting Patient Privacy and Confidentiality

DPH collects and maintains patient medical, financial/billing, social, and family information to provide
the best possible quality health care. We recognize the sensitive nature of this information and do not
access patient information, internally use patient information, or disclose patient information outside
the organization except as necessary to perform our jobs and as allowed by law. We comply with state
and federal privacy laws, and assist patients to exercise their privacy rights.

Keeping data confidential, private, and secure is essential to:
+  Preserving the trust of our members and patients;
* Providing quality health care;
« Complying with federal and state regulations and DPH policies;

P of 21 - v.03.10,2020
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Code of Conduct

« Protecting our reputation,

4.1. Workplace Conduct

Our employees are the key to our long-term success. DPH prometes a work environment that fosters
transparency, communication, creativity, teamwork, productivity, and employee engagement,

We understand that we thrive when we respect one another. We are proud of our collegial
environment that honors diversity and dignity for all. We listen to and respect the opinions of others,
even when our views differ, When caring for our patients and serving our members and clients, we
strive to act with courtesy, in a careful and considerate manner, and with a high degree of
professionalism — never forgetting our respansibility for our patients' and each other's well-being.

4.2. Non-Discrimination

DPH has a diverse workforce, possessing a wide complement of talents and traits, which greatly
contributes to our success. DPH complies with all laws, regulations, and policies related to non-
discrimination in all personnel actions, including recruitment, hiring, compensation, reductions,
reassignments, layoffs, corrective action, discipline, recalls and promotions. DPH does not discriminate
against any individual with a disability with respect to any offer, term or condition of employment, and
makes reasonable accommodations to the known physical and mental limitations of qualified individuals
with disabilities.

4.3. Non-Harassment

Harassment undermines our ability to work together and is contrary to our beliefs in personal dignity
and respect for each other. DPH is committed to maintaining an environment that is free of unlawful
harassment and intimidation. We do not tolerate harassment of any kind by anyone working in our
facilities.

Harassment includes any behavior or conduct that unreasonably interferes with an individual's work
performance or creates an intimidating, hostile or offensive work environment. A few examples of
harassment are;

+ Jokes, insults, threats, and inappropriate comments concerning a person’s race, color, gender,
gender identity, age, religions, national origin, ancestry, citizenship, physical or mental disability,
veteran status, or sexual orientation.

« Unwelcome or inappropriate sexual advances, sexual remarks, display of offensive material,
requests for sexual favors, and other unwelcome verbal or physical conduct of a sexual nature.

» Verbal or physical conduct that disrupts another's work performance or creates an intimidating
or hostile work environment.

+ Communicating or displaying of offensive material in the workplace.

Pag ol s v.03.10.2020



Code of Conduct

4.4 Bullying in the Workplace

DPH is committed to maintaining an environment that is free of unlawful intimidation or bullying in the
workplace. Bullying involves repeated incidents or a pattern of behavior that is intended to intimidate,
offend, degrade or humiliate a particular persen or group of people. It can also be described as the
assertion of power through aggression. Bullies often use tactics such as blaming for errors,
unreasonable work demands, sabotaging someone’s work, insults, putdowns, stealing credit,
threatening job loss, and discounting accomplishments.

4.5. Workforce Development

DPH enceurages its employees to continue their education and training while they work with us, DPH
places a priority on promoting employees internally and supports educational opportunities, including
internal training, scholarships, and tuition reimbursements that can advance employees’ careers.

The DPH Workforce Development Division is engaged in a variety of employee development and training
initiatives such as, racial humility and trauma-informed systems, staff mentoring, training and coaching
for supervisors and managers, interdepartmental training pregrams, strategic planning for the future
workforce (Lean A3, succession planning). DPH collaborates with learning institutions to offer classes
through the City University program,; facilitates organizational development projects (e.g., team
building, retreats); and develops staff as leaders. These internal programs and events are designed to
work together to support diversity and inclusion throughout DPH.

5.1. Complete and Accurate Records

It is DPH's duty to create and maintain records that are accurate, complete, and in compliance with all
applicable laws and regulations. DPH prepares and maintains business records and communications
that are used to make critical decisions within the department. DPH business records may also be
reported outside DPH to regulators, the Health Commission, accrediting bodies, and the public.

DPH staff must never create or change a document for the purposes of misleading anyone, and no
relevant information should ever intentionally be left out, hidden, falsified, or covered up.

5.2. Record Retention and Destruction

No DPH employee may destroy organizational reenrde fhurinacs finanasial and randigal) except as
allowed by federal, state, and local laws, and it Records include
information in any format, including but not linneu w papesl, Sisull Uliiv, auding, W wideo,

Documents requested for any government investigation or legal proceeding or documents relevant to
any expected government audits, investigation or legal proceeding must not be altered or destroyed in
any manner.

P of 21 - v.03.10,2020
36



Code of Conduct

§.3. Financial Reports and Records

DPH maintains a high standard of accuracy and completeness of all financial records. DPH financial
information represents actual business transactions and conforms to generally accepted accounting
principles or other applicable rules and regulations,

State and federal laws requires DPH to submit reports of its operating costs and statistics, known as cost
reports that define what costs are allowable and outline the appropriate methodologies to claim
reimbursement for the cost of services provided to government program beneficiaries. DPH is
committed to preparing accurate and timely cost reports.

6.1. Integrity in Research

All members of the DPH community engaged in research are expected to conduct their research with
integrity and intellectual honesty at all times and with appropriate regard for human subjects.
Responsible research conduct includes maintaining high quality standards, while acknowledging
mistakes.

6.2. Research Misconduct

DPH is dedicated to the safe conduct of research involving human subjects and to the humane
treatment of animals involved in research. We follow the highest ethical standards and comply with all
federal and state laws and regulations — and our own policies — governing research, investigations and
clinical trials involving human subjects or animals. DPH expects all research at DPH facilities, with DPH
patients or clients, or by DPH employees, vendors, associates, or affiliates to be conducted free of any
misconduct.

Research misconduct is defined as “fabrication, falsification, or plagiarism, in proposing, performing, or
reviewing research, or in repeorting research results.”

« Fabrication is making up data or results and recording or reporting them,

+ Falsification is manipulating research materials, equipment, or processes, or changing or
omitting data or results such that the research is not accurately represented in the research
record.

= Plagiarism is the appropriation of another person's ideas, processes, results, or words without
giving appropriate credit.

Research misconduct does not include honest human error or differences of opinion.
6.3, Research Grants/Funds
DPH complies with contractual, grant, and research funding obligations and ensures that research

monies are handled responsibly and used appropriately, in strict compliance with all applicable laws and
regulations, and DPH policies.
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6.4, Research and Intellectuai Property

|deas and intellectual property are assets of DPH and are important to our organizational success. Staff
shall exercise reasonable care to ensure these intellectual property rights are carefully maintained and
managed to protect their value. Staff shall only share proprietary or confidential information with those
who need to know the infermation te perform the respensibilities of their jeb, Examples of confidential
information include personnel data, financial data, clinical research information, strategic plans,
marketing strategies, process, technigues, and any infermation with a copyright.

Copyrights, Patents and Trademarks; Staff will not copy or otherwise infringe on copyrights, patents
and/or trademarks owned by other individuals or organizations. This prohibition includes copying
computer software or downloading software onto a computer that is not licensed for the seftware,

6.5, Use of DPH Name, Logo, and Prestige in Research Publication
The following activities are expressly prohibited by this section:

+ Use of City Work Product. No DPH employee may sell, publish, or otherwise use any non-public
materials that were prepared on City time or while using City facilities, property (including
without limitation, intellectual property), equipment and/or materials in exchange for anything
of value and without appropriate authorization.

« Use of Prestige of the Office: No DPH employee may use his or her City title or designation in
any communication for private gain or advantage.

« Use of City Letterhead, City Title, or E-Mail: No DPH employee may use City or DPH letterhead,
any City or DPH logo, the City title or DPH title, City email or DPH email, or other City or DPH
resources, for any communication that may lead the recipient of the communication to believe
that the employee is acting in an official capacity when employee is not.

Whether for research or operations, if and when references to DPH participation, data, or subjects are
made in publications or presentations to the public, the following disclaimer must be included: "The
views expressed herein do not necessarily reflect the official policies of the City and County of San
Francisco; nor does mention of the San Francisco Department of Public Health imply its endorsement.”

7.1. Environmental Compliance

The DPH Occupational Safety and Health Program is designed to provide a safe and healthful
environment for staff. We make sure that medical waste and hazardous materials are properly handled,
transported, and disposed. We follow practices that reduce the spread of infection, including
appropriate hand washing, isolation procedures, and persenal protective equipment. We minimize the
environmental impact by reducing waste, participating in recycling programs, conserving energy and
water, and using renewable resources whenever possible.
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7.2. Workplace Health and Safety

The safety and well-being of our employees is very important. DPH strives to identify and eliminate
employee exposures to avoidable hazards and conditions that can lead to injury, illness or accidents. In
our continuing commitment to an envirenment of healing and goed health, DPH facilities are smoke-
free.

DPH’s Injury and lliness Prevention Programs (/IPP) helps to maintain a safe and healthful work
environment and te comply with State regulations. Safety is every employee’s responsibility. All
employees are encouraged to remain alert and to repert hazardous conditions and unsafe acts to their
supervisor. Supervisors are responsible for providing a safe and healthful work environment and
ensuring that employees work safely.

7.3. Reporting Hazards and Qther Safety Concerns

DPH has established policies to protect its employees, patients, and facility visitors from potential
workplace hazards. DPH facilities comply with all government rules and regulations and DPH policies
and practices that promote a healthy and safe workplace. Managers and supervisors are responsible for
ensuring that all workforce members receive proper training in healthy and safe work practices.

DPH employees must notify their immediate supervisor or safety manager as soon as possible if they
know or suspect that an environmental hazard has occurred. Improper disposal of hazardous materials
can have negative effects on people and the environment, and could result in DPH facing regulatory and
criminal charges and penalties.

8.1. Business Ethics

DPH is committed to conducting business with the highest standards of business ethics and integrity. All
DPH employees, contractors, and consultants must demonstrate integrity in their business practices in
order to instill and preserve trust on the part of our patients and business partners. Practices to be
followed include:

»  Honesty in communication with others;

< Confidentiality of all patient-related information;

« Compliance with the provisiens of the City’s Administrative Code with regard to contracting,
purchasing, or payment transactions,

8.2. Marketing and Advertising

DPH engages in marketing and advertising to educate and provide information to the public, te increase
awareness of our services, and to recruit employees. DPH strives to present truthful, fully informative,
and non-deceptive information in these materials and announcements. This includes communications
in any printed, spoken, or electronic form, for example: interviews, social media, advertisements, or
other digital media.
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8.3. Conflict of Interest

Our patients and community expect DPH employees to make decisions that are not influenced by
persenal interests.

A “conflict of interest” involves any circumstance where an employee has a personal or financial interest
that may improperly influence their performance of DPH duties. All employees are expected to comply
with federal, state, and local prohibitions on conflicts of interest, as well as the DPH Statement of
Incompatible Activities, including, but not limited to, contracting, purchasing, and DPH's relationship
with its vendeors, Employees must consider and avoid conflicts, as well as the appearance of conflicts of
interest,

Actual or perceived conflicts of interest arise from many different kinds of relationships. DPH
employees must not make any decision when they have a financial or persenal interest in the outcome
of the decision.

DPH employees must conduct all business with patients, payers, vendors, contractors, customers, and
other business associates without accepting offers, gifts, favors, or other improper invitations in
exchange for their influence or assistance.

In addition, DPH employees must avoid any external relationships or activities that have the possibility
{either in actuality or in appearance) of interfering or competing with the DPH missions of education,
research and clinical care, or the employee’s ability or willingness to perform the full range of
responsibilities associated with his or her position.

8.4. Consulting or Other Outside Employment

Consulting arrangements (with or without pay) or other outside employment of any kind requires the
written approval of the Human Resources Director or designee. Requests for approval for outside or
additional employment beyond the initial approved time period must be resubmitted to the Human
Resources Director or designee. Any such outside employment must not interfere with an employee’s
City job and must adhere to the requirements specified in the Civil Service Rules.

8.5. Nepotism and Favoritism

Nepotism and cronyism in the workplace are equally harmful. Favoritism in the workplace can breed
resentment and destroy employee morale, which can lead to lost productivity, DPH is committed to
making employment decisions based on merit, qualifications, and competence.

To avoid a conflict of interest or an appearance of conflict of interest, no DPH empleyee may initiate or
participate in, directly or indirectly, decisions involving a direct benefit, e.g., initial employment or
rehire, promotion, salary, performance appraisals, work assignments or other working conditions to
those related by blood or marriage, membership in the same household, including domestic partners, or
persons with whom employees have an intimate relationship. The potential for conflict of interest may
also exist in close personal relationships which involve other than family relationships. DPH views such
conflicts of interest as seriously as it does those involving family members or blood relatives.
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8.6. Gifts, Gratuities, and Honorarium

Both City and County of San Francisco and DPH policies strictly prohibit effering or accepting any gift or
gratuity that could be misinterpreted as an attempt to gain an improper business advantage. DPH
employees must follow strict guidelines when determining if an offered gift or gratuity may be accepted,
and are prohibited from soliciting gifts or gratuities from any individual. DPH employees are encouraged
to contact tha DPH Dffice of Compliance and Privacy Affairs (OCPA) or the San Francisco Ethics
Commission for information on the City's gift rules and prohibitions.

An “honorarium” is any payment made in consideration for any speech given, article published, or

attendance at any public or private conference, convention, meeting, social event, meal, or like

aatherina. DPH embloyees should consult with the OCPA or the San Francisco Ethics Commission
iefore accepting honeraria for presentations about your work at DPH.

8.7. Use of Department Rescurces and Protecting Our Assets

DPH resources and assets include equipment, furniture, supplies, organization funds {including
purchasing cards), electronic devices, voicemail and instant messages, email, knowledge, information,
buildings, identification cards, time, and media sites (including DPH Facebook pages and YouTube
channels). DPH resources and assets are to be used for DPH business purposes only. They must be
handled with care and protected against all forms of misuse, waste, damage, and loss. DPH employees
may not use, or allow other persons to use, City or DPH resources or assets for any non-City business
purpose,

Computers and Data information Systems: DPH employees with access to computer files and records
may not release or disseminate information without authorization. The release or dissemination of such
material may be grounds for disciplinary action and termination. Passwords exist for the protection of
DPH documents and information. You may not share your password with any unauthorized persons.

DPH employees must not store private, non-work related information on any DPH-issued computer or
electronic device. The use of unauthorized programs and copies of commercial software packages is
prohibited. Computer programs utilized by the City or DPH may not be duplicated or altered for
perscnal use. DPH employees must not use computers, electronic devices, printers, or information
systems for personal business or entertainment.

Computer documents and emails may be automatically saved in the City’s archives in order to ensure
compliance with applicable state and local laws regarding records retention and public disclosure, DPH
employees should not transmit or store any private, non-work related email or documents on City
computers. This applies to any and all personal use of City computers and email accounts, even
incidental or minimal usage.

8.8. Contact with the Media

DPH employees must be authorized to speak with any media outlet or persen, including writers,
reporters, and photographers about any matter invelving er affecting DPH so that we can make certain

Page 11 0f 21 - C (fe i i ; | v.03.10,2020



Code of Conduct

that we comply fully with all laws and regulations governing the release of information and to protect
our brand image and reputation,

If contacted by media, DPH employees must refer the individual to the Public Information Officer (PIO)
assigned to the appropriate program or facility regardless of the situation. The PIO is the first point of
contact before arranging any media contact related to DPH or an individual's work at DPH regardless of
where the employee is or what is happening. This is true regardless of how insistent the reporter
appears or if their deadline is quickly approaching. There is no exception to this pelicy during an
emergency, In fact, it is even mnra imnnrtant dyring an emergency to involve the PIO, Employees are
encouraged to refer to th or detailed information,

8.9. Political Contributions and Activities

DPH encourages all employees to exercise their civic duty and take part in the political process.
However, DPH or City resources cannot be used under any circumstances to contribute to political
campaigns or for gifts or payments to any politician or any of their affiliated organizations.

It is unlawful for City employees to use public resources or personnel to engage in political activity
relating to elective offices and ballot measures, City employees may not engage in political activities
while on duty or in the workplace. Employees may not use City resources, such as photocopier or fax
machines, telephones, postage, or email, for political activities. The ban on engaging in political activity
while on duty prohibits such activities as circulating petitions, addressing campaign mailers or engaging
in any other political activities that use City resources or divert employees from their assigned duties.

For mare infarmation, DPH employees should contact the San Franeicrn Fthire Narmmission
of review the City Attorney's opinion wqarding political

ALLIVILIGD,

9.1. Alcoholic Beverages & Drugs in the Workplace

Alcoholic beverages are not to be consumed at any time in the workplace or while on duty. Employees
who are intoxicated while on the job will be immediately removed from the workplace. On occasion,
there may be evidence of drinking without intoxication where issues of safety or job performance are
invelved; in these cases supervisors may need to temporarily reassign an employee.

The use of illicit drugs or substances and abuse of controlled substances in the workplace is prohibited.

The unlawful manufacture, dispensation, possession, use or distribution of a controlled substance of any
kind in any amount on DPH property, or while in the conduct of DPH business away from campus is
prohibited at all times. Violations of this policy may be grounds for serious disciplinary action up to and
including termination of employment and possible criminal charges.
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9.2. Gambling

DPH employees are prohibited from engaging in professional or organized gambling activities while on
duty or in DPH facilities. Exceptions to the prohibition include office or department sanctioned "pools,”
raffles, the friendly wager, or a DPH-sponsored event which supports a cause, Whenin doubt, a
supervisor or employee should discuss the particular situation with the DPH Human Resources, Failure
to comply with this pelicy may result in serious discipline,

9.3 Respectful Behavior

Respect is an essential part of DPH culture. When respect is not demonstrated between employees,
workplace conflict is created which decreases the ability of staff to deliver high quality service. When
disrespect is shown to community members, it undermines the ability for the public to access DPH
services. DPH employees engaging in disrespectful behavier may be subject te disciplinary action.

Employees are required to treat co-workers, patients, and members of the public with courtesy and
respect, and to maintain collaborative relationships. Employees are prohibited from displaying
disrespectful behaviors, such as behaviers that a reasonable person would find offensive, embarrassing,
alienating, or humiliating in the werkplace, whether deliberately or unintentionally.

Examples of disrespectful behaviors include, but are not limited to:

» Derogatory communication, malicicus gossip or any language that a reasonable person
would find to be degrading, intimidating, coercive or bullying to another individual or group

of individuals
= Insults, slurs, jokes or any language that implies a negative characteristic
»  Profanity

« Bilocking nermal mevement, offensive gestures, unwelcome touching or shoving
« Threats or assault

» Slamming or throwing objects

»  Yelling

Managers are responsible for their own conduct, and for keeping the workplace free of inappropriate
conduct by their direct reports. Disrespectful manager conduct would alse include unwarranted or
malicious employment actions such as denial of training opportunities. employee leaves, removing job
functions as a retaliatory measure, or creating a sense of alienation or isolation are unacceptable.

Expressing contrary opinions is not disruptive conduct, nor is expressing concern or constructive
criticism of existing policies or procedures, or questioning potentially unacceptable performance or
cenditions, if it is done in good faith, in an appropriate time, place and manner and with the aim of
improving the work envircnment. It is the responsibility of all employees to demonstrate respect for
their colleagues and the community we serve. Failure to do so undermines the mission of the
Department of Public Health and will be taken seriously.
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10.1. DPH Compliance and Privacy Programs

DPH is dedicated to providing high-quality and affordable health care services in an ethical manner and
in compliance with all applicable laws, rules and regulations. This commitment applies at all levels of
the organization,

DPH expects that all employees will conduct themselves according to generally accepted standards of
conduct and performance. Each individual is responsible for his or her conduct,

The DPH Compliance and Privacy Program was created to ensure that DPH employees conduct business
with integrity and in accordance with applicable laws and policies, as well as to provide a safe
environment for raising compliance and privacy concerns and questions. The Office of Compliance and
Privacy Affairs (OCPA) oversees the program and ensures compliance with the DPH Code of Conduct.

DPH is committed to the privacy and security of health information and other restricted information
entrusted to it by our patients, clients, and research participants. Patients rely on us to safeguard their
information so they will feel confident sharing the detailed and sensitive information we need to
provide the best possible care. Information regarding patients, clients, and research participants is
confidential and we only share this information with those who have a legitimate need to know and who
are authorized to receive this information. Protecting the privacy of health information is required by
law.

10.1.a. Program Structure

DPH has identified the following organizational structure to help achieve the goals of the Compliance
and Privacy Program:

« AChief Integrity Officer to oversee the Department.

» A Deputy Chief Integrity Officer to manage day-to-day operations and oversee the compliance
and privacy activities performed throughout DPH.

= Designated Compliance and Privacy Officers to manage the compliance/privacy activities at a
facility level.

+ An Investigations Unit to manage the Hotline, investigate matters brought to its attention, and
recommend corrective actions, as needed.

10.1.b. Setting Standards

DPH's Mission, Code of Conduct, and policies and procedures set the tone and requirements for staff
and associates. The OCPA is responsible for the Code of Conduct contents and enforcing its standards.
Acting responsibly and consistent with these requirements is a component of accountability for every
DPH staff member and associate. Staff and associates are personally responsible for knowing and
following these guidance documents as well as policy and procedure.
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10.1.c. Training and Communication for Compliance and Privacy Program

Training and Education: DPH requires annual compliance training for all employees. The OCPA reviews
and the training materials annually and updates when necessary to reflect changes in regulations and to
address specific areas of risk, n addition to changes in regulations and risk, the annual training covers
the DPH Code of Conduct and conflicts of interest.

DPH Training and Education Tools: DPH incorporates varicus training methods to assist employees in
meeting the annual compliance training requirement. These methods include computer-based training
modules and live trainings.

Lines of Communication: DPH provides various methods for employees to communicate compliance
concerns or to report fraud, with the option of remaining anonymous. The methods are briefly
described below.

Hotline: The OCPA maintains a Hotline so that employees may report concerns regarding non-
compliance with federal, state or local laws in a confidential manner. These calls may also be made
anonymously. DPH policy protects employees who report compliance or privacy concerns from any
form of discrimination, harassment, or retaliation within DPH. Posters advertising the Hotline number
are displayed throughout DPH. Additionally, the OCPA coordinates with the Office of the Controller,
Whistleblower Program when complaints are submitted through the Citywide Whistleblower reporting
system.

Formal Communication. Every year the OCPA prepares a calendar to ensure that face-to-face
communication occurs with each of the DPH Divisions that bill Medicare, Medi-Cal and other third party
payers. This is generally done through regular meetings with the Executive Staffs at the Hospitals,
Community Primary Care, and other DPH Divisions. At these meetings, the OCPA may review specific
investigations or areas of concern, recent developments or new regulations, status of each facility’'s
compliance work plan, and answer questions. Important compliance and privacy related topics are also
communicated to all staff through All Staff Memos and the DPH Director’s Fast Facts.

Website: The OCPA also maintains a website which can be accessed through the DPH, Zuckerberg San
Francisco General Hospital and Trauma Center, or Laguna Honda Hospital intranet sites. The website
includes the DPH Code of Conduct, DPH Statement of Incompatible Activities, and DPH Compliance and
Privacy Policies and Procedures,

10.1.d. Internal Controls, Audits and Monitoring

The QCPA is responsible for conducting routine menitoring of health care claims practices throughout
the Network. The Compliance Officer will determine the specific methodology for pursuing routine
monitoring. When routine monitoring demonstrates that an overpayment has occurred, a refund shall
be made to the appropriate payer/contractor with reasonable promptness, except in cases where self-
disclosure to the Health and Human Services Office of Inspector General (OIG) is warranted. When the
magnitude of any overpayment (actual or potential) is significant, or where the facts suggest that the
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noncompliance may be widespread, the Compliance Officer shall initiate an expanded review. An
expanded review is required when the results of routine menitering identify high-risk billing errors,

10.1.e. Reporting Potential Errors or Suspected Violations

Our reputation is everything! DPH is fully committed to ethical and legal conduct that is compliant with
all relevant laws and regulations and to correcting wrongdeing wherever it may occur in the
organization. Each employee is responsible and expected to report all known or suspected improper
activities to their supervisor, onsite Compliance Officer, or to the OCPA Compliance and Privacy Hotline.

10.1.f. Remedial Actions

Remedial actions are net disciplinary but are dene to correct mistakes, and enhance cempliance with
the state and federal regulations, and are designed to improve the performance of DPH personnel. The
exact nature of and need for remedial action will be identified by supervisers within departments in
collaboration with the Compliance Officer and may invelve Human Resources and the Chief Integrity
Officer. If remedial action is deemed necessary, an affected individual will be notified, informed of the
concerns regarding their performance, and made aware, if applicable, of the right to grieve,

Examples of behaviors that could require remedial actions might include the following:

* Failure of an individual to understand and carry cut reguired procedures and policies
« |nappropriate or improper coding, billing and documentation of services
+  Malicious or negligent conduct

In accordance with the provisions of applicable personnel pelicies and collective bargaining agreements,
remedial actions may include, among others, the following:

« The individual(s) will be required to take part in an education program focused on the problem
area.

» Future billings may be handled in a designated manner, including a thirty party review of all bills
and the temporary suspension or delay of some or all billing to allow for quality review prior to
the distribution of bills to third parties.

» The individual may be reassigned or there may be a change of duty until remediation has
successfully corrected the errors.

* In the case of an aver-payment to a provider, there may be an adjustment from the appropriate
source in order to refund the pay or pay any fines and penalties.

10.1.¢9. Corrective and Disciplinary Actions

Carrective Action. When an internal investigation substantiates a reparted violation, it is the palicy of
DPH to initiate a carrective action, including, as appropriate, making prompt restitution of any
averpayment amounts, notifying the appropriate governmental agency, instituting whatever disciplinary
action is necessary, and implementing systemic changes to prevent a similar violation from recurring in
the future.
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Disciplinary Actions; The precise discipline utilized will depend on the nature, severity, and frequency of
the viclation and may result in any or all of the following disciplinary actions: oral warning; written
warning; written reprimand; suspension; termination; and/or restitution.

10.1.h. Measuring Program Effectiveness

DPH uses various mechanisms to assess compliance initiatives and effectiveness. These include
monitoring external audit findings and citations, complaints and citations for privacy or security
concerns, number of Hotline calls made and resolved, frequency and outcome of enforcement activity,
and ongoing evaluaticn of billing and coding issues as well as rejections, DPH also measures
effectiveness by review of external audit findings and management's timely corrective respense by
specific area. Organizational compliance effectiveness is everyone's responsibility and is rooted in the
Code of Conduct.

11.1. Healthcare Fraud, Waste and Abuse

The State and Federal False Claims Acts and the Federal Deficit Reduction Act protect government
programs such as Medicare, Medicaid, and other publicly-funded programs from fraud, waste and
abuse. Healthcare fraud, waste, and abuse are defined as following:

+ Healthcare Fraud: Knowingly and willfully executing, or attempting to execute a scheme or
artifice to defraud any health care benefit program or to abtain, by means of false or fraudulent
pretenses, representations, or premises, any of the money or property owned by, or under the
custody or control of, any health care benefit program. Fraud may include, but is not limited to,
inappropriate personal use of DPH resources, theft of DPH equipment or goeds, or the
falsification of records.

» Healthcare Waste: Qverutilization of services, careless, or needless expenditure of DPH or
state/federal funds or other practices that, directly or indirectly, result in unnecessary costs to
the health care system. It is not generally considered to be caused by criminally negligent
actions, but by the misuse of resources, poor decisions, and practices.

« Healthcare Abuse; Actions that may, directly or indirectly, result in unnecessary costs to the
Medicare or Medicaid program or the improper payment for services that fail to meet
professionally recognized standards of care or that are medically unnecessary.

DPH views any act of healthcare fraud, waste, or abuse to be extremely serious and will take disciplinary
action against those whe knowingly and willfully engage in fraudulent activities. Any questions
regarding what constitutes as fraud, waste, abuse, or the possibility of fraud, waste, or abuse should be
directed immediately to the OCPA.

11.2. Anti-Kickback Law

The Medicare and Medicaid Anti-Kickback Statute prohibits individuals and organizations from
knowingly or willfully offering or paying, directly or indirectly, any form of compensation in return for, or
to induce, the referral of any patient or business that is covered by Medicare, Medi-Cal or any other
state or federal health care financing pregram. The law alse prohibits purchasing, leasing, or ordering,
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or arranging for or recommending purchasing, leasing, or ordering any good, facility, service, or items
for which remuneration is received. Such an act constitutes a felony and may result in fines of not more
than $25,000 or imprisonment for not more than five years, or both (42 U.S.C. 1320a-7(b)).

11.2.a. Physician Self-Referral or Stark Law

All of our business practices with physicians and other providers are conducted in conformity with the
Federal Stark Law. The “Stark™ law, also known as the “self-referral law," prohibits a physician from
referring Medicare or Medi-Cal patients for certain “designated health services,” or ordering these
services for Medicare/Medi-Cal patients, from a provider where the physician has a compensation or
ownership arrangement with that provider.

12.1, Government Requests and Investigations

Federal and state agencies may make unannounced visits to our facilities to conduct inspections. DPH
employees shall not make false or misleading statements to a government investigator.

Employees shall promptly contact a supervisor, manager, or the OCPA for assistance on how to properly
respond to any inquiry, phone call, visit, subpoena, or other legal document from any governmental
agency regarding DPH business.

12.2. Professional License and Certification Requirements

DPH staff, contract employees, individuals retained as independent contractors, and privileged
practitioners in positions which require professional licenses, certifications, or other credentials are
responsible for maintaining the current status of their credentials and shall comply at all times with
federal and state requirements applicable to their respective disciplines. To assure compliance, DPH
may require evidence of a current license or credential status. Each program or facility must have
appropriate processes and procedures to assure documentation of compliance with each pesition
description requirement,

12.3. Excluded or Debarred Individuals and Entities

The U.S. Department of Health and Human Services, Office of Inspector General (OIG) maintains lists of
individuals and organizations that have been excluded from participating in government health care
programs. An excluded person ¢can be an individual, contractor, or entity who has been identified by the
Federal or State government as committing an act that excludes the individual/entity from participating
in Federal or State health care programs. The exclusion applies regardless of who submits the claims and
applies to all administrative and management services furnished by the excluded person.

DPH will not knowingly employ, contract with, or purchase geods from individuals or entities that are
excluded or suspended from participation in State or Federal health care programs by the State Medi-
Cal Program or the Office of Inspector General or that appear on the United States General Services
Administration exclusion list. DPH screens these lists prior to a job candidate becoming an employee of
DPH and monthly thereafter.
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If you become aware by any means that you have been included on any of these government exclusion
lists, you must provide written disclosure to the OCPA as soon as you become aware. Any existing or
proposed employment, contract, or other association with any individual or entity on these lists will be
handled on a case-by-case basis in accordance with the law and DPH policies.

12.4. Standards of Personal and Professional Conduct

All DPH employees, whether regular full-time or part-time or casual (hourly) employees are expected to
meet a standard of conduct which is appropriate to the brand and reputation of DPH, Employees while
on DPH premises, or representing DPH elsewhere as part of their work, are expected to demonstrate
respect for the law and for the rights of others.

DPH expects all employees to treat co-workers and members of the pubic with courtesy and respect.
DPH employees and managers are responsible for maintaining a safe and productive workplace which is
free from inappropriate workplace behavior.

12.5, Trauma Informed Systems & Cultural Humility

DPH has implemented Trauma Informed Systems to combat the effects of systemic trauma and promote
an organizational change towards 2 more open and adaptive environment. Cultural Humility is a process
of self-reflection and discovery in order to build honest and trustworthy relationships with our patients
and colleagues. We come from diverse social and cultural groups that may experience and react to
trauma differently. When we are open to understanding these differences and responding to them
sensitively, we make each other feel understood and enhance wellness (Tervalon & Murray-Garcia,
1998). DPH expects all employees to commit to integrating trauma informed principles into their work
life.

12.6. Compliance with DPH Policies and Procedures and Applicable Laws

The Code of Conduct does not address every situation or issue that could arise in your work. This Code
provides general direction on a broad range of issues; however, laws and regulations may exist that
have specific requirements for your particular job. Additionally, DPH has adopted policies and
procedures that apply to your job and how you conduct yourself at work. In addition, DPH facilities may
have their own policies that need to be followed., It is your respensibility for knowing which DPH and
facility-specific policies and apply to you and your job. Violation of this Code of Conduct could result in
disciplinary action, up to and including termination of employment and possible civil or criminal charges.

12.7. Duty to Report

To maintain the highest standards of business integrity, each DPH employees has a duty to report
potential or perceived conflicts of interest invelving suspected violations of applicable laws, regulations,
government contracts and grant requirements covered under the DPH Code of Conduct. Anyone may
report violations directly or anonymously to the OCPA at 1-855-722-6040 (toll-free) or by emailing
compliance.privacy@DPH.org. It is against DPH policy, and in many cases illegal, to retaliate against a
person who reports any wrongdoing.
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12.8. DPH-OCPA Hotline

DPH respects and protects our patients' privacy and is fully committed to complying with local, state and
federal compliance laws and regulations, DPH not only expects, but depends on you to share in this
respensibility through the reporting of concerns which involve possible nencompliance with policy or
unethical behavior. The goal of the Hotline is te provide a confidential means for reporting all instances
of suspected or observed potentially illegal activity or the following compliance and privacy violations:

= Privacy breaches

= Non-compliance with billing, coding, and documentation regulations
+ Issues regarding Code of Conduct or Compliance with DPH Policies

+ Possible Fraud, Abuse and Waste

+ Conflicts of Interest and Misuse of DPH and/or City resources

+ Research Misconduct

»  Workplace Misconduct

+ Retaliation

12.9. Non-Retaliation

DPH employees are expected to report all known or suspected improper activities, perceived
misconduct, including actual or potential violations of laws, regulations, policies, procedures, or this
organization's Code of Conduct.

DPH has a strict non-retaliation policy. No adverse actions will be taken against someone for making a
report in good faith or for cooperating with an OCPA investigation in good faith. The non-retaliation
policy ensures that no one is penalized for reporting what is honestly believed to be a compliance
problem.

If a DPH employee purposely falsifies or misrepresents a report or makes false statements during an
investigation, that person will not be protected under the non-retaliation policy. False accusations or
statements made in a report or during an investigation, including those made with the intent of harming
or retaliating against ancther person, may result in disciplinary action, up to and including termination.

Although we have a policy that does not permit retaliation for reporting or cooperating in goed faith, it
is important to understand that no policy can protect you from applicable consequences if you have
broken the law or violated our policies. Breaking the law or viclating cur policies may result in
disciplinary action, up to and including termination. as well as possible state and federal actions and
penalties.

P Yof 21 - (fe is¢ : | v.03.10,2020
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_ode of Conduct

Drsviiead ao Af Cnkhimianm: 44 20N

My electronic signature and/or my hand-written signature on this Code acknowledges that | have read
and understand the standards that are included in this Code, | agree to comply fully with these
standards. | understand that violations of the principles embodied in this Code may result in disciplinary
action, up to and including discharge.

Name:

Class # & Job Title;

Division:

Signature & Date:
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Exhibit D






San Francisco Departiment of Public Health

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected
Health Information (PHI) is contained in this email, unauthorized disclosure may subject the
discloser to civil or criminal penalties under state and federal privacy laws. 1f you received this
email in error, notify me and destroy the cmail immediately.
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MO0 Managed Care Organizalion

MPCD Multi-Payer Claims Dalabase

NCQA  Nalional Committee for Quality
Assurance

NPEM  Nolite of Proposed Rulemaking

N-S5ATS  National Survey of Substance
Abuse Trealmenl Services

OHRPE  Office for Human Rescarch
Proteclions

OMB  Oflive of Managemen! and Budgel

ONC  Offige of the Nalional Coordinatar for
Health Information Teehnology

POMI®  Prescriplion Drig Monitoring
Program

PPs  Perlarming Provider System

QL Qualificd Entity

QS0  Qualilied Service Orpanization

QS0A  Qualilied Servite Organization
Agpreemant

RFA  Regulatory Flexibilily Art

RHIO Reginnal Health Infarmation
Organization

SAMHSA  Subslance Abusc and Mental
Health Services Adininistration

SBIRT  Screening, Briel Intervention, and
Relerrals for Trealment

S&l  Standards and Interoperability
TEDS  I'reaiment Episode Data Sel
LLS.C. Uniled States Code

LISAQ United States Atlorney's Officy
VA Department of Velerans Adlairs

L Execulive Summary

A. Purpose of the Regulatary Action

The laws and remuilations governing
the confidentiality ol substance use
disorder records were written out of
great concern about the polential use of
suhstance use disarder information
against individuals. causing individuals
wilh substance use disorders nol to seek
needed trealmaent. The disclosures of
records of individuals with substance
use disorders has Lhe polential to lcad
to a host of negative consequences,
including: Loss of cmplayment, loss of
housing, loss of child custody.
discrimination by medical prolessionals
and insurers, arrest, prosecution, and
incarceration. The purpose of the
regulations at title 42 of the Cade of
I'ederal Regulations (CFR} part 2 (42
CFR parl 2] is lo ensure (hal a patienl
receiving trealment for a subslance use
disorder in a part 2 program is nol made
mure vulnerable by reason of the
availabilitv of their patient record than
an individual with a substanco use
disorder who does not seek trealment.
Now, more than 29 years since the parl
2 regulations were last substantively
amendced, this final rmle makes policy
changes to the regulations to better align
them with advances in the U5, health
care delivery syslem while relaining
important privacy protections,

Need for Regulatory Aclion

The last substantive update to thesc
regulationg was in 1987, Over the last 29
years. significant changes have occuread

within the U.S. health care system that
were not envisioned by the current
(1987} regulations, including new
models of inlegraled care that are huilt
on a [oundation of information sharing
to support coordination of patient care,
the development of an electronic
infrastructure for managing and
exchanging palient informalion, and a
new [ocus on performance measurement
wilhin the healih care sysitam. SAMHSA
wants to ensure that patients with
substance use disorders have Lhe ability
to participate in. and benefit from health
syslem delivery improvements.
including from new integraled health
care models while providing
appropriate privacy safcguards. These
new integrated models are foundational
to HHS's delivery system reform goals of
hetler care, smarter spending, and
healthier people,

Legal Authority for Regulatory Action

This final rule revises 42 CFR part 2,
Conlidentiality of Alcohol and Drug
Abuse Patient Records regulations, The
aulhorizing stalute. Title 42, Uniled
States Code (U.5.C)) 200dd-2, protouts
the confidentiality of the records
containing the identity, diagnnsis,
prognosis. or trealment ol any palient
thal are maintained in conneclion with
the performance of any federally
assisted program or activity relating (o
substance abuse (now referred to as
substance use disorder) educalion.
prevention, training, treatment,
rehabilitation, or rescarch. Title 42 of
the CFR part 2 was first promulgaled in
1975 (40 FR 27202) and lasl
substantively updated in 1987 (52 FR
21796G).

B. Summury of the Major Provisions

Proposed modificalions to 42 CFR
parl 2 were published as a Notice of
Proposcd Rulemaking {(NPRM} on
Fehruary 9, 2016 (81 FR 6988}, After
consideration of the public comments
received in response to Lhe NPRM,
SAMHSA is issuing this final rule
amending 14 major provisions of 42
CIPR part 2, as follows:

Slatutory aulhority [ur confidentialily
ol substance use disorder patient
records (§ 2.1) combines old § 2.1
(Statutory authority for confidentiality
of drug ahuse paticnt records), and § 2.2
(Statulory aulhority for confidentiality
of alcohol ahuse patient records) and
deleting references to 42 U.S.C, 290ce—
3 and 42 U.S.C, 2andd-3. as these
U.5.C. sections were omitted by Public
Law 102-321 and combined and
renained into Section 290dd-2,
Conlidentiality of records. Because
SAMHSA comhined lormer §§ 2.1 and
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2.2 into § 2.1. wo redesignated §8§ 2.2
through 2.5 accordingly.,

Reports ol violations (§ 2.4) vevises
the requirement {or reporting violations
of these regulations by methadone
programs [now relerred (o as opioid
treatment programs) to the Food and
Drug Administration (I'DA) because the
authority over these programs was
transferred from the FDA to the
Substance Abuse and Mental Health
Services Adminisiration (SAMHSA} in
2001.

Definitions (§ 2.11} revises some
exisling definitions, adds now
definitions of key lerms thal apply to 42
CFR part 2, and consolidates all but onc
of the definitions that are currently in
other seclions into § 2,11 {e.g.. Lhe
definition of “Minor"” previously found
in § 2,14{a)). We revised lhe delinilions
of “*Central registry.” " Disclose or
disclosure.” *Maintenance treatmoent.”
“Member program,” “Patient,” “Palienl
identifying inforination,” “*Person,”
“Program,” " Qualified service
organization (QS0).” "“Records.” and
“Treatment.” We also added delinitions
of *Parl 2 program.”™ 'Part 2 program
director,” “Substance use disorder,””
“Treating provider relattonship,” and
"Wilhdrawal management,” some of
which replaced existing definitions. In
addition. SAMHSA revised the
regulalory text lo use terminclogy in a
consistent manner, The following
definitions were not revised
substantively: *'Diagnosis,”
“Tnformant,” “Minor.”” " Third-party
paver,” and "Undercover agent.””

Applicability (§ 2.12) continues o
apply the 42 CIR parl 2 regulalions to
a program that is lederally assisled and
holds itself out as providing, and
provides, substance use disorder
diagnosis, treatment, or referral for
treatmoent. Most changes to the
applicability ol the part 2 regulations
result from SAMHSA's decisiou not to
linalize one ol its proposed changes (o
the definilion of “Program’™™ (see § 2,11,
Definitions). Whercas Lhe NPRM
definition of “Program™ included. under
certain conditions, “gencral medical
practices” in addition to “gencral
medical facilities,” the deflinition in this
final rule is limited to "gencral medical
facilities.” However, consislenl with he
NPRM. the delinition af "Program®’
continues to usc the term “gencral
muedical lacility™ rather than hoth
“general medical facility™ and “'peneral
medical care facilily ™ thal were used
interchangeably in the 1987 final rule
definition of “Program.” For example,
an identifted unit within a general
medical facility is subjecl to part 2 il
holds ilsell out as providing, and
provides. substance use disorder
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diagnusis, lecalmenlt, or referral for
treaiment. In addition, if the primary
funclion of medical personnel or uther
stall in a general medical facility is the
pravision of such services and Lhey are
identified as providing such services.
they are considered a “Program™ and,
thus. subject tn part 2. This linal rule
revises § 2.12(d)(2)(iHC) so that
restrictions on disclosures also apply lo
individuals or entities whao recrive
patient records from other lawful
holders of patien! idenlilying
information, such that patient records
subject to the part 2 regulations include
subslance use disorder records
maintained by part 2 programs, as wcll
as those records in the possession of
“olher lawful holders of patient
identifying information.™

Confidentiality restrictions and
safeguards (§ 2.13) adds a requirement
that. upon requesl. patienls who have
included a general designation in the
“To Whom" section of their consent
form (see § 2.31) must be provided a list
of entities (referred to as a List of
Disclosures) to which their information
has becn disclosed pursuant to the
general designation,

Seourity far records (§ 2.16) clarifics
that this seclion requires both part 2
programs and other lawful holders of
paticnt identifying information to have
in place formal polictes and procedures
addressing security, including
sanitization of assoctated media, for
both paper and eleclronic records,

Disposition of records by
discontinued programs (§ 2.19)
addresses both paper and electronic
records. SAMHSA also added
requirements for sanitizing associaled
media,

In Scctinn 1., Notice to Patients of
I'ederal Confidentiality Requircments
{(§ 2.22), SAMHSA clarifies that the
written summary of federal law and
regulations may be provided to patienls
in gither paper or eloctronic format.
SAMHSA also revised §2.22 (o require
tho statcment regarding the reporting of
vinlations include contact information
[or the appropriate authorilies.

Consent requirements (§ 2.31)
permits, in cectain circumstances, a
patieni Lo include a general designalion
i the “To Whom' section of the
consent form, in conjunction with
requircments thal the consenl form
inclucle an explicit description of the
amount and kind ol substance use
disorder treatment information thal may
be disclosed. SAMHSA decided not to
finalize its proposed changes to the
“From Whom™ section, but did make
minor updates to the terminology in the
text, SAMHSA ulso revised §2.31 to
require the parl 2 program or other

lawtul holder of patient identifying
infarmation (o include 4 stalement on
the consent larm when using a peneral
destgnation in the "To Whom™ section
al the consent farm that palients have a
right to obtain, upon request, a list of
enlities to which their information has
been disclosed pursuant to the peneral
tesignation (see § 2,13). In addition,
SAMHSA revised § 2,31 to permil
electronic signatures (o lhe extent that
they arc not prohibited by anv
applicable law,

In Seclion K., Prohibilion on Re-
disclosure (§ 2.32), SAMHSA clarilias
that the prohibition on re-disclosura
anly applies to informalion thal would
identify. directly or indirectly, an
individual as having been diagnosed,
treated. or referred lor treatment for a
suhstance use disorder. such as
indicaled through standard medical
codes, descriptive language. or bath,
and allows other health-related
information shared by the parl 2
program 1o be re-disclosed, if
permissible under other applicable
laws,

Disclosures lo prevend multiple
cnroliments (§ 2.34) moderizes the
terminology and definitions and moves
the definilions lo § 2.11 (Dalinitions),

Medical emergencies (§ 2.51) revises
the medical cimergency exception to
make it consistent with the statutory
language and to give providers mara
discretion to determine when a “hona
fide medical emergency™ exisls,

Research (& 2.52) revises the roscarch
exceplion to permil data prolected by 42
CFR part 2 to be disclosed 1o qualilied
personnel for the purpose of conducling
scientific research by a part € program
ur any other individual or entity that is
in lawful posscssion of part 2 data if the
researcher provides documentation of
meeting certain requirements related to
other existing proleclions for human
rosearch. SAMHSA also revised §2,52
to address data linkages to cnabla
researchers holding part 2 data fo obtain
linkages lo olher datasuls, provided (hal
appropriate safepuards are in place as
oullined in seclion 2.52,

Audit and evaluation (§ 2.53)
modernizes [he requirements Lo include
provisions governing both paper and
¢lectronic patient records. SAMHSA
also revised § 2.53 to permit an audit or
pvaluation necessary (o meet Lhe
requirements of a Centers for Medicare
& Medicaid Services (CMS)-regulated
accountable care organization (CMS-
regulated ACO) or similar CMS-
regulated organization (including a
CMS-regulaled Qualified Entily (QE)).
under certain conditions.

The other seclions in 42 CFR part 2
thal are not relerenced ahove arg nol
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addressed in Lhis {inal rule nor were
Lthey discussed in the NPRM hecause
SAMHSA is maintaining their content
substantively unchanged from the 1987
linal rule,

C. Summury of Impuacts

In the [irst year that the final ruln is
in elfecl, we estimalte Lhal the toral costs
associated with updates to 42 CFR part
2 will he rauphly $70.691,000. In year
two we estimate that costs will be
$17,680.000. and increase annually as a
larger share of entilivs implement List of
Disclosures requirements and respond
(v disclosure requests, Over the 10-year
period ol 2015-2025. the tolal
undiscounted cost of the part 2 changes
will be aboul $241 million in 2016
dollars. When {uture costs arc
discounted at 3 percent or 7 pereent per
vear, the lotal costs become
approximately 217,586,000 or
$193.098.000. respeclively, These costs
are presented in the tables below.

Cosls associatad wilh the 42 CFR part
2 final rule. include: updates to healtb
IT system costs, costs for stalf iraining
and updates to training curricula. cosls
to update patient consent forms. costs
associated with providing patients a lisl
of endities lo which their information
has been disclosed pursuant to & gencral
designation on the consent form (i.e..
the Lisl of Disclosures requirement), and
implementation costs associated with
the List of Disclosures requirements. We
assumed (hal costs associated with
muodifications to existing health [T
systems, stafl fraining costs associated
with updaling staff Lraining materials,
and costs to update consent forms will
he one-time cosls the lirst year the linal
rule is in ellect and will not carry
forward into future vears. Staflf training
costs olher than those associated with
updating lraining materials are assuined
to be ongoing annual costs to part 2
programs, also heginning in the firs!
year that the final rule is in effect. Tha
List of Disclosures cosls are assumed (o
be ongoing annual cosls to entilies
named on a consent form that disclose
patient identifying information lo their
participanis uneler the gencral
designation. Costs associated with the
List of Disclosures provision are limiled
to implementation costs for entitics that
chosc to upgrade their health 1T systems
in order to comply with the List of
Disclosures requirements, Several
provisions in the {inal rule reference
olher lawlul holdurs of patient
identifying information in combination
with panl 2 programs, These other
lawful holders must comply with part 2
requiremoents with respect to
information they maintain thal is
coverrd by part 2 regulations, However,
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betause this group is not clearly defined
with respect to the range of
organizalions it may include, we are
unable to include eslimates regarding,
the number and type of these
organizations and are only including
par! 2 programs in this analysis.

The heneflits of modernizing the part
2 regulations is to incroase
opportunitics for individuals with
subslance use disorders to participale in
new and emerging health and health
care models and health information
technology (IT}, The final rule will
facilitate the sharing of information
within the health care system to support
new models of inteprated health care
which. among other things, improve
palient salely while maintaining vr
strengthoning privacy prolections for
individuals sceking treatment for
substance use disorders. Morcover, as
palienis are allowed. in cerlain
circumslances, fo include a general
desipnalion in the *To Whom™ section
of the consent form. we anticipate there
will be imore individuals with substance
use disorders participating in
organizalions thal Facililale the
exchange of heallh information (e.g.,
health information exchanges (HIEs))
and organizations that coordinate carc
{e.g.. ACOs and coordinaied care
organizations (CCOs)), leading ta
increased efficiency and quality in the
provision of health care for this
population. In addition, the revisions to
the research provision (§2.52) will
allow additional stientific research Lo be
conducled thal will facilitate continual
qualitly improvement of part 2 programs
and the important services they olfer.

0. Background
A, Significant Technology Chonges

Since the promulgation of 42 CFR part
2. significant technology changes have
impacted the delivery of health care.
The Office of the Nalional Conrdinalor
[or Health Information Technology
{ONC) was established as an office
within HHS under Excoutive Order
13335 on April 27, 2004. Subsequently,
on February 17. 2009. the Health
Informalion Technology for Economic
and Clinical Health Act (HITECH Act) of
the American Recovery and
Reinvesiment Act of 2009 (ARRA) (Puh.
L. 111-5]) expanded the Departmoent's
health IT work, including the expansion
of ONC's authority and the provision of
lederal funds Jor ONC's aclivilies
consistent with the development of a
nationwide health I'T infrastructure.
This work included the cortification of
lealth [T: the authorization of CMS’
Electronic Health Record (EHR)
Incenliva Program. including paymenls

to cligible providers for the adoption
and meaningful use of cortified EHR
technology; and numerous other federal
agencies” programs—all of which served
the abjective of gnsuring patient health
information is secure, private, accurate,
and available where and when needed,
SAMHSA's role in encouraging the use
of health IT by behavioral health
(subslance use disorder and menlal
health) providers, included: (1)
Collaborating with ONC to develop two
sets of Frequenlly Asked Queslions
(FAQs) and convening a number of
stakeholder meetings to provide
guidance un the applicalion of 42 CFR
part 2 io HIE modcls; (2) a one-year pilot
project with five slate HIEs Lo support
the exchange of health information
among hehavioral health and physical
health providers: and (3) the Data
Segmentation for Privacy (D54P)
iniliative wilhin ONC's Standards and
Interoperability (S&I) Framework
facilitated:

e The development of standards to
improve the interoperahility of EHRs
containing sensitive information that
must be protecled 1o a grealer degroe
than other health inlormation due 1o 42
CFR part 2 and similar slate laws,

» six DS4P Implementalion Guide
(IG) use case pilot projects including the
Deparlment ol Velerans Affaics (VAY
SAMHSA Pilot that implemented all the
DS4P use cases and passed all
conlormancs tests, and

* the development of \he application
branded Consent2Share. an open-source
health [T solution based or DS4F which
assists in consent managemnent and data
scgmentation. Consent2Share is
currently being used by the Prince
Gearges County (Marvland) Health
Depactment lo manage patienl consent
dircetives while sharing substance usc
disarder information with an HIE.

Bespite SAMHSA's cfforts, some
stakcholders continued to request
modernization of 42 CFR part 2 out of
concern Lhal part 2, as wriilen in Lhe
current (1987) ragulation. conlinues to
be a barrier to the integration of
suhstance use disorder treatlment and
phvsical health care. As noted below.
SAMHSA plans to relense shurtly an
updated version of Consenl2Share with
mproved functionalily and abilily o
mcet List of Disclosures requirements.

B. Statutory and Rulemaking History

The Confidentiality of Alcohol and
Drug Abuse Patient Records regulations,
42 CFR part 2, implement Section 543
of the Public Health Service Act, 42
U.S.C. 290dd-2, as amended by Section
131 of the Alcohol, Drug Abuse and
Mental Health Adminisiration
Reorganizalion Act (ADAMHA
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Reorganization Acl), Public Law 102-
321 (July 10. 1992), The regulations
were promulgated as a final rule on July
1.1975 (40 'R 27802}. In 1980, the
Department invited public comment an
15 substantive issucs arising out of its
expyrience interpreting and
implementing the regulations (45 FR
53). More than 450 public responses to
that invitalion were received and taken
into consicderation in the preparation of
a 1683 NPRM (48 FR 38758}
Approximately 150 comments were
recoived in response Lo the NPRM and
were taken into consideration in the
preparation of the final rule released on
Junc 9, 1887 (52 TR 21798).

The Department published an NPRM
again in the Federal Register (FR) on
Augusl 18. 1994 (59 FR 42561). which
proposcd a clarification of the definition
of “Program™ in the regulations.
Specifically, the Department proposed
to clarify that, as to gencral medical care
facilities. these regulalions cover only
specialized individuals or units in such
facilities thal hold themselves oul as
providing and provide alcohol or drug
abuse (now referred to as substance usc
disorder) diagnosis. trealment. or
referral for treatment and which are
federally assisted, directly or indirectly.
On May 5, 1995, the {inal rule was
released (60 R 22296),

SAMHSA posled a document in the
FR on May 12, 2014, (79 'R 26929}
announcing a public Listening Session
planned lor June 11. 2014, to solicit
feedback on the Confidentiality of
Alcohol and Drug Abuse Patient
Records regulalions, 42 CFR part 2.
SAMHSA accepted written comments
until june 25, 2014, The Lislening
Session comments are posted on he
SAMHSA Web site at http://
wiww.samhse.gov/ubout-us/ivho-we-are/
laws-regulations/public-comments-
confidentiality-regulations.

Prompted by lhe need to update and
modernize Lhe Confidenliality of
Alcohol and Drug Abuse Patient
Records regulations at 42 CFR part 2, on
February 9, 2016, SAMHSA published
an NPRM that proposcd revisions to the
parl 2 regulalions and requested public
input on the proposed changes during a
60-day public comment period (81 FR
6a68). Although raised in the Listening
Session public cominents, SAMHSA
decided not to address issucs pertaining
Lo g-prescribing and Prescription Drug
Monitoring Programs (PDMPs) in (he
NPRM because they were not ripe for
rulemaking at the time due to the state
of technology and because the majority
of part 2 programs are not prescribing
controlled substances clectronically, As
noted in the NPRM, SAMHSA intends
Lo monitor developments in this area (o
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st whether furlher action may be
warranied in the future, SAMHSA
received 376 public commentl
submissions un the part 2 NPRM. The
commenls received worn detailed,
thoughtful, and refllective of the
complex issues addressed and balanced
in Lhe part 2 regulations, This final rule
reflects SAMHSA's thorough
consideration of all substantive 1ssues
raised in the public comments in
response to its proposals in the NPRM.

II. Overview of Lhe Final Rule

In this linal rule, the Department!
finalizcs the modifications to Lhe
Confidentiality of Alcohol and Drug
Abusc Patient Records, 42 CIFR part 2,
including renaming it *‘Conlidentiality
of Substance Use Disorder Palient
Records.” The modifications modernize
the rule by facilitating eleclronic
exchange of subslance use disorder
information for treatment and other
legitimale heallh care purposes while
ensuring appropriate confidentiality
protections for records that might
idenlily an individual, directly or
indirectly, as having or having had a
substuance use disorder.

Overview of Public Conunenis

We received 376 public commenls
from medical healil care providers;
behavioral health care providers;
combined medical/behavioral health
carc providers: Hllis, ACOs. CCOs, and
certiied palient-centered medical
homes (CPCMHs), sometimes called
health homes: thivd-pacty payers;
privacy/consumer advocates: medical
health care provider associations:
behavioral health care provider
associations: accrediting organizations:
rescarchors; individuals {(with no stated
alfiliation): attorneys {with no slated
affiliation); HIT vendors: and stale/local
governments, The comments ranged
from general support or opposition to
the proposed provisions to very specific
questions or comments regarding the
proposed rules.

Some comments were ouiside the
scope of or inconsislenl wilh
SAMHSAs legal aulhority regarding the
conlidentiality of subslance use disorder
paticnt records. Likewise, other
comments did not pertain to specific
proposals made by SAMHSA in the
NPRM. In some instances, commenlers
raised policy or operational issues thal
ara best addressed through
subregulatory guidance that SAMHSA
will consider issuing subsequent to this
final rule. Consequently, SAMHSA did
nol address (lese comments in this final
rula.

Commenlers have also provided
SAMHSA with informative [eedback nn

how lawtul holders, including third-
parly payers and olhers within the
healtheare industry. use health data or
hire others to use health data on their
hehalf to provide aperational services
such as independent auditing, legal
services. claims processing, plan pricing
and olher funclions that are key to the
dav-to-dav operation of entitics subject
Lo Lthis rule. We have previously
clarified in responscs to particular
questions that contracted agents of
individuals and/or entilies may he
treated as the individual/entity.
Queslions raised by commenters during
this rulemaking have, however,
highlighted varying interpretations of
the current (19387) rule’s vestrictions on
lawful holders and their contractors”
and subcontractors’ usc and disclosure
ol parl 2-coverad data lor purpnses of
carrving out payment, health care
operations, and other health care related
aclivities. In consideration ol this
feedback and given the critical role that
Lthird-parly payers, other lawlul holders.
and their contractors and subcontractors
play in the provision of health care
services, SAMHGSA is issuing a
supplemental notice of proposcd
rulemaking (SNPRM} to seck further
commenls and informalion un this
matter.

IV. Effective Date

In this linal rule, SAMHSA has
established a single effective date ol 30
days after the publication of the final
rule, or February 17, 2017. On this date.
ihe revised 42 CFR part 2 will replace
the 1887 version of part 2 in the CFR
and all part 2 proprams and other lawlul
holders of patient identifyving
infarmation must comply with all
aspecls of the regulations. In the NPRM,
SAMHSA proposed that, with the
exceplion ol § 2,13(d}, parl 2 programs
and other lawlul holders of patient
identifving information would have to
comply with applicable requirements of
the revised part 2 regulations beginning
3G days after the publication of the final
rule. See Section V.D.3 below for a
discussion of "other lawful bolders.”
We proposed that entities would not
have to comply wilh the List of
Disclosures requirermnents of § 2.13(d)
unlil two-years aller the ellective date of
the final rule. As explained below,
because the right to obiain, upon
request, a List of Disclosures is only
available to patients who use a gencral
designation in the “To Whom™ section
of the consent form, entilies musl only
have the technical capability to provide
the List of Disclosures if they take
advantage of the gencral designation
provision, Therelure, SAMHSA has
revised the eflective date from that
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proposcd to avoid confusion. Howover,
signed consent forms in place prioe to
the effective date of this Enal rule will
be valid until they expire. Nanetheless,
parl 2 programs may update sipned
consent forms consistent with the final
rule, prior to the elfective dale of the
final rule if they so choose, Consents
obtained after the effective date will
need to comply wilh the final rule,
regardless of whother the consents
involve patient identifving information
obtained prior to or aller the effeclive
datc of this final rule.

Public Comments

One commenter urged thal the final
rule allow for implementation of the
research provision (4 2.52) immedialely
or shorlly aller the rule takes effect.
Several commenters raised concerns
about how to inlerprel the two-year
delayid implementation of List of
Disclosures and whether the general
designation will be used during that
period.

SAMHSA Hesponse

SAMHSA acknowledges commenloers’
confusion regarding the proposed two-
vear delaved compliance dale for the
List of Disclosures requirements. Aftar
considering the public comments
received on Lhis point, SAMHSA
realized that such a two-year delayed
compliance date for the requirements of
& 2.13(d) is not helpful. As cxplained in
the “To Whom™ section of the parl 2-
compliant consent requircments (see
Secction V.].2 below), an entity that
serves as an intermediary {e.g.. HIE,
ACO, CCO) must comply with the List
of Disclosures provision in order to
disclose informalion pursuant lo a
general designation provided on the
consenl {urm (see
& 2.31(a){4)(ii) (B3N ). Therefore, an
cutity that serves as an inlermediary
would he prohibited from clecting to
disclose information pursuant lo a
general designation withoul the ability
lo comply wilh the List of Disclosures
requiremnert. It would not make sense to
implement a two-vear delayved
compliance date for the List of
Disclosures requirements al § 2.13(d}
hacause the only reason an entily that
serves as an intermediary would have to
comply with the List of Disclosures
requirements would he if they wanted to
distiose information pursuant Lo general
designations that have been included in
the " To Whom™ section of the patient
consen! [orm. which requires alerling
paticnts to the fact that they have a right
Lo request a list of entitics to which their
information has been disclosed {per
§2.13(d)). Thus, an entity that serves as
an intermediary is prohibited from
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disclosing information pursuant to a
general designation without having the
capabilily lo comply wills the Lisl of
Disclosures requirements. For these
reasons, it is not advisahle to include a
two-year delayed compliance dale for
the List of Disclosures provision. Some
cntities that serve as intermetliarics as
described by § 2.31()(4)(111)(B) may
clect never to disclose information
pursuant to a general designation and,
thus, would not need to comply with
the List of Disclosures requirement.
Those that choose 1o disclose
information purguant to general
designations must ensure the capability
to comply with the List of Disclosures
requirements at § 2.13(d) before they
disclose the information pursuant to a
aeneral designation. But there is no
timalrame in which (hey need to
comply; only the condilion that if they
chioose to have the option of disclosing
informalion pursuant to a general
designation on a consent form, they
must also bo capable of providing a List
of Disclosures upon request per
§2.13(d).

Regarding the suggestion to allow for
implumentation af the Research
provision & 2.52 immediately after the
final rula takes cffect, SAMHSA
declines Lo make (his change. For clarily
regarding part 2 compliance, the 1987
part 2 linal rule remains in effecl unlil
the effective date for the 2016 part 2
regulations eslablished in (his final cule,
Because of the revised delinitions that
impact the research provision, it would
craate unnecessary confusion to make
elfeclive § 2,52 before the rest of the
final rule.

V. Discussion of Public Comments and
Final Modifications to 42 CFR Part 2

In this section of the final rule,
SAMHSA explains the finalized
revisions to the part 2 regulations and
responds to public comments received,
If a part 2 CFR scctlicn is not addressed
below, it is bocause SAMHSA did not
propose changes to thal part 2 provision
and that this final rule maintains the
existing lunguage in that section.
Howover, SAMHSA noles Lhal in
addition to the revisions discussed
below, SAMHSA has made other
technical. non-subslantlive, and
nomenclature changes lo various part 2
provisions. Those changes are rellected
in the regulatory lex! at the end of this
ruln.

A, General Comments on the Proposed
Rule

1. General Fecdback on the Proposcd
Rula

a. General Supporl for the Proposed
Rule

Public Commenis

Many commenlers expressed general
support for the proposed rule, with
some noling that the proposed rule
would proserve the conlidentiality
rights of substance use disorder paticnts
while facililating the sharing of health
information; would ensure that pationts
wilh a substance use disorder
participale in, and henelit from, new
integrated health care models without
fear of pulting (hemselves al risk of
adverse consequences; would help
reduce the slipma associated with
suhstance use disorder: and would
provide patients comfort in knowing
they have control of their record.

Several commmenters exprossed
general support for the NPRM's
proposed part 2 changes to enhance
integrated care and information
exchanpe. Mulliple commenters, wilh
somie stressing the need for patient
privacy prolections, suggested that
integrated networks of care betwecen
medical and behavioral health services
ts currenl bost practice and will benefit
palicnls, Two commenters implied
general support, The first of these two
commenlers stated that the current
practice ol keeping paper substance use
records separate fromn the EHR system
increases work required to maintain
records, creates redundancies, and
could contribule to providers missing
crilical informalion needed for treating
patients. The second commenter staled
that the current (1987} part 2 regulations
arc pul of step with the health care
system's tapid adoption of EHRs, its
capacily lo quickly exchange
information le.g., HIEs). the federal
privacy and securily regulalions [Heallh
Insurance and Poctability and
Accountability Act [HIPAAT and
HITECH} governing these CHRs and
exchanges. and the increasing {reatment
of patienls’ substance use in health care
syslems not covered by existing part 2
rogulations, hut by HIPAA.

Another commentear expressed
support for the facilitation of clectronic
exchange of substance use disorder
treatment information where the
confidentiality protectiong hislorically
afforded patients by parl 2 are
mainlained.

A [ew commenlers staled (hat the
proposal would help palients wilh
substance use disorders bencfit fram
emerging care models that require
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enhanced health information exchange
for betler care coordination (e.g..
(.PCMHs, ACOs}.

SAMHSA Response

SAMHSA appreciales the support for
updating Ihe regulations. This [inal rule
is intended to mmodernize tho part 2
regulations by facilitating the electronic
exchange of substance use disorder
informaltion for lreatmenlt and ather
legitimate health care purposes while
ensuring appropriale conflidentiality
protections for records that might
identify an individual, dircotly or
indircctly, as having or having had a
substance use disorder, Many new
integraled care models rely on
interoperable health IT and these
proposcd changes arc expected to
support the integration of substance use
disorder treatinent into primary and
other specially care, improving the
patienl experience, clinical oulcomes.
and palient salaly while at the same
time ensuring patient choice,
confidentiality, and privacy. Duc to its
targetcd population. part 2 provides
more slringent federal protections than
mosl other health privacy laws.
including HIPAA,

h. General Opposilion to the Proposed
Rule

Public Comments

Some commenters expressed general
oppusition to the proposed rule, with
some arguing that it would clininate the
righl of palients {0 prolecl and conlrol
personal health informalion: would
introduce comploxity, not
simplification: and would maintain the
stigma surrounding drug use. One
commenter warned the proposed rule
would create concessions to
institulional stakeholders, both
providers and researchers. who lind the
conscenl requircments inconvenient and
burdensome.

Many commenters requested that part
2 remain unchanged, with some slating
thal Toosening parl 2 repulations would
dissuade substance use disorder
patients rom sceking help out of fear ol
how their information could be used
against them or thal the proposed
regulalions would nol ofier the inlended
prolection.

Some commenters asserted (hal
maintaining a soparate sot of
confidenliality restrictions aimed solely
at substance use disorder providers and
patienls perpotuates the discrimination
associated with substance use disorder
and ultimately nepatively impacts
paticnts and the care they receive,
suggesling that issucs of substance usc
disorder information confidentiality
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should hbe parl of the hroader genoeral
maedical care confidentiality regulations.
Others argued Lhal the lear of
discrimination is a real problem for
many individuals sullering [vom a
substance use disorder and being able to
receive treatment without worrying that
personal information will e leaked is
crucial in helping these people get the
help they need so that they can return
to (hetr communities as contribuling
members of socicty,

SAMHSA Response

SAMHSA wanls to ensure Lhal
palients wilh substance use disorders
have Lhe abilily to participate in, and
hencfit from, new and cmerging health
care models that promote integrated
care and paticnt safety while respecting
the legitimate privacy concerns of
palients seeking lreatment lor 4
substance use disorder dus o Lhe
potential for diserimination. harm to
their reputations and relationships, and

serious civil and criminal consequences.

This approach is consisten! with the

inlenl of the governing stalute (42 ULS.C,

290dd-2) and regulalions at 42 CFR part
2, which is la protect the confidentiality
of substance use disorder patient
records. SAMHSA has added more
Mexibility to some of the consanl
provisions, including a range ol " Ta
Whom™ consent oplions that includes
the current (1987) “To Whom'' cansenl
requirement. but still relained core parl
2 proleclions, includinyg the prohibition
on re-disclosure as well as requiring the
“Amount and Kind" scction of the
consent form Lo include how much and
what kind of information is to be
disclosed, including an explicit
description of the suhstance use
disorder informnation that may be
disclosed. Changes ta the research
provision also enable patients to benchit
from advanced research protocols while
still complving with part 2 protections
regardling patient confidentiality,
However, with these conflicting
comments, as well all other comments,
SAMHSA was guided by the governing
stalule in developing the final rule,
which restricts disclosure wilhout
consent other than under a small
number of exceptions

2, The Proposed Rule Did Nol Go Far
Bnough To Facilitate Information
Exchange

Public Comments

Several commenters supgested that
the proposed part 2 revisions did not go
far enough to facilitate information
exchange and data sharing. For
example, some commenters asserted
that the proposed regulations would

maintain pravious barriers and create
additinnal harriers that impedn the
sharing of information exchange and
carc coordinatinn necessary to
alfectively treat palients who seek care
in a varicty of scttings. A fow
commenlers said the proposed part 2
revisions go hevond (he protections
intended by the statutory requircinents
in 42 U.5.0. 290dd-2 and suggesled (hal
the propased changes would continue Lo
decrease access to suhstance use
disorder Lreatmenl and Lhe achievementl
ol positive health oulcomes.

Citing concerns aboul people with
substance use disorders wha visit
multiple health care providers to oblain
medication, one commenter advocated
that substance use disorder health care
records should be accessible 1o all
health care facilities for the sole purpose
of better lrealing and rehabilitating these
palienls.

Other commenters requested lurther
clarification on the regulations to ensure
thal coordination of care happens
smoothly lor all patients, especially
thosc at the highest necd of
coordination, withoul unnecessary
harriers. Citing a 2010 report from the
President’s Council of Advisors on
Science and Technolapy. a couple of
commenters urged SAMHSA to initiate
a hroad conversation among olther HHS
agencies 1o develop a granular dala
specification standard that enables
palicnts to be in full control of all their
health data. not just parl 2 data.

Citing technological harricrs, a
commenier asserted Lhat additional
changes to part 2 are necessary to allow
l'or lechnological solutions for sharing
dala. One commenter said new funding
{or HIEs permitted by recent CMS
guidance could be maximized by more
substantial revisions to part 2 that
would encourage the inclusion of
substance use disorder providers in
HIEs. Expressing uncertainty as to
whather dala segmenlation can be
implemented effectively absent clear
standards, a cominenter expressed
concern the result would be a two-tier
syslem of how substance use disocder
dala are defined both by payers and hy
local and stale jurisdictions that has (he
ctfect of having substance usc disorder
tata exchanged differently depending
on if the patient received services
within or beyond the veil of part 2
regulalion.

Some commenlers suggested that the
current (1987) parl 2 regulalion and Lhe
proposed revisions maintain a stalus
quo of scgregated substance use disorder
information with minimal henelits to
paticnts, high compliance costs, and
delerrence for organizalions to provide
suhstance use {realmenl, Some of these
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commmenters said the part 2 regulations
kaep the substance use disorder
trealment svstem isolated from gencral
health care providers and reduce access
Lo subslance use disorder treatment
being added by general health care
organizations, which, due to
administrative burden and liability
fears. are less likely to add substance
use disorder (reatment, A {ew of these
commenters asserted that the part 2
regulations have unintended
consequences. including disadvantaging
persons with a substance use disorder
and treatmenl providers because ol the
hurdens associated wilh constantly
updating expiring conscats. Once of
these commentars said Lhat the burdens
caused by the pad 2 regulations are
particularly costly because palients with
substance use disorder are among (he
highest cost utilizers in the health care
syslem,

Some commenters asserted that
maintaining a separate sel of
confidentiality restrictions aimed solely
al subslance use disorder providers and
patienls perpetuates the stipma
associated with substance use disorder
and ultimately nepatively impacts
patients and the carc they receive,
suggesling that issues of substance use
disorder information confidentiality
should be part of the broader general
medical care conlidentiality regulations.

Some commenters expressed concern
that the proposed parl 2 revisions did
not address information exchange issues
associaled with specilic lypes ol health
garte services delivery, including
integrated delivery systems operaling
with a bchavioral health organization
unit or departiment; vrganizations that
include affiliated entities, surh as
jointly held and operated hospital-based
syslems and health insurance plans:
risk-hased Medicaid managed care;
social service programs integrated with
publicly linanced health delivery
systems; and combined hchavioral
health service delivery,

One commenter urged SAMHSA to
include the release of previous
substance use disorder trealment
informalion from insurance companies
to part 2 programs as disclosure
permitted without consent under pard 2.
Another commenter expressed concern
thal SAMHSA did nol propose an
allowance under part 2 regarding
appropriale disclosures by a health plan
for the coordination of a health plan
membeoer's care.

Expressing concern that the proposed
part 2 revisions do not address many of
the issues on which SAMHSA has
issued puidance with respect to health
information nelworks, a commenler
asseried that such guidance is nutdaled
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and creates unintended ohstacles to the
desired exchange of informalion on
palients with substance use disorders.

SAMHSA Responsc

The governing slalute (42 U.S.C.
290dd-2) and regulalions at 42 CFR part
2 protect the confidentiality of
subslance use disorder palienl records.
Consistent wilh thi: governing statute,
SAMHSA wants to ensure that patients
with substance use disorders have the
ahility to participate in, and hencfit
rom new and cmaerging heallh care
models which promote inlegrated care
and paticnt safety while respecting the
legitimale: privacy concerns of patienis
sceking treatment for a substance use
disorder due to the potential for
discrimination, harm to their
reputations and relationships, und
serious civil and criminal consequences,
Toward thal end, SAMHSA held a
Listening Scssion on June 11, 2014, to
solicit feedback on the Conlidentiality
of Alcohol and Drug Abusc Patient
Records regulations. All the Teedback
received from (he Listening Session was
considered and helped (o inform the
development of the proposed and [inal
rules. In addition, SAMHSA
collaborated with its federal partner
experls in developing this linal rule.

Information exchange is addressed in
hoth the applicability provision (§2.12)
anel the consent requirements provision
(% 2.31). among olher places in this final
ritle. SAMHSA has added more
Mexibilily to the “To Whom™ section of
the consent form, which will giva
patients the option to release their
records to past. current, and/or luture
treating providers, In addition, §2.13
requires a parl 2-complianl consenl
form must list the date. event. or
condilion upon which the consent will
expirg. if not revoked before, Thus, it is
not sufficient under part 2 for a congent
form to merely state Lhal that
disclosurcs will bu permitied until the
consent is revoked by the patient. It is.
however, permissible for a consent lorm
to specily the event or condition that
will result in revocation, such as having
its expiration date be “upon my dealh.”
The Applicability provision includes:
"The restrictions on disclosure in thess
regulations do not apply to
communications of information between
or among personnel having a need for
the information in conncction with Lheir
dulies that arise out of the provision of
diagnosis. lreatmenl, or referral lor
treatment of patients with substance use
disorders if the communications are
wilhin a part 2 program; or hetween a
part 2 program and an entity that has
direct adminislrative control over the
program,”’

With this rulemaking, SAMHSA has
attempted to lacilitate the electronic
exchange of substance use disorder
treatment roccords while ensuring
paliend privacy, SAMHSA
dcknowledges that many EHRs and HIEs
arc expuriencing technical barriers Lo
segmenting or redacling substance use
disorder treatmaent data. As a result,
SAMHSA lias spent several years
supporting lhe continued development
of the Consent25hare application. an
open-source health IT solution based on
DS4P, which assists in both consent
management and data segmentation. [t
15 designed Lo integrate with exisling
EHR and HIE systems via the developed
standards. Consent2Share enablex
electronic implementation of various
sensitive health information disclosure
polictas by applying the information-
sharing rules needed to constrain the
disclosura of sensitive data according to
palienl preferences. SAMHSA, in
conjunction with ONC und other federal
parctners. also conlinues lo support the
development of data standards and 1Gs
to further reduce technical harriers in
ihe field,

Finally. SAMHSA has added
additional inlormation from previously
issucd FAQ guidance ti the preamble
discussion in this final rule. such as
information about medical cmergencics
and “holds Hself out,” and plans 1o
tssue additional subregulatory guidance
after publicalion ol the final rule,

3. Final Rule Should Balance Patienl
Proteclions With Enhanced Information
Exchango

Public Commenis

Numerous commenlers emphasized
that the parl 2 revisions must halance
palicnt protections with enhanced
information exchange and data sharing.

Some commenters suggested that
palient confidentiality should not be
compromised by any updales to the part
2 regulations. reasoning that the sligma
associated with having or having had a
substance use disorder and (he [ear thal
this information may he used against an
individual would lead themn to not scck
treatment, To this end, a fow of these
commenlers cautioned SAMHSA to
rrmain diligent in the oversight of these
regulalions o ensure Lhal the
information is only heing conveyed to
the appropriate parties with the sole
intent to improve patient carc. Other
commenlers emphasized that sharing
palienl informalion should he solely lor
necessary medical purposes. Another
commenter argucd that the interest in
integrating mental health care with
physical health care should not result in
the grosion or elimination of the
heighlened privacy proleclions thal are
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pssential for effective mental health
legalmenl,

A [ow commenters urged SAMHSA to
ensure (hal the linal rule respects
paticnt choice for privacy in the
lrealment ol sensitive informalion like
substance use disorder treatment
records, including the right to control
how their records are disclosed, even l(or
health and payment purposes. A
commenter said the proposed part 2
changes have substantially weakened
the privacy protections surrounding the
sharing of a patient’s substance use
lreatment clala, One commenter slated
that hefore an individual's health data
can he accessed. there should be a
specific, legitimate reason, and a careful
review of the patient's sol of
permissions, In addition (o suggesling
that mental health and substance abuse
records be blocked from view by any
providers or staff not directly involved
in the care and treatment of a patient,

a commenler asserled that a palient has
the right 1o have substance abuse and/
or mental health treatment records
hlocked (rom view by even Lheir
primary carc provider or nurscs.

A couple of commenters asserted that
i is both necessary and technolagically
passible to inlegrale subslance use
disorder and other health care
information and effectively exchange
substance usce treatment data while
matntaming the core protections of parl
2, including consent requirements and
Lhe prohibition on re-disclosre.

Emphasizing the importance ol
paticnl confidentiality and privacy, a
few commenters asserted that sacrificing
the dignity and well-being of a person
seeking help for a substance use
disorder in the name of convenience,
administrative afficiency. and rescarch
is a poor way to uchicve the well-being
of cither the person in need or the
community. One of these commenters
recommended thal SAMHSA delay (he
parl 2 changes until the technology is
available lo prolecl persons wilh
substance use disorder,

Another commenter cncouraged a
cautious, step-wise approach to making
substance use treatment records more
integraled wilh general medical records,
This commenter expressed cancern thal
making treatment records more
accessible to other providers would
exacerbate the stigmatization of
substance usc disorder, parlicularly
among pregnant womsn. which could
lead to these individuals not seeking
trealment for thair substance use
disorder or prenatal care.

SAMHSA Rosponse

SAMHGSA reiterales its inlenl o
ansure Lhat patienls with suhstance use
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disorders have the ability 1o participate
in, and benelil from new and emerging
health care models which promote
integrated care and patient safety while
respecting the legitimale privacy
concerns of patients sceking lreatmoent
for a substance use disorder due to the
polential for discriminalion, harm {o
their reputations and relationships, and
serious civil and criminal conseguences,
This approach is congistent with the
intent ol the governing statuie (42 U.5.C.
290dd-2) and regulalions al 42 CFR part
2, which is 1o proteel the confidentiality
of substance use disorder patient
records.

In response o the commenlers who
cautioned SAMHSA to remain diligent
in the oversight of these regulations,
SAMHSA has (he stalulory authority to
promulgate 42 CFR part 2, hut the
Departmenl of Justice retains Lhe
aulhority fur enforcing 42 CFR part 2,
Reports of violation of these regulations
may be directed to the Uniled States
Attorney for the judicial district in
which the violation occurs. The report
ol any violalions of these regulalions by
an opioid trealment program may bo
direcled Lo United Slates Altorney for
the judicial district in which the
violation occurs as well as tha SAMHSA
office for opicid (realment program
oversight, SAMHSA has oversight of
opioid irealment programs through 42
CFR part 8. Related to oversight and
compliance education, SAMHSA
expects 1o issuc FAQs as it has done in
the past and develop other
subregulatory guidance such as
education and oulrcach materials,

SAMHSA has added more flexibility
to some of the consent provisions but
still retained core part 2 protections,
including prohibition on re-disclosure
as well as consent options that would
continue to give patienls signilicanl
control. For examnple, the " To Whom"'
section ol the consenl form includes an
oplion permilling a general designation
under certain circumstances. Howoever,
SAMHSA retained the oplion ol listing
the name(s) of the individual(s) to
whom a disclosure is made. In addition.
any disclosure made under these
regulations must comply with the
“Amount and Kind” ol informalion to
be disclosed and the purpose of the
disclnsure, as provided on a part 2-
compliant consent form. Furthermore.
§2,13(a) limits the information lo he
disclosed 10 that information which is
necessary to carry out the purpose of the
disclosurc. Morcover, a patient has tho
option to withhold consent to disclosure
of any ol heir substance use disorder
informalion.

SAMHSA is aware that lechnology
adnption is an nngoing process and thal

many hehavioral health providers have
yet to adopt electronic bealth records as
imcenlive payments have been
unavailable for such purposes for these
providers under the HITECH
Meaninglul Usa Pragram. [n addition,
paper records are still used today in
sonu: part 2 programs and shared
throuph facsimile (FAX). Theralore, in
spile of advances in technelogy. some
stakeholders are concerned that part 2,
as currently written, continues to be a
harricr to the integration of substance
use disorder treatment and physical
health care, Rather than waiting lur the
development and adoption of
lechnology, SAMHSA decided tu issue
these final regulations ta cnsure thal
palients with substance use disorders
have the ability to participate in, and
henelil (rom new and emerging health
care models which promote inlegrated
care and palient salely while respecling
the legitimate privacy concerns of
palicnts sccking treatment for a
substance use disorder duc to the
polential for discrimination, harm to
their reputations and relationships. and
serious civil and criminal consequences.
SAMHSA understancs the imporlance
of not compromising patient protection.
and has, in § 2.13(cl) of thesc {inal
repulalions. required an entity Lhat
serves as an inlermediary (upon request)
o provide a Lisl of Disclosures made
pursuant Lo the general designation
oplion. Further. as discussed later in
this preamble. the peneral designation
option may nol be used until there is
technical capability to provide the
required List of Disclosures.

4, Part 2 Should Align With thie Health
Insurance Portability and
Accountability Acl

Public Comments

Many comnmenters expressed that part
2 should he aligned with HIPAA. Some
commenlers specifically mentioned
various areas [or HIPAA alignment,
including the consent form: Business
Associate Agreement standards:
treatment, payment, and health care
operations: patient-requested
reslriclions on disclosure: de-
identification standards. medical
emergencies; research: the definilion of
“Patient identilying infarmation;”
HIPAA penalties contained in the
HITECH Act: and re-disclosure
provisions. Many commenlers asserted
that aligning the regulations with
HIPAA would help to steike an
appropriate balance between protecting
sensitive patient henlth information
while providing coordinated. qualily
care, Many commenlers urged SAMHSA
o align parl 2 with HIPAA (o broaden
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the allowable sharing of data for
purpeses of care coordinatinn and
paticnt safety,

Numerous commenters urged that
substance use disorder records and
lrentments should be held to the same
lavel of privacy as all other health
records, Other cornmenters raised the
concern of equal access. staling that
individuals with substance use disnrder
should have lhe same access to (he
henefils of increased care coordination
as individuals without substance use
disorder,

Commenters encouraged the broader
harmonization of parl 2, HIPAA, and
HITECH into a single uniform set of
standards applicable for all personal
health infarmation, including substance
use disorder treatment and pavment.

Some commenters asscrted that
HIPAA is sulficient 1o protect pationl
privacy and parl 2 18 no longer
neecessary. Some commenters also
asserted that parl 2 also predates the
development of EHR and HIEs, and
there is prassing need lo reconsider
these rules in light of more recent
technological and legal developments.
Soinc commenters expressed concern
(hat complying with both part 2 and
HIPAA woulid lead to undue
administrative burden and management
issues acrass the continuum of patient
care.

A commenter recommended that
SAMHSA should add the same release
roquirements {for subslance use disortler
treatment as is required for
psychotherapy notes under HIPAA,
which are restricted from release
withoul the client’s consenl. According
o the commenter, this would give
substance use disorder patients
proteclions with Business Associates
Agreenients (instead of additional rules
and forms for Qualified Service
Orpanization Agreements [Q50Ax]),
notification upon breach requirements,
and other rights already afforded
persons receiving moedical and mental
health care.

Several commenters said part 2
should bir as consislent as possible with
HIPAA, except for the prolihition on
use for invesligation. prosecution, or
criminal charpes.

SAMHSA Response

SAMHSA noted the many commuoents
from a wide range of commeniers (hal
requested that SAMHSA alipn parl 2
provisions with HIPAA where possible.
In some instances, SAMHSA has
attempted to do so in this final rule 1o
the extent the change was permissible
under 42 U.5.C, 290dd-2, Al the sama
lime, parl 2 and its governing slatule are
separate and distinct from HIPAA and



Federal Register/Vol. 82, No. 11/ Wednesday, January 18, 2017 /Rules and Regulations

6061

its implementing regulations. Becausc of
its larpelad population. part 2 provides
more stringenl [ederal proleclions Lthan
most other health privacy laws,
including HIPAA,

In response lo commenls aboul
alipnment of this repulation with
HIPAA, SAMHSA has aligned the
interprelation lhe definition ol “'Patienl
idontifying information” with HIPAA to
the extent feasible. In addition,
SAMHSA revised Security l(ur records
(% 2.1B) to more closely align with
HIPAA,

B. Statulorv Authoritv (§ 2.1}

SAMHSA is adopting this scction as
proposed. SAMHSA has combined what
wax §§ 2.1 (Statutory authority for
confidentiality of drug abusc patient
records} and 2.2 (Stalulory aulhority for
confidentiality of alcohol abuse palient
records) and renamed the now § 2.1,
Statulory authorily for confidentiality of
substance use disnrder patient records.
We have re-designaled §§ 2.2 through
2.9 accordingly. In the new §2.1,
SAMHSA has deleted references o 42
L.5.C. 290003 and 42 U.S.C. 290dd-3.
Sections 290dd-3 and 290ee—3 were
omitted by Public Law 102-321 and
combined and renamed into Section
240dd-2, Confidentiality of records. In
addilion. we have deleted references to
laws and regulations that have been
repealed in § 2.21,

Public Comments

One commenter urged SAMHSA to
asscss whelher existing statulory
autlority is adequate to modernize part
2 repulalory requirements Lo keep pace
with existing laws and industry
developments while also prolecling
privacy, and to discuss ncoessary
statutory changes in the final rule,
Further, the commenter recommended
that SAMHSA encourage Congress (0
convene public hearings to evaluate
proposals for slatutory changes and
delay issuing a final rule if pending
legislative proposals are cnacled that
change the legal landscape for substance
use disorder informalion and related
protections,

A commenter urged SAMHSA to
address thr congressional action that
may be needed to elfectively expand the
ahility to provide coordinated services,
such as including health and human
sirvices agencics’ field staff clearly into
the delinition of trealment lerms. A fow
commenlers supgesled that the statutory
authority underlying the parl 2
regulations (42 U.S.C. 290dd-2} should
be revised. Another commenter assorted
that the 1992 conhdenliality statute
should be relormed to afford patients
greater proleclions againsl unlaw/lul

disclusure of thuir substance usc
disorder treatment. limil the use of
information shared for non-health
purposcs, provide meaningful
gnforcement and penallics. and more
cffectively prevent discrimination.
Another commenler recommended hal
modilications should be made to HIPAA
to incorporale special protections and
limitalions for substance use
information an that Lhe part 2
regulations should be rescinded. If the
intenl of the part 2 chanpes is lo prevenl
inappropriate adverse conscquences
from the disclosure of subslance use
disorder health dala, a commenter
suggested that those specific adverse
consequences should be targeted with
legislation reform, rather than providing
a hlanket privacy allowance that hides
medical information from providers.

SAMHSA Response

SAMHSA does not have the authority
Lo repeal or ravise lhe poverning slalute
for the regulations codified at 42 CFR
parl 2 nor any othor slatute. as that
power ig given to Congress, The parl 2
authorizing statute, 42 U.5.C. 290dd-2,
gives the Secrelary broad authority Lo
carry oul the confidentiality provisions
(hervin, but to promulgate requirements
{o; (1) Carry oul the purposes of the
legislation: (2) prevent its
circumvention or evasion; and (3}
facilitate its compliance. These part 2
revisions were drafted to [urther these
three purposes while. to Lhe extent
allowable under the lepislation,
permilting disclosure and use o
increase access Lo treatment and
improve [reatment servicss, The intent
of the part 2 regulations and its
governing statute (42 U.S.C. 290dd-2) is
{o prolecl the conflidentiality of
substance use disorder patient records.
Because individuals seeking trealmont
for substance use disorders may
exprrience a host of negative
consequences, including discrimination,
harm to their repulations and
relationships, and possibly serious civil
and ¢riminal consequences should
information regarding their ireatment be
improperly disclosed. there is a specific
nced for strong privacy protections for
substance use disorder records.

C. Reports of Violotions (§ 2.4)

SAMHSA is adopting this scction as
proposced. We have revised the
requicement of mporting violalions of
Lhese regulations by a methadone
program Lo the FDA (§ 2.5(h)). The
authority over methadone prograns
(now referred to as opicid treatment
programs) was transferred from the FDA
lo SAMHSA in 2001 (66 FR 407G},
Suspected violations ol 42 CFR part 2 by
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opioid treatment programs may ho
reported (o the U.S. Alterney’s Office for
the judicial district in which the
violation ocourred, as well as the
SAMHSA office responsible for opioid
treatment program oversight,

Public Commecents

SAMHSA received no public
gomments on this section. This section
of the final rule 1s adopied as proposed.

D, Definitions (§ 2.11)

SAMHSA has consolidated all of the
definitions in 42 CTR parl 2, wilh the
exceplion the definition of the term
“TFederally assisted.” into a single
seclion al § 2.11. SAMHSA has relained
the definition of the term "“Federally
asgisted” in § 2.12 (Applicabilily] lor ihe
purpose ol clarily because il is key to
understanding Lthe applicahility of tha
parl Z regulalions. SAMHSA is adopling
these structural changes as proposed in
Lhe NPRM. Specific definttions are
discussed in the sections helow, If a parl
2 definition is not addressed below, it
is because SAMHSA did nol propose or
make substantive chanpes to that
definition. However. as discussed
helow, SAMHSA updated the lerms in
those definitions, as appropriate {e.2., to
replace “program'’ with ' part 2
program,” and when “alcohol abuse™
and ‘drug ahuse” were uscd collectively
lo replace it with “substance use
disorder”). The delinitions in the
regulalory lext of this final rule eellec
these changes.

1. New Definitions
a. Part 2 Propram

SAMHSA is adopting this definition
as propused. SAMHSA defines a “Part
2 program’ as "2 lederally assisted
program (federally assisied as defined in
§ 2.12(h) and propram as defined in
§ 2.11). See § 2.12(e)(1) for examples,”
We have retained the examples
provided in § 2.12(¢)(1) of the currenl
(1987) regulations, with minor
clarifications in § 2.12(c)(1}, because
they explain the part 2 applicabilily and
coverage. SAMHSA has replaced the
lerm “program’ wilh “part 2 program.”
where appropriate, For example, we
have revised the definition of QS0.
including replacing “program”™ with
“part 2 program,” which is discussed in
depth below (see Section V.D.2..,
Exisling Delinilions). We also replaced
“program” with “parl 2 program™ in
several other definitions, while making
no additional changes.

While a couple of commenters
purported to address the proposed
deflinition of “Part 2 program,” he
nature of their comments made clear
thal their underlying concern was how
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SAMHSA defined “Program" for
purposes of part 2. For this reason, these
comments are addressed in the
discussion of the definition of
“Program’” helow {see Seclion V.D.2.h}.

b, Parl 2 Program Direclor

SAMHSA is adopling this definilion
as proposed. except Tor a non-
substantive technical cdit. Because of
the addition of the “'Part 2 program™
delinition, we have delined a “Part 2
program director” as:

¢ In the case nf a part 2 program that
is an individual, that individual: and

» In the case of a parl 2 program thal
is an cntity, the individual designated as
dircotor or managing dircclor, or
individual otherwise vested with
aulhority to acl as chief execulive ollicer
of the part 2 program,

We have deleted the delinition of
“Program Dircctor,”

Public Comments

SAMHSA recetved no public
comments on this definition, This
section ol the inal rule is adopted as
proposed.

c. Substance Use Disorder

SAMHSA is adopling this delinilion
as proposed. except (o remove the {inal
sentence, "Also relerred to as substance
abuse.” Throughout this rule, SAMHSA
made revisions fo refer to alcohol abuse
and drug abuse collectively ax
“substance use disorder” but, when
referring to the part 2 governing statute,
we use “'substance abuse” since that is
the term used in 42 UU,5.C, 290dd-2,
SAMHSA also uses the lerm "substance
abuse’ when discussing public
comments and other publicalions that
use that term. Vor consistency.
SAMHSA also revised the titlo of 42
CFR parl 2 from *'Confidentiality of
Alcohol and Drug Abuse Patienl
Records™ to “Confidentiality of
Substance Use Disorder Paticnt
Records.” SAMHSA has replaced
“alcohol or drug abuse™ with
“subslance use disorder” in several
definitions,

While SAMHSA has dcleted the
definitions of " Aleohol abuse™ and
"Drug abuse.” we continued o use the
terms “alcohol abuse™ and “drug abuse”
when referring to 42 U.S.C. 290dd-3
and 42 11.5.C.. 280ec-3 [omitted by Puh.
L. 102-321 and combined and renamed
into Section 290dd-2), respectively,
hecause they are the (erms used in the
stalules.

SAMHSA is defining the term
“Substance use disorder™ in such a
manner as to cover substance use
disorders that can be associaled with
allered mental status that has the

potential to lead to risky and/or socially
prohibited hehaviors, including, but not
limited to. substances such as, alcohol,
cannabis. hallucinogens. inhalants,
opioids. sedatives, hypnotics,
anxinlytivs, and stimulants. In addition,
the “Substance use disorder™ definition
clarifies that, for the purposes of these
regulations, the term excludes both
Lobaceco and calfeine,

Public Comments

Several commenters expressed
support for the newly defined term
“subslance use disorder” to replace
relerences to alcohol and drug abuse.
One commenter requesled hal
SAMHSA clarify the scope of substance
use disorder and what constitutes
substance use treatment. Another
commenler suggested that. in the
definition of subslance use disorder,
prolecled dala should be directly related
to an objective measure, such as
information rclated to specific payment
or clinical diagnosis codes submitted in
connection with reimbursement for
services.

SAMHSA Response

The final rule adopts the definition of
substance usc disorder as proposed,
excepl that the parenthelical of the
proposed definition is not adopted in
the linal rule, Use of the lerm is
consislent with recugnized classification
manuals. current diagnostic lexicon.
und commonly used descriptive
terminology. Morcover. SAMHSA
teclines lo define substance use
disorder Lreatment by specific billing or
diagnostic codes in in the [inal rule as
Lhese codes are subject to lrequenl
revision.

d. Treating Provider Relationship

SAMHSA is modifying the praposed
definilion of “Treating provider
relationship™ sliphtly 10 account for the
situation of involuntary commitment
and other situations where a pationt is
diagnosed. evaluated and/or (reated, but
may not have actually consenled Lo such
care. as discussed in greator detail
below. In summary. a treating provider
rcelationship means that, regardless of
whether there has been an actual in-
person caceunler:

s A patient is. agrees to, or is legally
required Lo be diagnosed. evalualed,
and/or treated, or agrees 10 accepl
consultalion. lor any condilion by an
individual or entity, and.

» The individual or entity undertakes
or agraes lo undertake diagnosis,
gvaluation, and/or treatment of the
palienl. or consullation with the palient,
Tor any condition,
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As explained in the NPRM, the term
“agrees” as used in the delinition does
not necessarily imply a formal written
agreement. An agreement mighl be
svidenced. among other things. by
making an appointment or by a
lelephone consultation,

1t is also important to note that, based
on the defintlion of treating provider
relationship, SAMHSA considers an
entily o have a trealing provider
relalionship wilh a patient if the entily
employs or privileges ong or more
individuals who have a trealing
provider relationship with the patient,

Public Comments

A few commenters expressed supporl
for the proposed definition of “'treating
provider velationship.” One commenter
supported the delinitinn and added (hat
this type of relationship could be a
rosult of any action taken to schadule,
refer, or order services that are related
to health services ta be provided in the
future,

Other commenters provided
suppestions (o improve the definition,
including specilying entities involved in
identilying, evalualing, and refarring lor
trealmenl any persons in need of
substance use disorder services: adding
relaled services, including social
sorvices, and consultation: accounting
for patients who cannot agree or consent
to the relationship: and clarifving (hat
an individual's designated troating
provider is also a treating provider for
parl 2 purposes. even before the
patienl’s firsl appointment. A lew
commaenters requested that HIEs, heahh
plans. and organizations that provide
care coordination be added to the
definition, or that comparahle
definitions be provided lor (hese
entilies,

A few commenters objected lo (he
consenl requirements limiting recipienls
lu entilies with a “lrealing provider
relationship,™ and suggested that the
requirement be climinated, or the term
ha redefined (o include entilies that
pravide care managemenl, A lew
commenters also disagreed wilh the
interpretalion that equates making an
appointment with an agreement to
diagnose or lreal.

Some comnnienters raised @ number of
questions about the definition,
including whether the definition applies
lo each hospital in a system or to the
system as a whole: whether the
definition applies lo Medicaid managed
gare prograins with mandatory
enrollment: whether a care coordination
entity can form a treating provider
relalionship with an individual: and
whether ancillary providers, such as
laboralories, pharmacies. therapists.
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counsclors, or mental health specialists,
fall within the delinilion of treating
provider relationship,

SAMHSA Responsc

A trealing provider relalionship. as
delined in this final rule. beging when
an individual secks or receives health-
related assistance from an individual or
cntity who may provide assistance.
Huwever, the relationship s clearly
established when the individual or
ritity agrees to undertake diagnosis.
evaluaiion, and/or trealment of the
palient, or consullation wilh (he palient,
and the patient agrees to be treated,
whether or nol there has been an aclual
in-person encounter between the
individual or entity ane the paticnt.
When a palienl is not regarded as baing
legally competenl under the laws of
their jurisdiction. such as when a
paticnt is subject to an involuntary
commitment (i.e., formally commitied
for behavioral health treatment by a
rourl, hoard, commission, or other legal
aulhoritv), a trealing provider
relationship may be eslablished when a
paticnt is, agrees ta, ar is legally
required to be provided consultation,
diagnosis, cvaluation, and/or treatment
by an individual or entity. A trealing
provider relationship may he
sslablished whether or nol there has
been an actual in-person concounter
hetween the individual or entity and
palient, A trealing provider relationship
with a paticnt may be cstablished by
any member of the health care team as
lony as the eelationship meets the
definition of “Treating provider
relationship.” SAMHSA believes that
further specification in this delinition is
URNCCeSSary.

c. Withdrawal Management

SAMHSA is adopling this definilion
as proposcd. SAMHSA has removed the
definition of *Detoxification treatment™
and replaced it with the definition of
the currentlv acueptable term
“Withdrawal managemen!' as indicaled
in Lthe American Seciety of Addiction
Medicine (ASAM]) Principles of
Addiction Medicing, 5t adition. !

Public Comments

Ong commenter supporled replacing
the term “Detoxificalion trealment”
with the term “Withdrawal
managenent,”

SAMHSA Respunsc
SAMHSA appreciates this support,

TASAM Principles of Addliction Medicine, 5th
ecilion, 2014, Richard Ries ot al., aditor, Mt/
wivwasairondgualitv-practioe/essontind-texthooks/
principles-of-uddiction-medicine [last accessed
Aup. 1, 20TE)L

2, Existing Delinilions
a. Genlral Regislry

SAMHSA is adopting this delinition
as proposed. SAMHSA has updaled the
definilion of “Central registey™ fo
incarparate currently accepted
terminology.

Publie: Comments

One commenter staled that the NPRM
preamble described (he proposed
revisions Lo the definition of *‘central
registry' as changes to “update
terminology to make the definition
clearer.” rather than delailing the
proposed changes o the delinilion, so
there was insufficient informalion for
public comment,

SAMHSA Response

Exact language for (he definition of
“central registry” was provided in the
NPRM regutlation {exl and is being
adopted as proposed.

h. Disclose or Disclosure

SAMHSA is modifving the proposed
definilion of “Disclose™ Lo specilically
cover diagnosis, trealment. and reflerral
fur Ireatment for subslance use disorder,
as follows: “* Disclose means to
communicate any information
identifving a paticnt as being or having
heen diagnosed with a subslance use
disorder, having or having had a
suhstance use disorder. or being or
having been relerred Tor (reatment of a
substance use disorder either directly.
by relerence to publicly available
information, or through verification of
such identification by another person.™
We have updated terminology and mmade
the definition clearer. SAMHSA has
defined only one word, "Disclose,”
since il is implied thal the same
definition applies to other forms of the
word.

Public Commuoenis

A commenter encouraged SAMHSA
1o develop guidance and promote
standurds adoption for the identilication
of part 2 data so that the
implementation and applicabilitv of
concrete restriclions and obligations can
he applied to the disclosure of such
data, Another commenler urged
coordination between the definitions of
“disclosure” of a substance use disorder
and a currcot or former “ paticnt,”
hecause someone may have a past
substance use disorder but may not have
heen a [lormer patienl, A commenler
stated that the NPRM preamble
duescrihed the proposed revisions to tho
definition of “disclosure™ as changes to
“updale lerminolusy and make the
Unfinilion clearer.” rather than detailing
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Lhe proposcd changes to the definition,
so there was insufficient information for
public commenl. SAMHSA Response

Will regard to developing
subregulatery guidance and promaoting
standards adoption, SAMHSA is an
organizational member of Health Level
7 (HL7} and is working to ensure thal
health 1T standards support the needs of
behavioral liealth treatment paticnts and
providers. SAMHSA has supported the
creation of several HL7 standards,
including the Composite Privacy
Consent Directive Domain Analysis
Model to capture the requirement of
states and federal agencies. Thosc
requirernents were reflected in the G for
Clinical Document Architecture Releasc
2 {CDA R2) to provide a standard-hased
electronic reprosentalion of a consent to
support the management ol consent
dircctives and policics.

[n response to comments urging
coordination between the definition of
“disclosure' and a current or former
paticnt, SAMHSA has expanded the
definition of “*disclose” (o include any
informstion identifying a patient as
“being ar having been diagnosed with a
substance usc disorder, having or
having had a substance use disorder, or
being or having heen referred for
treatment ol @ subslance use disorder,”
Exact language for the definition of
“disclosure’ was provided in the NPRM
rogulalory lext and is being adopted as
proposcd. We note that to the extent an
individual may have had a pasl
substance use disorder diagnosis. but
never soughl or received diagnosis,
Lrealment, or refereal for substance use
disorder lrralment, the definition of
paticnit would not cover such individual
and the part 2 regulations would not
apply to that individual's health
information unless and until the
individual is a patient as delined
these regulalions.

o. Mainicnance Treatment

SAMHSA is modifving this definition
fronn whal was proposed hy replacing
the term “'pharmacotherapy™ with the
phrase “*long-term pharmacotherapy™
for purposes uf clarity Lo read as
follows: "Maintenance treatment means
long-term pharmacotherapy for
individuals with subslance use
disorders Lhal reduces the pathological
pursuil of reward and/or veliel and
supporls rermssion of substance use
disorder-related symptoms.” As
compared to the 1987 final rule
definition of "Maintenance treatiment,””
SAMHSA updaled terminolopy in the
delinilion and moved it from §2.34 to
§2.11,
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Public Comments

A commenter slated that the NPRM
preamble described the propased
revisions to the definition of
“maintenance lreatment” as changes to
“update terminology and make the
definition clearse.” rather than detailing
the proposed changes to the definition,
so there was insufficient information for
puhblic comment,

SAMHSA Respanse

Exact language fur the proposed
definition ol “maintenance treatment”
was providoed in the NPRM regulation
toxt at 81 R 7014.

d. Member Program

In response to cominents received,
SAMHSA has reviscd the definition of
“Membaor progran.” by replacing a
relerence to a specific geographic
distance. so it reads as follows:
“Member program means a withdrawal
management or imaintenance treatinent
program which reports paticnt
idenlilying informalion to a cenlral
repisley and which is in the same stale
as Lhal central registey oris in a slate
that participales in data sharing with the
central registry of the program in
queslion.”

Puthlic Comments

A commoenter asserted that tha 125-
mile dislance Lo a stale horder limitation
comtained within the definition of
“member program™ docs not adequately
recognize the geographic realities of
states wilh significant rural and frontier
areas, and the commenter strongly
sugpested thal it be eliminated.,

SAMHSA Response

In response {o the comment.
SAMHSA has removed the distance
from Lhe definilion to address the
concerns about rural arcas and replaced
it with "'is in a stala thal participates in
data sharing with the central registry of
the program in quesliion.” We removed
the distance requirement from the
definifion ol “Member program™ to
reflect that in some states (e.g., with
rural areas) the distance from the border
of the state in which the central registry
is located may exceed 125 miles,

e, Palient

SAMHSA is adopting this definition
as proposed. To cmphasizo that the term
“Patiend” refers to both current and
former patients, SAMHSA has revised
the delinition as follows; " Patient
means any individual who has applied
for or been given diagnosis, trealmont,
or referral for treatment {or a substance
use disorder al a parl 2 program, Patient
includes any individual who. aller

arrcst on a criminal charge, is identificd
as an individual with a substance use
disorder in order lo determine that
individual's eligibility to participate in
a part 2 program, Thix delinition
includes both current and former
palicnts.”

Public Comments

One comment oppasced the inclusion
of former palients in the deflinilion
because retrospeclive outcome sludies
would be difficult to conduct breause
many palicnls relocale or their contact
information becomes otherwise
unobtainable for purposes of abtaining
consent {o disclose and use palient
identifving information. One cominenter
opposad including in the delinition
individuals who “applied for” but did
not receive a diagnosis and also asked
who makes the identification of an
individual with a substance use
disurder. Another commenter suggested
thal the delinition should include
individuals participating in prevention
programs and recovery support
programs. A commaenter asked whether
the definition includes an individual
who has been involuntarily committled
to a program for treatment and
suggested that the final rule clarify that
such an individual is considered a
paticnt and entitled to part 2'y
proleclions,

SAMHSA Responso

Reparding the opposilien to including
former paticnts in the definition of
“Patient”™ hocause retrospective outcome
studies would be difficult to conduct,
Lthis concern appears (o he based on a
misunderstanding that a consent
requires a specilic expiration date. A
part 2-compliant consent form must list
the date, event, or condition upon
which the consent will expire, if not
revoked before. Therelore. it would be
permissible for a consenl form lo specily
the evenl ar condilion that will resull in
revocation, such as having its expiration
dale be “upon my death.”
Consequently. it is possible for
researchers Lo obtain consents Lhat
would permit retrospeclive oulcome
studlies,

Reparding the inclusion of “applied
for” in the deflinition of "Palient.” thig
delinition has not changed from that
included in the 1987 final rule except to
replace “alcobol and drug abuse™ with
“gubslance use disorder,” SAMHSA
declings lo make the recommended
change since no olher concerns
regarding the inclusion of “appliced for”
have been received in over 29 years.
Paticnts who arc involuntarily
commitied lo participating in or
receiving substance use disorder
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services from a parl 2 program arc
covercd by the definition. SAMHSA
declines to accept the suggestion that
the definition should he expanded to
cover patients in prevenlion programs
as such prograins arc not covered by the
definition of a panl 2 program,

[. Paticnt Identilying Inforination

SAMHSA is modifying the definition
as proposed to: (1) Clarify that SAMHSA
intends for tho identifiers listed in the
HIPAA Privacy Rule al 45 CFR
164.514(h}2)(i} hat are not already
included in the delinition of palient
identifying information to meet the “or
similar information™ standard; (2} delete
the word “publicly” from the phrase
“can be determined with reasonabla
accuracy cither dircctly or by reference
to other publicly available information™;
and [3) to revise the last sentence as
follows: for internal usce only by the part
2 program, if (hat number does nol
consist of, or contain numbers (such as
a social security, ur driver's license
number) Lthat could be used to identify
a patient with reasonable accuracy from
sources external to the part 2 pragram.”

SAMHSA intends for Lhe identiliers
listed in the HIPAA Privacy Rule al 43
CI'R 164.514(b}(2)(i) that arc not alrcady
included in the delinition of “Patient
identifying informalion™ to mect the
following clause; “'or similar
information.” Those HIPAA Privacy
Rule identificrs arc:

{1} Namg;

{2} All geographic subdivisions
smaller than a [s|tate, including stroct
address. city. counly. precinct. #ip code.
and their equivalent peocodes, excepl
for the inilial three digits of a zip code
if, according o the current publicly
available data from the Burcau of the
Census:

(1} The geographic unil formed hy
combining all zip codes with the same
three initial digits contains more than
20.000 peaple; and

(i1} The inilial three digits of a zip
code lor all such gevaraphic units
containing 20,000 or fewer people is
changed to 0OC:

{3} All clemients of dates (except vear)
for dates directly relaled Lo an
individual, including hirth date.
acdmission dale, discharge date, dale of
death: and all ages over 89 and all
elements of dates (including vear)
indicative of such age, except that such
ages and clements may be agpregaled
inio a single catepory of age 90 or older;

(4) Telephone numbers;

(5) I'ax numbors;

(6} Llectronic mail addresses:

{7} Social sccurity numbers;

{8} Medical record numbers:

(9} Health plan beneliciary numbers:
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(10) Accounl numbers;

(11} Certificate/license numbers:

(12) Vehicle identificrs and serial
numbers. including license plate
numbers:

(13} Device identifiers and serial
numbers:

(14) Waeb Universal Resource Locators
{LJRLs):

(15} Inlernel Protocal (IP) addruss
numbers;

(1G] Biometric identiliers, including
finger and voice prints;

(17) Full face pholographic images
and any comparable image: or

(18] Any other unique identifving
number, characierislic, or code.

Public Comments

A few commenlers urged that (he
definition of “*Patient identiflying
information” be aligned with the
“profected health information,”
including the patient identifiers, under
HIPAA. One commenter recommended
that telephone numbers and email
addresses should be mentioned because
they arc accessible by clectronic means.
Another commenter suggested that
SAMHSA delete the reference to
publicly available informalion: use a
phirase such as, “inforination with
respect to which there is a reasonable
basis to believe that the information can
be used to identify the individual™; and
mention other identificrs assigned to an
individual, including credit card
numbers, driver's license numbers, and
aulomobile license numbers.

SAMHSA Responsc

The HIPAA Privacy Rule, al 45 CFR
164.514(h)(2)(i), enumerales 18
identifiers that make health infnrmation
individually identifiable. SAMHSA
considers anv of these identificrs to be
palient identilying inlormation either
because SAMHSA has explicitly listed
the idenlilier in the definilion of palient
identifying information in 42 CIR parl
2 or because SAMHSA considers the
identificr to he *similar information’
{See §2.11 Delinitions). Also as
suggested. SAMHSA has deleted the
word "“publicly” from the phrase “can
be determined with reasonable accuracy
cither directly or by reference to other
publicly available information;"

g, Person

SAMHSA is adopling this definilion
as proposed, SAMHSA has revised the
definition of *'Person™ to clearly
indicate that “Person™ is also referred to
as individual or entity.

Public Comments

A commenter urged SAMHSA to
recognize an “Afliliated Covered Entity”

under HIPAA as an “'entitv” in the
definition of “Person.” Another
commenler asked that the definilion
specify that it includes limiled liability
companies. A commanter suggested
remnoving the redundant parenthetical at
the end of the proposed delinition.

SAMHSA Response

SAMHSA has determined that nao
change is needed in response to the
commenls; the delinilion covers any
legal entily. SAMHSA declines to delete
Lhe clarilying parenthetical at the end of
the definition since the lerms
“individual™ and "entity” are more
intuitive lhan the torm “'person,’” as
defined in these regulations.

h. Program

SAMHSA decided nol to finalize its
proposed changes Lo the definition of
“Program.” bul did make minor updates
to the terminology in the text. We are,
howoever. finalizing certain other minor
changes to the proposed definition 1o
update terminolopy so Lhal it is
consislent with current best praclice.

First, SAMHSA moved the reference
to examples from the definition of
"Program” {o the deflinition of "*Parl 2
program.”

Second. we retain the language
changes from drug and/or alcohol abusc
{o substance use disorder.

Finally, as stated in the NPRM.
SAMHSA clarifies that paragraph (1) of
the definilion of “Program™ would not
apply to “general medical lacilitias™,
However, paragraphs (2} and (3) of the
definition of “Program™ would apply to
“gencral medical facilities.™

Public Commenis

A fow commenters expressed support
for the revised definition of “Program.”

However, many commenliers penerally
opposed the proposed revision to the
delinition of “Program,” The reasons
primarily related Lo interpretalions that
SAMHSA dird not inlend to imply.
Many commenlers asked that SAMHSA
nol call cut peneral medical practices as
a separate category of provider excluded
from paragraph one but included in
paragraphs two and three of the
delinilion of program,

Some commenlers requested
clarification in various arcas, including
the meaning and examples of "holds
itsolf out;” determining " primary
function:™ irealment of hehavioral
health clinics and community mental
health centers; roles of general medical
or dental practices that engage in
scroening, brief intervention, and
vizlerrals for treatment (SBIRT) aclivilies.
and co-localed substance abuse/mental
health counselors: whelher covered pan
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2 facilitics provide some, primarily
provide, nr only provide substance use
disorder diagnosis, treatment, and
relerral to (reatment; physicians who
prescribe buprenorphine products and
pharmacies that fill thase prescriptions;
# gencral psychiatric unit that also
provides substance use disorder
lrealment: and offering patients
integraled behavioral heallh care in a
primary care setling.

Some commenters suggesled limiling
programs to those that meet a4 minimum
standard, are specifically licensed,
credentialed, or accredited, such as state
licensure. Several commenlors asked
that SAMHSA provide an exception lor
pharmacists and pharmacies or dentists.
Lastly, a commenter said the rule
should include rehabilitation conters as
medical facilities,

SAMHSA Response

Based on the number and type of
comments received regarding including
general medical practices in the
Program delinilion, SAMHSA has
docided not {o finalize the general
medical praclices language in the final
rule. The number and (ype of comments
led SAMHSA to helicve separating out
general medical practices from general
medical facilitivs was more conlusing
than clarifying, Most commenters
indicaled a belief that SAMHSA was
expanding the definition of program lo
include individuals and enlities that
had nol previously been covered. As
we've previously noted in our publicly
availahle FAQ guidance, a practice
comprised ol primary care providers
could be considered a “peneral medical
facility and be subjecl lo 42 CFR part 2
if they are hoth “'federally assisled” and
meet the definition of a program under
42 CIFR 2.11. Nevertheless, consistent
with the definition of a “program™:

1. [l'a provider is not a peneral medical
care facility, then the provider mesls the part
2 definition ul a “Program™ if it is an
individual or entily who holds itsell oul as
providing. and provides substance use
disorder diagnosis, treatment, or referral lor
lreatment,

2. II'the provider is an identilied unit
within a general medical facilily, it isa
“Program” il il holds itsell out as providing,
and provides, substance usc disorder
diagnosis, lreatment, or relerral for reatment.

3. if the provider consists of medical
personnel or other stall in a gencral medical
facility. it ig a "Trogram™ il ils primary
funclion is the provision of subslanos use
disovder diagnosis, treatment, or referval for
treatment and is identified as sueh
specinlized medical personnel or other stalf
by the general medical tacility,

SAMHSA's FAQ guidance further
atldresses Lho issue of what constitutes
a general medical facility, This FAQ
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suidance clarifics that, while the torm
“gengral medical care [acility” is not
delined in the definilions seclion of 42
CFR 2.11, hospitals, trauma centers, or
federally qualified health centers would
generally be considered “general
medical care™ facilities. Therefor,
primary care providers who work in
such facilities would only mect part 2°s
delinition al'a program i (1) they work
in an identified unit within such general
maedical facility that holds itsclf out as
providing, and provides, substance use
disorder diagnosis, treatment or referral
for treatment, or (2) the primary
function of the provider is substance use
disorder diagnaosis, treatment or reforral
{or treatment and Lhay are identified as
providers of sucl: services. I addition.
a practice comprised of primary care
providers could be considered a
“gencral medical facilitv.” As such,
only an identifed unit within that
general medical care lacilily which
holds itself out as providing and
provides subslance use disorder
diapnosis, treatment or refarral [or
treatment would be considered a
“progeam’” under the definifion in the
part 2 regulations. Medical personnal or
stafl within that facilitv whose primary
function is the provision of those
services and who are identified as such
providers would also qualify as a
“program’ under the delinifion in the
part 2 regulations, Other units or
practitioners within that general
medical care facility would not meel the
definition of & parl 2 program unless
such units or practitioners also hold
themselves oul as providing and
pravide substance usc disorder
diagnosis, treatment or referral for
treatment.

SAMHSA also clarilies that the
prograin definition does not
categorically exclude buprenorphine
providers. However, holding a waiver lo
prescribe buprenorphine or holding a
waiver and prescribing buprenorphine
as parl of primary care praciice also
docs not lead to categorical inclusion of
providers in the definition ol a part 2
program; such determinatinns are fact-
specific. Also, a health care provider
that does not olherwise meet Lhe
definition of a part 2 program would not
become a program simply because they
provided screening. hriel intervention,
and/or referral to treabment within the
context ol general health care. SBIRT is
discussed in further detail under
Scction V.E (Applicability) bulow.

Regarding comments on the meaning
of “primary funclion,” SAMHSA did
nal propose a delinition of “primary
function™ because it has not historically
received many, il any. questions on its
meaning,

Consistent with previously published
I'AQ guidance, we reitcrate that “Holds
itself out™ means any aclivily thal
would lead one to reasonably conclude
that the individual or enlity provides
substance use disorder diagnosis,
treatment, or reforral for treatment,
including but nat limited ta:

e Authorization hy the state or federal
governmaent (rpo. licensed, cortified,
repistared) to provide, and provides,
such services,

» Adverlisements. nolices, or
stalements relalive to such services. or

» Consullalion aclivilies relalive to
such services,

t. Qualified Service Organization

SAMHSA is adopting the definition of
"Qualified Service Organization™ as
proposed. SAMHSA has revised Lhe
definilion of QSO (o include populalion
health management in the list of
examples of services a QSO may
provide. SAMHSA also revised the term
“medical services™ as listed in the
examples of permissible services offered
by a QS0 to clarily that il is limited o
“medical stalfing services,” SAMHSA
macde this revision to emphasize that
)50As should nol be used Lo avoid
obtaining paticnt consent.

Public Comments

A large number of commenlers
supported the proposed QSO definilion.
particularly the addition of “population
health management.” Many commenters
requestud a clarvification or 4 narrow
delinition of “population heallh
managemoent.”’

SAMHSA Respanse

SAMHSA provided puidance in the
NPRM preamble regarding what
constilules population health
management services. Specifically,
pupulation health management refors to
increasing desired health outcomes and
condilions through monitoring and
identilving individual patienls withina
group, To achieve the best oulcomes,
providers must supply proactive,
preventive, and chronic care to all of
their patients, both during and between
encounters wilh the health care system,
For palients wilh substance use
disorders, who oflen have comorhid
condilions, proactive, preventive, and
clhironic care is imporant to achicving
cdesired outcomes. Any QSOA exccuted
between a part 2 program and an
organizalion providing population
health management services would be
limited to the office{s} or unii(s)
responsible for population hnalth
management in the organization (e.g..
the ACO, CCO, CPCMH. or managed
care organization [MCO]), nat the enlire
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organizatian and not its participants
(e.g.. case managers, physicians,
addiction counsclors, hospitals. and
clinics), Howover, the prescnce of a
QS0A does not preclude disclosures of
patient idenlifving information to other
individuals within (hese organizalions
based on a valid part 2-compliant
consent.

Public Comuncnts

Some commenters requesled
clarificatinn about the definition, such
as whelher an HIE could be considered
4 QS80; whether the definition, which
includes “an individual,” can includo
members of the covered entily’s
workforce; and whether puhblic health
managemenl stafl can share part 2
information wilh case managers.

A few commenters expressed
opposilion to the proposed delinilion of
Q50. asscrting that patient consent
should biz ablained before making a
disclosure of substance use disorder
inlormation to mulliple entilies.
Another commenter warned that under
the definition, it would be diilicull to
track which part 2 paticnls may or may
not be within a population health
program at any given (imy.

SAMHSA Response

The NPRM as well as the current
(1987) definition of QSO uses the term
person, Person is defined in the current
(1987) rcgulations as: ' Person means an
individual, partnurship, corporation,
federal, state or local government
agency, or any olher legal enlity.,” The
NPRM definilion proposed a
parenthuelical; *(also referred to ns
individual or entity).” Becuuse both the
1987 regulations and the NPRM
definition of person includes both
individuals and enlities. the definition
of the lerm QSO has always included
both individual and entitics, tha
definition of the torm QSO has alwavs
included individuals, as well as entitics.

Whether the QSO definition applies
to members of an entity's workforce and
case managers depends on whether they
mueel the definilion of QSO as defined
in §2,11 because such delerminations
are fact-specific. An individual or entity
wha does net incel the definition of a
)50 may, however. mect the definition
of “Treating provider relationship™ for
the purposes of oblaining consent,
Likewise, care coordinalion was not
added to the list of examples of
permissible services offered by a Q50
bacause care coordination has a patient
lrealmenl component,

Under Lhe parl 2 governing slatute,
paticnt records pertaining to the
patient’s substance use disorder may he
shared only with the prior wrillen
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consent of Lhe patienl or as permilted
under the parl 2 statute, regulations. or
guidance. However. the regulations may
comtain such definitions, and may
provide for such safeguards and
procedures, including procedures and
criteria for the issuance and scope of
orders. as in the judgment ol the
Secretary are necessary or proper to
effecluale the purposes ol this statule. to
prevent circumvyention or ¢vasion
thercof. or to facilitate compliance
therewilh,

Regarding Lthe concern about
disclosing to mulliple entilies under a
(SOA, as noted above, any QS0OA
execuled between a part 2 program and
an organization providing population
health managemoent services would be
limited 1o the office(s) or unit(s)/
erttity(ies) responsible for pupulation
health management for (he organization
(e.g.. the ACO. CCO. CPCMH. or MCO).
not the entire organization and not its
participanls (e.g.. case managers,
physicians, addiction counsclors,
hospitals. and clinics),

Public Comnments

Commenters provided various
suggestions to improve the definition.
Several commenters said the definition
should be expanded to permit a multi-
party agreement for multi-directional
sharing of information, Commenters
said the description of the provision
should address overlapping
requirements ol HIPAA and parl 2 with
respect lo conlractual agreemenls and
sorvices such as data processing and
billing. A commenter said facilitating
rnitities should be able to enter into Q50
apreemenis wilh parlicipating praviders
to perform quality improvement
activilies. Another commenter said (he
(250 exception to restrictions on
disclosure shouid apply to third-party
payers and other holdoers of part 2
informalion, and the definition should
include ather functions to support
impruved care delivery,

SAMHSA Responsc

Part 2 and its implemenling statule
ar¢ much mora restrictive than HIPAA,
Because 42 CFR parl 2 and its governing
statule arc separate and distinct from
HIPAA, the part 2 regulations usc
different terminology than used in
HIPAA. However. SAMHSA aligned
palicy with HIPAA where possible.

Because a QSOA is a {wo-way
agreement belween a part 2 program and
the entily providing the part 2 program
and an individual or entity providing a
service o a parl 2 program, agrecments
between more than those two parties
{e.g. mulli-parly agreemenls) are
prohibited. A QS0A cannat be used to

avoid obtaining paticat consent in the
treatment context,

As stated previously in this preamble,
SAMHSA is issuing an SNPRM to seek
further comments and information on
the disclosure lo and use ol part 2
infonnation by the contraclors and
suhcontractors of third-party payers and
other lawful holders fur purpuses ol
paymenl, health care operalions, and
other health care related activitics
belore eslablishing any appropriate
rostrictions on disclosurcs 1o them.

Publi¢ Commenis

Commenlers generally expressed
opposition to the change of “medical
services' to “medical staffing services”
in the delinition. A commuenter
expressed opposition to the
interpretation Lhal the QSO agreament
cxecuted between a part 2 program and
an organizalion that provided
population health management services
would be limited Lo a specific office(s)
or unit{s} within the organization that
is/are tasked with carrving out such
SCTVicos.

SAMHSA Response

SAMHSA has revised the term
“medical services™ as listed in the
examples of permissible services offered
by a QSO to clarify that it is limited (o
“medical stalfing services.” SAMHSA
proposed to make this revision to
smphasize thal QS0As should not be
used ta avoid obtaining patient consent,
Accordingly. a QSOA could be used hy
a pari 2 program to contract with a
provider of on-call coverage services
(previously clarified in FAQ guidance)
ar other medical stalling services bul
could nul be used to disclose John Doe’s
paticnt identifying inlormation to his
primary carce doctor for the purposc of
treatment {other than that provided
under a QS0A for medical staffing
services). However. an individual or
enlity wha ix prohibiled from providing
treatment to an individual paticnt under
a QSOA may still meet the requirements
of having a treating provider
relationship (as that lerm is delined in
§2.11) with respoect to the consent
requiremenisin §2,31.

With respect to the comment
regarding an organization praviding
population health management services,
a Q50A is a two-way agreenient
between a part 2 program and the entity
providing the service. We reiterale thal
disclosures by a QSO pursuant tu a
QS0A exccuted hetwern a part 2
program and an organization that
provides population health management
services would be limited to a specilic
ollice(s) or unil(s)/enlity(ies) thal is/are
lasked with careying oul such services
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for the organization. SAMHSA helieves
Lthis i3 a needoed safoguard to limit
disclosures to that which is rcasonably
nccessary to carry out services under the

Qs0A,
Public Comments

Many commenters expressetl
opposition to the exclusion of “care
coordination” from the QSO definition
or requesled clarificalion for the
meaning of “carc coordination.” Some
commenters specifically requested
adding care coordinalion to the list of
services a Q50 may provide, reasoning
thal it would facililate inlegrated
substance use disorder, health, and
mental health services. The commenters
asserted that the addilion would henefil
paticnls’ health, safcty, and quality of
life while maintaining confidentiality
proleclions.

SAMHSA Response

In the NPRM, SAMHSA clarified that
an individual or enlity is prohibited
from providing treatment to an
individual patien! under a QS0A,
SAMHSA has revised (he term “medical
services™ as listed in the examples of
permissible services ollered by a QS0 tu
clarify that it is limited to “medical
staffing services.” SAMHSA proposed to
make this revision lo emphasize that
{JS0OAs should oot be used to aveid
abiaining palient consenl. Accordingly,
a QS0A could be used hy a part 2
program la contracl with a provider of
on-call coverage services (previously
clarified in FAQ guidance) or other
medical stalling services. bul could not
be used to disclose John Doe's patient
identilying information to his primary
care doctor for the purpose of treatment
(vther than that provided under a QS0A
for medical stafling services). For this
rgason, care coordinalion and
medicalion managemenl. both al which
have a lreatmenl component, were not
added to the list of examples of
permissible services offercd by a Q50
However, an individual or entity who is
prohibited [rom providing trealment Lo
an individual patient under a QSOA
may still meel the raquirements of
having a treating provider relationship
(as that term is defined in § 2.11) with
respect 1o the consent requirements in
§2.31.

Regarding the request to clarify Lhe
meaning af “care coordination™ and
how it dilfers from “population health
managemenl,” hecause SAMHSA
decided not to include care
coordination in the cxamples of
permissible services under the
definition ol a QS0. we did nol define
(he lerm *care coordination™ in the
NPRM and. therelore. decline (o do so
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in this final rule. Population health
management refers (o increasing desired
health cutcomes and conditions through
monitoring and identifying patients
williin a group,

j. Rucords

SAMHSA has reviscd the proposed
delinition, As suggested by commenters,
SAMHSA has moclificd the definition of
“Records™ hy adding “created by™ and
a parenthelical with examples to read as
follows: ' Records means any
informalion, whelher recorded or not.
created by, received, or acquired by a
part 2 program rclating to a paticnt (e.g.,
diagnosis, (reatment and refereal for
treatment information, billing
information, emails, voice mails, and
texts), For the purpose ol these
regulations. records include both paper
and uleclronic records.” SAMHSA
revised the defintion of “Records™ o
include any information, whether
recorded or nol, which includes verbal
commuinications, crealed. received or
acquired by a parl 2 program relating to
a patient. The revised definition makes
clear that. for the purposc of the part 2
regulations, records include both paper
and electronic records,

Public Comments

A commenter remarkoed that the
proposcd delinition of “records™ does
nol address "identiliability,”” asserling
that information that is not individually
identifiable, that is not reasonably
capable ol being re-identified, or that is
apgregale may nol need Lo be covered by
the delinition of record. Regarding the
phrase *'whether recorded or not™ in the
proposed definition, a couple of
conuncnlers requested guidance on
what constilules "unrecorded
informalion.”

SAMHSA Response

SAMHSA clarifivs that unrecorded
informalion includes verbal
communications and is shll considered
pari of the record. To add further clarity
to the definition, SAMHSA has revised
the definition of "Records™ from the
proposed language by adding examples
(e.g.. diagnosis, trealment and relerral
for treatment information, hilling
information. ematls, voice mails, and
texts). SAMHSA also added the phrasc
“created by’ to clarify that “records™
inclucles information received, acquired,
or created by a part 2 program relaling
tc a patient, Regarcding “idenlifiability,”
identification is addressed in the term
“Paticnt identifying information,” not in
the definition of "Record.™ The
definition of records is just that and
doss not address information [hat may
be disclosed.

k. Troatmenl

SAMHSA is adopting Lhe proposed
delinition of “*Treatment.” SAMHSA
has deleted the Llerm "management”
from the "Trealment™ deflinition,

Public Comments

A lew commenlers opposed the
proposed removal of the term
“management’ from the definition of
“treatment” because the narrower
definition would decrease information
sharing and have a chilling effect on
care coordination. A couple of
commenters urged that “treatment™”
should be limiled lo care of the
substance use disorder and nol be
extended to include care of other
medical conditions secondary to or thal
arost hecause of the substance use
disorder. Onc coinmenlter suggested that
“care’” should he defined as it is used
in the dehnition of “treatment.”™

SAMHSA Responsc

SAMHSA removed the term
“management” from the definition of
"Trealment™ because in loday’s health
care environment, “management” has a
much broader meaning than it did when
the regulations were lasl revised.
Treatment is not limited to care of the
substance use disorder hocause patients
wilh a subslance use disorder often have
comorbid conditions.

3. Terminology Changes

SAMHSA is adopting the changes
proposed in this section, as described in
the NPRM. In addition to changes to
several definitions. SAMHSA is also
implementing several terminology
changes intended to ensure consistency
in the use of lermy throughoul (he
regulations and to increase the
understandability of the rule. First, we
made revisions to consislently refer Lo
law cnforcement as “'law cnforcement
agencies or officials,”™ Secondly,
SAMHSA revised the part 2 regulations
to use the term “entily” instead of
“organizalion” wherever possible.
Thirdly. SAMHSA clarifies that, for the
purposcs of this regulation, the term
“wrilten” includes both paper and
¢lectronic documentation. Fourthly, we
use the phrase "part 2 program or other
lawful holder of patient identilying
information’’ to refer to a part 2 program
or uther individual or enlity that is in
law ful possession of patient identifying
information. A “lawful holder” of
palienl idenlifying informalion is an
individual or entily who has received
such information as the result of o part
2-zompliant patient consent {(with a
prohibition on re-disclosure notice} or
as a resull of one of the exceptions to
the consent requirements in the slatute
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or iniplementing regulations and,
therelore. is bound by 42 CFR parl 2.

Public Commenls

One commenter requested
clarification about what enlities are
considered “'lawful halders™ of paticnt
identifying information in the context of
complex health care syslems. For
example, would the parent company of
a health care system. vach specilic
hospital. or each entily alfiliated with
the health care system b considered a
“law (1] holder?

Anolher commenter urged that (he
lerm “other lawful holder™ should be
clearly defined in the final rule.

SAMHSA Rosponsc

A "lawful holder™ of patient
identifying inforination is an individual
or entily who has raceived such
information as the result of a part 2-
compliant patient consent (with a
prohibition on re-disclosure notice) or
as permitted under the part 2 statute,
regulalions. or guidance and. therefore,
is bound by 42 CFR part 2. SAMHSA
cannot determine what entitics are
“lawful holders™ because such
determinationg are fuct-specific. In
addition, SAMHSA determined that it
was not leasible 1o define all law(lul
holders of information so has not
included a definition in the rule. As
explained in (he NPRM, examples of
“lawflul holders™ include a patient’s
treating provider. a hospital emergency
roonl, an insurance company. an
individual or entity perlorming an audit
or cvaluation, or an individual or entity
conducing scientific rescarch, This list
provided in the NPRM was inicnded
only as an illustrative example of who
could be a lawtul holder.

4, Other Comments on Deflinitions
Public Commcents

Many commenters expressed general
support for the proposed clarification of
definitions. Sume commenters sought
new definitions lor teems including HIE;
recipient: population health
managemenl and care coordination;
population health: re-disclosure; law
enforcemenl agency or olficial:
repository: and scienlific rescarch.

Several commenlers addressed he
“allernative approach” discussed in the
NPRM lor allowing disclosure (o
treating providers by requesting the
addition of a definition [or
“organizalion” lo §2.11. Commenters
generally supported a clear definition of
“organization” to allow for the exchange
of part 2 information. One commeniar,
however, opposed relying upon a
definition rather than specilying the
process [or consenl in the rule ilsell.
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SAMHSA Responsc

SAMHSA did not propose delinitions
for the terms suggested and has decided
not to pursuc the "alternalive approach™
since that approach as wrilten received
no support and only 2 commmenters
supported the “allernalive approach
with suggested rovisions.” Based on
comments received, the agency has
addressed disclosures la treating
providers within (his rule’s consenl
requirements,

I. Applicability {§2.12]

SAMHSA is adopting this seclion as
proposcd. In addition to the revisions to
the delintion ol “Propram' and Ihe
addilion of a definition lor “Parl 2
program” meutioned above, SAMHSA
has revised §:2.12(d}H2)(i}(C) so that
restrictions on disclosures also apply to
individuals or entities who receive
palient records from other law(ul
holders of patienl idenlifying
informalion {see § 2,11, Terminology
Changes). Patient records subject to
thase rogulations include patient
records maintained by parl 2 programs,
as well as those records in Lhe
possession ol “olther lawful holders of
palient identifving information.”
SAMHSA may issuc additional
subregulatory guidance addressing the
applicahility section, as decmed
necessary, after publicalion of the [inal
rule.

Public Commeoents

A fow commaenters supporled Lhe
proposed applicability provisions. Somn
commenters cited relevant preamble
language but remained uncertain about
who qualilies as a part 2 provider,
Several commeniers requested grealer
clarification in idenlifying part 2
coverage, including whether the
provisions apply to various models of
integrated behaviaral health and
primary care: mixed-use facilities that
provide primary care and hehavioral
bealth services or menlal bealth and
substance use treatment: certified
community behavioral health centers
that do not necessarily “primarily”
[urnish substance abuse services bul
rather provide a comprehensive
approach to care; embedded behavioral
health information within an acute care
record; a moedical facility providing
snveral distinct books of business, of
which only one receives federal
assislance; pharmacies: deatists: Druy
Addiction Treatmenl Act (DATA 2000)-
waived physicians: employee assistance
prograins that may include substance
use assessment and counseling: a
provider who hills Medicaid and
Meadicare but is nol olherwise a

“foderally assisted program:”™ and
confidential information related to
safety and incidenl reporting, A
commenler requested clarificalion about
the definition of “direct administralive
contral” in the proposed provision
related to exceptions for
communications within a part 2
program, A commenter urged
consideration for reporling by proyrams
o a public health registry and suggesied
advantages of such a requirement.

Some commenters requested
applicability exemptions, Some
commenters requested exclusions for
amployee assislance programs:;
Medicaid overutilizalion conlrol
progrants: and plang with integrated
care delivery models. Some commenters
requested exemptions to consent for
communications botween a QSO and a
part 2 program or thied-parly paver (#.g..
Medicaid] and betwnen a part 2
program. One commenter requested
clarification that consent and disclosure
requirements would not apply when the
palicnt directs electronit disclosure for
a consumgr health applicalion, A
commenler requested clarification (hal
services are only covered under part 2
if the personnel are identified as
providing substance usc disorder
treatment ouiside the organization to the
general public. Commenters lavored an
exceplion for reporting of child abuse
and elder abuse. A few commenters
mentioned carlain concerns relaled to
the proposed rule. A commenter argued
that the proposed rule would do little to
simplify requirements for providers, and
this may result in providers not
documenting subslance use disorder-
related informalion in medicul records,
Other commenlers opposed the lack of
protections in the proposal and warned
that the rule would impose constraints
and burdens on providing 4 paticnt's
behavieral heallh dala and impede
information sharing. A commenter
staled thal seneral health care
organizalions that hire an cmployee
with substance use disorder expertise
would he considered a covered cntity,
50 they may he discouraged {rom
imtegrating substance use disorder
services into their operalion. Similarly,
hospital emergency departments may be
discouraged from hiring stalf with
specialized experience in substance use
disorders, One commenier expressed
concern that the rule may extend
proleclion not jusl to records for
substance use disorder treatment, but
also to medical conditions and
medications that allow an inference that
the palient has a subslance use disorder,
One commenter argued (hal any
substance use record should be
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protected from unauthorized disclosure
for criminal justice invesligations.
Expressing support for the continued
proleclion of subslance use disorder
records from disclosure and use in
criminal investigations except under
cerlain condilions, a commenter said
that whila HIPAA and other laws also
provide similar protections, part 2 has
more sleingent due process and courl
order provisions.

One commenler argued that the
proposed rule exceeds the underlying
slatutory requirements in 42 [1.8.C,
290dd-2 by expanding protections of
substance usc information and
establishing penallics. Anather
commenter mentioned that the HITECH
revisions Lo HIPAA already require
ganeral madical facilities to utilize
cnhanced scourity measures to protect
the confidentiality and privacy of
paticnl's health records.

A few commenters advocated that the
safuguards applied 1o protected health
information (as delined under HIPAA)
for all other health conditions could
apply for substance use disorder-related
inlormation,

One commenler urged a focus on the
actual information that requires
protection. as opposed to the origin of
the Ireatment records, Similarly, anclher
commmenter exprossed disappointment
that SAMHSA rejecied the option (o
redefine the applicability ol part 2 hased
on the type of subslance use disorder
treatment services, rather than the tyvpe
of provider.

Several commenters sugoested
exceplions to the applicability of parl 2
regulations. One comincinter said
SAMHSA should create a due diligence
exceplion to allow a part 2 program'’s
records o be reviewed in tha event of
a proposcd sale of the part 2 facility.
Anolher commenter said SAMHSA
should include an exceplion to allow
disclosure of part 2 records in
connection with the secking of a grant
or much needed funding for substance
abusc paticnls. A commenter said
SAMHSA should create a payment
exceplion that would allow parl 2
programs (o submit infermalion 1o
governmental or commercial pavers
without the pationt’s prior
authorization,

Other commenters stated that
exceptions should be added for the
purpose ol seeking involuntary
commilment of an individual who poses
a likelihood of serious harm 1o self or
others by reason of a substance usc
disorder, in accordance with applicable
provisinns of state law and subject to
appropriale lerms regarding the
conlinued confidentialily of such dala.
Annthar commaenter slated (hal the rule
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should specifically permil continued
dala collection of substance use disordoer
by stale agencies, Another commenter
stated that an exceptiom limited
disclosures (o law enforcement and
othur appropriate parties in the event a
commiiled paticnl vscapes from a
treaiment facility, and (o other part 2
programs and appropriate state agencics
as necessary lor purposes of discharge
planning or transforeing a patient
without consent.

SAMHSA Responsc

With respecl to Lhe commaents
recommending aligning with HIPAA,
SAMHSA has attempted to do so in this
final rule to the extent the change was
permissible under 42 U.S.C. 290dd-2. At
the same time. part 2 and ils governing
statute are separate and distinct from
HIPAA and its implementing
regulations, Because of its targeted
population, part 2 provides more
stringenl fecleral prolections than maost
other health privacy laws, including
HIPAA.

As stated in the preamble discussion
of the applicabilily (§2.12} in the
NPRM. SAMHSA considercd options for
defining what information is covered by
part 2. including delining covered
information based on the type of
subslance use disorder (reatment
services provided instead of the type of
facility providing the services,
SAMHSA howoever, rejected that
approach because more subslance use
disorder treatment services are
ocourring in general health carce and
inlegrated care settings, which typically
are not covered under the current {1987)
regulations. Providers who in the past
offered only general or specialized
health care services (other than
subslance use disorder services} now,
on accasion. provide subslance use
disorder treatment services, but only as
incident to the provision of general
health.

The definitions of “*Part 2 program™
and “Program” arc critical to
applicability. These terms are defined in
§2.11. The response to comments on the
definition of program in this final rule
further clarilies coverage, Holding a
waiver to prescribhe buprenorphine or
lwolding a waiver and prescribing
buprenorphine as part of primary care
practice does not lead to calsgorical
inclusion of providers in the delinilion
of a part 2 program: such determinalions
are fact-specific, The same concept
applies whenever delermining
applicability,

With respeet to commeoents on parl 2
coverage, although the statute may not
be explicit with regard Lo cerlain
provisions in 42 CFR part 2, the statute

directs the Soeretary o prescribe
repulations 1o carey out the purpnse of
the stalule. which may include
definitions and may provide for such
saleguards and procedures thal in the
judgment of the Secretary are necessary
or proper to effoctuale the purposes of
this section, Lo prevent circumvention
or evasion thereof, or to facilitate
compliance Lherewith, For various
models of inlegraled behavioral health.
SAMHSA strives (o facilitate
information exchange within new
health care modcels while addressing the
legitimate privacy concerns of paticnts
secking trealment for a substance use
disorder. These conceras include, but
are nol limitnd Lo, the polential for loss
ol emplovmenl. loss of housing. lnss of
child custody, discrimination hy
medical professionals and insurers,
arrest, prosccution, and incarceration.

The response to commenls on the
definition of program in this final rule
further clarifies coverage.

SBIRT is a cluster of activities
desipned Lo identify prople who enoage
in risky substance use or who might
meet Lthe crileria lor a formal substance
use disorder. Clinical findings indicaic
that the overwhelming majority of
individuals screened in a general
medical setting do not have a subsiance
use disorder and do not need substance
use disorder treatment. A health care
provider that does not otherwise meet
the defintlion of a parl 2 program would
nol become a part 2 program simply
because they provide SBIRT within Lhe
context of general health care.

I‘or behavioral health facilities,
SAMSHA notes that federally qualified
health centers. community mental
health centers, and behavioral health
clinics meeling the definition of a part
2 program musl comply with 42 CFR
part 2 and those that do not mect the
definition of part 2 program do not have
to comply with 42 CFR part 2 unless
they become a lawful holder of patient
identifying inlormation hecause they
received palient identifying informuation
via consent (along with a notice of
prohibition on re-disclosure) or as
permilied under the parl 2 stalute.
regulalions, or guidance. Rather than
oller definitions or outline an
exhaustive list of entities that could
meet the delinition of a part 2 program,
wa preler to offor lustrative sxamples
in the explanation ol applicability
provision of (hase regulations (see
£2.12(c)(1)). SAMHSA has not received
questions in the past concerning the
definition of general medical facility.

Regarding tl]m question of part 2
applicability when a patient directs
#lectronic disclosure for a consumer
health application. the NPRM preamble
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discussion of lawful holder in the
Terminology Changes section staled: A
paticnt who has obtained a copy of their
records or a family member whao has
raceived such information from «
patient would not be considered a
Tawful helder’ of patienl identi{ving
information in (his context.”
Information disclosed by a part 2
program or a lawlul holder ol patient
identifying information is covered by 42
CI'R part 2 and requires patient consent
unless disclosure 18 otherwise permilled
under the part 2 statute or regulations.
Therefore, it is permissible for a patient
te disclose information lo a personal
health record or similar consumer
health application bul if a part 2
program or lawful holder of palicnt
identifying information discloses thal
information (o the personal health
record or other similar consumer
application on hehall ol the patient.
consenl would be required.

Regarding palient records and
Medicaid nverutilization control
programs. the prohibilion on re-
disclosure (§2.32) applies to
information that would identity,
directly or indicectly, an individual as
having heen diagnosed. treated, or
referred for treatment for a substance
use disorder. such as indicaled theough
standard medical codes. descriptive
language, or both, and allows olher
health-related information shared by the
parl 2 program o he re-disclosed. i not
prohibited by any nther applicable laws.
Under the current slalutory authority,
patient records pertaining to substance
use disorder may be shared only with
Lthe prior wrillen consgnt of the palient
or as permitted under the part 2 statule
and implemeniing regulations. In
addition, the authorizing statule
specifically enumerates the arcas of
non-applicabilily. which includes the
reporting under stale law of incidents of
suspected child abuse and neglect 1o
appropriale stale and Jucal authorities,
Therefore, SAMHSA did not adopt this
requested change. Regarding elder
abuse, il a program determines it is
important to report clder abuse,
disabled person abusg, or a (hreat (o
someone’s health or safely. or if the laws
in a program’s slate require such
reporting, the program musl make the
report anonyvmously, or in a way that
docs not disclose that the person
making the threat is a patient in the
program or has a substance usc disorder.
or obtain a courl order il time allows,

Somwe commenters asked about the
applicability of the part 2 regulations to
various facilitics or entities, such as
rehabilitation facilities. dentists, and
pharmacies. In summary, if a provider is
not a general meadical facility or does
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nal hold itself oul as providing, and
provides. substance use disorder
diagnosis. lreatment or relerral for
trealment, it would not meat the first
section ol the definition of “Program.”
If the provider is either not an identified
unit within a general medical facility
that holds ilsclf out as providing, ar
does not provide, substance use
disorder diagnosis. lrealment, or refereal
{or treatment, it does nol meel the
second section of the definition of
“Program.” Il the provider either does
nat consist of medical personnel or
other staff in a general medical facility
whose primary funclion is the provision
of substance usce disorder diagnosis,
treatment, or referral for treatment or i
nol idenlified as such specialized
medical personnel or other staff by the
general medical lacility. it does not mest
the third section of the definition of
“Program.” Whether embedded
behavioral health information is coverad
by 42 CI'R part 2 depends on several
factors; First, only patient ideniifying
information is subject to pan 2
protections. If the acute care facility
meets the definition of a part 2 program
and the information would identify,
dircetly or indirectly an individual as
having been diagnosed, treated, or
referred for Lreatment for a substance
use disorder. the information is subject
to parl 2 protections; and if the acule
care facility received the patiem
identifying information via a valid part
2 consenl {with a notice of prohibition
on re-disclosure) or as otherwise
permitted under the part 2 statute or
regulations, the inlormation is subject lo
part 2 protections.

Wilh respecl to pharmacies, when
they receive prescriptions directly from
part 2 programs. the patient idenlilying
information related to those
prescriptions is subjoct Lo 42 CPR part
2 confidentialily reslriclions las
indicated by the accompanying
prolibilion on re-disclosure nolice).
Pharmacies that veceive paper
prescriptions directly from patients (and
do nol receive a prohibilion on re-
disclosure nolice} are, therefore. not
subject to the part 2confidentiality
restrictions, However, il the pharmacy
or phannacist meets the definition of a
part 2 program. they must comply with
the part 2 regulations,

In response o the commenler’s
request for clarification that services arc
only covered under part 2 if the
persannel are identilied as providing
substance usce disorder treaiment
oulsicle the organization to the general
public, the third seclion of (he
definition of program uses the term
“personnel” o state thal medical
personngl or olher stalf in a general

medical facility whose primary function
is the provision of substance use
disorder diagnosis, treatment or referral
for treatment and who are identificd as
such providers, This section of the
definition of program does not include
the phrase “holds itself out™ as do the
lirsl two sections of the definition of
program. In the third section of the
definilion, the medical personnel or
other stafl musl be identiflied as such
specialized medical personnel or other
stall Ly the general medical lacilily,

Although commenters requesied an
axclusion for employee assistance
programs, the regulation text at
§2.12(d)(1) stales: “Coverage includes,
but is not limited to, those treatment or
rehabilitation programs, cmplayec
assistance proprams. programs within
general hospitals. school-based
programs, and privale praclitioners who
hold themselves out as providing, and
provide substance use disorder
diagnosis, trealment, or referral for
treatment.

Commenters requested an exemption
for communications between a part 2
program antd another enlity under
common ownership or control, but
SAMHSA declines to make the
requested change, However, as slated in
the regulatory text (§ 2,12(c)3}
restrictions on disclosure in thesa
regulalions do nol apply to
communications of information between
or among personnel having a need for
the information in connection with their
dulies that arise out ol the provision of
diagnosis, treatment. or referral for
{reatment of palients with substance use
disorders il the communicalions are:

(i) Within a parl 2 program: or

(i) Between a part 2 program and an
enlity that has direct administrative
control over the program.”™

SAMHSA declines to add the various
suggested exceptions to the applicability
ol the part 2 rogulations. and encourages
all stakcholders to consult with legal
counsel lo ensure compliance with 42
CFR part 2. as well as any olher
applicable federal, state, or local laws or
regulations. SAMHSA is limited hy
statute to the specific exceptions listed
i the law; il cannot, therefore, add
oxceplions, As staled previously.
SAMHSA is aulhorized (o promulgale
rcgulations and to provide such
safeguards and procedures necessary to
carry oul the purposes of tho
aulhorizing statute. SAMHSA has
endeavored Lo strike an appropriate
halance between Lhe important privacy
protections afforded patients with
substance use disordors and the
necessary exchange of information to
improve lreatmenl cutcomes for these
mdividuals,
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. Conlidentiality Restrictions and
Safeguards (§2.13})

SAMHSA is modifying this seclion
slightly from that proposed in the
NPRM by adding a paragraph clarifving
responsibility for the List of Disclosures
requirement, As discussed in the
praposal. because SAMHSA ig revising
the consent requirements to allow a
general designation in certain
circumstances, we have revised §2.13
by adding a paragraph (d), which
roquires thal. upon request. palients
who have included a gencral
dosignation in the “To Whom™ section
of their consent form must be provided,
by the entity that sorves as an
intermediary, a list of entities to which
their information has been disclosed
pursuant (o the general designalion (List
of Disclosures).

The new § 2,13(d) specilies thal
patient requests lor a list of entilies to
which their information has been
disclosed must be in writing. Consistent
with the NPRM, we consider “writien™
to include both paper and clectronic
documentation. The list is limiled to
disclosures made within the past 2
years,

Further, entities namaed on the
consenl form that disclose inforination
pursuant lo a palient’s general
designation (entitics that serve as
intermediaries as described in
§ 2.31(a){4)(1i1)(B)) must respond lo
requests for a List of Disclasures in 30
or fewer davs of receipt of the request,

1. Delayed Implementation of List of
Disclosures Provision

Public Comments

Several commenters raised concerns
about how to interpret the two-vear
delayed implementation of List of
Disclosures and whether (he general
designation will be used during that
perind. A commenter expresscd concern
about the immediate implementation of
the general designation while the right
of patients to obain a Lisl of Disclosures
is postponed Tor two years.

Other commenters stated that. hased
on lhe NPRM language. HIEs will nol be
able 1o lake advanlage of a gencral
designation on the consent form until
they have the ability to comply with the
List of Disclosures requircmeoent.

Commentors said SAMHSA needs (o
clarify that the duty to begin collecting
and storing disclosures under the
general designation begins two vears
aller tho eltective date of the final rule
and nol befora.

A commenter recommenced that the
right to oblain a lisl of (hose who have
received the patient’s informalion
should be implemoented simullaneously
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with any other revisions to the part 2
regulation. Another commenter said
SAMSHA should implement (he List of
Disclosures requirement within 90 days.

SAMHSA Response

SAMHSA clarifies that the gencral
designalion on a consent form may not
he used unlil entilies have Lhe ability to
comply with the List ol Disclosures
provision. However. SAMHSA has
removed the two-year delayed
compliance dale for the List of
Disclosures provision for the reasons
discussed in Section [V ubove,

2. Responsibilitics Under the List of
Disclosures Process

Public Comnmoents

Commenters said SAMHSA should
allow non-treating entitics, that do not
have a treating pravider relationship
wilh the palient whose information is
being disclosed and serve ag
intermediaries named on the consent
form, to release the List of Disclosures
to the facility where the patient receives
care (or the parl 2 program}. rather than
to the palient directly. One commenter
said hacause this process, in which the
patinrnt/consumer requests and receives
tha List of Disclosures from the site
where they receive care/part 2 program,
rather than from the HIE, resembles Lhe
process currenlly heing used Lo meel
HIPAA disclosure requirements, it
could be implemented without
requicing addilional burdens on HIEs,
Since most HIEs are nol palient-facing,
commenters stated that there are
typically not policies or procedures in
place for interacting with patients
directly, particularly lor patient
authenticalion. and suggested it be done
at the provider level, and thal the
paticnt commuanication b maintained at
the part 2 program level.

Other commenturs said SAMHSA
does nol specify what responsibility. if
any, the parl 2 program has to
coordinate or verify the compliance of
the CCO or HIE with the List of
disclosurcs. One cominenlter said if
SAMHSA intends for the part 2 program
to have any responsibilities beyond this,
then it should vblain additional
feeclback From part 2 programs hefore
praposing any new ohligations. Some
commenlers appeared to assume the
part 2 program was responsible for the
List of Disclosures and requested that
SAMHSA modily the requirement lo
impose lhe duly directly upon the HIE,
ACO. CCO, or research institution to
pravide the listing to the patient, rather
than the part 2 program.

A commenter said SAMSHA should
clarify whal enlities must he included

on Lhe List of Disclosures when the
enlity is parl of a complex heallhcare
systemn.

Another commenter said the absence
of requiring disclosure of individual
names undermines the intent of the List
of Disclosures and undermines the
purpose of expanding the " To Whom"
provision and (he palienl’s incenlive or
willingness to consent to a general
tlesignation. The commenter said the
provision musl be very explicil in
disclosing those agencies or individuals
thal will receive the patients” medical
information.

SAMHSA Responsc

Regarding the suggeslion 1o allow
cnlities that serve as intermediaries as
descrihed by § 2,31(a}{4}(ili}{B] ta
release the List ol Disclosures to the
facility where the palicnt receives carc
(or the part 2 program) or with the
providers to whom the disclosure was
madc, rather than directly (o the palient,
SAMHSA has decided to relain the
NPRM language and proposcd
responsibilitics because the party
making the disclosure under the general
designation should be aceountable for
that disclosure. SAMHSA has clarified
in paragraph § 2.31(d}3) that the parl 2
program is not responsible for
complying with the List of Disclusures
requirement: the entily that serves as an
intermediary. as described in
§2.31(a)(4)(zii}B). is responsihle for
vompliance with the Lisl of Disclosures
requirement.

SAMHSA plans to issue subregulalory
puidance that clarifies how the pationt
may requesl [he List of Disclosures [rom
hrermediaries as described by
§2.31(a)(4)i}(B).

On the responsibilily of parl 2
providers to comply wilh the List of
Disclosures requirement, SAMHSA
ggrees with the commenters that more
clarity is needed. In the circumstance in
which a patient provides a general
designation in the “To Whom™ part of
a consend [orm. the part 2 program may
not know to whom the disclosures have
heen macde hy the entity that serves as
an intermediary. As such, the List of
Disclosures provision requires that: The
enlity named on the consent form that
discloses informalion pursuant to a
paticnt's general designation (the entity
that serves as an intermediary. as
tdeseribed in % 2.31{(a}(4}(1ii1}(B}) must: (1)
Respond in 30 or fower days of receipt
ol the wrilten request; and (1) Provide,
for each disclosure, the name(s) of tha
entity(ies) to which the disclosure was
madle, the date of the disclosure, and a
brief description of the patient
identifying information disclosed.
Further, paragraph (d)}(3] clarifies that
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the parl 2 program is not responsible for
complying with § 2.13{d).

In response to the requesl for
clarilication on what entities mus( be
listed on the List of Disclosures and
suggeslion that individuals (rather than
entitivs with whom such individuals are
affiliated} must be listed, SAMHSA
clarifies that the List of Disclosures
musl include a list of the entitics 10
which the information was disclosed
pursuant to a general designation,
Individuals wha recetved patient
identilying information pursnant o the
general designation on a consent form
should be included on the List of
Disclosures based on an entity
affiliation, such as the name of their
practice or place of employment,
However. if entities thal are vequired Lo
comply with the List of Disclosures
requirement wish Lo include individuals
on the List of Disclosures, in addition tn
the required data elements which are
outlined in § 2.13(d){2){ii). nothing in
this rulo prohibits it

SAMHSA considered requiring hoth
individuals and entities (o be included
on the List of disclnsures but. afler
reviewing the Health Information
Technology Privacy Commiltee's
(HITPC's) recommendations (hitps://
www. hiealthit gov/sites/faca/files/PSTT
Transmittal010814,pdf). decided to
requirg, at a minimum, a list of entitics.
These recommendations addressed the
HITECH requirement that HIPAA
covered entilies and business associales
account for disclosures for treatment,
pavment, and health care operations
made thraugh an EHR. The Transmitlal
Letter recormnmended. “that the content
of the disclosure report be required to
include only an enlity name rather than
a specific individual as proposed in the
NPRM." In addition. the Transmillal
Letter noted that the Organization for
Eeonomic Cooperation and
Development (QOECD) principles, the
Fair Credit Reporting Act, and the
Privacy Act ol 1974 do not roquire that
the names of individuals be provided,
The HITPC, a cammitlee established by
the Amarican Recovery and
Reinvestment Act of 2000 in accordance
with the Federal Advisory Commitice
Act [FACA), provides recommendations
on health IT policy issues to the ONC
for consideralion. The HITPC gave a
broad charge to its Privacy & Security
Tiger Team (Tiger Team) 'to provide
recommendalions on how to implement
the requirements of the HITECH Act of
2009 for covered entities and business
associates to account for disclosures for
treatment, payment and health care
operations made through an EHR. In (he
referenced Transmittal Letter, lhe
HITPC did not locus on 42 CFR part 2,
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however, given the similarities of tho
issuecs and the importance of the lessons
the Tiger Team learmed, SAMHSA was
persuaded by the Tiger Team's
discussion.

3. Technological Challenges and Burden
of the List of Disclosures Provision
lFublic Comments

Public Gumments

Many commenters argued that entitics
may not be equipped to maintain and
provide a List of Disclosures, A lew
commenlers expressed peneral concern
aboul the burden associated with the
List of Disclosures provision. Scveral
commenters added that the burden is
disproportionate lo Lthe anticipated
henelit, Other commenters specified
argus of burden, including
administering consents; developing a
tracking svstent: manually reviewing or
auditing all records; and transmitting
informalion by U.S. mail. Some
comments mentionad the operalional
impact of the provision. including the
impact on existing business practices:
uncertainty ahout interoperahility with
additional svstems: and operationalizing
a diffarent approach lor HIPAA, One
commenler argued thal HIPAA already
provides sufficient proleclions through
the requirement for tracking and
providing #n accounting of cortain
disclosures, Another commenter
cxpressed concern that there are varving
levels of technieal resources available
for compliance with the rule.

A commenter warned that one
component of the Affordable Care Act is
its focus on sharing of certain medical
informalion and Lhe proposed regulation
may prevent realizalion of thai goal.
Similarly. another commenter said, if
HIEs are included in the disclasure
request, entitics would be left with the
choice of eilther not sending this
information, whicl: would then not be
available in emergent situalions, or nol
complying with this requircment.
Another commenter said creating
additional accounting requirements,
without furthoer clarilication on the
inleroperability of such EHR systems,
can create a stale of conlinuous
uncertainty and [lux, deterring
investinent into substance use disorder
treatment programs within integrated
care networks,

Somc commenters stated that the
proposed provigion cenflicts with
existing HIPAA accounling of disclosure
requirgmenls or slate laws, Other
commenters said it would be
administratively hurdensomea to
implement. particularly in light of the
faclt that the health information
technolopy industry is still waiting for

OCR to determine how it will address
the HITECH chanpes lo HIPAA
accounting of disclosures,

For the above reasons, some
commenters urged SAMHSA not to
include the List of Disclosures provision
in the final rule: delay promulgaling
until OCR decides how it will approach
the HITECH provisions concerning Lhe
HIPAA accounting of disclosures
requirement; and engage with OCR,
providers, and vendors Lo Jully
understand Lthe implications of such a
raquiremant before establishing an
mmplementation date for the List of
Disclosures requiromant.

SAMHSA Responsc

SAMHSA is including the List of
Disclusures requirement in (he final rule
{o balance the Mexibility of allowing a
general designation in the "To Whom'
scction of the cansent form against the
protection of patient privacy. We
understand commenler concerns ahoul
the technical feasibility ol implementing
the List of Disclosures requirement,
However, there is ne Limeframe in
which part 2 programs and lawhil
holders necd to comply with the List of
Disclosures requirements: only the
condition that il they choose to have the
oplion to disclose information pursuant
to u general designation on the “To
Whom" parl of the consent form, they
mus! also be capable of providing a List
of Disclosures upon request per
& 2.13(d). Because the general
designation is not mandated on a
consent form, his allows entitics {ime
io develop and Lest the technology
needed for compliance with the List of
Disclusures requircments or to decide
not to disclose infarmation pursuant to
a peneral designation and not
nnplement technology needed for
compliance with the Lisl of Disclosures
provision.

Public Comments

A commenter said Lhe List of
Disclosures will impose a complex
hurden upon all parties involved in the
disclosure and receipt of substance use
disorder treatment, asscrting that the
disclosing party—it il is nol a parl 2
program—would need to know that (he
information being disclosed is subject to
the part 2 requircients. The commenter
said there may be a question of whether
this type of disclosure would be
prohibited per the Prohibition on re-
disclosure provision, and this hecomes
mere complex if further disclosures or
re-disclosures take place.

SAMHSA Response

SAMHSA responds that the enlity
that serves as an inlermediary should be
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provided a copy of the part 2-compliant
consent [orm or (he pertinent
information on the consent form
necessary for the inlermediary Lo
comply with (he signed consent. The
providers with a treating provider
relalionship with the palienl whose
inforation is being disclosed would he
aware of the part 2 protections because
the disclosure would also be
accompanicd by the prohibition on re-
disclosure notice.

Public Commenls

A commenter said SAMHSA has not
addressed whether there will be a cosl
lo the patienl for obtaining a List of
Disclosures. If patients will be required
lo pay a Iee Tor thig list of disclosures,
the commenter said SAMHSA shouid
establish a rcasonable foe for the
provision ol the List ol Disclosures,

SAMHSA Response

SAMHSA strongly encourages entitics
o provide the List of Disclosuras al no
charge to the patient,

4. Reeommendations To Further Protect
Patient Privacy

Public Comments

A commenler said SAMHSA should
require the List of Disclosures to include
all disclosures of the paticnt’s health
information, whether such disclosure
was made pursuant to 4 consent form,
QSOA. madical emergency. or any other
moeans. Stmilarly, another commentor
stated thal, when a record of all uses
and disclosurcs alreacy exists, a
program should be required to make
(hal record available o a patienl upon
request, Other commeniors asserted hat
the List of Disclosures should be
presenled to the paticnt at the time the
consenl is signed, rather than after the
disclosures have heen made. A
commenter said palients should also be
given Lhe oplion, al the time ol signing.
o cross out entilies to wham they do
not want their information disclosed.
Also, a commenler said pafionts should
be informed of changes to the list that
may now have access to their
information.

Some commenters exprassed concern
thal the List of Disclosures would he
limiled to disclosures made within the
past twa vears, which does not allow
the patient to learn about past data
breaches. Some commenters
recommuended expanding the Lime
period Lo five vears or nol including o
lime limil,

SAMHSA Respunsc

In response to thase concerns and
recommendalions about increasing
patienl privacy rights. SAMHSA
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clarifics that the List of Disclosures
provision was proposcd in the NPRM as
a way to balance the revision Lo the
consent form allowing & more general
designalion in the *To Whom™ section,
which is oplional. The Lisl of
Disclosures provision is limiled Lo
information disclosed pursuant (o (he
general designation by the enlity that
serves as the inlermediary, hul these
mmiities as well as part 2 programs are
nel prohibited from providing patients
with all available informalion, Patirnts
will have the right to request Lhis List
ol Disclosures and have it produced in
i limely fashion; however, SAMHSA
has chosen not to require entilies 1o
pravide Lhis informalion al the time of
patient consent as this would be
impossihle because disclosure of the
paticnt’s information has not occurred
at that point. SAMHSA also emphasizes
that patients are not required to use «
aeneral designation in the "To Whom™
section of the consent form, Therefore,
paticnts can limit disclosures by a more
concrete specification (i.e., named
individual(s)).

In response Lhe commenls on
expanding Lhe lime perind thal the Lisl
ol Disclosures covers. this final rule’s
provision to limit the List of Disclosures
to those madce within the last two vears
does not preclude an entity that serves
as an intermediacy from providing the
paticnt with a list covering disclosures
made for periods greater than two vears.

Publii: Coinments

A commenter said SAMHSA should
nol include (he sample language for a
request for a List ol Disclosures under
the gencral designation in the final rule
becouse HIPAA has shown that entities
construe such sample language as
mandates to use the sample lanpuage.
therehy making il more difficult for an
individual lo request such informalion.
and hindering their ability to obtain
such infarmation contrary to the intent
of the proposcd rule. The commenter
sugsested thal SAMHSA, as part of Lhis
ritle or in subregulalory guidance at a
laler date. recommend thal certain
criteria be included as part of an
individual's request for such
disclosurcs.

SAMHSA Response

SAMHSA did not inlend for the
sample language for a request lor a ist
of disclosures provided in (he NPRM to
b construed as a requircment for
requesting a List of Disclosures, hut
rather o assist patients in making such
arequesl, SAMHSA is relaining Lhe
sample language in this cule,

Public Comments

A commenter asserled that slales can
sot & higher standard than part 2, but the
NPRM language would lead the patient
Lo think thal they could get informalion
via unancrypled email. The commenter
suggested the provision be modificd to
indivate that responses sent o the
patient elecironically may be sent by
unencrypied email al the reques! of the
palicnt *“so long as it is not prohibited
by applicable law.” [n addition, the
commenler said the final rule should
requice patienls to be notified thal there
may be same level of risk that the
information in an unencrypted cmail
could be read by a thivd parly. In
addition, the commenter said Lhe rule
slhould state (hat, if patients are notilied
of the risks and still prefer unencrypted
email, the patient has the righ! lo
receive the information in that way, and
entities are not responsible for
unauthorized access of the information
while in lransmission to the patient
based on Lhe palient’s request.

SAMHSA Response

The language regarding unencrypled
wmail Iransmissions appears in the
NPRM preamble only and acknowledges
hoth encrypted and unencrypted email
as acceplable modes of lransmission,
The language goes on to say: ‘Responscs
senl to the patient electronically may bn
senl by encrypled transmission (e.g..
encrypted email or portal), or by
unencrypted ematl at the request of the
palienl. so long as the palient has been
informed ol the polential risks
associated with unscoured transmission.
Patients should be notified that there
may be some level of risk that the
information in an unencrypted emasl
could be read by a third party. If
patients arc nolified of the risks and still
prefer uncnerypted email, the patient
has the righl lo receive the information
in thal way. and entities are nol
responsible for unauthorized aceess of
the information whila in transmission to
Lhe palient based on the palient’s
request. Belore using an unsecured
method to respond to a request for a list
of disclosures, an entity should take
cerlain precaulions, such as checking an
email address lor accuracy belore
sending it or sending an email alert to
the patient for address confArnation to
avoid unintended disclosures.”
SAMHSA does nol inlend o be
prescriptive regarding how the
information is relaved to the patient or
to preempt applicable state law that may
prohibit unenerypted transmission (sce
§2.20).
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Public Commenls

A commenter said the NPRM
abandoned the current statement that
the rule does nol restrict a disclosure
thal “an identilied individual is not and
has never been a palient.” The
vommmenters said the new approach
militates against Ashing by third partics.

SAMHSA Response

SAMHSA agrees wilh the commenter
thal prohibiling a disclosure that “an
identilied individual is not and has
never been a patienl” milipales against
lishing by Lhird parlics. In the NPRM,
SAMHSA proposed to remove the
concept fram § 2.13{c)2) that the
regulalions do not restricl a disclosure
thal an identified individual is nol and
never has been a palient and has
refained this position in the final rule.

Public Comments

Commenters made other
recommendalions relating lo the
proposed List of Disclosures
requirement focused on generally
improving patients’ rights, including
suggestions to keep information
confidenlal; notify when a treating
provider has accessed the patient’s
confidential information; ensure
patient-approved information sharing;
provide a process by which an
individual can raise a complaint: and
disclose to patients in plain languape.

SAMHSA Response

SAMHSA acknowledges and shares
the commenters’ concerns with paticnt
privacy. We believe that the List of
Disclosuras requiremenl as proposed in
the NPRM is adequate to inform patients
of how their information has becn
shared in the event that they provided
a general designation in the *To Whom™
portion of Lheir consent, SAMHSA
encourages entilies to provide the
inlormation associated with a Lisl of
Disclosures in plain language and wilh
sufficient specificity so that patients
understand the List of Discliosures,
including the briel description of the
patienl idenlilying information
clisclosed.

5. Olher Gommenls and
Recommendations on the List of
Disclosuras Provision

Public Commenls

One commenter recommendaed that
SAMHSA allow consent e include a
descriptinn of HIE as a [unclion to
suppuorl patient care. and exclude his
function from the information
disclosure accounting fList of
Disclosure) requiromoent.
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A commonter recommended that
SAMHSA offer additional puidance on
best practices and make infrastruciure
grants available to create the nocessary
modificalions within providers” EHRs or
othuer consent tracking systems.

Seme commenters made olher
suggestions. For example. ¢ commenter
requested thal SAMHSA deline “in
writing' aned “written requests’ as those
terms are used in the List of Disclosures
provision {§ 3.13(d)}. Another
commenter urged SAMHSA (o explare
oplions (o reduce (he cost of the List of
Disclosures provision and Jurther clarify
how the enhanced protection of
subslance use disorder Lreatment
information can be consistent andd
interoperable with other health systems.,

SAMHSA Response

As for the request Lo define "in
writing" and “written requests' as those
terms are used in (he List uof Disclosures
pravision, in the NPRM preamble
discussion ol Terminolopy Changes,
SAMHSA explained that for the
purpases of ihis regulalion, we also
propose hat the torm “written” include
bolh paper and eleclronic
documeniation.

The consent requirements (§2.31)
include the option of including in the
“To Whom™ section of the consent form
the name of an entity that docs not have
a trealing provider relationship with the
paticnt whaose information is being
disclosed {and is not a third-party payer
that requires patient identifving
information for the purposes of
reimbursement for the services rendered
by the part 2 program) and either the
name(s) of un individual panicipant(s];
or the name(s) of an entity participant(s)
that has a trealing provider relationship
wilh the palient whose inlormation is
heing disclosed; or a general designation
of an individual or entity participant(s}
or class of participant{s} who has a
treating provider relationship with the
palient whose informalion is being
disclosed. Any HIE that serves as an
intermediary is subject lo the List of
Disclosures requircment regardless of its
other “functions.” Regarding the
roquests lor guidance, SAMHSA may
issue additional subrepulalory guidance
on this provision after this final rule is
published.

. Serurity for Records [§ 2.16])

SAMHSA is adopling this seclion as
proposed except for some non-
subslantive. technical changes to the
language in proposed § 2,16(a)(2}i).
SAMHSA is modernizing this section Lo
address hoth paper and electronic
records, First, SAMHSA revised Lhe
heading hy delating the word “wrilten™

sa that it now reads: Sccurity for
Records. Secondly, SAMHSA clariliod
that this section requires both part 2
programs and other lawiul holders of
patient identifving informaltion to have
in place formal policies and procedures
lor the security of bolh paper and
glectronic records, Finally, SAMHSA
has replaced language in other scctions
of part 2 with a relerence to lhe pulicies
and procedures cstablishcd under

§ 2.16. where applicable. As noted
above, SAMHSA has made some
technical changes to the language in
proposed § 2,16{a}2}(i). In particular. o
more closely align wilh the HIPAA
Security Rule, SAMHSA has revised
§2.16(a)(2)(i) to require that part 2
program securily for electronic records
policies must include “crealing.
receiving, maintaining, and transmitting
such records.” The proposed language
was “copying. downloading.
forwarding, transferring, and removing
such records.”

Public Comments

Some commenters supported the
proposcd provisions on sccurity and
stated thal they provide appropriale
proleclions. However, many
commaeniers asserled that the security
provisions ol HIPAA should be followed
and that thosc requirements should
satisly the part 2 provisions.

A commentoer also supported the use
of internal confidentialily agreements,

A commenter expressed concern that
the rule does not address whal a non-
part 2 provider who receives part 2 data
must do lo ensure adequate safeguards
arc in place. Similarly, another
commenler expressed concern aboul
securily obligalions that would be
placed on other lawful holders. such as
courts, law firms, family members. or
other privata citizens who are often not
the types of providers subject to the
current {1987) parl 2.

One commenter recommended an
expiralion date lor elecironic records.
Another commenler recommended (hal
the use of secure. certified HIT be added
as a requircment for part 2 program
providers, as well as any services
provided that conduct audits and
evalualions related to transition of
palienl informalion.

SAMHSA Responsc

SAMHSA appreciales the supporl of
commenlers on this issue. On the issue
of HIPAA . covered entilies must comply
with all regulations 1hat are applicable
to them. Because snme entities subject
to this rule ari: not subject ta HIPAA,
SAMHSA may provide subregulatory
guidance aller the rulemaking on the
exlenl to which compliance with
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HIPAA scourity requircments, for those
subject to them. will salisfy §2.16.
SAMHSA emphasizes that i an entity
alrcady has security practices and
policies in place that meat the
requirermnents of this rule, whether those
practices were developed to meet the
ragulalory requirements or simply as a
matler of good practice, the entity may
not need o take additional action on
this issue. In tho NPRM, SAMHSA
suggested resources for part 2 programs
and other lawiul holders lor developing
formal policies and procedures
including malerials from the HHS Office
for Civil Rights (e.g.. Guidunce
Regording Methods for De-identification
of Protected Health Information in
Acrordance with the Health Insurance
Portobility and Accountability Act
fHIPAA) Privacy Rule). and the National
Institute of Standards and Technology
(NIST} (e.g.. the most currenl version of
Lthe Special Publication 800-88.
CGuidelines for Mediu Sonitization).

On the issuc of use of intcrnal
confidenlialily agreements and the
required use of secure, certified Henllh
IT, § 2.16 provides requircments for
formal policies and procedures 1o
reasonably protect against unauthorized
uses and disclosure of patient
identifying information and to protect
against reasonably anticipated threats or
hazards to the security of patient
identifying information. A part 2
program or olher lawlul holder of
paticnl identifying information may
impose any additional requirements that
they feel will enhance protections,

With regard to security of the records
lawtully obtained by non-part 2
programs, § 2,16 applies equally to these
entitins (relerred to as lawlul holders of
patient identifying information), The
required formal policies and procedures
arc intended to ensure protection of
paticnt idenlifying information when
eleclronic records are exchanged
electronically using health 1T, as well as
when they are exchanged using paper
records. [n addilion, the formal policies
and procedurcs will have to address,
among other (hings. the sanilization of
hard copy and electronic media. which
is addressed in the NPRM discussion of
Disposition ol Records by Discontinued
Programs (§ 2.19). On the concern
vaised (hal § 2,16 places an
unreasonable burden on courts. law
firms. family members, or other private
citizens who may obtain the
information, a patient who has oblained
# copy of his or her records or a family
member or private citizen who has
reccived such information from a
patient would not be considered a
lawiul holder of patient identilying
information in Lhis context. Generally,
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consents and permissible disclosures
are: inttiated by a lawful holder who
desires the information and, therofore,
the lawlul holder would aircady be
familiar with parl 2.

H. Disposition of Records by
Discontinued Programs (§2.19)
SAMHSA is modilyving this section
from that proposed in the NPRM in
response to public comments, as
discussed below. In Lhis seclion,
SAMHSA acddresses the disposition of
hoth paper and eleclronic records by
discontinued programs, including
added requircments for sanitizing paper
and electronic media, which is
distinctly differcnt from deleting
clectronic records and may involve
clearing (using software or hardwaro
products to overwrite media with non-
sensilive dala} or purging (degaussing or
exposing the media (o a strong magnetic
ficld in order to disrupt the recorded
magnetic domains) the information from
the clectronic mediu. If circumstances
warrant the destruction of the electronic
media prior to dispaesal, destruclion
methods may include disintegrating,
pulverizing. melling. incinerating, or
shredding the media. SAMHSA expecls
the process of sanitizing papuer media
{including printer and facsimile [FAX)
ribbons. drums. cte.} or clectronic media
to be permanent and irreversible, so that
there is no rcasonable risk (hat the
informalion may be recovered. For the
purpase of this rule, SAMHSA makes a
distinction between electronic devices
{(somethinyg (hat has computing
capability, such as a laptop, tablet, ctc.}
and electronic media (something that
can he read on an electronic device,
such as a CD/DVD. flash drive. ctc.).

Tublic Commaonts

A commenter expressed support for
the proposal related to disposition of
records by discontinued programs.
Another commenler recommended (hat
the rule allow lor “'seleclive sanilizing,”
using methods that will nol require
overwriting the entire clectronic media.
Twi commenters usked aboul patient
records when a program is acquired by
another program. A commenler
supgested that the rule should address
silualions in which a palient cannol be
located or is deceased and cannot give
conscnt. The commenter provided
multiple suggestions relating to
disposition ol records, including permit
more flexible means of storage: permil
scanning and eleclronic sturage of
records; do not require transfer to a
portable device; offer an option to store
records in a4 production eoncrypted
network storage device. This commenter
also asserted that sanitation of

clectronic communications would not
be feasible in orpanizations storing
millivns of electronic records: requiring
storage of a porlable electronic device in
a secaled conlainer dees nol add
additional sccurity iFit is alrcady
encrypied; and deleting substance usu
information from records does not
conceal the fact that someone has a
substance use disorder hut instead
highlights the facl.

SAMHSA Responsoe

SAMHSA acknowledpes the support
for the proposcd provision. With regard
to the issuc of multiple sources of
vecorfs, we have revised the language in
the final rule to allow one vear to
complete the process ol sanitizing paper
or electronic media (see § 2.19(b}2) (111}
This change should allow for select
palient records o be reinoved from hoth
the specilic site and any operational
sources without disrupting other paticnt
records. Regarding acqyuisilion of one
program by another, the §2.19(a}
regulalory text oullines the exceptions
Lo removing patient identifying
infornnation from s records or
destroying ils records.

If the patient cannot be located or is
deceased and cannol give consent. the
part 2 program that has discontinued
operations or is taken over or acquired
by another program. must remove the
patient’s identifying information from
its records, including sanitizing any
associated hard copy or patienl records
or patienl idenlilying informalion
residing on clectronic media, to render
the patient identilying information non-
retrievable in a manner consistent with
policies and procedures under § 2.16.

Regarding comments oo more [exible
means of electronic record storage.
SAMHSA has rovised § 2.19(h}{2) to
ullow for more Nexibilitv. The revised
language allows for eleclronic records Lo
he transferred ta a portable electronic
tlevice with implemented encryplion to
ancryp!t the dala at rest so that there is
a low probahilily ol assigning meaning
without the use of a confidential process
or key and implemented access controls
[or the confidential process or ko (see
§2.19(b)(2)(1)); or lransterred, along wilth
a backup copy. lo separate electronic
medlia, so that both the records and Lhe
hackup have implemented encryption to
encrypt the data at rest so that there is
a low probability of assigning meaning
without the use of a confidential process
or key and implemenled access conlrols
for ther conlidential process or key (see
§ 2.19(b)(2)(ii)}. I'or clectronic storage of
the records, if the records are scanned,
they would have to be maintained
congistent with § 2,19{(b}2) and the
paper records would have o be
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destroyed consistent with §2.16.
Reparding portable dovice storage. the
final & 2.19 language specifies that the
portahle clectronic device or the original
and backup electronic media musl be
sealed tu a container along with any
equipmen! needed Lo read or access the
information. The sealed container
prevents the portable clectronic device
or the original and backup eleclronic
media from being soparated lrom the
equipment needed to read or aceess the
inlormation,

I. Notice ta Patienis of Federal
Confidentiality Requirements (§2.22)

SAMHSA is adopting this section as
proposed. Consistent with (he NPRM,
SAMHSA considers the {orm “wrilten”
lo include both paper and electronic
documenlation. Accordingly, the notice
to paticnts may be either on paper or in
an eleclronic format. SAMHSA also
revised §2.22{b}2) o require the
stalemenl regarding the reporting of
violations to include contact
information for the appropriate
authoritics.

Public Commenls

Scveral commenters expressed
supporl for the proposed provisions,
particularly the allowing of electronic
notice. and they encouraged the use of
plain lanouage and nolices in languages
olhoer than English. Several commenters
recommended thal SAMHSA should
make a sample notice or lanpuage
available (o covered entilies. One
commenter asked how written noliceo
can be provided for encounters thit are
not in persort.

Other commenters suggested that the
patienl be given copies ralher than
wrillen summaries of stale and federal
law; a paper reporl, if requested; the
right to request and obtain restrictions;
and « description of how paticnt
inforination may be disclosed for
scientific research,

SAMHSA Response

The inal rule requires that the notice
include contact information for the
appropriale authorities for reporting,
violations. SAMHSA helieves this
chanpe will make it easier for patients
to identily to whoin they should file a
complaint of a potential violation of part
2. Therefore, SAMHSA declines to
include a sample complaint form at this
lime but may consider whether to issue
onu outside of this rulemaking procuss,
SAMHSA also declines o require copies
rather than summaries of state and
fuderal law hecause the notice Lo
patients of federal confidentiality
requirements is required (o provide
citalions to the federal law and
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rcgulations that pristect the
conlidentiality of patient records and
including information concerning state
laws und regnlations is optional. The
nolice must also be provided in writing
bul as was discussed in Terminclogy
Chanpes {§2.11). the term “in writing”
includes botl paper and eleclronic
documentalion. Because the purpose of
the notice is to communicate (o the
patient the federal law and regulationg
that prulect the confidentialily of
patient records. SAMHSA declines Lo
require anylhing additional. However, il
a parl 2 program wishes to provide
additional inlormation, nothing in this
provision prohibils them from doing so,

I Conseni Reyuirements (§2.31)

SAMHSA is finalizing the consent
requirements in this seclion. with
certain modificalions as described in
areater detail below, In summary.
SAMHSA is adopling all proposed
changes 1o § 2.31 excepl for two at this
time. In the “From Whom" section of
the consenl requirements (§2.31(a}(2]).
SAMHSA decided not lo finalize its
proposal to remove the general
designation aption, but did make minor
updates o the termminology in the
currcat [1987] regulatory lext. As
explained in greater detail below, the
final "From Whom™ provision of the
consent requirements specifies thal a
written consent to a disclosure of part
2 information must include the specilic
name(s) or general designation(s] of the
part 2 programls}, enlity(ies), or
individual(s) permitted to make the
disclosure. SAMHSA alsc decided nol
to finalize the proposed requircment
that a part 2 program or other lawhul
lwlder of patient identifying
information obtain writlen conlirmation
from the patient that they understand
tha terms of the consent.

SAMHSA has revised the section
heading, from "Form of written consenl”
to “Consenl requirements.” SAMHSA
alsn made revisions {o the iwo other
seclions of (he consent Jorm
requirements: the " To Whom™ seclion
and the " Amount and Kind" seclion.
SAMHSA also revised §2.31 le require
a part 2 program or other lawful holder
of paticnt identifying inlormation to
include on the consent form that
paticnis, when using a general
designalion in the " To Whom™ scction
of the consent form. have the right to
vbtain, upon request, a List of
Disclosures {see § 2.13). In addition,
SAMHSA revised § 2,31 to permit
elecironic signatures to the extent that
they are nol prohihiled by any
applicable law,

1. General Comments on Consent
Requiremenls

a. General
Public Comumenis

SAMHSA rcceived mmany comments
on the proposed rule's updated consent
requirements. Some commenters
gencrally supported he new consent
requireinents. Other commenters listed
varicus reasons for their supporl.
including increased facilitation of
inforined patient decisions, increased
patient choice with regard to protection
of their health information, and
increased sharing ol health care records
among providers, One commenter
supported the use of paper and
clectronic forms of written consent.

Many comnmenlers, however,
axpressed general opposition Lo the
proposed consenl requirements. Several
commenlers argued hal the proposed
rule created unnecessary burdens [or
providers, such as stalf (raining,
constant updates to consent forms. and
expensive updates to provider EHRs,
Several commenters argued tho
proposed consenl rules would create
obstacles to informalion sharing and
intrgrated care. Specifically, a
commenler argucd that the *"To Whom™
and “From Whom™ format restricls who
wilhin organizations can view a
patient's records, further hampering
coordinaled care, Another commenter
argued that the proposed consent {orm
requirements would make il difficult for
many HIEs 1o exchange part 2
information, and thal the new
requircments do little to promote a
palient’s informed consent. A couple of
commenlers argued Lhal the proposed
regulations would reduce access Lo
substance use disorder treatment heing
addcd by genceral health caro
organizations. due to administrative
burden and Habilily fears, General
health care providers are less likely to
add subslance use disorder (reatment, or
partner or undertake projects with
substance use disorder (reatmoent
providers. Anaother commentor stated
(his rule may resull in providers not
screening patients (or subsiance use
disorders and not decumenting
suhstance use disorder related
information.

According 1o a few commenters. the
current part 2 repulalions exceed (he
stalutory requirements thal led to the
regulations. Once commenter suggested
that 42 U.5.C 290dd-2 requires consent
to share information and docs not allow
any shared inlormation lo be used for
prosecution, The commenler goes on to
state thal nothing in Title 42, U.5.C.
280dd-2 requires an explicit description
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of whal informalion can he released, or
requires time limils on consent, The
commenter suggested that SAMHSA
could reduce conlusion and
administrative burden by proposing
revisions that are much more consistent
with HIPAA (lian ils currenl proposal,

SAMHSA Response

Regarding Lhe comments on statutory
authority. we do not agree that the
regulations in 42 CFR part 2 exceed the
authority provided for in 42 U.5.C.
200dd-2. The statule specifics (hat
paticnt identifying information may be
disclesed in accordance with prior
wrillen palient consent, "bul only to
such extent under such circumstances.
and fur such purposcs as may he
allowed under regulations prescribed™
by the Secrelary.

Regarding concerns about
unnecassary burdens for providers, such
as stafl lraining. constanl updales Lo
consenl [urms, and expensive updales to
provider EHRs, thesce burdens might be
offsct by the benefits of increased in
flexibility in the consent requircemonts.
With respeclt Lo obslacles to information
sharing. one of SAMHSA’s goals for Lhis
rulemaking is to ensure thal palients
with substance use disorders have the
ability to parlicipate in and benefit fram
new integrated health care models
withoul fear of putling themselves at
tisk of adverse conscquences.

Public: Comnents

Some commenters siressed (hal
consenl forms should he casy to read,
accessible to limited English proficicney
paticnts, and should meet HIPAA's
plain language requirements.
Commenlers staled that language and
literacy concerns could be harriers to
actual understanding of the form's
contents. Similarly, suggesting that
SAMHSA take into account the reading
level slandards in other henllh
programs, including Medicare and
Meclicaid, one commaenter asserted that
Lhe proposed regulations do not provide
adequate options for an individual to
casily and simply determine who can or
cannol access their subslance use
disorder records,

SAMHSA Response

SAMHSA agrecs with the comuinenters
thal the consent form should be writlen
clearly so thal the patienl can easily
understand the form, SAMHSA is
considering issuing subregulatory
guidance in the fulure to provide
examples of forms that comply with the
hasic consenl reguirements o 2,31(a). In
addition. SAMHSA encourages part 2
programs Lo be sensitive lo (he cultural
and linguistic comnposition of their
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paticnt population when considering
whuother the consent form should also be
provided in a language(s) other than
English (e.g., Spanish),

b. Consent Form Validity Period
Public Commpents

Several commenters staled thal a two-
year lime limi( for the validiiy of
consent is insufficicent, with some
commenlers suggesting that consent
forms be valid indcfinitely or until
death. For example, one commenter
asked why SAMHSA would deny a
person who has received subslance use
disorder treatinent the right to decide
that they want any and all infornation
regarding their freaiment shared with
any and all of their heallh care
providers indefinitely as needed for
coordination of care. Another
commenter siressed the language of
4§ 2.31{a) was conlusing and requestoed
clarificalion on the permissible length of
time a consent is valid,

SAMHSA Responsc

Under §2.31. a part 2-compliani
consent form must list the date, cvent,
or condition upon which the consent
will expire, if not revaked bhefare. Thus,
it is not sufficienl under part 2 for a
consent form (o merely stale thal that
disclosures will be permitled until the
consent is revoked by the patient. It is,
however, prrmissible lor a consent form
to specily the event or condition 1hal
will result in revocation, such as having
its expiration date be “upon my death.”
The rule does not sl a lwo-year lime
limit for consents, as some commenlers
thought,

¢. Technical Challenges to Proposed
Consenl Requirements

Public Commoents

Commenlers expressed concern about
the technical challenges providers
would face in complying with the
proposed consent requircments.
Generally, comimeuters expressed
concern Lhal few, 1 any. EHR syslums
aud/or HIEs have Lhe capabilily to
sepregate subslance use disorder pationt
information in a way that could fully
support the rule by reflecting Lha
patient’s consent choices, and many
providers would have o expend
sipnificant amounts ol funds to creale or
acquire a compliant syslem,
Commenters argued that if providers do
not have data segnientation capability,
they may simply exclude substance use
diserder palient data from Lheir syslems,
thus adversely impacting syslem
integration and patient care,

A couple of commenlers asserled (hat
EHR. HIE, and other alectronic records

sysiems have no way of sclecting
different levels of consent for treating
providers. Specilically. a commenter
stated that SAMHSA should remave
requirements lor varied levels of
consent within a given orgunization
(e.g.. between departmuents or
individuals). instead limiting such
variation to HIEs that share information
belween or across organizalions, A
commenler staled that it is nol feasihle
to do individual exclusionary consents
in an HIE, especially for an enlity (hat
has thousands of employcees across
multiple states.

A commenter stated that providers in
an integraled care network may he
precluded from performing important
quality impravement checks because no
set of clinically inlepgrated network
officials can he expected to have a dircct
lreatmenl relationship with every
palienl in the large dala ponls necessary
to drive these important public health
ellorts,

A commenter stated that the
conflidentiality of a subslance use
disorder paticnt's information should
nol be compromisad if some electronic
systems were poorly designed and
without regard for part 2. Similarly,
annther commenter stated thal
technology should be regarded as a tool
and should nol diminish a patient’s
privacy rights.

SAMHSA Response

SAMHSA acknowledges the concerns
regarding technical challenges to the
consent requirements and data
segmentation more broadly. As stated
above, SAMHSA has played a
significant role in encouraging the use
of health IT by behavioral health
(subslance use disorders and mental
health) providers and towards
minimizing technical burdens through a
variety of aclivilies, SAMHSA aclively
participates in the development and
stewarding ol data standards to promele
dala segmenlation and interoperahility,
Specifically. the Data Segmentation for
Privacy (D54P] initiative within ONC's
Standards and Interoperability (S&I}
Iramework facilitated the development
of slandards lo improve the
interoperability of EHRx containing
sensitive informalion that must be
protcoted to a greater degree than other
health information due to 42 CFR part
2 and similar state laws. The DS4P
standards were used in several pilot
projucts, including the Department of
Veterans Alfairs (VAYSAMHSA Pilot,
which implemented all the DS4P use
cases and passed all conformance tests;
and SAMHSA's Opioid Treatmoent
Program (OTI") Service Continuity Pilol
that connecled OTPs (o an HIE in
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facilitate continuity of carr during
disasters or other unexpected
disruplions in service. Addilionally.
D54P standards were adopted in ONC's
2015 Edilion final rule {80 FR 62702,
Oct. 16, 2015} as part of the 2015
Bdition Health 1T Certification Criteria
(2015 Edition). See 45 CFR 170.315{b){7}
and (8). SAMHSA hax also supported
the development of the applicalion
branded Consent2Share. an opon-source
health I'T solution based on DS4P,
which assists in consent management
and data scgmentation and is currently
heing used by the Prince Georgas
County (Maryland) Heallh Department
lo manage palient consent direclives
while sharing suhstance use disorder
information with an HIE. SAMHSA is
currenlly updaling Consent2Share.,
slated for release in lale 2016, with the
aim that ils stream)ined data stack and
improved functionality will lower
barriers to implementation in the ficld.
SAMHSA is considering issuing
subregulatory guidance in the future o
address clher technical solulions to
eomplying with the regulation.

Regarding Lhe comment that it is not
feasible to do individual exclusionary
conscnls in an HIE, the HIE docs not
have to pive Lhe patient the option (e do
individual leve) consent. SAMHSA has
provided more Mexibility in (he consenl
provisions in an cffort to cnsure that
patienls with subslance use disorders
have the ability Lo parlicipale in and
honefit from new integrated health carc
models while. at the same time,
maintaining core conlidentiality
prolections,

d. Requests for Exemptions and
Exceptions

Public Comments

Soveral commenters requesied various
exemptions or exceptions from the part
2 consent requiremenls, including a
public health exception similar to (hat
of the HIPAA Privacy Rule (see Rtep://
wuwn.hhs.gov/hipaa/for-professionals/
special-topics/public-health/
index.htmi), an cxemption for CCOs
who have a teealing relationship with a
patient, an exemplion lor ACOs who
havg integraled delivery syslems. an
exception for state health data
organizations that collecl data under
legislative authority and collection of
substance use disorder data by stale
agencies, and in instances where parl 2
data may be used to improve patient
care covordination, ensure
internperabilitv, and ensure paticnt
safoty. One commenter requested an
excoplion [or care courdinalion
purposes for valid and vilal clinical
rRASONS.
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Regarding § 2.20 (Relationship to stale
laws]. a commenlor said SAMHSA
should include an exception under part
2, subpart D (Disclosures Without
Palient Consunt) allowing disclosures of
substance use disorder treatment
information bascd on state laws that
aulhorize or compel such disclosures
{(e.g.. for public health or medical
assislance rvensons). Another
commenler. noting the role of multi-
payer claims datahases or MPCDs (also
known as all payer claims dalabases
{APCDs)}. suggested that SAMHESA add
a new section to include state health
dala organizalions that collecl data
untcler a legislative autharity, reasoning
that these slates have decades of
experience in collecling and managing
sensitive data with strict legal and
policy conlrols.

A commenter said SAMHSA should
permit oral consent wilh documentatinn
and specific informetion to be shared.

SAMHSA Response

SAMHSA appreciates the
perspectives expressed by thase who
seek additional exceptions or
cxemptions from part 2 consent
requircments, as well as the suggestion
thiat SAMHSA permit oral consents (hat
are documented in writing.

The part 2 underlying statute, 42
U.S.C. 290dd-2. and this rile require a
writien patienl consenlt Lo disclose part
2 information unless the disclosure is
otherwise permitted under the part 2
statute or regulations. The statute, for
instance. does nol provide a general
cxception to the consent requirement for
the purpose of sharing inlurmation wilh
public health officials, In cartain
circumslances, disclosures of part 2
informatinon may be authorized by court
order to protect against an existing
threat to life or of serious hodily injury
(see§ 2.83. Confidenlial
communications) or Lo Lhe extent
necessary to meel 4 bona (ide medical
cmergency in which the patient’s prior
informed consent cannot be ohtained
(see §2.51, Medical emergencies).
SAMHSA may in Lhe [uture consider
issuing subregulalory guidance to
further describe medical emernencies
under % 2.51 and how such emergencics
may relate to public health emergencies
declared at Lthe federal, state, local, and/
or {ribal levels, SAMHSA does not,
howevaer, have the slatulory authorily o
aulhorize rouline disclosure of parl 2
information for public health reporting,
survcillance, investigation or
intervention purposcs,

With respoct to § 2.20 (Relalionship to
stale laws), in the proposed and Bnal
rules SAMHSA maintains current
language regarding preemption. As

discussed above, SAMHSA cannot
develop a new peneral exception for
public health or medical assistance
purposes in light of the statute.
Likewise, SAMHSA cannot develop a
specific new cxception for APCDs
(hereinaller referred Lo as MPCDs). The
role of MPCDs is discussed in the
scction of this preamble concerning
roscarch (§2.52). SAMHSA disagrees
wilh the recommendations {o consider a
specific exemplion to the consent
requirements for ACQOs that have
integrated delivery systems, except as
described in § 2,53 for the purposes ol
audits and evalualions, Similarly,
SAMHSA is nol acoepting the
suggestion to provide a specific
exgmpiion from the parl 2 consentl
requirements for CCOs thal have a
treating provider relationship with a
paticnt (i.e., that mect the definition of
having a lreating provider relalionship
wilh the paticnl whose information is
being disclosed), SAMHSA believes that
the final changes (o the consent
requiremenls will facililate care
coordination and information exchange.
Improving the guality of substance usc
disorder care depends on effective
collaboration of mental health,
substance use disorder. general heulth
carc, and nther service providers in
coordinating patient carc. However, the
composilion of 4 health care team varies
widely among entities, Because
SAMHSA wanls to ensure thal patient
tdentifying information is only
disclosed to those individuals and
enlities on the health care teamn with a
need to know this sensitive information,
we arc limiting a general designalion in
the *"T'o Whom™ section of the conscnt
requirements to those individuals or
entities with a treating provider
relationship. Patients inay further
designate their treating providers as
“past,” “currcnt,’” and/or Cfuture”
treating providers. In addition. the
conscnt form can include multiple
authorizations in the “To Whom™
scction. A consont may allow a paticnt
to designate, by name, onc or more
individuals with whom they do not
have a treating provider relationship,
thal they aulhorizc to receive or access
their health care data.

While we are not estahlishing specific
additional exemplions or exclusions
from the consent requircments at this
timg in responsc to commenters’
suggestions, in light of the longstanding
role that contractors and subcontractlors
play in the health care system and their
handling of part 2 data, wc are issuing
an SNPRM related to lawiul holders” use
of contractors and subcontractors.
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¢, Commentaer Recommendations

Public Commecnts

Some commenters said SAMHSA
should cxpand the list of persons whao
could view the patient’s medical record
without the pationt's writicn consenl to
include clergy, social workers.
psychologists and family memhers il'in
their professional opinion they were
necessary for the patient’s recovery and
progress. Another commenlter
recommended expanding the list to
include all types of prolessionals
involved in the treatment of individuals
receiving substance use lreatment inlo
the respective definitions, including
those emploved in social services thal
arc members of Lthe Lreatment team.

SAMHSA Response

The definilion of “trealing provide
relationship™ is sufficiently broad to
cover the necessary components ol a
paticnl’s care tcam. The statute, 42
11.5.C. 290dd-2. does not provide an
exceplion to the consent requirement lor
the purpose of sharing informalivn with
family members. Part 2, therelore.
requires a part 2-compliant consent lo
disclose patient identilving information
unless disclosure is oltherwise permilted
under the stalule or regulations.

Public Comments

Many commenters said SAMHSA
should provide a sample conscent farm.
Some commenlers stated that any
sample consenl form should not be
mandaled to allow stakeholders
Hexibility.

SAMHSA Response

SAMHSA may. aficr publication of
this rule. issue subregulatory guidance
thal includes a sample consent form that
meels (he specificalions of the final rule,
SAMHSA has never and has no
intention of mandating the use of a
specific consent forin.

Public Comments

Several commenlers generally
supported the use ol electronic
signatures. Several commenlers only
supported electronic signatures when
also authorized under state law. A
couple of commenters requested
guidance on what sleps the provider
would need o take Lo verily identily,
provide the required prefatory
information and to obtain a substance
usc disorder patient's electronic
signature. A commenter requested
guidance from SAMHSA on the areas
maodificd hy SAMHSA, A commenter
said SAMHSA should idenlify Lhe
signatory and enforceability
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consideration of electronic consent
through reference to other laws.

SAMHSA Responsc

Because thern is no single [ederal law
on clectronic signatures aned there may
he variation in state laws, SAMHSA
recommends that stakeholders consult
their atturneys to ensure they are in
compliance with all applicable laws.

Public Comments

Some commenters mado
recommendations for patient privacy
protection. One commenter noted thal
the use of secure, cerlified health IT.
networks. and devices. especially lor the
transmission of paticnt records, does not
appear ta be included in the propnsed
pravisions. Another commenter said
meaningful consents could only he
achieved by adding statements that
inform the patient of the unprecedented
risks of making bighly scnsitive
substance use disorder information
accessible throughout integrated health
care syslems or eleclronic health

information systems that cannot be
matde sccure.

A commenter slated the propesed rule
did nal address revocation or refusal of
consent, Similarly, another commenter
recommended adding language thai
makes clear that revocation of consent
prevents unauthorized access hul docs
nol remove the information from the
electronic record.

SAMHSA Responsc

Seclion 2.16 addresscs security for
records and requires formal policies and
procedures (o rensonably prolect agains
unautherized use and disclosures of
palieul idenlifving informalion and lo
protect against reasonably anticipated
threats ot hazards to the security of
palicent identifying information.
Whereas this provision dogs not
spacifically address the use of cerlified
health IT nelworks, and devices. (hey
may be used as long as the requirements
of scclion 2.16 arc mel. Regarding
revocation of consent, § 2,31(a)6)
requires: " A stalement thal the consenl

is subject to revocation al any fime
except to the extent that the parl 2
program or alher lawful holder of
patient idenlifving informalion that is
parmilled to make Lhe disclosure has
alrcady acted in reliance on it Acting in
reliance includes the provision of
trealment services in reliance on a valid
consenl to disclose informalion to a
third-parly paver.” To the extent an
individual refuses lo consent to the
disclosure of their patient identifving
information, part 2 prahtbits such
disclosure unless otherwise permitted
under the statule or regulations (e.g..
audit or evalualion. or scientific
research).

2. To Whom

SAMHSA is adopting Lhis aspecl of
the proposal. SAMHSA has moved the
former § 2,31(1}(2), “To Whom"
provision, to § 2.31(a}(4}. The following
tuble provides an overview of the
options pernitted when completing the
designation in the " To Whom" section
of the consenl form,

TABLE 1—DESIGNATING INDIVIDUALS AND QRGANIZATIONS IN THE “TO WHOM" SECTION OF THE CONSENT FORM

Individual ar

Treating provider
relalionship with patient

Required additional

42 CFR 2.3 entily to whom disclosure whase infamation is Primary designation desianation
is to be made heing disclased ¢
{180 e | IndvidUED L YES e, | W@Me of individual(s) {e.g., Jane Doe, | Nope.
MOy,
(NN e | IREIVIUAL NS ., | Name of individualfs) (e.g., John Doe) | None
(RN e | EDBY v | YEB v | Name of enlity (e.g., Lakeview County | None,
Hospital).
{ANINAY e BN e NG e | MAME ot entity that s a third-party | Nene.
payer as specified under
&2 3 (ayd)ii)(A}) {e.9. Medicara).
{BENAIINBY e BRI e NT e | MamMe ol enlity that is not covered By | Al least one of the tollowing:

search institution).

§2 3{apdniiniAl (e.g. HIE, or re-

1. The nameys) of an individual partici-
panik{s) (2.g.. Jane Doe. MD, or
John Daej.

2. The nameist of an entity partici-
pani{s} with a trealing provider rela-
tionshipg with the patient wheose in-
formation is being disclosed (e.g..
Lakeview County Hospital}.

3. & general designaticn of an ndi-
vidual or emity participant(s) or a
class of participanis limited to those
participants who have a treating
provider relationshlp with the patient
whose information is  being  dis-
closed {g.g., my current and fulure
treating providers).

1§ a general designation is used, the
entity must have a mechanism in place
to delermine whether a {reating provider
relationship exisls with the patient
whose information is heing disclosed.
Palients may further designale their
treating providers as “pasl,” “current,”
and/or ~future’ treating providers. In
addilion. a patient may designate. by
name, one or more individuals on their
health carc lecam with whom they do not
have a trealing provider relationship,

a. Genearal
Public Comments

Several commenters generally agreed
with the proposed *To whom™ section
of the consent requircments. stating that
it allows patients lo disclose subslance
use disorder informalion to past.
current, or [uture lrealing providers;
would improve icformation and data
sharing for health care, especially for
colitics that are continually adding new
members: allow patients to remain in
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conlrol ol their substance use disorder
information and understand who had
access Lo their data. One commenler
supported the express permission to
designate the name of the entity for
Lhird-parly payers thal require palient
identifving information for purposes ol
reimbursement of services rendered to
the paticnt.

Many commenters offerid gencral
support for the proposed rule’s gencral
designation. Some conunciters stated
thal the general designation creales a
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balance hetween patient privacy and
cperalicnal funclions, facilitates
inlernal communication within an
integrated delivery system, sircamlines
the consent process. reduces
administration burdens, creates now
[exihility, may holp facilitate increased
hehavioral health participation in soms
HILs around the country, and would
help improve (he qualily and continuily
of care within integrated delivery
models. A commenter supported the
expansion of the use of a neneral
designalion when there is a trealing
provider relationship, but said it is
unworkable to require an updated
comsent lorm every time new cntilics are
added to the “umbralla™ consent,

Some commenters generally disagreed
wilh the proposed “To Whom™
provision of the consent requirements.
Several commenlers argued thal Lthe
proposal was burdensome. would creale
additional complexity, would reduce
informalion sharing, and would nol
improve palient privacy priiections or
facilitate informed consent. Commenters
staled it is unnecessary and impractical
1o require the consent forin B name
every HIE and other intermediaries that
may assist in transmitting or providing
access to the patient's information. A
couple of commenters slaled (he
proposed rule would restrict the ability
of paticnls lo specifically name an entity
or to authorize part 2 programs to send
their information to enlities that do nol
have a treatment relationship ltreafing
provider relationshipl, Another
commenter said the regulatory preface
mentions a number of vory specific
drivers of this purported need for
bronder sharing (such as HIEs), but the
regulatory language itsclf contains no
such limitalion and offers HIE only as
an illustrative example.

Many commenlers specifically did not
support the general designation in the
“To Whom" section. Sowne commeiters
claimed that the proposal presumes
each pecson entering a (realmenl
process has the ability to undersland the
longer-term consequences. or that
substance use disorder palicits, whao arc
under tremendous stress, would simply
choosc the general designation because
it was rasiest. A commenter said thno
neneral designation does not guarantee
that a HIE or olher organizalions will
send all patient data, which could bea
critical spurce of information in the case
of an emergency.

SAMHSA Response

A patient mav conscnt to designate.
for example, an HIE (an entity that docs
not have a treating provider relationship
wilh Lhe palient whose information is
heing disclosed) and “all my (realing

providers” (a general designation of an
individual or entity participant{(s} or a
class of individual or enlity participants
thal musl be limited o a participant(s)
who hay a treating provider relationship
with the patient whosce information is
being discloscd). Using the samoe
concept, an ACQ, pursuant to a general
designation. may disclese inlormation
described in the " Amount and Kind”
section of a consent [orm (explained
further in 3. Amount and Kind} to “'all
my entity treating provieers.” Ifa
general designation is used. the entity
mus! have a mechanism in place lo
determing whether a (reating provider
relationship exists wilh the palient
whuose information is being disclused
{e.g., an attestation). In the HIE and ACO
examples above, the entity that docs nol
have a treating provider relationship
wilh the patienl whose information s
buing disclosed and sorves as the
intermediary may not further disclose
the patient identifying information
except to those providers who have a
Lreating provider relalionship wilh Lhe
patienl whose information is being
disclosed that can be verilied by the
intermediary. The prohibition on re-
disclosure notice must he provided with
the disclosure because it also applics to
the treating providerls) who receive the
information from (he enlity that serves
as an intermediary, In addition. a copy
of the parl 2-compliant consent form or
the pertinenl information on the consent
form necessary for the trealing
provider(s) to camply with the signed
consent should be provided with the
disclosure.

The patient retains the ability to name
only specilic individuals or enlities lo
whom their records will be disclosed,
Palienls have the option lo use a general
designation (o designate entitios with
which they have a treating provider
relationship, but are nol required to do
50, Although SAMHSA received
commenls suggesling that the proposed
rule makes il more difficull to disclose
necessary information to an
organizalion that does ont have a
treating provider relalionship with the
palienl whose information is heing
disclosed olher than a 3ed parly payer.
thie commenters did not provide
examples of such entitics. The final rule
permits the “To Whom" section of the
consent form to designate disclosure ol
information Lo an entity that does nol
have a treating provider relationship
with the patienl whose information is
being disclosed. as long as the consent
also includes one of three options
specilied in § 2.31(a)(4)(i1)(B). for
example, include (he name(s) of an
individual parlicipuntis}.
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[f the patient designates all my
currenl treating providers, and another
of the patient’s (realing providers
becomes a participant in Lhe entity that
does not have a treating provider
relalionship with the patient and serves
as the intermediary, a now consent form
would nol be required. For example, il
a patient designates an HIE (an entity
that does nol have a treating provider
relationship with the patienl whose
informaetion is being disclosed and
sorves as an intermediary) and “my
curren! treating providers.” and
suhsequently another of the palient’s
lrealing providers becomes 4 participan|
in the HIE, a new consent form would
not be required. In addition, more than
one HIE or other intermediary may be
listed on the consent form. With respect
1o burden. SAMHSA acknowledges thal
there may he burdens associated with
Lhe revised consent requircments.
SAMHSA made these changes based on
comments from stakehiolders in the field
and SAMHSA strongly believes that the
changes to “To Whom" will increase
Nexibility for patients and providers,

h. Determinalion of Treating Provider
Relationship

Public Commenls

A commenter agreed with SAMHSA's
supgestion that entities musl have an
established mechanism for determining
whether a lreating provider relationship
exists. However. several commenlers
stated (hat delermining whn has a
treating provider relationship would be
difficult. Commenters expressed
concern that entities do not currently
have mechanisms in place to determine
whether a treating provider relationship
exisls with the patienl whose
information is being disclosed. Another
comnmenter asked how an HIE would be
abie to determine which participants
have a pasl/present/[uture trealing
provider relalionship with (he palient,
A commenter stated that creating Lhis
mechanism would require additional
resources and would discourage entitics
from sharing necessary data. Another
commenter recommended a provision
that exempts the provider from liability
when relving in good faith on an
attestation or representation from an
outside treating provider.

Several commenters expressed
concern that once a cunsent reflecling a
general designalion of recipients with a
Irenling provider relalionship has been
excculed and relied upon by the part 2
progran, there is no method by which
the program can ensure that the
recipients are properly authenlicaled by
the HIE or research instilution.
Commaenlars suggested the proposed
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rule should specify that the HIE, ACOs,
CCOs or research institution, as well as
the recipient that has a lreating provider
relationship with the patient. he
responsible lor ensuring that the
recipient is actually a treating provider
and that the disclosure is appropriate
under part 2.

A commoenter requeslad clarificalion
on whether care managers would be
incliuded as having a “trealing provider
relationship.” Another commenter
requested clarification as to whether
carc coordinating entitics that have a
treating provider relationship may
assign additional desipnees under the
general designation (e.g., trealinent
providers with different levels of carc or
recovery services).

Commenlers recominended tho
language in the “To Whom™ clause stale
“iny lrealing providers™ or “my service
providers.” A commenter recommoended
“mv substance use disorder providers™
or "y lrealing providers except Dr.
john Doe."” Another commenter
recommentled “iny lrealing providers
and transferring HIEs"

SAMHSA Responsc

Although SAMHSA understands the
concerns ahoul further clarifying when
an enlity is considered a treating
provider, il respectfully declines to
provide more specificily in the (inal rule
than was included in the NPRM. The
arcangements helween {reating
providers and other enlities evolve loo
rapidly o be comprehensively
addressed in regulations. Although,
SAMHSA has nol reviscd the proposed
text, SAMHSA may provide additional
suhregulatory guidance in the fulure if
further clarification is needed. In
addition, only individuals and entitics
that incet the definition of having a
treating provider relationship with a
palient are considered (realing
providers, The delerminalion is facl-
specilic. Consisten! wilh the NPRM,
SAMHSA continues to encourage
innovative solutions to implement this
provision. For example, an HIE could
have a policy in place requiring their
participanl providers to allesl to have a
treating provider relationship with a
patient, or provide a paticent portal
where patients designata their treating
providers,

¢. Requests for Clarilication
Puhlic Comments

Some commenlers requested
clarification regarding the paticnt's role
in consent, including the patient’s
ability to alter their consent, how
palients can authorize disclosures Lo
non-health enlities othar than third-

party payers, and what the impacl
would be if a palient failed o desipnate
past, present, and future disclosures.
One commenter stated that, if a patient
designates an entily withoul a lreating
provider relationship and “my treating
providers™ without lurther specilving

" past, present, or future,” il should he
assumed that the intent is to designate
“current” trealing providers,

SAMHSA Response

Paticnls may designate on the consent
form a specific individual{s} with whom
they cither have or do not have a
treating provider relationship and/or a
specilic entityl-ies) with whom Lhey
have a treating provider relationship,
Conscents for disclosures to enlities thal
tlo nol have a treating provider
relationship (other than third-party
pavers) require at least one ol Lthe
following: (1) The name(s) of an
individual participant{s): {2) the namc(s)
of an entily participant(s} that has a
treating provider relationship with the
palienl whose information is heing
disclosed: or (3} a peneral designation of
an individual or entity participant(s) or
a class of parlicipants that musl be
limited to a participant{s] who kas a
treating provider relationship with the
patienl whose information is heing
disclosed.

If a paticnt uses a general designation
and lists "my treating providers”
without further specilying ' past.
current, or future,” it should be
presumed that the inlenl is lo designale
“current” treating providers. Finally. a
palient can revoke a consenl al any
time, except to the extent that the part
2 program or other lawful holder of
palient identilying information that is
permitied o make the disclosure has
already acted in reliance on it. Acling in
veliance includes the provision of
treatment services in reliance on a valid
consent to disclose information to a
third-party payer.

Public Comments

Oiher commenters requested
clarification regarding entity roles,
including whether a CCO can request a
single consent for multiple purposes
(e.g.. care courdination, (reatment, and
payment]); whelher providers nued to
maintain the varicty of forms Lo 1ncot
the requirements of § 2,31(a){4); what
limitations (if any) would be placed on
HIE entities or research inslitulions
using substance use disorder
information received via the new
consent process, specifically whether
the disclosure would not he limited to
treatment purposes: and whether an
HIE-to-HIE disclosure is permissible
and, il so. for whal purposes. A lew
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commenters asked whether # would be
permissible (o list multiple HIEs on a
consenl form. Similarly. another
commentur recommended SAMHSA
adopt a broad delinition of an HIE 1o
allow u “network of networks.” such as
Ihe stalewide healih information
network to be considered an HIE. A
commenter requested clarification as to
whelher 42 CFR part 2 informalion can
flow through other HIEs not designated
on the consent form to transfer the
inlormation to the recipient.

A few commenters requested
clarification on how the proposed
changes would impact multi-party
consenl [orms that allow disclosure
“among and between™ all the partics
listed on the form, Similarly. a
commenter requesied clarificalion
regarding the “To Whom™ and “*From
Whoin' delinitions and how they would
apply between two providers to whom
a patient has independently given
consenl 1o receive information, urging
that the delinitions be general and
consisient so Lhat they allow {or bi-
directional flow of informalion.

A commenter said SAMHSA should
clarify that the provision of general
consenl to disclosure of substance use
disorder trealment alsv applies to
disclosure of information between those
responsible for lrealment in the
communilty and thase responsible for
treatment in correctional settings.

SAMHSA Response

Under (he changes Lo the consent
requirements, an entily thal does nol
have a treating provider relationship
with the patienl may further disclose,
with a parl 2-complian| congenl, {o a
named individual who does not have a
treating provider relationship with the
paticnt.

Section 2.31(a){(4} of the consent
requirernents mayv be completed with
one or more rgcipients, Soclion
2.31(a}(5) of the consent requiremenls
requires that the consent lorm include
the purpose of the disclosure. Part 2
allows the use of a single consent form
authorizing Lhe disclosure of part 2
patienl information o differcnt
vecipients [or diflerenl purposes.
However, part 2 also requires a consent
form to specify the amount and kind of
information that can be disclosed,
including an explicit description of the
substance use disorder information Lhal
may be disclosed, 1o each of the
racipients named in the consenl, The
ampunt of information to he disclosed
“must be limited to that information
which is necessary to carry oul the
purpose of the disclosure (see § 2.13(a)).
This will vary depending on the
dilferent purposes for which difterent
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recipients arc being allowed Lo access or
receive the informaltion, Thus the
consent form would have to be
structured ko makg it clear what
informalion may be given Lo cach of the
recipients, and for which purposes.

Disclosure of patient identifying
information made with the patient's
written consent musl be accompanied
by a wrilten notice regarding the
prohibition on re-disclosure (see § 2,32),
This notice informs them that 42 CFR
part 2 prohibils the recipients ol (he
palicnt identilying inlormation from re-
disclosing il to any individual or
organization not specified in the
consent form unless othorwise
permitted under the part 2 statute or
regulations,

The rule includes an additional
palient safeguard, in which patients
who have included a peneral
designalion in the “To Whom™ seclion
of their consent foomn (see § 2.31) must
be provided. upon request. a list of
cntities to which their inforination has
been disclosed pursuant to the gengral
designalion.

With respecl to multi-party consent.
SAMHSA is not linalizing the “From
Whom'™ provision (2.31(a}(2]) as
proposcd for the reasons discussed in 4,
“From Whiin.” Therefore, consents may
authorize disclosures “among and
belween™ the parlies designaled in the
“To Whom™ and "From Whom"
sections of the consent form.

TPublic Comments

Sonic commenters requested
clariBication regarding aspects of the
“"Ta Whom™ provision. such as what
would happen if a person does not want
to give a general designation; how the
process ol designating pasl. presenl, and
future treating providers would work in
practice; whether a Performing Provider
System (PPS) could be assigned in the
“To Whoum™ section of the consent form;
and whether a health care organization
would be an appropriale entily to be
named for disclosure.

With regard Lo third-party pavers, a
commerler asked whether a goneral
designation for third-partv pavers could
b used for ather purpuses, such as care
coordination. population health. or
other services Lhal may fall under the
definition al health care operations
within the meaning of HIPAA. Some
commenters recommended that third-
partv payers should not have to be listed
in the “To Whom' section of Lhe
conseni form,

SAMHSA Response

With regard to third-party pavers, the
regulations require wrillen consenl lor
disclosure of patient idenlifying

information lo third-party payers. The
statuie does nol provide an exceplion to
this consent requirement, Howoever,
with respect to paticnts who have both
a subslance use disorder and a mental
illness, § 2,15 of the regulalions states
Lhal. in the case ol a patient, olther than
a minor or one whao has been
adjudicated incompetent, that {or any
period suffers from a medical condilion
that prevents knewing or cffective
action on their own behalf, the part 2
program direclor may exercise the right
of the patient to consent Lo a disclosure
under subpart C of this parl for the sole
purposu ol ohtaining paymentl for
services {rom o third-parly payer. In
addition. in the case ol minor patients.
§ 2.14 of the regulations states the
regulations do not prohibit a part 2
program [rom refusing Lo provide
treatment until the minor patient
consents lo the disclosure necessary (o
oblain reimbursement. but refusal to
provide treatment may be prohibited
under a state or local law requiring the
program lo furnish the service
irrespective of ability to pay.

If an individual docs not want ta use
a peneral designation, they have several
other options, which are enumerated in
§2.21(a)(4) of this final rule.

If a patienl docs not designate
“current, past, and/or future™ (reating
provider(s), lhe presumption is that the
patient means “current treating
provider(s).” SAMHSA may, after
publication of this [inal rule, also
provide further clarificalion on this
process of designaling past, present, and
fulure (reating providers in
subregulatory guidance.

Whether 4 PPS or a health care
organization may be listed in the " To
Whom™ seclion of 1he consenl form
depends upon whether they have a
treating provider relationship with the
palienl whose information is heing
discloscel. If an entity does have a
{reating provider relalionship with the
palienl, the enlity name may be listed
on the consent (see § 2.31{a)(a}ii)).
However. if lhe entity does nol have a
treating provider relationship with the
palicnt whose information is being
disclosed. and i3 not a third-party payer.
the entity name may be listed on the
consent furm as long as one or more of
the lollowing is also listed; 1) The
namu(s) of an individual participant(s):
(2) the namels) of an entity
participant(s) thal has a treating
provider relationship wilh the palient
whase information is being disclosed: or
(3] & general designation of an
individual or entity participant{s) or a
class of participants that must be
limited to those participants who have
a treating provider relationship with the
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patient whosc information is being
disclosed.

SAMHSA plans to address issucs
concerning third-parly payer use and
disclesure of part 2 informalion in
prealer delail in an SNFPRM,

d, Commenter Recommendations
Public Commenls

Commenters reconunended more
flexibility in the “To Whom'™ section.
Cominenters recommended that
SAMHSA expand Lhe gencral
designation to include all of the various
parlicipants in the moderm health care
system and their respective activities:
Providers, care managers, health plans
and ACOs, MCD services, CCDs, and
similar inlegrated health care networks.
One commenter said the general
designation should include those who
do not have a treating provider
relationship with the patient but who/
which require access ta the paliont's
informalion solely in relation lo
[ullilling a spacific function lor the
benelil of the individual or entily Lhal
has the treating provider relationship
with spoecific paticnts. Anolher
comnmenter requested that SAMHSA
allow patients to generally consenl to
disclose inlormation o any company
assisting in processing their insurance
claims. Another commenter suggestetd
thal palients he able to name as many
lrealing providers as they wish under
the general designation. One commenter
said paticnts should be permitted to
provide a gencralized consent for ull of
their previous providers lo disclose
information. One commenter said
generic consent (i.e., disclosure through
an HIE) is all that should be required
because SAMHSA has previously
provided guidance that HIEs may have
access 1o parl 2 information under a
QS0 agreemenl wilhout patienl consent,
A commenter said the rule should allow
for the general designation of cortain
typos of non-treating providoers, rather
than require a listing of the name of
each entily.

In contrast, other commeniers
suggesled increased limilations on the
“To Whom™™ designation, A conunertier
proposed excluding health information
networks and health information
organizations (HIOs) from being
specifically identified on palient
consent form because they are nol {rus
recipients of palienl heallh information
and simply facilifate clectronic
exchange of information. One
commentor recommended Lhat
SAMHSA preserve the patient’s right of
cansenl to disclosures only Lo
spucifically idenlilied praclitioners
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involved in their mental health
treaiment.

Regarding third-party pavers, several
commenlers recommended allowing
third-party pavers to act as
intermediaries [or purposes of sharing
subslance use disorder information.
allowing them to share information with
all ol (he palient’s treating providers,
Another commenler requested general
designation for third-partv pavers, To
accommuodate Lhe operational realilies of
Moedicaid, a commenter stressed that the
rule should explicitly provide that
consent Lo disclouse covered data lo
Medicaid constitutes consenlt to release
such dala to Medicaid or to the payer’s
contracted entity (e.g. the MCO) to
apply to both entitics as a third-party
payer. Similarly, anothaer commenler
recomimnended that the rule consider a
designalion to lhe name of (he state
agancy. the MCO. or simply Medicaid as
conscnt that applies to the state and its
contracled delivery syslem. reasoning
that not all Medicaid beneliciaries
understand their health care system.

SAMHSA Response

SAMHSA acknowledges the
commenters' concerns relatied to the
recommendations ahove, SAMHSA has
concluded that the proposed changes to
the consenl requirements would
facilitate care coordination and
information exchange, Improving the
quality of substance use disorder care
depends on effective collahoration of
mental health, subslance use disorder,
acneral health care, and other service
providers in coordinaling patient care,
However, the composition of a health
carc tcam varics widely among cntities.
Because SAMHSA wanis (o ensure thal
patient identifying information is only
disclosed to those individuals and
enlities on the health care lram with a
nced to know this sensitive information.
we are limiting 4 general designation to
those individuals or enlities with a
treating provider relationship. Patients
may further designala their treating
providers as “past.” “current.’” and/or
“Tuture’” treating providers, In addition,
a patient may designate. hy name, one
or more individuals on (heir health care
tcam with whom they do not have a
treating provider relationship. SAMHSA
clarifics that 1 QSO can be used to share
part 2 informalion with the HIE when
the HIE is a service provider to the parl
2 program, hul the QS0 cannot he used
to share information with the memboers
of an HIE without paticnt conscent.

As for third-party pavers and others,
SAMHSA must halance the need for and
benefits of care coordination with the
need lor consent and the requirements
of the part 2 governing slalute.

SAMHSA declines to adopl commenter
recommendations to allow thicd-pacty
payers to serve as intermediaries (hal
could share information with all the
palienl’s lreating providers because we
conclude that the "To Whom" consent
requiremenlts are sufficiently broad o
cover (he necessary components of a
patient’s care tecam. For purposes of
paymenl-related activities, to the exlent
thal federal or slate law authorizes or
requires that the Medicaid or Medicare
apency or program share dala or enter
into a contractual arrangcinent or nther
formal agreements to do so, consent to
disclose patienl idenlifying informalion
to the agencies or programs (as a third-
party payer) under section

2. 31{a)4a )i} A is considered to extend
to the contractors and subcontractors of
the agencies or ]programs.

Commenters have provided SAMHSA
with informative feedback on how
lawful holders, including third-party
pavers and olhers within the heallthcare
industry, use health data or hire others
to use health data on their behalf to
provide operational services such as
independent auditing, legal services,
claims processing. plan pricing and
other Tunctions that are key to Lhe day-
to-day operation of entities subject to
this rule. Those comments indicale thal
there may be varving interpretations of
the part 2 rule’s restrictions on lawful
holders and their conlractors’ and
suhcontractors’ use and disclosuro of
part 2-covered data for purposes of
carrying out paywment, health carc
aperations, and other health care related
aclivities. In consideration of this
feedback and given the critical role
third-partv payvers, other lawful holders,
and their contractors and subcontractors
play in the provision of health care
services. SAMHSA is issuing an SNPRM
o seek [urther comments and
information on this matter belore
establishing any appropriale
restrictions.

Public Comments

Inslead of lisling organizations in the
“To Whom™ scetion, a commoenter
recommendaed that a consent form
should specify Lhe reasons for
disclosura (e.g. care coordinalion,
managemen( of benefits),

SAMHSA Response

In addition to the “To Whom™
seclion, the consent form is required to
mclude how much und want kind of
information is to be disclosed, including
an explicit description of the substance
use disorder information that may ho
disclosed. 1n addition. the consent form
must include the purposu of the
disclosure. All (he required elomants
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must be included on the consent form.
SAMHSA declines to make the
supgested change to allow the
“Purpose” of the consenl to dictale the
recipients of Lhe palient identifving
information. The intent of SAMHSA's
approach Lo the “To Whom ™ section of
the consent form is 10 provide the
paticnt options [or the degree to which
they will be able to 1dentify, at the point
of consent, who they arc authorizing to
receive their information.

Public Commenls

A commenter stated that SAMHSA
should explicitly recognize and include
health plan care services, such as
managed carce, care coordination, case
management and olher infegrated care
activities as parl of the required
clements for written consent {or entitics
thal do nol have a treating provider
rclalionship with the patient under
proposed § 2.31(a){4){iv}.

A commenter stated any privacy
concerns could be ixed by requiring (1)
a neneral designation of a class of
parlicipants wilh a {reating provider
relationship: and (2) thal the disclosing
organization provide paticnts, upon
requoest. a list entitics lo which their
information has been disclosed.

A commenter proposed that
§2.31(a){4) be revised to allow a general
desipnation 1o be used whenever there
is a “treating provider relationship™ ar
4 “care management relationship.”™ The
commenter stated the *‘care
managemen( relationship” should be
defined to include the concepts of
assistance in pbtaining appropriate care,
care coordination. and assistance in the
implementalion of a plan of medical
care.

A couple of commenters suggesied
SAMHSA revise proposed
§2.31@}4)0vIC) o read: . . . loa
participant{s} who has a (reating
provider relationship with the patient at
the time the disclosure is made.™ (Note,
Lhe relevant text is now found al
§2.31(2)(4)(1ii1)(B)(3) due to renumbering
of the final regulation.) The commenters
stated this would make it clear that
participants wha develop a treatment
relationship with the patient aker the
date the consenl can pain access,

Commenters recommended that the
general aulhorization mirror the
autherizalion under HIPAA to ease the
Icansition and reduce compliance
issues.

A commenter recommendled
SAMHSA work with other federal
entitics that are exploring parity
enforcoment to ensure that the proposed
rule changes would not creale harriers
for stales working on enflorcement of (ke
parily law,
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If a patient nntes their information
may be shared with current and hiture
health care providers. one commenter
sairl the specific name of the ACO or
other provider should not be required.

SAMHSA Response

SAMHSA declines Lo explicitly
recognize and include health plan care
services, such as managed care, care
coordination, case management and
other integrated care activities as part of
the required elements lor writlen
consent for enlities thal do nol have a
treating provider relationship wilh the
paticnt under proposed § 2.31(a)(4)(iv].
or broaden the “treating provider
relationship™ Lo also include a “'care
management relationship.” The
definifion of " Treaiing provider
relationship” is sulliciently broad (o
cover the necessary components of a
paticnt's care leam.

A commenier slated any privacy
concerns could be lixed by requiring (1)
a general designation of a class of
participants with a treating provider
relattonship; and (2} that the disclosing
organizalion provide patients. upon
request, a list of entities (o which their
informalion has been disclosed. Annther
commenter wanted to delete the
requircinent of naming the entity
without a treating provider relationship
wilh the palient whose information is
being disclosed. SAMHSA is retaining
the coesent requircinents discussed in
this section of the preamble because we
believe il balances increased llexibility
wilh necessary privacy protections,

SAMHSA declines to mirror the
aulhorization under HIPAA (0 ease the
transilion and reduce compliance
issues, s 4 commenler suggested,
because. due to its targeted population,
part 2 provides more stringent federal
protections than most vlher health
privacy laws, including HIPAA,

SAMHSA may, after publication of
tbis final rule, provide further
subregulatory guidance on specific
concems. such as stales working on
enforcement of the parily law,

Public Comments

Several commenters recommended
splitting proposed § 2.31{(a}{4}(iv) into
twa sections. The first would contain
special provisions governing disclosures
made through HIEs and would retain
the refercnces (o "individual
participants™ and “entily parlicipants,”
The sccond would cover all enlilies that
do not fall into any of the other
categories in proposed paragraph
{a}(a)liv]); in these cascs, the specific
enlity to which disclosure is made
would have to be specilied.

SAMHSA Respoose

SAMHSA proposed § 2.31{a)(4}{iv]) to
apply to an entity (1) that does not have
a treating provider relationship with the
palient whose information is being
disclosed, and (2) is not a third-party
payer. Therelore. SAMHSA declines to
make the recommended changes. Wo
note. howoever, that due to re-numbcering
the proposed § 2.31{a}{4)}(iv) provision is
found in the linal repulation al
§2.31(a)(4)(Gii)B).

Public Comments

A commenter recommendced that the
use ol multi-party consents he
permissible aven when the “To Whom"”
seclion conlaing a general designation,
and that the party(ics) named in the *To
Whom™ section be permitted to ro-
disclose paticnt information if the
palieut has consenlud to such re-
disclosures in order 1o allow patients’
treating providers (o conmununicale with
cach other (pursuant (o paticnt consenl)
within networks like HIL and integrated
carc organizations. Another commenter
stated thal the general dasignation is a
step in the right direction but the
proposed rule would add a burdensome
accounting, which is not required for
disclosures pursuant to a valid
authorization under HIPAA,

SAMHSA Response

On the issuc of multi-party consent, a
multi-parly consent can be achieved by
allowing for bi-direclional
communicalion using the general
designation in both the “To Whom' and
“IFrom Whom' scctions of the consent.
It can also be created by naming
mulliple individuals with or withoul a
treating provider relalionship with the
patient whosc information is being
discloscd or entitios with a treating
provider relatinnship with the patient
whose informalion is being disclosed in
the “To Whom™ and "From Whom™
seclions of the consent, The key is to
makc sure the consent form authorizes
cach party to disclose to the other ones
the information specificd and for the
purpase specified. in the consenl. The
“To Whom" and "TFrom Whom™
seclions of the consent provisions of the
finul rule will permit multi-party
conscnts.

With respect Lo the coinment
regarding the additional burden ol the
Lisl of Disclosures associated with the
use ol a general designalion on the
consent form, SAMHSA addressed this
issue in Section I'.3, in the preamhble
discussinn of Conlidentiality
Restrictions and Salepuards (§ 2.3). That
discussion emphasizes Lhe facl that
therr is no timeframe in which part 2
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programs and law[ul holders need to
comply with the List of Disclosures
svstems requircinents; the final rule
only requires that i they chouse to
disclese information pursuant e a
general designation on the “To Whom™
parl of the consent form, (hey must also
ha capable of providing a List of
Disclosures upon requoest per § 2.13(d).

&, Proposed Alternative Approach lor
"To Whom" Section

SAMHSA is not Hualizing tho
alternative approach to the "To Whom™
consenl provision. In the NPRM,
SAMHSA proposed an allernalive
approach for the “To Whom™ aspect of
4 consent form that attempted to reflect
the same policy poal as the proposed
rcgulation text while attempting to
simplify the language that would appear
on Lhe consent form, This allernalive
approach would not change the existing
language in the "To Whom"™ suction of
the consent form, Under Lhis allernalive
approach, SAMHSA proposed to add a
delinition of “organization™ to § 2,11,
Organization would mean, for purposcs
nf §2.31, (a) an organizalion that is a
trealing provider of the patient whose
informetion is being disclosed: or (b) un
organization that is a thicd-parly payer
that requires palient identilying
information for the purpose of
reimbursement lor services rendered to
Lhe patient by a parl 2 program: or (c)
an organization Lhal is nol a Ireating
provider of the patienl whose
informetion is being disclosed but that
sorves as an intermediary in
implemicnting the patient’s consent by
providing patient identilying
information 1o ils members or
parlicipants thal have a treating
provider relationship, as defined in
§2.11. or us otherwise specified by the
paticnil.

Public Commenls

No commenters exprosscd support for
the propoused rule's alternative approach
Lo required clemnents as stated. Ona
commenter said the allernalive
approach would impose fewer burdens
on patients and parl 2 entities but did
not agree with the restriction on
dissemnination to only lreating cnlitics.
Another commenter supported the
proposed alternative if il resulls in only
the name of the HIE and not its
parlicipants heing lisled on the consent
form.

Several commenlers expressed
general opposition to the proposed
alternative approach. One commenter
stated that redefining "organization' to
make il more expansive would lead (o
erosion of lrust and would have a
chilling effect on the communications
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necessary for effective lrcalment.
Another commenter staled that 4 more
expansive delinilion of “*organization”
may defeat a patient’s intent because a
patient would have less notice that their
information could be disclosed to an
entity not specifically named on the
consent form,

SAMHSA Response

Based on the comments, SAMHSA
has not adepted the alternate approach,
Although a few commmenters supported
the adoplion of the bread definition of
“oruanization,’” none provided
sufficient information 1o determine how
that delinition could be implemented o
protect the patient’s information from
disclosure Lo parlies without a need to
know, [ 15 also unclear how the List of
Disclosures requirement would be
appliad under a broader delinition of
“organization.” SAMHSA, therefore. has
not adopted a definition of
“orpanization.”” SAMHSA disagrees
will the recoinmendation that
disclosure to a wider range of entities
should be allowed withoul the patient's
specific consent.

3. Amount and Kind

SAMHSA is adopling this aspect of
the proposal, SAMHSA has moved the
former § 2.31{a)(5). "Amounl and Kind"
provision, to § 2.31(a)(3) and revised the
provision to require the consent form to
cxplicitly describe the substance use
disorder-related information Lo be
disclosed. The designation of the
“Amount and Kind” of informalinn to
be disclosed musl have sufficient
specificity to allow the disclosing
program or nther enlity lo comply with
the request.

a. General
Public Comments

Many commenlers provided feedback
on the proposed rule’s " Amount and
Kind” requirements on a patienl’s
consent form. A few commenlers
generally supported the provisian.
Howevnr, several commenlers generally
disagreed with the proposed provision
hecause it would cither decrease or fail
to improve Lhe sharing of patient
information; would hamper integrated
cares would resull in consent forms
routingly hacoming ouldaled: palients
should not decide what information is
disclosed; and the current (1987} rule
language is adequate for protection of
paticnt privacy.

Some commenters said the cule
should continue to allow a general
description of the type of information
being disclosed. Other commenters
asked SAMHSA o clarify why the
revision ol the regulatory language was

necessary and wlhy specific information
is preferable to simply stating that the
consent form covers all the records
mainiained by the part 2 program.

SAMHSA Response

Thy designation of the * Amount und
Kind" of information to be disclosed
must explicilly describe the subslance
use disorder-related information (o be
disclosed and have sufficient specificily
to allow the disclosing program or other
cntity o comply with the request.
However. the entity creating the consent
form may provide oplions by including
free text space. or choices based on a
generally accepted archileclure (2.g. Lhe
Consolidated-Clinical Document
Architecture (C-CDAJ)), or documnrnt
(e.g. the Summary of Care Record as
defined by CMS for the EHR Incentive
Programs}. IL is permissible (o include
“all my subslance use disorder
information’ as long as more granular
options are also included.

Nothing in the rule would prevent the
development and use of hrond
calepories of the subslance use disorder-
related informalion on the Amount and
Kind section of the consent form. The
types of information that might be
requested include diagnostic
information. medicalions and dosages,
lab tests, allergies, subslance use hislory
summaries, trauma history summary,
elements ol'a medical record such as
clinical notes and discharge summary,
employment information. living
situation and social supports, and
claims/encounter data. If options are
provided, it is also permissible to
provide check hoxes next to each
oplion,

h. Impact of the Amount and Kind
Requiremenl on Providers and Palients

Public Comments

Commenters expressed concern that
the proposed " Amount and Kind”
provision would be unduly hurdensome
for providers. Lhus ohstrucling
communications. Several commoenters
stated thal the propused rule would
require both paticnts and providers to
have an in-deplh understanding of the
precise terms used for subslance use
disorder information. Some commenters
thought this would put unduc burden
on patients. Other commenters argued
that the “Amount and Kind™
requirgment would place an additional
burden on patients to anlicipale fulure
care and/or continually updale their
consent lorms. Similarly, commenters
stated that patients do not know what
information is nccessary to support their
Llreatmenl. which could lead to
imporlanl information being omilted,
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Commenters argued thal the “Amount
and Kind" provision would require
requesting bealth providers to know the
format, titling, and nomenclature used
for substance use disorder information
in the part 2 program.

A commenter argued that many
paticnts would want all of their
substance use disorder informalion
disclosed if it would improve the
quality and coordination of their care,
Many commenlers recommended that
patients should be able to sign a consent
Lo sharing Lheir enlire record (ie., a
global consent). with some arguing that
the form should include a statement that
covers “all my records.” all my
substance abuse records,” “entire
record” and/or “lull record.” Other
commenters said patienls should be able
to choose via a check box “substance
ahuse lreatment informalion™ or
authorize (he entire medical record and
list what cannot be disclosed. Scveral
commenters stated that an exhauslive
list of check boxes on the consent form
would be confusing for many patients.

Some commenters said patients
should be able to designale an option lor
overall record release with an option {or
further specification of dates and
malerials Lo be released from the
substance use disorder record. However,
anolher commenter said seleclions
should be “all or nothing™ to enable
providers to exchange information with
HIE, ACO, CCO or a similar entity
according to the palient’s consenl
directive wilh olher providers.

SAMHSA Responsc

The patienl will be aware (hal they
have substance use disorder information
#and can make a determination whether
they wanl that inlormation disclosed.
The 1987 final rule part 2 regulations
require the patient o list “"how much
and what kind of infermalion is to be
disclosed” (8 2.31(a)(5)). SAMHSA has
rovised the provision to require that the
consenl {orm explicitly describe the
substance use disorder informalion to he
disclosed 1o ensure patienis understand
they are disclosing the specificd
substance use disorder information. The
amounl ol specilicily patienls wish to
include in the *Amouni and Kind™
seclion ol the consenl form is lelt to
them, as long as it has sufficicnt
specificity to allow the disclosing
program or other entity to comply with
the requesl. As such. Lhis section does
not prohibit a patient from listing “all
myv substance use disorder information®
or "none of my substance use disorder
information.” However, Lha Amount
and Kind seclion of a consent form musl
accommodale more specilic oplions, As
slated previously. nothing in the rule
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would prohibil the inclusion on a
consent form of broad categorics of the
subslance use disorder-related
informalion that would generally appear
in patienl records lo assist palienls in
identifying the information they wish ta
disclose. In developing broad categories
of information te be included on the
consent form, parl 2 programs and other
lawlul holders of palient idenlilying
information would need to take into
consideration reading level standards
ind the concepts of plain language. The
rule does not require further consent
when new information ix added Lo the
subslance use disorder record if he new
informalion is covered by the “Amounl
and Kind" section on the consent form.
If the “Amount and Kind" section does
include specificily that the paticnt
doesn’t undersland. Lhe party oblaining
the consenl should explain it o the
patient. SAMHSA may. after publication
of this final rule. issue in subregulatory
suidance information for educating stalf
and paticnls. We are reliant on the
provider io be clear lo patienl, which
has alwavs been the case,

c. Required Substance Use Disorder
Informalion on Consenl Forms

Public Comments

Some commenters said the level of
delail required in the *Amount and
Kind" section of the consent Jorm was
unrealistic, unnecessary. and confusing.
A commentler arsued that the level of
delail required by the rule was al odds
wilh the general designations necessary
for information exchange. A commenter
stated that EHR infrastructure may not
hiz able to categorize and segregate
informalion as described in proposed
§ 2.31a)(3).

Some commenters urged SAMHSA (o
simplily or ntherwise revise this scclion
of the consent form. A conunenter
recommended that the list could be
simplified by including standardized
ficlds on the consenl form thal align
with information commonly found on a
Continuity of Care Document (CCD).
Commenters recommendod narrowing
the list to several broad categories (e.g,
employment information, living
situalion, social supports), A commenter
staled that il more specific calegories
weore needed, the patient could write in
their own terms. Some commenters said
tho eloments and extent of the consent
should he the same under parl 2 as il is
in HIPAA. Other commenlers said
SAMHSA should use the required
clements of a Summary of Care Record
as defined hy CMS for the EHR
Incentive Program as a basis for the
“kind™ and “type’” of informalion able
to be disclosed. Another commenter

said SAMHSA should defer to the
expertise of health plans to determine
what is necessary for a trealing provider
{o know ahout substance use disorder.

SAMHSA Respounse

The lypes of information (hat might
be requested include diagnoslic
information, mediculions and dosages,
lab tests, allergies, substance use history
suminarics. trauma history summary.
cmployment information, living
situation and social supporls. and
claims/encounter dala. However, the
enlity creating Lhe consent form may
provide options to include free text
space, or choices hased on a gencrally
accepted architecture or document such
as the C—CDA, or Summary ol Care
Record, as delined by CMS for (he EHR
Incentive Program, Il is permissible lo
include “all my substance usc disarder
information’ as long as more granular
options arc also includced. If options are
provided. it is also permissible to
provide check hoxes nexi to sach
oplien, The designation of the *Amounl
and Kind" of information to he
disclosed must have sufficient
specificity to allow the disclosing
program or other entily lo comply with
the request,

d. Requests for Clarification
Public Commentis

A couple of commenters asked
SAMHSA to clarify whether the
“Amount and Kind" section is to inform
the patient or the providers, A
commenler requested clarification an
whether multiple patient consents
would be necessary when the contents
of a record changes over time. Some
commenters requoested that SAMHSA
provide more specilic examples of
adequate descriptions of the type of
information being disclosed. Another
commenter recommended SAMHSA
create a sample consent form.

SAMHSA Respounse

The “amoeunt and kind" section
informs both the pationt and the
providers. Il allows patienls lhe
opportunity to specily whether all of
their substance use disorder trealment
information or only some may be
disclosed and sets the limits on what a
part 2 program or other lawful holders
may disclose, The amount and kind
seclion will penerally cover classes of
information so that chanpes to Lhe
record should not trigger the need for re-
consends for the same classes of
information. SAMHSA may provide
examples or a sample consent lorm in
subrepulatory guidance lollowing the
publication of the linal rule.
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4. ['rom Whom

SAMHSA is not finalizing the
substantive changes that were proposcd
lor the “From Whom™ provision in
§2.31(a)(2). In the NPRM, SAMHSA
proposed (o move the 1987 § 2.31(a)(1)
“I'rom Whom" language of the consent
requirements provision to § 2.31(a){2).
In addition, because SAMHSA was also
proposing, in certain inslances, to
permil a general designation in the *‘To
Whom' section ol the consent form,
SAMHSA praposcd to require the
“Iromm Whom" scction of the consent
forin to specifically name the part 2
program{s} or other lawlul holder(s) of
the patient identifying informalion
permilled to make Lhe disclosure,

Public Commenls

SAMHSA received comments on the
"Fram Whom™ seclion of the consenl
form [rom a group ol commenters
representing a bread spectrum ol
stukebolder arganizalions. The
overwhelming majority of these
commenters were opposcd to the
proposed change and many supggested
withdrawing the proposal in § 2.31{a}{2}
and retaining the 1987 “From Whom™
language (§2.31(a}(1)).

Commenters expressed concern that
the proposed § 2.31(a}(2] could decrease
the sharing of health inlormation: would
add complexity will little or no benelit
to patient privacy: would unnecessarily
limil the use al 4 consant; and may
accidentally cause the palient lo omil a
provider whom Lhey want or need to seu
their data: would negatively impact
certain HIE models. A signilicant
majorily of the commenls regarcding the
“From Whom™ seclion of the consenl
form voiced strong opposition Lo the
proposal. A few commenters said the
proposed change would unnccessarily
limit the positive step SAMHSA took in
permilling. in certain circumslance. a
general desipnation in the “To Whom”
seclion of the consenl form, One
commenter suggested revising the
requirements on the basis that the
proposed changes do nol modernize the
regulalion.

SAMHSA Respaonse

SAMHSA was persuaded by the
overwhelming opposition to the
proposed “From Whom" language and,
with the exception ol minor technical
revisions, will retain in this final rule
the: language in (he current (1987)
regulation. SAMHSA made this decision
for several reasons. First, the existing
“From Whom'" requirsments have been
in effect for nearly 30 years and were
hased on the Departmen!’s prior
determination thal. even wilh a peneral
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designalion option, the pravision did
nol jeopardize patient privacy. The facl
that SAMHSA is nol aware of any
ropors of the current (1987) “From
Whom™ requiremant resulling in
unintended consequences further
supports this position.

Second. in the NPRM, SAMHSA
supported the elimination of the general
designalion option in the "From
Whom" section of the consent form
based on concerns that “ltlhe palient
may be unaware of passible
permutalions ol combining the two
broad designations (i.e.. in the “To
Whom' and “From Whom™ scelions) lo
which they are consenting. especially if
these designations include future
unnamed treating providers.” Bascd on
the comments received, we believe Lhis
concern may have been overstated.
Commeniers generally did nol agree that
the “unintended consequences’ the
NPRM postulated wore likely Lo ocour.
Commenters also asserled Lhal
SAMHSA's proposal shifted the burden
from the receiver to the sender of health
information and would be burdensome
both 1o providers and paticnts. In
addilion. the proposed change could
underming new models to streamline
consent.

While the option of using a general
designalion in either the *To Whom™ or
the “From Whom' seclions {or both)
provides the patient greater flexibility,
antd may resull in (wo broad
designations, it is still ultimately the
palient’s decision whether 1o use these
oplicns or to specifically name both the
disclosing und receiving parties on the
consent form. We agree wilh Lhe
remarks of one commenter that the
proposed change io the “From Whom™
section potentiallv undermines, rather
than supports, patinnt choice, which
wax ot SAMHSA's Intent, Anolher
commeanter suggested that SAMHSA's
proposed revisions may resteict mulbi-
party congents and disclosures, such as
consents that authorize disclosures
“between and among™ the parties, These
types of consents are an important
option for part 2 programs and patients,
which SAMHSA believes would be
climinaled if it were to finalize the
proposal arliculaled in the NPRM.
Another characterized (he proposed
change as adding greater complexity ta
the consent process for patients with
litlle or no henelit to palient privacy.

Third. leaving the 1987 “From
Whom" seclion essentially unchanged
may reduce the burden on providers
and IT vendors to accommodate this
linal regulation. HIE consortiums/
associations and state governments were
particularly concerned aboul (he impact
of the proposed revisions on consent-1o-

access HIE models (sometimes referred
{o as & community-wide consent-lo-
access model). As several commenters
said, the only way for tho participant to
comply with the NPRM “From Whom"”
requirement would be for the
participant to list the name of cvery part
2 program in the relevant state in the
“From Whom' section of the consent
lorm in order to inform Lhe patient that
there is a possibility (hal one of these
progranms might be the source of the
mformation heing accessed. Not only
would ihis require the listing of
hundreds of providers on the face ol a
consent form—el(feclively lranslorming
the document into a provider
directory—bul it would also require the
lisling of parl 2 programs that are not
pacticipating in the HIT, which would
be misleading and likely draw
objections from these programs,

Moreover, the identiting ol parl 2
programs that may be sources of
information are conslantly changing us
new programs arc licensed or join the
HIE, This would mean that every time
a participant soupht lo access a palient’s
information in an HIE, il would have to
provide the patient with 4 consent form
listing all of (hese new providers, and
the participant would constantly need
{o print new forms with updated lists of
part 2 programs in the state. This would
even apply in the vast majority of cases
where no part 2 information would be
exchanped. since a participant in a
consent-lo-access model often does not
know whether the sought-alier
information contains part 2 informalion
and, tberefore, needs to assume that it
tloes. Requiring participants to print
lengthy consenl lorms with an updated
list of part 2 programs cvery time a new
parl 2 program is licensed in the
relevant state (und developing g system
to inform every participant aboul such
updates) is simply not [easible, The
community consent-lo-aceess model
was implemented specifically in order
{o meal the spirit and letler of the 1987
part 2 regulations. In addition, federal
and state governmenls have invested
hundreds of millions of dollars to huild
statowide health information notworks
in reliance on the 1987 parl 2
regulations, which allow consent forms
{o have a general designation of “From
Whom™ the records ace heing disclosed.
Theoretically, it is possible for part 2
programs lo switch to a consent-lo-
disclose model while all other
participants continue to oporale under a
consent-lo-gccess model,

Fourth, the [lexibility provided in the
“To Whom™ and “From Whom"
sections of the consent form are
balanced by the specificity in the
"Amount and Kind” and “Purpose™
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scctions of the consent form. SAMHSA
has reviged the "Amount and Kind”
element on the consent lorm to require
the consent form to explicitly describe
the substance use disorder-relaled
information to be disclosed so that
patients will be aware of the substance
use disorder informalion they are
authorizing to disclose when thev sign
the congent form, In addition. under the
current {1987) repulation, consenl forms
are required to include the purpose of
the disclosure. Any disclosure made
under these regulations must be limited
to that information which is necessary
lo carry out the purpose of the
disclosure.

5. New Requircments

SAMHSA is moditving this aspect of
the proposal. SAMHSA proposed to add
lwo new requirements related Lo the
patient’s signing of the consent form.
Iirst, SAMHSA proposed a provision
thal would have required the part 2
program or other lawful holder of
patienl identifying information 1o
include a stalement on the consent lorm
that the paticnt understands the terms of
their consent. For the reasons explained
below. SAMHSA is not incorporating
this requirement into § 2.31 in this final
rule. Second, SAMHSA revised §2.31 to
require the part 2 program or other
lawlul holder of patient identilying
information {0 include a stalement on
he congent farm that (he palient
understands their rightl, pursuant Lo
§2.13(d). to requesl and be provided a
list of entities to which their
information has been disclosed when
the patient includes a gencral
designation on the consent form,
SAMHSA is including this requirement
in the final rule (see
§ 2,31 (a)(4)GH)(BIID.

Public: Commuents

A few commenters supported the
additional statement clarifying that the
paticnt understands the terms of
consenl and their rights. One
commenter suggested expanding the
slatement Lo inglude language about the
potential conzequences of ulilizing a
general designalion in the “To Whom™
and “T'rom Whom" liclds, which would
address concerns about the use of two
general designations, while preserving
the Nexibility allowed in the “From
Whom'' section of Lthe current (1987}
regulation,

However, other commenlers opposed
updating the consent requirements
because doing so would require
providers tiy update consent forms or
would require a separate suhstance use
disorder consenl form. Several
commenters quastionad the purpose of
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tho additional signed statement. A
commenter crilicized the proposed
language and argued that il was an
attempt to avoid liability.

Scveral commenters argued that
palients would not have the capacily to
understand what (hey are signing,
l'urthermore, another commenter stated
that a signed slatement saying that the
paticnt has read the terms of the consent
does not mean the patient actually read
and underslood the consent, A
commenter recommended a provision to
allow the trealing physician to sipn a
consent for substance use disorder
records for patients who may lack the
cognitive ability o sign a waiver,

SAMHSA Response

SAMHSA agrees with the commmenters
that the requirement that the parl 2
program or othoer lawful holder of
patient identilying information must
include a slatement on the consent Jorm
that the patient understands the lerms of
their consent 1s unnecessary. As
commenters slated, a signalure on a
confirination statement does not assure
that the patinnt has. in facl. read or
undlerstood it. It is also the case, as
commenters stated, that some patients
may not have lhe capacity. at the time
thev are admitted, to provide an
informed consenl. Therelore, SAMHSA
has eliminaled this requiremom.

K. Pruhibition on Re-Disclosure (§2.32)

SAMHSA is adopting this scction as
praposcd cxcept far a clarifying revision
to §2.32(a). As discussed in the NPRM
preamble. the prohibition on re-
disclosure provision only applies to
informalion that would identify,
dircetly or indirectly, an individual as
having been diagnosed, treated. or
referred for treatment for a substance
use disorder and allows other health-
related information shared by the part 2
pragrain ti: be re-disclosed, if
permissible under the applicable law.
SAMHSA also clarified in the NPRM
preamble that, if data provenance {the
historical record ol the dala and its
origins) reveals information that would
identify, dircetly or indirectly, an
individual as having or having had a
substance use disorder, the inforination
is prohibited [rom being re-disclosed. In
addition, SAMHSA revised §2.32 (o
clarify that the federal rules resteict any
use of the information la criminally
investigate or prosccute any patient
with a substance use disorder, except as
provided in §§ 2.12(cj{5) and 2.55.

1. General
Public Comnments

Several commenters generally
supported the prohibition on re-

disclosure, with some stating that the
prohihition ensured the conlidentiality
of the palienl’s informalion and would
facilitate broader sharing of information
among providers and programs in
support of integrated care, thus
increasing quality of care. A commuenter
supported the delineation hotween
suhstance use disorder data and other
health-related data. particularly (he
Nexibility to share portions of a patient’s
record that do not fall under part 2
requirgments. Another commenter
supporicd application of the prohibition
on re-disclosure to individuals or
enlitigs that reccive confidential
identifving information from lawfu)
holders.

However, many commenioers ganerally
disagreed with the prohihition on re-
disclosure, Commenters argued that the
prohibition created unnecessary bacriers
and challenges for health care providers
and would jeopuardize patient treatment
and care coordinalion {e.g.. due to over-
restriction of medical records). One
comimenter argued that the prohibition
would prevent |he inclusion of
substance use disorder lrealment
information wilhin HIE, ACOs, CCOs,
and research instilutions. Anolher
commenter stated the prohibition would
provent substance use disorder
treatment clinics from being
incorporated into inlegrated care
notworks. A commenter said the
prohihition un re-disclosure would
prohibit providers or payers from
correcting or supplementing knowledge
of another provider based on fear of
violating tho law, Lastly. a commnenter
said the proposed rules prohibition on
re-disclosure was nol different from the
currcnt (1987) regulation and therefuru
no clarificalion was ntecessary,

SAMHSA Response

SAMHSA is adopting § 2.32 as
proposed except for a minor
clarification in § 2.32(a). As discussed
clsewhere in this final rule, SAMHSA is
atternpting o balance the lacilitation of
information exchange within new
health care models that promole
mtegrated care wilh the continued need
for confidentiality protections that
encourage patients to seek lrealment
wilhout fear ol compromising (heir
privacy. SAMHSA acknowledges the
legitimate concerns of commenters
regarding how care coordination relates
{o patient safety. However, SAMHSA
mus! consider (he intent of the
govarning slatule (42 U.S.C. 290dd-2).
which is to protect the conlidentiality of
substance use disorder patient recors.
SAMHSA belicves that the prohibition
on lhe ve-disclosure of information thal
would idenlify, direclly or indirectly, an
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individual as having hecn diagnosed,
treated, or referred for treatment for a
substance use disocder comporls with
ils slatutory mandale. SAMHSA notos
thal the revisions to § 2,32 clariiv thal
the prohihition on re-disclosure only
applies to information that would
identify an individual as having been
diagnosed. trealed, or ceferrad for
(reatment [or a substance use disorder,
but does not apply (o health information
unrelated to the substance use disorder,
such as lreatment for an unrelated
health condition. These revisions
should minimize decisions hy parl 2
programs {o prelecl an entire patient
record.

Public Comments

Several conunenters argued thal the
original statule for the substance use
disorder regulalions did nol prohibil re-
disclosure. Another commenter argued
that HIPAA did not exist when the
original regulations regarding substance
usc disorder data were promulgated and
thal the re-disclosure prohibition was
not needed in teday's lepal
environmenl. Another commenter slated
that the re-disclasure prohibition is at
odds with the goals of The Mental
Health Parity and Addiction BEquity Act
and the Affordahle Care Acl.

SAMHSA Responsc

While the statute may nol be explicit
with regard Lo certain provisions in 42
CFR part 2, the slatule direcls the
Sccrctary to prescribe regulations (o
carry out the purposc of the statute.
which may include definttions and may
provide [or such safepuards and
procedures thal in the judament of the
Secretary are necessary or proper Lo
effectuate the purposes of this section.
L prievent circumvenlion or evasion
thereol, or to facilitate compliance
(herewith,

Because 42 CFR part 2 and its
governing statule are separale and
distinct from HIPAA and duc to its
targeted population. part 2 provides
moro stringent federal protections than
mosl other health privacy laws.
including HIPAA, However, SAMHSA
alipned policy with HIPAA where
possible.

SAMHSA strives to facilitate
informstion exchange within now
health carc models while addressing the
legilimate privacy concerns ol palients
seeking troalment for & subslance use
disorder. Those concerns include: The
potential for loss of employment, loss of
housing, lass of child custody,
discrimination by medical professionals
and insurers, arcesl, prosecution. and
incarceralion.
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2. Impact of Re-Disclasure Prohibition
on Palient Privacy and Patient Choice
Public Gomments

Scveral commenters expressed
concerns that the prohihition on re-
disclosure did not improve patient
privacy protections. A commenter stated
that the proposed changes allowed more
disclosures willumt paticnt notice,
undermining, the goal of protecting a
palient’s privacy. A commenter argued
that any information givien hy a
subslance use disorder treatment
prograimn, including a refusal to provide
informalion, could identify an
individual as having a substance use
disorder {whether or not the patient
actually does) or having received
treatment for a subslance use disorder,
Another commenler argued againsl
expanding Lhe scope of parl 2 (o non-
substance use disorder conditions
which may unfairly suggest the
presence of a substance use disordoer,

Several commenters expressed
concern that the prohibition on re-
disclosure intecfared with a paiient’s
choice on whelher to disclose their
medical record. Commenlers arguud that
the prohibition on re-disclosure
impuscd an unnecessary burden on
substance usc disorder patients wha
wish (o have the same level of qualily
coordinated care as other patients.
Several commenlers expressed concern
that the prohibition on re-disclosure
required palienis e anlicipate fulure
care, Several commenters argued that a
paticnt should b allowed to consent to
or utherwise control the re-disclosure of
their information.

SAMHSA Response

Paticnts may permit re-disclosures of
their information via written consent.
Part 2-compliant consent forms can
authorize an exchange of information
belween multiple parties named in the
consent form, Thoe key is to make sure
the consent form authorizes cach party
to disclose to the other ones the
information spuecified and for the
purpose specified, in the consent, [n
addition. the revised consent
requirements allow palients, under
certain circumstancoes, ko authorize
disclosure of thelr information via a
weneral designation (r.g., to “'all my
current and lulure trealing providers™]
rather than lo specilically name each
recipient,

As SAMHSA has staled in this
regulation, (he “To Whom™ section of
the consent form can authorize a
disclosure of patient identifving
information to an cotity that does not
have a treating provider relationship
wilh (he patient whose information 15

being disclosed and acts as an
intermediary for its participants, such as
an HIO. and a general designation of
individual and enlities with a lreating
provider relationship with the palient
whnse information is being disclosed
that are participants, The required
statement prohibiting re-disclosure
should accompany the information
disclosed through consent along with «
copy of the parl 2-compliant consent
[orm jor the pertinent information on
the consent form necessary for tho
intermediary to comply with the signed
consent), so Lhat eacl subsequenl
recipient of thal informalion is notified
of the prohibition on re-disclosure,

3. Disclosure of Informalion that May
Indicale a Substance Use Disorder

Public Commaents

Several commenters argued (hat
delermining which conditions and
medicatinns would “identily a palient
as having or having had a substance
abuse oreler™ would be a burden on
providers, Commenters said most staff
wilhin an HIE do not have the
qualilications (e.g.. clinical knowledge
regarding medical conditions and
medications) to distinguish which
information could indicate an
individual's substance usce disorder and
would thus need to be trained
accordingly. Commenters stressed thal
the difficulty in determining what
palient informalion would indicale a
palicntl had a subslance use disorder
would discourage providers and health
plans from exchanging infarimation,
further inhibiting coordinated care and
enforcing differential treatment of
individuals with substance use
disorders,

Several commenters expressed
concern thal the language of the
proposed rule was too broad. A
commenler said the provision was
proeblematic because many modications
are frequently related to substance use
disorder or other physical or mental
conditions. so there is a risk of
indicating a paticnt had a subslance use
disorder whether or not the palient
aclually did have a substance use
disorder. Similarly, commenters argued
that preventing disclosure of
information that suggests a substanta
use disorder is too broad and would
overly restrict the informalion available
o health care providers, thus
endangering palient salely, A
commenter rccomnmended that
SAMHSA interpret “identifies a patient
as having or having had a substance use
disorder™ to mean only information thal
aclually identifies a patienl as having a
substance use disnrder, rather than
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including informalion that merely
suppests thal a person might have an
substance use disorder, A commenior
recommended thal the provision he
interpreted as written in the rule
language. not as expunsively considered
in the NPRM preamble.

Onc commenter argued that a
prescription for a cerfain drug is not
enough to identify a person as haviog a
substance use disorder, let alone
indicate the person is receiving care
from a substance usc disorder program.
The commenlir staled that this
ambiguity is sufficicnt to be able to say
that the informaltion docs not “'identify”
Lhe person as having a subslance use
disorder or. morcover, that they are
heing (reated in a program,

A commenter stated that, when the
data sharing of the records are redacted
to remove ull evidence of substance use
disorder they become worthless in terms
of ensuring improved clienl care,
Further, this commenter said that there
is no way o ensure xuch redaclion
would be done offectively and that there
is a high risk of inadvertent disclosure,
which cannol be made peivalr again,

SAMHSA Response

Comments received by SAMHSA
suggesl that the discussion in the NPRM
of re-disclosure regarding medications
and examples provided were not clear.
Both the proposed rule and this final
rule prohibit re-disclosure of part 2
informsition that would identify,
directly or indireclly, an individual as
having heen diagnosed. (reated. or
referred for treatment for & substance
use disorder, such as indicated (hrough
standard medical codes, desoriptive
language, or both, unless further
disclosure is expressly permitled by (he
written consent of the individual whose
information is heing disclosed or is
ollierwise permitted by the parl 2 stalute
or regulations. Such information could,
in some circumstances. include part 2
inlormation concerning a patient’s
prizscription [or a medication typically
used for medication-assisted treatment
or a discase or condition frequently
associaled with substance use disorders.
While cerlain medical informalion in
and of ilsell may not idenlify a patient
#as having a substance use disorder and
approved medications inay bz used for
various purposcs, the context of this
pruamble and § 2,32 concerns the re-
disclosure of information that ix diroctly
related to the palient’s undergoing
Ireatment for substance use disorders.
Thercfore, it is considerably more likely
Lthat the re-disclosure of such
information would resull in identifying,
the palient as receiving trealment for a
substance use disorder, By conlrast, a



Federal Register/Vol. 82, No. 11/ Wednesday, January 18, 2017 /Rules and Regulations

6091

paticnt who is not rceeiving such
treatment (and, therefore, whose health
informalion is nol covered by this rule)
would not face such risks even if their
medication or condilion is frequenlly
associated with substance use disorders.
It is also important to note that in some
cases, paticnts may expressly consent to
further re-disclosure and that such ve-
disclosure may in some cases he
allowed under other provisions of this
rule. SAMHSA understands that this is
un imporiant topic and may provido
additional subregulatory guidance on
this issue alter the publicalion of this
final rule,

1. Technical Challenges in Preventing
Unauthorized Re-Disclosure

Public Comments

Commenters expressed concern that,
due to how information is exchanged
clectronically, it may be technically
difficull lor the medical induslry to
prevent re-disclosure. Commenlers
argued thal providers do not have the
technical ability to segregate substance
use disorder content and redact that
information from being sent to now
providers who use or review the record,
More specifically, a commenter argued
that EHR currently have the abilily 1o
contribute paticnt data to an HIE or 4
Regional Health Information
Drganization [RHIO} al the patient level,
nol at the services rendered level. A
commenter stated fhat this capability
was five Lo lon years away. A
commenter argusd that if the outputs of
the DS4P's pilots were refined and
required under the federal health [T
certiication program, there would have
been solution for the re-disclosure of
substance use disorder information.

Several commenters expresscd
concern about the lack of technical
standards. A commenter recommendec
that SAMHSA adopl clear technical
methods and standards lor recipients of
disclusurcs, by which part 2 providers
and programs would be able to identify
which records are not parl 2 sensitive
and can he incorporated direclly inlo
recipientl’s EHR, Similarly, a commenler
stated there needed to be standards for
all EHR Vendors and HIEs to address
the re-disclosurce prohibition.

Some commenters expressed concern
ahout the burden of upgrading their
record system Lo comply with the
prohibition on re-disclosure,
Commenters slated that the re-
disclosure prohibition would require
upgrades and modifications to EHR and
HIEs. A cominenter stated that
SAMHSA should provide funding lo
upgrade HIE systems or HIEs would be

likely to refuse Lo accept substance usc
disorder dala.

Many commenlers said the
prohibition on re-disclosure and the
technical limitations many providers
laced in prevenling re-disclosure would
have adverse impacts on sharing of
information and paticot care. A
commenler staled (hat, due to Lhe
technical limitations, some providers
would continue 1o prohibil re-disclosure
of the palienl’s enlire medical record.
Other commenters argued that the
{echnical limitations would resull in
suhstance use disorder information
being kept out of the electronic health
care environment. leaviny gaps that
could contribute to poor patient
oulcomes, A commenter stated that parl
2 programs would be unable to
participate in integrated care delivery
models because their system was nol
equipped to segregate substance usce
disorder data.

A commenter stated that SAMHSA
should encourage the expansion of
meaninglul use to allow behavioral
health carc providers to adopt data
segmentalion technology. A commenter
stated that. in light of the EHR
requirements under meaningful usc,
SAMHSA should consider ways lo
reduce the burden on entities using EHR
wilh respecl to disclosure slatements
under § 2,32, Anolher commenter
argued that SAMHSA should simply
issuc conscnt recommendations and
incorporate more complex struclures,
such as data segmentation. in a broader
mandate or on other requirements in
order lo allow suflicient lime for
implementation.

SAMHSA Responsc

SAMHSA actively supports Lhe
comtinued development of data
standards to support the integration of
substance use disorder lrealment in
emerging health care madels. The Data
Segmemation for Privacy (DS4P)
mitiative wilthin ONC's Standards and
Imteroperability (S&1) Framework
facilitated the developinent of standards
to improve the interoperability of EHRs
containing sensitive information that
must be prolecled Lo a greater deyree
than gther health information due to 42
CFR part 2 and similar slate laws, The
DS4P standard allows a provider Lo lag
a C~CDA document with privacy
metadata that cxpresses tho data
classificalion and possible ve-disclosure
resiriclions placed on the data by
applicable law. This aids in tha
¢lectronic exchange of sensitive health
information. In October 2015, ONC
adopted lhe DS4P standard as parl of
the 2015 Edilion health IT cerlilication
crilerta. The DS4P cectilicalion criteria
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require health IT to demonstrate the
ahility lo send and received summary
care records that are document-level
tagged. SAMHSA will continue lo work
with ONC to further refinge the DS4P
standard so thal it can he applicd {o
segmcrnt data at the data clement lovel
in the manner described in ONC's
“Connecting Heallth and Care lor the
Nation: A Shared Nationwide
Interoperability Rnadmap—Version 1.0
Final (Roadmap),”* and lo acceleratn
Lhe adopting of the DS4P send and
receive standards,

Regarding re-disclosure, the primary
advantage of continuing the prohibition
on re-disclosure by recipients of a
disclosure witht palient consent is that it
assures a greater measure of
cunlidentialily for patient idenlilying
information, SAMHSA slrives to
facilitate information cxchange within
new heallth care models while
addressing the lepilimate privacy
concerns of patients secking treatment
for a subslance use disorder. These
concerns include; The potential for loss
of employment. loss of housing, loss of
child cuslody. discrimination hy
medical professionals and insurers,
arrcst, prosccution, and incarceration,

The prohibition on re-disclosure
predates this rulemeaking and providers
were already required to comply with
the existing provision. SAMHSA
proposad only minor changes Lo the
provisinn lor clarity, which should not
neeessilale systom upgrades. Therefore,
SAMHSA declines lo respond ta
comments regarding the burdens of
system upgrades to comply with the
prohibition on re-disclosure.

Finally. SAMHSA works closely wilh
its federal colleagues to improve the
integralion of subslance use disorder
treatmend providers and Ltheir data,
Although the part 2 authorizing statute
does not give SAMHSA authority Lo
mandale data sepmenlation. as noted
above, DS4F was included in the ONC
2015 Edition Health IT Certification
Crileria (2015 Edition). SAMHSA has
also supported the development of the
application hranded Consent2Shars:, an
open-source health [T solution based on
DS4P which assists in consent
managemen! anel data segmenlation and
will continue to work Lo improve the
granularity of how the DS4P standard
aperates,

* httpscdiwnn Realthit gov/sitess defaulti filestije-
interoperchility/notionwide-fiteroprabifity-
roadmap-final-version- L pdf.
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5. Requests for Clarilicalion of the Ro-
Disclosure Prohibition

Public Comments

Commenters requested clarification
on various aspecls of the re-disclosure
prohibilion. Some commenters asked for
clarification on what records were
subject to the re-disclosure prohibition
{e.r.. the actual record, or the part 2-
compliant record that is now
incorporated into the physician’s notes
at the receiving institution). The
commenters requested examples of how
data may, or may not, be disclosed after
lawlul receipt of parl 2 data.

A commenter suggested that
SAMHSA confirm that only records that
originated at a part 2 program are
subject Lo the prohibitinon on re-
disclosurc.

SAMHSA Response

Once palient identifying information
has heen initially disclosed (with or
wilhoul palient consent). no re-
disclosure is permitled without the
palient's express consent to re-disclose
or unless otherwise permitted by the
part 2 statute or regulations. Only
disclosurc of paticnt idenltifving
information made with the palient’s
writien consent musl be accompanied
hy a writlen notice regarding the part 2
prohibition on re-disclosure. Although
there is no requirement to provide such
written notice to individuals and
cittities who receive informalion
through other means under the parl 2
pragram, all lawful holders muslt
comply wilh the parl 2 program
requirements, including. hut nol limited
to the limitations on re-disclosure,

Regarding requesled confirmation that
only racords originated at a pan 2
program arc subject to the prohibition
on re-disclosure, SAMHSA clarifics that
individuals and entities that arc not
covered by parl 2 [hat possess subslance
uge disorder dala thal did not originate
in a parf 2-covered provider are nol
subject (o the parl 2 program
requirements. However, if those
individuals and entitics received that
informalion that is subject Lo parl 2 via
palient consenl {with or withoul the
nolice of prohibition on re-disclosure}
or through any other means under the
part 2 program (f.e., through ineans that
made them a lawful holder}, they would
be required to comply with part 2,

Public Commoents

Several commenters asked for
clarification with regard to disclosing
prescription medications. A fuw
commenters asked whether prescription
medications could be disclosed wilhout
congent if the prescriber states that the

prescriplion is not for substance use:
disorder treatment. Another commenter
asked what (he requirements were lor
medications that are used “ofl label™ to
lreat subslance use disorder and
medications that (reat withdrawal. A
commenter asked for clarification on
whaother providers in part 2 programs,
who do not reveal their parl 2 program
afliliation. would be prohibited [rom
disclosing information about substance
use disorder prescriptions that are also
prescribed for non-substanc: use
disorder purposes, unless the patient
has consented to the disclosure.

SAMHSA Response

SAMHSA agrees that part 2 would
permit the disclosure of information
wilhout patienl consent relative to a
medicatinon thal is used for both
substance use disorder and non-
substanco use disorder purpuses, aven
when it is being prescribed for the
purposc of substance use disorder
treatment, In disclosing the information.
both the provider and the data
provenance must nol idenlify (he
provider as being affiliated with a part
2 program or prescrihing the substance
use disorder medication for substance
use disorder treatment.

Public Comments

Regarding the prohibition on re-
disclosure. a commenter requested (hal
SAMHSA provide clarilication on what
impact a court order has on sharing
information otherwisc deemed
conflidential under the parl 2
regulations,

SAMHSA Response

SAMHSA has previously stated in
FAQ puidance concerning re-tlisclosures
that when information is disclosed
pursuanl to an authorizing court order,
part 2 requires that steps be taken to
protcat patient confidentialitv. In a civil
case. parl 2 requires that the courl order
authorizing a disclosure include
measures necessary to limit disclosure
lor the patient’s protection, which could
include sealing from public scruliny the
record of anv provecding for which
disclosure of a palient's record has been
ordered (42 CFR 2.64(e)(3)]. In a
criminal case. such order must limil
disclosura to thosc law enforcement and
prosccutorial officials who are
responsible for or are conducting the
investigalion or proseculion, and must
limit their use of the record Lo cases
involving extremely serious crimes or
suspected crimes 142 CRY § 2,85(e){2]].

Public Comments

A commenter asked how a mixed-use
menlal health and substance use
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treatment facility should handle re-
disclosure and how SBIRT would be
addressed under this seclion.

SAMHSA Response

Only the substance use disurder
information is covered by part 2. The
mental health information is not. The
prohibition un re-disclosure only
applies to information that would
identify, directly or indicecly, an
individual as having been diagnosed.
irealed, or referced {or treatment for a
substance use disorder, such as
indicated through standard medical
codes. descriptive language, or bolh,
and allows other health-relaled
inlormation shared by the part 2
program ta be re-disclosed, if
permissible under other applicable
laws.

B. Recommendations Ta lmprove Lha
Prohibition on Re-Disclosure

Public Comments

Several commoeniers recommended
exclusions to the prohibilion on re-
disclosure of substance usc disorder
paticnt data. A cornmenter said patients
should be able 1o consent to the
disclosure of substance use disorder
inlormation (o a covered enlity and such
information would be protecied hy
HIPAA, but would be tree from the re-
disclosure peohibilion. Some
commenters said SAMHSA should
permit re-disclosura of substance usa
disorder treatment information for the
purpose ol trealment and/or care
coordinalion. Anolher commenter
suggested an exemption lor providers
within a given PDMP, CCO, ACO or
HIL, {or the purposes of ireatment,
payment, ar health care operations. A
commenter said SAMHSA should allow
re-disclosures withoul patient consent
for public health purposes to prevent
discasc or control injury or disability,
Lastly. a commaenter said SAMHSA
should add a category under subpart D
“Disclosures wilhout Palienl Consent™
Lo include stalin health dala
organizations that collect data under a
legislative autharity,

SAMHSA Rosponsc

Duc o s largeted populalion, part 2
provides more stringent federal
prolections than most other health
privacy laws. including HIPAA. In light
of the statute, SAMHSA declines to
greate the specific suggested exclusions
from the use and disclosure restrictions.
SAMHSA will specilically address
disclosures to subcontractors and
conlractors for health care purposes in
the SNRPM.



Federal Register/Vol. 82, No. 11/ Wednesday, January 18, 2017 /Rules and Regulations

6093

Public Comments

Commenters requested thal SAMHSA
provide guidance in scveral arcas,
including the type of permissible
information that can be disclosed:
applicabilily to co-cccurring disordors;
and applicability to multi-use
organizations. A commenter suid
SAMHSA should publish the medical
cades {e.g., ICD-10s) that arc affected hy
this provision,

SAMHSA Responsc

As for the tvpe of permissible
information that can be disclosed, the
proposcd clarifications to §2.32 clarify
that the prohibition on re-disclosure
enly applies to information that would
identify. directly or indirectly, an
individual as having heen diagnosed.
treated, or referred for treatment for a
suhstance use disorder. such as
indicated through standard medical
codes, descriplive language. or both,
and allows other health-related
information shared by the part 2
prograin ii be re-disclosed, if
permissible under other applicable
laws,

Regarding the re-disclosure of
information related o co-vccureing
disorders, only the substance use
disorder information is covered hy part
2. The mental health information in a
patient record is not. However, parl 2
programs must cnsure adequate
confidentiality protections for mental
health patient dala that are applicable
based on any relevant federal or stale
law,

Public: Comments

Commenlers proposed many other
recommendations to improve the re-
disclosure provision. One commenler
said the rule should specify the
conscquences part 2 providers will face
if thoy violate the proposcd rule's
prohibition on re-disclosure. A
commenler said non-part 2 programs
that prescribe substance use disorder
medication should not be forbidden
from disclosing such prescriptions, nor
required to state the purpose of the
medication. A commenler satd the rule
should conlinue lo prohibit informaiion
being shared with law enforcement for
criminal proseculion. A commenter said
SAMHSA should include an updated
sample Notice of Prohibition of Re-
disclosure in the linal rule. One
rommenler said patients should have
the ability {o remove their substance use
disorder history from their medical
record after ten years. A commaenter said
SAMHSA should rescind the proposed
prohibilion on re-disclogure relalive to
general designations and advocate for

the medical community to do more
within their industry to recognize aned
provide appropriale, comprehensive
care {or those living with substance use
disorders,

SAMHSA Response

Regarding the consequences lor
violation ol Lhe re-disclosure
prohibition. each disclosure made with
the patient's written consent must be
accompanied by the notice of
prohibition on re-disclosure. Under 42
11.S.C. 290dd-2 (i}, any person who
violates any provision of this section or
any regulation issued pursuant to this
section shall be (ined in accordance
with Title 18,

Regarding the comnient on non-part 2
prescribers, prescribers (hal are not
covered by parl 2 are nol prohibited
from disclosing such prescriplions nor
required to specily the purpose of such
prescriptions.

On prohihition of information being
shared with law enforcement far
criminal prosecution, this prohibition
remaing in elfect, Specifically,
SAMHSA has clarified § 2.32(a) to slate
“[tthe federal rules restrict any usc of
the information to criminally investigale
or prosccute any patient with a
substance use disorder, excepl as
provided at §§ 2,12(c){5) and 2.65.”

Public Comments

A commenter stated that individuals
or entilies who are nol part 2 programs
may not he familiar with the specilic
consent requircments of part 2, so the
next-to-last sentence of § 2.32 should
include a cilation o §2.31.

SAMHSA Responsc
SAMHSA appreciales the sugpestion
and has revised § 2.32 to add a reference

to the §2.31 Lo the penullimate senience
in paragraph {a}.

L. Disclosures to Prevent Muoltiple
Enrollments {§ 2.34)

SAMHSA is adopting this section as
proposcd. SAMHSA has madoernized
§ 2.34 by updaling terminology and
revising corresponding definitions,
SAMHSA also consolidated delinitions
by moving delinitions from this seclion
to the part 2 definitions provision
{§2.11), as discussed in Scction 1.0,

Public Comments

A tew commenlers supported
disclosures lo prevent mulliple
enrolfments. Some urged the proposed
regulations to go further and specifically
allow rogistries in tha form of HITs or
PDMPs to share controlled substance
prescriplions in the same manner that il

would allow wilhdrawal management or

97

maintenanee treatment programs. The
aim waould be to provent multiple
prescribing of prescription drugs that
can be ahused. Other commenters
argued that the registry should he
available to check enrollment bevond
200t miles. Asserting thal the
requirement Lo list every site that may
be contacted in the consent document is
an unusual burden, one of these
commentars suggested that the concern
can be better addressed by indicating
“any licensed reatment cenler wilhin
the stale when a patient presents for
lrealmenl.” One commenter requested
clavification as lo whal type ol “central
registry” is being considered for
disclosure of palient records. Another
suggrsted language that allows for
multiple payments to praviders in
situations where clients are enrolled in
multiple programs and where programs
may be oblaining inulliple payments for
multiple services,

SAMHSA Response:

Coenlral registries. delined as “*an
organization that obtains from two or
more Inember programs paticnt
identifying information about
individuals applving for withdrawal
managemenl or mainlenance trealment
for the purpose of avoiding an
individual's concurrent enrollment in
more than une trealment program,”
serve a diffrrent purpose than HIEs or
PDMPs. According to the Centers Jor
Discase Control and Prevention, BDMPs
are stale-run electronic databases used
to track the prescribing and dispensing
ol controlied prescription drugs to
patients. They arc designed. in part, o
monitor this information for suspected
abuse or diversion [Le.. channeling
drugs into illagal use), and can pivea
prescribier or pharmacist critical
inflormation regarding a patient’s
controlled substance prescription
history. Although PDMPs may scerve
many valuable purposes, SAMHSA
decided not to address issues pertaining
Lo c-prescribing and PDMPs in the [inal
rule because, as stated in the NPRM,
they were not ripe for rulemaking at the
lime dur: lo the slate of technology and
becuause the majority of part 2 progranis
are not prescribing controlled
substances clectronically,

Under § 2.34(a){3)(i1), the conscnt may
authorize a disclosure to any
withdrawal management or
maintenance treatment program
established within 200 miles of the
program after the conscnt is given
without naming any such program.
Regarding comments on the 200-mile
limil. SAMHSA declines lo make any
changes to the 200-mile limil because it
is unlikely that a patient would be
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crirolled in multiple programs grealer
than 200 miles from each other. The
regulations do nol confline the 200-mile
limit to within a slate.

As lTur (he request Lo allow a consen!
for disclosure to “any licensed
treaiment cenler within the state where
u patient presents for treatment,”
SAMHSA has concluded thal the
proposed specificity is needed. Seclion
2.34 requires that the consent must list
the name and address ol cach central
registry and cach known withdrawal
managenicnt or maintenance treatmoent
program lo which a disclosure will be
made. This specificily was relained
because Lhe purpose of the section is to
prevent multiple enrollments that
would result in a patient receiving
substance usc disorder treatinent
medication from more than one
provider, thereby increasing the
likalthood for an adverse event or
diversion,

Regarding the request to allow for
multiple pavments to providers in
silualions where clients are enrolled in
multiple programs and where programs
may be obtaining multiple payments lor
multiple servicos. SAMHSA has
determined that this request il outside
of the scope of the proposcd parl 2
changes in the NPRM.

M. Medical Emergencies {§2.51)

SAMHSA is adopling this seclion as
proposed. SAMHSA has revised (he
medical emergency exceplion Lo give
providers inora discretion Lo determing
when a "bona fide medical emergency™
{42 U.5.C. 290dd-2(h){2){A)) exists. The
revised lanpuage stales thal patient
idenlilying informalion may be
disclosed 1o medical personnel to the
cxtent necessary to mect a bona fide
medical emergency in which the
paticnt’s prior informed consent cannot
be obtained. SAMHSA confinues to
requirn the part 2 program (o
immediately document, in writing.
specific infonmatinn related 1a the
medical emergency.

1. Ceneral
Public Comments

Many commenlers expressed suppont
for the proposed change in languape of
the medical emergency cxoeplion to
provide medical personnel with
increascd discretion to determine a
“bona fide medical emergency.” Some
commenters expressly supported
alipning the regulatory language wilth
the statutory language for medical
cmergencies. A commenter supported
the special rule that would allow the
disclosure of patienl idenlilying
informalion to medical personnel al the

I'DA who provide reason to helieve that
the health of any individual may be
threalened by @ product under the
FDA's jurisdiction and Lhat the
information used solely for nolilying the
paticut or their physicians of the
potential dangers.

However, several commenters warned
thal part 2 programs should not be
expected to asswine the unrealistic
hurden of liability for a HIL's capability
lo comply with all part 2 requirements,
Another commenler argued the current
medical ecmergency nxception is clear
under current (1987) law and providers
arc alcecady making the deterinination as
{o what conslitules an emergency.

SAMHSA Response

SAMHSA appreciates the support of
commenlers on this issue, With resard
to the comment about the burden of
liabilily, SAMHSA asscrls thal the
lreating provider must make the
determination as to whether a buna fide
medical emergency exisls, However,
concern alone about potential drug
interaction may not be sufficient Lo meot
the standard of a medical emergency.
Thus, based on the circumstances ol the
presenting sifuation, SAMHSA
rrcummends that health care providers
obtain consert from the patient where
feasible.

2, Definilion of *Bona Fide Medical
Emergency”

Public Comments

Commanters provided various
supgeslions for expanding the delinition
to include disclosure of records for
mental heallh involuntary commitmentl
gvaluations and olher psychialric
cmetgencies; to detoxification centoers;
when lhere is “'risk of serious harm™ lo
scll or others by reason of an substance
use disorder; in order to save a life or
prevent furlther injury of a person who
is not able to make a rational decision
due to mental impairment; and to
prevent suicide, Several commenlers
asserted the revisions should include an
axceplion for disclosure wilthom
consent in order to prevent medical
emergencics from nceurring in the fiest
place. Other commenlers supgested nol
limiting this section to only medical
amargencies, but allowing disclosures
lor treatment, payment, and operation
purposes. A few commenters supported
adding a duty to warn exception where
# substance usc disorder paticnt
discloses inlenl, plan, or means to
inllict haem onto another individual or
the public,

SAMHSA Response

On Lhe request lo expand Lhe
definilion, while the statule aulhorizes
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an cxception for a bona fide medical
emergency. broadening this provision tn
include non-cmergency situations
would be inconsislent with the statutory
scheme, With respect to warnings. part
2 doss not imposce 1 duty to warm—or

a duly to disclose any informalion. It
only poverns when disclosures may be
made, not when they must be made.
SAMHSA has previously provided FAQ
guidance on when a part 2 program may
make a disclosure without divulging
patient identifyinyg information,
SAMHSA will monitor this issue and
may consider whether additional
subregulalory guidance in the future
may ba helphul.

Regarding involuntary commitment,
patien! idemilying informalion mav be
disclosed Lo medical personnel to the
extent necessary to mect 1 bona fide
medical emergency in which the
paticnl’s prior informed consent cannot
be ohtained. This may include
sttuations in which the patient is not
regarded as being legally competent
under the laws of their jurisdiclion.
Such circumstances may apply whena
paticnl is subjcct to an involuntary
commilmenl (7.e.. formally commitled
for behavioral health reatmoent by a
court, board, commission, or other
lawful authority). Consislenl with
§2.51, during the period of time a
patient is nol regarded as being legally
competent, any previously establisbed,
unrevoked, or unmodified general
designation remains valid for their
currenl treating providers until such
lime as the individual's compelency s
restored. The treating provider(s) would.
in such circumsiances. be expected to
follow provisions of this rule pursuant
to medical emergencies, including all
documenlation requirements,
Importantly, at any time when & patient
is legally compelent. they may modily
Lheir general designation consistent
with the provisions of this final rule.

Public: Commuents

Other commenters suggesled
restrictions on the definition of “hona
lide medical emergency™ or other
limitations to the medical emicrgency
exceplion. Several recommended that
the final rule explicitly state that the
medical emergency excepiion continues
Lo be limiled 1o circumstances in which
an individual needs immediate medical
care and the patient's consent cannot be
obtainad, The medical emegency
exceplion does nol apply to situalions
whare Lhe patient could but will not
consent, since the exception should not
be used to avoid oblaining conscnt. A
commenter urged that a “bona fide
medical emergency” he limiled to
circumstances in which an individual
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needs immediate medical care because
of an immediate (not future) threat to a
person’s health,

A commenter asserted that it be
specified that a “medical emergency” is
delermined by the trealing provider.

A commenter asserted that the
information disclosed in a “bona fide
medical emergency” should be more
clearly limiled and the rule should
require the provider (o alliematively
share the required documentation oi the
disclosure with the patient.

A commenter stated that part 2
information disclosed in a medical
emergency should not be re-disclosed
for criminal invesligation or
proseculion.

A few commenters advocated for
cinergency care providers o he
permitted to access only limited part 2
informalion available through a HIE,

SAMHSA Response

On situations in which the paticnt
could but will not consent, SAMHSA
has not revised the regulatory language.
bul agrees thal “patienl consent could
nol be obtained” relers {o the facl that
the patient was incapable of providing
consent, not that the patient refuscd
ronsent.

Wilh repard (o the request thal a
“medical emergency” be determined by
the treating provider, SAMHSA clarifies
that any health care provider who is
treating the patient for a medical
cmergency cun make that determination.

On limiting the information disclosed.
& 2.13(a} of he rule indicales thal the
amcunt ol inflormation Lo be disclosed
“musl be limiled o that informalion
which is nccessary o carry out the
purposc of the disclosurc.”

With repard to the commenlt on re-
disclosure, SAMHSA will address re-
disclosure ol part 2 information
obtained during a medical cmergency in
subregulatory guidance rather than in
the rule, as it has in the past.

Public Comments

Several commenters assorted that
automated or pre-tleterminations for
medical emergencies should he allowed.
A commoenler suggested {hat pre-
defining Lhe criteria for medical
cimergency would enable HIEs to
autonlate the decisions about whether a
paticnt visit is a medical emergency.
The commenter said such crileria could
be defined by each individual hospital
or could be based on national standards,
Another commenter argued that Level of
Care Utilization System (LOCUS) scores
and the ASAM levels could be used as
clinical standards for determining “hona
lide emergency ™ situations whers

behavioral health information should be
more broadly shared.

SAMHSA Response

Automated eleclronic health
information systems can be programmed
to flag specilic patient information for
medical personnel to use in determining
whether a bona fide medical emergency
oxists and may be programmed to
provide alerls lo authorized providers,
However, as SAMHSA has explained in
previous FAQ guidance, onc may not
automate ihe determination of a medical
QMIGrgency.

Public Comments

Many commenlers requested
examples of emergency situations in
order v minimizc confusion among
providers and organizations as to the
circumstances under which medical
egmergencies would be valid, Many of
these commenters provided their own
instances requesting clarification if
disclosure would be necessary,

SAMHSA Response

SAMHSA plans to provide the
requested examples in subregulatory
guidance after the publication of this
final rule.

3. Ducumentation of Medical Emeorgency
Public Comments

Many commenlers argued for remaoval
of the requircment that a part 2 program
hnmediately document a disclosure
pursuanl (o a medical emergency. A
commenler staled thal SAMHSA should
simplify the existing onerous
documentation requirements that
impede vital sharing of information.
Another commenter suggested part 2
programs should rely on olher
functionalities thal retain disclosure and
specific information related to the
medical emergency, such as audit
roports.

A commenter suggested the language
be modified to allow Lhe part 2 program
{o documen! the disclosure “promplly™
rather than “immediately.”

Other commenlers supgested
climinating the requircinent to provide
“the name of the medical personnel to
whom disclosure was inada.”

Another commenter asserted that the
rule should allow an HIE to mainlain
documenlalion of disclusures for Lhe
parl 2 program and provide ongoing
access to such information.

A commenter suggested that a “list of
the information disclosed’ be added 1o
the list of information that must be
enlered inte Lhe patient record af the
tima of the emergency disclosure,
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SAMHSA Response

SAMHSA is not convinced of the
bencfit of replacing “immediately™ with
“promptly,"” particularly since neither
lerm is delined in the final rule. With
regard to the suggestion to eliminate the
requiremaent lo provide “the name of the
medical personnel to whom disclosure
was made,” the current (1987) part 2
regulations {as well as the regulatory
language in the NPRM) require part 2
programs (o document the name ol the
medical personnel 1o whom disclosure
was made and their affiliation with any
health care facility because i is
important for that information to be
available 1o the parl 2 program and the
paticni.

4, Other Comments on Medical
Emeargencing

Public Commonts

Some commenters supgesled that
SAMHSA expand who is aulhorized lo
access emergency records. Some
commenters requested the definition of
“medical personnel” include any
professional who provides health-
relaled services, including behavioral
health services. ralher than being
limited te medical doctors. nurses, and
emergency medical technicians. Other
commenters suggested the language be
changed so that “non-medical
personnel” who are currently working
with clients in an emergency situation
have access 1o the patienl emergency
racord. A commenler argued that
substance use disorder patients
commonly face medical emergencics
and therefore it is prudent for an
cmergency depariment be named or
identilied under the “‘general
disclosure™ provision,

SAMHSA Response

Panl 2 allows patient identifving
inlormation to be disclosed lo medical
personnel in a medical emergency. Panl
2 does nol define the lerm “medical
personnel” but mercly provides that
informetion can be given to medical
personnel who have a need for
information about a patient in a bona
fide medical emergency. It 1s up to the
health care provider or facility treating
the emergency lo determine the
exislence of a medical emergency and
which personnel are necded to address
{he medical emergency. The name of Lthe
medical personnel lo wham the
disclosure was made, their affilialion
with any health care facilitv, the name
of the individual making the disclosure,
the date and time of tha disclosure, and
the nature of the medical emergency
musl be documented in the palient’s
racords by the parl 2 program disclosing
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the informalion. SAMHSA does not
have the authority to permit information
to be disclosed to “non-medical
personnel” pursuant to a medical
cinergency because the authorizing
statule for the regulalions codified at 42
CFR parl 2 limits disclosures (o
“medical personnel,”

With regard to identilying emergency
departinents under the “general
disclosure™ provision. the medical
emcrgency exception requires that a
provider determine that a hona fide
medical emergency exists and that a
paticnt’s visit to an emergency room
does not automatically constitute such
an emergency. SAMHSA reiterates that
there is a difference between refusal to
consent and being incapable of
consenting (o disclosurn,

Public Comments

Commenlers requested clarification
on which entity, the receiving
cmergency department or HIE, would be
obligated to maintain part 2-compliance
with information received through a
declared paticnt emergency. A
commenter argued the rule should state
that a hespilal emergency room or other
health care provider that obtains
program information under the medical
emergency exceplion would nol be
subjcct 1o part 2 rules with respect to
such program information,

SAMHSA Response

Parl 2 requires thal when a disclosure
is made in connection with a medical
vimcergency, the part 2 program must
document in the patient's record the
name and alliliation of the recipient of
the information, the name of the
individual making the disclosure. the
date and time of the disclosure, and the
nature of the emoergency. Thus, data
systems must be designed (o ensure that
the part 2 program is nolifted when a
“break the glass™ disclosure occurs and
part 2 records are released pursuant {o
a medical emergency, The notification
must include all the inforination that
the part 2 program is required to
document in the patienl’s records, The
information ahoul emergency
disclosures should alse he kept in the
HIE's clectronic system. Regarding the
requests for clarification on part 2
applicability to information disclosed
pursuanl to a medical smergency,
SAMHSA underslands the imporiance
of (hese questions, Howover, because
these issues are not related 1o specilic
proposals mada in the NPRM, SAMHSA
plans to address them in subregulatory
putdance aller the publication of the
firal rule.

Public Comments

A commenter warned that emergency
disclosures for requesting of part 2
records can occur hy means other than
solely through an HIE,

SAMHSA Response

The EHR is the vohicle for the
disclosure of the part 2 record but not
the deciston-maker, The name of (he
person who makes the determination to
discluse and discloses the information
electronically through an EHR system
should be recorded. SAMHSA clarifics
that the example used of an HIE was not
meanl ta he exhaustive lo include all
palential sources of disclosures,

N. Research (§2.52)

SAMHSA is modilying this section
from the regulatory text proposed. as
duscribed in detail below. SAMHSA is
implementing several changes to the
research provision, Firsl, we have
revisnd the section heading by deleting
the word “activities.” In addition,
SAMHSA has revised the research
exception to permit data protected by 42
CFR part 2 to he disclosed by any
individual or entity that is in lawful
pirssession of pant 2 data (lawful holder
ol part 2 data) under certain conditions.

SAMHSA also addressed dala
linkages because the process of linking
{wo or more streams of data opens up
new research opportunilies and
polential risks, Tn the NPRM, SAMHSA
propoesed to permil researchers to
request to link data sets that include
paticnt identifving information if (1} the
data linkage uses data from a federal
dala repository, and () the project,
including a dala protection plan, is
reviewed and approved by an
Institutional Revigw Board (IRB)
registered with the Office for Human
Research Protections (OHRP) in
accordance wilh 45 CFR part 46,
SAMHSA requesled commenls in the
NPRM un whether to expand the dala
linkages provision beyond federal data
repositories. After considering the
public comments received on this topic,
as discussed in greater detail below.
SAMHSA has revised the data linkapes
provision {o permit rasearchers to link
to foderal and non-federal data
repositories provided coriain condilinns
are met.

The revised § 2,52 permils a
vesearcher to include part 2 dala in
reports only in aggregate lorm,
SAMHSA clarified in this final rule that,
with respect to these tvpes of reports,
the paticnt identifying information has
heen rendered non-identifiable such
that the information cannel be re-
identified and serve as an unauthorized
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means Lo identify a patient, dircctly or
indirectly as having or having had a
substance use disorder, SAMHSA
requires any individual or sntily
conducting scientific rescarch using
paticnl identifving information to meut
additional requirements Lo ensure
compliance with confidentiality
provigiong under parl 2. Nole thal de-
identified informalion can he shaced Tor
the purposcs of research; this was the
status quo under the previous part 2
regulations, and this final rule does nat
chanpg that.

Finally, § 2,52 addresses, in addition
Lo the maintenance of parl 2 dala. the
retention and disposal of such
information used in rescarch. SAMHSA
expanded the provisions in §2.16
(Securily [or records) and references Lhe
policies and procedures established
under § 2,16 in revised § 2,52, The
NPRM language in (a}(1) only referenced
“the HIPAA privaey rule at 45 CFR
1A4.512{i)” while the final rule
regulalory language in {a}{1) now says:
“consisient with the HIPAA Privacy
Rule ot 45 CFR 164.508 or 164.512{i]. as
applicable”.

1. General
Public Commenls

Many commentars expressed supporl
for revising the research excepliun 1o
permil dala protecled by parl 2 to be
disclosed Lo qualilied personnel for the
purpost of conducling scientific
rescarch by a parct 2 program or any
other individual or entity that is in
lawFul possession of parl 2 data (law ful
holder of part 2 data). Many
commenters expressed general support
for expanding the circumstances in
which research may be conducted with
part 2 data. Many commenters
supporicd disclosure of data from ather
lawful holders of substance use disorder
records with researchers, Commenters
supparled the prevention of dala
scrubbing ol records and other dala
suppression related 1o substance use
disorders. Some commenters specified
supporl to stop “supprossion’ of
Moedicar and Madicaid data from any
records associaled with substance use
disordeor,

SAMHSA Response

SAMHSA's revistons (o the research
provision address these concerns
ragarding access to subslance use
disorder information from CMS claims/
encounter data disclosed for rescarch
purposes. Iirst, the research provision
permils part 2 programs and other
lawlul holders of patient identifying
information [nol just parl 2 program
directors) to disclose data pratected by
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42 CI'R part 2 to qualified personnel for
the purpose of conduciing scientilic
research il (he researcher provides
documentation of mecting cortain
requirements relaled to ather existing
protections for uman rescarch. Sccond.
SAMHSA also addressed data linkages
to enable researchers holding part 2 data
to link to data sets from federal and non-
lederal data repusitories pruvided
certain conditions are met as spelled out
in section 2.52.

Public Comments

Another commenter supported thu
usc of data use agrecments for all
research transfers of parl 2 informalion
and requested the proposed regulalion
provide examples of these agreemenis.
A commenter siated that the agency
should allow research of additional
administrative data scts such as those
held by HIEs. ACOs, state Mudicaid
apgencies, commercial insurance
companies, and Medicare Advanlage
plans with appropriate IRD reviews.

SAMHSA Response

Although not required by § 2.52. he
regulation would peemil any law{ul
holder of patient identifying
information to require a researcher sign
a data usc agreemoent spelling oul these
requirements,

SAMHSA is adopting its proposal
regarding the research exceptlion to
pcrmit data protected by 42 CFR part 2
to be disclosed to qualified personnel
for the purpose of conducling scienlific
research by a parl 2 program or any
other individual ar enfily that is in
lawlul possession of part 2 data if the
rescarcher provides documenialion of
meeting cerlain requirements related 1o
other existing proteclions for human
reseacch. I an enlity meets the
requirnments of an “other law(ul holder
of paticnt identifying information,” as
described in the preamble of this final
rule. the entity would be authorized to
disclose part 2 dala fur research
purposes in accordance with §2.52,

Public Comments

Another commenter asked a series of
queslions relaled Lo the release of data
by law{ul hulders that are nol part 2
programs (e.g., HIEs). The commenter
asked how these HIEs, thicd-party
payerss, ele., will he ahble to determine
that a rescarcher will maintain the
conflidential patient identifying
information in accordance with the
security requirements sl out in
& 2.52(a}(2); how will the “lawful
holders™ be able Lo assess whether the
potential benefits of the rescarch
oulweighs any risks lo confidentialily as
required by §2.52(a}(3); and what

individual at these various “lawlul
holders™ will be the equivalent of a parl
2 program dircctor and have the
authority to make these decisions. The
commenler staled that it is almasl
certain that these “lawful holders™ will
nul sufficienlly knuw the conflidentialily
repulalions so as to ensure the
researchers are aware of, and will
comply with the prohibilion againsl re-
disclosure specified in § 2.52(b).

SAMHSA Responso

SAMHSA examined the existing
regulations that protect human subjects
in research and concluded that, if those
requiramants were fulfilled. 42 CFR part
2 would ensure confidentiality
proteclions consislenl with the slatule,
while providing the expanded authorily
for disclosing patient identifyving
inlormation. Requirementis that ensure
compliance with HIPAA and the
Common Rule (e.g., IRB and/or privacy
board review) with respect lo research
provide these assurances, including that
Lhe researcher has a plan to protect and
tlestroy identiliers and to nat re-disclose
the information in an unauthorized
manner, The individual who would
make the determination to disclose part
2 data on hehalf of a part 2 program or
other lawful helder would be the
individual designated as director or
managing direclor, or individual
otherwise vosted with authority Lo act as
chiel execulive oflicer or their designec.
In addition, there is nothing in the
regulation that requires this individual
lo disclose the data. even il the
researcher provides documentation of
compliance wilh the requirements
under § 2.52.

Public Comments

A commenter siated that the proposed
rule adopted an overly narrow approach
to disclosures for scientific rescarch, by
liniting part 2 disclosures nnly to
entities or individuals subject Lo Lhe
HIPAA Privacy Rule or Lhe HHS
Common Rule. The commaenter stated
that because the commenter is not a
HIPAA vovered entily or business
associate under HIPAA, and is not
currently subject to the Common Rule,
the commenler does nol appear to most
the conditions required for disclosure
for scientific rescarch. The commenter
stated that limiting disclosures for
research purposes only to entities or
individuals subject to the HIPAA
Privacy Rule and/or Common Rule is
inconsistent with the lanpuage and
intent of the governing statute, which
broadly authorizes disclosures to
qualificd personnel for the purposes of
conducting scienlific research.” (42
L1.S.C, 290dd—2{b}{2}(B}}. The
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commmenter urged SAMHSA to interprist
rescarch hroadly to include state
analytic activities lo idenlify palterns
and varialions in the cosl, qualily and
delivery of health care, similar to the
approach adoptled by CMS for the
release of CMS claims/encounter data to
slate agencies,

SAMHSA Responsc

The revised rescarch exception will
now permit data protected by 42 CFR
parl 2 {0 be disclosed for research
purpuses by parl 2 programs and other
lawful holders of patient identifving
information not just by part 2 program
dircctors as the 1987 final rule
regulalions require. Because SAMHSA
is expanding Lhe authorily for disclosing
patient idenlifying information heyond
part 2 program dircctors, it was
necessary o establish a mechanism to
cnsure that confidentiality protections
consislenl wilh Lhe stalule were fuliilled
in all cases. SAMHSA delermined that
the existing regulalions thal protect
human suhjects in research would
accomplish this, and, therclore, decided
tp limit the permitled disclosures for
research purposes under part 2 (o
instances in which (he researchers
would meet the requirements governing
their receipt of protected health
infurmation from a covered entity under
the HIPAA privacy rule and/or the
requirements governing research on
human subjects under the HHS
Comnon Rule. Under this expanded
authority. the HIPAA standards would
he applied as a lest regardless of
whether the dala source for the
disclosure was a HIPAA covered entity.

Under 42 CFR part 2, the research
provision provides clear policies on
conducting research and protecting the
confidentiality of patient identifying
information, including their obligations
to comply with requirements under 42
CFR 2.16, Security lor Records,

Public Comnents

A commenter staled that SAMHSA. in
coordinalion wilh stale regulalors,
should work {ogether (e issue guidance
related to the application of the federal
part 2 requirements to substance use
disorder information that mav be
requested by stales for public health and
other purposes,

SAMHSA Response

The stalute aulhorizing part 2
contains specific limited exceptions to
the consent requirement, and making a
change to exempt stutes from this
raquirement. under cortain condilions,
would he inconsistent wilh the statulory
scheme.
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Publit: Comments

One commenter stated that (he
cxpansion of the disclosure of paticnt
identifying information should be
limited lo CMS§ and/or slale
sovernmental agencies thal have
authority over substance use disorder
treatment services. The commenter
stated that an unintended consequence
of implementing the potential of wide-
spread disclosure of praviously
protected inlormalion is that the
protections Lthe confidentialily
regulations afforded patients will ba
cviscerated as essentially all the
recipients of protected information, for
the last 40 years will no longer be bound
by the prohibilion of re-disclusure,
subjecting the palient’s information to
re-disclosure, without the patient’s
comsent, to any individual or entity
representing that thev are conducting
scienlific research, The commenter
argued thal SAMHSA should limit the
number of entilies who can release
paticnt identifying information to those
who actually have the resources to
verily that such disclasure to a
researcher is for a valid research
purpose: Can ensure proper research
protections are in place: and aflirm the
paticnt will not be more vulnerable as
u result of the disclosure. The vast
majority of lawful holders cannot
adequately perform (his analysis and
thercfore cannot protect the patient’s
interest as required under the part 2
regulalinns,

SAMHSA Responsc

SAMHSA declines to narrow Lhe
scope of the research provision as
suggested, In developing the proposed
rule, SAMHSA examined Lhe existing
regulations Lhat prolecl human subjecls
in rescarch and concluded that, if those
requirements were fulfilled, 42 CFR part
2 would ensure confidentiality
protections consistent with the statute,
while providing the expanded authorily
{or disclosing patient idenlilying
information. Specifically. 1RBs
dectermine that, when appropriale, therc
arc adequate provisions to protect the
privacy ol subjecls and lo maintain the
conlidentiality of dala belore approving
the reseacch (45 CFR 46,111(a}{(7)).
SAMHSA is interested in affording
paticnis protected by 42 CI'R part 2 the
same opportunity to benelit froin
advanced research prolocols while
continuing lo safeguard their privacy,
and narrowing the scope of lawful
holders that may disclose part 2 data for
rescarch purposes, as suggested by the
commenter would limit the ability of
palients (o henefil (rom (hese reseacch
elforls.

Public Comments

Other commenlers expressed concern
about the expanded research exception,
A commenter slated thal the proposed
provision would create a wide
opporunity for data sharing with
increased risk of adverse impact.
Similarly, a commenter warnead that the
research exceplion revision poses
unnecessary risk of data breach of
patient's confidentiality.

SAMHSA received a large number of
commenls. parlicularly from
restarchers. expressing suppori for the
revised rescarch provision. These
commenters expressed concern that,
without this revised provision,
researchers” access to subslance use
disorder-related data in Medicare and
Medicaid claims/encounter datahases
wnuld be limited to instancos in which
consent could be obtained. A number of
commenlers ciled a sludy by K. Rough
gt al. published in the March 15, 2016,
issue of the Journial of the American
Medical Assaciaiion that found the
exclusion of part 2 data fom Medicare
and Medicaid claims/encounter data in
research contexts coincided with
decreases in Lhe rales of diagnoses [or
cerlain conditions commonly co-
oceurring with substance use disorder.
Commentoers reiterated a point made in
the article that underestimating
diagnoses has he polential lo bias
health services rescarch studics and
cpidemiological analyscs. Some
commenlers also slaled thal
implementing apprapriate dala
safoguards can protecl patient privacy
while still allowing rescarchers acoess
to critical data.

SAMHSA Response

SAMHSA agrees with Lho
commenters” asscrtions regarding how
the exclusion of this substance use
disorder dala hampers vital public
health research, particularly in light of
the growing national npioid cpidemic
and is finalizing the rescarch data access
proposal in thn final rule.

Wilh respect o concerns aboul
privacy and the expansion of the
research exceplion, SAMHSA clarifics
thal the rescarch exception is intended
le permil data prolected by 42 CFR parl
2 1o be disclosed to qualified personnel
lor the purpose of conducting scienlific
research by a part 2 program or any
other individual or entity that is in
lawful possession of part 2 data {lawful
holder ol part 2 dala).

The rescarch provision (§ 2.52(h))
already includes a requircment that the
researcher receiving the part 2 dala is
fully bound by 42 CFR parl 2, Although
not required by § 2,52, the regulalion
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winld permit any lawful holder of
pationl identifying information lo
require a researcher to sign a data use
agreement spelling out these
requirements, Lawful holders of patient
identifying information may disclosc
part 2 data without patient consent [or
research purposes onlv under the
spoecilied circumstances under the
research provision,

Public Commenls

A commenler requested clarification
as to whether “lawful holders™ may
disclosu part 2 data to third partics to
conduct research or whether the ' lawful
holder™ has to conduct the research
ilsell,

Citing the HIPAA tracking criteria for
disclosures outside the entily pursuani
Lo a walver of aulhorization, another
commenter asked SAMHSA to clarily
what tracking requircments wouled
apply to disclosure of part 2 data for
purposes of research. This commenter
also asked SAMHSA (o clarily whelher
disclosure for purposas of research
means sharing the data with anyone for
rescarch purposes or only applics when
part 2 data is shared with an outside
ontity.

SAMHSA Respuonsg

Thr research provision permits part 2
programs and other lawlul holders of
patient identifying information to
disclose data prolected by 42 CFR parl
2 to qualified personnal for the purpose
of conducling scientific research if the
rescarcher provides documentation of
meeting coertain requirements related to
other existing protections for human
research, "Qualilied personnel” isa
statutory lerm and SAMHSA has
clarified that this term includes those
individuals who meet the requircments
specified in the rescarch provision to
receive part 2 data for the purpose of
conducting scientilic research,

The proposed rule did not include a
tracking requircment for informalion
disclosed under the research exception
and so we are declining to include such
a requirement in the final rule.

Public Commenls

Anolher commenter reasoned thal
municipalities should he able (o receive
and match patient identifying
inforination and then use the de-
identified data for planning and analysis
purposes (e.g., determining how many
criminal justice-involved defendants
have a previous hislory of substance use
disorder treatingnt}.

SAMHSA Response

SAMHSA declines lo make the
recommended expansion to the rescarch
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provision. SAMHSA is revising the
rescarch exception lo permit dala
protected by 42 CFR part 2 Lo be
disclosed to qualificd personnel for the
purpose of conducting scientific
rescarch by @ parl 2 program or any
other individual or entity that is in
lawlul possession of part 2 dala (lawful
holder of part 2 data)."Qualilied
perscnnel” is a statulory teem and
SAMHSA has clarified that this term
includes those individuals who mect
the requirements specilied in (he
rescarch provision to receive part 2 data
for the purpose ol conducting scientific
research. This lerm would not preclude
researchers from conduciing such
research efforls on behalf of a
municipalily, However. part 2 prohibils
rescarchoers from re-disclosing patient
idenlifying informalion except back to
the individual or entity from whom that
paticnt identifving information was
oblained or as permilted under § 2.52(c)
of this section, and permits rescarchoers
to include parl 2 data in reports only in
apgregale form in which patient
identifying information has been
rendered non-identiliable such thal the
information cannot be re-identilied and
serve as un unauthorized means 1o
idenlify a patient, directly or indirectiy.
as having or having had a substance use
disorder.

Public Comments

A commenter expressed support lor
tho strengthened proposed research
provision wherchy patient identifving
informalion may be released only alter
the program dircotor has determined the
rescarch recipient has ohtained
appropriate IRB and/or privacy board
approval and consent. Another
commenter asserled thal information
that is de-idenlified and presenied in
apgregale should be permilted to be
more readily used in research. The
conunentler stated that this was another
arca where SAMHSA can promote
greater alignmen( with HIPAA, which
provides allowances for covered
information that is de-idenlilied and
prescnted in the aggregate.

SAMHSA Response

Parl 2 only applies to information that
would idenlily 4 patienl as having or
having had a substance use disorder,
The revised rescarch provision allows
researchers to include part 2 data in
reporls only in aggregale form in which
palient identifying information has been
rendered non-identifiable such (hat the
information cannot be re-identified and
serve as an unauthorized means (o
identify a patient. directly or indirectly,
as having or having had a substance use
disorder, The revised § 2,52 also

requires rescarchors o maintain and
destroy patient identifying information
in acvordance with the securily policies
and procedures cstablishcd under
§2.16. SAMHSA aligned policy with
HIPAA where possible. However, 42
CFR part 2 and its governing statute arc
separale and distinet from HIPAA, and
the part 2 regulations use different
lerminology than used in HIPAA,

Public Commentis

A commenter requested clarification
on whoether dala disclosed o qualified
personnel under § 2,52 would include
“idenlifiable information.” For example,
this commenter asked why a name
would be relevant if the data and
information would be used for research,
Another commenter staled (hal certain
patient identifving information such as
sacial securily numbers should not be
included, as it servis no purpose to
researchers. The commenter stated that
Lhis can easily be mitigaled by dala
scgmentation and consent managemant,
bul until then the rule should he
mainlained in (hal the part 2 program
director is the only individual
authorized (o release of information,
SAMHSA Respunse

The part 2 data that may be disclosed
lor research purposes include palient
identifving information, as Lhat terin is
defincd in § 2,11, One reason
researchers would need identifiable
information is o link part 2 dala o
other data sets, or for conducting data
linkages. SAMESA also proposed to
address data linkages. which requires
identifiable information, because the
process ol linking two or more streams
ol data opens up new research
oppuortunities and potential risks. For
example, the praclice of requesting data
linkages from other data sources lo
study the longitudinal effects of
treatment is hecomning widespread.
SAMHSA is inlerested in affording
palienls protecled by 42 CFR parl 2 (he
same opportunity {o benefil from (hese
advanced research protocols whilc
continuing lo safeguard their privacy.
Likewise, SAMHSA revised the research
provision to enable part 2 data to he
disclosed for research purposes by parl
2 programs and other lawlul holders of
palicnt identilying information so that
paticnts may benefit from the additional
scicentific rescarch that will be
conducied and that will facilitate
continual gqualily improvement of part 2
programs and the imporlant services
they offer. This additional rescarch
would not be able to be conducted if
SAMHSA were to continue to maintdain
the existing parl 2 research provision. as
suapested.
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2. Suggestions for Improvemenl of the
Research Provisions

Public Comments

Some commenters made suggeslions
Lo improve privacy protections as it
relales Lo research. A commenter
suppesied that the vesearch provision
require a certificate of confidentiality as
a prerequisila to researcher access to
part 2 information.

SAMHSA Respaonse

The research provision (§ 2.52(h))
already includes a requirement that the
researcher receiving the parl 2 dala is
fully beund by 42 CFR part 2. Although
not required by §2.52, the regulation
would permit any lawful holder of
paticnt identifving information to
require a rescarcher sign a data use
agrecmenl spelling out these
requirements,

According to NIH. certificates of
confidentiality do not take the place of
good data sccurity or ¢lear policies and
procedures for data protection, which
are ggsetial Lo the proleclion of
rescarch participants” privacy. Under 42
CFR part 2, the research provision
provides clear policics on conducting
rescarch and protecting the
confidentialily of patient identifying
inlormation, including their obligations
Lo comply wilh requirements under 42
CFR 2.16, Security for Records.

Public Comnents

A commenter concluded that the
number of enlities who could release
patient identifying information should
he limiled to those who have the
resources Lo vorify the rescarch is valid
and the patient will not becorne more
vulnerable as resull of disclosure. A
commaenter supgesied (hat steict policies
he in place al al] levels of research
organizations to assurc that prohibiteel
re-disclosure of paticnt information
docs not oceur, A commenter asserted
Lthat aligning parl 2's requirements for a
valid wrillen consent with thaose
applicable under the HIPAA Privacy
Rule would avoid confusion. One
commenter suggested that the filing of
conflict of interest statements hy the
primary invesiigators and co-
investigalors be required. A commenlor
suggesled a change in language Lo clarily
Lthat researchers will resist any judicial
demand for access to patient records,
excepl as permitted by these
regulalions,

SAMHSA Response
SAMHSA oxaminetl the existing
regulalions thal protect human subjects

in research and concluded Lhat, if (hose
requiremeants were lulfilled. 42 CFR part
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2 would ensure confidentiality
protections consistent with the slatute,
while providing the expanded authorily
for disclosing paticnt identifying
informalicen. Requiremenls that ensure
compliance with HIPAA and the
Commaon Rule (e.g.. IRB ancl/or privacy
hoard review) with respecl to vesearch
provide these assurances. including that
the researcher has a plan to protect and
destroy tdentiliers and (0 not re-disclose
the informution in an unauthorized
manner, Disclosure of parl 2 dala also
would he allowable for research that
qualifics for exemption under the
Common Rule due to the lower risk Lo
subjccts in the circumstances whoere
exemptions apply, and (his has been
clarilied in § 2.52(a)(2). The individual
who would make the determination to
disclose part 2 dala on behall of a part

2 program or other law il holder would
be the individual designated as director
or managing director, or an individual
otherwise vested with authority to act as
chiel execulive olficer or their designee,
[n additinn, there is nothing in the
regulation that requires this individoal
to disclose the dala, even if the
rescarcher provides documentalion of
compliance with the requirements
under § 2,52,

SAMHSA declines to make (he
recommended change regarding
conflicts of interest to the roscarch
section (§ 2.52). The revised rescarch
provision requires reviews, either by an
IRD and/or privacy board. for the
specific purpose of minimizing risk to
palients and their privacy. The research
provision also requires roscarchers
requesting data linkages, as described in
§2.52(c}, to have the request reviewed
and approved by an IRD registered with
the Department of Health and Human
Services, Office for Human Rescarch
Protections in accordance with 45 CFR
patt 46 to ensure Lhal palient privacy is
considered and the need for identifiable
dala is justified. In addition, HHS has
issued subrepulalory puidance that. to
the extent financial intercsts may affect
the rights and wellare of human subjecls
in rescarch, IRBs, institutions, and
investigators need to consider what
aclions regarding financial inlerests may
be necessary to protect those subjoets.

SAMHSA proposed o require any
individual nr entity conducting
scienlific research using patient
identifying information to mect
additional requirements to ensure
compliance wilh conlidentiality
provisions undoer part 2. Among thesc
are a provision (§ 2.52(b)(1}) that
“requires researchers to be fully bound
by these regulations and, if necessary, to
resislin judicial proceedings any effor(s
tn oblain access to patient records

except as permitted by these
regulations.”

Public Comments

Another commenter suggested (hat
the rule allow an extended disclosure
period specific to research thal could he
included in the initial disclosure
approval.

SAMHSA Responsc

The part 2 regulations de nol specily
a disclosure period in the rescarch
provision.

Public Comments

A commenter said that it would bring
clarity and aid enlities seeking to
comply with the proposed rule if it
imcluded a definition of “repository™
and of “scientific research.” The
commenter stated that the HHS
Common Rule provisions, refercnced
rnpedledly in the proposed rule, apply
only to aclivities which meet the
delinition of research invelving human
subjects, 1t is not clear whether
SAMHSA intcnds Lo adopt Common
Rule definitions or create a scparate
scheme,

SAMHSA Responsc

SAMHSA did not propose a
repulatory delinition for these lerms in
the NPRM and respectfully declines to
duefine the terins in the final rule as
suggesled. “Scienlilic research™ is a
statutory lerm that is not defined.
Rescarchers requaesting part 2 data for
the purposcs uf conducling scientific
vesaarch and whose research is subjact
Lo the Conunon Rule would need Lo
comply with requirements for the
Commun Rule as well as those of parl
2. SAMHSA relors to the term
“repository” in the context of the data
linkages provision, and intended Lhe
term to broadly refer (o data that ix
stored and managed. SAMHSA may
address undeflined terms tbat require
further elaboration in suhregulatory
guidance or in subsequent rulemaking,

Puhlic Commenis

One commenter supported provisions
that allow slates to work with oulside
entities. which are HIPAA and Common
Rule compliant, to conduct research that
will improve care and drive quality
oulcomes lor Medicaid heneliciaries
with a substance use disorder,

SAMHSA Response

SAMHSA supports the efforts ol parl
2 stakcholders to work together
collaboratively and in enmpliance with
the law. Part 2 prohibits researchers
from rve-disclosing palient identilying
information except back 1o the

104

individual or entity from whom that
patient identifying information was
obtained or as permitted under the data
linkages provision. Rescarchers may
include part 2 data in ceporls only in
aggregate form in which patient
identilying inlormation has been
rendered non-identifiable such that the
information cannot be re-identified and
serve as an unaulhorized means to
identify a patient, directly or inditectly,
as having or having had a substance use
disorder,

3. HIPAA and HHS Common Rule
Requirements

Public Commenls

Many commenters expressed support
for aligning requiremaents for disclosure
of inlormatinon for conducting research
with existing requirements for research
as regulated by the HBS Common Rule
145 CFR part 4G). A commenler
remarked that an allernate approach
would he Lo creale a single category of
consent for rescarch purposes.

SAMHSA Respuonsg

In this parl 2 inal rule. SAMHSA has
implemicnted cortain revisions that are
predicated on the current version of the
Common Rule (45 CFR part 46,
Protection of Human Subjects.
promulgaled in 1991). Should
conflicting policies be created in the
future, SAMHSA will take appropriale
action le.g.. issue an NPRM or technical
correclion), Wilh respect to creating a
single category of consenl for research,
the cxisting conscnt requircmoents
permil patient consent for the disclosura
of paticnt identifving information for
the purpose of scientific research.

4, Data Linkapes

SAMHSA rovised §2.52 from the
proposed repulalory text by separating
out Lhe data linkages provisions inlo its
own paragraph, § 2.52(c} for purposes of
clarity and readability. In addition. the
final § 2.52 addresses data linkages to
enahle researchers holding part 2 data to
link to data sots from federal and non-
federal data repositories as explained in
grealer detail below, SAMHSA proposed
o permit researchers 1o request to link
data sets that include patient identifying
inlormation under cerlain conditions,
We proposcd to limit the data
repositories from which o rescarcher
may request dala for data linkages
purposes to federal data repositories
bacause federal agencies that maintain
data reposttories have policies and
procedures in place to protect the
securily and conlidentiality of (he
patient idenlifying information that
must be submitled by « rescarcher in
order to link the data sats. SAMHSA
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sought input from the public regarding
whether Lo extpand the data linkapges
provision heyond lederal data
repositorics; what confidentiality,
privacy. and security safepuards are in
place for those non-federal data
repositorivs; and whether those
safepuards are sufficient to protect the
security and contidentiality of the
palient identifying inlormation.

Public Comments

Several commmenters suggested that
rexcarchers be allowed (o perform data
linkages belween dala sets containing
substance use disorder data. However,
some warned thal the proposed rule was
unclear regarding data linkages. One
commenler said SAMHSA should
clarify that researchers have the oplion
to submit data to a federal data
repository, like CMS, lor linking of
federal data. but are nol required to do
s0. Other commenters argued that
proposed § 2,52 should explicitly allow
researchers o perform their own data
linkages between data seis containing
subslance use disorder records, A
commenter asserted thal non-profit
imlities who engage in research should
be distinct from for-profit organizalions
and that for-profil organizations should
nol be allowed access to large linked
data scts.

Many commenters expressed support
for permitting linkage with non-federal
repositorics where adequale, flexible
safepuards are in place (o prolecl the
security and conlidentialily of part 2
data. A commenter asserted that only
allowing researchers 1o combine 42 (TR
part 2 records received without patient
consent with records from a foderal
repository is not consistenl with the
goal ol enhancing rescarch conducted
wilh dlala protected by parl 2, In
particular, commenlers poinled oul that
many state, local, tribal, and corporate
dala reposilories wilh hospital
pmurgency deparlmenl and discharpe.
trawma regisiry. and birth and death
records would not be covered by tho
federal data linkages language in the
proposed rule, thereby hampering
important eesearch and evaluation
aclivilies. Additionally, commenters
supported the expansion of data
linkages in order to better support the
analysis required by evolving health
care delivery and payment models. such
as Accountable Care Organizations,

Commenters urged that appropriate
privacy and security protections are in
place. to include physical security and
disposition of data if SAMHSA permits

linkages lo non-federal data repasitories.

Onc commenter remarked that
protections imposed by (ederal
repositories that are nol impoesed by

other ropositories should ba identified
and considered as requirements, 50 as
nol to lose the insight ollered through
additional linkage opportunitics.
Another sugpesled implemenlation of
data use agreement language to non-
federal repositories. A commenter
reasoned 1RBs or privacy officers could
ensure other repositories are in
compliance wilth parl 2 requirements,

However, a few commenters did not
support expanston of dala linkage to
non-federal repositorics. Somce
commenlers exprassed concerns aboul
Lhe security of data in both federal und
non-federal data reposilories citing
axamples of healthcare data breaches.
One commenter concluded data linkage
to any data reposilories be withdrawn
from the proposed language ciling the
federal agenciecs as well us health care
dala repositories inability lo adequalely
safeguard personal information. Anuther
commenter suggested data ropositorics
performing the data linkages. il vutside
of part 2 entity, not he given information
suhject to part 2.

SAMHSA Response

SAMHSA would like to clarify that
the data linkages provision is not
imtended to prohihit a researcher [rom
linking a data sct in the rescarcher's
possession Lhal containg part 2 data
wilh a dala set from a thicd party source.
s0 long as the pant 2 data is not further
discloscd in the data linkage process
and the researcher adheres 1o any
applicable conlidentialily, privacy. and
sccurity requirements and salcguards,
Regarding the comment on lor-profit
organizations. whether the researcher is
a for-prolit or not-far-profit
organizalion, the researcher would be
required to have IRB approval and/or
privacy board review of their rescarch,
and. addilionally. IRB approval of the
research project that contains the data
linkage component, 1o ensure risks (o
the palient and their privacy arn
minimized. In addition, part 2 prohibits
rescarchers from re-disclosing pationt
identifving information except back to
the individual or entily Irom whom thal
palienl identilying informalion was
oblained or as permilled under the data
linkages provision. Rescarchers may
include parl 2 data in reports only in
agaregate form in which patient
identifying information has been
rendered non-identifiable such that the
information cannot be re-idenltified and
serve as an unauthorized means to
tdimtify a patient, directly or indirectly,
ds having or having had a substance usc
disorder,

In response lo public comments.
SAMHSA has decided in the linal rule
to permil data linkages 1o bath federal
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and non-federal dala rapasitories subject
Lo the conditions explained below.,
SAMHSA believes that these changes
will enhance research while still
ensuring the protection of part 2 patienl
identifying information. SAMHSA
agrees wilh commienters (hal many non-
federal dala repositorizs. as well as
federal data repositorics, contain data
that is critical to research and, Lherefore,
SAMHSA is expanding data linkages
provisions.

[n the data linkages provision of this
final rule (§2.52(c)). SAMHSA revises
its proposal to enable researchers
holding part 2 data to link to data scts
from any reposilory, including non-
federal repositories, provided that the
linkage has boen reviewed and
approved by an Institutional Review
Board registered with the Department of
Health and Human Services, Office lor
Human Research Prolecltions in
accordance with 45 CFR part 4G to
ensure Lhat patienl privacy is
considered and the need for identifiable
data is justificd. In addition to having
the request reviewed and approved by
an IRB, the rescarcher must ensure that
patient identifying information oblained
under the rule’s research provisions is
not provided to law enforcement
agencies or officials, SAMHSA stales in
the final rule that the data repository ts
fully bound hy the provisions of part 2
upon receipl of the patient identilying
data and must, after providing the
rescarcher with the linked data, destroy
or delete the linked data from its
records. including sanitizing any
associaled hard copy or eleclronic
media. ta render the patient identifying
information non-retricvable in & manner
consistent with the policics and
procedures established under §2.16
Securily lor records, In addition, the
data repository must ensure Lhat any
data oblained pursuant to part 2's
rescarch provisions is not provided to
law enforcement agencies or officials.

Public: Comments

One commenler recommended thal
SAMHSA cxpand data linkages beyvond
rescarch to the broader need for it to be
inclusive of coordinated care. Tha
caommenter slated Lthal this is another
area where SAMHSA could look Lo
axisling HIPAA provisions and alipn the
part 2 provistons accordingly,

SAMHSA Response

SAMHSA declines to make he
revision suggested by the commenter.
The transfer of part 2 information for the
purposes of rescarch, as allowed under
§$2.52. is an exceplion to palient
consenl, and, therelore, Lthe data
linkages provision cannol he expanded
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to other paris of the regulation. Because
of its targeted population. part 2
provides more stringent federal
protections than most other health
privacy laws, including HIPAA.
Howeaver, SAMHSA aligned policy will
HIPAA where possible.

5. Multi-Payer Claims Databasc

Publiz Comments

Many commenters urged the {inal rule
to explicitly include a statement on the
autharity granted to MPCDs (alsa
referred to as APCDs) that maintain
adequate saleguards Lo collect, link, and
disseminate substance use disorder
records without patienl consent for
resrarch purposes, Several commentiers
arguoed that many states have
eslablished stale-sponsored MPCD
systems and urged the proposed rule to
specifically ensure substance use
disorder data are not systematically
excluded from state MPCD systems,
allowing part 2 data to be collected,
linked, and disseminated wilhout
palient consent [or research purposes. A
commenler requested specilic guidance
as to whether MPCDs could ba law{ul
holders of part 2 data wilh the same
disclosurc requiremncents as those for
HIEs, A commenter staled thal the rule
should authorize stale data repositories
such as an MPCD to link part 2 data to
other dala for research purposes,

SAMHSA Response

For an MPCD or any entily Lo disclose
part 2 data for rescarch purposes under
tho rule’s rescarch exception to consent
requirements (§ 2.52), the entity must be
a "lawlul holder ol patienl identilving
informalion.” Under the research
provision. any law{ul holder of parl 2
data may disclosc tho data to qualified
rescarchers that meet the requirements
under the HHS Coinmien Rule or HIPAA
Privacy Rule. As SAMHSA discussed in
the NPRM preamble, a "lawiul holder”
of paltient identifying information is an
individual or entity who has received
such inforination in accordance with the
part 2 requirements, and, therefore, is
bound by 42 CFR part 2, Examples of
potential “lawful holders™ ol palient
idenlifving information include a
paticnt's treating provider. a hospital
CTNICTECICY COONT, an INSUTANce
company, an individual or cntity
performing an audit or evalualion, or an
individual or entily conducting
scientific research. As permitled by (he
authorizing statute and under these
regulations, any lawful holder of patient
identifying information may disclose
part 2 dala wilhout patienl consent for
research purposes under the

circumstances specilied under the
reseacch provision.

Regarding the specilic scenario raised
by commenlers, SAMHSA wishes ta
clarify that MPCDs and other data
intermediaries are permitted (o obtain
part 2 data under the rescarch exception
provided in § 2.52, provided that the
condilions of the research exceplion are
mct. Furthermore, an MPCD or data
imermediary that oblaing part 2 data in
this fashion would he considered a
“lawful holder” under these {inal
regulalions and would therelore be
permitied to redisclose part 2 data for
research purposes, subject Lo the other
condilions impased under §2.52. The
final rule cdits the language under
paragraph 2.52(a) (o clarily Lhat the
regulations do nol prohibit such a
disclosure,

Except as provided in paragraph
2.52{c), a rescarcher may not redisclose
palienl idenlilying informalion for data
linkages purposcs. SAMHSA's data
linkages provision permits researchers
Lo requesl to link data sels thal include
paticnt identifying inlormation if the
dala linkages component is reviewed
and approved hy un IRB registercd with
OHRP in accordance with 45 CIR part
46 and certain other condilions are maol,
The data linkages provision is not
imtended Lo prohibit a reseaccher from
linking o dala set in the researcher’s
possession that containg part 2 data
with a data sct from a third-pariv
source, so long as the part 2 dala is not
further disclosed in the data linkage
process and any applicahle
confidentiality, privacy, and other
condilions as specified in this rule are
adherad Lo.

(. Audit and Evoluntion [§2.53)

SAMHSA is modifying the proposed
languape as discussed helow, SAMHSA
has revised the section heading by
delating the word “aclivities,™
SAMHSA modernized this section to
include provisions governing both paper
and clectronic palient records. [n
additinn. we revised Lhe requirements
lor destroying patient idenlilving
information by citing the expanded
Sccurity for Records section (§2.18],
Turtherninore, we updated Lthe Medicare
or Medicaid audit or evaluation
parcagraph tille to include Children’s
Health Insurance Pragram (CHIP) and,
in subsequent language, reler to
Medicare, Medicaid, and CHIP,

The § 2.53 revisions permit the parct 2
program, not just the part 2 program
director. to determine who is qualified
to conduct an audit or evaluation of Lhe
parl 2 program, The revised language
also permits an audit or evalualion
necessary to meet {he requirements ol a
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CMS-regulated ACO or similar CMS-
regulaled organizalion (including a
CMS-regulated QE} under certain
conditions. hy betler aligning the
criteria in this section wilh those sct
forth in the Affordable Care Act
(regulaling ACQs, In parl, al 42 U.S.C.
1395jjj}. We have specified that such
ACO or similar CMS-regulated entitics
musl have in place administralive and/
or clinical systicms. While the NPRM
indicaled both lypes of svstems were
raquired. it has been noted (hal some
ACO or similar CMS-regulaled entities
will nol have both clinical and
administrative systems, We also have
clarified in the final rulc that the ACO
or similar CMS-regulated organization
(including a CMS-regulated QE)} is
subject to pertodic evaluations by, or
roceives patiend identifying information
from, CMS or iis agents. To ensure that
patienl idenlilying informalion is
prolected, the ACO or similar CMS-
regulated organization (including a
CMS-repulaled QE} that is the subjecl of,
or is conducting, the audit or evaluation
musl have a signed Participation
Ayreement with CMS or similar
documentation that demanstrates that
the organizalion and ils auditors or
evalualors must conduct the audit and
evalualion activities in full compliance
with all applicable provisions of 42
U.5.C. 290dd~2 and 42 CFR part 2.

Public Comumenis

Several cominenters provided
comments with regard to § 2,53, Audit
and Evaluation. A few commenters
discussed the applicalion of this section
o Medicare and Medicaid, A couple of
commenters recommended clarifying
thal Medicaid agencies are permilled
under the QSO exceplion to disclose
parl 2 information to third-party pavers
for audit or evalualion purposes. These
commentars also suggested Lthat
Medicaid and other third-pirty payers
may use {Lhird-parly) contractors and
vendors to assist beneficiaries and
perform such aclivities as program
integrily activities, The commenters
argucd that the QS0 cxception
described above should include
communications between third-pearty
payers such as Medicaid agencics ane
other holders of part 2 dala and QSOs
to help ensure “operational efficiency.”
Anolher commenter suggesled hat the
rovisions concerning the auditing
process and Participation Agroements
would be oo burdensome. and would
be inconsistently applied because
Medicare and Medicaid do not have to
comply with Lhe auditing requircmeoents,
whereas providers do. Further, a couple
of commenters staled (hal part 2
programs would be conlused in
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atlempting i decipher which
organizalions have Parlicipaling
Agreemenls with CMS in place. further
exacerhating the existing compliance
issues with part 2, A commenler
requested that SAMHSA clarity whether
Medicaid program ACOs and external
qualily revicw organizalions (EQRQ) are
considered “CMS-regulated”” for the
purposes of parmitted disclosures, The
commenler suggested that Medicaid
program cntitics should be considered
CMS-regulated entilies,

SAMHSA Response

A Q50 is an individual or entity Lthat
provides a service lu a parl 2 program
consistent with a QS0A (see §§ 2,11,
Definitions:; 2.12(c){(4), Applicability). A
QSOA iz a two-way agreement between
a part 2 program and the individual or
enlity providing the desired service,
Therelore, 1o be a QS0. the contracled
entity must he providing the service to
a parl 2 program, The QSOA authorizes
communication only betwoen ihe parl 2
program and 50, Third-party pavers,
such as Medicaid, are not considered
part 2 programs us defined in this rule,
and are not eligible 1o have QSQ
through a QS0A. That said. comments
to the proposce rule raised questions
that indicate that Lhere may be varying
interpretations of the current (1987} part
2 rule’s restrictions regarding the use of
contraclors/subcmiractors in contoxts
other than the QSO conlexl, such as the
sharing of part 2 information hy third-
party payers with contractors and
suhcontraclors to carry oul aclivities
related to audit and evaluation and
program inlegrity. and we inlend to
address such scenarios with greater
rlarity in an SNPRM.. As stated under
& 2,12{a}(1). Rastrictions on disclosures.
the restrictions on disclosures in these
regulations apply to any information,
whether recorded or nol, which would
identify a patient as having or having
had a substance use disorder either
directly. by reference to publicly
available information. or through
verilicalion ol such inlormation by
another person. Patient identifving
information that has been rendered non-
identiliable in a manner that creates a
very low risk of re-idontilication may be
disclosed,

Wilh regard (o the concern that the
propased revisions to § 2.53 would be
burdensome and create confusion when
part 2 programs have to delermine who
has a Participalion Agreemenl or similar
documeniation in place. CMS-regulatad
cntities that. among other requircments.
arc subject (o periodic evaluations by
CMS or its agents, or are required by
CMS lo evaluale parlicipants in Lhe
ACO or similar CMS-regulated

organizalion {including a CMS-regulated
QE) relative la CMS-defined or
approved qualily and/or cost measures
should he able to produce evidence that
they have Participation Agreements or
similar documentation in place with
CMS if requested by o part 2 program.
As to whether Medicaid program
ACOs and EQROs are considered “CMS-
regulated,” this rule explicitly stalcs
that ACOs and similar organizations
regulaled by CMS mayv, subject fo
certain conditions, disclose or require
participants in (he organization to
disclose parl 2-covered information in
order for the organization to mect CMS
audit and evaluation requirements.
Other entitics mavy also he considercd
“(MS-regulated” depending on the
particular circumstances, lor example,
as & result ol their direct supervision by
CMS., Lhe eslablishment by CMS of
regulalions governing their conducl or
qualification. or. in the case of Medicaid
and GHIP-relaled enlities, CMS’
approval of stata plans or waivers and
supervision of the state agencics.
Medicaid program ACOs and EQROs do
fit within the entities covered by the
audit and evaluation provisions of the
parl 2 program. SAMHSA may (urther
claborate on this topic in subregulatory
guidance issued following the
publication of the final rle.

Public Comments

A foew commenters provided input on
SAMHSA's proposal lo permil audil or
evaluation necessary lo muet the
requirernents of a CMS-regulated ACO
ar similar CMS-regulated organization
(including a CMS-regulated QU), under
certain conditions. A couplo of
commeniers recommended that
SAMHSA modify part 2 to permit CMS
Lo provide all claims with substance use
disordar lreatment information through
the Claim and Claim Line Feed (CCLI)
file s0 palients can receive
comprehensive, qualtty realment and
programs can oporate more cffictently
and effectively. The commenters
suggested that because 42 U.S.C. 290dd-
2{b}2}{B) permits substance use
disorder lreatment program tu discloss
treatment records without Lhe consent of
the palient for the purpose ol audits or
evaluation; §2.53 ol the proposed rule
also pormits suhstance use disorder
treatment programs Lo disclose
treatment records to ACOs or other
CMS-repulaled organizalions to allow
Lhe organizalions o meel CMS's audit
and evaluation requirements for
participation: therefore the provision
could he expanded, or clarified, Lo also
permit CMS to disclose substance use
disorder Lreatmen! informalion to ACQOs
and bundled payment participants for
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audit and evaluation activitics. Anolher
commenter expressed concern aboul the
expansion of Lhe part 2 audil and
evalualion excepiion to include ACOs,
hecause ACOs are conlinually
“auditing” programs as a continual
process of ovaluating and monttoring
and part 2's language makes clear hal
#n audit or cvaluation is a time-limited
activity that is not intended Lo permil
ongoing access lo program records, This
commenter asserted that the part 2 audit
and evaluation exceplion should nol he
allowed to resull in a practice that
circumvents the need to obtain a
patienl’s consenl to access their
information.

One commenter noted that CMS's
application of part 2 in its removal of
substance use disorder trealment
informetion from the monthly CCLL, in
which CMS redacts any claim submilled
by any provider where a substance use
disorder is cilher the principal or
secondary diagnosis, causes CMS (o
remova claims from the CCLE Hle that
arc not produced by federally assisted
substance use disorder trealment
programs. The commoenter urged
SAMHSA to work wilh CMS to develop
a palhway to include substance use
disorder treatment information in the
CCLF data (ile.

SAMHSA Response

CMS may disclose patient identifying
information to a CMS-regulated ACO or
similar CMS-regulated organization
(including n CMS-regulaled QE) for
Medicare audit and evaluation purpnses
pursuant (o § 2.53(c). which provides
that “Iplatient identifying information,
as defined in §2.11, mav be disclosed
under paragraph (¢} of this section o
any individual or entily for the purpose
of conducling a Medicare. Medicaid, or
CHIP audil or evaluation. . . . Neilher
the statute nor the part 2 regulations
define audit or evalualion. However,
under this section of the audit and
evalualion exception, the purpose of (he
disclosurg must be lo conduct a
Medicare, Medicaid. or CHIP audil or
evalualion. This may include audit or
evaluation activities, such as reviews of
fnancial performance or the quality of
health care services dalivered,
undertaken by (he CMS-regulaled
orpanization itsell Lo review its own
performance. The exception docs not
cover any activitics conducted by ACOs
that muay not be reasonably construed as
heing relaled to such a purpose.

Public Commenls

Commenters provided other
recommendations related to this section.
A commenter sugpested thal § 2,53(d)
should be revised (o permit disclosien
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of paticnl information to entitics that
have administrative control over
auclilors, Anolher commenter suggested
that SAMHSA consider allowing
“lawful holders™ (he abilily to share
informalion for audit and avaluation
services, with the agreement that 1the
service provider must adhere Lo part 2.

Another commenter recommended
that SAMHSA convene a group of state,
local. and provider eopresemalives lo
develop draft guidance,

SAMHSA Response

Regarding the sugpeslion Lhat
§2.53(d) should be revised to permit
disclosure of patient information to
cntities that have administrative control
over audifors. excepl as provided in
§2.53(c]. patient identifying inlormation
disclosed under Lhis section may be
discloscd only back to the program from
which il was obtained and used only to
carry out an audit or cvaluation purposc
or Lo investigale or prosecute criminal or
other activities. as authorized by a court
order enterad under § 2,66,

As recommended by a commenter,
SAMHSA plans to develep and puhlish
subregulatory guidance regarding the
application of § 2.53 audit and
evaluation disclosures after publication
of this linal rule.

P. Gther Public Comments on the
Proposed Rule

1. Requests To Extend the Public
Comment Period

Public Comments

Several commenters requested
extension to the public comment periad.
Commenters slated the complexity and
importance of (he rule warran(ec
addilional time [or refllaction and
comment. A few commenters requested
that the comment period he extended
for one vear to allow for a more open
process. A couple of commenlers
sugpested thal in addition lo extending
the comment period lor one vear, public
hearings also be held across the county.

SAMHSA Response

While SAMHSA recognizes that the
issues addrassed in the parl 2 NPRM are
complex and imporlant. we concluded
that the B0-day comment period was
sufticient to provide the public a
meaningful opportunity to comment,
and this conclusion is supported by the
hundreds of complex and thoughiful
comments received, Addilionally, the
NPRM was availablg o the public for a
preliminary review on the Federal
Register Web site upon submission of
the NPRM to the Federal Register.
which was several days prior lo
puhlicalion, thereby providing

stakcholders additional lime prior to the
publication date. Finally. on June 11,
2014, SAMHSA held a public listening
session and. invited through a Federal
Register nolice, general comments, as
well as comments on six key provisions
of 42 CFR part 2.

2, Rulemaking Process
Public Comments

One commenter expressed concem
that SAMHSA did nol summarize or
address specilic comments from
stakeholders who parlicipaled in the
public listening sessions.

Another cominenter said that the parl
2 changes should move forward but
should he monitored and modified
accordingly over the next two Lo Hiree
years,

SAMHSA Response

SAMHSA will undertake further
rulemaking as necessary and intends to
respond Lo issues raised with respoct to
the part 2 regulations, as they have in
the past. through subregulalory
guidance,

SAMHSA consilered all comments
received 1o the June 2014 public
Listening Session on Lhe part 2
regulations. As explained in the NPRM,
feedback from the Listening Session was
considered and helped to inform the
development of the February 2016
NPRM (see 81 FR 6988, 6393). SAMHSA
posted all comments received in
response lo the Listening Session
Federal Register Notice on its Web site:
http//vvv.sambisa.pov/about-us/Avho-
we-nre/lmvs-regulations/public-
comments-caafidentiality-regulations.

3. Implementation Timeline and Other
Barricrs to Implementation

Public Commenis

To allay privacy concerns. a
commenler said that SAMHSA should
delay the proposed part 2 changes to
further develop its Consent2S5hare
application and encourage wider
adoption. Similarly, a commenter
recommended further testing and
evaluation on IT solulions helure
issuing part 2 changes. This commenter
further urged SAMHSA to address these
issucs in the final rule by specifically
detailing a process [or updating the
Consent2Share tool so that its design
specificalions remain compatible wilh
the rapidly advancing and very tluid
EHR design landscape.

SAMHSA Response

SAMHSA declines Lo accept these
recommendations to delay publication
of a linal rule pending technolony
developments or Congressinnal action,
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Technology adoption is an nngoing
process, and Lhe majority of current EHR
and HILE applications may not have the
capability to suppart the DS4P
iniiative. In addition, paper records are
still used today in some part 2 progranis
and shared through lacsimile {(FAX), In
addition. SAMHSA’s publication of a
final rule would not provent further
Congressional action wilh respect to
parl 2.

Public Comments

One comimenler axpressed concern
that applving clectronic data
segmentalion in conjunction with
patienl privacy preferences can
significantly increase the complexity of
the workllow process and have
uninlended consequences on syslem
performance and response limes at the
point ol care, The commenter
recommended that SAMHSA, in
conjunction with other federal agencies.
advisory bodies, such as the Nalional
Cominittee pn Vital and Health
Statistics (NCVHS), and public and
private stakeholders should convene
public discussions to evaluate the
possibility of dala segmentalion
standards in clectronic systems, the
henefits and potential unintended
consequences that may resuli, along
with the associated costs and
anticipated consumer uses of such
standards and processes.

In addition to the technical
challenges, a commenter said (hal
SAMHSA should recognize other
harriers to implementation of part 2
changes. including complexity in
navigating individual state regulations,
challenges around mapping to clinical
codes, and lack of a standardized
service discovery mechanism to ensure
capability of exchanging syslems o
evaluale the ahility to receive and
interpret a tagged document.

SAMHSA Response

SAMHSA recognizes the concerns
expressed by the commenter; however,
SAMHSA s jurisdiction is limited {0
those regulations over which il has
authority. We note (hal the parl 2
regulalions permit, bul do not require,
data segmentation.

4, Educational Opporlunifies
Public Comments

Some commenters urged SAMHSA Lo
provide trainings/wobinars and
lechnical assistance alier (he final rule
is adoptcd so that substance use
disorder providers, other health care
providers, and patients will understand
the chanpes lo ensure compliance wiih
the rule, Expressing concern that many
people will nnt understand the idea of
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an HIE or a registry, one commenter
suggested creating paid space for a
nurse visit Lo walk a consumer through
the consent,

A few commenlers encouraged
SAMHSA to invest in provider and
patient education efforts on the value of
integrated care, the role of inforimation
sharing in enabling integraled care. how
the consenl process works, palient
ripghts under 42 CFR part 2. and Lhe
implications of providing consent to
sharr personal health information.

A commenter encouraged SAMHSA
to continue its efforts to provide
guidance as to how parl 2's
requirements can be incorporated into
HIE systems, suggesting Lhat many of
the perceived part 2 issues can be
resolved by proper cducalion regarding
the actual requiremeants and how
informalion can be exchanged pursuant
to parl 2 with little. if any. additional
cffort if proper operational practices are
utilized by health care providers and
management organizations.

One commenter suguesled thal
SAMHSA establish a consumer
engagemenl commillee or seek input
from an oxisting national consumer
advisory council to support part 2
praograms in complving with certain
argas of the rule, such as developing
uger-Iriendly consenl forms and crafting
educational materials for patients. One
commenler suggested thal SAMHSA
contracl wilk the Legal Action Canler o
create a webinar or FAQ to provide
suidance to community health centers
and other "multi-use™ organizations as
to the applicability of part 2.

Another commenter recommended
that SAMHSA develop educalional
materials targeled al pharmacisis
because of the pharmacy profession’s
grawing role in substance use disorder
freaiment.

SAMHSA Responsc

SAMHSA appreciates these comments
on cducational opportunilics and plans
to address specific commenter requests
in subregulatory guidance afler the
publication of the final rule, SAMHSA
will consider additional educational
activilivs, such as trainings, webinars,
and establishing engagement
committecs, should SAMHSA
determine the need during
implemeniation ol the final rule.

5. Increascd Enforcemient
Public Comnments

Some commenters urged SAMHSA to
vnsura that part 2 providces for
meaningful enforcement and penalties,
wilh a lew rensuning that the rule would
create new avenueas far lhe exchanges of

palicnts’ substance usc disorder
information. especially to other parts of
the health care system that may have
little to no expericnce treating substance
use disorder or complying wilh parl 2.
One of these commenters asseried that
fings imposed for parl 2 violations are
s0 minimal thal they are not a deterrent
to intentional or accidental violations, A
commenler suggested that SAMHSA
adopt the HIPAA penallies contained in
the HITECH Act and specify that any
disclosures ol information in violation
of this stalute must be excluded from
avidence and deemed inadmissible for
us@ in any administralive, civil, or
criminal proceeding.

Urging SAMHSA to review and
correct the enforcoment concerns of the
underlying stalute. one commenler
urgucd that the current confidentiality
obligalions have questionable
enforcement authorily because there is
1o express provision in Title 18
pertaining to the confidentiality of drug
and alcohol treatment records. Although
the ariginal part 2 underlying statute sct
forth specilic lines, the commenier
cxplained that a subscquent revision {by
Pub. L. 102-321) climinated the lines
leaving only a relerence Lo Title 18,
Moreaver, the commenter said that by
the proposed teansler of the existinp,
enforcement authority from FDA to
SAMHSA, the proposed rule appears to
remove enforcement authority that
aclually exisls lo a polenlial state of
ucenforceability. Similarly, another
cominenter stated that SAMHSA docs
nal have legislalive authorily to impose
penalties for disclosurc. No menlion of
privacy law vinlation [ines. penallies. or
oflenses exist in Tille 18. Thus, the
currcnt conflidentiality obligations have
na enforcement authority, The
commenter stated that entities receiving
unauthorized information would likely
nol be subject to penalties unless a
commaon law breach of privacy lawsuit
is fled.

SAMHSA Response

The Departinent of Justico is
respoasible for enforcing violations ol
42 CFR part 2 in accordance with Title
18 of the United States Code. Title 42
U.S.C. 290dd-2 provides that “'lajny
person who violales any provision of
[the] section or any regulation issucd
pursuant to [the] section shall be fined
in accordance with title 18. Reports of
vinlation ol the vopulations may be
direcled to the United Slates Altorney's
Office (USAQ) for the judicial district in
which the violation ocours or may be
dlirected to SAMHSA for possible
referral to the relevant USAQ. A repont
of any violalion of these regulalions by
an opioid treatment program may be
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directed to the relevant USAQ as well
as the SAMHSA office for opiotd
treatment program oversight, pursuant
to 42 CFR part 8.

6. Other Miscellancous Commenis on
the Proposed Rule

Public Comments

A commenler suggested thal
SAMHSA revise the title of part 2 ta
“Confidentiality of Patient Records
Relevant lo Substance Use Disorders
and Associaled Behavioral Diagnoses,”
Lo ensure person-cenlored language is
used.

SAMHSA Responsc

To be consistent wilh recognized
classificalion manuals, currenl
diagnostic lexicon, and commonly used
descriptive terminolopy, SAMHSA
proposed to refer to alcohol abuse and
drug abuse collectively as “substance
use disorder.”” and, lor consistency.
proposed to revise the title of 42 CFR
parl 2 from *'Confidentiality of Alcohol
and Drug Abuse Palient Records™ Lo
"Conlidentiality ol Subslance Use
Disorder Patient Records.™

Public Comments

Some commenters made specitic
supgeslions or requesled clarificalion
regarding parts of the part 2 regulations
that were not the subject of the
proposed changes in the NPRM. For
example, commenlters addressed §52.14
(Minor paticnts), 2.20 (Relationship to
state laws}, and 2.21 {Relationship to
federal stalules prolecting research
subjects againsl compulsory disclosure
of their identity),

SAMHSA Response

SAMHSA acknowledges commenturs’
questions and suggeslions relaling to all
aspects of Lhe part 2 regulations,
However, for purposcs of this final rule.
SAMHSA generally considered
comments submitted on provisions for
which changes were not proposed in the
February 2016 NPRM Lo be outside of
the scope of this rulemaking. SAMHSA
will take such comments and
recommendations under adviscmoent
and may issue subregulalory guidance
in the future Lo address some of these
issues brought up by commenters.

Public Comments

Anolher commenter also urged
SAMHSA to work wilh CMS to ensure
thal when proper criteria are met, such
as through a QSOA and/or a signed
consenl form, patient substance use
claim infoermation i available 1o ACOs
through their CCLF filas, Asserling that
it is a major blind spol in the abilily of
an ACO 1o manage tolal care il'il does
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nol have dala on substance usc disorder
dala. a commenter encouraged
SAMHSA Lo work with CMS on ways lo
cffectively manage substance use
disorder care within the administration
ol the ACO program. One commenloer
sugpested thal SAMHSA work with
federal agencies, states, localitics. and
praoviders to identify the cost/burden of
the rule on enlities and professionals,
The commentor also recommended that
SAMHSA work with the CMS and the
Office of the National Coordinator lor
Health Information Technology (ONC)
to align (he rule with guidance
permitting the HITECH enhanced
funding for administralive costs (o other
providers.

SAMHSA Response

SAMHSA will continue to work with
CMS and its other federal partners to
cnsure the cffoctive and timely
implementation of the parl 2 inal rule,

Public Commmoents

Because a state provides health care,
including federally funded suhstance
use disourder treatinent programs, to
inmates in the state jail system, a
commenter stated that the part 2
regulations impact the methods by
which care is coordinaled for inmates
and urged SAMHSA to considor part 2's
impact on incarcerated populations.

SAMHSA Response

SAMHSA considered how the
regulations would impact parl 2
programs and lawful holders of patienl
idenlitying informalion, as well as other
stakeholders. All parl 2 programs and
other lawful holders of patient
identifving information must comply
with part 2. I a jatl or prison meels the
definition of a part 2 program. it would
be required to comply with part 2,

Public Comments

One commenter stated that there
should be an option lor the palient (o
have the ability to remove their
substance use disarder history from
their medical record after a inn-vear
minimum timg pariod.

SAMHSA Response

Although SAMHSA is not prescribing
any specilic relention period, the
expectalion is the both paper and
electronic records would comply with
applicable federal. state, and local
retention laws.

Public Comments

A commenter requested (hal
SAMHSA provide a description of 42
CFR part 2-covered entilies similar o
the designation under HIPAA,

SAMHSA Response

SAMHSA may address applicability
in subregulatory guidance ar in
subsequent rulemaking.

VI. Rulemaking Analyses
A. Poperwork Reduction Act

Under the Paperwark Reduction Act
ol 1995 (PRA). agencies are required to
provide a G0-day notice in the FR and
solicil public comment before a
collection ol information requirement is
submitted to the Office of Manageinent
and Budget (OMB} for review and
approval, We provided for this comment
period as part ol the NPRM. The part 2
mformation collections are approved
under OMB Control No, D930-0092, and
SAMHSA will shortly submit the
changes associated with this rule Lo
OMB for review.

This rule includes changes (o
inforimation collection requirements,
thal is. reporling. recordkeeping or
third-party disclosure requirementis, as
delined under the PRA (5 CTFR parl
1320). Some of Lhe provisions involve
changes Irom the information
colleclions set oul in the previous
regulalions, Informalion collection
requiremaents are; (1) Section 2,13{d)}—
Disclosure: Requires enlities named hy
palicnts using goneral designation undor
§2.31(a)(4)(iv)(C) to provide a list of
cnlitics to which the patient's
information has been disclosed to
parcticipants pursuant to (he general
designation. {2) Section 2.22—
Disclosure: Requires cach program
notify cach patienl that federal law and
regulations protect the conlidentiality of
substance use disorder patient records
and provide a writlen summary of the
aflect of this Taw and (hese regulalions.
(3) Section 2.51—Recordkeuping: This
provision reguires the program to
dlocument a discloswre of a paticnt
record to authorized medical personnel
in a bona lide medical emergency as
duelined in § 2.51. The regulation is
silent on retention period for keeping
these records as this will vary according
{o state laws, It is expected that these
records will be kep! as part ol the
palients’ health records. The major
change from current (1987] regulations
is the list of disclosures requirement at
Section 2.13(d}). SAMHSA proposcd that
enlities named on a consenl form (hat
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disclose patient identifying information
Lo their participants under the general
designation must provide patients, upon
request, a list of entities to which their
information has been disclosed
pursuant lo a general designation (i.e.,
list of disclosures). Impact of this
provision is noled below. SAMHSA
notes that entities are nol required to
use [he general designation permitted
under § 2.31a)(4)(:1)(B){(3)(s).

Under the PRA, the time, effort, and
financial resources necessary to mect
(he information colleclion requirements
referenced in this section are to be
considered in rulemaking, The NPRM
solicited comments on PRA issucs.
Commenters did not raise concerns
regarding lhe burden for infornation
callection requirements for Lhe
recordkeeping and nolificalion
provisions ahove. Though commenters
expressed concern aboul some aspects
of the list nf disclosures requirements,
these comments did not suggest that the
hurden of information collection would
increase for 42 CFR part 2-compliant
entilies. [ndeed, one commenier noted
that current practice for many facilities
to maintain both paper and electronic
rccords may be both burdensome and
ineflicient, By promoling use of EHRSs,
changes in this rule may help to
improve efliciency lor providers, Some
commenters also hypothesized that
camplving with the list of disclosures
requirement would require such sleps as
developing a tracking svstem: or manual
review or audit of 4]l records: and
mailing of leticrs through U.S. mail.
Entilies should already be collecting,
and relaining inlormalion needed Lo
comply with the list of disclosures
requirement. The [inal rule does not
impuose requirements Lo manually
review all records, mail letters using the
1.8, Postal Service or develop a tracking
syslem specifically 1o comply with the
list of disclosures provisions, For
instance, we nole below that entitics
could comply with the List of
Disclosures requirement by cither
collecting this information
eleclronically by using audil logs (o
ohtain the required informalion or by
keeping a paper record. Similarly, we
point out that list of disclosures may he
transmitted through such methods as
mail or email or through other means
peeforeed hy the palient. We discuss the
list of disclosures requirements further
in the impact analysis section below.

Annual burden estimates for these
requirements are sumnmarized in the
lable helow:
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TABLE 2—ANNUAL BURDEN ESTIMATES
womber | pa | Toml | Howmper | Toulou | Houty wage | poi cos
respondents respandent
Disclosures
42 CFR 2A24d) oo 119,548 1 19,548 24.15 £1.124 3§36.9175 |  $2,995.000
42CFR 222 ..., 412,024 15|  s1me1608 20 372.338.6 64026 | 14,990.000
Recordkeeping

42 CFR 2,51 eoooeciissr oo s 12,034 2 24,068 167 4.019 734,16 137.000
L R 731,582 1,805,309 457.482 18,123.000

' The number of enfities reguired fo generate a list of disclosures based on the number of esfimated patient requesis. Patient requests are based the tolal number
of annual Ireaiment admissions trom SAMHSA's 20102012 Treatment Episode Dala Set {TEDS) (see fooinoie 5. The estimated palient reguests equal the average
of the total numbear ol requestis for a 0.1 parcent request rate and a 2 percent request rate, SAMHSA noles thal this estimala reflects the number ol patient requests
rathat than the number of impacted entilies as some enfities may recelve more than one request.

2 The estimated time for developing a list of disclosures is 4 hours tor enlities collecting the intarmation electronically using an audil lag and 3 howrs for enlities that
produce such a list from paper records, Because 90 percent of entilies are estimater to collect the inlormation electronically using an audit log and 10 percent are as-
timated to Use paper records, the average weighted time 1o develop a list of disclosures is 3.9 hours [{0.8 - 4 hours) + (0.1 » 3 hours)]. Including the eslimated 15
minutes to prepare each list of disclosures for mailing or transmitiing, the total estimated time for providing & patient a list of disclosures is 4.15 hours (3.9 hours +
2% hours),

The weighled houry rate for heaith inlormation technicians, medical technictans and administrative stall who will be preparing the list of disclosures. The houriy
rate is weighted to reflect the fact that health informalion and medical technicians, who wlill be generating the list of disclosures, have a highet wage rale than admin-
istrative slaff and will contribute mare hours 1o ganerating tha list of disclosures. Bureaw of Labor Statistics, LS. Depardmant of Labor, Occupational Emp!o[\;men! Sta-
tistics [accessed June 3, 2015], Standard Occupations Classificalion cotes {29-2071, 31-9052) [www.bis.govioes]. The hourly wage rale was multiplied Dy 2 to ac-
count for benefids and overhead costs.

4The number of publicly funded alcohal and drug facilities based on SAMHSA's 2013 National Survey of Subsiance Abuse Treatmeni Services {N~-SSATS) The
estimated annual number of respondents, 12,034, is based on N-5SATS data and reflects jacfiittes recaiving lederal funding, However, under N-S5ATS an organiza-

lich may complete survey responses for multiple facilities.

3The average number of annual treatment admissions from SAMHSA’s 2010-2012 TEDS.

= Bureau ot Labor Statistics, U.S. Depariment of Laber, Occupational Employment Stabistics [accessed July 16, 2015]. Standard Occupallons Classicalion code
211011 [www bis govioasd], The haurly wage rate was mulliplied by 2 1o accoum tor benefits and avethead costs,

7Bureau of Labor Slatistics. U.S. Depariment of Labor, Oocupalional Emplayment Sfalistics [accessed July 16, 2015], Slandard Ocoupalions Classtficalion code
(430000 [www. bis. govioesd]. The hourly wage rate was mulliplied by 2 1o account lor benefits and overhead cosfs.

8The combined total of the number of publicly funded alcoho! and drug laciliies and the number of entilies raquired to generate a list of disclosures.

Ag described in grealor detail in
Scction VLB, Regulatory Impact
Analysis. the respondents for the
collection ol information under §2.22
and 2.51 wre publicly (federal, state, or
local} funded, assisted, ar regulated
subslance use disorder trealment

programs, The vstimaty of the number of

such programs {respondents) is basad on
the results of the 2013 N-SSATS, and
the average numboer of annual total
responses is based on 2010-2012
information on patient admissions
reporied to the Treatment Episode Daty
Sel (TEDS), approved under OMD
Control No. 0930-2106 and OMD
Control No. 0930-0335.

The respondents for the collection of
information under § 2,13(d) are entitics
named on Lthe consent form that discloge
information ta their participants
pursuant o the general designation.
These entities primarily would be
orgatizalions thal facilitale the
rxehanpe of health information (rg.,
HIEs} or coordinale care (e.g.. ACOs.
CCOs, and CPCMHs), but other
organizations, such as rescarch
institutions, also may disclose patient
idenlifying informalion to their
participants (e.g.. clinical rosearchers)
pursuant ie the general designation on
the consent form. Because there are no
definitive data sourtes lor this poteniial
range of organizations, we are not
associaling requests for a list of
disclosures wilh any particular (ype of

arganization. Consequently, the number
ol organizations that must respond lo
list of disclusures requests is based on
the tolal number ol requests each vear.

B. Beguleiory Impurt Anolysis

1. Public Commenls on Notice of
Proposed Rulemaking Reuulalory
Impact Analysis

a. Support for Cost Eslimates
Public Comments

SAMHSA roceived roughly 376
cominents on the proposed rule,
However. relatively few comments
focused on the Regulatory Impaclt
Analysis. Wo respond to these
commenls below and have made
cvhanges in our analvsis, when
appropriate, i rioflect these comments.

A fow cornmenlers sugpested that the
cstimated costs outlined by SAMHSA in
the proposed rule are in line with actual
costs. For instance, one commenler
suggested that the estimated tolal cnst of
5239 million over 10 years would no! be
unduly burdensonte and would improve
patient care and safety. A commenter
stated that costs would he minimal for
integraling the requirement peoperly o
sonitize and dispose of records inlo
training and instruction. Annther
commenter stated that the costs relaled
te modifying release forms and training
stafl would be absorbed by
orsanizalions and would no! impacl
husiness processes. Explaining that in
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order to rellect the revision in title ol 42
(IR part 2, a modification of the printed
and on-line versions of applicable CIFR
Titlos would he necessary, a commenler
concluded that because of regular
updates to CFRs, the incorporation of
amendments made as part of this cule
should nol resull in a signilicant
rCONOMIc impact.

SAMHSA Rasponss

SAMHSA acknowledges and
apprecintes the comments recetved thal
expressed support for the cost estimates
in the NPRM. Though SAMSHA does
not attempt in this rule to quantily
Lrenefits, it is importand to note that
updates to 42 CFR par 2 may result in
long-ierm cost savings as well due to
improved care coordination and
integration and more efficient use of
data for research and perlormance
improvement purposes.

h. Assartions That SAMHSA
Underestimated Costs

Public Commenls

Some commenters general ly assertod
that the complianco and
implementalion costs wern
underostimaled, One commenlar
suggesied that cost alfectivenuss of
complying with the proposed regulation
will impact members and patients
because of the additional costs
associaled with implementation (e.z..
outreach and educalion, changes (o
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consent forms}, which undermines care
coordination and effaclive delivery of
services. Another communter sugzested
that the projected costs of complying
wilh parl 2 should include costs lor
othur institutions that are affected with
re-tlisclosure of the provision; costs to
individual practilioners or health
organizations with few clinicians that
tall under part 2: vendor-relaled cosls;
costs for soflware development and
upgrades should be added to the costs
of electronic record purchase anel
mainlenance; cost to HIE; and costs lo
hire adminisirative stalf.

A foew commenters suggested that the
estimated $8,000 cost per facility to
implement consent management was
too low, failing to ceflect fully
development. tesling and process cnsts.
One commenter suggested that the
eslimated $8.000 cost per facility to
implament consent management likely
does not consider vendor-related costs
such as development, {esting, training,
adoption and procuss modifications that
may need to occur. only the cost of the
infrastructure investment, Commenters
urged SAMHSA and federal parlners to
ronsider funding HIT adoption by
behavioral health providers, Another
commenter staled that the proposed rule
underestimated the cost of scaling
cfforts to integrate DS4P and
Consent2Share, including upgradces and
iterations across EHR products.
Commeniers also suguested SAMHSA
modify its D54P cfforts Lo reflect
updated 42 CFR part 2 requirements.
Lastly, a commenler suguested that the
estimate of $8.000 to comply with the
proposal undereslimates the cosls for
existing pharmacy managemenl syslems
to add new functionality and
applicalions and does not include olher
software or security requircments.
training. or other iinplementation vosts
associated wilh the proposed rule.
Another commenter generally suggested
that the estimated cost burden of
transilioning lo a new consenl lorra will
be greater than proposed in the
proposed rule,

Several commenters mentioned other
spectlic areas in which SAMHSA
undercstimated costs. One commenter
suppesied thal the costs estimated
related to EHR customizations are
underestimated because there is no
current slandard interoperability within
IEHRs that address part 2 information.
Another commentoer also shared their
own experience in which they sslimated
a cost of 330,000 to comply with 42 CPR
part 2 when including 2 subslance use
specialisls as parl of an integrated
treatment model using an clectronic
health record. This commenter assertiud
based on their own experiance that if

small enlitics attempt to develop
imegrated subslance use disorder
lreatmen! programs they may face
similar costs, including information
technolopy time and eflorts to modify
EHRs to include restrictions on sharing
of 42 CFR part 2 information in an
hntegrated setting prohibitive, Another
commenter stated that time, resources
and training would be required to
implement proposed changes (o §§2.12,
2,31, and 2.32, and that personnel and
financial constraints are common wilhin
the health care industry. The
commenter estimated that the ability to
adapt currently used electronic heallh
records to segregale certain paticnt
information will also lake considerable
ellort and time. A commenter staled thal
the proposed cost analysis associated
with stalf training is inaccurate because
it assumes thai only substance use
disorder counselors would need training
when. in actuality. other lields would
also need to he trained because they
could polentially become lawful holders
of the patient informalion (e.g.. social
work, psycholugy, medicine, managed
care, HIE, research organizations), The
commenler added that additional wark
will be needed to redact palient records
Lo be in compliance with the data
sharing clements related to informalion
thal could idenlify a patient as a
substantive abuse disorder palient, A
commenier staled that the cost to
organizations to comnply with the
ruquirement lor ULS. mail fransmissions
will he significant.

SAMHSA Responsc

Though commenters supgested
anecdotally thal SAMHSA
underestimated the burden of 42 CFR
parl 2-compliance, SAMHSA noles Lhe
availability of data segmentation tools
such as Consent2Share, an open source
tool lor consent management thal is
compliant with 42 CI'R part 2. As noled
above (in Section V.]J.1.¢}. SAMHSA will
be shortly releasing an updated version
of Consent28hare with improved
functionalily and ability to meet the lisl
of disclosures requirements. Provided
that a facility already is using electronic
health records and can parlner with a
health informatinn exchange using
Conseni2Share or similar soltware,
SAMHSA Dbelieves based on current
cfforts to pilot an updated version of
Consent2Share that a cost of between
56.000 and 510,000 is reasonahle. At the
indivicual clinic level, initial set-up,
training and testing are expecled (o
constitute the main expenses. DASP,
Consent28Share, and similar tools make
it feasible for entitics to comply with
updaled 42 CFR part 2 requirements at
reasonahle cost,
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While we acknowledge comments
that entities other than those directly
subject {o this rule may be impacted by
ils provisions, including vendors of EHR
producls, such impacls ave oulside the
scope of the regulation. We do not
mandate vendors to perform additional
activitics. Nonctheless, SAMHSA will
monitor such impacis and. to the extent
feasiblo, work with stakeholders and
federal partners (o develop facl sheels
and other materials to assist in outreach
lo paticents and others about changes
made in this rule. Likewise, while
SAMHSA is unable to directly fund
updates to EHRs, SAMHSA continues o
work closely with ONC and others io
ensure inclusion of behavioral health
providers in ongoing information
technology programs [Sew hiip://
wuw.semhse.gov/heolih-information-
technology/sambsas-efforts; hitps://
wwwheelthil. gov/policy-researchers-
implementers/behaviornl-health).

We acknowledge that the cost of
updating consent forms may ho greater
than we had proposed and have made
changes {o our cosl estimates in this
final rule (o refllact the need o update
forms to mncet new requirements, We
note that maost of these costs may only
nced to be incurred once and in the past
some organizations have made sample
lemplate forms and materials available
(See e.a.. htip:/ilac.org/resources/
substance-use-resources/confidentinlity-
resources/somple-forms-confidentiolity/
). SAMHSA may. al a future lime,
develop sample templates and forms o
casc compliance costs.

¢. Other Comments on Cosis
Public Commenls

Snmea commenters said exisling
functionalities within EHR syslems and
consenl managemeoent tools do not casily
separate or redact substance usce
disorder inforimation from gencral
medical inlormation when such systems
are shared across an integrated health
system, Similarly, commanlars
expressed concern that the proposed
rule could have the opposite cffect of its
intended purpose hy causing HIEs to
gxclude part 2 inlormation Irom
information exchanges entirely since
mosl HIEs and EHRs today do not
support data sngmentation. Asscrting
that the proposed part 2 changes would
require HIEs to create an architecture for
dala managementi thal provides for the
segmentalion of substance use disorder
and general hehavioral health data from
physical health care data. including a
way to have consent operate differently
in cach of the environments, onc
commenter asserted that this is a coslly
challenging administrative burden that
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doos nothing to promate the sharing of
informalion between all nocessary
providers for the intesration of
coordination of care.

A commenter suggested that the
financial burden of the proposed rule
would vary depending on (he size or
conmiplexity of the covered cnlity.

Another commenter asserted Lhat the
rule should not be adopted because it
would result in increased health care
costs. The commenter stated that
SAMHSA is not able to eslimate
addilional costs thal are likely to occur
when adding sensitive substantive
abuse disorder treatment information of
paticnis to eleclronic health information
systems without patient consenl (e.g.,
additional security, cosls related to
breaches, class action lawsuits for
bireached informalion. and loss of
husiness due to hreaches), The
commenter concluded that, because
these costs do nol provide additional
substance use disorder or health care
services, und instead remove dollars
from health care services. (he proposed
rule is in conflict with SAMHSA's
proposed goal of reducing unnecessary
health care costs.

SAMHSA Response

SAMHSA agrees that costs mav vary
based on anp institution’s size,
complexity and patient population
served. However, we anticipale that
over time compliance costs will drop
significantly as institutions implement
inilial compliance efforts, SAMHSA
noles that EHRs already are widely used
i many health care sellings with no
evidence of class action lawsuits, loss of
business or other speculative iinpacts
(sco e.g.. htip://dashboard. healthit gov/
quickstats/quickstots.php). Though
SAMHSA is concerned aboul health
care cosls, the use of EHRs ig likely both
to improve care and reduce costs over
time. Changes made in this rule will
help to support EHR adoption and
integration ol care, Though in general
EHR adopiton among hehavioral health
providers lags hehind that of other
health care providers, forthcoming N-
SSATS data reflect that more than 25
perocent of surveyed substance use
disorder treatment facilities used EHRs
only anel more than hall use EHRs and
paper-based racords. Such growing
adoption by substance use disorder
treatment facilitios reflects that EHR usc
is consistent with good quality of care
and 42 CFR part 2 compliance.

2, Stalemenl of Noed

This final rule retlects changes in the
liealth care system and behavioral
health. such as the increasing use of
elacironic health records and drive

toward grealer inlegration ol physical
and hohavioral health care. Despile
cfforts to enhance integration and
coordination of care, however, it
rimains imporlanl to gnsure persons
secking treatment for substance usce
disurders can remain conlident as to the
safeguarding of their medical
information. This rule updates 42 CIR
parl 2 Lo balance thuse important needs.

3. Qverall Impact

SAMHSA cxamined the impacls of
this [inal rule as required by Executive
Order 12866 on Regulatory Planning
and Review (September 20, 1993},
Executive Order 13563 on Improving
Regulation and Regulatory Revicw
(Januvary 18, 2011}, the Regulalory
Flexibility Act (RFA} (Seplember 19,
1480, Pub. L. 96-354}, Section 1102(h)
ol the Social Security Acl, seclion 202
of the Unfunded Mandates Reform Act
0f 1995 (March 22, 1995; Pub. L. 104—
4), Execulive Order 13132 on
Federalism [August 4, 1989} and the
Conpeessional Review Act (5 ULS.C.
804(2}). Execulive Orders 12866 and
13563 dircel agencics to assess all costs
and honefits of available regulatory
alternatives and. if regulation is
necessary, to seleat regulatary
approaches that maximize nel benefits
(including potential economic,
environmeutal, public health and salety
effects, distributive impacts, and
equity}. Seclion 3(f) of Executive Order
12866 dcfines a “*significant regulatory
dclion™ as an aclion thal is likely to
resull in a rule: (1} Having an annual
effect on Lhe economy of $100 million
or more in any one year, or adversely
and materially affecting a sector of the
cconomy, productivily, competition.
jobs, the environment, public health or
safety, or state, local or tribal
governments or communities (also
referred (o as Yeconomically
significant™}: (2) creating a serious
inconsistency or ol herwise mlerlering
with an action takan or planned by
another agency; (3) materially altering
the budgetary impacls ol entitlement
grants, user fers, or loan programs or the
rights and obligations of recipients
Lhereol; or (4] raising novel legal or
policy issucs arising out of legal
mandates, the President’s priorities, or
the principles set farth in the Excoutive
Order,

A regulatory impact analysis musl be
prepared for major rules with
economically sipnilican! eflects (3100
million or more in any one year), This
rule docs not reach the cconomic
threshold and thus is nol considered to
he an economically significant rule.
However, because this rule raises novel
policy issues arising nul of lepal
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mandalces, tho rule is considered “'a
significant regulatory action.” this
regulatory impact analysis has been
prepared, and the rule has been
roviewsnd by OMB,

When estimaling the total costs
associated wilh changes to the 42 CFR
part 2 regulalions. we assumed five seis
of costs: updates to health IT systems
cosls, costs for staff training and updatcs
Lo training curriculum, costs to updale
patient consent forms. costs associated
with providing paticnis a list of cntitics
Lo which their information has been
disclosed pursuant to u gencral
designation on the consent form {ie..
the List of Disclosures requirement). and
implementation costs ussociated with
(he Lisl of Disclosures requirements. We
assumed that costs associated with
modifications to existing health [T
syslems, stalf training costs associated
with updating staff lraining materials.
and costs to update consent forms
would be one-time costs the first vear
Lhe final rule is in effect and would not
carry forward inlo future years. Stalt
Iraining costs olher than those
associated with updating training
malerials were assumed o be onpoing
annual costs Lo parl 2 programs, also
heginning in the first year that the final
rule is in effect. The List of Disclosures
costs were assumed to be ongoing
annual costs Lo entilies named on a
consenl form that disclose patient
identilying information to their
participants under thy gencral
designation, In the NPRM, SAMHSA
proposed Lo require non-lreating
providers to implement the List of
Disclosures requirement at any time, bul
they cannot use the gencral designation
without being able to provide a List of
Disclasures. Therefore. wi assumed that
starting in vear 1 ten percent of eotitics
would decide to implement gach vear,
resulting in 100 percent of entilies
impleinenting by vear 10. We note that
il is possible thal some enlities will
never implement this cegquirement and
choose to forego usce of the gencral
designalion.

Woe estimaled. therefore, thal in the
first year (hal the final rule is in effect,
the total costs associated with updates
o 42 CFR part 2 will be about $70.
691,000, 1n vear two. we estimate that
costs will be roughly 17,680,000 and
increase annually as a larger share of
cutities implement List of Disclosures
requirements and respond to disclosure
roquests, Over the 10-year period of
2016-20235, the total undiscounted cost
of the parl 2 changes will be about §241
million in 2016 dollars. When hiture
costs arc discounted at 3 percent or 7
percenl per vear, the fotal costs become
approximalely 8217, 586.000 or
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$193,098,000, respectively, These costs
arg presented in the tables helow,

TaBLE 3—ToOTAL COST OF 42 CFR PaART 2 BEVISIONS

[Note: Numbers may not add due ta rounding]
[Note that all costs presented in this analysis are rounded to aveid communicating inaccurate levels of precision]

Year Stafl training costs CODgggttefgrm List of disclosures Health IT cosls Total costs
[2016 dollars]
(A) (8) () (o) (E)
2016 $15,521,000 $2.104,000 54 930,000 $48,136,000 $70.691,000
2017 . 72,438,000 5,242,000 17,680,000
2018 .. 12,438,000 o 5,554,000 a 17.992,000
2019 12,438,000 8] 5,866,000 0 18,304,000
2020 . 12,438,000 8] 6,178,000 0 18,616,000
2021 . 12,438,000 o 6,490,000 a 18,828,000
2022 .. 2,438,000 o 6,802,000 a 15,240,000
2023 .. 12,438,000 8] 7,114,000 0 18,552,000
2024 12,438,000 8] 7,426,000 0 18,864,000
2025 .. 12,438,000 O 7,738,000 a 20,176,000
TOME et s 127,463,000 2.104,000 63,338,000 48,136,000 241,040,000
TABLE 4—ToTAL COST OF 42 CFR PART 2 REVISIONS—ANNUAL DISCOUNTING

[Note: Numbers may not add due to rounding]

Total with 3% ap- | Total with 7% an-
Year Total costs nual discounting nual discounting
[2016 dollars]
(E) (F) (G)

2B i e e S s s a2 $70.691,000 $70,691.000 $70,691,000
L S 17,680,000 17,165,000 16.523,000
2018 .. 17.992,000 15,958,000 15,715,000
2018 . 18,304,000 16,751,000 14,941,000
2020 e e s e 18,616,000 16,540,000 14.202,000
L 18,926,000 16,327.000 13,495,000
2022 . 19,240,000 16,113,000 12,820,000
2023 . 19,552,000 15,897.000 12,176,000
L O 19,864,000 15,661,000 11,561,000
2025 o e e e e e s 20,176,000 15,463,000 10,974,200
Tatad ............ 241,040,000 217,586,000 153,098,000
ANNUETZEA oo it i e e b e 25507,717.0 27,452,811.02

Note: Numbers may not add due to rounding.

The costs associated with the
proposed revisions slem from stall
training and updates to training
curriculum, updates to paticnt consent
forms. compliance with the List of
Disclasures requircment (including
implementation cosls), and updates to
health I'T infrastructure for information
exchanga. Basad on dala [vam the 2013
N-58ATS, we estimated that 12,034
hospilals. outpatienl treatment cenlers,
and residential treatment facilities are
covered hy parl 2, N-SSATS 1x an
annual survey of U.S. substance use
disarder treatment lacilities, Dala is
collected on facilily location.
charactcristics, and service utilization.
Not all trenlment providers included in
N-85ATs arc believed to be under the
jurisdiction of the part 2 regulations,

The 12,034 number is a subsel of the
14,148 suhslance use disorder treatment
facilitics that responded to the 2013 N—
SSATS. and includes all federally
aperalad facilities. facililies that
reported receiving public funding other
than Medicare and Medicaid. lacilities
that reported accepting Medicare.
Medicaid. TRICARE, and/or Access (o
Recovery (ATR} voucher pavments, or
were SAMHSA-certilied Opioid
Treatment Programs. 1f a facility did not
have al leasl one of these conditions, it
was inluerpreled not to have received any
federal funding and. therefore, not
included in the estimate, The estimaled
annual number of respondents, 12,034,
13 based on N-SSATS data and reflects
facilitics receiving federal funding.
However, under N-SSATS an
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arganization may complete survey
responscs for multiple facilities it
oversces. Thus, an organizalion with
Mree facilities may complele three
separale surveys,

[t an independently practicing
clinician does not meet the
requirements of paragraph (1) nf the
definition of Pragraim they may he
subject to 42 CFR part 2 if they
constilute an identified unit within a
general medical [acilily which holds
itself out as providing. and provides,
substance use disorder diagnosis,
treatment. or referral for treatment or if
their primary funclion in tha facility or
practice is the provision of such services
and Lhey are identified as providing
such services. Due (o data limilations, il
was nol possible te estimate (he costs
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for independently practicing providers
covered by parl 2 thal did not
participate in the 2013 N-SSATS, Fur
example, data from American Board of
Addiction Medicine (ABAM) provides
the number of physicians since 2000
who have active ABAM certification.
Howaver, thers is 1o source {or Lhe
number of physicians who have not
participated in the ABAM certilicalion
process. In additton. it 1x not possible lo
determine which ABAM-certified
physicians practice in a general medical
selling rather than in a specialty
treatment facility that was already
counted in the N-SSATS data.

Several provisions in the NPRM
referenced other lawful holders of
paticnt identifying information' in
caombinalion with part 2 programs.
These other lawful holders must comply
wilh part 2 requirements with respect lo
informalion they maintain that is
vovered by part 2 regulations. However,
because this group could encompass a
wide range of organizations, depending
on whether they received part 2 data via
palient consenl or as a result of one of
the limited exceptions lo the couscnt
requirement specified in the regulations.
we are unable Lo include estimales
regarding the number and type of these
organizalions and only included part 2
programs in this analvsis,

In addition 1o the parl 2 programs
described above, SAMHSA propused
that entitics named on a consent form
that disclose patient idenfifyving
informalion to their participants under
the gencral designation must provide
palients, upon request, a list of entitios
to which their informalion has been
discloscd pursuant to a gencral
designation (i.e.. list of disclosures).
These cntities primarily would include
organizations that facilitale the
exchange of heallh information (r.g..
HItis), and may also include
organizalions responsible for care
coordination |e.g., ACOs, CCOs. and
CPUCMHSs), The most recent estimates of
these Lypes ol entilies are 67 [unctional,
publicly fundad HIGs and 161
functional, privately funded HIEs in
201 3." As of January 2015, (here were an
ostimated 744 ACOs covering
approximately 23.5 million
individuals.? Finally, the National
Committee for Quality Assuranco
(NCQA) recently noled (hal there are
now morc than 10,000 NCQA-
recognized CPCMHSs.# While these Lypes
of orpanizations were the primary locus
of this provision on the consent form.
other Lypes ol enlilies. such as research
instilutions, may also disclose patient
identifying information to their
participants (e g., clinical rescarchers}
pursuani to the general designation on

the consent form. Because there arc no
deflinilive data sources for this poetential
range of organizations, we are nol
assoctating requaests far lists of
disclosures with any particular type of
organizalion. We, instead, estimate the
number of organizations that must
respond lo list of disclosures requests
hased on the total number of requests
each vear.

a. Direct Costs of Implementing the
Proposcd Regulations

There 1% no known baseline estimaie
of the curvent cosls associated with 42
CIR part 2-compliance. However, as
relleclad by commenters who requested
alignment between HIPAA and 42 CFR
part 2, HIPAA authorization and
nolification requiremeants have
similaritics to requirements of 42 CFR
parl 2 (see http:/fwaw hbs.gov/hipan/
Jor-professionals/privecy/index.htmi),
Instead, therefore, in the abscnce of data
and studies specifically focused on
compliance with 42 CFR part 2,
SAMHSA has cstimated these costs
based on a range ol published cosls
associated with HIPAA implementation
and compliance,**

1. Stall Training

Because SAMHSA lacks specific data
rugarding the cost ol slall training to
comply with 42 CFR part 2, SAMHSA
has cxamined analogous HIPAA
imnplementalion costs. A Standared
HIPAA training that ments or oxceerls
the federal training requircinents is, on
average, oo hour long. Therefory, we
also estimated one hour of training per
stall to achieve proficiency in the 42
CFR part 2 regulations. To sstimate the

labor costs associaled wilh stalf training,

we averaged the average hourly costs for
counseling stalf in specialty treatment
centers (820.33 7), hospital treatment
centers ($21.80%). and solo practice
ollices ($24.67 14}, The rasulting average
wape rate was $22.27 per hour. In order
to account for benefits and overhiead
costs associated with staff timo, we
multiplied the average hourly wage rate
by lwo, These estimales were only for
training costs associaled wilh
counseling stalf, who we assume will
have primary responsibility for
exccuting the funclions associated with
the part 2 revisions.

It is imporlant as well to note that
many current stalf already have
familiarily with current (1987) 42 CFR
parl 2 requiremonls, With regard Lo
{raining materials. most parl 2 programs
are assumed to already heave training
curricula in place that covers current
(1987} 42 CIR part 2 regulations, and,
therelore, these (acililies would only
need o update axisting {training
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malerials rather than develop new
malerials, Part 2 enlities may determine
the conlent of this training, The
Awcrican Hospiial Association
pstimaled (hat the costs for the
development of Privacy and
Conflidentiality training, which would
include the development of training
materials and insiructor labor costs, was
816 per employee lraining hour in
2000./4% Because we assumed thal part
2 programs would he updating existing
rather than developing entirely new
training inaterials, we estimated the cost
of training development to be one-half
of the cosl of develuping new materials.
or 38 per cmployee. Adjusted for
inflation. /71 lraining development costs
in 2016 would be $11.04 per employee.

Using SAMHSA's 2010-2012 TEDS
average annual number of trealment
admissions (n=1,861.693) as an eslimate
of the annual number of patienls al part
2 programs and calculated staffing
numbers hased on a range of counseling
stalF-to-client ratios (i.e., 1 to 10742 and
1 to 577 ). Based on these assumptions,
staff training costs associated with part
2 patient consent procedures werg
projected to range from $10.3 million to
520.7 million in 2016, We averaged the
two cstimated costs for staff training to
determine the (inal overall estimale of
$15,521.000. We assumed the costs
associated with updating training
materials will be a one-time cost.
Therefore, in subsequenl vears, we
assumed the cosls associated with stalf
training would he a function ol the
average hourly wage rate (inulliplied by
two to account for henefils and
overhead costs} and the estimated
number of staff (developed based on the
same two staff-to-client ratios described
ahove multiplied by estimaled palient
counts), Stall training costs associated
with part 2 revisions woere projected to
range from $8.3 million o $16.6 million
after 2016. We averaged the two
estimated costs for staff training to
determing the (inal overall estimale of
512,438.000.

ii. Updates to Consent Forms

Updates to the 42 CFR parl 2
regulations will need to be reficoted in
patienl consent forms, Axs there is no
literature Lo date on costs to updale
forms for 42 CFR part 2, we examined
results from a 2008 study from Lhe Mayo
Clinic Health Carc Systems 114! [hat
reported actuarial costs for HIPAA
implemenlalion aclivities, These cosls
were aboutl $1 per patienl visit,
Adjusted lor inflation. costs associated
with updating the patient consent forms
in 2016 would be $1.13 per paticnt visit.
We used Lhe average number of
substance abuse treatment admissions
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from SAMHSA's 2010-2012 TEDS as
our estimale of the number of clienls
treated on an annual basis by parl 2
facilities. The total cost burden
associated wilh updating the consent
fornis to reflect to the updated 42 CFR
part 2 regulations would be
approximalely $2.104.000 (1.861.G93 *
$1.13}./74

iii. List of Disclosures Cosis

The proposed parl 2 repulations allow
paticnts wlio have consented to disclosc
their identilying inlormation using a
general designation lo requesl a list of
cntities to which their information has
been disclosed pursuant to the gencral
designalion. Under this final rule.
citities namined on a consent fonn that
disclose patient identilying information
to their participants under the gencral
designalion will be required lo provide
a list of disclosuras afier receiving a
paticnt request. Under the List of
Disclosures requirements, a patienl
could make a request, for example, to an
organization that facilitates the
exchange of healih information (e.g.. an
HIE) or an organization responsible for
coordinating care (e.g.. an ACQO) lTor a
list of disclosures 1hat would include
the name of the entity 1o whom cach
disclosure was made, the date of the
disclosure, and a brief description of the
paticnt identifying information
disclosed. and include this information
lor all enlifies to whom the palient
identifying information has boen
disclosed pursuant to the gencral
designalion in the past (wo years.

For purposges of the analysis, we
assumed that entitics disclosing patienl
identifying information to their
participanls pursuant io a palient’s
gencral designation on a consent form
are already collecling the inlormation
necessary to comply with the List of
Disclosurcs requirement. in some form,
gither elecironically or using paper
records. We also assumed that these
entities could comply with the List of
Disclosures requirement by either
collecting ihis information
electronically by using audit logs o
oblain the required inlormation or by
keeping a paper record. Howover, to
addrexs possible concerns about
technical leasibility and other
implementation issucs, SAMHSA
finalizes its proposal that the List of
Disclosurcs requirement may be
implemanted at any lime, bul nen-
treating providers cannot use lhe
general destgnation wilhout bring abla
to provide a List of Disclosures to allow
rmtities collecling this information time
to review their operations and business
processes and Lo decide whether
technnlagical solutions are needed Lo

ciable thon to more efficiently comply
wilh the requirement.

In order to make preliminary
estimales of the implementation cosis,
we first estimated the number of
polentially impacted entities hased on
the anticipated number ol patient
requests for a disclosure report in a
calendar year, We used (he average
number of substance use disorder
treatment admissions from SAMHSA's
201 (2012 TEDS (n = 1,8G1.693} as Lhe
number of patients treated annually hy
parl 2 programs. We then used the
average of a 0.1 and 2 percent palienl
request rate as our estimate of the
number of impacted enlities (n =
19.548).

From lhera, we assumod 10 percent of

the impacted entities would use paper
records to comply wilh the disclosure
roporting requircments (n = 1,995) and
would have minimal implementation
cosls. Among the remaining enfilies,
many may be able to comply with the
disclosure reporiing requirements
wilhout developing or implemenling
new technolagies. For entitics that da
choose to either updale their existing
capabilitics or develop and implement
new technolagies to facilitate
complianre, we assumed two sets of
costs: (1) Planning and policy
development cosls and (2) syslen
update costs, SAMHSA noles thal the
Office of the National Coordinator for
Health Information Technalogy and
other organizalions are cncourapging
adoplion af electronic health records to
allow providers to acoess patient
recorfls remately, improve
communication with patients and other
providers and reduce errors (hitps://
v healthit gov/providers-
professionuls/benefits-electronic-health-
records-ehrs}), For these reasons, we
believe that the trend toward adoption
of clectronic health records will
continue,

Absent any data on the number of
facilities Ihal would require new
technology or the Lype of technology to
he implemented. we assumead thal
twenly-five percent {n = 4.398} of Lhe
remaining cntitics would choose to

upgrade (heir exisling health 1T systems.

The actual system upgrade costs will
vary constderably based on the type of
upgrades that are required. Some
entitivs may only require minor system
updates lo streamline the reporting
requirgments. while othors may choose
le implement an entirely new syslem.
Given these data limitations, we
assumed an average, per-cotity cost, of
52,500 for planning dovelopment costs
and an average, per-cotity cost, of
$B.000 lor system upgrades (or a lotal
cosl of $10,500, We assume that (en
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pereenl of entitics will implement cach
year. rasulting in 100 percent of the
4,398 entilies having implemented the
system planning and upgrades by vear
10. The implemeantation cosls for Lisl of
Disclosures reporting compliance in
vear 1. and cach vear thereafter, arc
estimtated Lo be approximately
54.618.000 ([4.398*0.10] *
(8.000+2,500]). We acknowledge (hat
withoul better data on the number of
facilities that may require new
lechnology and the number of facilities
that would use the general designation
and therelore be required to comply
with the list ol disclosures requirement,
this approach may overcstimalte or
underestimale the cosls.

As eniities begin to comply with the
disclosure reporting requiremenis. we
assumed that the majority of the costs
associaled with (he List of Disclosures
requiremoent would primarily come from
staff time needed to prepare a list of
disclosures upon a palient's request, We
also assumed that the information
would need to be converted to a format
thal is accessible to palients,

For those entilies with a health 1T
system, we expected that disclosurc
inforination would be available in the
syslem’s audit log, We also assumed
that, unless the audit log has some sort
of eleclronic fillering systein, il would
conlain infermation ahove and beyond
the requirements for complying with a
requesl for a lst of disclosures. We had
also assumed that the staff accessing
and [iltering an audit log Lo compile the
information for lists of disclosures
would be health informalion
technicians. The average hourly rate lor
healih information technicians is $19.44
an hour!t5/ In order to account for
benefits and overhead costs associated
with staff lime, we multiplied the
hourly wage rate by two. Absent any
existing information on the amount of
lime associdled wilh producing a list of
disclasuras [rom an audit log, we
assumed it would take a hoalth
information technician halfa day (or 4
hours) on average, Lo produce the list
from an audit log.

For entities using paper records Lo
track disclosures. we oxpected thal a
staff memher would necd to gather and
agarcgate the requested list of
disclosures [rom paper records, We
assumed medical record technicians
would b the staff with the primary
responsibilily lor compiling the
inlormation for a list ol disclosures. The
average hourly rate for medical record
lechniciany is $1%.44 an hour an
hour.f1¢! [n order to account for benefits
and overhead costs associated with stalf
time, we mulliplied the hourly wage
rate by lwo. Absent any exisling
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informalinn on the amount of time
associated with producing a list of
disclosures from paper records. we
assumed it would take a medical record
technician 3 hours, on average. to
praducce the list from paper recnrds. 77/

The numher of requests for a list of
disclosurcs will determing the overall
burden associated with the List of
Disclosures reporling requirements,
However. because this is a new
requirement, there were no data on
which to hase an estimated number of
requests per year. We expected that the
rale of requests will be relatively low,
We therelora calculated the total costs
for two rates. 0.1 percenl and 2 percent
of paticnts per year.

We used the average number of
substance use disorder treabiment
admissions from SAMHSAs 2010-2012
TEDS as the nwnber of palients trealed
annually by part 2 programs. Assuming
that 10 percent of paticnis making
requests (o= 186.17 Lo n = 3.723.30}
would request a list of disclosures from
enlilies thal track disclosures through
paper records and 80 percent of palients
making requesls (n =1.675.52 ton =
13,510.47) would make such a request
of entities that track disclosures through
health IT audit logs, the estimated costs
Lo develop lists ol disclosures range
from roughly 821,700 to $434.300 for
entities using paper records, and
$261,000 to $5.212.000 iur entities using
audil logs. (These ranges reflect the
costs hased on Lhe two estimaled patient

rates of request referenced above (fe.,
0.1 percent and 2 percent of patients per
year)),

Once a list of disclosures has been
produced. it can ba returned to the
palicnt cither by email or mail. Since
the method of sending the list of
disclosures depends on patient
preference, we assumead that 50 pereent
of the lisis of disclosures would be sent
by cmail and 50 percent by first-class
mail. We assumed that mailing and
supply costs related Lo list of disclosurces
notifications were 50.10 supply cost per
notilication and $0.49 postage cost per
mailing. We also estimaled (hal it would
lake an administralive slaff member 15
mimites 1o prepare cach list of
disclosures lor mailing und/or
transmitting, and that staff preparing the
lotlors cart $15.34 /78 per hour. In
order (o accounl for benefils and
overhead costs associated with slaft
time, we multipliced the hourly wage
rate by two. The estimated costs for list
of disclosures notifications range from
approximately §7, 700 to $154,000 [or
nolilications sent by lirsl-class mail. and
$7. 140 to $143. (00 for nolifications
sent by cmatil,

To produce the final overall cost
estimate, we took the average of the
minimum and maximum estimaled
cosls to develop lists of disclosures by
enlities collecting the information
electronically by using an audit log, and
the average of the minimum and
maximum estimaled costs lo develop

lists of disclosures by entities using
paper records. We then added the
averages logether to produce our
astimale of the total cost Lo entilies to
develop lists of disclosures. Next we
took the average of the minimum and
maximum estimated costs Tor list of
disclosures notifications sent via cmail
and the minimum and maximum
estimaled costs for such notifications
senl via liest-class mail, We then added
these two averages together to produce
pur eslimate of the total cost Lo entitics
for list of disclosures notifications.
Finally, the development and
notification cosls for these lists of
disclosures were added logether for Lhe
tinal estimate of costs associated with
complying with List of Disclosures
reporting requircinents. The total cosl
for Lisl ol Disclosures reporling
compliance across all enlities was
roughly $3,120.000 in 2016 dollars,
Complying with List of Disclosures
requiremoents is assuined to be an
ongoing. anitual activity for entities that
have compleled the system upgrade and
comply with the disclosure
requirements, Since we assiune 10
percent of enlittes begin Lo comply with
the requirements cach vear, vear 1
reporting compliance costs s roughly
$312.000 (3.120.000*0.10) and $624.(HD
(3.120, 000*0.20) in year 2, and
continues (o increase sach year until
year 10 all enlities are complying and
have annual compliance costs ol
531201000

TABLE 5—T0OTAL ESTIMATED DISCLOSURE REPORTING COSTS IN 2018

[Note: Numbers may not add due to rounding)

Minimum Maximum Average
estimated cost estimated cost estimated cost
Facilities with @ Health IT SYSIEM ot rre s s s s e s e $261,000 55,212,000 $2.736,000
Facihties without a Health 1T SYStemM ..o 21,700 434,300 228,000
TOAI COSIS oot e e en e s e e e s s e a e e s rmasn s e e sasraesareanes eas 2.364,000
Average Number of FACHITIES ... s et e 19,548
TABLE B—TOTAL ESTIMATED DISCLOSURE NOTIFICATION COSTS IN 2018
[Note: Numbers may not add due to rounding]
Minimum Maximum Avarage
estimated cost astimated cost ostimated cost
EmMail NOHFIGREEION ... . eceiisiecr et e s st s re et se e s e s ss st s e as e s nes 37,100 5143,000 $75,000
First Class Mail NOBRICAUION ..ottt e e s e ebins 7.700 154,000 81,000
TOAI COSIS oot ere e s e e e ea s e ese e s e en s e s san e e sareaes ean 156,000

iv. IT Updates

SAMHSA. in collaboration with ONC
and [ederal and communily
stakeholders, has developed
Consenl2Share which is an open source

tool for consent managemen! and data
scgmentation that is designed to
integrate wilh existing EHR and HIE
syslams, SAMHSA plans to release
shortly an updated varsion of
Consent2Share with improverl
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functionality and ahility 1o meet list of

disclosuras requirements,

The Consent2Share architecture has a
front-end. paticnt facing system known
as Patient Consent Managemenl and a
backend conirol system known as
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Access Control Scrvices.
Communicalions with EHR vendors
indicated that the cost (o lacilitics of
purchasing and installing additinnal
funclionalily {o exisling electronic
maedical records upplications, such us
Conscnt2Share, typically range front
$2.500 to $5.000. Because Lhe add-on
systems for part 2 programs may be
more complex than standard patient
monitoring sysiems, we eslimated (hat
the cost of adding the new functionality
would be upproximalely $8.000 per
facility. We alsn assumad that this
would be a one-time expensa, rather
than a recurring cosl, for each provider,
SAMHSA acknowledges that therc may
be Nuctuation in cosls amnng, alfecled
enlities [rom the average cost. Howover,
though costs could possibly he higher
{oe some enlities, information shared by
commenters was largely ancedotal and
it is unclear how such data could be
broadly oxlrapolaled to a wide ranpe of
crtitics.

Furthernore, national cstimates
indicated that no more than 50 percent
of substance use disorder Leealmenl
facilitics have an operational
“compulerized administralive
information system.” {77 We, Lherelore,
estimated that only haif of the 12,034
part 2 programs (f.e., 6.017 facilities)
wuould have operational health IT
systems thal would require
muodifications to account for the changes
lo 42 CFR parl 2, Wilh 6,017 parl 2
programs with operalional information
systems, we cstimated that cach facility
would need to spend $8,000 to nodily
their health 1T system, which would
lead to a total burden for updating
health IT systems ol $48.1 millien,
Updating health 1T sysiemns would be a
one-time cost, and maintenance cosls
should be parl of general health IT
mainlenanae costs in laler years. The
final rule does not require thal part 2
programs adopt health IT systems so
there are no health [T costs associated
wilh substance use disorder trealment
facilitics that continue to use paper
records.

C. Regulatory Flexibility Act {RFA)

The RFA requires agencics to analyzo
oplions for repulalory relief of small
enlities. For purposes of the RFA, small
entities include small husinessoes,
nonprofit organizations, and small
governmental jurisdictions. Most
hospitals and most olher providers are
small enlities. either by nonprolil status
ar by having revenues ol less than $7.5
million to $38.5 million in any one year,
Individuals and states are nol included
in the definition of a small entity. We
are nol preparing an analysis for the
RFA hecause we have determined, and

the Secretary certifies, that this final
rule will nol have a significant
economic impact on a subslantial
number of small entitics. While the
changes in the regulalions will apply to
all part 2 programs, the impact on these
cnlities would be quite small.
Specifically. as described in the Overall
Impact section, the cost to part 2
programs associaled wilh updates lo 42
CFR part 2 in the {irsl vear thal the [inal
rule is in offect will be $76.1 million, a
fipure (hal due to a number of one-time
updates, is the highest for any of the 10
vears estimated. The per-entity
economic impact in the first year will be
approximately 86,300 (576,100,000 +
12.034). a figure that is unlikely to
represenl 3 percenl of revenues for 5
percent of impacted small entitics,
Consequently, it has been determined
that the final rule will not have a
significant economic impact on small
enlities,

In addilion. Seclion 1102(h} of Lhe Act
requires us to prepare a regulatory
impuct analysis if a rule may have a
significant impacl on Lhe operations of
a substantial number of small rural
hospilals, This analysis must conform {o
the provisions ol Seclion GO3 of the
RI'A. Tor purposes of Section 1102(b) of
the Acl, we defined a small rural
hospital as a hospttal that is located
outside of a Metropolitan Statistical
Areq for Mecdlicare paymenl regulations
and has fewer than 100 beds. We are not
preparing an analysis for Scction
1102(h) of tha Act because we have
determined, and the Secrelary certilies.
that this Jinal rule will not have a
significant impacl on (he operations of
a substantial number of small miral
hospitals.

D. Unfunded Mundates Reform Act

Section 202 of the Unfunded
Mandates Reform Act ol 1995 also
requires that agencics asscss anticipated
costs and benelits before issuing any
rule whase mandales require spending
in any one year of $100 million in 1995
dollars, updated annually for inflation.
In 2016, that Lhreshold is approximately
$146 million. This rule will have no
conscquential effect on state, local, or
{rihal governments or on the private
seclor,

E, Federalism {Executive Order 13132)

Executive Order 13132 establishes
cerlain requirements (hal an agency
mus! meet when il promulgates a
propased rule land subsequent [inal
rule) that imposcs suhstantial dircct
requirement costs on state and local
governments, preempts state law, or
otherwise has Federalism implications.
Since this rule does not imposs any
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costs on state or local governinents, the
requirements ol Executive Order 13132
are nol applicable,

SAMHSA is modernizing 42 CFR part
2. With respect Lo our rovisions to Lhe
parl 2 ragulalions. we do nol helieve
thal this [inal rule will have a
significunl impact as it gives more
Mexibility to individuals and entilics
covercd by 42 CIFR part 2 hut also adds
privacy protections within the consent
requiremoents {or the patienl. We are
revising the parl 2 regulalions in
response to concerns that 42 CFR part
2 was outdated and burdensome.

Executive Order 13132 on Federalism
(August 4, 1998} cstablishes certain
requirements that an agency must meet
when il promulgates a proposed rule
[and suhsequent final rule) that imposes
substantial direct requirement cosls on
state and local governments, preempts
state law, or otherwise has Federalism
implications. We have reviewed this
linal rule under the threshold criteria of
Excculive Order 13132, Federalism, and
have determined that #t will not have
substantial direct effects on the rights,
roles, and responsthilities of states, local
or tribal governments.

Conclusion

SAMHSA is cnacting changes to
modernize 42 CFR part 2, With respecl
Lo our revisions {0 the regulalions, we
do not belicve that this final rule will
have a significant impacl as it gives
more [lexibility Lo individuals and
entilies covered by 42 CFR parl 2 hul
also increases privacy protections
within the consent requirements and
adds an additional confidentiality
saleguard lor palients, This final rule
tloes not reach the (hreshold lor
requiring a regulatory impact analysis
by Excoulive Orders 12866 and 13563
and thus is not considered an
cconomically significant rule. This rule
will not have a significant economic
tmpacl o o substantial rumber of small
entilies, This rule will not havea
significanl immpact on the operations of
a substantial number of small rural
hospitals. Since this rule does not
imposa any cosls on state or local
povernments, Lhe requirements of
Execulive Ovder 13132 on federalism
are not applicable.
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Recordkecping requirements.

m For the reasons staled in the preamble
ot this final rule. SAMHSA revises 42
(PR part 2 to read as follows:

PART 2—CONFIDENTIALITY OF
SUBSTANCE USE DISORDER PATIENT
RECORDS

Subpart A—Introduction

Surs.

2.1 Statutory authority for conlidentiality ol
substante use disorder patisnl records,

2.2 Purposs and eflecl.

2.3 Criminal penalty for violalion.

24  Reports of vinlations,

Subpart BE—General Provisions

Set.

2,11 Delinitions,

2,12 Applicabilily,

2.13  Cnnlidentiality restrictions and
safeguards,

214  Minor patienls,

2.15 Incompelanl and deceased paticnts.

2.16  Seuurily far records,

2.17  Underreover agents and infarmants.

2.18 Resiriclions on the use of

iddentilication cands,
2,10 Disposition of records by ¢discontinuedd
PrOgrams.
2,20 Relationship Lo state laws,
2.21 Relationship Lo lederal slatutes
protecting research schjects against
compulsory disclosure of their identity,
Notice to patients of federal
contidentiality requirements.
Patienl access and restrictions on use,

2,22
2,23

Subpart C—Disclosures with Patient
Consent

Seu,

2,31  Consent requirements,

2.32  Prohibition oo re-disclosure.

2.33 Disclosiies permitted with wrilten
consenl.

2.34  Disclosures to prevenl multiple

snroliments.

Disclosures to elements of the criminal
justice syslem which have referred
jratients.

2,35
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Subpart D—Disclosures without Patient
Consent

see

2.51 Mediral pmergencies,
2.52 Research.

2.53  Audit and evalualion.

Subpart E—Court Orders Authorizing
Disclosure and Use

Seu.

2RT  Lugal effect of order,

262 Order nat applicalle to recorrls
disclosed without vonsent to researchers,
auditors and evalualors.

263 Confidential communications.

2,64  Procedures and criteria for orders

authorizing disclosures [or noncriminal

PLUTPOSES.

Procedures and criteria for orders
aulliorizing disclosure and use of records
e uririnally investigale or prosecule
palients.

Procedures and criteria for orders
authorizing disclosure and use of records
lo invesligate or prosecule a parl 2
program or the person holding the
recortls,

267 Qrders aulhorizing the use of
undercover agenls aud informants to
criminally investigale smployees or
agents af & part 2 program,

Aulhority: 42 11.5.C, 290dd-2.

2,R5
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Subpart A—Introduction

§2.1 Statutory authority for confidentiality
of substance use disorder patient records.

Title 42, United States Code. Section
290dd-2(g) authorizes the Secretary to
proscribe regulations. Such regulalions
may contain such definilions, and may
provide for such safeguards and
procedures, including procedures and
griteria for the issuance and scope of
orders. as in the judgment of the
Secretary are necessary or proper o
elfeciuate (the purpnses ol this slalule, to
provent circumvention or cvasion
thereol, or to factlitate compliance
therewith.

§2.2 Purpose and effect.

{(a) Purpose. Pursuant lo 42 11.5.C,
290dd-2(g), the regulations in this part
imposc restrictions upon the disclosure
and usc of substance use disorder
patient records which are maintlained in
conneclion with the performance ol any
parl Z program, The regulations in this
part include the following subparts:

{1} Subparl B of this part: General
Provisions. including definitions,
applicability, and general restrictions:

{2} Subpart C of this part: Disclosures
with Patient Consent, including
disclosures which require patient
consenl and the consent {orin
requiremaents:

{3} Subpart D of this part: Disclosures
withoul Patient Consent, including
disclosures which do nol require patient
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consent or an authorizing court order;
and

(4) Subpart E ol this parl: Courl
Orders Authorizing Disclosites and Use,
including disclosures and uses of
paticnt records which may e made
with an authorizing court order and the
procedures and criteria for the entry and
scope of those orders,

(b) Effect. (1} The regulalions in this
part prohibit the disclosure and uge of
patient records unless certain
circumstances exist. If any ciccumstance
cxists undoer which disclosure is
permitied. thal circumstance acts to
remove the prohibition on disclosure
bul il does not compel disclosurs. Thus.
the regulations do not require disclasure
under any circumstances.

(2) The regulations in ihis part arc not
inlended 1o direcl the manner in which
subslantive funclions such as research,
treatment. and evaluation are carried
out. They are intended to ensure that a
paticnt receiving treabmenlt for a
substance use disorder io a part 2
program is nol made more vulnerable by
reasen of the availability of their paliemt
record than an individual with a
suhstance use disorder who does not
scek troatment.

(3) Becausce there is a criminal penalty
for violaling the repulalions, they are o
be conslrued strictly in favor of Lthe
potential violalor in the same manner as
a criminal slalute (see M. Kruus &
Hrothers v, Uniled States. 327 1.5, 614,
621-22, B6 S. . 705. 707-08 (19446)).

§2.3 Criminal penalty for violation.

Under 42 U.8.C, 200dd-2({f}, any
person who violales any provision of
this section or any regulation issued
pursuant tu this section shall be fined in
accordance with Title 10 of the U.S.
Cotde.

5§24 PRepors of violations.

[a) The report of any violaiion of the
regulations in this part may be directed
to Lthe United States Attorney for the
judicial districl in which the violation
OCCUTS,

{(h) The report of any violation of the
regulations in this part by an opioid
trealment program may bix dirccted to
the United States Attorney for the
judicial districl in which the violation
occurs as well as to the Substance
Abuse and Mental Henllh Services
Administration (SAMHSA) offico
rusponsible for opioid treatment
program oversight.

Subpart B—General Provisions

§2.11 Definitions.

For purposcs of the rogulations in this
part:

Central registry means an organization
which obtains from two or more
member programs patient identifying
information aboul individuals applying
for withdrawal management or
maintenance treatment for the purposc
of avoiding an individual's concurrent
enrollment in more than one ircatment
pragram,

Dingnosis mcans any rclercnce to an
individual's substance use disorder or o
a condition which is identified as
having hbeen caused by thal substance
use disorder which is made lor the
purposc of ircatiment or referral for
treatment,

Disclpse means to communicate any
information identifving a patient s
being or having been diagnosed with a
suhstance use disorder, having or
having had a subslance use disorder, or
heing or having been veferred for
treatment of 4 substance use disorder
cither directlly, hy reference to publicly
available information, or through
verification of such identilication by
another parson,

Federally assisted—see § 2.12(D).

Informant means an individual:

(1) Wha is a patient or employee of a
part 2 program or wha becomes a
palicnt or cmployee of a part 2 program
at the requesl of a law enforcement
agency or olficial; and

{2) Who at the request of a law
enforcemenlt agency or official ohserves
one or more patients or employees of
the part 2 program for the purpose of
roporting the information ohtained lo
the law enforcement agency or official.

Maintenance treciment means long-
Lerm pharmacolherapy for mndividuals
with subslance use disorders thal
reduces the pathological pursuit of
reward and/or relief and supports
remission of substance use disorder-
related symptoms.

Member program means a withdrawal
managemeni or maintenance lreatment
program which reporls pationl
identifyvinyg information Lo a central
repistry and which is in the same stale
as that central registry oris in a state
thal participates in data sharing with the
central registry of the program in
question,

Miror, a5 used in the regulations in
(his part, means an individual who hay
nol atlained the age of majority
specified in (he applicable state law, or
if no age ol majarity is specificd in the
applicable state law, the age of 18 yoears.

Part 2 program means a federally
assisted program {federally assisted as
defined in § 2,12(h) and program as
defined in Lhis seclion), See § 2.12{e)(1)
for examples,

Pant 2 program director means:
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{1} [n the casc of a part 2 program ihat
is an individual. that individual.

(2} In the casc of a part 2 program that
is an entitv. the individual desipnated as
directur or managing director, or
individual otherwise vested wilh
authority to act as chicef executive officer
of the parl 2 program.

Patient means any individual who has
applied for or been given diagnosis,
treatment, or referral for treatmoent for a
substance use disorder al a parl 2
program. Patient includes any
individual who, aller arrest on a
criminal charge, is identificd as an
individual with a substance use
disorder in order to determine that
individual's eligibility to participate in
a part 2 progeam. This definition
includes hoth current and lormer
paticots.

Patient identifying information means
the name, address, social seourity
number, Rngerprints, photograph, or
similar information by which the
identity ol a patienl, as delined in Lhis
seclion, can be determined with
reasonable accuracy erther directly or by
reference to other information. The tenn
does not include a numbeoer assigned to
a patient by a part 2 program, for
internal use only by the part 2 program,
if that number does not consist of or
conlain numbers (such as a social
security. or driver’s license number) that
could be used 10 identify a patient with
reasonable accuracy from sources
external to the part 2 program.

Person means an individual,
parinership, corporation, federal, siale
or local government agency, vr any
other legal entity, (also referred to as
“individual or entily ™).

Program means:

{1} An individual or cnotity {other than
a general medical facility) who holds
itself out as providing. and provides.
substance use disorder diagnosis,
trealmenl, or refereal for lreatment; or

{2} An identified unit within a general
medical facility that holds itsell cut as
providing, and provides, suhstance use
disorder diagnosis, treatment, ur referral
for treatment: or

{3} Medical personncl or other staff in
a general medical facility whose
primary funclion is tho provision of
substance use disorder diagnosis.
Ireatment, or referral for Ieeatmenlt and
who are identified as such providers.

Qualified service organization means
an individual or entity who:

{1} Provides services to a part 2
program, such as data processing, hill
collecting, dosage preparation,
laboratory analyses. or legal, accounling.
population health management. medical
stalfing. or olher prolessional services.
or services to prevent or treat child
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abuseo or neglect, including training on
nutrition and child care and individual
aud group therapy. and

{2) Has entered inlo a written
agreement with a part 2 program under
which that individual or entily:

(i) Acknowledges that in receiving,
storing, processing, or olherwise dealing
wilh any palient records from the part
2 program, it is [ully hound by the
regulations in this part: and

(ii) Il necessary. will resist in judicial
proceedings any ellorts to oblain access
to paticnt identifying information
related to substance use disorder
diagnosis, lreatmend, or reforeal for
treatment except as permilled by the
regulations in this part.

Becords means any information,
whether recorded or nol. crealed by,
received. or acquired by a parl 2
prograin relating o & paticnt (e.g.,
diagnosis, treatiment and referral for
treatment information, billing
informalion, emails, voice mails, and
texts). For Lhe purpose of the regulalions
in this part, records include both paper
and clectronic records.

Substance use disorder means a
cluster of copnitive, behavioral. and
physiological symploms indicating that
the individual continues using the
subsiance despite sipnificant substance-
related problems such as impaired
centeol, social impairment, risky use,
and pharmacological tolerance and
wilhdrawal. For the purposes of the
regulations in this part, this definition
does net include tobacco or caffcine use.

Third-purtv payer means an
individual or entily who pays and/or
agrees to pay for diagnosis or treatment
furnished to a paticent on the basis of a
contractual relationship with the patient
or a member of the patient’s [amily or
on the basis of the palient’s eligibility
{or federal, stale. or local governmental
benefits.

Trecting provider relationship means
that, regardless of whether there has
been an actual in-person cocounter:

(1) A patient is. agress to, or is legally
required 1o be diagnosed. cvaluated,
and/or treated, or agroees to acoept
consultation, for any condition by an
individual or entity, and:

(2) The individual or entity
undertakes or aprees to underiake
diapnosis, evalualion, and/or treatment
ol the palient. or consuilation wilh the
paticnt, for any condition.

Treatmen! means (he care of w patient
suffering fromn a substance use disorder,
a condition which is identified as
having been caused by Lhe substance
use disorder, or both, in order to reduce
or eliminate the adverse effects upon the
palient.

Undercover agent ineans any federal,
stale, or local law enforcement agency
or official who enrolls in or becomes an
employee of a part 2 program for the
purpose of investigating a suspected
violation of law or who pursues thal
purpose alter enrolling or becoming
employed for olher purposes,

Withdraewal management means Lhe
use ol pharmacotherapies to treal or
attenuate the problematic signs and
symptoms arising when heavy and/or
prolonged substance use is reduced or
discontinued.

§2.12 Applicahility.

(a) General—I(1) Restricfions on
disciosure. The restrictions on
disclosuee in the regulalions in this parl
apply Lo any information. whelher or
nol recorded. which:

(i) Would identify a patient as having,
or having had a suhstance use disorder
either directly, by reference to publicly
available information, or through
verification of such identification by
another person: and

(ii) Is drug abusc information obtained
by a lederally assisted drug abuse
program after March 20. 1472 (part 2
program}, or is alcohol ahuse
information obtained by a federally
assisted alcohol abuse program after
May 13, 1974 {pad 2 program}; or if
oblained hefore the pertinent date. is
mainlained by a part 2 program altor
that date as part of an ongoeing treatment
episode which exlends past that date:
lor the purpose of {reating a suhstance
use disorder, making a diagnosis lor thal
treatment, or making a referral for that
treatment,

(2) Restrictionn on use. The restriction
on use of information to initiate or
substantiate any criminal charges
againsl a palienl or to conducl any
criminal invesligation of a patient (32
U.5.C. 290dd—2{c)) applies lo any
information, whether or not recorded.
which is drug abuse infarmation
obtained by a federally assisted drug
abuse program aller March 20, 1972
(part 2 program). or is alcohol abuse
information oblained by a lederally
assisted alcohol abuse program after
May 13. 1974 (part 2 program}; or if
obtained before the perlinent date, is
maintained by a part 2 propram afler
thal date as parl of an ongoing (reatmenl
gpisode which exlends pasl that date:
for the purposc of treating a substance
use disorder, making a diagnosis for tha
treatment, or making 4 referral for the
lreatmenl.

(b) Federal assistunce. A program is
considered to be lederally assisted if:

(1) It is conducted in whole or in part,
whether directly or by conlracl or
ntherwise by any deparlment or agency

121

of the United Slates (but sec paragraphs
{c){1) and (2} of this scction relating 1o
the Deparlmen! ol Velerans Affairs and
the Armed Forces):

{2} It is being carricd out under a
license. certification. repistration. or
olher authorizalion granled by any
department or agency of the United
States including but not limited to:

(1) Participating provider in the
Medicare program;

(i) Authorization to conducl
maintenance trealment or withdrawal
management: or

{1ii) Registration Lo dispense a
substance under the Conlrolled
Substances Act lo the exlenl the
controlled substance is used in the
reatment of substance use disorders;

{3) 1L is supporied by tunds provided
by any departmen! or agency of the
United States by being:

(1} A recipient of federal [inancral
assistance in any form, including
financial assistance which does not
directly pay for the substance use
disorder diagnosis, treatment, or ceferral
for lrealment; nr

(ii) Conducted by a stale or local
government unit which, through general
or sprcial revenue sharing or other
forms of assistance. receives lederal
funds which could he (but are not
necessarily) spent for the substance use
disorder program; or

(4} Il i assisted by the Internal
Revenue Service of the Department of
the Treasury (hrough (he allowance of
incoms lax deduclions for conlributions
to the program or through the granting
of tax exempt status to the program.

(c} Exceptions— (1) Department of
Velerans Affuirs. Thase regulalions do
not apply to information on substance
use disorder paticnts maintained in
connection with the Department of
Veterans Alfairs’ provision ol hospital
care. nursing home care. domiciliary
carg, and medical services under Title
18, U.5.C. Thosc records are governee
by 38 U.S.C. 7332 and regulations
issued undoer that authority hy the
Secretary ol Velerans Affairs.

(2) Armed Forces. The repulaiions in
this part apply to any information
described in paragraph {a) of this
section which was obtained by any
component ol the Armed Forces during
a peried when the palient was subjeul
Lo the Uniform Code of Mililary Justice
oxcepl:

(1} Any inferchange of thal
information within the Armed Forces:
and

(i) Any interchange of that
information between the Armed Forces
and those components of the
Deparlment of Veterans Alfairs
furnishing health care to velarans.
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(3) Conununicatioa within a port 2
program or between o part 2 progrom
and an enlily having direct
administrative control over that part 2
progream, The reslriclions on disclosure
in the regulations in this part do not
apply to communications of information
between or among personnel having a
need for the information in connection
with their duties thal arise oul of Lhe
provision of diagnosis. treatment. or
riferral for treatment of patients with
subslance use disorders il Lhe
communicationg are:

(1) Within a parl 2 program: or

(ii) Belween a parl 2 program and an
entity that has dircct administrative
control over the program.

(4) Qualified service organizations.
The restriclions on disclosure in 1he
regulationg in this part do nol apply to
communications between a part 2
program and a qualificed service
organization of information needed by
the qualified service organizalion to
provide services lo the program.

(5) Crimes on part 2 progrom premises
or ugoinsl port 2 program personnel,
The restrictions on disclosure and use
in the regulations in this part do not
apply to communications from part 2
program personnel Lo law anforcemoent
agencies or officials which:

(i) Arc directly rizlated to a paticnt's
commission of a crime on the premises
ol Ltha part 2 program or against part 2
program personnel or to a threat to
commit such a crime; and

(i) Are limited to the circumstances
of lhe incident, inclucling the palienl
stalus of the individual committing or
threntening lo commit the crime, that
individual’s namc and address, and that
individual's last knuwn whereabouts.

{6) Repors af suspected child abuse
and neglect. The restrictions on
disclosurc and use in the regulalions in
this parl do nol apply to the reporting
under state law of incidents ol
suspected child abuse and neglect (o the
appropriate state or local authoritics.
However, the restrictions continuce to
apply to the original substance use
disorder patient records mainlained by
the part 2 program including their
disclosure and use for civil or criminal
proceedings which may arisc oul of the
report of suspected child abuse and
neglect.

F{l] Applicahiiity to recipients of
information— (1) Aestrictian on use af
information, The restriction on (he use
of any informalion subject Lo the
regulations in this part ta initiate or
substantiate any criminal charges
against a paticnt or to conduct any
criminal investigation of a paticnt
applies to any person who oblains rhal
informalion lrom a parl 2 program,

regardless of tho status of the person
oblaining the information or whethar
the information was obtained in
acoordance with the regulations in this
parl. This restriction on use hars. among
other things, the introduction of that
information as evidence in & criminal
proceading and any other use of the
information to investigate or prosccuic a
palienl with respect lu a suspected
crime. [nformation obtained by
undercover agents or informants (see

§ 2.17) or through palient access (see

§ 2.23] is subjeat to the restriction on
use,

(2) Restrictions on disclosures—(i)
Third-puarty pavers. administrolive
entities. and others. The restrictions on
disclosure in the regulalions in this parl
apply o

A) Third-party payers with regard to
records disclosed (o them by part 2
programs or under § 2, 31{a}4)(iii}{A):

(B) Entitics baving dircet
adminislrative control over part 2
programs with regard to information
that is subject to the regulations in this
parl communicated lo them by the parl
2 program under paragraph (c}(3} ol this
section; and

(C) Individuals or entities who receive
paticnt records directly {from a part 2
program or other lawful holder of
paticnt identifying information and who
are nolificd of the prohibition on ve-
disclosure in accordance with § 2.32.

{ii) {Reserved)

(¢) Expiaaation of applicabiliti—(1)
Coverage. These regulations cover any
inforination (including information on
relerral and intake) about patients
receiving diagnosis. lrealmenl, or
relurral for treatment for a substance use
disorder created by a part 2 program.
Coverage includes, but is not limited to,
those treatiment or rehabilitation
programs, employee assistance
programs. programs wilhin general
hospitals, school-based programs. nnd
private practitioners who hald
themselyes out us providing. and
provide substance use disorder
diagnosis. treatment, or referral lor
ireatment, However, (he regulations in
this part would nol apply. for example,
to cnergency room personncl who refer
a paticnt ta the intensive care unit tor
an apparent overdose, unless the
primary function of such personnel 13
the provision of subslance use disorder
diagnosis, trealment, or referral for
tredtment and they are idenlified as
providing such services or the
emergency room has promoted itself to
the community as a provider of such
services,

(2) Federal assistance to progrom
required, If a palienl’s substance use
disorder diagnosis, treatment, or referral
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for treatmaont is nol provided by a part
2 program, that patienl’s record is not
covercd by the regulations in this part.
Thus. it is possible Jor an individual
patient o benefit from (ederal support
and not be covered by the
confidentialily regulalions because the
program in which the patient is enrolled
is not federally assisted as defined in
paragraph (b} of this section, For
example. il a federal court placed an
individual in a private lor-profit
program and made a payment to the
program 011 behalfl of that individual,
that patient's record would nol be
covered by the regulalions in this parl
unless the program itself received
fi:deral assistance ax defined by
paragraph (b} of this section.

(3} Information to which restrictions
are applicable. Whether a restrictton
applics to use or disclosure affects tho
tvpe of information which may be
disclosed. The restriclions on disclosure
apply o any informalion which would
identily a patient as having or having
had a substance usc disorder. The
restriction on use of information to
bring criminal charges against a patieni
for a crime applies to any information
obtained hy the part 2 program for the
purpose ol diagnosis, (reatmenl, or
referral for treatment of patients with
substance use disorders. (Note Lthat
restrictions on use and disclosure apply
to recipicnts of information under
puragraph (d} of this section.)

{4} How tvpr of dingnosis affects
coverage. These regulations cover any
record of a diagnosis identifying a
patienl as having or having had a
substance use diserder which is initially
preparced by a part 2 provider in
conncction with the freatment or
referral for treatment of a patient with
4 substance use disorder. A diagnosis
prepared for (he purpose of Lreatmenl! or
relerral for trealment bul which is nol so
used is covered hy the regulations in
this part. The following arc not covered
by the regulations in this part:

{1} Diagnosis which is made salelv for
the purpose of providing evidence for
use by law enforcement agencies or
officials: or

(1i) A diagnosis ol drug overdose or
alcohol inlexication which clearly
shows Lhal the individual involved does
not have a substance use disorder (...
involuniary ingestion of alcolwl or
drugs or reaction to a proscribed dosage
of one or more deups).

§2.13 Confidentiality restrictions and
safeguards.

{a) General. The patient records
subjeet to the regulations in this part
may he disclosed or used only as
purmitled by the regulations in this part
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and may not otherwise he disclosed or
used in any civil. criminal.
adminislralive, or legislative
pracecdings conducted by any {ederal,
stale. or local authority, Any disclosure
made under the regulalions in this part
must be limited to that information
which i3 necessary to carry cut the
purposc of the disclosure.

(h) Unconditional complinnce
required. The restrictions on disclosure
and use in (he regulations in Lhis part
apply whether or not the part 2 program
or other law(lul holder of the patient
idenlifying information helieves that the
person secking the information already
has it. has other means of obtaining it
is a law enforcoment agency or offictal
or other government official, has
oblained a subpouna, or asserls any
othuer justification for a disclosure or use
which is nol permitled by the
regulations in (his part,

(c) Acknowledging the presence of
patients: Responding to requests. (1)
The presence of an identified patient in
a health care facility or component ol a
health care facility which is publicly
identified as a place where only
subslance use disorder dingnosis,
treatment, or referral for treatment is
provided may be acknowledged only if
the patient's written consent is ohtained
in accordance with subpart C of this
part or if an autlorizing courl order is
entered in accordance with subpart E of
this parl. The regulations permit
acknowledgement of the presence of an
identilied patient in a health care
facility or part nf a health care facility
if the health care facility is nol publicly
identilied as only a substance use
disorder diagnaosis, treatment, or referral
for treatment farility, and if the
acknowledgement does not reveal that
tha patient has u substanco usc disorder.

i2) Any answer to a request for a
disclosure of patienl records which 1s
nol permissible under the regulations in
this part rnust be made in a way that
will nol allirmatively reveal thal an
identified individual has been, or is
being. diagnosed or treated for a
subslance use disorder, An inquiring
party may be provided a copy ol the
regulations in this part and advised thal
they ruslrict the disclosure of substance
use disorder patient records, but may
nol be told alfirmatively that the
regulations restrict the disclosure of the
records ol an idenlilied palient,

(d) List of disclosures. Upon request,
palients who have consenled Lo disclose
their patienl identifying information
using a gencral designation pursuant to
5 2.31(a)(4}(ii1}BH3) must be pravided a
list of entities to which their
informalion has been disclosed
pirrsuant to (he general designation,

1) Under this paragraph id}, paticnt
requests:

?i] Must be made in writing; and

(i) Are limited lo disclosures made
wilhin the pasl two years:

(2) Under this paragraph (d}, the
onlity named on the consenl form that
discloses informalion pursuant o a
palienl’s general designation (Lhe entity
that serves as an inlermediary. as
descrihed in § 2.31{(a)(4}(ii1}{B}) must:

(i) Respond in 30 or lewer days of
receipt of the written request; and

(i) Provide, lor each disclosure, the
name(s) of the entity(-ies) to which the
disclosure was made, the date of the
disclosure, and a brief description of the
palicnt identifving information
disclosed.

(3) The part 2 program is not
responsible for compliance with this
paragraph (i) the enlity (hat serves as
an intermediary. as described in
§2.31(a)(2)(5ii)(B). is responsible for
compliance with the list of disclosures
riquirermenl.

§2.14 Minor patients.

(a) State law nat reguiring parental
consent to treatment. If a minor patient
acting alone has the legal capacity under
Lthe applicable stale law Lo apply for and
oblain substance use disorder treatmenl,
any writlen consent for disclosure
authorized under subpart C of this part
may be given only by the minor patient,
This resteiclion includes, but is not
limited to. any disclosure of patient
identifving information Lo Lhe parent or
guardian of &« minor paticnt for the
purpnse of obtaining financial
reimbursement. These regulalions do
nol prohibil a parl 2 program from
refusing Lo provide treatment unlil the
minor patient consents to the disclosure
necessary to obtain rehmbursement, but
refusal to provide Lreatment may be
prohibited under a slate or local law
requiring the program to furnish the
service irrespective of ability to pay.

(b) State law requiring parental
consent to treaiment. (1} Where stale
law requires consenl ol a parent,
guardian, or other individual for a
minor to Hbtain treatment fora
substance usc disorder. any written
consent for disclosure authorized under
subpart C of (his part must be given by
both the minor and their parent,
guardian, or other individual authorized
under state law to act in the minor's
hehalf.

(2) Where stale law requires parental
consent {0 teealment. the fact of a
minor's application for treatment may
be communicated to the minor's paront,
guardian, or other individual authorized
under stale law o acl in the minor's
behall emly if;
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{i} The minor has given written
consent to the disclosure in accordance
with subparl C of this purt: or

(i1} The minor lacks Lhe capacity to
make a ralional choice regarding such
consenl as judged by the parl 2 program
dircctor under paragraph {c] of this
section.

{¢) Minor applicant for services Incks
capacity for rationo! choice. Facts
relevant to reducing a substantial threat
Lo the life or physical well-being of the
minor applicant or any clher individual
may be disclosed to the parent,
guardian, or other individual autharized
under state law to act in the minor's
hehalf if the part 2 program director
tudges thal;

(1) A minor applicant for services
lacks capacily because of exireme
voulhor menlal or physical condition to
make a rational decision on whether to
consend 10 a disclosure under subpart G
of this part to their parent, guardian, or
olher individual aulhorized under state
law Lo act in the minor's behall; and

{2} The minor applicant’s situalion
poses a subslantial Lhreal to the like or
physical well-being of the minor
applicant or any other individual which
may be reduced by communicating
relevant facts to the minor's parent,
guardian, or other individual authorized
under stale law o act in the minor’s
behall.

§2.15 Incompetent and deceased patients.

(a} Incompetent patients olther than
minors—(1) Adjudiration of
inrompetence. In the case of a patient
wha has been adjudicated as lacking the
capacity, for any reason other than
ingullicient age, to Ltheir own affairs, any
consenl which is required under the
regulalions in this pact may he given hy
the guardian or other individual
authorized under state law to act in the
patient’s hehalf.

(2} No adjudication of incompelency.
In the case ol 4 patienl. other than a
minor or one who has been adjudicaled
incompetent, that for any period suffors
from a medical condition that prevents
knowing or cffective action on their own
hehall. the part 2 program direclor may
exercise the right of the patient to
consend to a disclosure under subparl C
of this part for the sole purpose of
obtaining payment for services from a
third-party paver.

(h) Deceased putients—{1) Vito!
statistics. These repulations do not
restrict the disclosure of patient
identifying information relating to the
causc of death of a patient under laws
requiring the collection of death or other
vital statistics or permitting inguiry into
the cause of death.
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(2) Consenti by personal
representative. Any other disclosure of
informalion idenlifying a deceased
patient as having a substance use
disorder is subjecl to the regulations in
this part. If a writlen consent Lo the
disclosure is required. that consent may
be given hy an exccutor, administrator,
or other personal represenlative
appointed under applicable state law. Ii
there is no such applicable stale law
appointment, the consent may he given
by the patient’s spouse ar, if none, by
any responsible member of the patient's
family,

§2.16 Security for records.

{a) The part 2 program or other lawful
holder of patient identilying
informalion must have in place formal
pelicies and procedures to reasonably
protect against unauthorized uscs and
disclosures of patient identifying
information and to prolect against
reasonably anticipaled (hreals or
hazards Lo Lhe securily of patient
idenlilying information. These formal
policics and procedures must address:

(1) Paper records, including:

(i) Transforring and removing such
records;

(¢1) Bestroying such records, including
sanitizing tbe hard copy media
associated wilh the paper printouts, to
render the patient idenlifving
information non-retricvable;

(iii} Maintaining such records in a
securs room, Incked file cabinet. safe, or
ather similar conlainer, or storage
facility when not in usc;

(iv] Using and accessing workstalions,
sucure rooms, locked [lile cabinets, safes,
or other similar conlainers. and storago
facililics that use or store such
informalion: and

(v) Rendering patienl identilying
information non-identifiable in a
manner that creates a very low risk of
re-identification (e.g.. removing direct
identiliers}).

(2) Electronic records, including:

(1) Creating. receiving, maintaining,
and transmitling such records:

(i) Destroving such records, including
sanitizing the electronic media on
which such records are stored, to render
the patient idenbilying inlormation non-
retricvahle;

hii) Using and accessing electronic
records or other electronic media
containing palient idenlilying
nformalion; and

(iv] Renderiny Lhe patient idenlilying
informalion non-identifiable in a
manner Lhal creales a very low risk of
re-identification (z.g., removing dircot
identifiers).

(h) |Reserved]

§2.17 Undercover agents and informants.

(a) Restrictions oa placement. Except
us specifically authorized by a court
order granted under § 2.67, no part 2
program may knowingly employ. or
anroll as a patient, any undercover agent
or informant.

(h) Restriction on use of information.
No information obtained by an
undercover agent or inforiant, whether
or not that undercover agent or
informant is placed in a parl 2 program
pursiant Lo an authorizing court order.
may be used o criminally investigale or
proscoutc any patient.

§2.18 PRestrictions on the use of
identification cards.

No person may require any palienl to
carry in their immediate possession
while away from the part 2 program
premiscs any card or other object which
would identily the palient as having a
substance use disorder. This section
does not prchibit a person from
requiring patients to use or carry cards
or other identification objects on the
premises of a part 2 prograni.

§2.19 Disposition of records by
discontinued programs.

la) General, 10 @ part 2 program
discontinues operations or is taken over
or acquired by another program, it must
remove patient identifving information
from ils records or destray ils records,
including sanitizing any associated hard
copy or clectronic media, to render Lhe
patie identifying informalion non-
retrievable in a manner consislenl with
the policies and procedures rslablished
under § 2.16, unless:

(1) The palient who is the subject of
the records gives wrillen consent
(meeting the requirements of §2.31} to
a transfer of the records to the acquiring
program or Lo any other program
designated in the consent {(lhe manner
ol obtaining this consenl musl minimize
the likelihood of a disclosure of patient
identifying information Lo a third party}):
or

(2) There is a legal requiremoent that
the records be kept for a period
specified by law which does not expire
unlil alter the disconlinuation or
acquisition ol the parl 2 program.

(b) Special procedure where retention
period required by faw, If paragraph
(a)(2) ol this section applies:

(1) Records. which are paper. musl be;

(i) Sealad in envelopes or other
containers labeled as follows: “*Recurds
of [ingerl name ol program] required 1o
he maintained under |insert citation to
statute, regulation, court order or other
legal authority requiring that records be
kept) until a dale not later than finsert
appropriate dala}™
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{A) All bard copy media from which
the paper records were produced, such
as printler and facsimile ribbons. drums,
elc.. musl be sanitized to render the data
non-relrievable; and

(B) [Reserved|

{ii) Held under the restrictions of the
regulations in this part by a responsible
person who must, 4s soon as practicable
after the end of the required retention
period specified on the label, daslroy
the records and sanitize any associated
hard copy media to render the patient
identifying inforiation non-retrievable
in a manner consistent with the
disconlinued program’s or acguiring
program’s policies and provedurss
established under § 2.16.

{2} Records, which are electronic,
musl be:

(i} Translerred to a porlable aleclronic
device wilh implemented encryplion to
encrypl the data at res( so that there is
a low probability of assigning meaning
without the use of a confidential process
or key sand implemented access controls
for the confidenlial process or key; ar

{ii) Transferred. along with a backup
copy. lo separale cleclronic media, so
thal hoth the records and the backup
copy bave implemented encryption to
encrypl the data at rest so that there ix
i low probability of assigning meaning
without the use of a confidential process
or key and implemented dccess controls
for the confidential process or kevy and

(1i1) Wilhin one year ol the
discontinuation or acquisition of the
program, #ll electronic media on which
the patient records or palient identifying
information resided prier to being
lransierred ta the device specilied in (i)
above or the original and backup
clectronic maedia specified in (i) above,
including email and other slectronic
communications, must be sanitized to
render Lhe palient identifying
informaltion non-relricvable in a manner
consislenl wilh (he discontinued
program's or acquiring program's
policies and procedures established
under § 2.16; and

{(iv) The portable electronic device or
Lhe original and backup electronic
media must b

{A) Sealed in a container along with
any cquipment needed to read or access
the information. and labelad as follows:
“Records of jinserl name of program|
required to be imaintained under (insert
citation to statute, ccgulation, cowrt
order or other legal authority requiring
that records be kept| until a date not
later than (inserl apprapriale datel:” and

(B) Held under the restrictions of the
regulalions in this part by a responsible
person who must slore the container in
a manaer that will protect the



Federal Register/Vol. 82, No. 11/ Wednesday, January 18, 2017 /Rules and Regulations

6121

informilion {e.g., climate controlled
cnvironment); and

{(v) The responsible person must be
included on the access control list and
be provided a means lor decrypling the
dala. The responsible person must slore
the deeryplion tools on a device or ata
location separate from the data they are
used to encrypt or decrypt; and

(vi] As soon as practicabie after the
mmitl of the required retention period
specified on the label. the portable
electronic device or the original and
hackup electronic media must be
sanitized to render the pationt
identifying information non-retricvable
consistent with the policies established
under § 2,15,

52.20 Relationship to state laws.

The statute authorizing the
regulations in this part (42 U, 8.C.
290dd-2) does not preempt the field of
law which thev cover to the exclusion
of all stale laws in that (ield. [fa
disclosure permitted under the
regulations in this part is prohibited
under state law, neither the regulations
in this part nor the authorizing slatule
may be construed to aulthorize any
viclation of that state law. However, no
state law may cither authorize or
compel any disclosure prohibited by the
rogulations in this part.

§2.21 Relationship to federal statutes
protecting research subjects against
compulsory disclosure of their identity.

(a) Research privilege description.
There may he concurrent coverage of
paticit identifving information by the
regulations in this part and by
administralive aclion taken under
section 502(c) of the Controlled
Substances Acl (21 U.S.C. 872(c} and
the implementing regulations at 21 CFR
part 1316); or scction 301{d) of the
Public Health Service Act (42 U.S.C.
241{d} and the implementing
regulations at 42 CFR part 2a). These
research privilege statules confer on the
Secretary of Health and Human Scrvices
and on the Attorney General,
raspectively. the power to authorize
researchers conducling certain types of
research to withhold from all persons
nol connecled wilh the research Lthe
namaos and other identifying inforination
concerning individuals who are the
subjccts of the rescarch.

(b) Effect of concurrent coverage.
These regulations restrict the disclosure
and use of information about palients,
while administralive aclion laken under
the research privilege statutes and
implementing regulations protects a
persen engaged in applicable rescarch
irum being compelled Lo disclose any
identilying characteristics of the

individuals who are the subjects of that
research. The issuance under subpart I
of this part of a court order authorizing
a disclosure of intormation aboul a
palienl does nol affecl an exercise of
authority under ihese research privilege
statutes.

5222 Notice to patients of federal
confidentiality requirements.

(a) Notice required. At the timao of
admission to a parl 2 program or. in the
case thal a patient does not have
capacily upon admission to understand
his or her medical status, as soon
thercafter as the patient attains such
capacily. cach parl 2 program shall;

(1) Communicate t the patient that
federal law and regulations protect the
confidentiality of substance usc disorder
palienl records: and

(2) Give to the patient a summary in
writing of the federal law and
regulalions,

(b) Beguired elemnents af written
summery. The written summary of the
federal law and regulations must
include:

(1) A general description of the
lhmited circumstances under which a
parl Z program may acknowledge that
an individual is present or disclose
oulside the parl 2 program information
identifving a paticnt as huving or having
had a substance use disorder;

(2] A statemcnt that violation of the
federal law and regulations by a part 2
program is a crime anl thal suspected
violations may be reporled lo
appropriate authorities consistenl with
& 2.4, along with contact information;

{31 A slatement that information
related to a patient’s commission of a
arime on the premises of the part 2
program or against personnaol of the part
2 program is not protected;

(4) A statement that reporls of
suspected child abuse and neglect made
under state law to appropriate state or
local authorities arc not protected: and

(5) A citation Lo the federal law and
regulations.

(c) Program options. The parl 2
program must devise a notice to comply
wilh the requirement (o provide the
paticnt with a suunmary in writing of the
federal law and regulations. In this
wriltrn summary, the part 2 program
also may include information
concerning stale law and any of the parl
2 propram's policies that are not
inconsistent with state and federal law
on the subject of confidentiality of
suhstance use disorder paticnt records.

§2.23 Patient access and restrictions on
use,

la) Patient access not prohibited.
These regulations do nol prohibil a parl
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2 program from giving a paticnt atcess
Lo their own records, including the
opporlunily lo inspecl and copy any
records that the part 2 program
maintains aboul the paticnt. The parl 2
program is not required to obtain «
patienl’s wrillen consent or uther
authorization under the regulations in
this part in order to provide such access
to the patient.

(b} Restriction on use of informiation.
Information oblained by palienl access
to his or her patient record is subject Lo
Lthe restriclion on use of this informalion
Lo initiate or substantiate any criminal
charges against the patient or to conduct
any criminal investigalion of the patienl
as provided for undoer § 2.12(d}i1}.

Subpart C—Disclosures With Patient
Consent

§2.31 Consent requirements.

{(n) Aequired efements for written
consent. A writlen consent o a
disclosure under the regulations in this
part may be paper or clectronic and
musl include:

{1} The name of the patient,

(2} The specilic name(s} or gencral
designation{s) of the parl 2 programis},
entilv{ies}. ur individual(s) permilled lo
make the disclosure.

(3} How much and what kind of
information is to be disclosed. including
an explicil description of the subslance
use disorder information 1hat may be
disclosed.

{4)(i} The name{s} of the individual(s)
lo whom a disclosure is to be made; ur
{ii} Entities with a treating provider

relationship with the patient, 1f the
recipient entity has a trealing provider
relationship with the patient whose
information is being disclosed, such as
a hospital, a health care clinic, or a
private practice, the name of that cntity:
or

(iit) Enifties without o treating
provider relationship with the patient.

(A) I the recipient entily does not
have a treating provider relationship
with the patient whose informalion is
heing disclosed and is a third-party
paver, the name of the entity: or

B) If the recipient entily doos not
have a treating provider relationship
with tho patient whose information is
being disclosed and is nol covered by
paragraph (a){4)(iii)(A) of this seclion.
such as an enlity that facilitates the
exchange of health information or a
research institution, the name(s) of tha
cntityl{-ies): and

{1} The name(s) of an individual
participant(s}: or

{2} The name(s) of an cntity
participant(s} that has a treating
provider relationship with the paitent
whose information is being disclosed; or
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(3] A general designation of an
individual or entily participant(s) or
class ol participants (hal must be
limited lo a participant(s) who hasa
treating provider relationship with (he
patient whose information is heing
disclosed.

(7} When using a general designation,
a slatemenl musi be included on (he
consent form that (he patient (or other
individual authorized to sign in licu of
the patient), conlirms their
unclerstanding that, upon Lheir request
and consistenl wilh this part. they must
be provided a lisl of enlities to which
their information has been disclosed
pursuant o the general desipnation (see
§2.13(d]}.

(77} [Reserved]

(5) The purpose of the disclosure. In
accordance with § 2.1:3(a), the disclasure
must be limited to that information
which is necessary to carry out the
stated purposec.

{B) A statcment that the consent is
subject to revocalion at any time excoept
to Lhe extend that the part 2 propram or
other lawful holder of patient
idenlilying information that is permitled
to make the disclozure has already acted
in reliance on it. Acting in reliance
includes the provision of trealment
sorvices in reliance on a valid consent
to disclose information o a third-party
payer

(7) The dale, evend, or condition upon
which the consent will expire if not
revoked before, This dale, event, or
condition must cnsure that the consent
will last no longer than reasonably
necessacy 1o serve the purpose for
which it is provided.

(8) The signature of the patient and,
when required [or a palient who is a
minor. the signature ol an individual
autharized 1o give consent under § 2.14;
or. when required (or a patienl who is
incompetent or deccased. the signature
of an individual authorized to sign
witder § 2,15, Electronic signalures are
permitted to the extent that they are not
prohibiled by any applicable law.

(9) The date on which the consent is
signed.

(b) Expired. deficient. or fulse
consent, A disclosure may nol be made
on the basis of a consent which:

(1) Has expired;

(2) On tis [ace substantially fails to
conform to any of the requircments set
forth in paragraph {a) of this section;

(3) Is known {o have been revoked: or

(4) 1s known. or through recasonable
diligence could be known, by the
individual or entity holding the records
to be malerially lalse.

§2.32 Prohibition on re-disclosure.

(a) Notice to ncoompony disclosure.,
Each disclosnre mude with the patient’s

wrilken consent must be actom panicd
by the following written statement: This
information has been disclosed to vou
from records protected by federal
confidentiality rules (42 CFR part 2).
The federal rules prohibit vou from
making any further disclosure of
information in this record that identifics
a patient as having or having had a
substance use disorder either direct]y,
by relerence to publicly available
information, or through verification of
such identification by another porson
unless further disclosure is expressly
permilted by the wrillen consent of the
mdividual whose informaiton is being
disclosed or as otherwise permitled by
42 CI'R part 2. A general authorization
for the release of medical or other
information is NOT sufficient for this
purpose (see §2,.31). The federal rules
reslricl any use of (he inlormalion to
investigale or prosecute with regard lo
a crime anv patient with a substance use
dlisorder, except as provided al
&8 2.12{c}5} and 2.65.

(h) (Reserved]

£2.33 Disclosures permitted with written
consent.

If a patient consents to a disclosure of
their records under §2.31, a program
may disclose those records in
accordance with that consent o any
person identilied in the consent, excepl
that disclosures to central registries and
in connection with criminal justice
relerals most meel the requirements of
§%52.34 and 2.35. respectively.

5234 Disclosures to prevent muitiple
enrollments,

(a) Restrictions on disclosure. A part
2 program, as delined in §2.11, may
disclose patient records (o a central
registry or to any withdrawal
management or mainlenance treatment
program not more Lhan 200 miles away
for the purposc of preventing the
mulliple enrollment of a palient only if:

(1) The disclosure is made when:

(i) The patienl is accepted for
lreatment:

(i1) The type or dosage of the drug is
changod: or

(iii) The treatment is interrupted,
resumaed or terminateel.

(2) The disclosure is limiled 1o:

(i} Paticnl identifving information;

(i) Type and dosage of the drug; and

(i11) Relevat dales.

(3) The disclosure is mmade with the
palient's written consenl mecting the
requirements of § 2,31, excepl that;

(i) Thi consent must list the name and
address of cach central registry and cach
known withdrawal management or
maintenance trealment program o
which a disclosure will be made; and
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(ii} The consent may authorize a
disclosure to any withdrawal
managamenl or mainlenance trealment
program established within 200 miles of
the program. hut does nol need Lo
individually name all programs.

(b} Use of information limited io
prevention of multiple enrollments. A
cenlral regislry and any withdrawal
managemeni or mainlenance trealment
program to which information is
distlosed Lo prevent multiple
enrollmenis may not re-disclose or use
patient idenlilying informalion for any
purpose olher than the prevention of
mulliple enrollments unless aulhorized
by a court order under subpart E of this
part.

{c) Permiited disclosure by o central
registry to prevent a multiple
enrafiment. When a member program
asks a contral registry if an identified
patient is enrolled in ancther member
program and Lhe registry determines
thal the palient is so enrolled, the
registry may disclose:

{1} The name, address, and telephone
number of the member programis) in
which (he patient is already enrolled lo
Lthe inquiring mamber program: and

{2} The name, address. and telcphone
number of the inquiring member
program to the member program(s} in
which the palient is already enrollad.
The member programs may
communicale as necessary Lo verily (hal
no error has heen made and Lo prevenl
or climinale any multiple envollments,

{d} Permitied disclosure by o
withdrawo! management or
mainienance treatment program to
prevent ¢ multiple enrollment. A
withdrawal management or
maintenance treatment program which
has received a disclosure under this
saclion and has determined hal the
patient is already enrolled may
communicale as necessary with the
program making the disclosure to verify
that no error has been made and to
prevent or eliminate any multiple
enrollments,

§2.35 Disclosures to elements of the
criminal justice system which have referred
patients,

{a) A part 2 program may disclose
information about a patient Lo those
individuals within the ceiminal justice
system who have madae participation in
the parl 2 program a condition of the
dispasition of any criminal proccedings
againsi the patient or of the patienl’s
parole or other release from custody il

{1} The disclosure is made only to
Lhose individuals within the criminul
tustice systen1 who have a need for the
inlormation in connection with their
duly t¢ monilor the palient’s progress
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{e.0.. a proscculing attorney who is
withholding charges against the patient,
a court granting prelrial or post-(rial
release, probalion or parole oflicers
responsible lor supervision of the
paticint); and

(2) The patient has signed a written
consent meeting the requirements of
§2.31 {except paragraph (a)(8} which is
inconsislenl with (he revocation
provisions of paragraph (c} of (his
section) and tho requirements of
paragraphs (b} and {c} of this scction.

ib) Duration of consent. The written
consent must slale the period during
which it remaing in effect. This period
must be reasonable. taking inlo account;

(1) The anticipated length of the
treatmoent:

(2) The type of criminal proceeding
involved, the need lor the information
in connection with the final disposition
of that procecding, and when the linal
disposition will ocour; and

(3) Such other factors as the part 2
program, the patient, and the
individual(s) within the criminal justice
syslem who will receive the disclosure
consider pertinent.

(c) Revacation of consent. The written
consent must state that it is revocable
upon lhe passage of a specified amounl
of time or the occurrence ol a specified,
ascertainable event, The time or
occurrence upon which consent
becomes revocable may he na later than
the final disposition of the condilional
release or olher action in conneclion
wilh which congent was given,

i(d) Restrictions an re-disclosure and
use. An individual within the criminal
justice systein whao receives paticnt
information under this section may re-
disclose and use il only lo carry oul Lhal
individual’s official dulies wilh regard
to the palient’s conditional release or
other action in connection with which
the consent was given.

Subpart D—Disclosures Without
Patient Consent

§2.51 Medical emergencies.

{a) General rufe. Under the procedures
required by paragraph (¢) of this scotion,
patient identifying information may be
disclosed to medical personnel to the
cxlont necessary ta meet a bona fde
medical emergency in which the
paticnt's prinr informed consent cannot
be oblained.

(b) Speciaf rufe. Patient identifyving
information may be disclosed to
medical persennel of the Food and Drug
Administration {(IFDA) who assert a
reason to believe Lhat the health of any
individual may be threatened by an
error in the manulacture. labeling. or
sale of a product under FDA

jurisdiction, and that the information
will be used for the exclusive purpuse
of notilying palients or their physicians
ol potential dangers,

Ic) Pracedures. Immedialely {ollowing,
disclosure, the part 2 program shall
document, in writing, the disclosure in
the paticnt’s records, including:

(1) The name of the medical
personnel to whom disclosure was
matle and their affilialion with any
health vare facility:

(2) The name of the individual
making the disclosure;

(3] The dale and time of (he
disclasure: and

(4) The nature of the emergency {or
error, if the report was to FDAJ.

52.52 Research.

[a) Notwithslanding olher provisions
of this part, including paragraph (h)(2)
of this section, patient identifying
information may be disclosed by the
parl 2 program or other lawlul holder of
parl 2 data. for the purposc of
conducting scienlific research if the
individual designated as dircctor or
managing dircctor, or individual
ntherwise vested with authority Lo act as
chiel execulive officer or their designeg
makes a determination (hat the recipient
of the palient identilying informalion:

(1) [Fa HIPAA-covered cntily or
husiness associate, hag obtained and
tlocumented authorization fron the
palient. or a waiver or alteration of
authorization, consistenl with the
HIPAA Privacy Rule 4t 45 CFR 164,508
or 1G4.512(i). as applicable; or

(2) Tf subject to the HHS regulalions
rirgarding the protection of human
suhjects (45 CPR part 46), either
provides documentation that the
researchor is in compliance wilh the
requirements of the HHS regulations,
including the requirements relaied Lo
informed consent or a waiver of consent
(a5 CFR 46.111 and 16.116) or that the
research qualifies for exemption under
the HHS regulalions (45 CFR 46.101(h)
and any successor regulations: or

(3) T both a HIPAA coverad enlity or
husiness associate and subject to the
HHS regulatinns regarding the
protection of human subjects, has met
the requirements of paragraphs (a){(1}
and (2) of this section: and

(4) 1T neither a HIPAA covered entity
or business associate or subject to the
HHS regulations regarding the
protection of human subjects, this
seclion does nol apply.

(h) Any individual or enlity
conducting scientific research using
palicnt identifyving information obtained
under paragraph (a) of ihis scctinn:

(1) Is fully bound by the regulations
in this part and. il necessary. will resist
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in judicial procecdings any cforts to
obtain access to patient records except
as permitled by Lthe regulations in this
parl.

(2} Musl not re-disclose patient
identifying information excepl back o
(he individual or entily {rom whom thal
patient identifying information was
obtained or as permitted under
paragraph (¢} of this section.

{3} May include pand 2 data in
rescarch repaorts only in aggregate form
in which pationl identifying information
has heen rendered non-identifiable such
that the information cannot he re-
identifed and serve as an unauthorized
means (o identify a patient, directly or
indircctly, as having or having had a
substance use disorder,

{4} Must maintain and destroy paticnt
identifying inlurmation in accordance
with the security policies and
procedures established under § 2.16.

(5} Musl retain records in compliance
with applicable lederal. slale. and local
record relention laws.

(¢} Data finkages—I(1} Researchers.
Any individual or entity conducting
scientific rescarch using paticnt
identifving inforination obtained under
paragraph (a) of his section Lhat
requests linkages to data sets frum a data
reposilory{-ies) holding patient
identifying information must:

{1} Have the request reviewed and
approved by an Institutional Review
Board (IRB) repistered with the
Department of Health and Human
Services, Offce for Human Rescarch
Protections in accordance with 45 CFR
parl 48 to ensurc that paticnl privacy is
considered and (he need lor identifiable
data is justilied. Upon request, the
researcher may be required o provide
evidence of the IRB approval of the
rescarch project that contains the data
linkage component.

(i} Ensure that paticnt identifving
information obtained under paragraph
{a) of this seclion is nol provided to law
enflorcement agencies or oflicials,

(2} Data repositories. For purposes of
Lhis secliun. a data reposilory is [ully
bound by the provisions of part 2 upon
receipt of the patient identifying data
and must:

(i} After providing the rescarcher with
the linked data, destrov or delete the
linked dala lrom its records, including
sanilizing any associated hard copy or
elecironic media. lo render Lhe palient
tdentifying information non-retrievable
in a manner consistent with the policics
and procedures established under § 2.16
Security for records.

(i1} Ensure that patient identifying
information oblained under paragraph
(a) of this seclion is nol provided to law
enforcement agencies or olficials.
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(2) Except as provided in paragraph
{c} of this scction, a researcher may not
redisclose pationl idenlilyving
informalion lor data linkages purposes.

§2.53 Audit and evaluation.

(a) Records not copied ar renoved. 1F
patirnt records are not downloaded.
copied or removed (rom the parl 2
program premises or lorwarded
clecironically to another clectronic
system or device, patient idenlifying
infuormation. as defined in § 2.11, may
be disclosed in the course ol a review
ol records on the parl 2 program
premises to any individual or enlity
who agrees in writing to comply with
the limitations on re-disclosure and use

in paragraph (d) of this section and whao:

(1) Performs the audil or evaluation
on behalf of:

(i) Any federal. stale, or local
government agency which provides
financial assistance to the part 2
program or is authorized by law to
regulate its aclivilies; or

(i1) Any individual ur entity who
provides financial assislance to the part
2 progranm, which is a third-pany payer
covering paticnts in the part 2 program,
or which is a quality improvement
organization performing a utilization or
nualily cantrol review: ar

(2] 1s determined by the part 2
prograim to be qualified to conduct an
audil or evaluation of the parl 2
progran.

{(h) Copying. removing, downloading,
or forwarding patient records. Records
containing palienl idenlifying
informalion, as defined in §2.11, may
he copied or removed [rom a par( 2
program premises or downloaded or
forwarded to another cloctronic system
or device from the part 2 program’'s
electronic records by any individual or
enlity who:

(1) Agrees in writing o:

(i) Maintain and destroy the paticnt
identifying information in & manner
ronsistent with the policies and
procedures eslablished under §2.1G:

(i) Relain records in compliance wilh
applicable lederal. slate. and local
record retention laws: and

(iii} Comply with the limitations on
disclosure and usce in paragraph (d) of
this scction; and

(2) Performs the audit or evaluation
on behalf of:

(i) Any federal. stale, or local
sovernmenl agency which provides
[inancial assistance Lo the parl 2
program or is authorized by law to
regulate is activilies; or

(ii) Any individual or entity who
provides financial assistance to the part
2 program, which is a third-party paver
covering palients in the part 2 program.

or which is a quality improvement
organization performing a utilization or
qualily control ruview,

(¢) Medicare, Medicaid, Children's
Health Insurance Program (CHIP), or
related audit or evaluation, (1) Patient
identifying inflormatton, as delined in
§2.11, may be disclosed undoer
parugraph {¢] of this soction to any
individual or entity for Lhe purposc of
conduciing a Medicare, Medicaid, or
CHIP audit or evalualion. including an
audit or evalualion necessary 1o meel
the requirements for a Centers for
Medicare & Medicaid Services (CMS)-
regulated accountable care organization
[CMS-regulated ACO) or similar CMS-
regulaled organization (including a
CMS-regulated Qualified Entily (QE)), il
the individual or entity agrees in writing
to comply with the following:

(1) Maintain and destroy the patient
identifving information in a manner
consistent with the policics and
pracedures established under § 2.16:

(1) Retain records in compliance with
applicable federal. state, and local
recurd relenlion laws: and

(iii) Comply with the limitations on
disclosure and use in paragraph (d) of
this section,

(2) A Meadicare, Medicaid, or GHIP
audit vr evaluation under this gseclion
includes a civil or administrative
investigalion of a parl 2 program by any
lederal. slate. or local government
agency with oversight responsibilities
for Medicare. Medicaid, or CHIP and
includes administrative enforcement,
againsl the parl 2 program by the
governmenl agency. ol any remedy
authorized by law lo be imposed as a
result of the findings of the
investigation.

(3) An audit or evaluation necessary
to meet the requirements for a CMS-
regulated ACO or similar CMS-regulated
organizilion (including a CMS-regulated
QE) must be conducted in accordance
wilh the following:

(i) A CMS-regulated ACO or similar
CMS-regulaled organizalion (including a
CMS-regulated QE) must:

{A) Have in place administrative and/
or clinical systems; and

(B) Have in place a leadership and
management siructure, including a
governing hody and chief exccutive
ollicer with responsibility for oversight
of the organizalion’s management and
for ensuring compliance wilh and
adherence to the terms and condilions
of the Participation Agreement or
similar documentation with CMS; and

(ii) A UMS-regulated ACO or similar
CMS-regulaled organization (including a
CMS-rogulaled QE) must have a signed
Participalion Agreemenl or similar
tlocumentalion with CMS, which
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provides Lhat the CMS-regulated ACO or
similar CMS-regulated orpanization
(including a CMS-regulated (QE}:

(A) Is subject o periodic evalualions
by CMS or its agents, or is required by
CMS to evaluate participants in the
CMS-regulated ACO ar similar CMS-
regulated organization (including «
UMS-repulaled QE) relative Lo CMS-
defined or approved quality and/or cost
MCASUICS;

{B) Must designate an excoulive who
has the authority to legally bind the
organization lo ensure compliance with
42 U.5.C. 280dd-2 and this parl and the
lerms and condilions of the
Participation Agrcement in order to
receive patient identifying information
from CMS or its agents:

{C) Agrecs to comply with all
applicable provisions of 42 U.S.C.
200dd-2 and this part:

(D) Must ensure that any audit or
evalualion involving palienl identilying
information occurs in a conlidential and
contrelled setting approved by (he
designated excoutive;

(E} Must ensure thal any
communications or reports or other
documents resulting from an audit or
cvaluation under this section do not
allow for the direcl or indirect
identification {e.g.. through he use of
codes) ol a palient as having or having
had a suhstance use disorder: and

{F} Musl estahlish policies and
procedures to protect the conflidentiality
of the patienl identilying informalion
consistent with (his part. the terms and
conditions of the Participation
Agreement, and the requircments sct
forth in paragraph (c)(1) of this scction.

{4} Program, as defined in § 2.11,
includes un empluyee of, or provider of
medical services under the program
when (he employec or provider is the
subjecl of a civil investigation or
administrative remedy, as thoso terms
are used in paragraph (c)(2) of this
section.

{5) Il a disclosure to an individual or
entity is authorized under this section
for a Medicare. Medicaid. or CHIP audii
or evaluation, including a civil
investigation or administralive remedy.
as thuse terms arc used in paragraph
(:){2) of this section, then a quality
improvement organization which
obtains the information under paragraph
(a) or {(b] of this seclion may disclose the
information to thal individual or entily
hut only for the purpose of conducting
a Medicare, Medicaid, or CHIP audit or
evalualion.

{6} The provisions of this paragraph
do not authorize the part 2 program, Lhe
federal. state. or local governmenl
agency, or any olher individual or enlity
tn disclose or use palienl identifying
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informalion ohiained during the audit nr
cvaluation for any purposes other than
those necessary to complele the audit or
nvaluation as specilied in paragraph (c)
of this section.

(d) Limitations on disclosure ond use.
Exuept as provided in paragraph (] of
this section, patient identifying
informalion disclosed under this section
may he disclosed only back to the
propram [rom which it was oblained
and used only to carry out an audit or
evaluation purpose or lo investigate or
prosecute criminal or other activities, as
aulhorized by a court order entered
under § 2.66.

Subpart E—Court Orders Authorizing
Disclosure and Use

§52.61 Legal effect of order.

{a) Effect. An order of a court of
compeotent jurisdiction entered under
this subpurt is ¢ unique kind of court
order. Its only purpose is to authorize a
disclosure or use ol patient informalion
which would otherwise be prohibited
by 42 U.S.C.. 290dd-2 and the
regulations in this part. Such an order
does not compel disclosure. A subpocna
or a similar legal mandale must be
issued in order to compel disclosure,
This mandate may be entered at the
same time as and accompany an
autharizing court order entered under
the regulations in this part,

(b) Examples. (1) A person holding
records subject to the regulations in this
part receives a subpocna for thoso
records. The person may not disclose
the records in response Lo Lhe subpoena
untless a court of competent jurisdiction
ertters an authorizing order under the
regulations in (his part.

(2) An autlwrizing court order is
enlered under Lhe regulations in this
part. bul the person holding the records
does nol want lo make the disclosure. If
there is no subpoena or other
compulsary process or 4 subpoena for
the records has expired ar been
quashed, that person may refuse (o
make the disclosure, Upon the entry of
a valid subpoena or other compulsory
process the person holding the records
must disclose, unless thore is a valid
legal defense to the process other than
the confidentiality restrictions of the
regulations in this part.

§2.62 Order not applicable to records
disclosed without consent to researchers,
auditors and evaluators.

A court order under the regulations in
this parl may not aulhorize qualified
personuel, who have rearived patient
identifying information without consent
for the purpose of conducling researcch,
audil or evaluation, 1o disclose that

information or usc it to conduct any
criminal investigation or prosecution of
a patient, However, u court order under
§ 2.56 may authorize disclosure and use
of records to invesligate or prosecute
qualified personnel holding the records.

§2.63 Confidential communications,

(a) A court order under the
regulations in this part may authorize
disclosure of conflidential
communicalions made by a palient lo a
parl 2 program in the course of
diagnosis, freatment, or referrval for
treatment only if:

(1) The disclosure is necessary to
proloct against an existing threat to life
or of serious bodily injury, including
circumstances which conslitule
suspected child abuse and neglecl and
verbal threals againsl Lhird parlies;

(2) The disclusure is necessary in
connection with investigation or
prosccution of an extremely scrious
crime allegedly committed hy the
paticnt, such as one which directly
threatens luss of life or serious hodily
injury. including homiride. rape.
kidnapping, armed robbery. assault wilh
a deadly weapon, or child abusc and
neglect: or

(3) The disclosure is in connection
with Iitigation or an administrative
proceeding in which the patient offers
leslimony or olher evidence pertaining
to the content of the confidential
communications.

(b) [Reserved]

§2.64 Procedures and criteria for orders
authorizing disclosures for noncriminat
purposes.

la) Application. An arder authorizing
the disclosure of patienl records for
purpuses other than ceiminal
investigalion or prasecution may he
applicd for hy any person having a
legally recognized interest in the
disclosure which is sought. The
application may be [iled separcately or as
parl of a pending civil aclion in which
the applicant asserts that the patient
records are needed to provide evidence.
An application must use a fictitious
name, such as John Doe, Lo reler to any
palienl and may not conlain or
otherwise discluse any patient
identifying information unless the
patient is the applicant or has given
wrilicn consent {mecting tho
requirements of the regulalions in this
parl) to disclosure or the courl has
ordered the record of the proceeding
scaled from puhblic scrutiny.

(b) Notire. The patient and the person
holding the records from whom
disclosure is sought must be provided:

(1] Adequate nolice in a manner
which does nol disclose patient
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identifying information to other
persons: and

(2} An opportunity to fle a written
responsc to the application, or lo appoar
in parson. for the limiled purpose of
providing evidence on the slatutory and
ragulalory criteria for Lhe issuance of Lhe
court order as described in § 2.64(d).

{¢) Review of evidence: Conduct of
hearing. Any oral argument. review of
evidence, or hearing on the application
musl be held in the judge's chambers aor
in some manner which cosures that
patient idenlilying informalion is nol
disclosed Lo anyone olher than a parly
Lo the proceeding. the palient. or the
person holding the record, unless the
patient requests an open hearing in a
manner which meets the writien
consenl requirements of the regulations
in this part, The proceeding may
include an examination by the judge of
the patient records referred to in the
application.

{d) Criterio for entry of order. An
order under this scction may be entered
only if the court determines that good
cause oxisls, To make this
determination the court must find that:

(1} Other ways of oblaining the
informaltion are nol available or would
not be elfective; and

(2} The public inlerest and need for
the disclosure outweipgh the potential
injury to the patient, the physician-
patient relationship and the (reatment
SETVIces.

(e) Content of urder, An urder
authorizing a disclosure must:

(1) Limit disclosure 1o those parls of
the paltient’s record which are essential
Lo [ulfill the objective of the order:

{2} Limil disclosure Lo those persons
whose need for inflormation is the basis
tor the order; and

{3} Include such other measures as are
necessary to limit disclosure {or the
prolectinn of the patient, the physician-
paticnt relationship and the treatment
services; lor example, sealing Irom
public scrutiny Lthe record el any
proceeding lor which disclosure ol a
patient’s record has been ordered.

8265 Procedures and criteria for orders
authorizing disclosure and use of records
to criminally investigate or prosecute
patients.

{a} Application. An order authorizing
Lthe disclosure or use of patient records
lo investigate or prosecula a paticnt in
connection with a criminal proceeding
may he applied lor by the person
holding the records or by any law
enforcement or prosecutorial officials
who are respansible for conducting
investigative or prosccutorial activitics
with respect to the enforcement of
criminal laws, The application may be
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filed scparalely, as part of an
application for a subpoena or other
compulsory process, orin a pending
criminal action, An applicalion musi
use a fichtious name such as John Doc.
to refer to any palient and may not
vontain or otherwise disclose patient
identitying information unless the court
has ordered the record of the proceeding
svaled from public scruliny,

(h) Notice and hearing. Unless an
order under § 2,66 is sought in addition
te an ordar under this section. the
person holding the records musl he
provided:

(1) Adequale notice (in a manner
which will not disclose palient
identifving information to other
persons) of an application by a law
enforcement agency or official;

(2) An opportunity to appear and he
lieard for the limited purpose of
providing evidence on Lhe stalulory and
regulatory crileria (or the issnance of the
rourl order as described in § 2,63(d);
an

{3) An opportunity to be represenled
by counsel indepondent of counsel lor
an applicant who is a law enforcement
agenoy or official,

(¢l Review of evidence: Londuct of
fiearinps. Any oral argument, review of
svidence, or hearing on the application
shall be held in the judge’s chambers or
in some ather manner which ensures
that patienl idonltilving information is
nol disclosed o anyone olther than a
party Lo the procesdings, the patient. or
the porson bolding the records. The
procecding may include an examination
by the judge of the patient records
reforeed 1o in the application,

(d) Criteria. A court may autharize the
disclosure and use of patient records for
the purposa of conducting a ceiminal
investigation or prosecution of g patient
only if the court finds that all of the
following criteria are met:

(1) The crime involved is extremely
serious, sneh as one which causes or
directly threatens loss ol life or serious
bodily injury including homicide, rape,
kidnapping. armead robhery, assaull with
a deadly weapon, and child abuse and
neglect,

[2) There is a reasonuble Tikelihood
that the records will disclose
information of subslantial value in the
investigation or prosecution.

(3) Othor ways ol obtaining the
informatipa artt not available or would
ol be effective,

(4) The potential injury to the patient,
to the physician-patient relationship
and to the ahility of the parl 2 program
to provide services o other palients is
oulweighed by the public interest and
the need lor the disclosure,

(5] [f the applicant is a law
enlorcement agency or olficial. that:

(1) The person halding the records has
hecn afforded the opporlunity to he
reprosented by independent counsel;
and

(i1} Any person holding the records
which is an entity wilhin federal, state,
or local gopvernment has in fact been
rapresenled hy counsel independent of
the applicant.

(] Content of order, Any order
authorizing a disclosure or use of
palienl records under this section musl;

(1) Limit disclosure and use to those
parls of the patienl’s record which are
essential to fulfill the objective of the
order:

(2) Linit disclosure 1o those law
enforcement and prosecutorial officials
whio are responsible tor, or are
conducting, the investigalion ar
prosecubion. and limit their use of the
records to investigation and prosecution
of the extremely sorious crime or
suspocied crime specified in the
application; and

3) [nclude such other measures as arc
necessary to limit disclosure and use to
the tulfillment of only that public
interest and need found hy the court.

§2.66 Procedures and criteria for orders
authorizing disclosure and use of records
to investigate or prosecute a part 2 program
or the person holding the records.

(a) Applicotion. (1) Ao order
authorizing the disclosure or use of
palieni records Lo tnvesligate or
prosecule a parl 2 program or the person
holding the records {or employees or
agenis of thal part 2 program or porson
holding the records) in conneclion with
a criminal or administrative matter may
be applied for hy any administralive,
regulatory, supervisory, investigative,
law enforcement, or prosecutorial
agency having jurisdiction over (he
program’s or parson’s activities,

(2) The application may be filed
sueparaluly or as part of a pending civil
or criminal action apainst a part 2
program or the person holding the
records (or agents or employees of the
part 2 program or person holding the
records) in which the applicant asserts
that the patienl records are needed to
provide material cvidence. The
application must use a {iciitious name,
such as [olm Doe. lo celer to any patient
and may nol contain or otherwise
disclose any patient idonlifying
information unless the court has
ordered the record of the proceeding
sealed from public scrutiny or the
patient has provided written consent
(meeting (he requirements of §2.31} (o
thal disclosure.

(h) Notice not required. An
application under this section may. in
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the discretion of the court, bo granted
without notice, Although no express
notice is required to the parl 2 program,
lo the person holding the records. or Lo
any palient whose records are (o be
disclosed, upon implementation of an
arder s granted any of the above
persons musl be alforded an
opporlunity lo seck revocation or
amendmaent of thal order, limiled Lo the
preseration of evidence on the
statutory and regulatory criteria for the
issuance of the court order in
accordance with § 2.66(c).

{c] Aequirements for order. An order
under (his section must he entered in
accordance with, and comply with the
requirements ol, paragrophs (d} and (e)
of § 2,64,

(d} Limitations an disclosure and use
of putien! identifving information, (1)
An order enlored under this seciion
musl require the deletion of patient
identifying information from any
documaents made available to the public.

{2} No informaiion obtained under
this section may be nsed 1o condust any
investigation or proseculion of a patient
in ronnuction with a eriminal maller, or
he used as the hasis foe an applicalion
for an order under § 2.65.

§2.67 Orders authorizing the use of
undercover agents and informants to
investigate emptoyees or agents of a part 2
program ih connection with a criminal
matter.

{a} Application. A courl order
authorizing the placement of an
undercaver agent ar informant in a part
2 program as an employee or patient
may he applied Tor by any law
enforcemnant or proseculorial agency
which has reason to believe thal
employees or agents of the part 2
program are engaged in criminal
misconduct.

(h} Nuotice. The part 2 propram
director must be given adequate notice
ol the application and an opportunity tn
appeqr and be heard (for the limited
purpuose of providing evidence on (he
slatutory and regulatory criteria for the
issuance of the court order in
accordance with § 2.67(c}), unless the
application asserts that:

(1} Thu parl 2 program direclar is
involved in the suspecied criminal
activities to be investigated hy the
undercover agent or informant; or

{2} The parl 2 propram tireclor will
intentionally or unintentionally disclose
the proposed placement of an
undercover agent or informant to the
gmplovess or ugents ol tho progrium who
ate suspected of criminal activities.

{c:} Criteria. An order under this
soclion may he entered only if the court
determines thal gond cause axists. To
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make this determination the court must
find all of the following:

{1) There is reason to believe that an
cmplovee or agent of the part 2 program
is engaged in criminal activity:

(2) Other ways of obtaining evidence
of the suspectad criminal activity ara
nol available or would not be effective:
and

(3) The public interest and need (or
the placoment ol an undercover agent or
informant in the part 2 program
nulweigh the potential injury to patients
of the part 2 program. physician-paticnt

relationships and the treatmen! services.

(d) Content of order. An order
authorizing the placement of an
undercover agenl or informant in a parl
2 program must:

1) Specilically authorize the
placemenl of an undercover agenl or an
informant;

(2) Limit the lotal period of the
placement to six months;

(3) Prohibit the undercover agent or
informant from disclosing any patient
identifving information oblained from
the placement excepl as necessary Lo
investigate or prosccute emplovees or
agents of the part 2 program in
connection with the suspected criminal
aclivily: and

(4) Include any aother measures which
are appropriate to limit any polential
disruption of the part 2 program by the
placement and any potential for a real
or apparent breach of patient
confidenliality: for example, sealing
from public scrutiny the record of any
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procecding for which disclosure of a
patient’s record has been ordered.

(¢] Limitaltion on use of information.
No information obtained by an
undercovar agent or informant placed in
a part 2 progeam under this seclion may
be used to invesligate or prosecutn any
patient in connection with a criminal
malter or as Lhe hasis for an application
for an order under § 2.65.

Dated: December 20, 2016,

Kana Enomoto,

Acting Depuly Assistant Secrefan for Mental
Haalth and Substanee Use,

Sylvia M. Burwell,

Secretory,

[FR Mo, 2007007 19 Filud 1-13-17: 1115 am]
BILLING CODE 4162-20-P
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We also want to formally document that we have had to remind you on multiple occasions to
protect emails that contain client PHI with "SECURE" in the subject line. Despite numerous
reminders, you have continued to miss this. Protecting client information along HIPAA
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guidelines is not something that we take lightly, and we can't stress to you enough that you
need to take this seriously, too.

Robin Candler

Deputy Director

Street Based and Justice Involved Behavioral Health Services
San Francisco Department of Public Health
robin.candler@sfdph.org

LA LD ML T N L. TR e a1 nivenueu i uie eCipient only, If Protected Healith Information {PHI) is contained in
this email, unauthorized disclosure may subject the discloser to civil or criminal penalties under state and federal privacy laws,
If you received this email in error, notify me and destroy the email immediately.
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supporiing Treatment and Reducing Recidivision (STARR)

CASC (Community Assessment and Services Center)
San Francisco Depanument of Public Health

CONFIDENTIALITY NOTICE: This e-mail is intended for the recipient only. If Protected
Health Information (PHI) is contained in this email, unauthorized disclosure may subjcct the
discloser to civil or criminal penalties under state and federal privacy laws. If vou received this
email in error, notify me and destroy the email immediately.
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Make sense? Thanks!

Robin Candler

Deputy Director

Street Based and lustice Involved Behavioral Health Services
San Francisco Department of Public Health
robin.candler@sfdph.org

AR TLAL UL T AR UL, VIS S0 13 LS AT L L necipient only. if Protected Health information (PH” is contained in
this email, unauthorized disclosure may subject the discloser to civil or criminal penalties under state and federal privacy |aws.
if you received thiz email in error, notify me and destroy the email immediately.
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Electronic Record and Signature Disclosure created an: 12/26/2017 11:00:17 AM
Parties agreed to: Rebecca Do

ELECTRONIC RECORD AND SIGNATURE DISCLOSURE

From time to time, SFDPH — Human Resources (we, us or Company) may be required by law to
provide to you cerlain written notices or disclosures. Described below are the terms and
conditions for providing to you such notices and disclosures electronically through your
DocuSign, Inc. {DocuSign) Express user account. Please read the information below carefully
and thoroughly. and if you can access this information electronically to your satisfaction and
agree to these terms and conditions, please confirm your agreement by clicking the 'T agree’
button at the bottom of this document,

Getting paper copies

At any time, you may request from us a paper copy of any record provided or made available
electronically to you by us. For such copies. as long as you are an authorized user of the
DocuSign systemn you will have the ability to download and print any documents we send to you
through your DocuSign user account for a limited period of time (usually 30 days) after such
documents are first sent to you. After such time. if you wish for us to send you paper copies of
any such documents from our office to you, you will be charged a $0.00 per-page tee. You may
request delivery of such paper copies from us by following the procedure described below.
Withdrawing your consent

If you decide to receive notices and disclosures from us electronically, you may at any time
change your mind and tell us that thereafter you want to receive required notices and disclosures
only in paper format. How you must inform us of your decision to receive tuture notices and
disclosure in paper format and withdraw your consent to receive notices and disclosures
electronically is described below.

Consequences of changing your mind

If you elect to receive required notices and disclosures only in paper format, it will slow the
speed at which we can complete cerlain steps in transactions with you and delivering services to
you because we will need first to send the required notices or disclosures to you in paper format.
and then wait until we receive back from you your acknowledgment of your receipt of such
paper notices or disclosures. To indicate to us that you are changing your mind, you must
withdraw your consent using the DocuSign "'Withdraw Consent' forin on the signing page of your
DocuSign account. This will indicate to us that you have withdrawn your consent to receive
required notices and disclosures electronically from us and you will no longer be able to use your
DocuSign Express user account to receive required notices and consents electronically from us
or to sign electronically documents from us,

All notices and disclosures will be sent to you electromically

Unless you tell us otherwise in accordance with the procedures described herein, we will provide
electronically to you through your DocuSign user account all required notices, disclosures,
authorizations, acknowledgements, and other documents that are required to be provided or
made available to you during the course of our relationship with you. To reduce the chance of
you inadveriently not receiving any notice or disclosure, we prefer to provide all of the required
notices and disclosures to you by the saime method and to the same address that you have given
us. Thus, you can receive all the disclosures and notices electronically or in paper format through
the paper mail delivery system. If you do not agree with this process. please let us know as
described below. Please also see the paragraph immediately above that describes the
consequences of your electing not to receive delivery of the notices and disclosures
electronically from us.
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How to contact SFDPH — Human Resources:

You may contact us to let us know of your changes as to how we may contact you electronically,
to request paper copies of certain information from us, and to withdraw your prior consent to
receive notices and disclosurey electronically as follows:

To contact us by email send messages to: Nicholas.Gonsalves@sfdph.org

To advise SFDPH — Human Resources of your new e-mail address
To let us know of a change in your e-mail address where we should send notices and disclosures
electronically to you, you must send an email message to us at Nicholas.Gonsalves{@sfdph.org
and in the body of such request you must state: your previous e-mail address, your new e-inail
address. We do not require any other information from you to change your email address..
In addition, you must notify DocuSign, Inc to arrange for your new email address to be reflected
in your DocuSign account by following the process for changing e-mail in DocuSign.
To request paper copies from SFDPH - Human Resources
To request delivery from us of paper copies of the notices and disclosures previously provided
by us to you electronically, you must send us an e-mail to Nicholas.Gonsalves @sfdph.org and in
the body of such request you must state your e-mail address, full name, US Postal address. and
telephone number. We will bill you for any fees at that time, if any.
To withdraw your consent with SFDPH — Human Resources
To inform us that you no longer want to receive future notices and disclosures in electronic
format you may:
i. decline to sign a document from within your DocuSign account, and on the subsequent
page, select the check-box indicating you wish to withdraw your consent, or you may:
i1. send us an e-mail to Nicholas.Gonsalves@sfdph.org and in the body of such request
you must state your e-mail, full name. IS Postal Address, telephone number, and account
number. We do not need any other information from you to withdraw consent.. The
consequences of your withdrawing consent for online documents will be that transactions
may take 4 longer time to process..

Required hardware and software

Operating Systems: Windows20007 or WindowsXP?

Browsers (for SENDERS): Internet Explorer 6.07 or above

Browsers (for SIGNERS): Internet Explorer 6.07, Mozilla FireFox 1.0,
NetScape 7.2 (or above)

Email: Access to g valid email account

Screen Resolution: 800 x 600 minimuin

Enabled Security Settings:
*Allow per session cookics

*Users accessing the intemet behind a Proxy
Server must enable HTTP 1.1 settings via
proxy connection

** These minimum requirements are subject to change. If these requirements change, we will
provide you with an email message at the email address we have on file for you at that time
providing you with the revised hardware and software requirements, at which time you will
have the right to withdraw your consent.
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Acknowledging your access and consent to receive materials electronically

To confirm to us that you can access this information electronically. which will be similar to
other electronic notices and disclosures that we will provide to you, please verify that you
were able to read this electronic disclosure and that you also were able to print on paper or
electronically save this page for your future reference and access or that you were able o
¢-mail this disclosure and consent to an address where you will be able to print on paper or
save it for your future reference and access. Further, if you consent to receiving notices and
disclosures exclusively in electronic format on the terms and conditions described above,
please let us know by clicking the 'l agree' bution below.

By checking the 'T Agree’ box. I confirm that:

e I can access and read this Electronic CONSENT TO ELECTRONIC RECEIPT OF
ELECTRONIC RECORD AND SIGNATURE DISCLOSURES document: and

* [ cun print on paper the disclosure or save or send the disclosure to a place where I can
print it, for future reference and access; and

*  Until ur unless I notify SFDPH - Human Resources as described above, [ consent to
receive from exclusively through electronic means all notices, disclosures.
authorizations, acknowledgements, and other documents that are required to be
provided or made available to me by SFDPH — Human Resources during the course of
my relationship with you.
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