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SECTION
Introduction

The potential use of chemical or biological weapons against the United States (U.S.)
military and U.S. national security interests is a disturbing threat for our defense
policy makers. Both chemical and biological weapons are considered “weapons of
mass destruction,” or WMD. WMD are those unconventional weapons that are
capable of a high order of destruction and/or of being used in such a manner to
Kill large numbers of people. While the term “WMD” typically includes nuclear
weapons along with chemical and biological weapons, this overview focuses on the
chemical and biological warfare (CBW) threat since the potential threat from these
weapons is generally considered to be more likely than the threat of nuclear
weapons.

The gravest danger to the American people and global security
continues to come from weapons of mass destruction.
-National Security Strategy, 2010

With this in mind, this introduction to CBW agents and munitions offers the reader
a basic level of understanding of what can be a very technologically challenging
and confusing topic.

The U.S. development of CBW programs was considered necessary as a strategic
deterrent during World War Il, much in the way that nuclear weapons were



considered necessary as a strategic deterrent during the Cold War. Although CBW
attacks were considered unconventional, U.S. and Soviet Union military planners
anticipated their use in total war scenarios. As the Cold War ended, other nations
developed CBW programs, primarily as a way to either threaten their neighbors with
a large area, mass casualty weapon or as a deterrent against a neighbor's WMD
program. As a result, U.S. combat troops or American installations in foreign
countries faced a greater threat of CBW attacks.

Today, the use of CBW agents against domestic U.S. targets is also considered a
viable threat. Although transnational terrorist groups have not yet carried out CBW
attacks against the U.S. homeland, some believe that CBW capabilities are rapidly
expanding due to the availability of technology and information in today’s
information age. Others believe that terrorists lack the desire or capability to
develop military-grade CBW agents and have instead turned to industrial chemicals
and crude toxins to use in small-scale, single events.

Several terrorist groups, particularly al-Qa’ida and al-Qa’ida in the
Arabian Peninsula, probably remain interested in ... low-level
chemicals and toxins. Some terrorist groups see employing
chemical, biological, radiological and nuclear (CBRN) materials as a
high-impact option for achieving their goals, as even if they do not
produce many casualties they would have a psychological impact.
--Office of the Director of National Intelligence,
Unclassified Report to Congress, 2012

Dual-use technologies relating to chemical manufacturing and biotechnology
continue to advance rapidly. The National Defense University’s Center for the Study
of WMD assesses that it is likely that U.S. forces will encounter unknown agents in
the future and must prepare accordingly. The Center believes that CBW agents
will be:

@ more accessible to both nation-states and sub-state groups due to the easy
access to acquisition of current and emerging CBW-related technologies;

e more capable, particularly in their ability to defeat current or emerging
defensive countermeasures;

| CHEMICAL AND BIOLOGICAL WARFARE OVERVIEW



e more discriminant - that is, more precisely targeted and more reliably low-
or non-lethal; and

e harder to attribute with traditional forensic methods known today.!

In summary, chemical and biological weapons do not represent a Cold War threat
that can be put behind us. Despite the relative success of current non-proliferation
regimes, as long as there is warfare, there will be nation-states seeking to defeat
their adversaries quickly and efficiently. As long as the U.S. military has superior
conventional capabilities, there will be active adversaries seeking asymmetric
means to defeat U.S. national security objectives. Accordingly, policy makers from
all areas of Government must continue to place a high priority on this threat to our
nation and to our warfighters.

1 John P. Caves, Jr. and W. Seth Carus, The Future of Weapons of Mass Destruction: Their Nature and Role in
2030. (National Defense University: Occasional Paper 10, June 2014), 4.
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SECTION

Chemical Warfare Threats and
Chemical Hazards

Chemical warfare (CW) agents can be used to inflict immediate casualties or to
deny access to areas or physical assets through surface contamination. In some
situations, the lethality, persistence, and psychological effects of CW agents may
make them attractive options compared to
conventional weapons. Also, many CW agents or
their precursors are readily available due to their
industrial uses. Chemical warfare agents are
relatively fast-acting, and some agents are very
difficult to defend against. As better methods of
detection, protection, and decontamination have
evolved, adversaries have developed new CW
agents to defeat these improved defensive
measures.

Chemical Hazard Symbol

Over the past hundred years, CW agents have been used many times, often during
wartime but also to quell insurrections or commit acts of terrorism. As governments
have continued to regulate the conduct of war through various diplomatic vehicles,
a growing global consensus has emerged that these weapons should be banned
from traditional combat operations.



Chemical Weapons, Chemical Agents, and Toxic Industrial Chemicals
The Department of Defense (DoD) defines a “chemical weapon” as:

Together or separately, (a) a toxic chemical and its precursors,
except when intended for a purpose not prohibited under the
Chemical Weapons Convention; (b) a munition or device, specifically
designed to cause death or other harm through toxic properties of
those chemicals specified in (a), above, which would be released as
a result of the employment of such munition or device; (¢c) any
equipment specifically designed for use directly in connection with
the employment of munitions or devices specified in (b), above.?2

This definition encompasses not only the chemical agent used, but the delivery
device and support equipment, as long as these
are inseparable from the weapon system itself.

The Chemical Weapons Convention (or CWC)3
is an international treaty that seeks to
eliminate and prohibit the production,
stockpiling, and use of all chemical weapons. It
: similarly defines a “chemical weapon” as any
usta,d Agent Shells toxic chemical or its precursor that can cause

death, injury, temporary incapacitation, or

sensory irritation through its chemical action. The CWC also considers munitions or
other devices designed to deliver chemical agents to be chemical weapons, even if
the munitions or devices are not filled with CW agents. Additionally, the CWC
prohibits the use of riot control agents (RCAs) as a method of warfare. Long-
standing U.S. government policy states that RCAs and herbicides are not
considered to be chemical weapons; however, only the President may authorize

2 Joint Chiefs of Staff (JCS), Joint Publication (JP) 1-02, Department of Defense Dictionary of Military and
Associated Terms, November 8, 2010 (as amended through June 15, 2015), 31.

3 The full name of the CWC is The Convention on the Prohibition of the Development, Production, Stockpiling
and Use of Chemical Weapons and on their Destruction.
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their use during wartime.# Figure 2-1 provides further detail regarding some of the
policy considerations surrounding the use of RCAs during wartime.

Riot Control Agents -
Policy Considerations

Ccwc:

. Article |.5 of the CWC prohibits the
use of riot control agents as a
method of warfare. Article 1.7
defines "Riot Control Agent” as,
“Any chemical not listed in a
Schedule, which can produce
rapidly in humans sensory irritation
or disabling physical effects which
disappear within a short time
following termination of exposure.”

Executive Order 11850-

0 In April 1975, President Ford
issued Executive Order 11850,
Renunciation of certain uses in war
of chemical herbicides and riot
control agents. Under this policy,
the use of RCAs by U.S. military
forces during wartime is prohibited,
unless authorized in advance by
the President.

Joint Publications 1-02, 3-11, and 3-40:
. Riot control agents, along with
herbicides, are chemicals but are
not chemical warfare agents.

Figure 2-1. Policies Governing RCA Use in Wartime
(Photo Credits: Top Image, Birhanb, https://en.wikipedia.org/wiki/File:Tear_gas_shells_used_in_
istanbul_in_2013.jpg; Middle Image, Russell Contreras / AP; Bottom Image, Sam Tsang)

Chemical munitions may be unitary, in which only one chemical agent is present,
or binary. Binary weapons typically have two component chemicals that are stored

4 The White House, Executive Order 11850, Renunciation of Certain Uses in War of Chemicals, Herbicides,
and Riot Control Agents, April 8, 1975. The Secretary of Defense can authorize the use of RCAs during the
recovery of a nuclear weapon.
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separately and then mixed just prior to or during delivery. For example, the United
States produced the M687 155-millimeter artillery shell, which contained two
components of sarin separated by a partition. During flight, the partition would
burst, and rotation of the shell would mix the component chemicals together.

CW Agent Group Persistency | Rate of Action

Blister Agents
Sulfur mustard (H, HD)

Nitrogen mustard (HN)
Phosgene oxime (CX)
Lewisite (L)

Blood Agents

Hydrogen cyanide (AC)
Cyanogen chloride (CK)
Arsine (SA)

Choking Agents
Chlorine (Cl)

Phosgene (PG)
Diphosgene (DP)
Chloropicrin (PS)
Nerve Agents
Tabun (GA)

Sarin (GB)

Soman (GD)
Cyclosarin (GE, GF)
VX

Very high
High
Low

High

Low
Low

Low

Low
Low
Low

Low

High
Low
Moderate
Moderate

Very high

Delayed
Delayed
Immediate

Rapid

Rapid
Rapid
Delayed

Variable
Delayed
Delayed
Delayed

Very rapid
Very rapid
Very rapid
Very rapid
Rapid

Figure 2-2. Traditional Chemical Warfare Agents.>

A “chemical agent” is a “chemical
substance that is intended for use
in  military operations to Kill,
seriously injure, or incapacitate
mainly through its physiological
effects.”s In other words, chemical
agents are toxic chemicals that
have been used as weapons or
were developed specifically to be
used as weapons. As previously
mentioned, this does not include
RCAs, herbicides, or incendiary
devices (e.g., white phosphorus,
napalm, smoke, or obscurants).
Because the CWC uses the general
term of “toxic chemical,” this
pamphlet uses the term “chemical
warfare agents” to distinguish a
particular group of agents designed
for military combat operations,
Figure 2-2 provides a more detailed
list of CW agents and their general
characteristics.

Chemical warfare agents can be categorized into groups based on the effects that

they create:

5 “What is a Chemical Weapon?, Organisation for the Prohibition of Chemical Weapons,
http://www.opcw.org/about-chemical-weapons/what-is-a-chemical-weapon (accessed July 24, 2015).

6JCS, JP 1-02, 30.
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Blistering agents such as “mustard” agents and lewisite cause the eyes, skin, and
respiratory system to develop debilitating blisters.” Blistering agents and choking
agents were among the first chemical agents to be used in modern warfare.

Blood agents such as hydrogen cyanide and cyanogen chloride prevent blood from
carrying oxygen, which in turn causes damage to tissues throughout the body.

Choking agents irritate and damage the respiratory system, causing fluid to fill the
lungs. Chlorine and phosgene are common examples of choking agents.

Nerve agents prevent the nervous system from transmitting neural signals
effectively, and exposure can result in convulsions and death. Nerve agents are
chemically related to organophosphate insecticides and include “G-series” agents
such as sarin and tabun, as well as VX.

Incapacitating agents are chemical compounds designed to have temporary
debilitating effects. In general, they were not specifically designed to be used in
warfare, and they are typically non-lethal unless administered in very high doses.
Agents of this type include RCAs, other sensory irritants, such as strong-smelling
“malodorants;” and psychoactive agents, such as 3-Quinuclidinyl benzilate (BZ).

Toxic Industrial Chemicals. A toxic industrial chemical (TIC) is a “chemical
developed or manufactured for use in industrial operations or research by industry,
government, or academia that poses a hazard.”® These chemicals can be
inhalation hazards, corrosive agents, carcinogens, flammables, explosives, or
chemically-reactive substances. While there are tens of thousands of industrial
chemicals that have toxic properties, only a small number represent a significant
operational risk to unprotected military personnel, notably the toxic inhalation
hazards. Some chemicals may not pose much threat under normal storage
conditions but may become dangerous when exposed to heat, fire, other extreme
environmental conditions, or other chemicals. Some toxic chemicals used in
industry have in fact been developed or used as CW agents or CW agent precursors.
For example, chlorine is widely used as a sanitizing agent, but-as discussed

7 Mustard agents are so-named due to their pungent odor.
8 JCS, JP 1-02, 247.
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below-its use as a weapon dates back to World War I. Figure 2-3 provides a list of
common highly-hazardous TICs and their common applications.

Chemical ~ Applications

Ammonia

Arsine

Boron trichloride
Boron trifluoride
Carbon disulfide
Chlorine

Diborane

Ethylene oxide
Fluorine
Formaldehyde
Hydrogen bromide
Hydrogen chloride
Hydrogen cyanide
Hydrogen fluoride
Hydrogen sulfide
Nitric acid
Phosgene
Phosphorus trichloride
Sulfur dioxide

Sulfuric acid

Tungsten hexafluoride

Fertilizers; cleaning and sanitization

Microelectronics

Metal refining

Chemical production

Fumigation; solvents; manufacturing

Industrial and consumer products; sanitization
Chemical production

Chemical production

Uranium enrichment; electronics; medical applications
Manufacturing; industrial and consumer products; disinfectants
Chemical production

Chemical production; microelectronics

Chemical production

Chemical production; oil refining

Chemical production; metal refining

Fertilizers; explosives; propellants

Chemical production

Chemical production

Chemical production; disinfectants

Chemical production; industrial and consumer products

Microelectronics; metal refining

Delivery Devices

Figure 2-3. Highly-Hazardous TICs and Their Uses

CW agents can be weaponized by loading them into delivery systems such as spray
tanks or munitions. Munitions range in complexity from crude explosive devices
attached to storage canisters to precision-guided ballistic or cruise missiles with
binary warheads or submunitions.

Improvised devices. The simplest method of delivering a chemical agent is venting
a toxic gas from a storage tank or detonating a conventional explosive attached to
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a storage tank of toxic chemicals. In 1995, members of the Aum Shinrikyo cult used
the former method on a small scale when they released sarin from small packages
in the Tokyo subway system. Insurgents in Irag and Syria have been accused of
using the latter method by detonating
explosives attached to tanks of chlorine.
The effectiveness of both methods can
be severely limited by environmental
factors, such as temperature, wind, and
precipitation. Also, the heat from an
explosive detonation can neutralize
some of the chemical agent.

Munitions. In the 20th century, Inspecting Chemical Munitions
chemically-armed countries developed (Photo Credit: OPCW)

various munitions for delivering CW. These munitions included aerial bombs,
artillery projectiles, artillery rockets, mortars, and landmines. Artillery projectiles
included the U.S. M687 155-millimeter shell, described above, and the M-55
artillery rocket that was designed to carry sarin or VX in unitary form.

Aerial spraying. Another delivery method is spraying chemical agents from storage
tanks mounted in aircraft. Airborne dissemination negates the need for an
explosive detonation that might not function properly (dud) or might neutralize
some of the chemical agent. However, spraying chemicals from aircraft
entails other hazards, such as variable weather conditions and the endangerment

of air crews working in confined spaces v et —
near the chemicals.

In addition to the complexity of the
munition, other factors in the selection
of the means of delivery include the
properties of the chemical agent being
delivered, environmental factors, and
the desired effects. Chemical agents
are categorized as persistent or non-
persistent, largely based on their viscosity. Figure 2-4 provides an overview of these
considerations. In general, vapors (gases) and aerosols are less persistent than

TMU-28 Spray Tank
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liquids and solids. Also, the dissemination of vapors and aerosols is more
susceptible to disruption by environmental factors such as temperature, humidity,
wind, and precipitation.

Persistency Target of Choice Target Effect

Non-persistent
e Nerve e Personnel e Immediate
e Blood e Lethal
e Choking
Persistent
e Nerve e Terrain e Reduced operations tempo or
e Blister e Materiel mission degradation
e Lethal or casualty producing

Figure 2-4. Chemical Agent Effects®

Effects can range from short-term or reversible to long-term or permanent. Also,
chemical agents delivered by aerial spraying or aerial bombs may affect broad
areas (resulting in mass casualties or area denial), but agents delivered by
landmines, artillery, or other short-range weapons may result in targeted effects
over smaller areas. Other factors that CW planners may consider include:

Adversary’s defensive capability. General purpose troops may not be trained to
respond quickly to chemical attacks, while other modern militaries have specialists
who operate throughout the force to detect and decontaminate CW agents.

Operational considerations. As discussed earlier, changing weather conditions may
work against a military force using CW munitions, once an agent is released. Also,
a persistent agent that is difficult to decontaminate will deny friendly access to an
adversary’s territory or materiel for a long period of time. This is especially true if
large areas or a large number of items require decontamination.

Terrain. Liquids and heavy vapors tend to concentrate in low-lying areas and areas
with limited ventilation.

9 JCS, JP 3-11, Operations in Chemical, Biological, Radiological, and Nuclear Environments, October 4, 2013,
A-2.
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Development and Use of Chemical Warfare Agents and Munitions, 1915-1945
Modern CW munitions were first used on a large scale during World War I. Chlorine,
phosgene, and mustard were the most '
widely used agents. In the first major use of
CW agents in combat, German troops
released chlorine gas against French and
Algerian troops at the Second Battle of Ypres
in April 1915. Within months, French and
British troops responded in kind. It is
estimated that more than 120,000 tons of
chemical agents were expended during the
war, resulting in approximately 90,000 deaths and more than one million
casualties.

Blistering Agent Use in World War |

German, French, and British military planners quickly realized that releasing poison
gas from cylinders carries many risks, including fratricide due to shifting winds. By
the end of the war, both sides used artillery shells to deliver mustard agent, which
had the advantage of increasing the distance between friendly troops and the point
of release of the agent. Also, mustard proved to be more persistent and more
difficult to defend against than either chlorine or phosgene. However, phosgene
killed far more people than mustard.

In 1925, sixteen world powers, including the United States, signed the Geneva
Protocol banning the use of poison gas in warfare. However, the U.S. Senate did
not take up ratification of the Protocol immediately, and it was not ratified by the
United States until 1975. Also, although the Protocol banned the use of poison gas,
there was no explicit prohibition against producing or storing such agents.

In the interwar period, there were isolated deployments of CW agents around the
world, including in Russia, Morocco, and Ethiopia. Often, the CW agents were used
by occupying powers to put down rebellions. In the 1930s, Nazi Germany began
developing nerve agents and nerve agent delivery systems. German scientists
quickly realized that nerve agents were more persistent than blood or choking
agents and produced effects more quickly than blistering agents.

During World War Il, the United States produced more than 146,000 tons of
chemical agents for retaliatory use should the Axis powers attack with CW agents.
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Also, the United Kingdom developed CW agents for use in the event of an invasion
by Germany. However, the Allies did not employ CW munitions during the war. There
was also no significant use of CW agents by the Axis powers against the Allies,
although Japan used them extensively in China. Many of Japan’s abandoned CW
munitions remain in China today.

Development and Use of Chemical Warfare Agents and Munitions, 1945—-present

By 1960, the United States and the Soviet Union had extensive stocks of CW agents
and munitions and robust production capabilities. These capabilities included the
production of nerve agents and nerve agent delivery systems. Nearly half of all U.S.
stocks were stored at Tooele Army Depot, Utah. Most of the rest were kept in seven
other domestic locations. The U.S. military developed and tested these systems for
operational use, storing some stocks in Germany and Okinawa during the Cold War.
The CW agents and munitions in
Okinawa were moved to Johnston Atoll
in 1973. Those stored in Germany were
also moved to Johnston Atoll in 1991.

Prior to 1985, all of the US. CW
munitions  were  unitary  rounds.
S Congress authorized the development of
CW Munition Destruction at Johnston Atoll binary weapons in 1985, but the
modernization program ceased in 1991 when the U.S. government unilaterally
declared it would no longer maintain an offensive chemical attack capability. When
the United States and Soviet Union ratified the CWC in 1997, they declared
stockpiles of more than 30,000 tons and 40,000 tons of chemical agents,
respectively. The United States and Russia are now working to eliminate their
stockpiles of chemical agents, delivery systems, and production facilities.

On numerous occasions, Iraq used mustard and tabun in its 1980-1988 war
against Iran. Approximately 20,000 Iranians were killed, and nearly 90,000 more
survived but sustained injuries from the attacks. Also, in 1988, Iraq used CW
munitions as well as conventional munitions against unprotected civilians in the
Iraqi city of Halabja in a sustained campaign of genocide, Killing thousands of
civilian Kurds and injuring as many as 10,000 more.
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In 2013, Syrian forces allegedly fired rockets filled with sarin at rebel-held
neighborhoods around Damascus, killing hundreds of civilians and injuring
thousands more. The Syrian government
denied that it had used chemical weapons, but
United Nations (UN) investigators determined
that high-quality sarin had been used,
probably by Syrian military forces with the
access and expertise necessary to carry out
the attacks. In response to the CW attacks,
President Barack Obama stated that
international norms had been violated and
threatened to strike Syrian military targets.
Syria narrowly avoided these strikes by hastily
agreeing to give up its chemical weapons Organisation for the Prohibition of Chemical
Weapons (OPCW) Logo

program and to accede to the CWC, which it (Photo Credit: OPCW)

did in 2014.

Other countries that have had chemical weapon programs or are suspected of
having former or current programs include India, Israel, Japan, Albania, Libya, and
South and North Korea. India and South Korea declared chemical stockpiles in
1997 and, in 2009, India declared that its stockpile had been eliminated. Japan
carried out chemical attacks in China during World War Il and is now attempting to
locate and eliminate the munitions and agents left behind. In 2004, Libya joined
the CWC and began eliminating its stockpiles of agents and munitions and its
production facilities. Albania destroyed its small stockpile in 2007. North Korea
has not signed the CWC and is suspected of having an active CW program.

In addition to state-sponsored CW programs, there have been a number of
instances of individuals or small groups acquiring and using chemical agents.
Members of the Aum Shinrikyo doomsday cult released sarin agent in Matsumoto,
Japan, in 1994 and again in the Tokyo subway system in 1995. More than 20
people were killed in the two attacks, and more than 1,000 were injured. Aum
Shinrikyo members also used sarin and VX in targeted assassinations in the years
leading up to the Tokyo attack.
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In Iraq and Syria, insurgents are suspected of using chlorine and mustard agents,
but attribution has proven difficult. The Syrian opposition has counter-claimed that
Syrian government forces are behind the continued CW attacks. In Iraq, there have
been reports of members of the Islamic State using chlorine and mustard agent
against Kurdish forces in 2015.

Conclusion

Chemical agents have been used in warfare and against civilians many times since
1915, and their effects and properties—such as persistence, lethality, and rate of
action—have been studied extensively. In many cases of CW agent use, especially
in earlier incidents, chemical agents were simply released from large cylinders.
However, some countries developed sophisticated delivery systems, such as
mines, rockets, aerial spray systems, and aerial bombs with chemical
submunitions. Today, there are few countries with an active CW program due
primarily to the effective results of the non-proliferation regime. Concerns remain
that a legitimate civilian chemical industry could be the basis for a state’s or sub-
state group’s development of chemical weapons.

In recent history, the Syrian government used chemical agents in an attempt to
gain a military advantage in its long-running civil war. Despite formally ending its
CW program, Syrian troops continue to face accusations of using chemical agents
indiscriminately. Also, insurgents in Iraq and Syria have been accused of carrying
out CW attacks, but it is difficult to get inspectors into active war zones to verify
these claims. Because of the continued and active interest in CW agents by
adversarial states and terrorist groups, this particular form of unconventional
weapons will continue to be a concern into the future.
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SECTION

Biological Warfare Threats and
Biological Hazards

Biological agents can cause disease in human, animal and plant populations. If
used by a state or non-state adversary, biological warfare (BW) agents and
munitions can be used to Kill, incapacitate, disrupt, or cause economic or
psychological injury to the intended target. While there are a range of targets and
impacts of BW agents, the military is mainly concerned
about anti-personnel BW agents since they are most likely to
be used in a battlefield context. Biological hazards are
denoted by the symbol shown here.

Sy,
\l} Biological warfare agents present unique complexities that
create special challenges. Although BW, like CW agents and
Biohazard Symbol munitions, are considered WMD, they are distinctive. For
example, unlike with most CW agents, exposed personnel are not likely to become
symptomatic immediately. As a result, the use of BW agents can be very difficult to
detect until after people become sick. Indeed, the first sign of BW agent use might
be reports from medical clinics. Another distinction is that generally the quantities
of biological agent required to cause harm are not as great as with CW agents. This
makes it easier for adversaries to develop operationally-significant quantities of
BW agents and munitions clandestinely and in dual-use facilities that appear to be




legitimate commercial or research enterprises. The small quantities required for
effects (tens of kilograms) also makes it easier to hide and transport these agents.
Moreover, some BW agents can be disseminated by a greater variety of means and
vectors to include food, water, animal, human, or a mechanized delivery device.

Another major distinction is that unlike CW agents, some BW agents can be
contagious. These agents, such as smallpox, can be transmitted by human-to-
human contact. Other agents can be transmissible between animal populations or
plant species. Much less common, some agents—such as viruses that cause avian
influenza—have been known to be transmitted between animals and humans. The
fact that some BW agents are contagious means that an adversary could create a
ripple impact after release. That is, they could infect a much larger group than
initially attacked as the disease spreads across a population. Given all of the
complexities and the highly destructive potential of these weapons, it is critical to
understand what they are, what they can do, and what measures the U.S.
government has in place to help counter their use. Figure 3-1 provides some
distinctions between BW and CW weapons.

CW Agents and Munitions BW Agents and Munitions

Symptoms generally immediate Incubation and disease periods often longer

Man-made Can be naturally occurring and then weaponized for
use

Generally larger scale production Can be produced small scale

Not contagious Can be contagious

Easier to detect due to color, odor Can be odorless, colorless

Delivered as aerosols or liquid Can be delivered in air, water, or food via multiple
vectors or delivery devices, to include humans and
animals

Attacks likely to be o